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generating an authentication for updating a mobi | e
conmuni cations device's |ocation. Mbile networking
along with the proliferation oflm%reIeSf devi ces, such
as notebook conputers, personal digital assistants
and cel lul ar pHb had@éﬁenerajmgAnp%pthmlqaponn
nobi | e networ ki ng, a nobile conmuni cati ons device or a
nobi | e device roans between an inter-connected network
or inter-network to access or retrieve the desired

| rBackuedurahand Figltl of the IMehddhve that the

conmuni cation session IS not disrupted during the
roam ng process. Wien the nobile device roans or
switches between networks, its "point of attachnment”

t : j_nt. ef work .changes whi.ch is ipvisible to i

¢ e FuenBh s Redieto b 6P netalied anmifPasieationdar updating a
automatically and seanmlessly. In a typical packet

S\M’?lg'%eﬁpm calionasiavicesyloratignt he I nternet, data

packets are routed froma source inter-network

address to a destination inter-network 20 address

according to a network nunber derived fromthe

deviobileanietworkitige alor) Witk tesl reiFerdiionas kiirdesy detR®8. such as
of the loworder bits. Thus, an inter- network address

t otsrddcsiAplitefs dé?§6’r'iéT%;%iféﬂ‘ a%Q%Ear@Q%ﬁHfdeﬂpﬁz phopes are gaining

device's point of . attachnent according to

. Lat ai st hi.aher - | .conngcti ons )
D DBty 30 TAOBAE nefehdd, 00 AR aml lcatiBRe Geier @ a mobile
i h b
ﬁegg\x\” Cl?%l{é,g S ?tyl@gs ! warern\ @wl a?gg\e tn%c édaggﬁNoarE%rtintg?-net%\tlmig access or

retrieve the desired information and it is imperative that the communication

session is not disrupted during the roaming process. When the mobile device
roams or switches between networks, its “point of attachment” to the inter-
network changes which is invisible to the user since the hand-offs and

reconnections occur automatically and seamiessly.

In a typical packet switched inter-network, such as the Internet, data packets
are routed from é source inter-netwofk address to a destination inter-network
address according to a network number derived from the destination inter-
network address by masking off some of the low-order bits. Thus, an inter-
network address typically carries information that specifies a device’s point of
attachment according to the network number. To maintain existing higher-layer
connections and to prevent communications breakdown as the mobile device

moves from place to place, and thus between networks, the mobile device
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nobi |l e device's current point of attachnent depends
on the network nunber contained within the nobile
devi ce's inter-network address,?2 which changes at new

poi nt of attachnmen 5 when the nobil e devjce )
heuE, KR it 'R@fw@ftwefk aqdrgss dhensament lewevere dhisds not possible
wi shes to send a data packet to the nobile device and

i Singet thepeartredt delivery ofepacketatto dineomobdendeviée’s current point of
attachnment of the nobile device, the data packet

destacheent alepdneismobi ke detwoek mmber |coatained \Ivhhllﬁ ke mobile
conmuni cati on woul d be di srupted. Therefore, to change

t ReviceWw! infsh-r &k Qﬁdl%sanHIdH“&lfén aé‘ﬂﬁn@?ﬁﬁ’rﬁlg%? attachment i.e.

associated wth the new point

CHEercE @'eei‘?%’%@e s %W?%?E‘%M@ ork addr esses:

home i nter-network address (HIA) which is is static

and used to maintain Teachability and connection even

when the nobile device is away fromthe hone

i Ht@comenupieationsndevice avishes td aerd andatagracket tinl thes mobile device
(CoA) which changes at each new point of attachnent

aadddamdieupdatgdrafeftheasewocatidri be pbint 6€ attachment of the mobile
t opol ogi cal significant address. The CoA indicates

t BeviBeMHE HERS babket8sstited fohUfie! rﬁSﬁﬂé fde§itel H'%g”’b"ﬁ'lé& and thus

devi ce's poi nt 20 of attachnent wth respect t

CER 0 SRR, BRI gl o s

B ORtERENYA adfegs Srecnaec ih i hew pplnadet %‘é?He%t.

nmobi | e devi ce based on the new CoA so that the

To overcome the above problem, it has been proposed that the mobile device
uses two Inter-network addresses: a home inter-network address (HIA) which is
staﬁc and used to maintain reachability and connection even when the mobile
device is away from the home inter-network, and a care-of inter-network
address (CoA) which changes at each new point of attachment and can be
regarded as the mobile device's topological significant address. The CoA
indicates the new network number and thus identifies the mobile device’s point
of attachment with respect to the network topolo‘gy. To maintain continuous
network connection, the home network includes a proxy server which receives
data messages on behalf of the mobile device and thereafter routes the data
message to the mobile device based on the new CoA so that the
communications session is not disrupted. The home network proxy server

makes it appear that the mobile device is continually receiving data on its home
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home WO 2004/ 021719 PCT/ SG2002/ 000185 3 networ k but
in actual fact, the data is being routed to the new
network specified by the CoA Nternatively, when.

t he ' devi.c coui res. a new CoA . frqomthe new, 5 e
ndiRBPIK b B 3 OE M BardeiRing Poled P shd Getiaemmork specified
nmessage to its correspondi ng comuni cati ons devi ces

iﬂﬂ@% {HQA{hen1of its new CoA. This wll allowthe
correspondi ng conmuni cati ons devices to send nessages

using the new CoA to the nobile device. However, upon

recei ving the update nessage, a communi cations

deMierrativeist whehi the trhebirbideRite achiired 4 hfew CCAAI #Bm the new
update i o nmessage before it starts sending nmessages to

RN el otosCo. | OMAT R ogbape o 16

c ' rsonate the. npbile device by. sendin C
| GenerBRM IR ol hidBieatans, Aevices Wigihing them GFE; pewGrAy This wil
that the correspondi ng device is bluffed into sending
p?jmé't e ePTeRPORSNG: FOMANicRtions dedceln sendsnessagessusing the
Most of the authentication nethods or protocols in the

priiesy CaAttoghe packile device. Howeyan upes recaiviagribe update message, a
pre-share a secret key or recogni se each other's

pwommunikatiorts eevice, kaushaerifyiRthéeddth@mticitynef vhe location update
Speci ner, Network Security - Private Conmunication in

A ; 6l P, . ] g . i 2
T 80t 5 EERTSSRAG udbos OB ARIIL G4 t ho now
IR L CAREnfcdtA ¥ the location update message is required since a hacker

can impersonate the mobile device by sending a location update message with

a CoA of his choice such that the corresponding device is bluffed into sending

packets to the hacker instead of the mobile device.

Most of the authentication methods or protocols in the prior art proposed thét
the parties concerned pre-share a secret key or recognise each other's public
key (see C. Kaufman, R. Perlman, and M. Speciner, Network Security — Private
Communication in A Public World, PTR Prentice Hall, Englewoor Cliffs, NJ,
1995). Sharing a secret key between a mobile device and a random
corresponding device in a large inter-connected network such as the Internet is
unrealistic and complex. In addition, it is unlikely that a global public key

infrastructure over the Internet will take place in the near future.
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public key infrastructure over the Internet will take
pl ace in the near future. WO 200Q4/021719
PCT/ S&002/ 000185 4 It is an object of the invention
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of the Invention 5 1n a first
as%lé g‘f’atiorﬁ‘ewh'ﬁg@wm '@¥PS fienst ore gt e disadvantegesaf e prior art,
generating an authentication for updating a nobile
conmuni cations device's location to a, second
communi cati ons device, the nobile conmunications
deSumendrgiofithe hegntiber ed to a proxy server, the nethod
conprising the steps of, at the tine of 10 performng
the | ocation update, i. providing a first input from
t he proxy server and a second input fromthe second

gq%?@aﬁ%‘%@? o??P(é ?r‘fvetngloﬁg&{q{ tig ﬁ)la{a@a'(etgh&m it hg@ q?r@tn%ratmg an

au ntIC?.tIOP transm ting the 15 |ocation
ﬁ PRI Arinabiat crpeUnications device’s location to a .
Preferabl y, the first aI gorithmis a hash function and

't FeCRAgh commuicationst dewice, stbeomaobiten dommunicatisns sdevice being

the shared secret. 20 Typically, the nobile

caepistaredtto aprog\sereeh tise mealleod cenﬂﬁiélrgﬁmev‘étepb dfsat the time of
part of an inter-network address, the device addr ess
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i. providing a first input from the proxy server and a second input from the
second communications device to a first algorithm-to generate a shared
secret,

ii. using the shared secret as thé authentication when transmitting the

location update to the second communications device.

Preferably, the first algorithm is a hash function and the hash of the first and

second random numbers is the shared secret.

Typically, the mobile communications device has a device address which is part
of an inter-network address, the device address is derived from a second
algorithm using a cryptographic key associated with the mobile device as the
input to the algorithm. Preferably, the second algorithm is a hash function and
the hash of the cryptographic key is the device address of the mobile

communications device.
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and the hash of the cryptographic key is the device
address of the nobile 25 comruni cations device. WO
2004/ 021719 PCT/ SG2002/ 000185 %5 In this way, the

devi ce address may be used as a formof identification
between the second communi cati ons device and the

roxy., serv nd, t he nobile communications device

OB Mg dvayn dherBevice addipss mayrhe tsed abaviosey efiektiication between
to the second conmuni cati ons device so that the second
cdheuseaond eammudeicatiens alevicer iaing thee praky dseryeofarichéhe mobile
devi ce address prior to providing the second input to

t wonfhusicatidg devies may provtis Yhe deeicscsdd reﬁé‘ta'n@"che cryptogra phic
corrprl ses the steps of: perform ng a hash

Q("ﬁg'tﬁeﬁecge)é@hg%@ﬂlﬁhﬁlcléﬁﬁné QleQQ%a:# I‘?attdchges%tcpnarkg)mmunlcatlons

aring the digest of t has ion w

;%&#ﬁ%qﬁgﬁfiﬁﬁ%xg@@%ﬁ %v&%ﬁa@@% SD lgg 'C E@Xg 'the second

wi,th th nmuni cat i ons devi ce and the met hod
ti@?%nﬂbs}@fgpr . step of the second communi cati ons

deV|ce sendi ng an encrypted copy of the second input
to.the nobile comuni cati ons device and encrypti ng
the second input using the public key of the nobile

ddwpivally,Pthes eeeifitatiort onprseetheesteps o6 pistritg 3 hash of the
input to a third algorithmso that an 20 output from

t hecdidd enft Ph?;”ké piﬁ%ﬁfélﬁ WO§i§ é'le %hbyco?ﬁgg}?ge the digest of the

aut hent | cat| onfo t he oéatl on u

MhRSA AnctiDARMER e receiRdl fdidsd! 9071 thmis a hash

Preferably, the cryptographic key is a public key of an asymmetric key pair
associated with the mobile communications device and the method may
comprise the step of the second communications device sending an encrypted
copy of the second input to the mobile communications device and encrypting

the second input using the public key of the mobile device.

Preferably, the shared secret is used as an input to a third algorithm so that an
output from the third algorithm is used subsequently as the authentication for
updating the location update message. Typically, the third algorithm is a hash
function. The authentication may be a hash of the concatenation of the shared
secret and the Iocafion update message and the method may further comprise
the step of transmitting the location update message together With the

authentication to the second communications - device. On receiving the
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the step of transmitting the |ocation update nmessage

together with the 25 authentication to the second

communi cati ons device. On recei Vi ng the WO 2004/021719

PCA{{ped QiRp d the nessage, .

t he secg%ﬁdggmmmtggt @%%gg%vﬁﬁeé S??QQ%CB ml@l%ptpg‘@hdewce may
onc na n of t hared secret and the

recéerfﬂsgge @%Sj} %Jl’; %rﬁ%‘?@ 959‘@c W@rswﬁﬁaw@eh apdtthe received

the recei ved authentication. If the conparison

maloEAtien updale Message frcanpaTisincuith thes reteierkauthentication. If the

registers the 5 new | ocation of the nobile

coeemparsen onatches, themiite tseaoadi ¢cﬁnmnwca$lbh§ec%&ﬁé5 registers the
nessages to the new | ocation. An advantage of the

desewi herhtiorbedi wwnt n@blléh%olﬂ?ﬁt?rﬂbé@§ Sqdvidd LA frapgmits any

secret is only generated when arises to up

don bR 1 R R IOBlioh s, ci ngs. an

enbodi nent of the invention will now be descri bed, by

way of exanple, wth 15 reference to the acconpanying

dre(?vvi Bgs in which, Figure 1 shows thi_caI nobi | e

nethé ?W@%ﬁt“@%@éﬁ%@@%ﬁﬁ@odlmam ofdhednvantion isdhaictive secret is
network and a foreign network; Figure 2 is a flowhart

s WY ggneraied ovinemiacaeed msbettwamdaae the>xews tdoetion &i0the mobile
residing in the hone network of Figure 1 and a

c amoneepnicdtiogs dewiggni cati ons for generating a shared

secret.

Brief Description of the Drawings

An embodiment of the invention will now be described, by way of example, with

reference to the accompanying drawings in which,

Figure 1 shows a typical mobile networking system comprising a public network,
a home network and a foreign network;

Figure 2 is a flowchart showing the communications between a proxy server
residing in the home network of Figure 1 and.a corresponding communications

for generating a shared secret.
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concepts and termnology of cryptography. A
cryptographi c system or crypt osystem has an 5
encryption key to transfer plaintext into ciphertext

an i i intext from
Ci%egaglgg?e}é%h 880 B ¥he PréBreY Embid ?ﬂ?he decrypti on

key are identical, the cryptosystemis called

symmetric key cryptosystem If the encryption key and

the decryption key are different and it is

co'ﬁ‘dﬂﬁ aQ‘%l GPRreRriate nioe Regin withosereecbackgsoume on the concepts and
decryption key fromthe encryption key, the to

crigpnolegyenf cryptagrapbly.aAmnyptograptic systetmyrsérpiosystet, has an
public key cryptosystem anyone can encrypt a nessage
usérigyption Reb! foc traksisr HIAMENET intd Miphdrist fm{cqﬂ% d%fcg}xdtﬁ%n key to

correspondi ng private key can decrypt the ert

andchRGomer gltahﬁeﬁeﬁ&ﬂg& gh&ﬁe)é.n fit ’Jﬂf%;%rﬁé’r&@cﬁ{ kex and the decryption

cryptography 1s a colliSionresis

onges . faunction. sically, a one-way hash

£ S 1R BBy PR Bcaien Srametninbeyranmimystem. I the
m it is easy to conpute the hash of m which neans

t r%ﬂCWRf'O@h@%Y @ndnite dageypton dieyoarepdistesenti and tit ise computationally
given Hash(m), it is conputationally 20 infeasible to

f iinigagiblss dge determine atheatecaypiioni ke frermdahe encryption key, the.
reversible; and 3) it is conputationally infeasible

t @ryptosystem iswatiedaspublistkdyasiptbsydtem.same val ue.  The
following notation is used in this application:

In a public-key cryptosystem, anyone can encrypt a message using the public
key; however, only the holder of the corresponding private key can decrypt the

ciphertext and recover the message.

Another form of cryptography is a collision resistant hash function or one-way
hash function. Basically, a one-way hash function has the properties that 1) for
any message m, it is easy to compute the hash of m which means that it should
not take a lot of processing time; 2) given Hash(m), it is computationally
infeasible to find message m i.e. a hash algorithm is not reversible; and 3)itis

computationally infeasible to find two messages that hash to the same value.

The following notation is used in this application:
E(M)euwic :encryption of a message M using a public key of a public key

cryptographic system;
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a message Musing a secret K of a symmetric key
cryptographic system XY :the cgncatenation of
nmessages X and Y Hashi() :a coll'ision resistant

ONE (VR ha j
seﬁds part?/:'rﬂ]BhgﬁEr)tt:dsggg{:’}e'ln 53 e:ﬁ/:[ l}%”ln & gb‘?@g%gfa S{mmetnc key
rmblle netv‘\% F‘!g ste con‘pnsmgapu I ¢ networ
a hone %‘P 'Th forei gn network 50. OIThe
c net rk 10 is . assuned to be insecure and is
pﬁgb} subj e e cgnaatenatian By messraes X antkYhone i o
network 30 conprises a proxy server 20, which is

asidashigt ed:avgallision rmstanbohe»waydmnmmetnom ris= ez e
40,41,42 registered with the home network 30 and each

nodi>Be devi séhdd Party 328 hesR@ea uni que hone
[ nter-netmﬁtyggdress% (H'A) for identification within

the hone network 30. 15 Exanples of a nobile
comuni cati ons device include portable conmputers,

| 38 S - hel d.el ectrgni c d V|ces and, ot her

sl {’a'%l 5@'@5 Cae{;/ch%g&o%dl rHﬁ(jWP o8 SW A eQPyisingyr Rublic network

ong, of the ?(88\”063 40 roanms or is away fromthe

ho rkog0 gl Asforjaneatwark §0a Thsr public network 10 is

netmork 50, the i nter-network address changes since

t IRSSHEE 1o bleinsrcuse andgisi thas subjesot do cttavksvisy kackers. The home

address (CoA) fromthe foreign network 50.. The nobile

deneitwerk4B0 tomprisesdspiroxly aervéroZ0,upkish és associated with three mobile
communications devices 40,41,42 registered with the home network 30 and
each mobile device 40,41,42 is assigned a unique home inter-network address

(HIA) for identification within the home network 30.

Examples of a mobile communications device include portable computers,
laptops, PDAs, handheld electronic devices and other suitable devices that

communicate wirelessly.

When one of the mobile devices 40 roams or is away from the home network 30
and is connected to a foreign network 50, the inter-network address changes
since the mobile device 40 acquires a care-of network address (CoA) from the
foreign network 50. The mobile device 40 then sends a location update
message to the proxy server 20 using a conventional secure communication
channel using a pre-shared secret key. The secure channel protects both the

integrity and the confidentiality of messages delivered between the mobile
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integrity and the confidentiality of nessages
del i vered between the nobile W0,2004/021719
PCT/ S&002/ 000185 9 device 40 and the proxy server

20devite @Bhbethéeﬁw SEhERDOATEH ﬁﬂbﬂﬁﬁ%\h@éﬁd&gn also send a

updat e nessage to corresponding C
dey I lic.network.10 but, as explained
c8patn B4 hPfsadk 8 A e eIt o Gt deytpes 60 in the

needs. sone form of assurance that the |ocation update
rre%lg’j'&é“? OFK ﬂﬁ]&l%da? ESRiaiNRd aamier.dhaesarmsponding coramunications
acceptig& the change since a hacker may have sent the

@&

upstet Jiege samerfounaf iasgutaneenthat tres eation Wdlaté\ message is
correspondi ng conmuni cati ons device, in the context of

t Hideap ot tie amobilel dwlicel26 HeferRy H6deptigRAESHERge, since a hacker
conmput er or another nobile conmmuni cations 1o dévice.

TheapHE0E 8EhEiheufat tf Sy om
m)bi?e devi ce 40 %ﬁ'@%is%@&h@&%@hﬁg@ﬁ@% device 40.
correspondi ng device 60 before the correspondi ng

device 60 can register the new | ocation of the nobile

deyvice 40. The follow,ng, 15 enbodi nent descri bes how

t & SHRERPD 'QQeC%mWH?qqmsuﬁﬁﬂﬁ@ ik dheageontext iof i thist lapplication,
wi,t hout any pre-defined security associ ati ons between

t Reludesy B SpBli @y PeEsanad @nputer tdreanotbiel andbiié admM@unications
or the proxy server 20. To enhance the network

sélevicety, the proxy server 20 and the nobile device 40

20 may use an asymetric key pair or-a pre-shared

secret key for encrypting nessages transnmtted

bet ween the proxy server 20 and the nobile device 40.

The authenticity of the location update messages from mobile device 40 needs
to be verified by the corresponding device 60 before the corresponding device
60 can register the new location of the mobile device 40. The following
embodiment describes how to authenticate a location update message
efficiently without any pre-defined security associations between the

corresponding device 60 and the mobile device 40 or the proxy server 20.

To enhance the network security, the proxy server 20 and the mobile device 40
may use an asymmetric key pair or a pre-shared secret key for encrypting
messages transmitied between the proxy server 20 and the mobile device 40.

In this way, a secure channel is achieved between the mobile device 40 and the

proxy server 20.
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earlier, the H A conprises the network number (Net MD)
which identifies which networkhe nobile device 40
is currently attached. The HI A "also conprises the

hoAs nestliohed darbeil tHEMIABLRrisEERd hbrk RanTRR (NS MD) which

device 40 uniquely in ome net wd

: H A N = Net M St
s a0 FRieR RN G, M nghld fetCants gum%lat'ly glaeteddhe HIA
[ ' h [ i k b to
R0 BRI T 0 B 46 e ionshe e coi
can be derived fromthe public key. In this exanple,
a 4thuniqyelytindhe homecnatwpri.sThesHEA cap thepbe sepresthied by:
Host MD i.e. Host MD = Hashl (MDPublic). 10 Wen a

cor r esdiddiMig ot d4DGBIoshtMDds to send a data packet
or nessage to the nobile device 40, the correspondi ng

desihee t@pﬁ%li&ﬁefé‘&‘&&?‘a&é& ithas ﬁ{oﬂ?l\%hﬂ%?;‘éeﬁgsa?%g ghfque, the public

there is a | ocat’ion update entry,h c! _ 0

a i [ , or the e device .

ey 5 LS B et paniaevife 3R, Thér foe i ﬁ.‘ohst_MD

cqQrrespondi n evi 0 sends the data packet to the .

PR SR arufe oublic kew 17405 axerania. s hsh o8 thepublcdkey is used

update entry, the correspondi ng device 60 and the

pﬂ@i@prﬁéﬁﬂb%ei@%Mml-Qrfg@@ng=d—laﬁiﬂs{mu;ﬁe§ch_ange as

shown in Figure 2. At step 100, the corresponding

device 60 sends a data packet PAC to the 20 nobile

device's 40 H A. Wen the packet PAC arrives at the

MyPhée adedrtésponding device 60 intends to send a data packet or message to
the mobile device 40, the corresponding device 60 first checks its local cache to
see if there is a location update entry, which has been authenticated previously,
for the mobile device 40. If there is an authenticated valid entry, the
corresponding device 60 sends the data packet to the CoA of the mobile device
40. If there is no location update entry, the corresponding device 60 and the

proxy server 20 would engage in a message exchange as shown in Figure 2.

At step 100, the corresponding device 60 sends a data packet PAC to the
mobile device’s 40 HIA. When the packet PAC arrives at the mobile device's
home network 30, the packet PAC would be received by the proxy server 20 at
step 110. At step 120, the proxy server 20 checks to see if the mobile device 40
is residing in the home network 30. If the mobile device 40 is in the home
network 30, the packet PAC will be delivered to the mobile device 40 at step

130 and the process ends.



home network 30, the packet PAC woul d be received by
the proxy server 20 at step 110. At step 120, the

w@e@xp2er ver 20 checks to see if the nobile dewi/ee2049000185

is residing in the hone network 30. If the nobile
device 40 is in the home network 30, the packet PAC
Wi Il be delivered to the nobil e device 40 at step 25
130 and the process ends. WD 2004/021719

PCT/ SG2002/ 000185 11 On the other hand, if the nobile

or o e Siharhl % Pcte' vidiSyd Biker)SrBide e nameretwork 30
t di . devi t st 140 d 150 of
FiliRr /05T “RGVE" ERalriiales ; okgY ssatviorratpasuniths heagorresponding

been notified of the new CoA of the nobile device 40
sidrvica 6 ahbieps el 40rd 480 of Figaue @. INmdetieatithe ppoxyxserver 20 would
server 20 whenever the CoA changes. The key setup

priavechéenrabtifed o thé reevbiCol bf the nsbirnatiite RS WBRB the mobile
the public key MDpublic and the HI A of the nobile

dedevive 40wollt thdatdhe phsty pvér f@%\gng}{t@ge | CﬁothﬁstgaNBes.

is the network number of “the hone
nobi | e device 40 is connected and Host-NM =
Hashl (MDpublic). The result of running the key setup

e8P Gt Blool Bkt ee o Pincigs Engiia ot Hawaen the public

enbodigent is public key cryptosystem and thus the
ké‘?y(ﬂé@upa&ﬂoﬁ'@cwp‘ﬁf the mebig dewicediks: 1) HS -> CD:
ML = HA MD | MDPublicl.Rll NetMask 2) CD-> MD M2 =

10 £( MDPuBlIAOVIRE, Net2 MD2 () Host 8D, wheke Ne® MDHastha (HetvoMLnumber of
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I M2 | K)
the home 30 to which the mobile device 40 is connected and Host MD =

Hash1(MDpupic). The result of running the key setup protocol is that the home

server 20 and corresponding device 60 share a secret K.

The example for this embodiment is a public key cryptosystem and thus the key

setup protocol will be as follows:

1)HS -> CD: M1 = HIA_MD | MDpysio| R1] NetMask
2) CD -> MD: M2 = E(MDpysi, R1, R2)
3)HS -> CD: M3 = Hash3(K | M1 | M2 | K)

The first step in the key setup protocol is initiating the key setup and this takes
the form of the proxy server 20 sending a message M1 to the corresponding
device 60. In this embodiment, the message M1 also consists of the inter-

network address HIA_MD of the mobile device 40, the public key MDpubiic, and a



The first step in the key setup protocol is initiating
the key setup and this takes the form of the proxy

w@eonme1729 sendi ng a nessage ML to the corresppeisG)02/000185
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device 60. In this enbodi nent, the nessage ML al so
consists of the inter 25 network address H A MD of the
nobi | e device 40, the public key MDPublic, and a WD

2 0

R e L s 7o SR o 19 i Network Mask
S hal | enge from

t RS B BARSSTAHERER1 Rt b SRR T 268 spiberver 20

Ug(gr% recei ving,.the nessage ML, the corresponding

d69i'he CefegrRuding dey ‘k  mask Net Mask to extract

the network nunmber Net. MD and the host address Host

MD fromthe inter-network address H A MD. The

correspondi ng device 60 then conputes the digest of

Heldibdr( MDRiINING the aessageddt,dhe icoeredpgrdingwevite 6 eases the network

actual host address Host MD. |If the conparison is

dirhask qtMabRaol éxtet tRe RRMOAY ndMbief NEOMIP 'FHd MeSRost address
the process. On the other hand, if the Tonparison Is

U NGotai®) fohf tt?é;ﬁr{itﬁé-ﬂg%r?ga%égg%ﬁo . lﬁ'hg%’?’re{ﬁl@hding device

t he NMDpubi ;c associ at'ed W
' device s 40 home ipter: rk, address H A M, .
T et GBI 8 dORRL oE bR e aRd Geiigaks thp dligest with
a ,second random 15 nunper, R2 and conputes a secret K )
wi{BS cBgtual hegls rastRassobiost NED i i the Heompagsorb1 ist Kiifferent, the
concatenation of the two random nunbers Rl and R2. The
c orespondinggdendoe &0 derminaiesetity ypocest2 Wisithg other hand, if the
nobi |l e device's 40 public key MDpubi;c and sends a
nessEish is thd Samebtheé comr@3pdrlid detibé 60f williéow that the MDyupio
is the public key associated with the mobile device’s 40 home inter-network
address HIA_MD.
The corresponding devicé 60 then proceeds to generate a second random
number R2 and computes a secret K whereby K = Hash2(R1 | R2), i.e. K is the

hash of the concatenation of the two random numbers R1 and R2.

The corresponding device 60 then encrypts R2 using the mobile device’s 40
public key MDpybic and sends a message M2 = E(MDpubiic, R2) to the HIA of the
mobile device 40. When the message M2 arrives at the home network 30, the
message M2 is again intercepted by the proxy'server 20 which decrypts M2
using the corresponding private key MDpqvate Of the public key cryptosystem to
obtain R2 and similarly computes the secret K using the same hash algorithm

i.e. Hash2(R1 | R2).



20 nobil e device 40. Wen the message M2 arrives at
the hone network 30, the nessage M2 is again

w0 niogzept ed by the proxy server 20 whi ch decrB@Ir/SGN@2/000185
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using the corresponding private key Mbprjvate of the
public key cryptosystemto obtain R2 and sinmlarly
corrput es the secret K using the sane hash al gorithm

. At tHilgs ¢ sBémet IR é@ﬂj&% (fsid Jd?% two rand?mlgqrgbers R1 and

PCT/ SG2002) 000185 13 AOTh o st age® the secre

JoRe: Foff eﬁﬁo@q’e{q@‘?pﬁ%“é R %blerdﬂgrer; SHfesponding device 60
. roxy
CelebBREBRN M Ene GHRGE shtver, 2 BRencsindnat aiehenttation code to the

correspondi ng device 60. The authenticati on code can
t RATqIRONdBIchieYica GOniThe awthapticatipn amlaveen dblye MBe form of a third
Hash3(K ML | M2 | K) and the nmessage MB is then sent

t oneheage ME whenehyn §13ievHashFK | M1 { M2 | ¢Qaamd ehe tnli@ssage M3 is
secret Kis concatenated to both the front and the

bathisn oerithie ﬂ@%@ﬂ@ﬁﬁabﬁdlﬁgddé\ﬁcé\@@ ol th‘l@re%aaﬁé)le the 6,)ecret K is

transmtted previously to the corr espondl ng

18 X TR B4 IV babE B5502 i

cd n%%?@an{n\%g ﬁ%ﬁﬁggﬁggﬁ)ﬁﬁrﬁég&)r&%ﬁ o0 $\;i%: %%?Santdothis serves to

vk die REeRetbidbooest e ohashalaariiBcage

aut henti cation code, the digest can only be conputed

and verified by a party 15 who knows the secret K

Therefore, if the digest conmputed by the correspondi ng
Upon reception of the message M3, the corresponding device 60 proceeds to
compute the digest of Hash3(K | M1 | M2 | K) separately and compares it with
the received message M3. Since the message M3 functions as a meséage
authentication cbde, the digest can only be computed and verified by a party
who knows the secret K. Therefore, if the digest computed by the corresponding
device 60 is the same as the received message M3 then the corresponding
device 60 will know that the mobile device 40 (and the proxy server 20) has
received the secret K and will use the secret K for authenticating a location
update message from the mobile device 40 in subsequent communications.
Alternatively, if the digest computed from the hash and the received message

M3 is different, then the corresponding device 60 will terminate the

communication.

Note that as far as corresponding device 60 is concerned, the key setup

protocol was performed with the mobile device 40 since the HIA of the mobile



device 60 is the same as the received nessage M3 then
the corresponding device 60 will know that the nobile

waelewitoz749 (and the proxy server 20) has receP@ESGL002/000185

10

15

20

25

secret Kand will use the secret K for authenticating
a location wupdate nessage from,the nobile device 40
i n subsequent conmuni cations. 20 Alternatively, if the

di gevite COMMHsedsdd UY tHRE dBadiLtR gﬁgfesrs?qﬁifﬁﬁfj @gslgmé%ﬂ%etup was

MB is different, then the corresp I'ng devicé

t er s [ QN .that as far as
PR W PRI GBI C20 JBbRioniRg 1 e Fecltypprony for the
25 t qcol s perfornmed with the nobile device 40

BRI fiviee A03wRichds irapsharentosieaasmesppading device 60.

PCT/ SG2002/ 000185 14 device 40 was used as the

destination address. In fact, the key setup was

performed with the proxy server 20 functioning as a

sduaving yhtaiogs thersechet Knihis Wil Beviserl Bétwdercthd mobile device 40

transparent to the correspondi ng device 60. 5 . Having

obdral cedesgindims devicK.60 1 suthibhlicdie 19SHPELASE MEES ges, as will

nobi I'e device 40 and correspondi ng device 60 to

a i ation update nmessages, as will be
dgéggei%bdégﬁggq%@v&' Referring to Figure 2 again, at step

160, the proxy server 20 forwards the data 10 packet
PAC received fromthe correspondi ng device 60 and

rds the packet PAC together with the secret K
Lﬁ%rfg}%{%?@- Beeéi %"s%fﬁtﬁgd 6PedneiRrexy server 2Bfprwards the data
device 40. Note that it is inperative that the
c packaeRACaecelyed fram g cotsespanding deeide B0 amg) farvards the packet
delivering process fromthe proxy server 20 to the
mitAC dogeliber edthdthe secret K using the pre-defined secured medium to the

mobile device 40. Note that it is imperative that the confidentiality of K must be

protected during the delivering process from the proxy server 20 to the mobile

device 40.

After receiving the packet PAC and the secret K, the mobile device 40 extracts
the correspdnding device’'s 60 inter-network address IA_CD from the data
packet PAC and computes a location update message as follows: |
M4 = HIA_MD | CoA_MD | IA_CD | INTV, COUNT, MAC

where CoA_MD is the mobile device’s 40 new care-of inter-network address,
INTV is the maximum valid interval which a corresponding device 60 can send
data to the CoA_MD, COUNT is a counter which is used to counter reply of the
message to detect replay of location update messages by a hacker, and MAC =
message authentication code. The MAC in this example is in the following form:

Hash4(K | HIA_MD | CoA_MD | IA_CD [ INTV, COUNT)



15 After receiving the packet PAC and the secret K,
the nobile device 40 extracts the corresponding

w@leopdozi7¢9 60 i nter-network address | A CD from PEBESEZ02/000185
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packet PAC and conputes a | ocation update nessage as
foll ows: m::HAMDIQMAblgACDIIMM COUNT,
MAC 20 where COA MD is the nobi%e device's 40 new
care-of inter-network address, [INTV is the nmaxi num
valid interval which a correspondi ng device 60 can

; : iS.a counter which.is .
-ote R dite'ag igh g?“f’ﬁ%’%@gﬁwﬁa%ég%z%aqegwﬂa(whlch also
[ ker, MAC =
moocliES AR Seds AN EBHRIONEAmIG fhe [Fosrespanging device 60.
is in the followng form 25 Hash4(K1 H A MD I CoA
viUpon Aegeiving fives, mesxage) M theo4oboespasding device 60 checks the

PCT/ SG2002/ 000185 15 The nobil e d_evi ce 40 t_hen sends
t healiddy aofithe mpesage usigptie MACVAY edferdrice. SitflaHASShe previous

t he nmessage authentication code) to the corrﬁ%pondi ng

devagte diflest, YABNcHRESHIMdING t i oted h ived

correspogdi ng devi ceg%o cﬁgecks ﬁ:é%g@a!k{:ggl%y. cl)"f:ethee rece|v§

AL C r ef ! to.the

2SS PR QUMD LTSRS AR, B e i, n
r e.the receive sage, H A MD |. CoA

BB Sl SRR B A kot Dl B b secret K

conput es the digest of the Hash4 function using its .

0 'g'éjTaét BRen \M%?Wtﬁﬁspr@ymswaduungttba kevesetps psocess with the

during the key setup process with the 10 proxy server :

2(Proxy seoeh 28k dickathatigestharestheesarhe theréhe correspormdin@@evice 60

device 60 knows that the | ocation update nessage is

i kaiewd that the odtibhalpdale mess3aeds indeed valid and that the message
came from the mobile device 40 and can safely update the mobile device’s 40
CoA location in the location update cache table by recording the binding of the
HIA_MD and the new CoA_MD, as well as the associated interval INTV. The
authentication procedure is then completed. From this point on, the
corresponding device 60 can continue to communicate with the mobile device

40 by sending messages directly to the mobile device’s CoA_MD.

Using the above described embodiment, an advantage is that the secret K is
generated when a need arises to update the new CoA of the mobile device 40.
If the mobile device 40 roams to a different network such that the CoA changes
again, the same procedure may be utilised to generate a new secret K since the
corresponding device 60 and the proxy server 20 may provide a new input to
generate a new random number. Therefore a new secret K can be used for the

message authentication code thus enhancing the security of the mobile network



came fromthe nobile device 40 and can safely update
the nobile device's 40 CoA location in the | ocation

wapaabel7eache table by recordi ng the bindi ng oPCT/B€2002/000185
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H A MD and the new CoA MD, as well as the associ ated
interval INTV. The 15 authentication procedure is then
conpleted. Fromthis point on, e corresponding

SoUSEEASHRR, e LS AT SR D RE RS o mosic
440553050 1Bl B BB B e o s o

when, a ee{d arises to update the new CoA of the nobile
de%\‘%@”ﬁ@ﬁ e fijjure ﬁ&aﬁeaiqpéia&%meééag@s whinksistraore efficient.
different network such that the CoA changes again,
the sane procedure may be utilised to generate a new
secret K since the correspondi ng device 60 and the

pr By descritiod emboaimenitasticitd AohBY doRBitlied @s IBEIRANAL FoR example,
new r andom nunber. Therefore a new secret K can be

Lo AR TR TS IS wnen porrn
20, : ) 1
A T PR

between the nDbiL%E devi ce 40 and the correspondint%l
deRABDINEH I RRCTEh Ke e PFRAY RRYeL 5AN EocRadta Ypdate the CoA of the
authenticate future | ocation update nessages which is

monebig devicerd0 by peiforaieg the samerbuthientinatiorh proabduoe instead of
be construed as limtative. For exanple, the secret K
caendingihecsabeet K dd theemahié devisbt4d. a message when

performng a hash algorithmusing the secret as an

input. After the key setup process and obtaining the

secret K, the proxy server can proceed to update the

Cafaiih tﬁtﬁN.fﬁWid@scﬂﬁéﬂcﬁ.eA'thvgégB@{ {tosRB0g BNt to one of

aut henti cati on” procedure I nste
ordinary skill in the art that many modifications can be made hereto without

departing from the scope as claimed.



10 sending the secret Kto the nobile device 40.
Havi ng now fully descri bed the invention, it should be

wa@ppatnertio t o one of ordinary skill in the artPCT862002/000185
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many nodi fications can be nmade hereto wi t hout
departing fromthe scope as CI?5 15 WD 2004/021719
PCT/ SG2002/ 000185 17 CLAI M5 A method of
generating an authentication for updating a nobile 5
conmuni cati ons device's |location to a second

conmuni cati ons device, the HBE%MQ conmuni cat i ons

devi ce being registered to a § server, the nethod
conprising the steps of, at the tine of perforning t he
| ocation wupdate, i. providing a first input fromthe
proxy server and a second input fromthe 10 second
cdrmmuniAc amiethesd d¥fvigeaerating fam sauthegticationmfoo gedatingt @ mobile
a shared secret, ii. using the shared secret as the

aut hentcbnﬁhumﬁaﬂdnﬁl devieasmochtion tbhe seb@ﬁ@tddﬁﬁmua%héns device,
to the second communi cati ons device. 15 2. A nethod

d I
naeh _ fomidbiel Srifnkathes Belies beniledyigid dWhidg server, the
d h 3 ,
ot nod G RIS, th 5198 o Y fic BRI 8% reBingethe tocation
conmmuni ¢ ons 20 device has a device address, the
addr es&P aeieng derived froma second

i. providing a first input from the proxy server and a second input from the
second communications device to a first algorithm to generate a shared
secret,

ii. using the shared secret as the authentication when transmitting the

location update to the second communications device.

2. A method according to claim 1 wherein the first algorithm is a hash
function and wherein the hash of the first and second random numbers is

the shared secret.

3. A method according to claim 1 or 2, wherein the mobile communications
device has a device address, the address being derived from a second
algorithm using a cryptographic key associated with the mobile device as

the input to the algorithm.



al gorithmusing a cryptographic key associated with
the nobile device as the input to the algorithm WO

wQom0221919 PCT/ SG2002/ 000185 18 4. A net hodPCT/SG2002/000185
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according to claim3, wherein the second algorithmis
a hash function and the hash of; the cryptographic key
is the device address of the nobile comuni cations

de& i ce. A5m5,thoﬂ 5@66?8?19%085@2%9 W rSindih sge%%@e%lg@ﬁ@g] is a hash

t he nobi | e communi cat fons vice prOVI

Comn: VAP SFGEDHERE 3P Mt Pl eGP vie acarass o

comuni catio deV|ce verifies the valldlty of the
devi ce @1‘& Eieﬁ PIEURICALANS\AQYIGRy the second input to
the first algorithm 10 6. A nethod according to claim
5, wherein the verification conprises the steps of:
perform ng a hash of the received cryptographic key to

obf.ai n A methyes Bccanting dopelaimad,t aersin ele ﬁ‘fanIBec&%ﬁ’ihmcatlons'
function with the received address. 15 7. A nethod

accor di qeliée® pAeVides ahef dsligd %d?eéso d e BBhic kev to t
cryptograpl)hlc key is a puI l'ic key o an asym?é ?'Ig ey to the

82{/[ Cgss%gzghgtc%ﬁ'lm%fgg db'g% gg?lg gwf\gﬂg}ér“ ﬁ?%gggﬁ%@r gommunications

i ce, sends n encr.ypt ed

Eggysgfc?%] ﬂ%ecgg 6‘?1% a%:g{(é[] glfyoof ;ﬁl%e rp&yfqeead ress prlor to providing the

second input to the first algorithm.

6. A method according to claim 5, wherein the verification comprises the
steps of: performing a hash of the received cryptographic key to obtain a
digest, and comparing the digest of the hash function with the received

address.

7. A method according to any one of claims 3 to 6, wherein the
cryptographic key is a public key of an asymmetric key pair associated

with the mobile communications device.

8. A method according to claim 7, wherein the second communications
device sends an encrypted copy of the second input to the mobile
communications device, the encryption being performed using the public

key of the mobile device.
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using the public key of the nobile device. WO

wQom0221919 PCT/ SG2002/ 000185 19 9. A net hodPCT/SG2002/000185
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according to any one of the preceding clains, further
conprising the steps of, using fhe shared secret as an
input to athird algorithm and obtaining an out put

fromthg tidthdd ab@@énﬁ‘ﬂ%"y’cag ﬁépg]pnéubheﬂei (b?%&%ﬂhgscl%?ms, further

A net hod according to clains |

wher ei n authentication is hash of the , ]
concat e%%rﬁﬁgﬂﬁgf&ghéeteéﬁﬁfeHS'QQctﬁgtSé]'}ﬂ{ﬁg S0 %\Tﬁéﬁr‘i B‘ﬁ’(‘;t to a third
update nessage. 10 11, A method according to claim 10,
fgrtheraISB s ARG Péta'@'f@paﬂf outpuh fsernt thenghirdealgorithm as the
| ocati on update nessage together with the _

aut hent@uihentigationo the second comuni cations devi ce.

12. A nmethod according to claim 11, further conprising

the step of the 15 second conmunications device

conmputing a hash of the concatenation "of the shared

setg.et ANthethed I 866G !tecéhgatﬁnépgf‘t aaim§5?g§ofg,f wherein the

conmparison with the received entication, _
corpari Arehicetn' 8 £ o e b hiton AEHRE sPasi secret and
communi BEN GO e PRRFaBRans it o any subsequent
nmessages to the new | ocati on.
11. A method according to claim 10, further comprising the step of
transmitting the location update message together with the authentication

to the second communications device.

12. A method according to claim 11, further comprising the step of the
second communications device computing a hash of the concatenation
of the shared secret and the received location update message for

comparison with the received authentication.

13. A method according to claim 12, wherein if the said comparison is the
same, the second communications device registers the new Ibcation of .
the mobile communications device and transmits any subsequent

messages to the new location.

14. A method according to any one of the preceding claims, wherein the first

input from the mobile communications device is a random number.



14. A nmethod according to any one of the preceding

clains, wherein the first 25 input fromthe nobile
w@ormzi7eat i ons device is a random nunber. WO PCT/SG2002/000185

2004/ 021719 PCT/ S&G2002/ 000185 20 15. A nethod

according to any one of the pre%edl ng clai ns, wherein

the second input fromthe seco % communi cati ons

device is a random nunber. 5 16. A nethod according

to any one of the precedi ng clains, wherein the

ation VI ce I s bj 17. A net hod
i@r dlégmpﬂ '%ﬂﬁﬁ‘c‘c‘s‘ﬁréis %|a£yn’§“?m% %hfspf%%’m laime, wherein the
second 10 conmmuni cations device has a fixed
i nt er - N2AGAIK IRHr e the second communications device is a random

number.

16. A method a'ccording to any one of the preceding claims, wherein the

second communications device is mobile.

17. A method according to any one of claims 1 to 15, wherein the second

10 ‘ " communications device has a fixed inter-network address.



