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METHOD FOR PREVENTI NG THE DELI VERY OP SHORT MESSAGE
SERVI CE MESSAGE SPAM The invention relates to a nethod
woaoostwes1smi tti ng or delivery of a short nessageT/NL2004/000253
service (SM5) nessage to a nobile termnal . Mre
specifically the invention relates to a nethod and
system for identifying and/or preventing unauthorised
METH® FyrrPreoiNTERe SME DEhivERY terr phHomat edssress sy IcEMESSAGE SPAM
sendi ng and receiving of SM5 -nessages has becone a
popul ar way of communi cation. The SMS delivery service
provi des a nmechanismfor transmtting short nessages
to and from SMscapable term nals, such as w rel ess
handset and er.sonal ers via the.sipgnalling .. ..
conpon 9?&%%sr%§%§ﬂ%'%%1763 5%?%@#§§.£rangmlttlng or
delﬁﬁ@mﬁhifng $Bobasmﬂs@mg6|@®av1cag SySt emeasagé £8Sa mobile
c d t c | € usLr
cordip M S SRif LSy SAST O B 80801 BEVERL K method
and Lszesmmtmrssieﬂthﬁmm@ 2l @ta}prwepmng(wm}lthoms@ﬁ deliv-
ery 454 'é%?ssﬁé‘emc'}}?w@d@eﬁﬂﬂu{@&@arﬂéég& gf signalling

conmuni cation in nobile or MAreIess net wor ks. The MAP
pr ot ocANeutFIMNFRG 1A (FFREI RSO Eaphbi NPEPages has become a

pop&ﬂH&'W&?iéflé@%&uﬁﬂ@&fﬁoﬁOWP@@eQMSOﬁelﬂﬁe§§-sérv1ce provides
pr.ot oco Both North American and Euro

t andar d
BT TR B WP TATET TIRPAGTt R SerbicEops SHS-
capdbilee Sriliddh®, congonentwirdhesdohthddeesi ead ptandand com-
bI hed by T
pue g YL 0SS, DY ol BB SELLEn L VUSL 4o o508 108 on
netwidmglarsi gsaeinmets bya s @mr@p@mlrfehgcerrﬁnﬁmcam o (8S8.7)
wm%\g&daa% s ADStd L Ut etéfgé%r)am&@ﬁcail&ﬁée{ﬁ&QSEQYaét%%rd sig-

the term SM5 -network 1's used fdentifty
nalling corprereht | Bre ndfSos&sV 1 FacheleRgues gof GPRE §p- 7 mobile

appﬂ@@;%fKﬁVﬁﬁfﬁ (MABY |, alhovn dedFvesy @ﬁeS%@%HB§§a§ﬁa fn@chanisms
SMScapabl'e ternlnals The, SMS - frastructfre e

Of S hor L CAFRIRET A Lo chimt TPt Vet P e oTRERYRks . The
MAP aSrét i@l entath o weliel pratdactldorcSMbikssagesapplication

Hereinafter the ter | fo y '
par%lgﬁ# |ﬂ§?p%ﬁp§$E;%%ﬁ%%?g%h%r§$%§§$g%alﬁoeﬂ NPthO%merlcan
andeﬂura@ﬂ&nns&am@mr@me@@l¢$amam¢ &ef BVSE, a| FABnlayer using the

ser\ﬁ'@ e 1 Sg r'?cféﬂlgdc&ﬁ%&l?@‘ntswsﬁiét %f]:ﬁtﬂlrnégléﬁﬁ standard
Se uent

y a delivery attenpt to e term nal
is pup 2d |19y dBe} seoynetiedel Gyl Rdeshge pgsociation and is

refVAROSSH i &, 14 hey M - pssRYehs ShpHBEant stBBISMECis defined
by éﬂgJ%Q&;E;ggséélégg$éﬁh{égt1g§ gﬁgggﬁgggg%ngglgute (ETSI) and
is referred to as GSM MAP. Below, the term SMS-network is used
to identify all communication networks, including e.g. GPRS or
UMTS networks, that allow delivery of SMS-messages to SMS-
capable terminals.

The SMS-infrastructure employs a short message service
centre (SMSC) that functions as a store and forward platform for
SMS-messages. Hereinafter the term SMCS will be used for any
platform in an SMS-network with identical, similar or equivalent
functions as that of an SMSC. If an SMS-message is received at
the SMSC it is stored and subsequently a delivery attempt to a

mobile terminal is made. If delivery of the SMS-message is not
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The delivery of SM5-nmessages in an SMS-network com

prises two phases. In the first phase infornmation of
woheosnoii7ke termnal is requested from a Hone POTAILR2@MA/000253

Regi ster (HLR) , here inafter_also referred to as

HLR-request. This infornationznay conprise the

| ocation of the nobile termnal, such as the nobile

switching station (MSC) or serving GPRS support node

posdi¥IR) the case- r@és@a@’Rﬁsngw\@é& andtatt sppat ieil the desti-
of the le ternmn such as the

identificati
Rt G AR R AU SI T AeRETITEr (LRBI TP AR or ¢ he
inter na[tha)rdaélmy o5t ones st s fimraf | 8B ynetvork com-

pr1%$§f§$ ﬁ%%a QgseIﬁh€h$N§L$%§$?Q§sét§ﬁ££ hgtgghigﬁrgﬂe mobile

e termn me span etmeen
termivs phes eseqypiieed | jros @ nHeme aTnfg@abb@WeBﬁgan:@W (HLR) , here-

ina AREONISs ANtk seveLAl tasn DUt @SR - L EBE | YTt Be; hkb$hadEn may
second phase i n the delivery of SMs- nessages over an

comENEE eior KoT R SOMOBE | E1F ST heF CRRRGES Do SEpar afefe mobile

swi it |éﬁ&tiﬁnttMSCPC@rV$@©v£@@ GPRE. sappbhe heBe (SGSN) in
or nat | on,

casq ) 1T HUREORE PR TV G SnbIRPF AL L fgt ions of the
mobimﬁuﬂénmmﬂaliOsucbnasothehbod&llmohlyeoétahéon identifier

LMS%%B a C%_get%%]sgljltt,elallléti c?lgﬂg g@a??&ﬁcﬂdgﬂ}:lfﬁ_er

pr0VI av ng Foved con
(IMSF) ¢ Hen i iorsmednd phl@v\g tlme %éﬂ@\@fﬁﬂge ifapsfobpedelivered

to ﬂﬁéEﬁgﬁfﬁgﬁkéymﬁnﬁﬁth@ﬁefﬁimgeéﬁﬁﬁrﬂe9®eéﬁ é%@%89§§@g§hases

in an SMs-network conprising a network el ement to at
typicasty orie oLt | BRRSE iPREre R npri ey ngeepeds 8pd gpveral min-
utedeceiving first routing data for delivery of said

SNB—nessa e sai jl ter nal a|d net wor k :
o ot 08 Ch PO S LT It B8 OF Bhg delivery
of SMHMmHésagéﬁmmWername&@@am@tWQrket®|almgbshedtérmsnal cannot

1Quting datas, [ £GPl ying. aly sal d petyprkogherenl sgidipe cor-

e Ccomprrsing Said second ting
minmmrme%tam@/car M%qid h@fm&t@@n@mth@u IdLEet@guesbudoes

sal ﬁ?%x}fﬁéa&r@efd&@ﬂ £R8t b 0G, Bat 21 £ 9T e debbMery10the deliv-

nmessage to said nobile termhal. | nstead of
erymﬂﬁnﬁhﬁrﬁﬂﬁﬂﬁﬁﬁﬁﬁg% iweetfrst routing data

It is therefore an object to provide a method and sys-
tem having improved control of the information flows in SMS-
networks.

This object is achieved by a method for delivery of an
SMS-message in an SMS-network comprising a network element to at
least one mobile terminal comprising the steps of:

- receiving first routing data for delivery of said
SMS-message to said mobile terminal at said network
element;

- transmitting second routing data from said network
element in response to receiving said first routing
data;

- receiving at said network element said SMS-message

comprising said second routing data, and
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for delivery of the SM5-nessage to the nobile term na
in the HLR-request, the network elenment only transmts
woheossiecsond rout ing data in response to recei PCIANLR6G/000253

first routing data. The first3routing data, i.e. the

data to communicate with the Tobile termnal, is only
avai l able to the network el enment, such that the second
routing data functions as a key for conmunicating with

t he nohi | eoheentnaly atAsaﬁzddhegbvysrkhellalmaruteqsuasit saabnd rout-

the receipg of he, SVB- s 3 a
correl ate ?esu% ?i fg TRt hé %ggsEéu P% 8Q%O§FF6F6%%VerY of

del i very e&ldhéMSNSeﬁessageOtsanﬁemnbbﬂheteeﬁnm@él It
shoul d I*?f‘st%% zﬁ the sanves SL'}%‘ @{ré@erout(:jlng data

second routln%é?ata to t e first routing data shoul

for selgradl Wi e piet deessage §e the gpplihecessnipatnap the
gLRr Iherdddist dutidgysiat ae:pémerb@ cﬁwdtraﬁnérhﬁtée@@@dsecond rout -

out i ‘data i s recei ved or. kno urther it,.sho
ing @@%dﬁ%ﬁ%ﬁ%ﬁlft%a‘io 1Fﬁ"eceﬂa‘fjrﬁlgj f\gg m&%%l%ﬂéﬁ’c“gsa%?d The
firsbﬁ Aaaiday darﬁaer par @eotmddamaa/ tacdamteusbyLral with the mobile
nor e

onents r C ich .on
cerfitiior on Gir BRATHLS Re N kg e el Trlln enac
the|saannd(nounxnghdavatﬁMEmtldm@ ¢$r%tk¢xui®ngCQEMana§t1ng
. it h
wict CHR BN QAU D A g d S PN Gl b8 b IBha che
recesing [ofr Ghe 1N -eaRPads) i tvel el rie?orhel Akedi Eapulting in
the YAdaid IS 4 avhihst dihe d@fﬁéf@'oﬁn@lﬂ@rSMeégage to

cl udes these sim|lar data It should furt

the RS fBF UL~ ottheth o iRy %%R%F%%a?ﬁs?h%dtm conver-
siorSegonthed et sid txabiﬁﬁg)rdauﬂ forthagr ihes | ivenihgndéda should

ual j.fy a flrst utin a and second routing dat
be MR Bt daleddute 8 T AL M RE e aat) "ende Bre £ivst
routeimgpdlatentcaof l;ehefoundsmtﬁ drie seeabrid nstutr oy i dgtaata received
[ i [ [ . _
or G SeEoe I AR dN S G (ORELELER net
works srsiiesdd’ #hyivlice rkeembnq\asily THe etgrifedsed nd hr@ay include

sevéﬁ%ﬂ“dﬁﬂﬁdﬂbﬂ#ﬁsdﬁ5é R ef gd edy st ngeLdlt shoubd more of the
preferably be included in a postfijx of the 15-di

Ste@lé@rsﬁéiﬁq‘utlléﬁ it PREBRLEGRAAEARE DI EMHR g RYigp are
distk2 Hlitgid.s, too few digits are left for approprlate

PSR oL AN DB S BT U e of che
terrrl‘dﬁi@tlaizj;:irl\/EEB?S, h:}het HevSperat rr (e i IMSThi cit calseuldebesappreci -
atecf) haI'Ee dacmq:%r %%ﬁnlofall I']:eo tL%éE naq{d nlgﬂé\is(:‘;llaes used under the
ABmerican Standard IS-41 and that the term IMSI and/or LMSI in-
cludes these similar data. It should further be appreciated that
other routing data or first and second data suitable for per-
forming the invention to qualify as first routing data and
second routing data fall under the scope of the invention.

In an embodiment of the invention, said first routing
data comprises the international mobile station identifier of
the mobile terminal and said second routing data comprises a
different IMSI. The address of the terminating MSC is less pre-
ferred since it should preferably be included in a postfix of
the 15-digit El64-specification. As most numbering plans use 11

or 12 digits, too few digits are left for appropriate implemen-
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the first routing data is an option. In an enbodi nment
of the invention, the SM5-network fur ther has access
wWOQo@/19t80et nessage service centre (SMSC) and PO®NL2004/000253

nmet hod further conprises the ?teps of . receiving at

said network elenment a query fromsaid SMSC for said

first routing data; - transmtting a response nessage

to said SMSC com prising said second routing data.
tatf&ﬁwaatﬁeEiﬁ%@ﬁtM@ﬁkSHd@eeﬁrlOa SdBCsihhatimpenerahge may be

HLRr equest ve i n er .to correlate ar
allcfcf%k #h CHLTER jz%ff’lesjtoandj%t féealg‘%ua?dgwés sgég, Opﬁgator(s)
in BMBM) i cape ovhicledsa oh the sédoadsroft thg datrainastisgdMsSC as
the(ﬁﬁfg@ féﬁéin%?ﬁ%ﬁgglgaéﬁ O%Ql@npartlcularly
vant pp

ageous I cation e 1mproved control of the
i nf or mekh G FeEvRLiRERn SSVE-Rret WBYRDT EOms ehe oSMS -network fur-

thett ded i { Y888/ 05 DT ENEAL M@@@éé} Or 5801 g8l L¥REYeOf(sBNB) and the
m)blletermnated messages he in principle

metRod rHH e dSPTRETSET o PEMEE FREsAbes of course is an
attract-i veeteating at S%aenbnwbmyelaﬁmweh qﬂi’ém@ntfﬁdam said

SM5- nessa ften_ref rre " arn' will be
del i ver edg’§§C %PF s?‘ﬁg Acr 8& 68§u F t’y of SMs-
services haansmenuhg beeasgvbseevmdastsaglea\t@ EeiiggeMs com-

an in o epsing amuunk abounwanted ;SNSagessages.

Accor di ngry IC an ource requirements
Prigyaart rf‘d\ﬂ%at@w%ﬁ%u%r%@%oﬂoysw@’%‘@]@@t agenarabe the HLR-

requéant agh MR ESSR0es3d hat o hayerd Pabe éfaﬂ§nﬁ1EB§dHLR request
over the SM5-network. Thus, there exists a_need,f

and 139y %Wsiﬁ%en‘i%g‘s%ﬁ%uﬁoﬂ%ﬁ %@IW%EPthF second
routSvis raa it | #ndtesad nat etchéressna@tes:rowna@ eabadi ment of

the inuvention the er co rls the step_Q
conpar iy & K& adtﬁ %ﬁﬁ? YR a %e im-

provdie audriess of the Bm&mant:scam df Biviss nmssatgeSIﬂBFneIEwork is

used Qb Mo PR e P R S Sl gy OF oms mo-
bllﬂwd’eﬂﬁmlél%fp%dnfmﬁ%ﬁﬂ@s i sTkgeetm e i peiebsi gghyadt eedcdplivery

for AMPRAMBLLEWI Jresbeco 6 RV ARCLHe EQ&t@i‘é”BEGSMS—
by changi ng the SI\/SC addres 5 addr ess spoofing")

in
technrl o r?@fé%\‘@eer, "TeSRRGSS di PEFenl feberred to as
“spairst ivigui she aiélpﬁfemmanélpm Thé ephd+aBEEd np@paggrlty of

s AN AR O 2GS Bk AEGLAEAY Aab B erea an in-
creasing amount of unwanted SMS-messages. Accordingly, network
traffic and resource requirements have increased considerably by
the large amount of unwanted SMS-messages that have to be trans-
mitted over the SMS-network. Thus, there exists a need for
identifying and/or preventing unauthorised delivery of SMS mo-
bile terminated messages.

In an embodiment of the invention the method further
comprises the step of comparing the address of the SMSC in said
request and the address of the SMSC in said SMS-message for de-
tecting unauthorized delivery of said SMS-message. In today's
modern SMS networks, protection against hostile spam attacks is
getting increasingly difficult as spam techniques become more
advanced. For example, by changing the SMSC address ("address

spoofing™") in the SMS message, spammers make it very difficult
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operators send each other bills for term nating short
nmessages in their networks. Spoofing results in
wopersabm7s receiving bills for SM5-nmessages t hRCTINLR§04/000253
have not sent thensel ves. The. manage nent at the
network el enent of the first and second routing data
enables a correlation at the network el enent of the
HLR-request for the first routing data for delivery of
to di@iﬁ%xﬂﬁﬁ%gﬁoﬁﬂdnéé‘@{émm Hflédpee SMo:-se88ag8ge from an-
Su at._ it .ca ec her. t he address_of e .
orndgy i Ao R SR 1 eSSt &h efistl? since
operatems cmnd |dagivtotlzlidrieskl s poof i tr@rm:snamnw $hedt angssages
in tg%gr Q{ét%s&]?scg'/%bo%' s Lgitc'é:a{ﬁj &ge?étw§ receiving bills

nessage an transmtti ng rede I ned response,
for SMP-maPRIt HEasdgeey é@]vq)él@‘%\k%ntﬂfh%rn%@lwe%e The manage-

mentn%ttectﬁé@{e%%éwnﬁwa@ #ak tF DHer a&ﬁae§é@§mdergutmg data
one for issuing a HLR request and one of delivery

enakligs VSRS Rfet O IS FRRTIR oF L ERRFLRE r*éla%e%%R request
forfﬂﬂétﬂﬁkéﬂfﬁﬁuﬂinﬁ ddﬁh(ﬁﬁﬁidﬁmhﬁéﬁyS&S‘HB@SQMS attomsSe and

further t SIS t dentjf d/
the gl e, TR T T Siecthoral PR Bhecked
whetérmodﬂreeradctn‘esmeaﬂ MmientSNET the theeHlRteegatsbedingéenhe SMS-
mes,sla"acfé1 g'vé.tdé}g: {1he secpnd ¢ O%dﬁ%ggt%%ﬁiﬁgcféViﬁﬁntified and

message can be determ ned nown

apP TP IPETSS qqrmorealﬂwchua%tdﬂg%ﬁmlm%r@% HaeupkI8-BesSsage and/or

trarfs‘?d—ﬂt't‘]gw.cjjaé %)féﬂeﬂﬁ{éd/%é/ségns%\/s @Eésa&@sePﬁéﬁrtﬁessage, can
sendi ng t he "'unwant ed I\/IS- nessages, whil e

e taketor iZeFHBHI RS %nﬁ%%e@%@uﬁwyh%\ﬁ?ymﬁltlple ad-
dreslsldﬁt%dganﬂiﬂé B ti geengid gELR T Gusst t £fid opndBYE delivery

heref ore be applied to distinguish authorized from
of t&ﬁaﬂ?o‘ﬂ%scﬁ%éﬂvery of SMSmessages . In an

enbodi méwet cfridietiimrentsi ame g Rratdalidst ofosailte first rout-
n t r LN j .
ing RGP IS E RO S R el e LBy
e.g t rtan sdariteld ¥ @rai/rmbunréeveért mwthcvm%qi rdeh&veey a9t SMS-

mes %E%ﬁeﬂxIleﬂﬂ%éé%ﬁéﬁﬁ éﬂ“kﬁé”ﬂﬁﬁéﬁi&b@ftﬁgetﬁ@éUﬁﬁterval

nmessage i s |on bei ng i ndicative_of spam
betwgeso ditrrtn idl Shprieve mecqithtr Yathferéatra- ad JF%‘éeH‘é%%g said

SMS —fn’(ééﬁakj%e ddl{RH@q}@férrﬁﬁV&I alzmrg hen&t eufhametsapmaérs typi-
se is attra si nce chances_t hat .such

Callé’r VAS FHE I%eecaé‘ﬁ%@‘igt Ve kel ¢ h%?rt glivery of
SMS -mehidegydee i fate | sergbimed iy drhearsaae MBC. messages, while for

authorized delivery of SMS-messages usually only a limited
amount of time expires. This criterion may therefore be applied
to distinguish authorized from unauthorized delivery of SMS-
messages.

In an embodiment of the invention the validity of said
second routing data expires after a predetermined time interval.
This prevents that SMS-messages are transmitted to a mobile ter-
minal, wherein the delay between the HLR-request and forwarding
of the actual SMS-message is long, being indicative of spam. The
embodiment also prevents that spammers re-use the data from the
HLR-request several months after retrieval. Re-use is attrac-

tive, since chances that such data are valid are high because it
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In an enbodi nent of the invention said transmtted sec
ond routing data are different fromsaid received
woiowstioroaut i ng data. Accordingly, the network eCement04/000253
cannot be bypassed. The inven%ion further relates to a
met hod for screening the first routing data, such as
the I MslI. Accordingly, nobile term nals cannot be
accessed directly. The invention noreover relates to a
is EOFPUL Bfe Dy OGN Phoduebilant SMbinel Woeksapded bot whek same
MSCelenent for perform ng or applying the nethod
according to the invention. W 02/071774 di scl oses a
net hod Trorarpresirdimenidedf viehy Dfivemwaon edaid transmitted sec-

q - . .
ondgyﬁngﬁgi ¥ e %? %%P§39%e er%?ﬁzgg d %égéigégsgﬁggt routing
datarnﬁﬁﬁgﬁdm@ghm,uhhanm@@Wﬁﬁksgb@mem¢|@@Rngtuhethypassed

dat abasg, £ ans PeSA Of iBch &P 418, hasi o Of ﬁ@@gbagféfdscreenlng
receiving party_informatjon, such_as_a nob

the stibjesl | ot 170 cdR Bt edS4eR VRS &I BB A %@F%#Rnglyl mobile
ter&fﬁafﬁwﬁaﬁﬁm@emeoac@@ss@aedn@écon@l noblle Statlon

|dent|gh§r g} . humb h%
oper at or-ort e %ﬂﬁwﬂQﬁEﬁv%ﬁwﬁ% ey %%n?r%?mRHFgﬁ program
prodiME, taympesMessaigesriaranded i netedrk ocheam&VS Servpeeforming or

aop RS 1De e Ths PUBLE£L L on. dogs. net diselgee the

Second rou In response to
r ecel vty 0340501 T T dFrRr ea e formeldied cfgF gpreventing delivery

of RNPEAESS GRS mé:é‘ééé@é theepEihOgS and §¥stes HEL¥rORination

obtalnlng sendi n rece|V|ng arty |nfornat|on
datakateneht SR Wf%@ﬁ%ﬂf%%%%h%tla%zfa%%s%M%naessage is an

unwéﬁﬁéd“ﬁébéééé0ﬂ§ Whsous Uch tm&odﬁﬁéb@@el§aﬁeb@0béﬁformed on

his is Iab rious activity,and does not assjist to
he (kAR 19F BTV A nBRTROY SBcPHo T VR o gra b on, “such as a

mobiﬂ@sSnﬁﬁﬁmﬁherrumfégﬁabédaﬂdm@Seesp@Dglnglaﬁetwork (MSISDN)
é@g%gﬁﬁédLgg?rﬁa@fsgalNgégffgrstépiénn?&@ﬁglfﬁgroQ&MSI num-

er a r'st
berpekéoanMH Hiaceeondyk t eerather sendiing padiyidual subscriber

conéfgf”ﬁﬁﬁéﬂnbwgwtﬁ§ 5@9@%6 InSQrea§QI§§éré@09£iQﬂ SMS service

cannot be pre ve vention wll be further
subgqyikery at B il Fetlorniect e hed bt e hehedtBpafiragsmittal of

secdﬁﬂ‘¥béﬂ3ﬁ§ﬁﬂéﬁﬁjiﬂ ﬁ@@Mb@s@rﬁéefé@@l@ﬂﬁ@dfﬂﬁﬁt routing data

for SSP R0, 6 ARE ARSIAEN S pe LT RS S0 £SGS100] oy crns
relyt hors &peciding anshdied eane dresddd menpatoyt hefdeaathgs, im-
pleﬁenting this information in a database and defining actions
when such information is detected. Thig is a laborious activity
and does not assist to identify or prevent unauthorized delivery
of SMS-messages in cases of address spoofing as previously men-
tioned. Moreover, this method can only be applied after a first
spamming session is performed, since only then the sending party
information may be known. Also, address spoofing cannot be pre-
vented. t

The invention will be further illustrated with refer-

ence to the attached drawings, which schematically show a
preferred embodiment according to the invention. It will be un-
derstood that the invention is not in any way restricted to this

specific and preferred embodiment.
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Fig. 1 shows an exanple of a part of a prior art
SMenetwork; Fig. 2 shows a process di agram

woRkbossivrsaei ng the informat ion flowin a part 8CTMINLR004/000253
SM5 -network of Fig. 1 ; Fig..3 shows sone el enents of
an SMS-network according to ah enmbodi ment of the
invention; Fig. 4 shows a first process diagram
illustrating the information flowin a part of the
SMB- et rdh e0fd falvgingds :Aaccor di ng to an enbodi msnt of
the in entiﬁg and Fi seco

i 2gr Al Qe R gL IR o 1o AT s F ERPT BFE SMS-
netwdyé ;SM5- net wor k of Fig. 3 accord ing to an errbodl nent

of the enti )
conpr i sﬁ %’g %ob terrﬁ na‘fésgoél\z’;d a‘%ééhzﬁat are w reﬁl% t]ile infor

maticgnridsvedt & rﬁﬂﬁtl ©B\ihe ¥ seredhsof M6C3) 3A, 3B,

havi ng V3G addiieRre S IIRE 2 13k ABC o F a@%@%%rl@%ccordlng
are connect ed VI alines 4 to a short nmessage sw tching

Lo agpMReIgNY of thme Bt B% irt her has access to a
honrf I@rfi tqnfdl'ﬁﬂdteﬁtaeffl(ﬂﬂ-bq)plﬁadéb’ﬁ l@l@%arggﬁliméﬁfatlng the
routit.n a or e ter al S

inrd it ek 0 el hs Giie el a8 Fid: eAtgocord-

ing rmblalre dnémﬂzmﬁntz N tdhen irveerdrisan ofaridhe SMSC 5 . |t

i S not hat n e t|
connect e(?tt% a ‘A>uéra ity c#é/kptltsbe ég’t@gﬁ % a(%ﬁo?fﬁﬁftr ting the
informaid dratfilaw Ué’lr g Hartwivlltdss Dbmastivatk onl Wwid- theaccord—

ing PPIdE @I NRE 5 4B dyaperaiion, an SM5 -nessage
may be sent fromnobile termnal 2A to nobjile term nal

2B. Th&IQvBlnEseage as PMpiettthhe mBitel tar alpl ba termi-
nals?a Se it he-dmbide 4051 Qﬁinr?&:ﬂlé’d O&waﬁwmé h§w1tch1ng

nobi | e,_subs i_ntegrated se |taI
staclDll Coaubsar iher it ot aled el U pps Lol LAl peLaRTccy e
MSC ‘tshizg exaamaalxte cHmesSMedresisadel ness recsd wedkslabrt hee dMsie

ovi 3500 04004 02 ok | S LALRAL e o o

homeoxl@rcalmmn 4feglﬁt@18|\;@@m i6s Ehast m@mé%rwa@lt routing data
for Q at fnfykg:'lf Ol SNBSS 30ES é]? teit\‘/% mahid e fefmnal 028 mobile

i ate del’ivery of the nessage to the nobile

stattl@'nm%ntz-é lieg ndMSIdssiblerch sV feyenia s2 s‘t’b?]é?dn the
areadlboft R@eSMME D suntiid thenddest ivadd berf\ﬁ%fnﬂlrtﬁlally the MSC's

an, g%skg%s%‘%%%&?g%%ms aval I abI e. Fi g ShOV\.‘E":Stat.tlons (not
shown), the latter belng in w1reless communication with the mo-
bile terminals 2A, 2B.

In operation, an SMS-message may be sent from mobile
terminal 2A to mobile terminal 2B. The SMS-message is input to
the mobile terminal 2A and sent to the mobile terminal 2B by
choosing the mobile subscriber integrated services digital net-
work (MSISDN) number of mobile terminal 2B, i.e. msisdnl in this
example. The SMS-message 1s received at the MSC 3A covering the
area wherein mobile terminal 2A is present and is subsequently
forwarded to the SMSC 5 over line 4. The SMSC 5 is a store and
forward platform for SMS-messages to the mobile terminal 2B. If
immediate delivery of the SMS-message to the mobile terminal 2B
is not possible, the SMS-message is stored at the SMSC 5 until

the destination for the SMS-message becomes available.
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to the nobile terminal 2B in the part of the SM5

-network 1 between the SMSC 5 and the MSC 3B in terns
wof01801872i n the sig nal connection control paPCT(NED@R)00253

of the SS. 7 protocol stack. The process diagram has a

time-axis in the vertically downwar d direction. The

delivery of SMS-nessages conprises two phases. In the

first phase the location information of the nobile

term nalid.s Z%&ﬁéaﬁlé rapa tdiel gl R dr vid i welely eS8 the sSMs-

hirl, in cat sSEND OFOR SM (SR _S
e s S6iRe ara STEPPUL (el TER FRGReRE iR network
1 bétﬂm%dreqimtsmmlm the 8¢ giBatn ngeghebaf $8tVein the sig-
e. r ngde tihe destin
nal & %%ﬁct[lcm eé?r&ﬁsﬁ%@%w f%é@r)gchfes §§ bdﬁ%bggco% stack.
The qaseeskhelHdrayess yenenatasia *@s‘?ﬂ@ﬁs’éeJSRJ-C%M—RE@erward
dlret&alt fonprises the IMSI of the nobile termnal 2B,

Imsil assigned to nmsisdnl, to the SMSC5 . In the
second s e sV indge 1338 CoTRE1e9e e uapases. In

the Sﬂﬁ-s{/\% % SR | tied %é@tmtﬂmj_ﬁorm@:z:gﬁhldﬁrﬁgelmoﬂﬁ$éagérm1nal
ter na addr essi ng, t he
is W%ﬁé\ﬂ #%d‘% ﬂ#s 1ehe %%%5 snipaig 9cb8%s sanp
ROUTRIG \a&mocmrtmmratssron ) Fvubﬁdﬂﬁftemame 5®B€rﬁed to as a
The t| ween t S p n
HLR o Ge0% aTew %%ondé%]gbsege?%% 659%%%461{:?&13 g%bal
tltlantW]T)z,edl d@l |Me¢ySMJ$CSMBiln%@%ag®I$d thhe adestbpakoan global

tlt]%@e(r]ﬁhg my td ple, S és@é& m@y@éﬂfdmu&m@ @9§é' brBe HIR-
sen the SNB nessage wth ﬁ%‘g‘? dress in

requaRs MEIFRAG- SN b SERRRONER %Besbtl %a¢h¢1*aeﬁ?mP§lafis the IMSI
of e mandiagsetvesk amd SNEC. 191 1 exaebhged at pamkysdnl, to

the L5820 Senctvork At send(urgot eg] Ol tpscages, .
actefl t9mes —S‘m%&‘sé_:ﬁe oincmhlid\mg dbmtnerblr.)t hi. SGEPL HmelréM\Plhemelssage

MT M 35 ¢ 7 # fozémi}%}{/oédé‘nfﬁé%{ﬁ&e%e MSC 3B

w:LtISI\ﬁuiaiemH km@l s Tlln@ Mﬁé¢ g331a¢mn@ﬂl¢$1ea néssigesy TFanp§irmation
MT B‘W?D RASSIHN S &) n&ﬁetébgsgﬂév | Ghypuise t&;taéﬁ‘ BELWREK fnkStwo

ot—i1nterested in ery con L on
PhaEMS AR SN IRBSHL 9 1 et IRIR @twﬁ@ a 3feyofgceppe and several

mln@dri&gf&s &It@kﬁ)@i NeS WoFdkryl SECOME-mebBggég. an

crbod et O A AN SO en AL LA e sovonvea,
it ISMpomsissigesco send the SMS-message with a forged SMSC-
address in the MT FWD_SM message, to hide the real identity of
the sending network and SMSC. For example, a party using an SMS-
network A to send (unwanted) SMS-messages to recipients in SMS-
network B may set the SMSC-address of the SMSC 5A of network A
on both SCCP and MAP level in the SS.7 protocol stack to that of
a different SMSC 5 of SMS-network C, thus implying that SMS-
network C is the originator of the messages. This is possible
since the malicious party in network A is not interested in a
delivery confirmation MT_FWD SM RESP from network B.

Fig. 3 shows some elements of an SMS-network 1 accord-

ing to an embodiment of the invention and a terminal T A in
communicative connection with a network A to send SMS-messages

to mobile terminals 2 in the SMS-network 1. The SMS-network 1
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to nobile termnals 2 in the SM5-network 1 . The
SMS- network lconprises a router 10, in SS .7
woeorsima7egy al so referred to as signal transfecTpazent/ 000253

(STP) . The router 10 is set guch that HLRqueries for

the HHR 6 in the SM5 -network™1 are directed to the

network el ement 11 by MAP screeni ng. MAP screening

all ows routing on the basis of the operation, i.e.
comp&Fﬂs_e‘ﬂwaorrd\ﬂFtMcSM iRngls t necéxalindhegypes weskrefereatl to as

s an SMS-routin and rei naf S
siongel SRRt s YRt es 18T Fhogtt *hudhoBhat mix-
queriGrs erdrercHe? Bkl & ﬂtatiaﬂnasﬁwsmquorllwnkuplrabted to the

1
net“lgéﬁ%grrz)eVé%neC%tnt rol e I% Pﬁ?l (?hﬁ?| %(\l;vfgg_g&ﬁ ?.l%OWS rout-

ing iqn dsie sl HyoF éﬂ@@ e@i@@r%l@g ige. S‘Eﬁ’é_ﬁlét%rMT FWD_SM, and

the @@mnﬁheornéd%ﬂé dBYmEXEcHt e gosde PaEli-onsi NG §ystem and
nput er fprogram product to enable this mglaove
[

w111c61ﬁ1?ed+na i, 5P tO STHREEE Nt 3heSNRri bpg SMR 11 com-

priddinct ld&ﬁfdlﬁféﬁrmcbmd] 4 st amd dod mesmepPpot elopkagr 88ble
Lmgay be inplemented in different ele nments or
6131 cations, e.g. in a distributed environnent, in
\Nhl ch Cise SMee metwrk JelanbEMRLIL 1 siabbe irmgeoded asntrol of

the ll}l% ahthfOI{ cﬁnela?gexmfl %‘Q/PI @Q@J.Léf:@cﬁ'lg Sregg?ﬁnce to

ase e delivery process again conpfises
Fig HL4R- mmtmk mQr@e@tbtcat SNhel ¥ imaY evetihg dada pprtions

of & h&nhide gfa%emlpﬁodu@c %o 'é’@éﬁl@%ﬂé‘eﬂrm%Qo%JiSQBhtrol

The router IS set such that this reques
Agaigyr ddt eef PG EvEE 13he W%@%MCWH%W‘?gformed in this

metHdHWdﬁﬁnﬂLﬂzéﬂqq:ﬂgﬁ Hpvey eimpil dihehhed QG §eEféPent ele-

t he, address of the uentl
mentéﬁvﬁﬁfprpgeéﬁfe“sorﬁ'e FiFsti o%tcfjr@t%];tf% ‘? . %H‘BF%‘EPE in
whidhicsszaste frostwieth vergmait tiie ﬂ\/&asrdsesagegandedieas the set

of tHNUd &t r}]c]{ga a[rgd)/edgh#%;i&tgp&{é ast to the prior art

process as inmsil is not
tr ansnmeed itns tt aSSC B el e nh o[ s . addiEn copmprises

the g—ﬁﬁ% %:recfu?escto@/f@ftéi\/l Ao taanst at@se therdd rsbut P81 88ca of the
Imsi |5 to second routing data, e.g. insi?2

moblﬂr@et@é%@a&el SRI SV RESPS Borasig ked rfs? Meghrdng. The router 10

is ddansmd tethd G:thﬂ? &t 1 15 rEsSRaNsed 1o reie€i §MRJ11. The re-
imsil_ in the P fr

h
e GRTs el KA E o i | Lo o RIS FRayi L i 00T set

to =@l be .derinted dddxwedarsd?2 the SMRN exadqibeequastlyande SMR 11
receiirxrfsész tEHef’lrsact dutslur%] ciahc% i.e. imegil in this case, for
delivery of the SMS-message to the mobile terminal 2. Thus, in
contrast to the prior art process as displayed in Fig. 2, imsil
is not transmitted to the SMSC 5 but to the SMR 11. The con-
verter 12 converts or translates the first routing data, i.e.
imsil, to second routing data, e.g. imsi2. The message
SRI_SM RESP comprises imsi2 and is transmitted to the SMSC 5 in
response to receiving imsil in the SRI_SM RESP from HLR 6. The
LUT 13 stores the values of imsil and imsi2 such that imsil can
be derived from imsi2. As an example, imsil and imsi2 are re-
lated, such that:

imsi2 = £ (imsil)

imegil = £7 (imsi2)
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imsi2 =f (imsil) imsil = ' (inmsi2)wherein ' is the
inverse function of f . The functions may use
wadadistiommtal paraneters, such as OGT- addr esses, PCUMNLROIU/000253
date/time etc. In the second_phase, the actual
SM5- message is forwarded in _FWD SMto the SMR 11
with the second routing data, i.e. insi2 inthis
exanpl e. The converter 12 searches in the LUT 13 for
wheﬁékhff¢fﬁsrﬁhﬁi{FN@@%@|f@ﬁéil¢ﬁQ?frﬂd Tﬁidﬁgh&gﬁohfemay use
to .the nobile ter a on_the basis .
200 T AT R et TOTR 1 1 T e OGHEReT e | FRBeRbegRte/ time
etcfound, the SM5-nessage nmay be forwarded to the MSC 3
to deI| er g&%&? t
Fi nal | y\% hg{el!?@% 39—%506\% dﬂ? %ﬂ%ﬁr%ﬁ%% &l:'n%? lS tor
wardgr FwD MV FRIESEEN - @ HehesVRIR 111 Hat tivelyhe es¢ opndr a@utwg data,

iel %@@Qé thilh e rathod, aﬂ@esyérﬁx%&%%éj'é@af@hég' $n the LUT
od| nment of the jnvention enable that instead

13 SO rig S AT HEA S 1 ST5 T DU PG TR AP GRel Lver the SHS-

mesdied Wey el idiel ISMEameSege 1 o hthdbhd £s t 8F Nthal rdceived
in the HLR-r uest SR twor k_el egent, 11

secq b (A e JHET sitt i o See Keuiieatng o8 bessage

may rec dionwigrddie Ha ridte rMeaA | ho-oladal 1 vidre ﬁmxstme@ﬂagegto the mo-

o412, 4GRS CEOTRGL S, L e OB ey
confgirsdrion MT_iF/E_$hRERR drl tloutSMRy Hatbhdtunmay odpe &erwarded

to thKeywdors conmunicating with the nobile term nal
Accordingly the HLR-request SRI _SM and the receipt of

the SVEBRFeISAGONRINSYSHSTh R B bkt ddirestmeqggment of
the iihdit iRes Hrkidlid i ciatdtadd tde wedv Meing odcddes to the

i G S b GEGH oo e ISVERITHIE fherhe mobile
ternfirrest 2 dut itige dHiRr :RMEStSEIRT M i ntley nedtiwoek abdhést 11

onlyStt%Iancg?nl %eq:tﬂ fi | &l édlé%\/?cgutofn %ﬂ?bj_ﬂ gre% rﬁf?m ]?ggelv1ng

second routl ng conprises a conve
the dtumt rRrtiimy deta -meihebef ustd msitvield daueh Bset hehe data to

comREAIL]S stlttl'p%ﬂ\@%o’i)lqr the-rheeal ﬂ@f@ MBI QM i1able for

Identifier (LMSI) . In a particularly advantageous
the aefawie sl amantcditr ol - of e SeABKhEIAWH 1Y ciptd Frections

as aSMeynEomdontunildae iRt Wairdh eltee MIBi1kl arbes Usetkbcordingly
the tH% Irde%rfltelsftyégz% %nMd/ ord pcrheeve:tfnetclenl%)t of the SMS-message
MT_FWD_SM can be correlated resulting in the possibility to con-
trol the delivery of the SMS-message to the mobile terminal.

It is noted that while in the above embodiment of the
invention, the first routing data comprises the international
mobile station identifier (IMSI) of the mobile terminal 2 and
the second routing data comprises a converted IMSI, other rout-
ing data may be used as well, such as the address of the MSC 3
or the local mobile station identifier (LMSI).

In a particularly advantageous embodiment for control
of the information flow in the SMS-network 1, the network ele-
ment 11 can be used for identifying and/or preventing
unauthorised delivery of an SMS mobile terminated message, 1.e.
as a firewall. In an embodiment of the invention the method fur-

ther comprises the step of comparing the address of the SMSC 5
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unaut hori sed delivery of an SVM5 nobil e term nated
nmessage, i.e. as a firewall. In an enbodi nent of the
wonvesnvison t he nmet hod fur ther conprises the sPep/NaR004/000253
conparing the address of the SMSC 5in the HLR-request
SRI _SM and t he address of thé*SMSC 5 in the
SM5- nessage MT_FWD SM As previously nenti oned,
advanced spanmi ng techni ques al |l ow the address of the
in tSNBGIER { ebge it fsher emt ahet veenaibeeksf eEmaheopMELoBs in the

SRl SM SM (add f
SMs?mﬁ$%%$%Q%£3ﬁ@§358fN%%i@ﬁ%iig FRrouefletEin F02knleg
sparmifnd ntddigniGuesnal hew anlbayaddsesFhef reheafB/ENE &b be dif-

t he- fi i
rexdfle SELVGLY EleTERthiatloh e Lt Ludndioehand py) o
(addrsel spoohied) tHechlifhaequesal SRiogM sendereoti nawanted SMS-

meséé&gén@rgﬂt@efﬁﬂngflTV§r¥n0f1%h63S%@h§§§§agﬁoﬁ9ﬁohge The man-
recel pt of the SvMenessage MI FWD_SM such that it can

agenprite hale Kielde v%%‘f‘ﬁ‘é?kt%%e‘é%mar sObf thaef shae gnfnserend

rouﬁﬂﬁé{&é&?sé?$ﬁ§sé$&3%% éB@v@NﬁﬁﬁsﬁﬂgﬁlNﬁﬁﬁvﬁmgwblSenables a
ntj ca n a Iess, S entL Tl

corabiR G 4tE ST HE SURICSs MiLclRarRG bfSt forot Toufing data

forSﬂ&iﬂﬁssﬁgafammé0$M$¥mmsaagé|m@datpeeﬂeéémpd OESpPhRSEMS -

mess%g§gf%§%%§;ﬁw S%%?h AL e 107 %gghegﬁgdb%FeEher the ad-

message preéeféra
dres‘os)rfv\féridw $6S€ he MBClee OHLRhJéeCE’@@BteSREr SHi pafl Rhe SMS-

%%%%:Mf‘ Wﬁh@wu§§r1&@nED§aﬂDbifenégrn&@é&egs'§p88E1ng is

. Further the capacity of the SMS-network
1dera¢ﬂeﬁ¢%<a@m%n%@i%0%%a%ea%%%nt%u@lhe@%oﬁla?@r%vedof the

SMSfﬁEségééVﬁﬁ&Yé% @%@ﬁ§m1€@ﬂm§Nﬁ s88fesed response to the
Alternatively or in addition, n

terva
SMSG veerf 19 ari $1TNG PHRSRER PP ?.B@rﬁame@x 08" HE-message
prefﬁ%aﬁi&fﬁﬁiﬂtﬂbtfheSﬁﬁfWér@@d teceh&i MgCt Beor the mobile ter-

nessage, J n_ ML F\VD SM k 1l.ca
il e el Tl 4he ABbyre cslamal JLgehoc
botlvofé@ctFharhyer anoe m@pmlmu@f n*gh@aSMS f@et‘cl@rkvér t}ndf require-

ment 1€ VAN e@ﬁﬁh@?i@%ﬁ@féof 0 +hes apbh | eoteqai naksy 20

efore actu ransmtting the SM5-nessages, which
authQﬁ@%@@i%MﬁEW%ﬁﬁ%ﬁﬁ% mount of time. In contrast,

aut hor izzed deld Mes 1y, o SVS-AmESanes, | shelstiahd ylnterval AT be-

performed, in ar wi thin seconds.up to severa|
tweq dSEAHILE TG FRES TR VAT UBTGait be tReaiLot M RESP to the

sMsdi S tamy Ut Sdie Bl P i e SIS afie sl hDJﬁIM’EdFNBl | EMeay ohe network
elequqbgﬁfi eSQ%r%$% %hl%%elnﬁ hg;:%g%éd ?é ggify hgpammers
first collect large amounts of routlng data for delivery of the
unwanted SMS-messages to the mobile terminals 2 before actually
transmitting the SMS-messages, which takes a considerable mount
of time. In contrast, authorized delivery of SMS-messages is
usually performed in a range within seconds up to several min-
utes. Thus, the time interval AT can be used to distinguish
authorized from unauthorized delivery of SMS-messages. If e.g. a
time interval AT of more than 1 hour is determined, the SMS-
message is identified as unauthorized and appropriate action can
be taken.

Preferably, the transmitted second routing data to the

SMSC 5 are different from the received first routing data of the
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is identified as unauthorized and appropriate action
can be taken. Preferably, the transmtted second
woamisimg7edata to the SMSC 5 are different fronPCeL2004/000253

received first routing data g% theHLR 6 . Fig. 5 shows
a second process diagramilldStrating the information
flowin a part of the SM5-network of Fig. 3 accord ing
to an enbodi nent of the invention. It is assumed that

HLR the FSMSC 5 dimsvsalar m@omﬂ:qmcrc@lsst rtﬁ_mﬂdl:[p@éti:f‘@ting the

:Lnfo %10@?'4‘_’210](% ap th a%ojé' rbl\,ié1 r O ts %\/\D—S S<M:cord—

ress’ spoofing G plie S|nce
ing @@T@m saboghi neddr exfs témcﬂmmntc:rpns .TriDtlst rmsmeadad that the

smsca@d%%%s 23 PRlay0fs ﬁ#ﬂﬁr@@gﬁéj é&{@%édﬁ@’ﬁ%@ﬁaﬂﬁslz from

The SNB—nessage |rectly sen
the §MRatilng IWBERS PrdSREFeshasithe e ddresrecmmbFiong i by applied

51nc€zaﬂ:@feab@t'mri|f1n?$m Efwgr tSﬂVh% 135fesi }’1&}1 CE[H&:lQelé’st Wﬁﬁlch is
e fir i ng da 0 e ile termnals
not Hhg il AR e lsien sttt (IR i Lhe. Sus-
messhgeni Male BMSairessadec ordimg] )SMth)quﬁSjelftg:lq/f detel VR dide ter-
on erein,the actual SNEnessage
mlnak#némgsge% %O§%$%§dogg St TG &5& iNTeE %ﬂﬁrﬁ%ﬁﬁaare
unanWRréQMe§heSNSCSM,aW@1pheCSMS'messaqgsdﬂTdﬁHDﬂﬂ%sh)routlng
datap§§§1&h%fswﬁel%ogﬁl@r%e%%ﬁ%%ﬂ%l%légh%glngﬁﬁégb tf“%he SMS -

information fl ows can be contro

messageefor ke TREiABt RedMdngnét Werik sel é\rmqrdamgir}du rtg/nanssmg
of thBeSMRV@DLt Hanteansbeocapplbhed et 0geiher Mttt %k%ral SMS-

ﬁ? %ﬁ &ontrolllng information flows, such
mess?agn £91"hg® n&FoFeBFevQﬁ??n&oﬁnéﬁﬂﬁﬁﬁdseﬁ%ﬂﬂq\RSRP(ﬁhe HLR -
requShB ARDI EH aadm:hat eHSreesages MILAWNS sii doprsthue SMR 11

or a£8ragggk/ég }géh%ﬂk gﬁ,; g.\.le SerVI ce ﬂ{l gl rress%gan be

contgeljedo at Ieast one nobile tern1na| (2) , said nethod

conpr i §iﬁ'§]r§§?elét f@snglf:ed tffilgeetléén%gfchgat ahau et%o,rg. element

data (1 nsl for delivery nessage
acco%bﬂgetPeF]ﬁ?néPV?Q\}lQ-ﬂ §é¥1dbﬁeﬁmﬁkedl §n>g|¢tth@x1)ﬂlth other

methbdanssi-t bbﬁgr§§§93§ ipebi-ndrdaha sl ibusi leut:"ho@ssﬁggntlfylng
net wor k el enent in.response to receiving sa
and/??rg:FeY%ﬁH‘]ﬁ% Hla%lé ](1?1:[%?,13 dellvery of SMS mobile terminated

messages.
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receiving at said network el enent (11) said SMSnessage

conprising said second routing data (insi2) , and
woamsanid7ag at said network el ement (11) said BeToOm™A004/000253

routing data (insi2) to said flrst routi ng data

(imsil) for delivery of said §N8-nessage to said no

bile termnal (2) . 2 . The nethod of claim1l ,

wherein said first ‘routing data conprises the

international nobile stati gnazeentifier (IMSI) (insil)

of the nobile termnal (2) and said second rout ing

data conprises a different IMSI (insi2) . 3 . The

met hod 1of Pclnm’uholi dior2 de vthermei roSa dsIBMS: met swade (d¢rvice

(SMSfur %gi cﬁ(%éﬁﬁﬁrgurthé%ﬂggrfgfégggtﬁgg%éﬁk element

(11) 0¢O-aqwiﬁﬁﬂﬁrRPQum@Qﬂkﬁrﬁﬂmmﬁm@%lé%%ntS%l@)méthQ@u@@mprlSlng

the @%@péﬂwffron1sa|d SMSC (5) for said first routing
data (inmsil) ; tran§n1tt|g8 a response nessag ,
(SRl _SM RESPFLYondat 4 8hs Fﬁ}nﬁoﬁﬁF?sﬁﬁﬁséé dfe&cepd ivery of
;outkng d@é@d(SMSLﬁéﬁsaée tahfaﬂﬁtﬁeﬂlQE eﬁamﬂggl, (2) at said

urther conprisjng,the st conparing the address

of said SHECPES Thedsrh fLhlest (SR SW and the
addr ess otISBBMlEmEEg(5¢C®ndsaodtsm§ dessadembdap) from said
det oot | nopUOAULROLI 2edufh by el aLoBRhdcSME TEBSS300LE saia

The method accord fo oh rece
cl ai s, f@¥¥%%rr@@hb@gsdﬂ@athémgiéb,of detern1n|ng the

time ino tﬁéa@iviﬁg'%tb§£%§eﬁetﬁé9§”biémaﬂtsQbﬁ)S%SQBdSMS—
routing data (insi2) and receiving said SMS -ness age

6 . Th"AREHIT %%%%FH?hﬂgt%abﬁeS%FoﬁéréOHFlﬂﬁedata (imsi2),
precedi ngagdai ns, wherein the validity of said second

routing data (ims2) expires after r edet er,m ned
time |nté?V%Yért%ng egﬁﬁﬁh%%tgﬁf%rﬁfﬁﬂePB 6ﬁé? paid second
nore of tihmuipiegedaing Clash®) wheseid Sardttransihyt ddta

second ro?%ﬁgg Paf (&Qf %gr rgfd%§i§rgﬂé %% g%ﬁgig? galid mo-

recei ved rst rou
del i very bﬁlQatﬂmmxnm%sé%be service (SMB) nessage in

an SMSynetryRr kiebhbacemprisiing 12 RefWlik &8N rst routing

data comprises the international mobile station identifier
(IMSI) (imsil) of the mobile terminal (2) and said second rout-
ing data comprises a different IMSI (imsi2).
3. The method of claim 1 or 2, wherein said SMS-network
(1) further has access to a short message service centre (SMSC)
(5) and said method further comprises the steps of:
- receiving at said network element (11) a request
(SRI_SM) from said SMSC (5) for said first routing
data (imsil);
*- transmitting a response message (SRI_SM RESP) to
said SMSC (5) comprising said second routing data
(imsi2) .
4. The method of claim 3, further comprising the step
of comparing the address of said SMSC (5) in said request
(SRI_SM) and the address of said SMSC (5) in said SMS-message

for detecting unauthorized delivery of said SMS-message.
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(11) to at | east one nobile termnal (2), said nethod

conprising the steps of : - receiving first routing
wdav@/10iaT8i | ) for delivery of said SM5-nessagePCO/NE200d/000253

nobile termnal (2) at said ggtwork el erent (11) , and

transmtting second routing ta (inmsi2) fromsaid

network elenment (2) in response to receiving said

first routing data (insil) . 9 . A conputer program

products .f ahedelddtesd aafcardihny ttoressager sesyvé Cef (1SMS) preceding

eSS i,n _an, SV&- net wor 1), co I $ing a,netwo . .
cLa Rt oy S T e Sl RfEhS e e cime in-
tervadastAT)ndtadiern corpeeit bies wabd eseoded poott ong fata

N NI =TV qFSt T i k isil) for delivery of
(lmsslaz{)d%giﬁéé-%s{li}%{% oé)‘%acél ?ﬂ rr%grlﬁ%eéége@;m nal (2) at said

net wor K -ef&feMetiry) aqearsiing itRy WA ok |9 e apreceding
claifldTBivileddiomigad dqmetaaik &f el dedohd) FOSPPASEALOa (imis2)

recei vg&réﬁ%sal d fjrst r.outéin . data (inmsi]) ; receiving
CXPIHCR S REHIE it et A 19 i sage

conpr i §i.ngheaint t$eebntdondiimg tdatend iomi)re @fidche preceding

.converting at_ sajd network element (11) said second, .
1o Mg el sk R ! ARG iR aface Tinei2) are
dif fenegit ) foor sthelld verqe iofed o id- SVB-omsisag edd va s aids i) .

bil e tar myngle b2l £H- dfm%vc‘eg&plgfera gbﬁ%@%ﬁﬁ%tservice

according to claim9 urth conprising conp
(SMSdx gePEaslce icodd FMHLnRTYIHy Por dom Flnher neetoerisfelement

(11)attd e@sticenRe Qnd heorshal Mernifhaillio)An M NeIMIREK dddprising
conpri s?;g a network elenent for delivery of a short

the sk&059€%Service (SMS) nessage to at | east one nobile
t er m nal , rea tvhes wot ksel esenindedagaadapsed) f 6br delivery of

(2081 10 1§ S LIRS, (ATRI L) [0 GSHLYELY Gh) we s

transm t tneigveec ontement i 0l datandi msi 2) in response

o Cece P A Lot B, 8 R g sron i
%@twork eiementg(z) Eg respgnse to receiving said
first routing data (imsil).

9. A computer program product for delivery of a short

message service (SMS) message in an SMS-network (1) comprising a
network element (11) to at least one mobile terminal (2) at
least including computer executable code portions for:

- receiving first routing data (imsil) for delivery of
sald SMS-message to said mobile terminal (2) at said
network element (11)

- transmitting second routing data (imsi2) from said
network element (2) in response to receiving said
first routing data (imsil);

- receiving at said network element (11) said SMS-
message comprising said second routing data (imsi2),
and

- converting at said network element (11) said second
routing data (imsi2) to said first routing data
(imsil) for delivery of said SMS-message to said mo-

bile terminal (2).
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routing data (insi2) , and converting said second

routing data (insi2) to said first routing data
woiosilo)s7t or del i very of said SMSnmessage to sapPdTmobed4®00253

termnal (2) . 12. The SM5-network (1) according to

claim11l, wherein said netwo el ement (11) is further

adapted to execute the nethod according to at | east

one of the clainms 2-7. 13. A network elenent (11) for

use in . SMe= I’tﬁiﬁﬁ&ﬁﬁ%:{ ]ﬁré@farﬁiqbid@tﬁdt Oic@oﬁﬂ@hé to claim 9,
nessa one. nob

sur e A LA SN O e AR (195 bRPRG  HRSpE S Per-
forriong tlezensimyd fof satrbedsngonatal (thei¢)laios delivery

of saig SM%ﬂnﬁﬁggﬁagﬁbf@iﬁﬁn%%$ %éﬁ%%ngjnég%ork element for

transmtting secon routln daa
delxvﬁwaﬁﬁ\ﬁré%@@ﬁdn¢$$%ger%@¥Vh@ed $MS] i mespyge to at least

one @98 Md NGS5 £h SVE: 1B S SR8 SRIPE 1 Shdt SBL $nse58Bfted for:
routing data (insi2) ., and converting sai d second

routing dﬁ?ﬁe%Vﬁ§92le8tsEPHtFPHSQaFéuﬁﬂﬁﬁléét§Or delivery of
(imsil) feaidekMgempsebgsatd §N$ﬂe&&bg@et@e&@h@aaoub
term nal rk el enment %11%iacc rm

to clai'm §gnﬁﬂéFgﬁﬂgs§FSOﬁ§tﬁ8P 1BPefl PRl i1 response
further ataptedetuiegeesatd fhesnetbadlagcdadeng1h@1aﬁ

| east Q”ergéeEUﬁng'Qgﬁﬁ §M§Lmessage comprising said second
routing data (imsi2), and

- converting said second routing data (imsi2) to said

first routing data (imsil) for delivery of said SMS-
message to said mobile terminal (2).

12. The SMS-network (1) according to claim 11, wherein
said network element (11) is further adapted to execute the
method according to at least one of the claims 2-7.

13. A network element (11) for use in an SMS-network
(1) for delivery of a short message service (SMS) message to at
least one mobile terminal (2), said network element (11) being
adapted for:

- receiving first routing data (imsil) for delivery of

gsaid SMS-message to gaid mobile terminal (2);

- transmitting second routing data (imgi2) in response

to receiving said first routing data (imsil);

- receiving said SMS-message comprising said second

routing data (imsi2), and

- converting said second routing data (imsi2) to said

first routing data (imsil) for delivery of said SMS-
message to said mobile terminal (2).

14. The network element (11)according to claim 13,

wherein said network element (11) is further adapted to execute

the method according to at least one of the claims 2-7.



