3 0 SEP 2004 WD 01/76192 DI STRI BUTED EDGE NETWORK ARCHI TECTURE BACKGEPUND(4
OF THE INVENTION Field of the Invention PCT/USOL/ 08326 5 This invention
relatesygefesadol y to the field of network services. Mrepcpagsigedbar!y, the
invention relates to an inproved architecture for network data

di stribution. Description of the Related Art A traditional network caching

system as |11 ust rahad i RRgutseh NdARbRISERapERCPb al |ty of clients

130- 133 comuni cati'ng over |'ocal area network 140 and/or a |arger network

110 (e.g., the Inter netB) Cﬁ%\l}fd)fﬁﬁ @FlﬁglfijfﬁstWI@N” a browser application
0

such as Netscape Navi gator r crosoft Internet ExplorerTM which
provi des_acce to information on the Wrld Wde Wb ("the Wb") via the
WperTexfiﬁagéﬁé&MOCOI ("H 1 "),or through other networking

protocols 1s (e.g., the File Transfer Protocol, Gopher. . . etc). The
browser on eagf)s ﬁ{\)eaggn 1301 33ndmly ReteqRId Bpn&slosR sé s aliord €quest s for
information (e.qg., pages)’ are ¥ransn1tted through a | ocal cache server
115, commonly referred to as a "praxy cache... \Wen client ,130 requests
0 ot PURIAFNE PRSI e RER DR Yoo PoAE Rk R cacre 118
exam nes the request 20 and initially determ nes whether the requested
cont ent dsuiledmimeabl e” (a significant amount of Internet content is
"non-cacheabl e"). If the local proxy cache 115 detects a non-cacheabl e
request, it forwards the request directly to the

Description of the Related Art

f;;tr"a'aii.:ional network caching system, as illustrated in Figure 1, includes a
10 plurality of CﬁEnfS 130-133 communicating over a local area network 140 and/or a
larger network 110 (e.g., the Internet). ""ﬁ{'e_'clién-ts 130-133 may run a browser
applicatio.n such as Netscape Navigator™ or Microsoft Internet Explorer™ which
provides access to information on the World Wide Web (“the Web”) via the
HyperText Transport Protocol (“"HTTP”), or through other networking protocols

15 (e.g., the File Transfer Protocol, Gopher . . . etc).

The browser on each client 130-133 may be configured so that all requests
for information (e.g., Web pages) are transmitted througha local cache server 115,
commonly referred to as a “proxy cache.” When a client 130 req.uests information
from a remote Internet server 120, the local proxy cache 115 examines the request
20 and initally determines whether the requested content is “cacheable” {a
significant amount of Internet content is “non-cacheable”). If the local proxy
caché 115 detects; a non-cacheable request, it forwards the request directly to the

1



| 3 0 SEP 2004 WD 01/76192 PCTI USO /08326 content source (e.g., |rg @re? 2004
server 120). The requested content is then transmtted directly fromthe

sour ce w&ifgskhe client 130 and is not stored locally mnrigR/g@Eaxy cache
115. By contrast, when the proxy cache 115 determnes that a client 130
content 5 request is cacheable, it searches for a copy of the content

local |y dofuddht so@iRe fe f ORREmBBEGEN1208) Thd feqiSstbDedtteftdPthedXi sts, then the
proxy cache 115 determ nes vvhet her "the content is stored on a "parent”

cache 11‘:2551'&’;1-9%(?& tijyoﬁrggtr thgl c%al% tcg'l er}:(fiﬂ_gﬁg]%d s?c}élxje&?o% t he

| nt er net 1"0cat & antially

t he sane hlerarchical S|t|on as the proxy cache relative to the 10
Interneﬂﬂs@¢TE¢xYE§§hﬁﬂ§htmhlch the content was requested). If a cache "h|t"
is detected on either neighboring cache 116, 117, the requested content is
retrieved fromthat cache, transnitted to the client 130, and is stored

ocal 1y on 1 LXK GAGHS:d R4 bt AGIABBLE B (MR TSt o by oL her

m sS" occurs, however content is
retrieved 15 fromthe source Internet server 120 ransnltt o the client
130 d@nd raqesshis qasheable itsgarcheafar OryohEhermisntdoafis (agsona %Fagossr bly al so
the parent cache 117, to be available for future client requests. 2 3 0
SEP 209had®deileY ot 22 loddCIdhiSexidt B8R Ehe proxy cache 115 determines whether

the content is stored on a “parent” cache 117 (located further upstream in the
network relative to the Internet server 120) or a “sibling” cache 116 (located in
substant{aﬂy the same hierarchical position as the proxy cache relative to the

¢ Internet server 120 from which the content was requested).

If a cache “hit” is detected on either neighboring cache 116, 117, the
requested content is retrieved from that cache, transmitted to the client 130, and is
stored locally on the proxy cache 115 to be available for future requests by other
local clients 131-133. If a cache “miss” occurs, however, the content is retrieved

15 from the source Internet server 120, transmitted to the client 130 and a copy is
stored locally on the proxy cache 115, and possibly also the parent cache 117, to be

available for future client requests.



BRI EF DESCRI PTI ON OF THE DRAW NGS A better understanding of the pregelfpP 2504
i nvention can be obtained fromthe follow ng detailed descriptionin

conj uncfioqRekh the followi ng drawings, in which: 5 Flggrnisgijokisgtrates a
prior art caching systemon a data network. FIG 2 illustrates an exenplary
network architecture including elenents of the invention. FIG 3

illustrates an exenpl ar yReaNDESERBTEON OGS HEBDCWIGW el enents of the

invention. 10 FIG 4 illustrates anot her enbodi nent of a network
architecture jncludi ng el enents.of the.i.nvention, .Fl .5 i strates one
embodi ment ofAtbﬁ%ers%‘?eéﬁﬁa’&%%gr?gtﬂﬁeoagef%}t ‘ly%r{rgrl Jépibﬁé)%\%?%érrb&c%lﬁt ent. FIG
6 illustrates a fil e Request Message according to one enbodi nent of 15 the

i nvent i ofplloming detajilpd desqription in rorianaian Witbithe fallorang AFAVSREF ™ whi ch net wor k
content is cached at edge POPs. 3 3 0 UL? 2 6 0 4 WD 01/76192 PCTTUSO

1/ 08326 which: 8 illustrates one enbodi mrent of a nethod for cachi ng network
content. FIG 9 illustrates one enbodi nent of the invention which includes

faul t; FIG. 1 illustrates a prior art caching system on a data network.

FIG. 2 illustrates an exemplary network architecture including elements of

the inventon.

FIG. 3 illustrates an exemplary computer architecture including elements

of the inventon.

10 FIG. 4 illustrates another embodiment of a network architecture including

elements of the inventon.

FIG. 5 illustrates one embodiment of the systern and method for

distributing network content.

FIG. 6 illustrates a file Request Message according to one embodiment of

15 the inventon.

FIG. 7 illustrates embodiments of the invention in which network content

is cached at edge POPs.



tolerant features. 5 FIGS. 10 and 11 illustrate enbodi nents of the 3 0.SEP 2004
i nvention which include error detection and recovery features. FIG 92‘“"

i1l ustratfsfdygram ¢ server allocation according to one eppgp@kiBitof the
invention. FIG 13 illustrates an enbodi nent of the invention in which a
streaming 10. nedia file is cached at an edge POP. FIG 14 illustrates one

embodi ment  ofgEhg sHMERtd A GBI HANEEF 4 SeB{RLRS Sadhingen@dilr on- demand
audi o/ vi deo si gngfm FIG 15 illustrates one enbodi ment in which

audi o/video is streamed across a network to end users. 15 FIG 16

i |1 ustrai%®E&€WBne enbodi ment in whi ch audi o/ vi deo streami ng content is cached
at one or nore POP sites. 4 30 S7 204 WO 01/76192 PCTf USOL/ 08326 DETAI LED
DESCPJPTI ON AN EXEMPLARY NEt wRK ARCHI TECTURE El enents of the present

i nvention MayeBegijgdHiecoid dibdtitheft bt the h@dribn WwigkMaidadg famiehi tecture
200 such as that illTustrated in Figure 2, which includes 5 one or nore

dat a centgH 0 222, a plurality of "internedi ate" Point of Presence
("POP") tidRRt DafFTeS3 4 (also referred to herein as "Private Network Access
Points,” or "P-NAPs"), and a plurality of "edge" POP nodes 240-245 (al so
referred

5 FIGS. 10 and 11 illustrate embodiments of the invention which include

error detection and recovery features.

FIG. 12 illustrates dynamic server allocation according to one embodiment

of the invention.

FIG. 13 illustrates an embodiment of the invention in which a streaming

10 media file is cached at an edge POP.

FIG. 14 illustrates one embodiment of the invention configured to process

live and/or on-demand audio/ video signals.

‘FIG. 15 illustrates one embodiment in which audio/ video is streamed

across a network to end users.

15 FIG. 16 illustrates one embodiment in which audio/video streaming

content is cached at one or more POP sites.



to herein as "Internet Service Provider Co-Location"” sites or "ISP EOP 7504
"sites). According to the enbodi nent depicted in Figure 2, each of the dat a

. centersygigpréd9- 22, internmediate POPs 230-234 and/ or ed%ﬁ@?ﬁm?ﬁ@‘ 245 are
conpri sed o? groups of network servers on which various types of network
content may be stored and transmitted to end users 250, including, for

exanpl e, Wb pages, networkrfewsdcEermoOlN data, File Transfer Protocol
("FTP ") files, and LLive & on-demand nultinmedia streamng files. It should

be noted, however, that the 15 u i ' 10111@& of the invention may
be practiced using a@ﬁ#@@%%%@%ﬂgwﬁs of network content. The
servers |located at the data centers 220-222 and POPs 230-234; 240-245 may

comuni cat e BEidoerdsef Hrgirhsmt anenion manke inskuded ¥5thin simgltizberedi ety of
comuni cation channels, including, for exanple, Digital Signal ("DS")

channel §,.40,48\Jar e 2@ sueRad AHAilusebaed irOm Bl MtHi€RIncNREewor K (
"SONET") channefs (e.g., OC3/STS-3), Integratéed Services Digital Network

Subscr | 5K 5F e AEREH P RaRier & PRSI ho S e 2O oS ety of

W rel ess communi cati on channels including satellite broadcast and cellular.
I n addi t(' BAP" veardes@80+784 (e rafeyrest tn Rrseinasniyivae Nefw@tk 878391 ement  aspect s
of the systemincluding, for exanple, the Asynchronous Transfer Mode 5

(" ATM') ,pdaiiaerre Nard Jaken glufaditf af “ddge” B@PaddenR40-24befalsp refermad] | as
Transm ssion Control Protocol/ Internet Protocol ("TCP/IP"), Internetwork

Packet Ex¢hange (liEXet seARR!HIAE: 2B OEERRt sife@br I8P MRLYOSIS).t T anspor t

According to the embodiment depicted in Figure 2, each of the data centers
10 220-222, intermediate POPs 230-234 and/or edge POPs 240-245 are comprised of
groups of network servers on which various types of network content may be
stored and transmitted to end users 250, including, for example, Web pages,
network news data, e-mail data, File Transfer Protocol (“FTP") files, and live &
on-demand multimedia streaming files. It should be noted, however, that the
15 underlying principles of the invention may be practiced using a variety of

different types of network content.

The servers located at the data centers 220-222 and POPs 230-234; 240-245
may communicate with one another and with end users 150 using a variety of
communication channels, including, for example, Digital Signal (“DS") channels

20 (e.g., DS-3/T-3, DS-1/T1), Synchronous Optical Network {“SONET") channels .

(e.g., OC-3/5TS-3), Integrated Services Digital Network (“ISDN") channels,



| evel ). It should be noted, however, that the principles of the inge[pgrpnzﬁg:'
are not limted to any particular comuni cati on channel or protocOl. to 1
one enb@d jiPPloz @ dat abase for storing information rel atpcrgudosshsst ri but ed
network content is maintained on servers at the data centers 220-222 (and
possi bly also at the POP nodes 230-234; 240-245). The database in one

enbodi manitythSudsisdr TR TSE10LRNAES, (dblemod SR @AAnAS hAS S viklyi ¢l € servers)
and nmay run an instance of a’ Rel ational Database Managenent System

(RDBMB), sych i5 as M crosoft TM. -Server, . OracleTM, o he Iike. AN
EXEVPL A RSO R T ECTURE FETIG Bl TP PP et A AR exenpl ar y
network architecture which enploys various el enents of the present

i nvention, a conmputer system 300 representing exenplary clients and

servers for ipl&mea! b8! RMRBHSnObrdth@l2RaPbe s td itysiakkan W || now be
described with reference to Figure 3. 6 3 0'S ? 2004 01/ 76192

PCTI USOL/ 0832 e _enbadinent of co ter St 0 (i a system bus
550 for SRS SYTRG PHP A S Ble RNt 1E B 535°, Y bue 520
for processing information- The conmputer system 300 further conprises a
randém (a&%%%ﬁﬂbmey appAjgken Rig %@%@ﬂﬁﬁ%@@@f%ﬂeﬁéﬁi ce 325 (referred
to herein as s "main nmenory"), coupled to bus 320 for storing information

and i nstTradnhiedion Canbe] Brxsto sl ghhtoynepProeesb (T CRY WP )Maiternewvrky 325 al so nay
be used for storing tenporary variables or other internmediate information

during %‘El?é‘ftﬂxgl[;'a:ge ("hg@'g{{lsﬂeﬁlie‘?m Y AR $ e RdvorfPARILRLt SYSt em 300

al so may 1 nclude rea

level). It should be noted, however, that the principles of the invention are not

limited to any particular communication channel or protocol.

10 In one embodiment, a database for storing information relating to
distributed network content is maintained on servers at the data centers 220-222
(and possibly also at the POP nodes 230-234; 240-245). The database in one
embodiment is a distributed database (i.e., spread across multiple servers) and
may run an instance of a Relational Database Management System (RDBMS), such

15 as Microsoft™ SQL-Server, Oracle™ or the like.

AN EXEMPLARY COMPUTER ARCHITECTURE
Having briefly described an exemplary network architecture which
employs various elements of the present invention, a computer system 300
representing exemplary clients and servers for implementing elements of the

20  present invention will now be described with reference to Figure 3.



menory ("ROM') and/or other static storage device 326 coupled to bgsu 326 2&%
for 10 storing static information and instructions used by processdr 3Tb.

dat a st p@eeiavi ce 327 such as a magnetic disk or opticpbrAlksgesasnd its
correspondi ng drive may al so be coupled to conputer system 300 for storing

information and instructions. The conputer system 300 can al so be coupl ed

to a_second okihuisaidt vt eoituik Oy 800 a6past a fsplebal s10/cel 1/ 0
devices may be t5 coupled to 170 bus 350, including a display device 343,

d/ ' devi . g. |.ph I C j 342 and/
ursor COREPRIcHEe BESTRYTor the i a0 CBR B ke SRS Ueed Tor

accessing other conputers_(servers or clients) via a _network 210. The
conmuni dEefesangdnformatioo. iy corpyRTisyEeR 398 CTLORTSE R IRMAXIPS ace card,

or other well known interface 20 device, such as those used for coupling to
Et her netaccdse k@ind M) opbiher iy sefragedeqicd 335 (nefemod ksheréin/M3 01/ 76192
PCTI US01/ 08326 EMBODI MENTS OF THE | NVENTI ON Referring back to Figure 2, as

used shergjfi, &%ﬁ@g&%& REAYI 8320 AR%tdrfleShformlaiof RnH AL i @HAL tOF

organi zati on w nteht to be distributed to end users 250 5 via the

system gnd neth descri bed herein. The "content distrjbution service"
refers t eée%ﬁ'gg’é’é’%?qsé?re}}ot @I%rﬁ%@éﬂw&zg#a@ey g%bs CRACFRG vi dual or

organi zati on inpl ementing enmbodi ments of the network content distribution
syst em aruipoetrhodridbles or bdwr retesitedialerinfommadoh durimg sieaftiond system t he
data centers 220-222 serve as the

instructions by processor 310. Computer system 300 also may include a read only

memory (“ROM") and/or other static storage device 326 coupled to bus 320 for

10 storing static information and instructions used by processor 310.

A data storage device 327 such as a magnetic disk or optical disc and its
corresponding drive may also be coupled to computer system 300 for storing
information and instructions. The computer system 300 can also be coupled to a
second I/O bus 350 via an I/ O interface 330. A plurality of [/O devices may be

(5 coupled to I/O bus 350, including a display device 343, and/or an input device

(e.g., an alphanumeric input device 342 and/or a cursor control device 341).

The communication device 340 is used for accessing other computers
(servers or clients) via a network 210. The communication device 340 may
comprise a modem, a network interface card, or other well known interface
20 device, such as those used for coupling to Ethernet, token ring, or other types of

computer networks.



to primary initial repositories for network content. Thus, when a g [
provider 260 generates a file to be distributed to end users 250, "sucC
- e.g., a\)v@%‘i\f‘l Sireamng nedia presentation, the content picayisensi260 wi
initially upload the content to a stream ng server |ocated at a data
center 220-222. Alternatively, the content nmay be | oaded by a nenber of
t he data center 220-222 %;Q?b@tlm&qssj;afﬁﬂﬁ@ﬂﬁe)ﬂi le will then be
automatically distribute romthe data center 220-222 to one or nore of
the internedi ate POPs 230-234, and/or,,edge RPOPs, 240-245 b an
aut omat ed comeéerringiback Ty FigUH 25 4SES hﬁ?‘i”g‘?’@r Cgﬂﬁpagléor%lcg%rrgﬁg %!r} the file
(as described in nore detail below). Because the data cent%:?% 220- 222 nust
be capabigeanahdivtidudlng oagehi2icraitk wprieniiy headistizutadhioSngrusesnt provi der
260 data, these facilities nmay be equipped with disk arrays capabl e of

storing henahyd ass@fbed deteif. VTR teortemt dlistribmtiorc sgyaize! i t i es;
eventﬂal ﬁg%ﬁggeélﬁfgncenters 2520-222 may be equipped with 8 30 S 204 WO

01/76192 _PCT/ USO 1/ 08326, subs ial. ah isdiHARe ocapaci ty based on
i npr ovenkHRE 9 H5EVHE rquocﬁ?ﬁlo%ggﬁ%h%ﬁ@ggg?t |Elon,1 the data centers are
provi ded with high-bandwi dth connectivity to the other. data centers

220- 222, oigatizn freu impEeoROun g £3eREmeg Pl tfe%ﬂetg’&ﬁ‘éc%‘}??‘éh%‘#mi’&gcgnpms 240- 245,
In addition, in one enbodi nent, the data centers 5 220-222 are nanned at
al | timegyday, and Rahad dessitetiakefeifi . e., 24-hours a day, 7 days a week).
More intermedi ate POPs 230-234 than data centers 220-222 are

ept 7084
|

In one embodiment of the system, the data centers 220-222 serve as the

10 primary initial repositories for network content. Thus, when a content provider
260 generates a file to be distributed to end users 250, such as, e.g., anew
streaming media presentation, the content provider 260 will initially upload the
content to a streaming server located at a data center 220-222. Alternatively, the
content may be loaded by a member of the data center 220-222 operations staff.

is  The file will then be automatically distributed from the data center 220-222 to one
or more of the intermediate POPs 230-234, and/ or edge POPs 240-245 based on an
automated content distribution policy and/ or end-user demand for the file (as

described in more detail below).

Because the data centers 220-222 must be capable of storing and
20 ftransmitting vast amounts of content provider 260 data, these facilities may be
equipped with disk arrays capable of storing hundreds of terabytes of data (based

on current capabilities; eventually the data centers 220-222 may be equipped with

8



i npl enented in one enbodi ment of the system |Individually, homever?[}@é? 7004

i nternmedi ate POPs 230-234 may be configured with a relatively smaller

on-1i newi(g)m?-;ﬁ%zage capacity (several hundred gi gabytes tproN@h @98 or two
terabytes o storage) than the data centers 230-234. The I nternedi ate POPs

230- 234 in one enbodi nent are geographically dispersed across the world to

provi de ;gstﬁn@%%agy %Qa%\%kalﬁ%%edjéﬁﬁﬁﬁ%h@ﬂtﬁﬁgﬁﬁge These sites may

al so be renote ge th a’substantial anmount of network and system

managenent . suppart pr.aovided 15 fromthe data,centerns ,220- described in
gr eat er Fféh%‘;iniﬂeltLB\eri&%gEU‘gaéa %Ersfﬁﬁp‘?ﬁdeéire‘émgahéﬁl%%%%%ﬁﬁat, in one
enbodi nent, are smaller in scale conpared with the internedi ate POPs

230- 234. cdioeetraty, tosthisstthertdad fentenszPe-24b dfeampediate TQL o ¥pet e8d. @dge POPs
240- 245 are enployed relative to the nunber internediate POPs 230-234 and

dat a cenf&hsedeRr, edge POPs 20024 AR dMRGor? th bee @nbpdinsed, thé dseventsdrs r acks of
servers and ot her néetworking- devices that are co- located with a facility

owner _(e n_lnter i j ) 0 ALP 2004
W0 017 7638523 B e@%i@%@%@%@%ﬁ%ﬁﬁ R, L LGNS £A08 73 . high
bandw dt h connectivity (e.g., via a Ti channel or greater) to the network
210, whep&#$€kbt her edge POPs 240-245 are provided with only a |ow

bandwi dth "control" connectivity (e.g., typically a dial- up data
connection (nodem) at the mninmum although this may also include a s

fractional T-J oNRSEIIONL PORCROIEGR £R) LaliersedaPLR sites 230-234 are

connected to e rest of the systemover the Internet, the connection can

g?i V;{Wé' ?mnglg;[:n%gtesdu&hox{ehe%bg J.gfleg’(tj 3 thlé:)%Ds en?1.4 _cﬁééiu%h?ﬁ c%rféve%fthg virtual

intermediate POPs 230-234 may be configured with a relatively smaller on-line

10 storage capacity (several hundred gigabytes through one or two terabytes of
storage) than the data centers 230-234. The intermediate POPs 230-234 in one
embodiment are geographically dispersed across the world to provide for a more
efficient content distribution scheme. These sites may also be remotely managed,
with a substantial amount of network and system management support provided

15 from the data centers 220-222 (described in greater detail below).

The edge POPs 240-245 are facilities that, in one embodiment, are smaller
in scale compared with the intermediate POPs 230-234. However, substantially
more geographically-dispersed edge POPs 240-245 are employed relative to the
number intermediate POPs 230-234 and data centers 220-222. The edge POPs may

20  be comprised of several racks of servers and other netw?rking_devices that are co-

located with a facility owner (2.g., an Internet Service Provider). Some of the edge



network ("VPN') that is adnministered fromthe data centers 220-2223 Li%e Z60h
‘the -internmedi ate POPs 230-234, the edge POPs 240-245 may be renotely

managed @ oiMdibh Network and syst em managenent support fr@mrRRS,;083.p0re of
the data centers 720-222. Systens resources (e.g., servers, connectivity)
may be depl oyed as nodular wunits that can be added at data centers

220- 222, popt 054TBEH 26 rBHARd 238 dB4st, RBH baREEeIRBAna4Qi94e sb9ped on demand

at
for particular types‘of content. This”is nodularity providés for
scal abi |} at .the "l ocal; |evel; cal abili af t "global " scope
(oyst om B oL SeisalsPl Bt etk 2B aPheiane whs Slestides AE8Base 530 234
and edge POPS 240-245 as needed by the growth in content provider 260 base .
and addpravises) withamdges law bﬂn@wwlzrt eprtrel’ sornastivity (e-getypiedly a'diskal " | evel
in this context neans within a data center, internediate POP or an edge

POP. As ap daBlcotxatire(mdidend) Nakd irGhin@im edd@uBRithivasaycasd irglifdeta Wi t h 5
stream ng servers to provi say, 5000 streans as the total capacity at

e1
that {edge-: 1€ ' L ance with one
embod meare sl ARy BB Bl s R B T T e 25 B850
hi gher /| ower val ues (say,. to 3000 streans or 10,000 streans) dependi ng on
proj ect e%PIH‘éFr*éad? thg reskolfghe AnTtea AVsE the [REaRt thi e sappestion ceg%s "gl obal ," or
systemw de scope, scalability can be achi eved by addi ng new POPs, data
cent er s iapldmentd suhdbatithe agge BOPo4l-24igarhipghterf alvaridaliptidatd or net wor k
connections. 5 The three-tiered architecture illustrated in Figure 2

provi despdi@iorR{ MU Y@t is WaGhiRisteled HORKthE HA cPRNEW; dbdoand kegpur ces. By
transmtting data to end users
intermediate POPs 230-234, the edge POPs 240-245 may be remotely managed

10 with network and system management support from one or more of the data

centers 220-222.

Systems resources (e.g., servers, connectivity) may be deployed as modular
units that can be added at data centers 220-222, intermediate POPs 230-234, and
edge POPs 240-245 based on demand for particular types of content. This

15 modularity provides for scalability at the “local” level; scalability at the “global”
scope (system wide) is supported through addition of intermediate POPs 230-234
and edge POPs 240-245 as needed by the growfh in content provider 260 base and
additions/changes to the content distribution service. “Local” level in this
context means within a data center, intermediate POP or an edge POP. As an

20 example, if a particular edge POP was configured with 5 streaming servers to

provide, say, 5000 streams as the total capacity at that “edge”, the edge POP

capacity may be scaled (in accordance with one embodiment of the invention) to

10



250 primarily from edge POPs 240-245, |ong-haul connectivity (e.g., @QWH oh
~users 250 directly fromthe content source) is reduced, thereby cén e#Viggd

net wor Ky nfg\tm'zdt h. This feature is particularly useful P@fm@{?ﬁ&s':»%at' ons
such as real-tine to nultinedia stream ng which require srgniticant

bandw dt h and storage capacity. As a result, end users experience a

1 gni { | CRpHLY IOTANONEE QUalk) b cABE:8 0805t E0RY ARbesishipvgr y from edge

POPs 240-245"avol ds t jor bottlenecks in today's' networks. In one

parti cul ar . ephodi nent ,of the.system illustrated in Figure.4, private, 1is
P SRR o P e PO TS e Srtea o B oaoy bot ween
the data centers 420 and the internedi ate POPs 430, 432, and 434, all of
whi ch nesystsen-vwodmeabpleyscakebiliziven be gelnbvest bowdding newftPRs; datatdeatastige POPs
440-44S in this enbodi nent are connected to the internedi ate POPs 430,

432, A3%randedlatiBscrting L@l RighEr bdiRiwidtiefoR @ktwdrk@onn@idhs publ i ¢
communi cati on channels). 20 One particul ar enbodi nent of the system confi

gured to stream|live and on-demand audi o/ vi deo content will now be

described with respect to Figures 14 11 3 Q SL' CC, 4i4t WO 01/ 76192
PCT1US011083 T hetthregudgred archatecrmilinstrateriig digarre 2 previfes Oxsp@pwer i s
capabl e of receiving incomng audio/ video content froma variety of

sour ces e wdivigrk A10tbanatvidihi afidiresburees. [Byvearemittrngatateth aidmsrs 1401
broadcast over satellite |links 1410; live signals 1402 provided via video

Cr anem (S Sokry G SHRE R AL R R RURRRREERT e Bl R | choui o
be Ot ed ONENET crk M Aol Th L BBk ) ASIOLE REQL400' S
bandwidth. This feature is particularly useful for applications such as real-time
10 multimedia streaming which require significant bandwidth and storage capacity.
As a result, end users experience a significantly improved quality of service as

content delivery from edge POPs 240-245 avoids the major bottlenecks in today’s

networks.

In one particular embodiment of the system, illustrated in Figure 4, private,
15 high-speed communication channels 422, 424, and 426 are provided between the
data centers 420 and the intermediate POPs 430, 432, and 434, all of which may be
owned by the same organization. By contrast, the edge POPs 440-448 in this
embodiment are connected to the intermediate POPs 430, 432, 434 and data

centers 420 over the Internet (i.e., over public communication channels).

20 One particular embodiment of the system configured to stream live and

on-demand audio/video content will now be described with respect to Figures 14

11



ot her than EP may be used while still conplying with the underlyi ng 30 SP 7004
principles of the invention. In one enbodi nent, each of the nodul es

il ustrafeflApzFigure 14 reside at a dat a center 220. per/81/852410r €
system acqui sition and nanagenent nodul es ("SAMs") 1420 opens and cl oses

communi cati on sessions between the various sources 1401-1403 as required.

For examRidughWBem FsHoWH R gRFeOM) B8E eBBE Snd? iS&pAblel st Reingy | 1 ve
streanming session, the SAM 1420 wil|l open a new connection t6 handle the

i ncomn udi o/ videp .data (after determ ning that.the content provider has
the 18 tpRRRR A AER AR el et St e s e Taob W | handie
incomng signals differently based on whether the signals have already .
been engJé@éfﬂi toeliye or mrorded sgrlektllhreadcasiayer Sﬁﬂ]élﬁ%hl%ﬁalﬁéaﬂvﬁﬁ whet her the
signals are conprised of "live" or "on demand"” content. For exanple, if a

si gnal Rgmaloti02lprevidyd reerideneadestnbigadystenisaall; 2adpookveler (e.g., the
signal may be received at the data center 220 in an analog format or in a

non- St 1 stk defhisalind RhABhkedldier SANIRA W el blolLdiRdi a2 O S/ 7.) VO

0117 sighal to one or nore stream ng 'enc nodul es
1430, i Wi ] | code the streamin specified digit stream ng format
(e.qg., %ﬁgﬁé{‘%@gp@ Qﬁ?ﬁfﬁ@%eve@@ﬁ‘ “r.&?mgetdc‘ﬁnequ OE W’gwloﬁ BRRECSi gnal i s
live, the stream ng encoders 1430 transa-dt the 5 resulting encoded
si gnal dithedhiryIR magrie wed ndule stitcoemiyidg g thothegind eslgmgependled of

the invention. In one embodiment, each of the modules illustrated in Figure 14

reside at a dat a center 220.

10 One or more system acquisition and management modules ("SAMs") 1420
opens and closes communication sessions between the various sources 1401-1403
as required. For example, when a content provider wants to establish a new live
streaming session, the SAM 1420 will open a new connection to handle the
incoming audio/ video data (after determining that the content provider has the

15 = right to establish the connection).

The SAM module 1420 will handle incoming signals differently based on

whether the signals have already been encoded (e.g., by the content providers)

and/or based on whether the signals are comprised of “live” or “on demand”
content. For example, if a signal has not already been encoded by a content
20 provider (e.g., the signal may be received at the data center 220 in an analog

format or in a non-streaming digital format), the SAM module will direct the

12



(which distribute the signal to various POP nodes as described bel ow§ {J Si? 7004
~and/or to one or nore content Storage devices 531 at the data center 22
I f, howgigsirreigde 1 ncom ng signal is an on-demand signal pciA68\/dshe
stream ng encoders 1430 transmt the encoded signal directly to the
content storage devices 531. SinWarly, ioif the incomng signal is

al r eady ﬁﬁﬁﬂqggnb'& &&E&&@Emﬁ% dRb AR modl tleF Y3 & hidH @fiBericotieehadi rect |y to
the conte storage devices 5 fromwhich it my subsequently be

traxismtted .to the.sire or| kn_server s M¥ ® vi deo
strean nYTEHHELRTP q%ﬁ%«gﬂqo & e(r%t(e gf ?ﬁégé‘gdew cégwg%%t@it he SAM
nodul e 1420 causes the storage dat abase 530 to be updated accordingly 15
(e.g., vi @the content delivery subsystem described below). As illustrated
in Figure 15, the encoded signal is transmtted fromthe streamng origin
servers 1510 to streaming splitters 1520-1522, 1530-1532 |ocated at a
vari ety of nades - BB 4 yi ng

st reani ng sphff:gt%;er1§1‘x’lmnsg§%—l % ?qlae%)ér?ser gg&zd%ugﬁt ant-l a ?}Dunt of
network 2o bandwi dth. For exanple, in the illustrated enbodi t each
st r eafri ntpsubimg anceded sigaal digactigip ¢na ox Pose STEAEBEAREIN TSV Juth of vi deo
content froman upstream 13 3 0 "C1l' LOCI 1i L. WD 01176192 PCTI USO 1

/1 08326 spwhieh dissiibate the sighehtodiavicde $ON@les @y desdribed delopv)dady osta eans.

Thus, the network path between an upstream server and a stream ng sputter

i's onl Y baagdetio tdhednt sthiagh BeRUEY 1 \4t 8RO 4th C&REY 220. If, however, the

C
0.

incoming signal is an on-demand signal, then the streaming encoders 1430
transmit the encoded signal directly to the content storage devices 531. Similarly,
16 if the incoming signal is already encoded in a streaming format, it may be
transmitted directly to the content storage devices 531, from which it may
subsequently be transmitted to the streaming origin servers 1510. Asnew
audio/video streaming content is added to the content storage devices 531, the
SAM module 1420 causes the storage database 530 to be updated accordingly

15 (e.g., via the content delivery subsystem described below).

As illustrated in Figure 15, the encoded signal is transmitted from the
streaming origin servers 1510 to streaming splitters 1520-1522, 1530-1532 located
ata variety of [-POP nodes 230-232 and E-POP nodes 240-242. Employing
streaming splitters as illustrated conserves a substantial amount of network

20 bandwidth. For example, in the illustrated embodiment each streaming splitter

receives only a single stream of live audio/video content from an upstream

13



L . . . L oL s BT
In addition, enploying streaming splitters within the nulti tlereé &vm' 2804

~hierarchy, as illustrated, reduces bandwi dth at each level in the

hi erar cyg ofRi9: €xanple, a single streamfroma |ive strpapiRg,ayant my be
transmtted froma streamng origin server 1510 to an 1-POP stream ng
splitter 1521. The stream ng sputter 1521 may then transmt a single

51 103 { 008 Bl & e iR A RRTLAYIndB kil BIOmET e iltvolic oY then

transmt the' live event to a urality of end 10 users 1540-1548.
Accordingly, the network path between the data cente 2 n he | - POP
2531 5. | BatiehrprhasHPp ehE prigPeedd f duriihing RtRe BrmBat Rt B Al hor

paths between the | -POP 231 and the E-POPs 240-242 are |oaded with only a
si ngl e stingleraudityvideeomweamy. streans are then split at each of the E-POPs

240-242 to provide the live event to a plurality of end users 1540-1548.
15 Autoni ated CoutentDeliver-j As illustrated in figure 5, content may be

introduced to _the systemat. the data ters;. 205 et hr signal.
Regar dl ess oﬁl‘ﬁ’r&@lﬁ%@ %08’5‘&53‘8%“% %@%ﬁ%?@%‘b@&m‘i‘%‘%ﬁ%&emodi ment, a

directory/ file nonitor nodule ("DF Mon") 510 updates a content database
530 t & | Biswrchy, aspdusteated redycesfpandvidth ajpach/ievelde thafperaachyp kot 100 WO
01176t92 PCTIUSOL/ 08326 data center 505. A database field or a tag may be

set to i egimplesa sihale dhand frbesa Westraagingaderhaney otrarysetitted éromt aansni t t ed
to the internedi ate POPs 506. In one enbodinment, DF Mon 510 is a service

(N 10 LReLARSNALKALANARI D @ AAUNIE e SpRLAIRINTRE skliuking @ W ndOVS

NT (r) ser uses operating syste
' splitter 1521 may then transmit a single stream to each of the E-POP streaming

splitters 1530-1532, which may then tr.ansmit the live event to a plurality of end
10 users 1540-1548. Accordingly, the network path between the data center 220 and
the [-POP 231 is loaded with only a single stream and each of the three network
paths between the [-POP 231 and the E-POPs 240-242 are loaded with only a
single stream. The incoming streams are then split at each of the E-POPs 240-242

to provide the live event to a plurality of end users 1540-1548.

ts : Automated Content Delivery
As illustrated in Figure 5, content may be introduced to the system at the
data centers 505, either through direct upload by a content provider 260 (e.g.,
using FTP), by the data center operations staff 515 (e.g., via tapes and CD's), or via
a live, real-time multimedia signal. Regardless of how the new content is
20  introduced, in one embodiment, a directory / file monitor module (“DF Mon") 510

updates a content database 530 to identify the new files that have arrived at the

14



5 primtives (e.g., Wn32) to nonitor encoded file directories. Th g §7? 0

~operating system notifies DF Mon 510 when files are added or renobve Fom

t hese divp@ﬁ,ﬂ;rl'bzes. An automatic content distribution subgysiRmMisigN
automatically distributes (i.e., "replicates” or "mrrors”) the newy

i ntroduced content throughout the system In one enbodinent, the automatic

cont ent gg%@ysw £ SBR5 YR lEM 4 BgGRPbd e @iicAtcont grtfile &bri bution

manager nodul e 520, and a file transfer service ("FTS') nodul e

525. The CDM 520 i np] ement s, cont ent i stributi n nt policy,
and FTS B?Gaﬁa VgggiH%%5ﬁ9E?BQPEEFQRS%%Fﬁ%FWdﬁﬁFgg&gPpgsﬁou|d be not ed
that, although Figure 5 illustrates FTIS 525 and CDM 520 residing entirely
at the dembodismrerDEdon 51945 asemacequnpingse thbarkgeoungyomha s§T€es 4y enent ed on
ot her nodes within the network (e.g., internediate POPs 541- 544). In one

enbodi Meffe dAa 681 (@lg. daVakanes N3® pavitpivhet wes operatdiig syseemdat a  centers
220-221 is used to track content as it is distributed /replicated across

E,Qteer .etrlﬁ’ongﬁagﬁ]]sggﬁ%%g&oﬁigéﬁ Ser&B&%c{jﬂfeQﬁ&Eén’&Om@éﬂ)él%ﬁ by sferhO

8r an stored on the content storage device 531)

shoul d be replicated at_ infernedi POPs 506, Alternatiyely, or in

2041 t | onROTED HargL OTERaToRIet FECP Al A DR REIEIM PR ESIRRE326. (e .
asynchronously by a database application prop armng interface, by DF Mon
510, or sone other event driven nodule) when a file, of group of files,

need 10 be replleahall coif HNbEAGh ds7LiEh1fen bli@indichap need to be

replicated, it sen

distributes (i.e., “replicates” or “mirrors”) the newly introduced content
throughout the system. Inone embodiment, the automatic content distribution

10 subsystem is comprised of a content distribution manager ("CDM") module 520,
and a file transfer service (“FIS”) module 525. The CDM 520 implements content
distribution and management policy, and FTS 525 handles the physical transfer of
files. It should be noted that, although Figure 5 illustrates FTIS 525 and CDM 520
residing entirely at the data center 505, instances of these modules may be

i5  implemented on other nodes within the network {e.g., intermediate POPs 541-

544).

In one embodiment, a central database 530 maintair;ed at one of the data
centers 220-221 is used to track content as it is distributed / replicated across the
network 210. CDM 520 queries the database 530 periodically to determine

20  whether any files (stored on the content storage device 531) should be replicated

at intermediate POPs 506. Alternatively, or in addition, CDM 520 may be notified

15



5 command to the FTS , referred to herein as a "Fil e Request NbssaggbB(Wﬁ aan)
("FRM') to the FTS 525, identifying the files and the destination socr LUt
506, 504 dpistde file transfer. The FTS 525 then carri esceﬁjsﬁtlggm
underlying file transfer process (e.g., by invoking Wn32
commands; the latter for transfers over the Internet) and prOV|des
dat abase ,updat es, i ndi cat,in t her the.transfer wa CESH and 10
where t hd®8i F%O%ﬁﬁ’el@’ gévg%f’?q ?R%ﬁ%@%?roﬁ%%‘g‘% %Cer n ? simlar
manner. CDM 520 queries the database 530 for files narked "to be del eted”
(" TBD") . MbnBthat somepthasrevent-davk moghle) abwnstdemigron ablesinegd(as with
file transmttal) when files are marked TBD. A file can be marked TBD i n a.
vari ety Qébwaélfﬁjca{iq[ exanpl e, when 15 a content provider 260 upl oads the
file, the provider 260 may indicate that it only wants the file to be
avail able for a specified period of tine (e.g., 10 days) Al ternatively,
the content provider 260 may not specify a date for | etign, but may
i nst ead nanuange @M&Zﬂ@eﬁqrpgnepgbat@,es Rege lRrdephat %gt“aseé‘gﬁtaer oper at i ons
staff 515 mark the file) at any tine. In another enbodi ment, the content
provi der 3G forttle FIGeférnat ta herefni dse “Fiite IRedubrt Mmssaged (TBKM')'hSed on how
frequently (or infrequently) users 250 request it. 16 305L? 200't WD
01/ 76192 y, giih é}ﬁn’@@t QRE &1 ahidl 18e BastiRGBA PEIRISBE, S09 f6F thdgliet ed from a

507,

POP node 5 ontent distribution subsystem creates or renoves a
"Fil eLocatio -.Jecord in the ¢ [. n 0. This
record prwgésﬁﬁﬁggg%&%qa&es out tﬁe ungertlylgg ﬁfectrgx%@er p%l:é?f‘ég, é;

invoking Win32 or FTP commands; the latter for transfers over the Internet), and

provides database updates indicating whether the transfer was successful and

10 where the file was copied.

The file removal process works in a similar manner. CDM 520 queries the
database 530 for files marked “to be deleted” (“TBD"). Alternatively, orin
addition, CDM 520 may be notified (as with file transmittal) when files are

marked TBD. A file can be marked TBD in a variety of ways. For example, when

15 acontent provider 260 uploads the file, the provider 260 may indicate that it only
wants the file to be available for a specified period of time (e.g., 10 days).
Alternatively, the content provider 260 may not specify a date for deletion, but
may instead manually mark the file TBD (or may have the data center operations
staff 515 mark the file) at any time. In another embodiment, the content provider

20 260 indicates that the file should be marked TBD based on how frequently (or

infrequently) users 250 request it.

15



between a data center file and its copies on storage servers at 3082 Sk
internmedi ate and/or 5 edge sites. One enbodi nent of a FRM data structure

600 is iwbyptgiated in Figure 6. The structure 600 includggraR.phaogle 610
which identifies to the FTS the operation which needs to b@%perforrred on
the file(s), including an identification of whether a "file delete" or a

"file transfer” is. ded, and. an indicati.on_a t artjcular io type
of file del etéf’f‘? %ﬁgefelga}s.ebele—%Fc’@’)?gﬁ%fmégda%%ﬁod?ﬁgjdo[ﬁn?‘ﬂegsogr ,f:’@uﬁ% ances,
either an FTP delete/transfer or a Wn32 delete/ transfer (or alternate
type of cefdpetdistribumentsapyysien cratespprepeyesd HleLorationffrtabgserpr e
appropriate if the delete/transfer occurs over the Internet whereas a

W n32 detebad il thasbtetralmwtdit database 3300 iThissatord\Wrbvidepttevabeciatsnnel ). 15 In
addition, the opcode field 610 may specify either a normal delete/transfer

or 2 | ApdwdlRla®ats LLABSARand TRTBR Hstorn S dervdi] 2 HATHRIGR. L—]ﬁ%{é%};? used to

handle low priority transfters/ etes. one €

comand Wﬁil” ,Process the delete and transfer requests using only a single
thread ¢§8%%°5a single transaction or message in a nultithreaded systen),
whereas 20 "normal" operations may be perfornmed using nmultiple threads.
Single thread, 17 3 0 L"' c6;4 WD 01/76192 PCTIUSO 1/05326 "l azy"

operations ma fe =Ty takq 04 . s (e.qg.,
t hose based o)riljntéﬁeélllV\iB_FTPp,&&%}j mAdfgﬁr ce géeéﬁ\?gfﬂﬁng%Eé%%? e%?i fies the

server ab, the qat 3 aPntfked LM MY L0 which identifies to the FTS the operation

which needs to be performed on the file(s), inciuding an identification of whether
a “file delete” or a “file transfer” is needed, and an indication as to the particular
10 type of file delete/transfer. For example, depending on the adrcumstances, etther
an FTP delete/transfer or a Win32 delete/transfer (or alternate type of
delete/transfer) may be appropriate (e.g., FIT is more appropriate if the
delete/transfer occurs over the Internet whereas 2 Win32 delete transfer may be

more efficient over a private channel).

15 In addition, the opcode field 610 may specify either a normal
delete/transfer or a “lazy” delete/transfer. Basically, “lazy” FIS commands may
be used to handle low priority transfers/deletes. In one embodiment a “lazy”
command will process the delete and transfer requests using only a single thread
(i.e., a single transaction or m;essage in a multithreaded system), whereas

20 “normal” operations may be performed using multiple threads. Single thread,

17



the file originated;, a "nunber of destination servers" field 630 ingj;]cqlt_-gs«:epp}
‘the 5 nunber of POPs to which the file will be transferred/del eted; bl ¥
"nunber,Qqf. . tiles" field 640 indicates how many files ang- din the
transac\?f@g}{?&lég "actual file |ID" field 650 identifies epg:cﬁ&é)?)ogﬁe files
involved in the transaction; and one or npre "actual destination server

| Ds" specify the est LD SELMEES wWee RBodlieintis (egs) Wl be
copi ed/ de tga?ralu%%%lgﬁ?ésy %ﬂ%‘%}?ﬁ%&%ﬁ tﬁee " nu?@je}rs 0of to files” l(fléel d 640 and
t he "nunber of destinat] servers" field 630 may be used by. the system

n
to det ethossdapehedhe }Oﬁcsgggeﬂ‘%&cket length (i.e., these fields identify

how | arge the actual file ID and destination server IDfields, 650, 660
need to be). It should be noted that the foregoing description of the

Request Mess 899 606 ideRkifibhheREFROSEtRIdakd deSdrifadch @vhiohl V.
Vari ous ot he?‘%%é%o £r15 ?n?o} r?ati on/ edata formats may be transmtted

bet ween the CDM 520 .ang th FTS .525 consi stent, Mith;. derlying
princi plthéh@foﬂ%aqeﬂi/%n’?‘il%}ﬁ?r ?frf[%éﬁﬁg%‘ﬁb%m %nﬁ&dt% u&%ﬂngi%‘gnay replicate
content at specified internediate POPs 541-544 (and in sone gases edge
POPs s55 @) df PFQRsftbeviin thavilp svilldsdreastegredd dolgradan Bamdarpf fg}gs net wor k
congestion (a.k.a., "load"), the 20 demand for certain files at certain

| ocat i Oy ANFAkcakdlehd @ HRinyQlles @i hesived s tkithashction; dy” atwdl i
provi der sg 260. For exanpl &, during periods of high network is WO 01/76192

PCTI USO L108326. eondesti oh e, CRVLSR0JiB L Bafebhib® JRaces); Messages in

a queue ce networ K congestion drops bel ow a
predeterm ned threshold value, the Request l\ﬁssabgles. fromthe queue are
“then tramerei‘arerl destisionFerspEDs” speafy the actual destination servers o

which the file(s) will be copied/deleted. In this embodiment, the “number of
0 files” field 640 and the “number of destination servers” field 630 may be used by,
the system to determine Request Message packet length (i.e., these fields identify

how large the actual file 1D and destination server ID fields, 650, 660 need to be).

1t should be noted that the foregoing description of the Request Message
format 600 is for the purpose of illustration orly. Various other types of
{5 information/data formats may be transmitted between the CDM 520 and the FTS

525 consistent with the underlying principles of the invention.

In one embodiment, the CDM 520 may replicate content at specified
intermediate POPs 541-544 (and in some cases edge POPs 551-553) in different
ways depending on variables such as network congestion (a.k.a., “load”), the

20 demand for certain files at certain locations, and /or the level of service subscribed

to by content provider(s) 260. For example, during periods of high network
18



which performs the file transfer/file deletion process. s Sinmilarlyj G €CPt 2654
"i's known ahead of tinme that a particular file will be in extrenely high

demand @fo@/RBagticular tine (e.g., the "Starr Report"); pee{98;/Mshd
ot herwi se require a substantial anount of network bandw dth (e.g.,

hi gh-quality streaming video files), then the CDM 520 nmay be programmed to

transm t.obBesichi #@(ShM 20GRET fofe fileliRHesiMERaf¥chs aghtuddd tiand/ or edge
POPs SSfP%\ES; Osee to lbeI ow) %eforehang to avoi d si gn@lﬁficant quality of

service prqble (£.9., network crashes)..;Th push files
to POPs C%ﬁ‘%aéﬁ a@@% BEPRE Rses Orcl)ﬁmpgebre %/qv%gp%al?écrl Bée%&ftgg%%deach
content provider 260. For exanple, certain_content, prm@édg_g fgo may be
wi 11 ng wadugpslye Request Messages franpherquens are then gapgaifiedyoie ki3p¥2bl e at al |
POPs 541-544; 551-553 on the network at all tinmes. Mreover, content

pr ovi derghi2hQerBymyand filbRegisfd: ffile)detaionfproant.ent to be available on some
POPs 541-544; but not others. An international content provider 260, for

exanple, nmay want the sane underlying Wb page to be available in
different |anguages at different internediat eﬂgg .9541-544 sites,
deperdi ng on Sthdadpdhitiyknewpahead eiieme Hhat ahartieri e §B41-544 are
mai ntai ned (and which therefore supply content to wusers in that country).
Thus, ane@ehephigheddmad aict pareicu lmyimeeRE. shd-fSmm Report3); andf ¢r willLl WD
01/76192 PCT/USO 1108326 version of its Wb page to be pushed to POPs in
France, &ﬂgrw/@isee?erqm V&I atl Anount of network bandwidth (e.g., high-quality

streaming video files), then the CDM 520 may be programmed to transmit the

file(s) to certain intermediate POPs 541-544 (and/or edge POPs 551-553; see

10 below) beforehand to avoid significant quality of service problems (e.g., network

crashes).

The CDM 520 may also push files to POPs 541-544 based on the level of
service subscribed to by each content provider 260. For example, certain content
providers 260 may be willing to pay extra to have a particular file readily

s available at all POPs 541-544; 551-553 on the network at all imes. Moreover,
content providers 260 may want specific types of content to be available on some
POPs 541-544, but not others. An international content provider 260, for example,
may want the same underlying Web page to be available in different languages at
different intermediate POPs 541-544 sites, depending on the country in which the

20  intermediate POPs 541-544 are maintained (and which therefore supply content to

users in that country). Thus, an automobile manufacturer may wanta French

19



POPs in CGermany. The CDM 520 in this embodi ment nay be configured goj SF? 700h

transmt the content as required to neet the specific needs of each content
_provide one enbodi ment, the CDM 520 determ nes ified
files 5&%§§gw¥%pbe copi ed based on the manner which the ??ﬁégoggggéarked in
the database 530 (e.g., the files may indicate a valid set of POPs on

whi ch t hey .shoul d || : ; D ert the ed
e 55 uS B PP A e BB 1 PO LAY oL BRI et

POPs 551V eservers 10 for storing the nost

frequently requested nedia content, Th in on enbodi nent caches
cont ent %%P&' g yPdly GBM g%ndéisr‘?&ﬁ’é’%ﬂe’?t@@%ge& §£r?°and

demand- based caching. Under a forced caching protocol, the COMidentifies
files wiralmit tHe dositdrtt as heqliredictoanekt e syrrific ceeds ofedge cPntsi t es 551- 553
(e.g., by querying the database 15 530) and responsively pushes the files

to those, si L Y6d¥ner® the CTAMER0 HORrmirks GaRtespeciHed\ilder nmay
speci fye%%g%ad%za@)@ls%%i@%%l- 553e where CDM shoul d czsache ? particul ar group

of files. The_abiljty of . a content i der, i4f: sites
51 553 145t (8 ZERPRITrorest SnlF BEnbasRhRli s i ARAGH (E008PEE, 2 beg
to by the content provider (as described above with respect to

i nt er medsaAt(e ghPER Kles esdy, indirafbselidrenivE OIS praviigh thenshritdPeenpl oy

demand- based caching will now be described with respect to Figure 7. In
one enmbogNEqbd). when a user 705 20 WO 01/76192 PCTI USO /08326 requests
content stored on a particular Internet site (e.g., a Wb page, a stream ng

File Caching
In one embodiment, the edge POPs 551-553 are treated as cache fileservers
10 for storing the most frequently requested media content. The CDM in one

embodiment caches content at the edge POPs 551-553 using both forced caching

and demand-based caching.

Under a forced caching protocol, the CDM identifies files which will be in
high demand at particular edge POP sites 551-553 (e.g., by querying the database
is  530) and responsively pushes the files to those sites. Alternatively, or in addition,
a content provider may specify edge POP sites 551-553 where CDM should cache
a particular group of files. The ability of 2 content provider,to specify edge POP
sites 551-553 for caching files may be based on the level of service subscribed to by

the content provider (as described above with respect to intermediate POP sites).

20 Embodiments of the system which employ demand-based caching will

now be described with respect to Figure 7. In one embodiment, when a user 705
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multinmedia file ... etc), the request is received by a | oad bal anceg M Lok
("LBM') 710, which identifies the nost appropriate edge POP site 50 o]

handl e whhakgguest. The LBM 710 in one enbodi ment is a ggidegowdikch

resides at a data 5 center (e.g., running on a Wb server). \Wat the LBM

710 identifies as the "nost appropriate” depends on the particular |oad

bal ance{.eqqglj.@s%m%%g stasidsh ggg}d&%tmtenﬂé}%ﬂb @\%Z&Webﬁb@ep@b&ﬁﬁdﬁgo may

factor 1 n"caching/ network variables such as 't network | oad, the edge POP
507 server, .l 0gd, . the | ocation of.the us who reque {fe content, and/or
the | ocHHEMe f?lﬁe‘e%fg)eg}stigq% BSI§FV§?$B¥8I?\E’I§W%§%K%%O eW. In one

enbodi ment, the LBM 710 finds the nost appropriate edge POP 507 and
det er ni (3BMRRewhidhddertifiesrihe moshIRRTPRBRE eglge FRY %&%@7 ? by querying
the central database 530 (i.e_ , the database 530 in one enbodi nent keeps

track Othe R@yaedt! Yhehmne 7IDR RRtedkiasiibeanisdimbdilbwiddh tdsidesghadatat he
system). If the is requested content is avail able at the edge POP 507, it

i's trangm tg %BS I f v 71 PRI RLE M e niat avail abl e
at the g%gé}%%:’ : %g%v{%besgfﬁ\r}' %gmré%g'l rects the request to the second
most appropriate POP, (e.g., inte di gt POP_506,.1i.n the illystrated
enbodi MBRPICPTIAE IR o Shhesicalar e haamst PO YRR Petitar PR g The Lem
710 notifies the CDM 520 that the requested content was not available on
edge PORsLBE A07 Thie policy Tibinap faaehe caghiisg/nesveotk veajblestshepis20 21 wWo

01176192 PCTIUSQO /08326 determ nes whether the particul ar edge POP site 507
shoul d ¢aGh&KAcSPRKe figd POP ShPGAGEE RAdCORIGAtON Bf iR weaihabl e for future
~user requests. If the det erm nes

requested the content, and/or the location of the edge POP 507 server, to name a

10 few.

In one embodiment, the LBM 710 finds the most appropriate edge POP 507
and determines whether the content is available at the edge POP 507 by querying
the central database 530 (i.e., the database 530 in one embodiment keeps track of
exactly where content has been distributed throughout the system}. If the

15 requested content is available at the edgé POP 507, it is transmitted to the user
705. If, however, the content is not available at the edge POP 507, then the LBM
710 redirects the request to the second most appropriate POP, (e.g., intermediate
POP 506 in the illustrated embodiment), which then transmits the content to the -

user 705.

20 The LBM 710 notifies the CDM 520 that the requested content was not

available on edge POP site 507 (i.e., that a cache “miss” occurred). The CDM 520
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that a copy should be maintained on the edge POP 507, it sends a tr$g]sb,eb 7804
Request Message to the FTS 525 which carries out the underlying fi bl ?
transf eyol@skfde edge 5 POP 507. The deci sion by the COM@EA0uas derehet her a
copy should be cached is based on the particular caching policy 760 being
applied. In one enbodi nent of the system the caching policy will factor

in the AEBRM9WHdi@aSha pRATduldedat PUH £tei587 sheduesdiet édpyrofithe edge POP
507 over a period of tine. Once a threshold value is 10 reached (e.g., ten

requests w thin I ] il transfer a
copy of TRIHEStE 'fi F%&r&é]ﬁog?g %Ja@gg%%e%elﬁ%ﬁgggf ggﬁ%ﬁ@iﬁﬁé{ Ilt’%)&t“:fﬁse cachi ng
policy 760 include _ whether the requested file. is pon-cacheable (e.g.,
files régrerpyshrdd bedprntaingden fspdge I n%%ttéﬁmi} THARGER WSSt ent ), the

storage capacity at the edge 15 POP 507, the size of the requested file,

t he net Meassagane tiar FERB25ewhivhrgasdsi cun theaaterlytiveg fileveinsff ts thewidge subscri bed
to by a particular content provider 260, to nane a few Any of these

vari abl ?QP@OWG’ or in conbination, my be used by the COM 520 to render
cachi ng decisions. One enbodi nent of a nmethod which enpl oys denand- based
caching will 20 now be described with respect to the flowhart in Figure
8. At 810 a user nmkes a request for content. In response, an LBM 710
identifies tTe dostioapptiopCDi 82Ckane Wikthy DpyehorldPETtadset is08326 POP site
fromwhich to transmt the requested content (e.g., by querying a central

gg; Zbgsdgaﬁa dnftBe $atES&Hahhg Jdolich MED baREEstIRd. darheBindodimyat dfabl e at the
the system, the caching policy will factor in the number of times a particular file is
requested from the edge POP 507 over a period of time. Once a threshold value is
0  reached (e.g., ten requests within an hour) the CDM 520 will cause the FTS 525 to

transfer a copy of the file.

Other variables which may be factored in to the caching policy 760 include
whether the requested file is non-cacheable (e.g., files requiring user
authentication or dynamically changing content), the storage capacity at the edge

15 POP 507, the size of the requested file, the network and/or server congestion, and
the level of service subscribed to by a particular content provider 260, to name a
few. Any of these variables alone, or in combination, may be used by the CDM

520 to render caching decisions.

One embodiment of a method which employs demand-based caching will
20  now be described with respect to the flowchart in Figure 8. At 810 a user makes a

request for content. In response, an LBM 710 identifies the most appropriate edge
22



server, determ ned at 830, then the LBM 710 directs the user to the eqjge-) 280
"POP server (e.g., by transmtting the server's URL to the user) ané '
cont ent wicppy gy ansmtted to the user at 835. If, howeveperiRe et ent was
not available, then at 840 the LBMidentifies the nost appropriate

i nternedi ate POP server from wuch to transmt the content (e.g., by

quer yi npobeitdababaseh to thesinitre regicsted cBRRNS @y gy duanpigdentdaé cont ent
to the user at 850 and, at 860, the LBM 710 notifies the CDM 520. The to

CDM at (( bdagig $a x\éhgé@eg@ feataxstg& b {ﬁqvgmga&ﬂ%&gé pejpoul d be

stored ased on the particular caching policy

being i npl errent ed e dec he cont ent .at e edge POP
site thesﬁr‘f%edet%?éﬂla éib E’é‘rfb?i*%ﬂ’éhﬁ{%“ d’ﬁE”ig §?$%P§Ed t he dat abase
is updated accordingly at 880. 15 As illustrated in Figure 16, one

enbodi mesetvepoyi tesransmittingthssarfars UBhdhiheguser)eqddhe kynteatpgest ed st reani ng
content at |-POPs 231 and/or E-POPs. Wether to cache a particul ar audi o/
vi deoy sty gamined té e WRYatssbased on  antici pated and/ or actual demand for
the file. For exanple, if a particular file has been requested a certain
nunber of tinmes at one E-POP 241 within a 20 predetermined tinme period
(e.g., ten tines within an hour), then the file may be transmtted froma

cache server Ifl Bo@eyahithdconterdinasaios asailabls, then &tlsﬂﬁéhﬁk@mlﬂh@fﬁ WO 01/ 76192

PCTI USOL103326 content storage devices 531) at the data center 220 to a

| ocal Caﬂﬁ@%di@}éﬂ)}]ﬁi% pHADingdrmeliige POPWRra4 ook wlodtetoartediintriconthen fil es
ted

are cached or from one or
(e.g., by querying the database). The intermediate POP server transmits the
content to the user at 850 and, at 860, the LBM 710 notifies the CDM 520. The
10 CDM at 870 determines whether a copy of the requested content should be stored
locally at the edge POP site based on the particular caching policy being
implemented. If the decision is to cache content at the edge POP site then the

content is transferred to the edge POP site and the database is updated

accordingly at 880.

15 As illustrated in Figure 16, one embodiment provides a mechanism for
caching frequently requested streaming content at I-POPs 231 and/or E-POPs.
Whether to cache a particular audio/ video streaming file may be based on
anticipated and/or actual demand for the file. For example, if a particular file has
been requested a certain rumber of times at one E-POP 241 within a

20 predetermined time period (e.g. ten times within an hour), then the file may be

transmitted from a cache server 1610 (which receives a subset of files from the
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nore of the POP sites, the database 530 is updated to reflect the gh@r%@s.“ﬁgﬁ
-One particul ar enbodi nent of the system and nethod for distributing an g

stream Lmedia files will now be described with r Figure 13.
A Vi e\/\eﬁ%fg}l%bléonnect ed to the Internet through an edgee%%ﬁ%[ﬁ}fg?zﬁ this
exanpl e, nmakes a request to streaman on-demand file. The file is

el erenced | pAne s TRoc 8131958 4320 B0 PlLIah. dskongioRe b the 1D Lo

the recé? as a araneter int e viewer clicked on to
access a Wb server. 1325 at the 10 datﬁ? cent er, BOS.d Thec\/éeb server 1325 in
this enbelE-REH 243 ilngaespbedimeria ik LGrdde FAFREE o deleled R PAGET

"stream asp" for Wndows 9011) 1335 to process the request. The stream ng
modul e 4335 obtlid RSP aitew thaf datebdse 530 s updrted toG{lppNheoehangkF ASX netafil e)
that includes the stream ng server path to the desired file. The stream ng
modul e 1335 calls the Stream Redirector 1340 to determne this 15 path. It

R

Stream Redir an -out-of -proc server

runni ng on the Web server 1325. When called by the stream ng nodule 1335
to creatgeshngsmpdimedig fdes walngyabp degsribgd wiEh meregide Figuge lg‘hé redirect or
1340 first checks the viewer's 1310 |IP address against a list of site IP
nmasks CQlidw&tisdo 20neatdd ©rthé [teiich ehrdaginbaadgd BOE.507 in thieesapipies r at ed

enbodi nent, the redirector 1340 finds a match and correctly identifies the

edge POP_sit | K ' 1e3. r V¥ 01/ 76192
PC%]' [ usof? %ﬁ%éélg%eﬁ%gg?%% Sﬁﬁﬁﬁhfgékgh?ﬁlee%g ggggged %8 (e.g., using

dat abas%aﬂ?}lasg 132t00by a “FileInfo” record with the ID to the record embedded as a

parameter in the URL the viewer clicked on to access é Web server 1325 at the
10 data center 505. The web server 1325 in this embodiment brings up a streaming
module (e.g., a Web page; “stream.asp” for Windows 98T™) 1335 to process the
request. The streaming module 1335 builds a metafile (e.g., a Real G2 RAM or
WMT ASX metafile) that includes the streaming server path to the desired file.
The streaming module 1335 calls the Stream Redirector 1340 to determine this

15 path. It passes in the FileInfo ID from the URL and the viewer's IP address.

The Stream Redirector 1340 in one embodiment is an out-of-proc COM
server running on the Web server 1325. When called by the streaming module
1335 to create the streaming server path to the on-demand file, the redirector 1340
first checks the viewer's 1310 IP address against a list of site [P masks collected.

20 earlier from the database 1320, In the illustrated embodiment, the redirector 1340

finds a match and correctly identifies the edge POP site 507 the viewer 1310 is
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determine if the desired file exists at the viewer's edge POP site $@7SCPf iG0h
it finds a FileLocation record matching this site 507 using the Filelnfo

| D fromyg@/AR: it returns a streamng path that redirgefgsii@ix ewer to

a nedia server 1345 co 5 |located at the edge POP site 507. If it doesn't

find the file there (i.e., resulting in a cache "mss"), it instead

gener at ggng% g@rdn%dw&%&metdﬁ%\ag@wo (4.9, aRegehtdbhe: APHsaomedi at e POP
sites 5 the file Is known to be | dcate The redirector 1340

requests, that t n t..di st 7 Uttt @ copy of
the fil &etsMRE l}ggtt’fgg ﬁyﬁgféll FEas %(f'? ?fﬁgwﬁggtﬁ% %ng%ﬁg% 1off|?rnt ernedi ate POP
506 path to the stream ng nodul e 1335. Alter In 0 enbodl ment ,
the redifilebeesionzacprdimpichingdhisrite $07 Hang sht g‘?ﬁh%’elﬁﬁr? é‘Ubsyst em
1355 that requested content was not present at the edge POD site 507, and

al | ows trhRureostesimbiggiath buitirediraby stoned aimedia vertver 118 cbt nal deci si on
as to whether a copy should be stored at the edge site 507 (e.g., based on

the %O“HS&tteqtl)a“ttﬂla%B B 0 50! [1GY does DM Fiomuar e, theldrgomest to FTS

wher e the | at er processing. The redirector 1340 returns

thelnterrred ate PCP red rection to the .str e 1335 where
it is irfaeke !é?ﬂlsF ﬁt’é”?sﬁ"ea eﬁ‘fﬁtF%ﬂ Eﬁ%‘ redp e Vlet%ﬁeg]tgg}lggvxgﬁes 1310
browser. The viewer's 1310 browser receives the netafile and 20 hands it
over t o ihteemedineaRORFies Sfewher the filRaknprayebedeptedy ndows  Medi aPl ayer
etc). The player parses the netafile for the redirection path, establishes
a 25 30 sep 2004 WO 01/76192 PCT/ U501/ 08326

The redirector 1340 requests that the content distribution subsystem 1355
transmit a copy of the file to the edge POP site 507 after returning the
10 intermediate POP 506 path to the streaming module 1335. Alternatively, in one
embodiment, the redirector 1340 simply nobfies the content distribution
subsystem 1355 that requested content was not present at the edge POP site 507,
and allows the content distribution subsystem 1355 to make the final decision as
to whether a copy should be stored at the edge site 507 {e.g., based on the content

15 distribution policy). CDM then forwards the request to FTS where the job is

queued for later processing.

The redirector 1340 returns the intermediate POP redirection path to the
streaming module 1335 where it is inserted into the metafile and returned to the
viewer’s 1310 browser. The viewer's 1310 browser receives the metafile and

20 hands it over to the streaming player (e.g., RealPlayer ® Windows MediaPlayer ®

.. etc). The player parses the metafile for the redirection path, establishes a
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connection to a nmedia server at the designated internedi ate POP 50@ @@{3 7t

‘begi ns stream ng the on-demand file. The FTS processes the job for

transf ey hgeidie file to the edge POP site 507 (e.g., Vpar@sWWdssg file
copy if a private connection to the site exists or, 5 alternatively, via

FTP over the Internet if that represents the only path to the site from

the dat goRgdtiBh ko 2 Bialik I&vknatane desibasdt Apitbrmi@ifatelTOPR B0 bEfiner Wit hin
the network. Thus, instances of FTS could reside at the internedi ate POPs

506 and_initi copi ominternmedi ate POPs 506 to edge POPs 507 thus
pr eservisﬂ'ﬁa%q%‘gwog"#ng%m{ﬁ%' private connections running out of the data
center 505. Wien io the file copy to edge POP 507 storage conpletes’
successfully, FTS creates a "FilelLocation" database record associ ating
the Fil ei nf ghapys gagRsREkhsjcbdobdnstereingrtsfilethehnedge PORBite BB vi ewer
1310 or anot her viewer connecting through this edge POP 507 attenpts to

stream . | .t w L [ i a 15 nedi a server
1345 (e&%g;ﬁ‘%{?wfac e‘%ﬁ{eéoﬁkhﬂl%@%&%ﬁ atﬂ °?*h‘fe§‘§t§5“ée%{é%m§f te 507. The

Fi |l eLocati on dat aba ecor reated allows the,redirector 1340 to sel ect
the rfor &tegREY ARt Vﬁagﬁpg‘?‘feé o t%%‘l’*?/'gﬁlbattrﬁ%re%“éw %B?&\?%ﬁg’%d be not ed

that timngs anong the various conponents can vary dependi ng on demand of
t he systfem thrdata gemter)alThe §TTEapose smibpiliragsymyay 2o @eargOB/reervitn WO
01/ 76192 PCTI US01/ 05326

the network. Thus, instances of FTS could reside at the intermediate POPs 506

and initiate copies from intermediate POPs 506 to edge POPs 507 thus preserving

bandwidth on the private connections running out of the data center 505. When

10 the file copy to edge POP 507 storage completes successfully, FTS creates a
“FileLocation” database record associating the FileInfo and edge POP site 507

records.

The next time this viewer 1310 or another viewer connecting through this
edge POP 507 attempts to stream the same file it will be streamed directly froma
{5 media server 1345 (e.g., attached to an ISP’s LAN) at the edge POP site 507. The
FileLocation database record created allows the redirector 1340 to select the more
optimal ISP site for serving the viewer 1310. It should be noted that timings

among the various components can vary depending on demand of the system, but

general concepts still apply.
20
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St orage Space Managenent Referring again to Figure 5, in one enbodbrqe@_tr,-,a 304
the CDM 520 inplenments a policy to manage cache space on all edgeYfY "¢ v
servers woigigsforl e access data stored in the central dat@abas@pgPe(e. 9.,
data indicating when and how often a particular 5 file is requested at an
edge POP). Files requested relatively infrequently, and/or files which

have not been requested for Sgougk spacedyndgomgnperi od of tinme when conpared
with other files nay be narked TBD fromthe edge POP (i.e., via "l east

frequently US@&&% 'skﬁ%p%gsigg,gpto&qgs" _bahﬂz%it,tda@rmm@gﬁ levedaty . File

expiration dates falso uded 1 n the database (e.g., "File X to

expire after 1/15/00") and used by the CDM 520 to perfo cach
b 0e R PORCITIC RGBS AT e ROtk ShgnFLe EReH® B8 R ey R ST
associated with high and |ow threshold values stored in the database 530.
The hi ghirtthe eettodldiambage S3&(ecg-, date dndicatig wharcind iy oftee s pasbeulad | an edge

server storage device nust be for the CDM 520 to invoke file renoval

oper aj i Ofife.is d}@eb oW at Bh eahe PO aFil& reguetcireReiveB1hAigguaitlys And ek cat es how
full the edge server storage device will be when the CDM conpletes its

filere f. 1.ONS. I [T {5 I - ! a particular
edge POgH %g%’qlgp@%%q@mgﬁéﬁﬂ%ﬁ?ggﬁg? %ig 1?#‘2% %h%{bebgﬁgz,tﬁ %ﬂw%ﬁ% dat abase 530
when the storage at that site Teaches_80%of its c i.ty..ln response,
the CDM mpaw% vaigh gfer tidss ’%Wéb%i&’taé’beéi@éémﬁ?ﬁ‘eﬁé’ﬁ? g’g?afié-lelfy’lar de2E hr eshol d
data, will order the FTS 525 to renove files fromthe site using one or
nmore of frhguadyhesedtinadéimhacqeed timeéslgdatony, esgectbeld. Filp expicatdm . 1 WO
:01/ 76192 PCTIUSO /08326

dates may also be included in the database (e.g., “File X to expire after 1/15/007)

10 and used by the CDM 520 to perform cache management functions.

In one embodiment, each edge POP 551-553 is assodated with high and
low threshold values stored in the database 530. The high threshold value is a
percentage which indicates how full an edge server storage device must be for the
CDM 520 to invoke file removal operations. The low threshold value is a
15 percentage which indicates how full the edge server storage device will be when

the CDM completes its file removal functions.

For example, if the high threshold for a particular edge POP 551 is 80%, a
high threshold flag will be set on the database 530 when the storage at that site
reaches 80% of its capacity. In response, the CDM 520, which queries the database

20 530 periodically for threshold data, will order the FTS 525 to remove files from the

site using one or more of the cache management policies described above. If the
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| ow threshold is set at 60%for the site, then the CDM 520 w || orc_lpp ?.IIE YR
'FTS 525 to delete files until the site storage has reached 60% of 1Ts -
capaci t wo §f%id2ng a low threshold in this manner prevengSrib&dssiee renoval
operation fromnu ning perpetually once a file server reaches it's high
t hreshold value. 5 Fault Tol erance One enbodi nent of the system which

enpl oys 1w 4hieshsIHgs suttat 66R ABI thietsiteSthenitld CDRIGIew llesrclet Hed T8 325 thespect to
Figure 9. Previously, if nmore than one fileserver existed at a given POP,

cont ent d’e\:@e%e %L{E? ﬁ%&g%es%efsgo(}% Qaﬁssrgga{eﬁrgo %S&{{ES.CC%PB&%O ;ﬁfg%l%? EB‘V i dual

fileserver a site. erring multipfe the 10 sane
file in this manner tends to betgn%gicien and costly, particularly with
respect thisshelfdn fugmanner BEVeRks thh MG S AP RITRYOHUP ). Maintaining

a single fileserver at each site solves the problem of increased network
and ser perpdtnalyf dmxe a filatseryeestaekesat’s bighabrdshold ylobl em (i .e., if the
fileserver goes down, the entire site wll be unavailable). 15 One

enbodi ment of the invention solves all of the foregoing problens by

provi di ng backup fil eservers 9]}13(1@ I 921-922, and 931 which are activated
in tHe absence of the primary <BF{EYE%H, 920, and 930, respectively. A
nmodul e referred to as a File Transfer Agent (hereinafter "FETA") runs on
al | fil eserv6ing engngligest ofdhesysem whirh empygdaulytoleraat capabdifiessi t es and
may be configured as either a master 20 FTA or a slave FTA. The nmaster FTA
fil eser velisiondBddeR20e@RHIORBEpddt &N Bigute ANHreviech), enbdiel thanbnem t he rest of

the system(e.g., fromthe data center 221 over 28 WD 01/761. 92
CTHUSOLA36R : existed at a given POP, content was transferred from the content source
to each individual fileserver at the POP site. Transferring multiple copies of the
10 same file in this manner tends to be inefficient and costly, particularly with
respect to multimedia files (which are generally quite large). Maintaining a single
fileserver at each site solves the problem of increased network and server traffic,

but creates a reliability problem (i.e., if the fileserver goes down, the entire site

will be unavailable).

15 One embodiment of the invention solves all of the foregoing problems by
providing backup fileservers 911-913, 921-922, and 931 which are activated in the
absence of the primary servers 910, 920, and 930, respectively. A module referred
to as a File Transfer Agent (hereinafter “FTA”) runs on all fileservers 910-913, 920-
922, and 930-931 at the various sites and may be configured as either a master

20 FTA or aslave FTA. The master FTA fileservers 910, 920 and 930 transmit and

receive files from the rest of the system (e.g., from the data center 221 over
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network 210), whereas the slave FTA fileservers 911-913, 921-922, 3n@«9-3;1 ek
only. receive files fromthe nmaster FTA fileservers 910, 920, and 939 *“- i
respectijvel )/ Mast er/ sl ave FTA assignnments in each fileserver cluster are
~confi gu@P8H%ual Iy and/ or are negotiated through a pr o?%%go.wls?‘?fsor mat i on
identifying each 5 master and slave FTA at each of the POPs 900, 901 and

data center 221 is .stored i at abas . i s, to be
t ransf eF‘F‘é"éPrllz‘@lg)’ ﬁﬁl}ef?acstfgﬁng‘gF %@ﬁifgﬁse e?ra.%}é%égyig%ﬁl’:%& P %fce) ransfer
command), a master FTA 930 at the data center 21 | ooks up the master FTA
fil eser vaeiv@flesfrortthe master {IA fleservers HOREBBRIPEERY: . The source

master FTA fileserver 930 at the data center 221 transfers the file to the
Eo destination master FTA fileserver 910 at the POP site 900. The

destination ster ., FTA.910 .is th r ' 3 Hng the
content to tﬂ’gsfeé@?‘ﬁel ﬁa‘g‘ i esg?{\%&‘ SQ%E%? Séfgéﬁléﬁrn&tg ﬁgéfgﬁg?er. In one
enbodi ment, the FTA conprises a portion of th conten(ti del i very, subsystem
(i.e., oowhriiganddseatienagoratedithrogighia EPF%PI-M&W‘:‘P& el |eé‘[¥‘éd fromthe
master FTA fileserver 910, the is master FTA is responsible for deleting
files fremdrhadslanerTA hesahwdtise BOPs 9308 901 and ate cambend?l isatpred Hanges to
the master FTA fileserver 910 are reflected to other secondary fileservers

911-912 tﬁl%%%fjgﬁas(él%%? Wdhed DERNE (EHDREIIBREA td DbsrticMp e 900 (2a,ivia i S

acconpli’s usi ng a daenon that detects any changes on the master PTA

fil nd th t tical l foh . 20 If
Lhe' mas Por TEHA FAPBSer VErato anedeibm oo e B2 SR Mo orver s

(e.g., 911) within the fileserver cluster becones the nastel[h FTA t hrough
'pr ot ocolth8r@s@x-ETA filesdsiver PQ at that site (e.g., via a database 530 query). The

source master FTA fileserver 930 at the data center 221 transfers the file to the

10 destination master FTA fileserver 910 at the POP site 900. The destination master
FTA 910 is then responsible for transferring the content to the remaining
fileservers 911-913 within the cluster. In one embodiment, the FTA comprises a

portion of the content delivery subsystem (i.e., CDM/FTS) described herein

Similarly, when files are deleted from the master FTA fileserver 910, the
15 master FTA is responsible for deleting files from the slave fileservers 911-913. In
this manner, any changes to the master FTA fileserver 910 are reflected to other
secondary fileservers 911-912 in the cluster. Inone embodiment, this
synchronization is accomplished using a daemon that detects any changes on the

master FTA fileserver, and then automatically updates the other fileservers.

20 If the master FTA fileserver 910 goes down, one of the slave FTA fileservers

(e.g., 911) within the fileserver cluster becomes the master FTA through protocol
29



WO 01/76192 30~-? Al "% f%4  PCTIUSCOL/ 08326 negotiation. |In one -
enbodi ment, a keep-alive protocol is inplenented wherein one or m3r@ «f 2e5h

the sl ayg, b:ll'%szl | eservers 911-913 periodically sends stapdgykeaassis to

t he master fileserver 910 to ensure that the nmaster Is active. If a
response 1is not received fromthe master FTA after a predeterm ned nunber

of requgsbSiaided Nionaleniithdifeh, b REcpBsLhrotscalanmplialcantepit he sl ave

FTA fil es@rvers 1-912 becones the new master FTA . I n one enbodi nent,

encr ot G8< A PSRBT HRATDE | a P TS FUk T PR DR e e e o

assigned to be the new master. Error Handling and Recmé?ry to Potentially
t housands thef mhsteeET pdilestayer Q1@ tpensees fal thieympsier CeRrYR ot 2 BSPOBEfch, a
robust, automated error handling and recovery desi gn woul d be benefici al

t 0 ensunens: RidPediEahi the Mist&eITA aRerf Opredead rmiedsudbier oAreptensr k fail ure
may have a nunber of potential causes, including, for exanple,

g? 2\/ iol %dli«.iea% Hrad 18 F?a%%q§dovgﬁ%§1%ﬁtoin@%f hRsistdEr A BleferveR@RME SErVers

enme nétwork congesStion, 15 unavailability of network
comuni cati on channel s, and various tbﬁg.es f stoft}évare e{rors. I n one
enbodi mbseoBes teaexymasier FhAr R ORF PRPRAW Y YECERIL BRI ATV espect to
Figures 10 and 11, CDM automatically detects, analyzes and attenpts to
correct amsignmektsfab homesplished 180WFi tpeh FT0Fenerdes FRGAPIENUIKEF esponse t o
a CDM 520 Request 20 Message, attenpts to performa file operation (e.g., a

file trapsf@e FRRALQR tRe fArg @t rdiRlogt Rhmbef ishhggaaiiodie thanew mateessf ul
(determned at 1010), then the FT'S 525

Error Handling and Recovery

10 Potentially thousands of files per day are processed by the CDM 520. As
such, a robust, automated error handling and recovery design would be beneficial
to ensure a high quality of service for end users 250. A network failure may have
a number of potential causes, including, for example, unavailability of the source
or destination site (e.g., because servers are down), extreme network congestion,

15 unavailability of network communication channels, and various types of software
errors. In one embodiment of the system, which will now be described with
respect to Figures 10 and 11, CDM automatically detects, analyzes and attempts

to correct network failures.

At 1000 (Figure 10), the FIS 525, in response to a CDM 520 Request
20 Message, attempts to perform a file operation (e.g., 2 file transfer and/or a file

delete). If the operation is successful (determined at 1010), then the FTS 525
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30 3 ti 4L.1 WO 01/76192 PCTIUSO01/ 08326 updates the database 530 eTP 500
refl ect the changes, and noves on to the next file operationto b ot v
per f or however, the FTS 525 is unable to carry o gguest ed
oper at inﬁ?owm?'hen |l ogs the error in an error queue 1100?&#{@3{)5{3& abase
530 (at 1020). Each entry in the error queue 1100 includes the Request

Message raf | | | € f Al V8 ok o Tonekt g transfers
1108. 111%5%%%&3%%1’%31%@56%%5&?‘%dggﬂ%%e?}é 1125 I'n Frgure 11), along with
an error code indicatjng th reason f the failure (e.qg. rror codes 7,
10 and PReFRNENGAPE PEIPTIMAH- ZﬁfF‘BWe‘éfﬁaW(s)ﬁL@%gﬁ%Wq%fo%Wgcﬂf ®queries the
dat abase 530 for errors periodically (at 1030), and determ nes an

appr opr iraqeesed ageratiomiethen pogsabe arrer roamtrirehguenedas@en the ddahasey pol i cy
1110. The recovery policy 1110 may include both network-specific and

gener al sgbaadun)e Eakh enirded thyeddia dak a10ERERIdeo B RéqueBMesshgé f 515 (see
Figure 5). For éxanple, if a destination POP was down for a known period

of time (e.qg., f X t. : the QRELAL 1188 . may i ncl ude
t hi ssneﬂ(ﬂ‘ff%o ‘éf&‘famfgsuﬁ% olgnt%%lfagﬁr?@%’hfggr ecosgiﬁgggﬁﬁfgﬁﬁﬁ’ When t he CDM
520 15 receives file operation errors directed to tcf?iég POP during the

speci f i dd9%anidde deletq 1128 InFigupe 11). plong gritly & £HaE q @Cé?%ﬂge are
recoverable errors at 1040 (i.e., assumng the destination POP is no

| onger deadon, fonttd faillde (en, teiat eodes 2 0f end 3ieEigree ¥1)pr ocess 1050 (e.g., it
may direct the FTS 525 to reattenpt the file transfer operation).

h

An error analysis portion of CDM 1120 queries the database 530 for errors

periodically (at 1030), and determines an appropriate error recovery procedure

10 which s based a recovery policy 1110. The recovery policy 1110 may include both
network-specific and general procedures provided by the data center operations
staff 515 (see Figure 5). For example, if a destination POP was down for a known
period of time (e.g., from 8:00 to 11:00 PM) the operations staff 515 may include
this network-specific information in the recovery policy 1110. When the CDM 520

15 receives file operation errors directed to this POP during the specified period of
time, it will recognize that these errors are recoverable errors at 1040 (i,
assuming the destination POP is no longer down), and will initiate an error
recovery process 1050 (e.g., it may direct the FTS 525 to reattempt the file transfer

operation).

20 The recovery policy 1110 may also include general recovery procedures.

For example, if the failed file operation has only been attempted once by the FTS
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20 The recovery policy 1110 may al so i nclude general recovery proceﬂtﬂrssa 700h
For exanple, if the failed file operation has only been attenpted o e“by

- the FTSwdloiZeL? 20"C 1 WO 01/76192 PCTILIS01/ 08326 SgbpqbhitsseM 520 nmay
automatically direct the FTS 525 to try again (i.e., assunmng that the
failure was the result of a tenporary network glitch). If the failures

per si st 54 tted CONIS520 el At S HHUIFREF ecOfhe HIETIB 6 trytrairQPd), 23Unimy det er mi ne
that recovery is not possible and generate a report (at 1060) to be

revi ewe ;t he CDM 520
determ gké%)‘hv\%g?hmgwt%g%é {ES&’C?E%%& OI%Sni%%éQggts% eruf)art I cular type
of error which occurred and/or t he nunber t{1p0rew ous tenpts. For
exanpl ePersist pfier @ prestetsraned pumber patiertstthaCl o2 P]‘aé’ FOURBt avail abl e
at the data center 221, then the CDM 520 may recogni ze i medi ately 10 t hat
recover yhzitsedmbr}pisaﬁit lpbss,iblalaﬁd\@ehéra@mmpatte(aalﬁﬁé))mbe kOBOvedridi that | ng as

chh however, the error was due to network congestion, then the CDM
520 gﬁlﬁgﬁgt\égrs’;lg attenpts to correct the error (i.e., it may direct
t he FTS 5 to nake several attenpts at the file operation) before

determ ning that recovery is not possible and generating a report 1060. 15
The CDM 520 may al so recogni ze recoverable errors based on the successive
nunber of a peotd eubadiniephehefCIBYII53P ddiermirtes dvheshartite altlampt PORVeRyer a
period of time. For exanple, if successive file transfer operations

di r ect edodmbAed Ralthe eailREpd 6 @ror Whick ot fafe! &1d /bt eRe Addb)r 6fai | ed during
a five mnute period, the

previous attempts. For example, if the error was due to the fact that the file was
not available at the data center 221, then the CDM 520 may recognize immediately
10 that recovery is not possible, and will generate a report 1060 indicating as much.
If, however, the error was due to network congestion, then the CDM 520 may
make several attempts t-o correct the error (ie., it may direct the FTS 525 to make
several attempts at the file operation) before determining that recovery is not

possible and generating a report 1060.

15 The CDM 520 may also recognize recoverable errors based on the
successive number of a particular type of error directed to the same POP overa
period of time. For example, if successive file transfer operations directed to a
particular POP te.g., file transfer 1108-1111) failed during a five minute period, the
CDM 520 may automatically interpret this to mean that the POP was down

20 during that period (in contrast to the embodiment above where the operations

staff 515 manually includes this information in the recovery policy). Thus, if the
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CDM 520 may automatically interpret this to nmean that the POP was ?fﬁ“bﬁ@ 2000
"during that period (in contrast to the enbodi nent above where the ot L
operati oy ghef f 515 manual [y includes this informationperuttgessacovery

policy). Thus, if the 32 WD 01/76192 PCTI USCOL/ 08326 POP is now online and
accepting file transfers, the CDM 520 may direct the FT S 525 to reattenpt

the filedp ANRfebALIAOMO accfépbﬁg ifengansAed) the QTAV 526 noty distcettiFIS  and
correction mechanl sns may be inplenented consistent with the underlying

princi pl

Pr ot ocol® (H%Ifeé‘ @t?‘/eﬁe dhsféts 588903?‘%1%”9; \%Mlmylefrbi-@éteét’iﬁr?r net

Si ng e server typi cally not be adequate for

provi di ng application  services, partlcul ect .t

hi gh- barsali coriecEpP MESHANSRS D%%WP%PFF\%@ FOX#EHEMER %%ﬁ‘i‘ﬂ% of

nmul timedia content. Referring to Figure 12, in such situations, the
app|Ica&hﬁﬁqﬂefvfﬂelﬂﬁﬁ&md is net by naklng avai l able a pool of to
resources, e.g., servers 1221-1223 and 1231-1232 whi ch support the given
application service 1220 and 1230, respectively. In the illustrated

enbodi nent, | oad- b | ancin rfo ) ingle server is
over I%aded and t &4 %M’T@%Wﬂpg nge%"fg%c’}oﬁ%d%f’%er endered wi t hout

interruptions. A layer 4 swtch 1200 s orts these_requiyenents by
i dentifying theingk seavarivilll gipicelipacbe @%‘l#?@efobﬁqwdlf‘éﬁﬂ@@%a@&“by clients
1250- 1252 based on a virtual |P address ("VIP") associated with that

ser Vi ce, soaifedphffclildrl, With reguestsgh-bandwitihhpplitaions enabers lve.q. , 1221)
within the server pool assigned to that service. For exanple, if the

-application, seryice 1820 RufPRidigsRdnt RAGRRAEE0 &l durk 129RKHE ViEb
situations, the application service demand is met by making available a pool of
10  resources, e.g., servers 1221-1223 and 1231-1232 which support the given
application service 1220 and 1230, respectively. In the illustrated embodiment,
lpad-balancing is performed such that no single server is overloaded and the

application services 1220, 1230 are rendered without interruptions.

A layer 4 switch 1200 supports these requirements by identifying the
15 particular type of service being requested by clients 1250-1252 based on a virtual
IP address (“VIP") associated with that service, and directing the requests to a
particular server (e.g., 1221) within the server pool assigned to that service. For
example, if the application service 1220 is configured to handle all incoming Web
page (i.e., HyperText Transport Protocol) requests, then clients connecting to VIP
20 1202 to download Web pages will be redirected to a specific server behind the VIP

1202 by the Layer 4 switch 1200.
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to VIP 20 1202 to downl oad Wb pages will be redirected to a specifi
server ' he VIP 1202 by the Layer 4 switch 1200. ‘eTap L.
oSyl SRk . Taaa2 POt USod bas2e | n typi cal Pesghgsie ng
configurations, static groups of servers are assigned to application

[ ls.. | i ; i ol
service poo ﬁ-LWﬁfﬁ%d%%%{%&&éﬁ%ﬁ%&%&&%&gﬁyé@s%?i}ersH}é' tiple

application Services are | y configurable server
pool s 1221-1223; 1231-1232 for optinmumresource, all ocation and

faul t - t aF5e8nedde aPBLMiQn wpEEs PPelal :[%/?net T‘FF‘EO%‘FHF&H PMtPrﬁﬁePg%t%%‘r vers
(e.g.,1221) assigned to one application service 1220 to be dynam cally

r eassi gaedtiple appiestiordseapioks aatdeplvyed awsingalyrbagellyconfigorabiosiiiter f or t hat
service, and or the current load on that service as indicated in Figure

12. For ,gxaAphe1233f 123118286t btk Rabe@sé et alleHation ghal gault-tdleranee.| i ve or
on-demand 10 stream ng event Will require a significant amount of server

resourc t hen..a,seprver ; r fr n-stream ng
server s‘i)??feépi)%%‘-raj%f hu%??éé%&rr‘%&%g?%rs g@%ggglgg?)%ﬁﬂgﬁ%c} 'g{%rgb?i on of that
demand. This can be acconplished automatjcally or nuahl . by the
oper at i epplicatignfsesviee 1229do be dypemiially rearsighed &SGR 3PP F?,It‘or’?gy require
rebooting the servers being 15 reallocated. In one enbodi nent, the server
r eal | ocaéivada 1080 badeidson desmeodifts that service, and or the current load on that

page (i.e., HyperText Transport Protocol) requests, then clients co néa '.,ngi.\,,,'
cuU < u

10

service as indicated in Figure 12.

For example, if it is anticipated that, at a given time, a live or on-demand
{0 streaming event will require a significant amount of server resources, then a
server 1221 may be removed from a pool of non-streaming servers to a pool of
streaming servers 1231-1232 in anticipation of that demand. This can be
accomplished automatically or manually by the operations staff 515, and,
depending on the configuration, may require rebooting the servers being

15 reallocated.

In one embodiment, the server reallocation mechanism responds
dynamically to changes in network load (rather than in anticipation of such
chénges). Accordingly, if a pool of servers (e.g., 1231, 1232) reserved for a
particular application service 1230 suddenly experiences a significant increase in

20 service requests, a server 1221 assigned to a second application service (e.g.. 1220)

may be dynamically reassigned to the first application service 1230 to handle
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dynam cally to changes in network |oad (rather than in anticipatiquo@T}ugﬁh
'changes). Accordingly, if a pool of servers (e.g.,1231,1232) reserved for

a partiyeulAtisappl i cation service 1230 suddenly experienggsusnissgei ficant
increase in 20 service requests, a server 1221 assigned to a second

application service (e.g., 1220) nmay be dynamically reassigned to the
first a%és 6 98aP Bls WG R3O He Ge R eeviBA1 MOiDHot B:bIApe RETILISL/ 08326
the | o

some of ad (assum ng that the second service 1220 is not al so

experiepcing a heavy, network J|oad), .| enhodl AERting & 2NI tor nodul e
runningRFﬂW%ﬁgwogé@ﬁé}o T i e%%gg%PgéEno Egerveréload %cross different
application services. Wien the servers sup ortiﬂggpne servig@%becone
over | oateckgrovresl kespstteackpheriver lppfRcpsgd %ﬁ%\t apBUFERE SRS nor e

servers froma |less active application service. In one enbodinent, the |oad
across gacfrehs Eﬁ?dmg ofe sénvicedpobine a pdvrded ethe inpargtor snedHp a¥ild and a
server is selected fromthe application service wwth the |owest average

server LAty iJA00508h: SRAGH fRirs (AR b tispatind spplivaton eadcés  al 5
In*to the Te

factore assi gnnment deci sion. Thus, even though a particular 10
application service is experiencing a | ow server |oad, a server will not be
renoved fromthat application service if it is anticipated that the

appl i cati on Besnd @ebodienhehe heahackgss eadtuefdhe tess #EVEMPRHEAYE g., if the
application service will be used to support a highly publicized, schedul ed

stream ng-eue dompdte@A8d AXLALL iR act«dlifaTithe spylicetion eaggRgritiette i s
acconplished via l'oad 15 detection and control logic 1250 (e.g.,

configured on the layer.4 swtc . , : i i 0 anot her
ot wor k T AP e e b SRR R iR Ephe Shker

also factored in to the reassignment decision. Thus, even though a particular

10 application service is experiencing a low server load, a server will not be removed
from that application service if it is anticipated that the application service will be
heavily loaded in the future (e.g., if the application service will be used to support

a highly publicized, scheduled streaming event).

In one embodiment, dynamic serﬁr reassignment is accomplished via load
15 detecton and control logic 1250 {e.g., configured on the layer 4 switch 1200 or,
alternatively, within another network device) which monitors each the servers
within the various appiication service groups 1230, 1220. In one embodiment,
high and low load thresholds may be set for the servers and/or applicaﬁon
service groups 1230, 1220. In one embodiment, when the load on servers within
20 one group reaches the high threshold, the load detection and control logic 1250

will attempt reassign a server (e.g., server 1221) from another application group
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wi thin the various application service groups 1230, MO. In one enbodi{r€aP, 7i0h
hi gh-and | ow | oad thresholds may be set for the servers and/or application

service 230,1.20. In one enbodi ment, when the |lo rs
360 SRz B LB RGHE

wi thin oup reaches the high threshold, the | oad and
control logic 1250 wll attenpt reassign a server (e.g., server 1221) from

anot her .appl i L.on n ¢ (Y ovickent | AaMQ Q3L 76192 PCTr USQOl / 08326
(e.qg., é%g'r?%@f%aéﬁné?%‘%eﬁﬁyg%%&? t leoat(%}ll}%l}tehnt oara(gon t hat server (or
it's applicatjon service group) is belqow the | ow t hreshol d val ue.

Enbodi n@ﬁPBCB@P“tSHE”‘Eﬁ%%‘rPgl%l??g%‘?{tq‘%ﬁ’w&ﬁ?%’@zd\%lﬂeous steps, which have
been descri bed above. The steps may be enbodi ed i n machi ne-executable 5
instructions. The instructions can be used to cause a generai - purpose or

speci al - pur BASBARhARES? g{ye %ﬁs&ﬂriﬁﬁdﬁoﬁ%élﬁﬁgv%&%teﬁl Wanadkdwel y, these

steps may be pertorne peci fi1 ¢ hardware conponents that contain
hardw red | qgic, for erformng the steps, ,or by.,any conpination of

pr ogr an PREY 8e%ﬁﬁ‘§?€?‘9% o—iﬁfbﬁ%}i‘g’é‘aéﬁa Effﬁgat?ﬁl. lﬁé?%%ﬁ}%e’gﬁg%% fents. ic

El enents of the invention may be provided as a maddne-readabl e nedi um for

st or isng indteickinohi Flee mstuationd @i estsed ¢e ta156 2 gEnerahrperwase or spedidbl e nedi um
may include, but is not limted to, floppy diskettes, optical disks,

CD- ROVB ,pu@Phe prBERSSOmaRiicea cediasSteps. RO tiF¥lb thesERBEMinay HeEPROVS,
magnet (?r optical cards, propagatioPr)I medi a or %J}tsher type of nedia/

machi ne-r eadabl e nedi.um 1 .t abl ri L OG- ddgist ructi ons.
e e RsF AP By TRELHE AR OME BRl-Bn bR o Qbhiith RARW R 8P
performing the steps, or by any combination of programmed computer

components and custom hardware components.

1o Elements of the invention may be provided as a machine-readable 'medium
for storing the machine-executable mstructior;s. The machine-readable medium
may include, but is not limited to, floppy diskettes, optical disks, CD-ROMs, and
magneto-optical disks, ROMs, RAMs, EPROMs, EEPROMSs, magnet or optical
cards, propagation media or other type of media/ machine-readgble medium

Is  suitable for storing electronic instructions. For example, the present invention
may be downloaded as a computer program which may be transferred from a
remote computer (e.g., a server) to a requesting computer (e.g., a client) by way of
data signals embodied in a carrier wave or other propagation medium via a

communication link (e.g., a modem or network connection).

20 Throughout the foregoing description, for the purposes of explanation,

numerous specific details were set forth in order to provide a thorough
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may be downl oaded as a conputer program which nmay be transferred fng@{p 00

renote conputer (e.g., a server) to a requesting conputer (e.g., a client)
by way Qo o¢ld$3,si gnals enbodied in a carrier wave or otRer RLppagation
mediumvia a comrurdcation link (e.g., a nodem or network connection). 20
Thr oughout the foregoing description, for the purposes of expl anation,

numer ou L L& | 1t 9811 bk Abblrehf) hBIWAOLr, EQoRY QNTIELIrethkhor ough 36
30.E—40%n%£§&§%#§§%§g%%5§eﬁ%§ﬁE%Ol/033%% Snderstandin% of the invention. It

wi || be apparent, however, .to one skil.led in t art th t.he i nvention
may be p?-"g Fgf?d'“mti‘ﬂfh{“%(l}’ﬁé’rﬁcfh?%é@ Oélg%%tf‘? ngﬁﬁef %Helasgl.cage&é%m dingly, the
scope and spirit of the invention should be judged in terns of the clains
whi ch f oAtawlingly3thescopSandpiritiof thaipuention sélpalcgwuidged i texmgiokt r i but ed
edge network architecture conprising: a data center conprised of a

pl ural i tyeQfaiBeWHESfollekv. Storing digital nultinmedia stream ng content and
automatically distributing digital nultimedia stream ng content based on a
distribution policy, the data center further conprised of a database; a
plurality of internediate point of presence ("POP") sites conmunicating

with said data center, each of said internediate POP sites having one or
nore servers on which
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portions of said digital multinedia streami ng content stored at said €& 7ilh
center are replicated; and a plurality of edge POP sites to communi cate
with end users and with one or nore of said intermediate POP sites, and
each edge POP site having one or nore servers for caching portions of said
digital nmultinmedia stream ng content requested by said end users, wherein
t he dat abase records where content is stored at said data center, said

i nternedi ate POPs, and said edge POP's. 2. The content distribution
architecture as clained in claim1 further conprising one or nore

addi t i ondVhatas elaisraskieys for storing digital multinedia streaning content
and communicating with said plurality of internediate POP sites. 3. The
content di strijbutdisibateakiigesétwoek ashitidcairaedmprising:ai m | conprising a
greater nunber of edge POPS than internedi ate POPS, and a greater nunber

o 1 ok PR 0L AL MAFARLS! i 3058 S0 ofaitycont o

di stributi oo re as c alm conpri si ng

dedi cated, private co ni cation channel s supporting,.communi cati.on between
Sai 0 i miSEPHBESOBISPOR SRRty G HO G R TGRS SETATORE CORER | but ; on
architecture as clained in claim4 wherein said edge POPs conmunicate with
sai d i nt draseidimi disRibRsicnpelicy tiwuddts centertfasher cosprivereo foodatahase;di st ri buti on
architecture as clainmed in claim4 wherein said private comunication

channel s ar aepl{}'a%f 8t inRirB@late(pddf of pedtendg! BOPT). sittH CofipihR Bfinghvih saiut i on
architecture as clainmed in claim6 wherein said private
data center, each of said intermediate POP sites having one or more servers on which
portions of said digital multimedia streaming content stored at said data center are
replicated; and
a plurality of edge POP sites to communicate with end users and with one or more of
said intermediate POP sites, and each edge POP site having one or more servers for
caching portions of said digital multimedia streaming content requested by said end
users,
wherein the database records where content is stored at said data center, said
intermediate POPs, and said edge POP's.

2. The content distribution architecture as claimed in claim 1 further comprising
one or more additional data centers for storing digital multimedia streaming content and
communicating with said plurality of intermediate POP sites.

3. The content distribution architecture as claimed in claim 1 comprising 2 greater

nurmber of edge POPs than intermediate POPs, and a greater number of intermediate

POPs than data centers.
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comuni cation channels are DS-3 channels. 8. The content distribut§dhS> 7004
architecture as clained in claim1l wherein said data center is manned by a
data center operations staff. 9. A systemconprising: a primary storage
facility for receiving multinmedia stream ng content fromone or nore

content providers, the primary storage facility including a database; a

plurality of ndar, torage facilities co ni gatiyely coupled with said
primary storggggef%ocﬂt%t%f%‘ﬁg@ﬁ ag{lutg&tluae aﬁepiadﬁ‘nggwc §%¥§‘b‘ﬁ‘q& PRINEs havi ng
one or nore servers on which portions of said nultinedia stream ng content
stored adedigated, privatgropmuewneaiion chansiels suppertiog aemmunisatiombetweerpsaid al i ty of
tertiary storage facilities comrunicatively coupled with said secondary

st or age fmemddidt€BOPaaad kid idmg cemersor nore servers for caching portions of
said multinedia stream ng content as requested by end users, wherein the

dat ab d . ' S aj ' . facility,
Cai o cocondary” Sorauent Rl doiit B atiactBl f PRl Bl PR 5

30yL? 20 0.4 10. A.systemas.claingd in claim9 wherein said tertiary
storage fatiscOREE %W«‘:tg]-sa-‘?jdﬁtﬁiné‘gg#FE’Péﬁéero%P%Pé\ve& net Service
Providers. 11. A systemas clained in claim9 wherein said secondary
storage facil it Thecentent desnbutiincatliteetuye asoalgined imilahm gavletrein saidpyivateor age
facilities over a private, dedicated comunication channel. 12. A system

as cl ai rr%dmigmtﬁdaﬁbﬂbﬁgnn\éﬁ%@mg@@g%ngp@ggd%mglp_r age facilities are
comuni catively coupled with said tertiary storage facilities over the

I nternet. 7. The content distribution architecture as claimed in claim 6 wherein said private

communication channels are DS-3 channels,

8. The content distribution architecture as claimed in claim 1 wherein said data
center is manned by a data center operations staff,

9. A system comprising:

a primary storage facility for recelving multimedia streaming content from one or
more content providers, the primary storage facility including a database;

a plurality of secondary storage facilities communicatively coupled with said primary
storage facility, each of said secondary storage facilities having one or more servers on
which portions of said multimedia streaming content stored at said primary storage
facility are mirrored; and

a plurality of tertiary storage facilitics communicatively coupled with said secondary

storage facilities, and having one or more servers for caching portions of said multimedia

streaming content as requested by end users,
wherein the database records where content is stored at said primary storage facility,

said secondary storage facilities, and tertiary storage facilities.
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13. A systemconprising: prinmary storage nmeans for receiving rmulti §e§liSa? 7(24
stream ng content fromone or nore content providers, the primry storage
means i ncludi ng a dat abase; secondary storage neans comuni catively coupl ed
with said prinmary storage neans, said secondary storage neans having one

or nore servers on which portions of said nultinedia stream ng content

d id [ . ) q rr. ; d |
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havi ng one or nore servers for cachi ng portions of said nultinedia
st r eam ndocatainwimbnesr merpuknttreet SsyvienBraysders, wherein the dat abase records
where content is stored at said primary storage neans, said secondary

storage mans,léa@%ygﬁm LA XinEdOh 3B ERRseink4id sbediid 1@ge Gcilitiggdrd n cl aim
13 wherein said tertiary storage neans is co- |located with one or nore
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storage neans over a private, dedicated comunication channel. 40 30 SEP
2004  16,commeymeationehaatedi med in claim 13 wherein said secondary storage
means is comunicatively coupled with said tertiary storage nmeans over the
Internet. 17. 2. @osysteneas dlninheeinentain Inevixreinfsold sdiatrnimienage fasilities aegdi a
stream ng content on a conputer network conprising: receiving said

mul ti medi @ ehiaadivat cRpHdeRMh §did ferflatyatdiRsY REiliti6PME: Bk Bedrgetmul ti medi a
stream ng content fromsaid data centér to one or nore internediate POP

sites; 13. A system comptising:

primary storage means for receiving multimedia streaming content from one or more
content providers, the primary storage means including a database;
secondary storage means communicatively coupled with said primary storage means,
said secondary storage means having one or more servers on which portions of said
multimedia streaming content stored at said primary storage means are mirrored; and
tertiary storage means communicatively coupled with said secondary storage means,
and having one or more servers for caching portions of said multimedia streaming
content as requested by end users,
wherein the database records where content is stored at said primary storage means,
said secondary storage means, and tertiary storage means.
14. A system as claimed in claim 13 wherein said tertiary storage means is co-
located with one or more Internet Service Providers.
15. A system as claimed in claim 9 wherein said secondary storage means is
communicatively coupled with said primary storage means over a private, dedicated

communication channel. 40



copying the nultinedia stream ng content fromone of the internedi 3t SeoP ZCTH
sites to one or nore edge POP sites; and updating a content database at
said data center when said nultinedia streaming content is received at

said data center and when said multinedia stream ng content is copied to
said internediate POP sites and said edge POP sites, wherein said database
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wherein said nultinedia stream ng content received at_said data center is
transmi t tedrfunieatizelysmeupled Wiftosaidiisrtiary slorageangsns A tsIntsmel aj m 17 wherein
copying fromsaid data center to said one or nore internediate POPs is
responsi ve to 1anAl dtputérlifiplan&oed @ethod fondigteibutirhlmultimedia streaming
content on a computer network comprising:
receiving said multimedia streaming content at a data center;
copying said multimedia streaming content from said data center to one or more
intermediate POP sites;
copying the multimedia streaming content from one of the intermediate POP sites to
one or more edge POP sites; and
updating a content database at said data center when said multimedia streaming
content is received at said data center and when said multimedia streaming content is
copied to said intermediate POP sites and said edge POP sites, wherein said database
indicates said intermediate POP sites and edge POP sites to which said multimedia
streaming content is copied.
18. The method as in claim 17 wherein said multimedia streaming content
received at said data center is transmitted from a content provider,

19. The method as in claim 17 wherein copying from said data center to said one

or more intermediate POPs is responsive to an input from a content provider.
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