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SERVER- SI DE SERVI CE FRAVEWORK BACKGROUND I n a system

including a client conponent ("client") and a server
w@orposesnt ("server”), the server may want to PRPUSH0&032881

service that the client can use. Traditionally, to

expose a service, a developer wites a special file

Wi th a special extension for the service. For exanple,

in the Mcrosoft .NET(tm) platform a Wb service is

exposed as a result of the existence of an ASMX file

on the server; the special extension is ASMX. A Wb

service generally provides one or nore nethods

exi sting on the server that allows the client to cal

to get certain information. A Wb service is usually

call ed through the use of a URL. For exanple, the URL

http://ww. xyz. com app/ | ogi n. asnx | eads to a | ogin

service on a server for XYZ com Typically, the URL

points to a pYFRVER-SIDE SERVICH FRAMEWSRK fil e

exi sting on the server. The client can call the Wb

service by using the URL that |leads to the ASMX file .

on the server. Using tg gkkt RyeNpret hods for exposing

a service, a developer o e service needs to

untieras tystahn tineludingt axclisfit témpemaci(ddlieht") eendsaichrvas cohponent
" ASM& Llle format. |n addition, . to tr nsforn1eX|st¢ o
("serygh R Ser FAY §Va0k [foSPAsYR Bordise JhatdRe clien s Pt o raditionally,
to eRSRES §Q@viclNY &chelbp& Riite3td BbcBRHMEwiftPdSspefibOetaMion for the

synt ax. Thus, the traditional neans of exposing a
serviser \Hot @Xamplealrcthedmcrcva@ftub@Tr eglatfosn, adkeh sérvicalis exposed as a

resuf Y B R retenl Rl bl P Phrav 4R SREARBLEERR Bamnax.

Web dertitd %erﬁﬂﬂiyq{rﬁwﬂés SRCSrinidte MR esistih 6 thabetwRe ik hilows the
and others will recognize that the subject nmatter

client typatble 876 peitain informeation; di Weslt seryiegriy ustpdlyicpiled through the use of
P, SO AR ADRRRY AL Rl Sbn g o B4 toain

service fohagever dorsSKV@odon0 NT picaliyn the IR L ipdids a'l]ﬂhysfclabﬁlef Swchn as an

th are .further descrjbed below jn the Detaile
ASI\@é?@? ePistias on g %e%m%ﬁyﬂﬁ%ﬁ q%atcai rﬁl@eeWc?écﬁpaﬂqeo*@mnﬁgﬁhe URL
thati‘e%ﬁs {oecﬁEWqu{leBH%lecéeﬁ}eFEd subject matter, nor is it

I nt ended be used as an aid in determnlngthe scope
of Usm tcadammb nesihigjde dor mtmeg a spepe; tslepélopdref the service needs

to uidRERId §C SHBF o IR ool B5R 4 LRSS GRIPETA 1R sggtion. 1o
trand¥61QY ieflistiflg BerREL SR Mid é)kf)@lsechdl’o deFicdshe ®OENMp&eneeds to convert
the existing server code into ASMX syntax. Thus, the traditional means of exposing a
service for a client to use requires non trivial development effort.

While specific disadvantages of existing systems have been illustrated and
described in this Background Section, those skilled in the art and others will recognize that
the subject matter claimed herein is not limited to any specific implementation for solving
any or all of the described disadvantages.

SUMMARY
This summary is provided to introduce a selection of concepts in a simplified form

that are further described below in the Detailed Description. This summary is not intended



10

15

20

25

30

The pseudo-virtual path allows a devel oper to expose a
service without creating a physical file with a
WG p@eioads7ext ensi on. Such a pseudo-virtual pat hPOERYSHDEE32881

be encrypted so that information concerning the
service may not be unnecessarily exposed. According to

to id@ﬂ.ﬁ‘y&&? Eatured of e clainiedbibpett mafte@n6li is it bt €dio be used as an aid

onmput 1 ng environnment including at | east one server
in deé%n@ﬁéthﬂ scapk of the slaimppd ebgset piglielser ver is exposed by

th
A P G A S Al B P o
serviee foffiensd, by asérwadtood cherphyysproeiding d pseadoHvatuail ngtht foe the service.

service. Preferably, an a Ilcatlon rogr

The psgudprirgys! Pgth;ﬂlwsmvm 1P gKBase areragh it @tggeaang a physical

file RAha®Je61 BREnGENCKaLIes ;ﬁeuﬂﬁ%ﬁﬁaﬁ&a&ﬁ H?a'y D& Be Eﬁér?q%]t@@ so that
service. Preferably, the pseudo-virtual "path f

mfoqu@ms@dn@emng@r@ sesviceimey nat ledurinacessailp exposed| ass f or

senyer. The class . I dent I.f erv
BEREY T e Bl oL e AR i A TRl 58 sy ronment
1n0111di1@ K624t 6@Sservidt@nd bAX ¥lidk,aserviBy/on he lseider R exposed by the server
description and type |nfornat|on of an exposed

genesing aczseu%@lrmabwﬁcfp%@ Sﬂwer ndrepgendonyigpalnatly maps directly to
the &9\\/%& n&gaﬁie 3? a yﬂ 3185(1 1%(% G sefr\g% a@%}&lagl Q\X lication
pa or ra paaipﬁ

provi’ |ng a 0- VI
pro g&alnmiﬂgelssem‘iierfaee 15(3510&1dad diiait aies thends/ice aseaeahetboind dederates

oxy cl as roxy class is sent to the client.
apsg‘hi@ drtwal path ﬁﬂﬁed;@’fﬁl?efy whi ch service to request by

exmféyang &ﬁbegwu%wlﬁﬁa;p%h Bie 1! dxpBledC @Rvids &s tlﬂt@gﬂa?eﬁhmto a

for the Service in the proxy c ass to request ft
proxyeniass der. the server o ltlamrexynleds maoidestifyaspaeds wovitlbdby the server

vention on r VI Ce r uest from a . .
and (bR tin B e 7 B tePfleho o T B o R ERyeinbitifh 3 descrtption
and DRYEHBEMbIGE SESexPoBEEECY | ThalgloxPalds nlak ihé18dS BIfdtafEon on

request does include a pseudo-virtual pat the server

howp pgpage he erposed smvicehtor cugupls: by pravidieg @,mse@dq-ylrtual path or a
donyid 4
tradltT %gﬁlﬁ)% %Ir El%t&%gﬁ%% %fé ahé’h%k eﬁﬁpa i‘%l%pés\,l‘gﬁ%hg yis ?%s the proxy
clas?pﬁt dant fooht etiénti nTHehﬂ1mat:zi’n fd@hﬁ@vwlﬁlgh tsc#relc% p& @ecﬁiesﬂ BK&thmining
a special syntax representing the se

the PFH’éY gadsy elheglight (qBtuse Hemakyionthst q@@ﬂceamélé? plioe% clagg ipagguest the
servicgcl udes a pseudo-virtual path, the server decides

whet her a path includes the special token. If a path

i né wdesdirive wtth cammther cispert | afethei iﬁlydamtg)nt lpor xestieng e service

requg%}e@f)%seuaﬁpg; g%lr% a %é}inﬁlgee S er tl%%%%l%}{?cgsrequest includes a
pseudBiv@iiR path FraRs @&eﬁblre@letsmoea Qﬁélh&‘@a pERbSAARA] Yath, fhe server
order to prevent
provides the client the request service directly. Typically, a pseudo-virtual path includes a
special token indicating that the path is a pseudo-virtual path. Content in the path
following the special token is a special syntax representing the service. Therefore, when
determining whether a service request includes a pseudo-virtual path, the server decides
whether a path includes the special token. If a path includes the special token identifying
the existence of a pseudo-virtual path, the server treats the special syntax following the
special token as information representing the service. Preferably, in order to prevent

unnecessary exposure of a server service, a pseudo-virtual path may be encrypted before
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unnecessary exposure of a server service, a
pseudo-virtual path may be encrypted bef orebeing
wo paoegsmred in the proxy class. The encrypti onPEEYS2006/032881
cover only the special token, or both the special
token and the special syntax. DESCRIPTI ON OF THE
; T isn ! special token, or
being e R o B ey i epecial token,
both tie spedid aakiehyand phpr peciat gotaas t he sane becone better

under st ood by t ' detail ed

descri ption, v&hﬁ%smﬁ ﬁ%ﬁ?bﬂ%ﬁﬁ&% th the
ACHRIBAM NIt sFEANhIDHanMBE iR ditendnEGulREantages ofithiM PEkntion will
diagrami | 'ustrati ng exenpl ary interactions between a

becornp ingare readdlyappescisted artheirmedgepme hefierguderteqsh Byrreference to
illustrati. | it th. i .
e RS RS PRI, MR ESORe R il 28, obPoming
drawRgs Uslersihy t ual path | eading to an exposed server
service; FIGQJRE 2C is a_block diagramijllustrati an .
o REIIISH e A lapht BB U Ble TR st 0Be PERTksa client
and a58Fwce; FIGURE 3 is a flow diagramillustrating an
exenpl ary process for exposing a server service; )
FITBORR B 2 Asis a Hlbdwwdidegr dinsirhtingsanr exdnmyaryrirasiiéonal gath leading

routi ae for providing a pseudo-virtual path mapping to
to aneKROSER SHYEFCERFSi ce, suitable for use in Fl GURE 3;

FI SRR 12 2BSisBarf EoUhSlAIpidbIAtEl (pathl REdIAB ©XIMBks¥d server
routine for determning whether a service request

serviegicl udes a pseudo-virtual path, suitable for use in

Fl n~and. EIl GURE 6 i.s a b ' ' trating
anﬁﬁiﬁﬁ% P&y 28 Eoﬁ ﬁﬁ?%gtr?rgﬁﬁ%brﬂél g r"%%fﬂe n éﬂg %?’er%l % %@f@?{ leding to
ane@@ﬁ@lfs%weﬁgeraice,seudo-vi rtual path. DETAI LED DESCRI PTI ON
he followng text illustrates and deSfri bes ex%rrlpl aroy.
enbSdiREAt s Diflophdiagrpe Al SRingGRererPlah gseccss for exposing a
rdinary skilled in the art will appreciate that
Serve\?as\?ﬂlvg%s changes can be made therein w thout departing
f r BIGURE 4sii 4 iffowadthgmno plushiatitd @ni axemptarpmoutine for providing a

pseudo-virtual path mapping to the exposed service, suitable for use in FIGURE 3;

FIGURE 5 is a flow diagram illustrating an exemplary routine for determining
whether a service request includes a pseudo-virtual path, suitable for use in FIGURE 3;
and

FIGURE 6 is a block diagram illustrating an exemplary application programming
interface for generating a pseudo-virtual path.

DETAILED DESCRIPTION

The following text illustrates and describes exemplary embodiments of the
invention. However, those of ordinary skilled in the art will appreciate that various
changes can be made therein without departing from the spirit and scope of the invention.

Embodiments of the invention may be described in the general context of
computer-executable instructions, such as program modules, being executed by a
computer including at least a processor and a memory. Generally described, program
modules include routines, programs, widgets, objects, components, data structures, and the

like that perform particular tasks or implement particular abstract data types.
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Enbodi ments of the invention may be described in the
general context of conputer-executable instructions,

WG awh/03es87pr ogr am nodul es, bei ng executed by a PONPS1006/032881
including at |east a processor and a nenory. Cenerally
descri bed, program nodul es include routines, prograns,

EmbifiQRisS of ARE SRl SnticnO FRYNERL Sbe dith&icl I #C hUAREibuddd cbRPuting
I ke that performparticular tasks or I nplenent
envirpamentcwhere calmptiting serdatsare ppexd d&hby dime aetitiasf("semeers") to other

..l nyention al.so be practiced in a dist.ributed .
entitigh GEPRl AGiePBRTTEREY TR APGE! K0 e g TSR e Setoi, g ave linked
throuBh QV bélafubicaB e RRbIK | 85 a(diseEibied S:'b)nphﬁn%feﬁﬁionment, program

entities ("clients). The entities may be lTocal to a
modwemproyising therggrggestany be legeted) ommlesal andfagughrote computer storage
medigormuni cations network. In a distributed conputing

€nvi ronnent, program nodul es providing the services

meNICAERE ddHberhtesrinl ereraplaandisnibutedrmirputingpystean 1680 drahgeludes
media. FIGJRE 1 illustrates an ex lary distri

. .put e
at legsh ppe cligy 10y apdt 1enst enmasery§icdiOdd r%eﬂreé&g% P&Végeél f#gﬁ%st one
exposisctide 35 ls?tglzﬁs P SEVRE tR4he TH6t965 ¢8h udd4 A Web service

provi des at st one exposed service 105 such as a
genetdlly pgevidecenet drahore heetbddsemxistib@ 2ncha sarse . that Aol theclienigo call

eneral | rovi des, o or. nor t hods existi 0 he .
to oG TSP bR AL BRoRS TS Gy ST Ap AN cervice
SimplE¥eVibBELRRed I hels@vePYONg code illustrates an

exenpl ary Wb service SinpleService exposed on the

server %lS(?ZESJ’Efé’?’h stem using System Wb. Servi ces;
usi ng S‘ﬂ’fge%te’iﬂ’?ﬁb- G31kY System Web. Profile;
nanespa’é%”gﬂ@’ﬁ‘é’”{%’@éum ic class SinpleSennce {

[ WebMet e yaBiie- L&t eng Hel ovor | dQ { return

"Hel l ofrom a web service that doesn't use an

asnxf | | Bmespace Apie Gr der to expose a servi ce0105

of f er ed BYPHcEsspgieperyioal exenpl ary
[WebMethod]

public string HelloWorld() {
return "Hello from a web service that doesn't use an asmx file";

/
/
}

In order to expose a service®l05 offered by the server 104, exemplary
embodiments of the invention use a proxy class 108. "The proxy class 108 may include
information about what services are available for the élient 102 to use. The proxy
class 108 may also provide basic descriptions of the service 105 and information about
how to call the service 105. Typically, the proxy class 108 provides to the client 102
representation of the service 105 offered by the server 104. The proxy class may further
include information describing type information associated with the service 105. In
exemplary embodiments of the invention, each exposed service 105 on the server 104 is
associated with the proxy class 108.

In an exemplary embodiment of the invention, a link to the proxy class 108 for the
server 104 is provided to the client 102, for example, by a developer of the client 102 who
knows that the client 102 may need to use an exposed service 105 provided by the

server 104. Thus, once the client 102 determines that it needs to use the service 105

-4~
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enbodi nents of the invention use a proxy class 108.
The proxy class 108 may include information about what

W@ e0viozas3l are avail able for the client 102 to PGEUSZNE032881
proxy class 108 may al so provi de basic descriptions of
the service 105 and information about how to call the

descrieqdyinctbe posxy cigasilO8) thy clientd 0p rserxds Tlegnest 108 fgartay ipftes class to
of the ervice 105

the 5k A WF e B cPleTver e Bl s b ey v s The

client hed dl@:témllmés)ﬁvﬁaills OffeRaTS thd ! bé}%ﬂ 20R% i X RiRL
assqciated wth the se?)g‘/ll ce 105. | nylexerrpl aé }%%roxy class 108.

Through, Bigi sramiration, the eliphlOR wetsrio keawrwl@;t mﬁtmﬂsstecam @bl i @Bder to
use tﬁ@ ekﬁ@seaesrey\%e 164 irfie %ﬁ_%nng? ted Hfa}(?%éh?qﬁém?boﬁ age exposed

I'n-an exenpl ary

serv1¢a lﬂé by IlShll% pnnibmyatfdnapmvikﬁﬁ 1f10the thiexy %Ia‘é@[OSlO‘FdrSexample the
o the client 102, for exanple,

by
Chen‘gg&e‘iﬂ% 8?1 8 FPecHie Tapthaofiaiss bm@e ngi seheiee 10% cI i ent
1 5
OhdRYI00E %tetx@ iIHRGa@E al?)é:‘?&ﬁ in ﬁl? %ig}% ;88%@2‘6 g%ip Yor the

t he server 104. Thus, once t
expogegervige PiaudeSardceise t he serV| ce 105described in the
proxy class 108, the client 102 sends a request 106

for thehpeosgysieNasspise ade)server 104, using the |ink.
The server 104 then returns the proxy class 108. The

client & nﬁdete m nes what is offered by the server
104 by "% proxy class 108. Through the
exanmi nation, the client 102 gets to know what nethods

it can call ipalr depp/ kS SickNenS RS 58 e 105.
The client 10 thenﬁprmkess acrsequestﬁ}glonfor t

exposed ser Vil "p08 fingriagonidethadConplate aIMeﬂroinzwﬁaﬁ) {rrurn
t he prox cI ent
cal | P as )r; eci ?ag Nlrrz\(s)‘?e o %f”f’é‘?%e@”{"% gﬁ’ﬁﬁ@@@' 2@% W)é(’éld g

105. The f ol dudssrdgChptéte iohdembiBhesiman; exenpl ary
content in the proxy class 108 for the exposed service

Slhi’pﬂnﬂﬁellimeﬁte OfTﬂ/l9QIlV@]ﬁbﬁt ﬁfe'\{%ﬁ@%ﬁ’ﬁﬁﬁﬁtuﬁp B8dtained in the proxy
Si npl eServi ce = {pat

class 19%/%%8@?@ welbp serfise $pﬁmr@$é€rswnaéentsfw ox the skietet D04 to
locatevﬁiﬁlsgrvfléén Ci‘hé)%g %hﬁ&go%oc%l beet gg %”%‘é tr]lgndl-erlo OUte)rvwe a URL
leadmgt tcaskhd\leervﬁﬁer windlehbs hediddquast . aradhe Mries ( tFBrSexa%HlQ in the
exert la téﬁ[} ﬁ‘&’l}ﬁ QME t hodConpl et e, onMet hodTi nmeout

1? 1}y ?‘}P 8 PY pssil8 fph{r}@n@xp@ﬁed sayEice »Sfy@pleServwe shown
abovel, HeOfyPBIARRNGRH A MR el rﬂ&s&h&{g%gﬁm legél’?nc%ogchdugﬁtar fypg name

servi ce such as the service eés an i
Acmerimplaferges,ver URI4 't/app/AtlasServ1ces/Acme/S1mpleSerV1ce asmx", and a

method name "Hello World."

Also shown in the above exemplary content in the proxy class 108 for the
exemplary SimpleService, the proxy class 108 includes a path that leads to the exposed
service 105 such as the exemplary SimpleService on the server 104. In embodiments of
the invention, the path leading to an exposed service 105 can be a traditional path, a
pseudo-virtual path, or an encrypted path. FIGURES 2A-2C provides an example for each
of the three types of path.

Typically, a traditional path leads to a physical file on the server 104 that contains
the exposed service 105. FIGURE 2A illustrates an exemplary traditional path 200—
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| ocate the service. The type information can be, e.g.,
a type nane of the service, a URL |l eading to the
W@ 2007/082871 and/ or a net hod nanme of the service. PEDDS2006/032881

exanpl e, in the exenplary content in the proxy class
108 for the exposed service SinpleService shown above,

http :7/%&%%%/&%{98H%lb@&vfc@.ﬁsrhﬂe TR RASIEEnAYat] Z® points to a physical
Si npl eServi ce includes a type nane Acne. Si npl'eServi ce,

file-aSiumleSeraisprrmkasBethe paes/IAdme/ Si npl eSer vi ce. asnx",

an t n "Hel lo Morld. ' Al sqo in the

o DSIGUR R PR bRl judo-Syd PABLAY o alfesppppe, the
pseu@¥&AAlaAr pathi2ap| &sokk VEigslar toe thy aeylitinal $afl0B00. nCclHiteSer, the

a path that | eads to the exposed service 105 such as
pseudpyingiad ppthA4) doepprieastially exapdn aphesisd dieras fgtradifional path 200

. . f o . : > _
doest TAYSERIY. fr0hl $atph QR Haps: ) PApsIFRAEN S Allshown in
FIGUREWRR)- ther psgatopatial mth 240 artudgptae dpgpad] htokén ZAIRBSd a special

oIRGB SR BT ST LDSEE LTS e
syntBOYM B8Rl el dotnRed ﬁ?a@f%ﬁx dObrhbethaCARIRERS 100 8an recognize.

exposed” servi ce 105. RE 2A il lustrates an
For esasmdé,an yome gatiboidioments plathé invention, the special token 242 and the special

synt'i}z)g g‘}f{] %ﬁp%#aéss%;/eﬁﬁi% gt?ogl%ﬁ :t]l?egsrefvgir EBJb ﬁ%{e‘é@aﬁz@&@épe&ﬁ %oken 242

and fHel specthINheSeMifoet G M theQtityh eTIRAIbGSE cddffor HeGBmpRBy proxy
illustrates an exenpl ary pseudo-virtual path 240. In

classfop e axeawlary wEpessd seyiogiSimplebeyiperllpstatgs dapsgudg-wirfugk path for

to t itio : 200. Howev t he
the pseu%gl}l\tli)lﬁ??ual @%}Rﬁgﬁg%bes not ac lEal I ypﬁglp to rgads as
"/appyasSaticts/ AemetSinmpleSetvicedisink i n alhepattlesa¥icdea@dsmeThe the path
seudo- Vi rtua ath 240 actually maps to the_ exposed
funclighy,p e 9laL§0 %ﬁ indicangret thepiihris asendRsviyiugt pagh.  The
"SinRErAt0adie! H%Se BaBPRCGnAL 8&iaPB¢hidx SRLGhMbing to th
mﬁ?ﬁt ax 2,24. In enmb %i rrentns %e?lﬁ{f%g Si%nvci:\lnt?k})n, t he a}bmg o He
expespéSimpleSanmrn. 242 and t he special syntax 244 may be

conposed.in _an ntax..or fornmat that .the server 4.

coil PaBtr R B it b Rt Sk sl B 15 irpn patn
helpk BV N 04 dBRrBRRCha tht PKE Fukdidnd Bdla bEendsReIAlpath 240, not as

syntax 244 apﬁear as one entit t hough the server 104

a tradgipnpbp@h A0Q dhatHeadsge éh%locm'ﬂzegf pabysieed fle e Thpspgoaal token 242
Y008 A PO QRS b 80k 1% iy T e o 200

The $pedialcambixmpldefionides @ desdripsionaifesha ths explyed iseitvitdl 105 is. The
path for_ the exenplary SinpleServjce. The path reads
specid SYR@XAAt Jogs St VR sreARseRIST gk BaA0etoad pRYsicafHgle on the

server 10425 G8lcVEfeid ASHBx, bukh Gt REKR much like a normal path, typically

contains type information associated with the exposed service 105. For example, the type

information may disclose the type name of the exposed service 105.

When shown plainly, the type information disclosed in the special syntax 244 may
allow the client 102 to speculate and call service methods, to which the client 102 should
have no access. For example, the client 102 may speculate that the service provided by
http://Server/App/Special_Token/Forbidden.asmx could contain a method "Forbidden()"
and manufactures a method call "Forbidden()", wherein, in reality, the method
"Forbidden()" is provided by the service but the client 102 should have no access. -

-6-



10

15

20

25

30

functions as the special token 242 indicating that the
path is a pseudo-virtual path. The
wO BimpbsBer vi ce. asnx™ in the path is an exenpl BEHUS2006/032881

speci al syntax 244 mapping to the exposed
Si npl eService. I n enbodi nents of the invention, the
exXTShRIER WRheldd8ar§ RECI @Rlirel FHKB8R eR fidornihidnP St dingl Sy RsnBddBments
server 104 deternmine that the path functions ‘as a

of thpawattondnctyph thepsehdgiptualth 240. FIGURE 2CoHastratestdn exemplary

th I to, the | ocation a physi.cal .fil.e. Th
enorypfi paf 0ice hs F5onRiR b af alo RRiEnt telioRual HineRg o @
pseudeBiudl phtBka0. Zkh2an BxéhislaaédibédEmeMeos RCingEntionl tiéX encrypted
244, The speci al syntax 244 Provides a description

f
conteyha62 ithan eRgpRied PserderdEual pih eontarpporlydbe spect) rsw@rﬁ)? 244 that
mapszptﬁéecﬁggﬁ ﬂﬁo%x St %eE\gCQ?@fH dpy é_é‘]oéllfiéx‘%'%iv@aeﬂboﬁl et Vfdhe invention,

YSI server € specCl a synt ax,
the ehbigpd dontdno &3 inman fentivised gpsoadoraittuplapdih coyfainsabdtly the special

contains type.infor ion associated with the exposed
tom%i&/?l@etﬁi CiksyntaX 2hhl e, the type information may

di 5cL Qa1 enivtREnsATes e HPGHREPAS AchtRE WHaf BpbQT-path, e.g., a
When shown™ plainly, the type infopnation discl osedp in

traditidre] ppthcorad pssudoasirtealpatinyis akddoin thherexy elass 1@ ta represent the

|.at | i hod '
cxpeB Y24 5] 5007 RS Balh kL e exponea
servieé 1 @31t TRO LMY 02 REkd! B ath hiad., thb @TRIE Y itk sdv@viodad réytest the

http:// Server/ App/ Speci al _Token/ For bi dden. asnx coul d
expoggshieaviee B0 et rowerverd Of ity theapeei vadmafnto datermipe whether the

. Tt . O 0] Wiy the

{81 10 5241 LR BA0NE, DGR Nibf SER2EDY o i enespcd

path 6@ Whearthe $@Rersttdudadediasteryptedbinf@amtion ip theventlt, it first decrypts
unnecessary disclosure of server informtion,

the encayRiPhIPIOBREEHN nehis sivet HY¥ hiPehissothcefieryiied (ipformation to

_Mi t ) i .
o Doty v Ebg P - Sty Ryt i

the semvygr t¥hdaeats thetspemalttoloanl42pathe 1200Vt path,ghe setvervliOdtdgtermines

that ﬁ}aqér%g%gg%g% dsa gd?ef.)ég(:iﬁzlva 1 s%ﬁ 2%6 gﬁ@ f,tlg,ag{tg% rc]:gntierrlltvae{“l?etritﬁen special
tokelg %@Jﬂ,%é/ spckis@bydiat MMLoBhRhH8ir &y Yo HlLexppas stvisy TdaxX

4 that 'maps directly to the exposed service 105, hi
anAaliflestriiad we FERHBE qraint anopxanmdanyngabrdisant phéhe invention, to
ncr . . I r udo- vir .
cxo S5 MPLEALEOR0 0 28 12 AIERTAPLRSATALIR Lt s is
regiskped ithlougly e spRlibhtioni pregrempling Vinterfhad (P 5600, tTiee API 600
i nvention, no ma t

tt what t ¢ f h, .0.,.
creates Hrei RSERIVITRA PthP4Q 1pice AV e 0fa/ hg RRIdO- st 240 then

s PR 485330 0 LERE D B0 GRS yion
cliend 10RLrefjogsts e eprpog eclass 108, the server 104 sends the proxy class 108
containing the pseudo-virtual path 240 to the client 102. The client 102 can, thus, access
the exposed service 105 using the pseudo-virtual path 240.

FIGURE 3A illustrates an exemplary process 300 for exposing a server service
using a pseudo-virtual path. Typically, the process 300 generates a pseudo-virtual path for
each exposed service on a server. Upon receiving a request from a client for an exposed

service, the server determines whether the request includes a pseudo-virtual path or a

traditional path and supplies the exposed service accordingly. In an exempléry
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service 105. The client 102 sends the path, i.e., the
URL, to the server 104 to request the exposed service
wa®7/oIisel server 104 interprets the received ppCTUS®06/032881
determ ne whether the received path is a traditiona
pat h 200, a pseudo-virtual path 240, or an encrypted
embo@iﬁiéﬂt Q&Othew}ﬁf@nﬁ&? SN BRrakdd RHetR6dels SIE ¥RiseBy executing a
ormation In thé path, it first decrypts the
routlneriaé)fzytbategbnem@randt provides b petentiarclipots & preyderyadual path for an

rypt ed i nf or mat
cxpor S ST EA «J5 SIIR SRR e thlo b
routm%)g@ﬁ%ﬁ will foelddSeribed Vi Hetdd 4hélel e @Ilfentaltl@els'ps pb‘@htlztla‘lheﬂt for the
in the received path, the server 104 determ ne
eXposteth aervncteenw geseieaia peaditiangl aathstelie-sevideuar™ PR thafgwishes to
d that .the.c f 4
L
may &@itath @epstido-vidal pathish mﬂﬁﬁnah’pa‘ﬂi GuRE écryptedapath that 1ncludes

exenpl ary enbodl ment of .the i tion, to e ose.
eithersg pyeude-ingepl 5th Aae traditional By cZﬂre oi5y Up O}gy Up BfeFaiping that the

SGI'VGIJ'%F IR&veera V'sgl%u;eO?e(Lu%stf Iffost ar %ﬁbﬁtt @ddécmi&y 9310@1@304? the

ication programmng interface ("API") 600. The AP
proceﬁ@BJOO:pmadzee]s td breccptecandither :rcvlttuuaBOé ghdi deteomings wihigther the received

servi ce. 1 5, The eudo-virtu th O
servigaqepRLdnatics pabshaneyrplaith ) SeeRck 67 HRFHRES iustates an
exemBﬁ?}V‘ﬁnﬁlQmEﬁt%BEofﬂthe Whﬁﬁhe@b@ afid Weidbe dErib&Dimatet4l dHoetly.
roxy class 108, the server 104 sends the proxy. class

1 o@ﬁ@memtmgﬁlge Toméing 3e@ide piopess 300 praceds4o detsTinie whether the
i ent 02 Th

o O O AP AR B S i pon. 1
the alib¥de SAididd BRICk308Ss a0 e&ﬁ:niﬁ‘beésy 3p0 @@mds?ﬂf) tiealr the service
exp OS|Q%-a server service US|ng a Seu ggg%rtual pat

requespy waluding 2 redipensd psth t@efom@w@raar%wa BB FRPPERG service
and r%tvﬂieg %he T Qcﬁxﬁfés?od RECHERE Q86 ebfloctﬁ’(rﬂ@r T‘H@oﬁocess 300 then

ecel ving a re uest froma client for an exposed
termiggtey. d€ thd bmm v efecidieneblotinddy shEERe thenhbe msequeestequest does

i.ncl udes a pseudo i rtual th or tradi. na
inclogh g BT E0A ety A, gl BRIt I~ SR service
repre@ﬁﬁgfpl iRkl the rgﬁ@(ﬁhl”@%?ﬁta)pfoft he HRUENYVIrRAl path. i |ddésbloak8d2. The
e process 300 starts by executing a routine 302 that

proceye 360 ﬂteaseranniatpﬁr ovides to potential clients a
ps o r'@"%{gte%aa}nrqx&& },a%%o%)ﬁgo%&j foﬁf&&&iﬁ%g%%s%@fo-viﬂual path
to aﬂ h&ﬁﬁﬂﬁeﬁ&é@fb e tHeesdribs BEoSER oA samver. [The routine 302 first
escribed in detail shortly Al ternatively, g
genepptese At psghdavireal pREy Temhan sxpessddsEsty sEWChRy SFeblgckd0g. In
emb?d’lm%htts'o?% D&l g ggaﬁosﬁﬁﬂdl‘f&hl ‘ﬁnse REraldddy &Yfi%%?means

ccess t e epr servi ce a request for

~ For dxhﬁlp&ﬁ ayheed tiboviehthesepyed seiSitelvan be pagsed to arapPE oviticl creates a

pseudo-vi rt yal th,
PS@“@%FW @@,t\llllrfgf ]li’l%tSﬁ aicq néﬁg@é@%’&' Q %lse -v1rtu28 pa%h can be created

manually or by a script.

The routine 302 then includes the pseudo-virtual path for the service in a proxy
class that describes services provided by the server. See block 404. As noted above, the
proxy class may also include information about what services on the server are available
for a client to use. The proxy class may also include basic descriptions of a service and

information about how to call a service. The proxy class may further include type

-8-



10

15

20

25

30

ei ther a pseudo-virtual path or a traditional path.
Therefore, upon determ ning that the server has
WO e@eisxdl a service request froma client (sSeePCEUSRNEOB2881
bl ock 304), the process 300 proceeds to execute
anot her routine 306 that determ nes whether the
fi ﬁﬁ | ¥&4 WHBE o FRANEST Th BA! UARD1RY REMDARNNE IdfUBE inventi
mfort foﬁl Sg métg{ioclk %06 FIGURE 5 1| ﬁal%us rates an exenpl ary o
whenlarmih@mhas dlhe poteniial toficalimgt 4 serve0frsarvisss| difased by the server, a
des [ i} Af t executin
develongs ?lh e%%‘p‘ eFﬁ’gginllnotg éerg Gd8 ?léee%fg %8 ofaos e e:ﬂ% jgLver. When
the cldiBAdL PCuS QM8 JTREMEDY tHd SafvdrheheCdlieantends el mdwt & the
pseudo-virtual path. See decision block 308. If the
servemfigvibe praxydelasss ieing theobink Sohe BroKOClashe Tbﬁ’@@@ésths dgeutine 302

eeds t t r
provu?c?,sot fox (iasts t? % h qlp?%g 6§ée?x§n%§gﬁ@%lgtc%§m ftfl?‘% léllx‘%(t) r@&t tﬁg proxy
class. eﬂé@&ﬂdcl@ﬂmll The atientpeapvihde selidia gehwicd mqlues‘titb gh¢ gettviag using
client. See block 31Q. The process 300 the
inforrpetion pravided in fh ethaﬂwn%n@géﬁ%%wcm A5kl g apreciated by
those G B R P o™ xemplary
meang rdfvpldmdh’fgeaqisemiu—vn‘ﬂml pﬁhvﬁoc enr eyposssk strwet sarviche Alternative
speci al . syntax of the eudo vjrtual ath ee_.bl.oc
meang Ty ity bt SxEnBS0 HRER TRPH e etd By et ot for an

expoéehlseﬁitef aréRe @ﬁ‘d SRR et itt0 81 &@Quﬁcﬁf rePdiPMi G reguedt from a
pseudo-virtual path to any client intended to use the
clientsfor oxpassd @@rﬂ@@ﬁe@l Y¥FreIserver. The routine 302 first

ISRCHALES dRuRIRHTS bR B J08nAMRRARE hiRBIY ¥ service

requesN¥RN blyGlcliedt ﬁfzmdés)a yhdudoatirtpitgatic a’ﬂhebmugﬁa a0@siads by parsing
di fferent neans. For exanple, ed ahov

e serpsoBdsLr i Blegks0Be. SRS SoHine GORIbRPAS WhetGHs Gecisrvice
reque @h@g’rﬁﬂﬁg C?lél ot teﬁacloﬂte Pr SkB QeSS 6k Aat effr’cﬁé 'sé‘r%i barequest

seu can be created manual
does mthtel dpicrypledecontent, |tlmar0&ﬁﬁe 80 proceals tiol dscrypiche enorypted content.
pseud VI

N TR .
request Q&Eaﬁgﬁlamb‘?exﬂ Q- 8£thRIIBY e 30BERRIRYY s eiBiypaldSdntent, the

i nclude information about what services on the server
routlm EOGaplapé:@lb tedstomige il the rrvice resviest invledgsragpycial taken fdipating

the pic%e%cr :,'%tlef g%lelgg g,s %ﬁ°o§e€tq ?1810110010& SR V]‘:F‘El?e ﬁﬁ%er to decision

a service. The pro

bloclEbFH R YBY, rﬁéﬁiﬁﬂg&haﬂ tA€ berdRe ryqebidoes Mluder I&Sfidmwmmaﬂpath the
with a service. In an exenplary_ enbodi ment of th
routingidehuetoms TRER andcieranpictasSehblashodht i K th fangser fo, gecision

blocl?SC?Be SN(O) &gﬁmﬁg Eih e?sl;ltzee%sgq d&ﬁo&&ﬁ‘%tsiﬁél?( Qeudo-wrtual path,
opef or the client e sinthec |enP

the réuliﬂemwpbmms R&I&artdﬁenﬁimetes.e Beebloch\BiEh

In summary, embodiments of the invention provide another approach for a client to
access a service exposed by a server. The pseudo-virtual path approach enables a
developer to expose a server service without writing a special file with a special extension
for the service. Thus, the developer can expose a server service without the need to
understand the syntax of the special file or to convert existing service code into the syntax

of the special file. As a result, the pseudo-virtual path approach reduces the development

effort needed for exposing a server service.



the client intends to use services offered by the
server, the client sends a request to the server for
wo b@7/0828%Yy cl ass, using the link to the proxy BPCEHES2006/032881
Therefore, the routine 302 provides the proxy class to
a client upon receiving a request fromthe client for

t QN Yaspéohs O IREBrvBhiRiK hA@Bbechh@esetib&nin taguidiespecific to
send a service request to the server

structiaf Sratires anl/erpethadalogieal apts, I;E#%tﬁ;}’ed%né?@to@é%%rﬂ#ﬁ figiachatter
deﬁn%cﬁm h% aﬁop@izde‘ﬁ' él{lﬂl’gqﬁ geg&gc%kﬁ@hrﬁg 11?%’(3%1 Fg Zl?e %Jecfgfr?di;?%féé or acts
descride@\vbees Rattex ahpkpocificnizamsesafndpaots detcrigedaabove are disclosed as
pseudo-vjrtual path for an exposed server service.
examlﬂletf@%%?fwl?mﬁﬁ@gﬁ%c P ude, for exanple, using a
script to generate a pseudo-virtual path for an
exposed server service and supply the pseudo-virtua
pat h upon receiving a request froma client for
exposed services on a server. FIGURE 5 illustrates an
exenplary routine 306 that determ nes whether a
service request sent by a client includes a
pseudo-virtual path. The routine 306 starts by parsing
the service request. See block 502. The routine 306
t hen deci des whet her the service request contains any
encrypted content. See decision block 504. If the
servi ce request does include encrypted content, the
routi ne 306 proceeds to decrypt the encrypted content.
See block 506. If the answer to decision block 504 is
NO, neaning that the service request contains plain
text, or if the routine 306 has decrypted any
encrypted content, the routine 306 proceeds to
determne if the service request includes a specia
token indicating the presence of a pseudo-virtua
pat h. See decision block 508. If the answer to
deci sion block 508 is YES, neaning that the service
request does include a pseudo-virtual path, the
routine 306 returns TRUE and term nates. See bl ock
512. If the answer to decision block 508 is NO
meani ng that the service request does not include a
pseudo-virtual path, the routine 306 returns FALSE and
term nates. See block 510. In summary, enbodi nents of
the invention provi de another approach for a client to
access a service exposed by a server. The
pseudo-virtual path approach enabl es a devel oper to
expose a server service without witing a special file
with a special extension for the service. Thus, the
devel oper can expose a server service wthout the need
to understand the syntax of the special file or to
convert existing service code into the syntax
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of the special file. As a result, the pseudo-virtual
pat h approach reduces the devel opnent effort needed
WO 20070338051 Ng a server service. Al t hough aspectBCDS10n€032881
i nventi on have been described in | anguage specific to
structural features and/or nethodol ogical acts, it is
to be understood that th€lsuM$Ect matter defined in
the appended clains .is not necessarily limted to the, .
speks empodigpntsy @lsthg invepiien i shichyay exdisive PiRReThL PT PHIFidege is
clain?é&ea&{aﬁéﬁn ERLHfiGS:and acts descri bed above are
di scl osed as exanple forns of inplenenting the
cl ai ns. CLAI M5 The enbodi nents of the invention in
which ahl exctistibuéedp rcopputipg osyspani virchylng sa céesvere gomponent

" f | f.ol | s 1 ny, Lstributed . ti
s 050 AT o iy e Bipin R HERY | ot Bl Pmetnod
for eRpehindz £4dreiot (FOFYRENEMd ty thé b@0ér' (104)1 Bghpriding:

onput er-i npl emented nmethod for exposing a service

((:mwyiqémmhfd eHeiy 10N en pequdervintuad ppth @4Rpithatimgps directly to the
LLoSy P . _ o 240
s BB SRR RN R BB B Al

mampom gededviag physiqaest (F10) efog othicakdrivieg (1059 Senvithe client (102),

(105); .upon receivin .request (110) for the service
deteymipie whethar threregpes @?103‘ w% cs H@tpéwﬁoﬁ‘flﬁaakmgl (4D ehe

re igyC t QriMf 41t "

g 17 g e LLIO) T RSs IE DRSNIMLA ¢RI BRF, pEding e
clienp 102) (IR4RYVice(lH¥) aicnylingi® informatior 0BRY psdudo-yatual path (240).

(105) according to information in the pseudo-virtual

path (2 . 2. Jdh t hod,of . G aim 1, erein th .

Patido- 4 bt enelhod S A &7 H@lieided b MGG nbfides o specia
tokeh Dl Sadink fight ipath i8 apRéltlolvrtaal pativdar Mhps diddctipal the kbi@ice.

maps directly to the service. 3. The nethod of Caim

2, wherein the pseudo-virtual path also.includes a.

spéci al Tgm%fkth e -tk iwhyrein dhe ppspdewirtupl pefealsp dnidedes 2

j ; ' speci al syntax provides type

Spe?%%?%%t%&afgpgbﬁelgl%tﬁgQ%rg{r&?/'i ce. 5. The nethod of daim 3,

wherei n the pseudo-virtual path is encrypted. 6. The

metthod dhe Cmgihods of whkimei3n whérgint ee sypecinblsysipnt psovides type
f thaz. Bn%g do-vi.rtual path is encrypted. 7. The nethod of
MIOIEAMOMOS SHFEYET ' n bot h the special token and the

special syntax in the pseudo-virtual path are

ensr ypt @de method of Claim 3, wherein the pseudo-virtual path is encrypted.

6. The method of Claim 5, wherein only the special syntax in the
pseudo-virtual path is encrypted.

7. The method of Claim 5, wherein both the special token and the special
syntax in the pseudo-virtual path are encrypted.

8. The method of Claim 1, wherein providing the client a pseudo-virtual path
includes:

generating the pseudo-virtual path;

including the pseudo-virtual path in a proxy class; and

providing the proxy class to the client upon receiving a request from the client for

the proxy class.
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\ 8. The nethod of Claim1, wherein providing the
client a pseudo-virtual path includes: generating the
w@s@adsesvi rt ual pat h; including the pseudo-vi rPCHUSPAs/632881

in a proxy class; and providing the proxy class to the

client upon receiving a request fromthe client for

tlhe proxy¥ GndfuSerImpléifetamstioyd- oMulanes)t wllerehi gatraifng the

Claim8, wherein generating the pseudo-virtual path.
pseudberirtud) @athefoy itee sarvick terdudes £piling gnARPFAMon PAPIgFImng interface

. _programin Si @
using SR SRAPEH ¥ piBb Bl Pt B0 o RaS MoBEnRind inorface geneates
and rdtiing feaseudenienial gshand returns the pseudo-virtua
pat h. 10. The conputer-inpl emented nethod of C aim 8,
wherein the proxy class  igdentifies . at |east on
sdiyt cdhepsRiepml et gitod St CRim 5 aTepdp tap proxy class
identiREO X 1BIFbADsdr b bk fssed 6 aRGeRMr.0n one or nore
conmput er -readabl e 'nedi a, conprising a function rel ated
to generating a pseudo-virtual path (240) for an
exljos ed\ss espplicatiqnl OB pLEMMINg e inferface 1 Gpodighe 0Bj QN har more
eudo-vi rtual path.(.240) ' : Ye:
compfiEFiigable pfte. Pabite AhRRE, MEE LS Yehollf 4 BOpRREHrtua
path @40} & SElkexpssell 1R ice O RioNI N gervhie(164Y, wWineeif 108 ) pseydo-virtual
12. A conputer system provi di n% ﬁt Ieash one servi Ce tvsical
path Q405maps diprtlvsionge rRyscAuRDASE (1N r4thyr than, rspRWg P 2 physica
RR xecut es
ﬁbﬁ%%#%%f%??%%@@hggr e |%§??B%??% s for: providing (302)
'a pseudo-virtual path (240) that maps directly to the
selvi ceA cadbhter system peweling ridedstony seavie Giedstcopprigns:
for the service froma client (102), determ ning (306)
whet her® he PEIER4A™ 110) i ncl udes the pseudo-virtua
path (249); @&ngrodesidte keaplest wWilhlOxhd Nahamiey, t fieat executes
pseudo-virtual "path (240), providing (312) the client
comput@zKeetieble gsirueeonsos) according to information in

the pseudovi 15rt0916(‘1|ing (302) a pseudo-virtual path (240) that maps directly to the

service (105);

upon receiving (304) a request (110) for the service from a
client (102), determining (306) whether the request (110) includes the pseudo-virtual
path (240); and

if the request(110) includes the pseudo-virtual path (240),
providing (312) the client (102) the service (105) according to information in the pseudo-
virtual path (240). '

13.  The computer system of Claim 12, wherein the pseudo-virtual path includes
a special token indicating that a path is a pseudo-virtual path that maps directly to the

service.

14.  The computer system of Claim 13, wherein the pseudo-virtual path also

includes a special syntax representing the service.

15.  The computer system of Claim 14, wherein the special syntax provides type

information of the service.
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path (240). 13. The conputer systemof Caim 12,
wherein the pseudo-virtual path includes a speci al
wao odoes3asndi cating that a path is a pseudo-vi rtRel/USBDE032881
that maps directly to the service. 14. The conputer
system of C aim 13, wherein the pseudo-virtual path
al s&@ i NnThadempates pgsieal of YCihiax 14,ephasanthen@sdude-virtual path is
service. 15. The conputer systemof Caim 14, wherein
encryifed- speci al syntax provides type information of the
service. 16. The conputer system of Caim 14, wherein
they psevplos yhpbtdalyshah bR, ¥ilefdn okl thENBeGAMBHEA in the
systemof Calm 16},1 wherein onl'y the spéecial syntax in
pseutdrwirpmbpath isdnctypi¢d. pat h is encrypted. 18. The conputer
system of Claim 12, wherein the ,processor executes
t he, co ter-ex bl e kngt.ructi fop _p I dj
ps Ctdo- D1+ Campus ORRek el e s pRU Sl e dutes tre
comPiter-GRBGEEIE imgrichiensoie udovidingtayrbudvatiftual paeh thai Agps Bieectly to
pseudo-virtual path in a proxy class; and providing
the SFW@eﬂ}Yéxy class to the client upon receiving a request
fr ' _ roxy class. 19. The conputer
sygéﬁgwgligq%g%%dﬁg,{n&ﬂg?@i n the processor executes the
c oimpludarg thx psautlabligudl pathrinatprexyscldssy arglener at i ng t he
pseudo:- Vi [t ual th for the service by calling an .
S pBIOVSERS B PP BGs aTOrge FHRTG PPOR EECER TR THRCR dFeps s isnt for
the (RoBACIAREL er, wherein the application progranm ng
I nterface generates and returns the pseudo-virtua
path. 20. The conputer systemof Caim 18, wherein the
pr &%y clChe sompateridysem af (laiasis,owbersiar (hecprogsssos syedqyies the

comfnﬁ&-é?e%ﬂt%l‘e instructions for generating the pseudo-virtual path for the service by

calling an application programming interface using the service as a parameter, wherein the

application programming interface generates and returns the pseudo-virtual path.

20.  The computer system of Claim 18, wherein the proxy class identifies at

least one service exposed by the server.
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