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PROGRAMVABLE LOG C DEVI CE TECHNI CAL FI ELD The present invention relate§2E§)
SRAM bas &0 pr/ogsammabl e 1 ogic integrated circuits, such aBCTUuspy4093s L 77
programabl e gate arrays (FPGAs), in which the configuration code defining
the logic ogrammed functionajity is |oaded froma configuration
menory or mim mmﬂﬂil er into the logic circuit at power up. The invention
relates in to schenmes for protecting the contents of the
configuration *A®®¥ry from copyi ng. BACKEROUNBNART As progranmmabl e | ogic
integrated circuits beconme denser, cheaper and faster, they are
i ncreasingly being used in high production volume designs that historically
*have instead enpl oyed gatSECAIRELPROCRAMBHER LGIC ABTG CHhi s t
programmable logic circuitry creates opportunities for deS|gn lmmmwn
*do not occur with ASICs to the same extent. Design theft is of speqb%
concer P wi t FESFRM GRIs SHLEH? ps t hat power up "unconfigured" and nust be
| oaded from a separ at erg®nbiSrat | Dty RN - réfr@t@éomesmmtbagé@se devi ces
froma security stan i s that ased bIe I circuitry,
such as nan%’ %gg% PELT ﬁﬂ {g%%ﬁ %%ﬁﬁ at? oﬁspggﬁiddomn Each
tine a SRANHh@@gxbﬁﬁKB&eSg¢KHWﬁfmhyg) E@@&$)str@amhlshlbhdedonﬁigurhe
devi ce fron1an Xt e u % iLle
menory chip, SJEH&%S anzgﬁg%k¥1§%% ﬁ%%ﬂ%héfpsﬁﬁ% $ﬁ§£$%rﬁ$@§§cg%$§oller
Fig. 101 ustiemaebitoytypi betdedsteuredl eystionoition PPNOrYapt.
Progfa”“Hb'%n£ : &o&éréfﬁe£0ﬂ$t&UEﬁé'P&gf@n@iyc&§t(gf Eb@éecaﬁtro@her) chip
e bo

packages ar nount ed on printed circuit board a dat
connecti on liMpetincen Fabured %%a@a%%h¢mb%¥aF?oﬁcﬂﬁWﬁsc ﬂrbErPEﬁﬂEanQnto

the programmghl ecbQ00bkt d lo PN ROVESn EPgudhEL 6%t Remaly MEABhY cHpyiag. 13 is a
unse 2 cured device that is easily renoved fromthe board. Using a
comerci al programrer, the contents of the nenorydevice 13 can be read and
copi edl5 Al t eBmaKEREUYD Akedata line 17 and the nennry s external pins 19
form a5unsecured |ink n enLead as
the data is transferre%g ﬁ?bg?ﬁ$ﬂg?ggr£%§a% Ph&%% gggbﬁgg?nbéa pr obe
on the prlnt@@m@l@@userbo@hﬂ@Péteand 6¢Stﬁé déb?EeaE?néHEQGGHHHEgVng a

| ogic analyZBéiﬁgC@Béafﬁntﬂf Ha%90d58€§oﬁ3969ﬁﬁg yhsigdatacean heseeeadily
duplicated, allow ng ? ole circuit de Sﬁgy QEntlfuse EEP and
e

flash menoryl®abiy H@V?cb%%P@%da?@ﬁl?Y?ﬁnﬂﬁEef?6 r SE2BAFHe &R

duplicggtiomsté. th@hﬂ§3tﬁﬂns5ty@huab|pr@@@aﬁﬁabaeCESMEE e&ae&eti§wll
strive mghtil ure _ou

extrac ol.t age l.ication
on ext er nal %?%%t?ﬁ BgPofﬁﬁnbﬁ???n¥8r d?éégnn%ﬁgktaw 18¥ dﬁrgﬁlnégcgfe ;one
of the tech- miqhessmsedthetheBeameseXUQstrupDEsysnsyhBénsls of spe-
manuf act ur er s20eXshotby LpAr SxallouabidcroByr LBk sadepalgnt ol aims foa

circuit design, or are 1nsu g I ntell ectual proper laws in sone
countries, ahdngpnfigsrefssandtBus dbﬁylﬁé@ﬁélﬁéﬁmtad§§P§ﬁ§tFnCPﬁ§15Ush to

make a, 9U'Ck8£$£iﬁn h&m?f 'ncﬁﬁésbPSEyeﬂe§hEﬁbEﬁeE@ e cway g rbglasecur e

the contents o e con guratlon nmenory. resently, securlty sch nmes
i nvol ve a cofBFHELEVoRtARAROEBEULFt FhBEL SRAMrResRENBrYIdalrebl caftgaic

encryp-tion gf ytherseri alicHaha mhhoarpbaknglbeansherredrbgrizheeyogr anmabl e
| ogi c. Such technlques are descrlbeggln3ou S. , Patent N%?: 4,812, 6

4. 852, 044: 5C8RH1gUEakigRgORSROWEY 148Whe,. ECEG1HEF, 2 ghaped ééﬁ@B 017:
and 5, 970, 142s bbw%yeﬂ uphlbebatsecueamylblﬂoadedasnkplMMamﬁaMnaé

encrypggothe arges %tg%&g% %g?gcggekgé Ik O%% So%hnh%e nenDry

chip a evi ce ect ot invention is
to provide ayp&pteﬂeam@mpéyscb@§bl?uﬂhyaﬁoa§e@@R@Mb@ﬁTﬁ@ﬁﬁé&ho@rdatafrom

» di shonest mapUfRELHEST § microdontroller. Fig. 1 illustrates a typi-

cal unsecured system of the prior art. Programmable

logic 11 and configuration memory 13 (or microcontroller)
35 chip packages are both mounted on a printed circuit board
15 with a data connection 17 between them so that config-
uration data can be loaded into the programmable logic 11

on power up. The external memory device 13 is a unse-



SUMVARY OF THE | NVENTI ONThe object is net by conbining the use of asecurity
bit for the configuration nmenory with the incor-poration of both nenory and
progr amsNd €2/1108f ¢ chi ps in a5si ngl e package. Use of a nuPE€ETASH/HMfodul e
internalizesthe data transfer fromthe nenory to the logic chip sothat it
cannot be probed without disassenbling t¥e pack-age. The security bit
prevents read out of the configu-ration nenory contents through the
nodul e' s ext ernal 10pi ns. BRI EF DESCRI.PTION OF THE DRAWNGSFig._ 1 is a
schemati c praged gvirce thator sy afidet HRRPVISSyife & <thsn ich
progr ammabl gglieg @ akRaeifdigwraigremn@norahd esiraas tay e froth etkrora
printedcircujt .board Fig. .2 is schenati.c pl an vi ew of. secur 0gi csystem
of the preséﬁtvjicﬁv icé"ﬁ‘. %@Faqvﬁflfﬁ? RYI e(i?laq;ﬁﬁf:e?*lv ONIn" Fi g.
2, a nulti- chitp fudd €25 ttheextemarat ‘@ res<tZoriwels M SRAM bageds
yPr 00 AGEDY )00l N1 AL AN I AN ANTRE AR, Gl s b dip Uit
within™ all Torming a single package. e programmabl e Togic chip

2125coul d béea ridasl dspriduy alnteblis daansfemsed Ards)  the ryegramable

confi gur abl g Ry anal} § 1091 devikdd Dy ptharddditrébat veardres a
configuration to be | oaded u(%ton,pomer_ up.. The external pins, 29 coimect to

the chips 2FTaf® 23 S WF iFREGRPIRR 4TI & Wtearaiyzer
t he30conf i gwWaatda@t ummihe clyx 23 drivd heagtagied citip Pdcd ncamdmmer t hat

permts confi atiop to be |paded into thelogic chip 21 on power up. The
mul ti +Chi p ﬁf%ﬁlgycéﬁ'}%]fjocraﬁiea&syagt%eoﬂﬁ%eqm% ht &0 a‘t’fqle(gdll%icflcrtﬁl?l%ec\ﬁﬁ ce

conbi ni ngl ogiignexenory and m crocontroller in a single package. 35The
configuration nenory - AR card i hendisStadsat ALl tion
of a security bit 24. ﬁjeér}a‘?héeé,\gecurl(jt%%c% stl}s set%%#%%é%%téi%%ssi bl e
toread the comemzeEft tHens | oeom I HRIEe RBUGHEIHOG R duplycay|
progranm ng fidis, 2% Wife AU QPAANINILIE Sude, REréDEved @ratier device
23 is a chip erase which willrenmove the contents of the device 23. Once the
devi ¢&523i s Wrlds éF 1 ive it Pt epriRyriafiese \ih helfeode Frract 1t.

t heSmanuf actiiregt ~ediStQF@rapgiovE@veron ton SextdrmOs e toextt ache epasti ng
code out of ,the devi Ce\-223'd-||;?]he seC?o d m)lgli f.iﬁ:ati onei Soﬁ[xhe gd%igléigg of

ani nt er nal & i O 279 S 9P acfkfjbv%’ Hta T veloadéd FRLO t he

pr ogr ammabl enilpps werd ceer?d. conpl et el y10i nternal to the package 25. This
prevents the use of aligglé, A0alyEery Al SRS nahidoRatete capture

thedata as it is |oaded into the device 21. By internaliz-ing the data
conne®d on EEiSihivee | SoRRTg ahhbTEH GheeRel $te 1and yPRFenD4C13188t EAnd t he

configuratiqn dEMIYLBSisn] N Leadibackat@dedy ikedls POSSLDEELtL1 ! oad
t hepr ogrammabl e | ogi ¢, device 21 from confi guration, rr%p(rge/ 23wl [ hout ever

di scl osi ng tHPRRIOF yLE0H t Bht SOBX t SYHATE 1O he@Hackk ERE8t hated&?a pins
29 al |l ow f orcdigy irtey pd Dot 2088 Ngn |@nih f e Sedsh ngo ahakdea EHPREM based
security bit_24.\Vhen, the security. bii 24 | (actiy '

progr amm ngcpornon%JCt-t’l oh- wt T | l%%’f?/é%“e%%io%d‘ﬁl?%fraé%ie%i %g fe}lg%e‘%c %W%.(I’)ld. No data
can b@% ead sreund theseowikertfadbt prlogreen i gigr abt en phegorY - when t he

security bit 24 is setp2alatelpal SLOMPEC) I OMhededl | QWe1 58T hakosBiabransfer
to logic device 21 without the data, being ob-served and cggaur ed

! ! . g
ext ernal | y. tion . &f @ a$@gurity okkcif etibf JRFENALTEVEOGF 2 it BYFLYRd
circuit sxélstﬁlmn C@ﬂptthéi@QriélSdaftlététﬁ@érﬁlBi@ﬁhhlc_lr;]ethaﬂsﬁ'grEéﬂgtﬁathei ns; a
programuabl e | ogi c chi unted i Q_sai ti-chip nodule a in
communi cat i é?lr%&f‘ﬂmg%’ﬁee ?%thal ?ﬁ];é;t%%maq%%ﬁfgﬁﬁrg?%ﬁlﬁ%%ﬁ} chip
mount b i n Sai 8. 1B teht | Nobi p4 n®dR| €75t hé, 80Rf 044y abi 249 nBABry chip storing

configuration dega £or B! 296 A58k N0s A &GN L AU aL4 88, 992335 dgRE0GH aymabl e
logic chip via a data’transfer connection 1htefnal'to Said” nulti-chip

+modul e, the awhf$ gt @t 163 meROYSVER, cORFLAI 2 aBRORT WY hPEhi #SeRRELAEI 15
pins for proghafered: 8HaSEnELPPBIGS 8ndcEONELEYr 3tieandabast echglskored in
said configuration_nenory chip, wherein said conflggraﬁlon nennr& chip

*includes a sEEUrd®y BPEL” 3 BOERCHRPLVEBPTY haliRg2Rd FREt “8FHFE PhCuhi ch
confi g3 at i odrshah&bhaydkeeipeogrammed and read-back 20 through said external
pins of said multi-chip module, said security.hit.hayin opd state in
whi ch only an erase co%ﬁaﬂ JESE Bg g% ﬂY%%gégnvﬁﬁ ggigr§¥?§%n§I pi ns and
in which saidimpternahddaeast caatlegrwapnhecseonriescendbbugatisn2dathe
systemof clgim1 LA, Sal ble logic chip conprises a field
progrannableggg%ed£$§é§b?EP@%ﬁPEéggg?ggﬁé system of claim2 wherein said
programmabl e | ogi ¢ chip includes non-progranmabl e | ogic bl ock, integrated
therein. 35 4. The system of claim 2 wherein said progranmable |logic chip
al so incorporates a mcrocontroller. .A.A,.A & A39
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} 0aS4s&10% éU(mARi’oPF ENTIE 10% (& ()-f10% & ()-!"SS 10% (& ()-SS
109&' () - M N The object 15 met by combining the use of a

security bit for the configuration memory with the incor-
poration of both memory and programmable logic chips in a
5 single package. Use of a multi-chip module internalizes
the data transfer from the memory to the logic chip so
that it cannot be probed without disassembling the pack-
age. The security bit prevents read out of the configu-
ration memory contents through the module’s external

10 pins.

BRIEF DESCRIPTION QOF THE DRAWINGS
Fig. 1 is a schematic plan view of a prior art
unsecured logic system in which programmable logic and
15 configuration memory devices are mounted on a printed
circuit board.
Fig. 2 is a schematic plan view of secure logic
system of the present invention.

20 BEST MODE FOR CARRYING OUT THE INVENTION
In Fig. 2, a multi-chip module 25 with external

pins 29 has an SRAM-based programmable logic chip 21 and
a configuration memory chip 23 mounted within, all form-
ing a single package. The programmable logic chip 21

25 could be a field programmable gate array (FPGA), in-sys-
tem configurable programmable logic device (PLD) or other
logic that requires a configuration to be loaded upon
power up. The external pins 29 connect to the chips 21
and 23 and an internal data connection 27 connects the

30 configuration memory chip 23 to the logic chip 21 in a
manner that permits configuration to be loaded into the

16gi¢ chip 21 on power ip. The multi-chip module could
form a system-level integrated circuit device combining
logic, memory and microcontroller in a single package.
35 The configuration memory 23 has two modifica-
tions. The first is the addition of a security bit 24.
When the security bit 21 is set it is not possible to
read the contents of the device 23 back through the nor-
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B C D ~ x"\?#had' 1O%0&afmines oigsy &) - 4itle orlon@yaaien 1091 ¢an dpe
Stloq&&f()'%érformed on the device 23 is a chip erase which will

remove the contents of the device 23. Once the device 23

is erased it can be reprogrammed with new code by the

5 manufacturer/customer, however it is not possible to

extract existing code out of the device 23.

The second modification is the addition of an
internal connection 27. This line 27 allows data to be
loaded into the programmable logic device 21 completely

10 internal to the package 25. Thig prevents the use of a
logic analyzer or similar test equipment to capture the
data as it is loaded into the device 21. By internaliz-
ing the data connection 27 (which is only enabled when
the security bit 24 is set and the configuration memory

15 23 is in a read-back mode) it is possible to load the
programmable logic device 21 from configuration memory 23
without ever disclosing the memory contents external to
the package 25.

External data pins 29 allow for device program-

20 ming and for setting of the EEPROM based security bit 24.
When the security bit 24 is set (active) this programming
connection will only respond to a device erase command.
No data can be read out of these external program-
ming/data pins 29 when the security bit 24 is set.

25 Internal connection 27 allows serial data

' transfer to logic device 21 without the data being ob-

served and captured externally.
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4. The system of claim 2 wherein said programmable logic

chip also incorporates a microcontroller.



