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PROGRAMMABLE LOGIC DEVICE TECHNICAL FIELD The present invention relates to
SRAM-based programmable logic integrated circuits, such as field
programmable gate arrays (FPGAs), in which the configuration code defining
the logic circuit's programmed functionality is loaded from a configuration
memory or microcontroller into the logic circuit at power up. The invention
relates in particular to schemes for protecting the contents of the
configuration memory from copying. BACKGROUND ART As programmable logic
integrated circuits become denser, cheaper and faster, they are
increasingly being used in high production volume designs that historically
have instead employed gate array or standard cell ASIC. This transition to
programmable logic circuitry creates opportunities for design theft which
do not occur with ASICs to the same extent. Design theft is of special
concern with SRAM-based chips that power up "unconfigured" and must be
loaded from a separate configuration memory. The problem with these devices
from a security standpoint is that SRAM-based programmable logic circuitry,
such as many FPGAs, lose their programmed configuration on power down. Each
time a SRAM-based FPGA is powered up, a bit stream is loaded into the
device from an external memory source, which is usually a nonvolatile
memory chip, such as an EPROM or EEPROM, or sometimes a microcontroller.
Fig. 1 illustrates a typical unsecured system of the prior art.
Programmable logic 11 and configuration memory 13 (or microController) chip
packages are both mounted on a printed circuit board 15 with a data
connection 17 between them so that configuration data can be loaded into
the programmable logic 11 on power up. The external memory device 13 is a
unse    _2  cured device that is easily removed from the board.Using a
commercial programmer, the contents of the memorydevice 13 can be read and
copied. Alternatively, thedata line 17 and the memory's external pins 19
form a5unsecured link in which the configuration bitstream canbe read as
the data is transferred into the programmabledevice 11 by placing a probe
on the printed circuit boardtrace 17 or the device pins 19 and using a
logic analyzerto capture the data. Once captured the data can be10readily
duplicated, allowing theft of whole circuit de-signs.Antifuse, EEPROM and
flash memory-based devicesalso aren't immune from reverse-engineering or
duplica-tion. If the design is valuable enough, a clever cracker15will
strive mightily to figure out a way to extract it.High voltage application
on external pins to put the partinto a test mode, and die probing, are some
of the tech-niques used here.Because unscrupulous systems
manufacturers20exist who ignore all valid copyright and patent claims toa
circuit design, or are insulated by weak intellectualproperty laws in some
countries, and will not hesitate tocopy new circuit designs in the rush to
make a quickprofit, it is increasingly desirable to find ways to25secure
the contents of the configuration memory.Presently, security schemes
involve a combina-tion of a security bit in the memory devices and
encryp-tion of the serial data stream being transferred to theprogrammable
logic. Such techniques are described in30U.S. Patent Nos. 4,812,675;
4,852,044; 5,349,249;5,388,157; 5,446,864; 5,640,347; 5,768,372; 5,915,017;
and 5,970,142. However, while a security bit is easilyimplemented,
encryption of the data stream adds complex-ity and cost to both the memory
chip and the target pro-35grammable device..An object of the invention is
to provide asimpler and less costly way to secure configuration datafrom
dishonest manufacturers.    -3  



SUMMARY OF THE INVENTIONThe object is met by combining the use of asecurity
bit for the configuration memory with the incor-poration of both memory and
programmable logic chips in a5single package. Use of a multi-chip module
internalizesthe data transfer from the memory to the logic chip sothat it
cannot be probed without disassembling the pack-age. The security bit
prevents read out of the configu-ration memory contents through the
module's external10pins.BRIEF DESCRIPTION OF THE DRAWINGSFig. 1 is a
schematic plan view of a prior artunsecured logic system in which
programmable logic and15configuration memory devices are mounted on a
printedcircuit board.Fig. 2 is a schematic plan view of secure logicsystem
of the present invention.20BEST MODE FOR CARRYING OUT THE INVENTIONIn Fig.
2, a multi-chip module 25 with externalpins 29 has an SRAM-based
programmable logic chip 21 anda configuration memory chip 23 mounted
within, all form-ing a single package. The programmable logic chip
2125could be a field programmable gate array (FFGA), in-sys-tem
configurable programmable logic device (PLD) or otherlogic that requires a
configuration to be loaded uponpower up. The external pins 29 connect to
the chips 21'and 23 and an internal data connection 27 connects
the30configuration memory chip 23 to the logic chip 21 in amanner that
permits configuration to be loaded into thelogic chip 21 on power up. The
multi-chip module couldform a system-level integrated circuit device
combininglogic, memory and microcontroller in a single package.35The
configuration memory 23 has two modifica-tions. The first is the addition
of a security bit 24.When the security bit 21 is set it is not possible
toread the contents of the device 23 back through the nor-    -4  mal
programming pins 29. The only operation that can be.performed on the device
23 is a chip erase which willremove the contents of the device 23. Once the
device 23is erased it can be reprogrammed with new code by
the5manufacturer/customer, however it is not possible toextract existing
code out of the device 23.The second modification is the addition of
aninternal connection 27. This line 27 allows data to beloaded into the
programmable logic device 21 completely10internal to the package 25. This
prevents the use of alogic analyzer or similar test equipment to capture
thedata as it is loaded into the device 21. By internaliz-ing the data
connection 27 (which is only enabled whenthe security bit 24 is set and the
configuration memory1523 is in a read-back mode) it is possible to load
theprogrammable logic device 21 from configuration memory 23without ever
disclosing the memory contents external tothe package 25.External data pins
29 allow for device program-20ming and for setting of the EEPROM based
security bit 24.When the security bit 24 is set (active) this
programmingconnection will only respond to a device erase command.No data
can be read out of these external program-ming/data pins 29 when the
security bit 24 is set.25Internal connection 27 allows serial datatransfer
to logic device 21 without the data being ob-served and captured
externally.     -5 Claims  1. A secure programmable logic integrated
circuit system, comprising: 5 a multi-chip module having external pins; a
programmable logic chip mounted in said multi-chip module and in
communication with said external pins; and a configuration memory chip
mounted in said 10 multi-chip module, the configuration memory chip storing
configuration data for programming a configuration of said programmable
logic chip via a data transfer connection internal to said multi-chip
module, the configuration memory in communication with said external 15
pins for program and erase commands and configuration data to be stored in
said configuration memory chip, wherein said configuration memory chip
includes a security bit, said security bit having a first state in which
configuration data may be programmed and read-back 20 through said external
pins of said multi-chip module, said security bit having a second state in
which only an erase command can be communicated via said external pins and
in which said internal data transfer connection is enabled. 25 2. The
system of claim 1 wherein said programmable logic chip comprises a field
programmable gate array (FPGA). 30 3. The system of claim 2 wherein said
programmable logic chip includes non-programmable logic block, integrated
therein. 35 4. The system of claim 2 wherein said programmable logic chip
also incorporates a microcontroller. .A .A ,.A &.A39 
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