2 February 2006 | NFORVATI ON PROVI DI NG SYSTEM AND METHOD QN@bﬁEﬂ%ﬂﬁ%;NEDlUM
BACKGROUND OF THE | NVENTI ON The present invention relates generally to an

i nformation providing systemand nethod and a storage nedi um which provide
information services to an client apparatus on which a content browser. and
at | east one object operate. Mre particularly, the present invention
relates to an information providing systemand nethod and a storage nedi um
whi ch provide information services to a client apparatus on which an :
object such as an IC card operates Still nore particularly, the present
invention relates t |nf ﬁgon rOV|d| stem and net hod and a :
st or age nediun1mhi£ﬂ %I? ¥y ﬁGc§ﬁFE %#%V¥%%@O in an informtion
space to an object such as an |C card via an information processing

termnal and read the infor r@ﬁcﬁ“"&%‘h‘f’%ﬁ@‘??% the object. Yet nore
particularly, the present invention relates to an information providing
system and- net hod and a storage nedi um which associate read/wite
operations on a browser and an object on an information processing .
appar at us BACKEGPBIY @G TgEiEENMI@h use identification |

The present inventibn relates generally to an
information providing syétem'and method and a storage
medium which provide informatiqn services to an client
apparatus on which a content browser and at least one
object operate. More partiéularly, the present invention'
relates to an information providing system and method and
a storage medium Which_provide information services to a
client apparatus on whichlan object such as an IC card
ocperates.

Still ﬁore particularly, the present invent;on
relates to an inforﬁation pfoviding system and method and
a storage medium which write information content provided
in an inforﬁation space to an object such as an IC card
~via an information processing terminal and read the
informafion content from,fhe object. Yet more
particularly, the.present invention relates to an
information providing'system and method and a storage
medium'which associate read/write operations on a browser
and an 6bject on an infofmation proceséing apparatus.

A variety of devices which use identification



2 February 2006 nunbers and passwords for personal |demnjpéﬁﬁé?50@pd

aut henti cation processing have been designed and put into practical use.
For exanpl e, when users use their cash cards and credit cards at financi al
institutions such as banks, pay-in and pay-out 'operations are per.forned
by financial termnals such-as cash. di spensers by pronpting users to
enter their identification nunbers and passwords and confirmng the entry
of correct identification nunbers and passwords as a neans of verifying
the identity of the users. In a storage nediumsuch as a nagnetic stripe

di sposed onuberPi £ce s HastasaFdr LELESAS fdé{ﬁﬁ%tﬁrﬁaan%' chis
available to the bank only. Therefore, since the entry of the

above- nent 4 oesh { dentd i %a@&sm@bﬁgv@rbm?@% Srlos TRLLI hg aocess. to

this single storage area, the securlty agai nst

hardly ad%&cﬁruggl S /iy reomwthtg??1 Yisewpoint of for ggrx pr eventl on
C

for exanpl'e, contact-type | car dV|ng el'ectrical contacts and
non-contact;t 0 ata read/ writ eratlon are '
per f or ned (%/af ady%r#éejlcgrg%&ffa (palhave i ecen?r?(i/lagjb tolett}]e WelY'UséF as  cash

cards and crqglt cards Fq{ qga t | C %grd reader/vglter agparatuses
I nst aI | ed ] d’e é’sh pay-— u opera 10018 are per ormed

financial terminals such as cash dispensers by prompting
users to enter their identification numbers and passwords
and confirming the entry of correct identification
numbers and passwords as a means of verifying the
identity of the users.

In a storage medium such as a magnetic stripe
disposed on one piece of cash card, there is a storage
_area ﬁhich is available to the bank only. Therefore,
since the entty of the above-mentioned idéntification
number or password is merely the access to this single
storage area, the security against forgery and theft is
Ahardly adequate.

For this reason, from the viewpoint of forgery -
preventi@n for example, contact-type IC cards having
electrical contacts and non;contactutype IC cards on
which data read/write operations are performed via
wiréless data have recently come to be widely used as

cash cards and credit cards. For example, IC card

reader/writer apparatuses installed inside cash



2 2 February 2006 di spensers and at the entrance of con *ﬁ”&ﬂt go@nd the
ticket barrier of railway stations can access the IC cards pre en?ed by
their users in a non-contact manner. ldenti-ficati-on confirmation or

aut hentication processing between the IC card and the IC card
reader/witer is performed by matching the identification nunber entered
by user into the IC card reader with the identification nunber stored on
the 1C card. Wen the identification confirmation or. authentication
processing is successful, an application for exanple stored in the 1C card

becorres aV@iéﬁ@A@erJ@éd%@'tﬁé‘té&Pﬁ incd wdles.die v al e nfor matd on about

el ectronic m)ney or electronic ets for exarrp en I%I cation

nunber fory is referred to as Per sonal
| dent i fi cation hu%ﬂgj@ﬁg%g%ﬁfémg?%avh%nsr apid enchance CI(
m crof abri caf i C cards which have a conparatlvely | ar ge

hnol
st or age spacea%ﬁ/eeesgeonnntg c?%?% %h%]aeus‘?fése 55 AP TESRERT o & sh car ds

hold only a singl rea or_.a single application, a user nust own a
plurality of car&gegiﬁ §%§ﬁ8ﬂn§°P51€H@F&g§ GLe&UEPEREiFE4468. On the ot her

hand, the 1 C cards having a | arge nenory such as above can store a
pIuraIIty Rjfocessing between the IC card and the IC card

reader/writer is performed by matching the identification
number entered by user into the IC card reader with the
identification number stored on the IC card; When the
identification confirmation or authentication processing
is successful, an application for example stored in the
IC card becomes available. This application includes the
rvalue information about electronic money or electronic
tickets for example. (The identification number for use
in IC card acéessing is referred to as a PIN (Pefsonal
Identification Number) .

Recently, with the rapid enhancement in
microfabrication technologies, IC cards which havé a
comparatively large storage space have come into a wide
use. Since conventional cash cards hold only a single
Storage area or a single apﬁlication, a user must ownra
plurality of cards corresponding”té various uses or

'purposes. On the other hand, the IC cards having a large
memory such as above can store a plurality of

applications at the same time, so that one IC card can be



applications at the same tine, so that one IC card can beg bﬁxﬁfgﬁd?fy 2006
used for a plurality of uses. For exanple, two or nore applications such
as electronic noney for electroni.c account settlenment, an electronic
ticket for a particular concert may be stored on a single IC card to apply
it to various uses. Mreover, the |IC card may be connected to information
processing' termnals such as nobil e phones, PDAs (Personal Digital

Assi stants), and personal conputers via a reader/witer or via an externa
interface other than non-contact interface or an IC card chip may be

incorporahgngQdﬂﬁénﬂgﬁﬁéyhgyqﬁﬁzﬁ%%gcaﬁggggggbgietnt&gi casge, various

application services based on executed on information

processi ng herddngs, fo eﬁ%argileectrtom%.cu%ﬂneé;ynm?f%r a%tliegcr'lzrtoo the 1C card

may be pertorned on 1 nformation processing nal s Y f$E f the user

interface _ séﬁ gard .and di spl moni t.or, of each term.nal.. For
exanpl e, i§ tE%l Sﬁgﬁganfoﬁﬁ%éi%%ﬁea?%ﬁ? GRS ot PSSR ¢ er ni nal
connected to an. infornation retrieval, space such'as the I.nternet, the

user can search a WIS G Spad@Vica Iy WeF bricusaply it to

various uses. '

Moreover, the IC card may be connected to
information processing terminals such as mobile phones,
PDAs (Personal Digital Assistants), and personal
computers via a reader/writer or via.an external
interface other than non-contact interface or an IC card
chip may be incorporated in information processing
terminals. |

In this case, various application services based on
the IC card méy be executed on information processing
terminals. For example, the user interaction té the IC
card may be performed én information processing terminals
by use of the user interface such as keyboard and display
monitor of each terminal. -

For example, if the IC card is connected to an
information processing terminal connected to an
information retrieval space such as the Internet, the

‘user can search a WWW information space via a Web browser
which operates on the information processing terminal and

download (or write) retrieved content to the connecfed IC



whi-ch operates on the infornmation processing termnal angg l, § (or
wite) retrieved content to the connected IC 4 2 February 2 card or
upload (or read) content fromthe IC card to a |location retrieved in the
WAV i nf or mati on space. Meanwhi |l e, a general -purpose Wb browser can

di spl ay, as a page screen, content such as HTM. provided on a WWVserver.
Especially, recently, the server side can create dynani c pages by neans of
a schenme such as JSP (Java Server Pages). Handling desi gned HTM. docunents:
as JSP files allows the reflection of database values for exanple. For

exanpl e, pages my._ be rked out.as JSP _files by designer,and their

servel et i%aqrdesocrriLH)teﬁﬂj%@ &(Oarevre?aocyerccfrb s o dé"teaﬁfi TR \ieb browser
can search the MWWVinforna&an ace for the |ocations of desired content-
Ther ef or e, ° G He Uk r® P ¥5hd-1 1 %Mrﬂnéﬁ@s% IRt Peri pheral devices

such as I C cards_connected to infornation processing termnals fromthe WW
i nf or mati on spac¥eByPvhddé of CRECHEL BHERESE. VRBWEFOFSShEAEh br owser
itself cannot directly operate the peripheral devices such as |C cards
connect ed AP g orafatd SRR tEREhg ABYHAHalichrfs EBfHs austitdsd requi res

to have a device conmunication program for -
on a WWW server. Especially, recently, the server side

can create dynamic pages by means of a scheme such as JSP
(Java Server Pages). Handling designed HTML documents as
JSP files allows the reflection of détabase values for
-example. For example, pages may be worked out as JSP
files by designer and their servelet is described by
developer for use of databases.

The Web browser can search the WWW information
space for the locations of desired content. Therefore,
the user can find the content necessary for peripheral

- devices such as IC cards connected to information
processing terminals from the WWW information space by
use of the Web browser.

However, the Web browser itself cannot directly

. operate the peripheral devices such as IC cards connected
to information processing terminals. This consequently
requires to have a device communication program for
allowing peripheral devices suéh as IC cards to
communicate with desired servers, in general.

The device communication program is activated by

5



al l ow ng peripheral devices such as IC cards to comunicate with desired
servers, in general. The device comuni cati on programi Fedctuargt €dolsy 5 2
February 2006 the Wb browser for exanple, however, since the Wb browser
has no nechani sm for operating cooperatively with the device conmmrunication

program no co rati ve operation _ or synchronization is performed between
them As f&gé}%ﬁ%%@ Q%ielxé‘“\@ﬁfswvse%aﬁlﬁ&efm eBynani ¢ page

creating NAFAl Hh PSR Har HE IR P8 g ERopdrits WRAGL aiteat | on
cannot be linked with the comunication program for devices such as IC

cards. SUNMARNe GR T HRNMNYENH tARrErssdinaent s1ofcadpe natdyentonemadritdron seek
to provi i mat.j.o r.ovi di system and t hod and a storage
Q% p%de}gaﬁl%ﬂlor}l RIS nyerfrgjq_‘me\@ beq:]weeerﬁ rE%em

medi um f or y novi hg 1 ntormati oh cont provided in an

i nfornmati on spaceldsrddddessugh was ICwedy ds rick sArtan Rfearftadd en
pr ocessi %term’ nal . Enbodi nents of the present invention seek to provide

an i nf or FREBH DARADI THE <% APSTR M EY AFE £ torssgemensiiima®or novi ng
i nfor mat iﬁP,CQ!Hi%ntpaQ;{é)\@L‘Fé%iidh Ainrd¥ YdALIARFRAGS kydevi ces such as IC
1 nal |

cards via an information processing termnal while operating, in a
cooper at iapEmETRtlgemvergraand ol identisds suwh ias dilateiros .

SUMMARY OF THE INVENTION

Embodiments of the present invention seek to provide
an information providing system and method and a storage
medium for preferably moving information content provided
in an information space to devices such as IC cards via an
information processing terminal.

Embodiments of the present invention seek to provide
an information providing system and method and a storage
medium for moving information content provided in an
information space to devices such as IC cards via an
information processing terminal while operating, in a
cooperative manner, servers and clients in the information
space and the devices connected to the clients.

Embodiments of the present invention



space and the devices connected to the clients. Enbodi nents of the present

invention 6 2 February 2006 seek to provide, via a @rq@@&@agﬁrnggmsing
content, an information providing systemand nethod and a sforage nmnedium
for providing information services to client apparatuses on which the
browser and at | east one object operate while providing a cooperation
between the provision of content to the browser and the comrunication

with the object. According to the first aspect of the present invention,
there is provided a systemfor providing information to a client apparatus

on whi ch . aselrbusprotdde, by ousaNBrenstenkoandr8hst 8§StoRBENPDI g6t Operate,
including: a view server for providing content to the browser; a
conmmuni cat +BROEBREPNf Browhding spshemi eadi nathwiit hbnihe sbpesye and an
application server for nmaking the view server and the comunication server
cooper at e Weehumefieh proeidifgr imfeysbtenbnascusedebergi 81 denptes a | ogica
collection of a plurality of.apparatuses (or functional nodules for -
i npl ement i #gPpEa tices aon fuinteh otlsy BACWHEs 804 4HPlé£at 1 O Wisiber each of
t he apparatuses or nodules is accomodated in a single housing.

operate while providing a cooperation between the

provision of content to the browser and the communication

with the object.

According to the first aspect of the present

invention, there is provided a system for providing

infgfmation to a client apparatus on which a browser for

browsing content and at least one object operate,

including: a view server for providing content to the

browser; a communication server for making communication

with the object; qnd an application server for making the

view server and the communication server cooperate with

each other.

St

Term “systemf as used herein denotes a logical
collection of a plurality of apparatuses (or functional
modules fo; implementing particular functions) and has no

| implication whether each of the apparatuses or modules is
accommodated in a single housing.

According to the second aspect of the present
invention, there is provided an information providing

method for providing information services to a client

7



Accordlng to the second aspect of the present. invention, g&yﬁﬁybgmyrovided
an information providing nethod for provi ding |nfornat|on services to a
client 7-2 February 2006 appar at us_on whi ch a browser for browsing content
and at |east one object operate, including the steps of: providing
content to the browser; nmaking comunication wth the object; and nmaking
the. view server and the communication server cooperate with each other
The -above-nentioned view server can dynamcally generate content by use of
JSP (Java Server Pages). Therefore, the cooperation mﬁth t he conmuni cati on

server pl i catio senver can | | MltO d nanlca rate
content s a?Pcé]rom Yod Wi PH the comiint cat |ro(n% 't r?eonotb‘?‘é arg:ﬁ %he client
appar at us eaé%_and provuge the ener at.ed .cont t to the browser, For
exanpl e, wHeh cot T L i tH T A6 FrRHE T i ent appar at us,

t he conmuni cat.i on server not|f|es t he application server of the
est abl i shri¥ty 1“9rﬁ?%%ﬁﬁeéﬁ?&Wet9ﬁ¥@ﬁ§7c&WﬁﬁQﬂMQﬂ?Qﬂﬂkﬂﬁ ati on
bet ween the communi cation server and the view server. Wen nutua

aut hent i cati'dh '€ phiestmednd (Y 10l ddevors e ciaéhttdpar at us, the

communi cation server notifies the application server of a result of the
mut ual communication server cooperate with each other.

The above—mentioned view server can dynamically
generate content by use of JSP (Java Server Pages).
.Therefore,‘the cooperation with the communication server
via the application server can allow.to dynamically
generate content synchronized with the communication with
the object on the client apparatus side and provide the
generated content to the browser.

For example, when connection is made with the
object of the.client apparatus, the communication server
notifies the application server of the establishment of
the connection, thereby can provide synchronization
between the communication server and the view server.

When metual authentication is performed with the
object of the client apparatus, the communication server
notifies the application server of a result of the mutual
authentication, thereby can provide synchronization
between the communication server and the view server.

Wheh é read operation is performed on the object of

the client apparatus, the communication server notifies



© operation-:
- object of the client a (?arat us, the com‘rum catl on server notifies the

aut henti cation, thereby can provide synchronization bEt%ﬁ%%lkﬂfzooa

communi cation server and the view server. Wien a read operation I's

per' forned on the object of .the client apparatus, the comrunication
server notifies 2 February 2006 the application server of a result of the
read operation, thereby can provide synchronization between the

conmuni cation server and the view server. In this case, in response to the
read result notice fromthe conmunication server, the application server
notifies the view server of the contents of the read result t hereby can

synchroni ze di s contents on the browser WI h the sult of  the read
, @b%e @?f%/%% SO} TV et £ vir5 g a?l?%nr‘? PRTG R on t he

appl i cat i o SeFR%ErCHE BEF t SHCHIRN G2 £ 00 RRERFDALDS her eby can provi de
synchroni zati on between the conmmunication server and the view server. In

"this casecoqﬂﬂlrfje%‘?ﬁﬁ% FOrYe R4 e SEWAY TRV f AdmttHE ceé’muni cati on

server, the application server notifies the view server of the contents of
the wite ¥esiftponsrrebythe arpay medioi Zeotdiepl fyoredritent s on the browser

with the result of the wite operation done on the object. Wen the

comruni catdamusida then obgeotr of theheaprel i enti appeamatars netidissed;hd he

conmuni cati on server , :
view server of the contents of the read result, thereby

can synchronize display contents on the browser with the
result of the read 6peration done on the object.

When a write operation is performed on the object
of the client apparatus, the communication server
notifies the application server of a result of the write
Qperation, thereby can prqvide synchronization between
the communication server and the view server. Tn this
case, in respénse to the write result notice from the
communication server, the application server notifies the
view server of the contents of the write result, thereby
can synchronize display contents on the browser with the
result of the write operation done on the object.

When the communication with the object of the
client apparatus is closed, the communication. server
notifies the application server of a result of the close
operation, thereby can provide.synchronization between

- the communication server and the view server.

According to the third aspect of the present



notifies the application server of a result of the close,gQlerati-8hs

t hereby can provide synchroni zati on between the communi cation server and
the view server. According to the third aspect of the present 9 2 February
2006 invention, there is provided a storage nediumstoring a .
conput er -readabl e software coded to execute, on a conputer system
processing for providing information services to a client apparatus on _
whi ch a browser for browsing content and at | east one object operate, the
conput er -readabl e software including the steps of: providing content to

the brovser  Jpk| g COIMDI £8L1ON; i I, the, obleqtsyand fiaking, provi sion of

content to t roiwser and ¢ nication W he "0bj ect cooperate with

each other. The, stora di um associ afed with the above- nentioned aspect
provide, in %%%D?%?g%g%a%? t‘faolf?ncocge(ﬁ:ﬁpttﬁ S o a |

gener al - pur pose,_ conput er system on, whi ch various program codes are
execut abl ecfcpr?%?t%&g%ﬁf%‘?m' W%C%ﬁ%%%ef%d?ﬁﬂﬁ%%%dé%ml e and

portable storage medium such as DVD (Digital Versatile Disc), CD (Conpact
Di sc), FDRFEIBP OF Y, Cot eV qmidts: Ot iBHich @ 8PWssr deanpl e.
Alternatively, it is technologically possible to provide conputer software
to a partiQﬁﬂ%ﬁlng content and at least one object operate, the

computer—readable software including the steps of:
providing content to the browser; making communication
with fhe object; and making provision of content to the
browser and communication with the object cooperate with
each o?her.

The storage medium associated with the above-
mentioned aspect provide, in a computer—readable fofm,
computer software to a general-purpose computer system on
which various.program codes are executable, for example.
This storage medium includes detachable and portabie
storage medium such aé DVD (ﬁigital Versatile Disc), CD
(Compact Disc), FD (Floppy Disc), or MO (Magneto-Optical
_disc) for example. Alternatively, it is technologically
possible to provide computer software to a partiﬁular
computer system via a transmission medium such as a
network (regardless of wired or wireless).

rThe storage medium associated with the above-
mentioned aspect defines the cooperative relationship

between computer software and storage medium in order to

10



conputer systemvia a transm ssion nmedium such as a network (regardl ess of
wred or wireless). The storage nmedi um associ at ed ﬁ“f‘@b% he abé)(g(g-‘ nment i oned
aspect defines the cooperative relationship between cor%f)%]f%r % tware and
storage nediumin order to 10 2 February 2006 realize the functionality of

articular canputer software. on a_conputer system |n qther words,
Pnstal | ati S iGF phedatSE PR e Sl BT SHATEPEO BT SO Bt 2o fet em vi a

t he st or agenpeeir usysBSB0Chad et Wbl d heiadiove areat i chedeaspeaiinaid ows to
provide a__coqQperative action on the conputer system_thereby. can provide
Gener al | y*HHRECRNE0 FUIRAET SRt GTPHCES B 11b V45 ot K id PR Hilhod
associ at etbasictih t bewialiovee na@nticanedt t esepe GispeetaspBeiss toApcordiang to a

fourth aspect. of;the Bregent Lovention., there.s.provided a computer

sof twar e poréogram Coded 10 éxetlt & "r 0N & SrpUt er system ocessing for
provi di ngoansred it tlon sager finesidnelaeEf¢ad aapphe atwsseonanfli idhe a br owser

Sof tvar 6 MATSS oy Sorar Bl S g e 88 Bl ¢
browser; nmaki Mroadimai tatd dountl hswod obj eet ;pramdnt nakiend ipnovi si on of
ot e o e LR WLy .00 el cfagpgate vt
on a computer system, processing for providing information
services to a client apparatus on which a browser for browsing
content and at least one object operate, said computer software
program comprising the steps of:
providing content to said browser;
making communication with said object; and
making provision of content to sald browser and
communication with said object cooperate with each other.
Embodiments of the information providing system, method,
and storage medium as described above are capable of moving
information content provided in an information space to IC cards
for example via an information processing terminal.
Embodiments of the information providing system, method,
and a storage medium as described above are capable of moving
information content provided in an information space to IC cards
via an information processing terminal by making servers and
clients in the information space and devices connected to the

clients cooperate with each other.

Embodiments of the information providing
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and storage nedium as described above are capabl g é;f brmvi ng., .Lof ormati on
content provided in an information space to |IC c&rd§ rPSFYegg-brgl e via an

i nformation processing term nal. Enbodi ments of the information providing
system nethod, and a storage nmedium as described above are capabl e of
nmoving information content provided in an information space to | C cards
via an information processing termnal by making servers and clients in
the informati on space and devi ces connected to the <clients cooperate with
each other. Enbodinments of the information providing 11 2 February 2006
system nmetEanietd ot orage aredti amagl encchipablaa- ofcanon dimg i nf or mati on

services lam,:-)lc;;)lrnq;lws browsing . content to each client apparatus on
whi ch the\@brovvser ang{fgaﬁﬁtelé)ﬁ e’ 1515] % ct 2o Fe PHE S 4th (g P iaves igsbper at i on
with the apereati aw efadte JakiraCtaprBRiEn DESCRREHON 1 pdE DRAWNGS These

and ot her aocbj ects of the invention will be seen by reference-to the
descri pti 61, t°&&n 9 &t ICRTratier h thiveugdc dingamypiops rértdwimgrithl G 1 i s

a schemat ithedicg@ramiidnl Wt kald R@-aconfiguration of a network system
associ ated with one enbodinent of the present invention; FIG 2 is a

schematic diagramillustrating the

BRIEF DESCRIPTION OF THE DRAWINGS

These and other objects of the invention will be
seen by referencevté the description, taken in connection
with the accompanying drawing:

FIG. 1 is a schematic diagram illustrating a
configuration of a network system associated with one
embodiment of the present invention; |

FIG. 2 is a schematic diagram illustrating the
connection of an IC card 30 to a client apparatus 10 via
an IC card reader/writer; |

FIG. 3 is a sequence diagram illustrating a
‘Processing procedure for initializing the connection
between an application and the IC card 30;

FIG. 4 is a sequence diagram illustrating another
processing procedure for initializing the connection
between an application and the IC card 30#

FIG. 5 is a sequence diagram illustrating a

processing procedure for mutual authentication of the IC

i2



connection of an IC card 30 to a client apparatus 10 viay fldy 56661
reader/witer; FIG 3 is a sequence diagramillustrating a 'processing
.procedure for initializing the connection between an application and the
IC card 30; FIG 4 is a sequence diagramillustrating another processing
procedure for initializing the connection between an application and the
IC card 30; FIG 5 is a sequence diagramillustrating a processing
procedure for nutual authentication of the IC 12 2 February 2006 card 30;
FIG 6 is a sequence diagramillustrating a processing procedure for a
server appayaf ug, 50 to access the IC card 30 for a read operation via a
client apparatus 10; FIG 7 is a sequence diagramillustrating a

processi ng procedyre for. the server apparatus, t i.splay a result of
reading fromt hegﬁg'cgr d°36 5%98‘380%@ aHFS%éiqff%Gﬁqllﬁlg & i ent apparatus

10; FIG 8.is a s.erggence dj aﬁ%r:%g} illustrating a processing procedure for
the serverPdpparatis BEFTHH ds & FEGVE Tt HPRF Fbt P virT 13 SpeT ation vi a

‘the cIier]Ct apIparatus 10; . .
he 'IC card 30 for a read operation via a client

apparatus 10;

FIG. 7 is a sequence diagram illustrating a
processing procedure for the server apparatus 50 to
display a result of réading from the IC card 30 onto a
Web browser 11 of the client apparatus iO;

FIG. 8 is a sequence diagram illustrating a
processing procedure for the server apparatus 50 to
access the IC card 30 for a write operation via the
client apparatus 10;

FIG. 9 is a seguence diagram_i;lustrating a
processing procedure.for the server apparatus 50 to
display a result of writing to the IC-card 30 onto the
Web browser 11 of the client apparatus 10; and

FIG. 10 is a sequence diagram illuétrating a
pfocessing procedure for the server apparatus 50 to close

the communication with the client apparatus 10.

DETATLED DESCRIPTION OF PREFERRED EMBODIMENTS
This invention will be described in further detail

by way of example with reference to the éccompanying
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'FIG_ 9 is a sequence diagramillustrating a  processing procedur r the
server apparatus 50 to display a result of witing to t ép%&ﬁgﬁﬁgég

the Web browser 11 of the client apparatus 10; and FIG 10 is a sequence’
diagramillustrating a ..processing procedure for the'server apparatus 50
to close the comunication with the client apparatus-10. DETAI LED
DESCRI PTI ON-OF PREFERRED EMBODI MENTS This invention will be described in
further detail by way of exanple with reference to the acconpanying 13 2
February 2006 drawings. Now, referring to FIG. 1, there is schematically
shown a caifd@ui@di on of a network system 1 practiced as one enbodi nent of
the invention. On the network system11, a client apparatus 10 which

requests content yad QLhek-ingt wer lerger vi ces.2ad;a %%\é%t%g%?t us 50
whi ch provides content and other services are interconnected via a

e voRith (D Rdnd i tRlich B BN WS AE G cided il ! et S

and servers. exist; however, for the revit
of compl &xidy Ao AN G %G SlENt ANGLANE SELVEr aLg ghoun. The
client apparatus 10 Is constituted by an  information proc&€&iriy terninal
such as'aeP§£E§¥H¥ apparatus 10 which requests content_énd'other

network services and a server apparatus 50 which provides

content and other services are interconnected via a

network 70 and their firgwalls 71 and 72. On the network

70, many clients agd servers exist; however, for the

brevity of description and prevention of complexity of

drawings, only one client and one servér are shown.

The client apparatus 10 is constituted by an

information processing terminal such as a personal

computer (PC), a mobile phone, or a PDA (Personal Digital
. Assistant) for example. |

An IC card 30 having memory capability is conneéted

to fﬁe client apparatus 10. There is not anylspecial
restriction to the connection form between the client -
épparatus 10 and the IC card 30. TFor example, the IC card

30 may be connected to the client apparatus 10 via an IC

card reader/writer locally conneéted to the cliént

“apparatus 1Q.(refer to FIG..2). For the client apparatus

such as a moblle phone or a PDA, the IC card 30 may be

connected to the client apparatus 10 via a card slot

14

0 onto_

I on ana pr evention



conputer (PC a mobi I e phone, or a PDA (Personal Digita| t) for
exgﬁple. gn ?C card 30 having nenory capability is conne?ﬁégﬁiﬁgﬁéﬁg client
apparatus 10. ‘There is not any special restriction to the connection form
between the client apparatus 10 and the 1C card 30. For exanple, the IC
card 30 may be connected to the client apparatus 10 via an | C card
reader/witer locally connected to the client apparatus 10 (refer to FIG
2). For the client apparatus such as a nobile phone or a PDA, the IC card
30 may be connected to the client apparatus 10 via a card slot 14 2

February 2006p6ks@0sRSréHer&on 0 -¥i @ Ao i@geff'ﬁ(?erfcﬁc%rprI@rhelrgl card - chip-
may be installed on the client apparatus 10. It should be not that the

| C d | C d
card chépigngay hee | &ngad th & &n gﬁ@rég%rlbﬁ’aa{rpgjaqa{)é% lbr ¢ an L C car

herein. QOperating on the client apparatu omser 11 for

sear chi ng-af 1§ .4 Coy SHRARE S G (0., Wide eb) bui Lt on the

network 70 and a client for object or an o |en
obj ect opefatdng. he. £ S-40; 185 4& eripheral device like
the I1C caﬁ“rr 30 an :% app]}ca i'on t %{a&géﬁﬁﬁ%léﬁiéjﬁnth the server apparatus

Fg' In the exanpl%pe%@%%@glgang% clien g%bgggtugpf6aégg %0 has only the

browser 11 for searching -an information gspace such as WWW
{(World Wide Web) built on the network 70 and é client for
object or an object client 13. for such an object
operating on the.client apparatus 10 as a peripheral
device like the IC card 30 and an application to
communicate with the server apparatus 50. In the example
shown in FIG. 1, the client apparatus 10 has only-the IC
card 30 as an object which communicates wiﬁh the server
apparatus 50,‘50 that only the single object client 13 is
active; if a plurality of objects are operating, a |

plurality of object clients corresponding to these

R

objects may operate.

The Web browser 11 and the object client 13 can
rsend HTTP requests to the server apparatus 50 on the
network 70 and receive HTTP responses from the server
apparatus 50. However, because of the conditions such as
the existence of firewalls and the network configuration,
the Web bfowser 11 and object client 13 do not basically

" recelive HTTP requests from the server apparatus 50.

15



card 30 as an object which communicates with the server r.at 0, so
that only the'siLgIe object client 13 is active; if a pFﬂ%%ﬁfﬁwﬂﬁxéobjects
are operating, a plurality of object clients corresponding to these

obj ects may operate. The Web browser 11 and the object client 13 can send
HTTP requests to the server apparatus 50 on the network 70 and receive
HTTP responses fromthe server apparatus 50. However, because of the
conditions such as the existence of firewalls and the network
configuration, the Wb browser 11 and object client 13 do not basically

recei ve HTTP requestthd roahdiheraser vethapparatius ik raing Feelriary 2006 On
the ot her hand, the server. apparatus 50 is constituted by such a conputer

syst em havifgs @i teospasat s eh Ya PONRH &£ r COPPLLH NG PONEr s and a mass storage
device as a workstation (W) or a personal conputer (PC). Cenerally, the

)
server appesidisa®lyd ty RAGRADYcdnp@elg SR OVA A Ng sl neser AL T LY. The

server apparatus 50 provides information ~“services to the client,” apparatus
10 on whi clied fiee Wb 2 broMssE a lilgan past, one, obi e exaapl e, a
peri pheral device suach as thae IC cg?%)t 3% gén an Org%oltlg%rglligérﬁ.@p‘t hi s

Server apnﬁgééféﬁ£¥¥ E%é”§%%5%¥\g¥paratus 50 is managed by a

service providing business entity.

The server apparatﬁs.SO provides information
services to the client.apparatus.lo on which the Web
browser 11 and at least one object (for example, a
peripheral device such as the IC card 30 and an
_applicatién). on this server apparatus 50, a view server
51, an application server 53, and a communicatibn,server
55 are operating. Also, the server apparatus 50 has a
temper-proof hardware module SAM (Secure Application
Module) 57.

The view server 51 provides Web content described
in HTML (Hyper Text Markup Language) to the Web browser.

- The present embodiment is adapped to provide dynamic HTML™
'content to the view server 51 by use of JSP (Java Server
Pages) . |

The cpmmunication server 55 controls the

'communication with such objeqts operating on the client
apparafus 10 as a peripheral device like the IC card 30

connected to the client appaiatus 10 and an application.

16



51,. an application server 53, and a comuni cation server _é%ﬁare 8 rating.
Al so, the server apparatus 50 has a tenper-proof hardmaé% WHY@ M
(Secure Application Mdule) 57. The view server 51 provi'des Wb content ..
described in HTM. (Hyper Text Markup Language) to the Wb browser. The .
present enbodi nent is adapted to provide dynanmic HTM.- content to the view"
server 51 by use of JSP (Java Server Pages). The conmunication server 55
control's the comruni cation with such objects operating on the client
apparatus 10 as a peripheral device like the IC card 30 connected to the

client apparatus ckheasd 130 appld Q1 vES o TRV Y 2006 sGeperal Iy, no
cooperative operation is perforned between the view server 51 and the

- comuni cath @y SE Vi e 551 evs d P £ 4 Nl APPRL aé&%[ij}l’pl%é &re 4319

cooperative operation between the Wb browser and the object client 13

(the VED DIONSOL LheMfiaeh Yk i ORECtnadld YUt pt3eg ]%té% once the

activation has been perfornmed, b "Br owser and “obj clrent 13
oot 2o | SREAT e PN, U o B oy LT AR " o
SynChrOHIfo&éﬁ{r1§rT%§é”ﬁgg“ﬁ¥gﬁ§g}-11 may activate the object |
client 13, but, once the -activation has been performed,
the Web browser 11 and object client 13 operate
independently-of eachrother). Hence, the disﬁlayihg of
content supplied from the view server 51 to the Web
browser 11 cannot be synchronized with the communication
between the object such as the IC card 30 and the
communication server 55. Namelf, if the view server 51
can dynamically create content for the Web browser 11 on-
the basis of JSP for exanmple, the displaving of the
. content is performed independently of the communicatioﬁ

between the object such as the IC card 30 and the

Rl b\‘f-{‘

L _ communication server 55.
On the contrary, in the present embodiment, the T
-applicafion server 53 performs a cooperative operation
between the view server 51 énd the communication server
55. Conseqguently, the view server 51 can dynamically
- generate Web content corresponding to the communication

with such an object on the client apparatus 10 as the IC

‘card 30 and, at the same time, the client apparatus 10

17



between the object such as the IC card 30 and the communjcati ver 55.
Nanely, if theJ view server 51 can dynamically create co%'g%rb%rgrzaﬁé]e Web
browser 11 on the basis of JSP for exanple, .the displaying of the content
is performed i ndependently of the communication between the object such as
the 1C card 30 and the conmmunication server.55. On the contrary, in the
present enbodi nent, the application server 53 perforns a cooperative
operation between the view server 51 and the conmmunication server 55.
Consequently, the view server 51 can dynamically generate Wb content
correspondtay disp ey COBUH SALd O e SR SWE Neo 8P ObE SifhuPNcd PEoC1 T ent
apparatus 10 as the IC card 30 and, at the sane tinme, the client

appar at us'Hécvider? Hebrasyae 2006 @an Qif@:ﬁ'@}’aﬁ;?@rm f&réﬁ%pﬂ{'@i ng to the

comuni cati on between the object on the client apparatus 10 and the server

appar at us &0-ait Quifia- HAD, BIOWSRLG Whd RS dleses | ediLater In more

detail). The SAM ides all such access technol ogies associated with the

| C card 3Qas-thakey.and 4,06 essing the information of high
security like tlhe valaue i'n %%aé; iq{)entégjt red in the IC card 30. The

communi cat i on Seqkg <55 ¥5eRshAE S SN 2rder Lo gecgss the | C card

associated with the IC card 30 as the key and logic for

accessing the information of‘high security like the value
information stored in the IC card 30. The communication

server 55 uses the SAM 57 in order to access the IC card

30 in read/write operations and authenticate the IC card

30.

FIGS. 3 and 4 shows the processing procedures for
initializing the connection between an application.and
the IC card 30.

When a user operating the client apparatus 10
selects a desired service on the screén of the Web
browser 11 and then enters a predetermined parameter, the
view server 51 gets the client ftype at this point of time
énd returns a corresponding message to the Web browsef 11.

At this point of time, the view server 51 or the
appliéation éerver 53 holds all necessary information in
‘Bean (this Bean becomes an argument to library; the

‘information necessary for this Bean is such information

necessary for writing to the IC card 30 as service name

L8



30.in read/wite operations and authenticate the IC card I 3 aﬁa'4
shows the processing procedures for initializing the.co%A%%¥$5%S§¥%ween an

application and the IC card 30'. Wen a user operating the client
apparatus 10 selects a desired service on the screen of the Wb browser
11 and then enters a predeterm ned paranmeter, the view server 51 gets the
client type at this point of time and returns a correspondi ng nessage to
the Web browser 11. At this point of tine, the view server 51 or the
application server 53 holds all necessary information in Bean (this Bean

becones anamd gusent it i D g6 hathien) | NFRITERL | G NECESSAN Tak LS Bean is
such information necessary for witing to the IC card 30 as service nane

18 2 Febr UasyaiR00h etk 165 611 HNM 1 D1 R I8 PN, HEALE) o 16, Sessi ons al ready
established are also naintained in the followng sequences. The user

performs asdduahcedpnfirmation for service acceptance (by clicking the K
button, for exanple) In response, the Wb browser 11 requests the view

e O SH! LRGSRl OYIrS TR YhAYSR YR BLiGRLLS an
acceptance (by clicking the OK button, for exanple}. In
response, the Web browser 11 requests the view server 51
for starting service provision.

The view server 51 calls an expansion tag for
initialization for serﬁer to generate an application
instance for‘the IC card 30 (specifies name Bean as an
-argument). After generating the instance, the view server
51 disconnects the thread. At this point of time, . the
ﬁiew server 51 switches to the status check mode. In this
mode, the view server 51 waits until.a connection reqguest

- comes from the card connection (the threads branches into

a thread for communicating with the Web brdwser 11 and a

"‘n-ﬁ/

thread for processing a card application). The view

sexrver 51 specifies both the expansion tag and Bean.

In response to the generation of the application
thread, the gpplication server 53 gets the client type
from the user agent and start an open operation,
‘attempting to initialigze the‘client.

‘Upon calling of an expansion tag for initializing

for client, the view server 51 specifies MINE type to the

19



initialization for server to generate an application i n?i:a{;ce fﬁf 6t he 1 C
card 30 (specifies nane Bean as an argunent) After gene £ W&ryt 8
instance, the view server 51 disconnects the thread. At this point of

tinme, the view server 51 switches to the status check node. In this node,"
the view server 51 waits until a connection request -conmes fromthe card
connection (the threads branches into a thread for comunicating wth the
Wb browser 11 and a thread for processing a card application) The view
.server 51 specifies both the expansion tag and Bean. In response to the

generation,fr they apRldLatd Annd W eag, 4 h:%ea%%bieccact ICQLnlet%q{ ves 93 gets t he

client type fromthe user agent and start an open opération, lastterrpti ng to

el 2o e e, Hoeald) NG 0f an expansi oy tag for initializing

for client, the view server Specifies “he 19 2 Febr uary

2006 user and content..so that the object ient 13.is activated for
t he obj ect suéﬁﬁggﬁﬁec%&ﬁld% tsfrvce&nﬁfﬁacégtetéls\m%% t%@ $BPVEPMEppar at us 50.
At the sarﬁmetir‘rfe, Wvi ew server 51 displays a nessage for pronpting a wait
onto the screen  of 't & WES oﬁgeﬁp S ThaRsSEe MW SIREPBE wai t s

until connection is %stabl i shed between the application server 53 and the
comuni cat® onto the screen of the Web browser 11. Then, the

view sérver 51 waits until connection is established
between the application server 53 and the communication
server 55, |
In response to the message from the view server 51,
the Web browser 11 requests to start the object client 13.
At the same time, the Web browser 11 requests the view
server 51 to wait until the connection, namely the card
connecfion is established between the communication
- server 55 and the object client 13 (this is in.the case
- in which the client épparatus 10 operates in a multi-
thread mode as with a PC).
Subsequently, the quect client 13 performs a
handshake operation for establishing connection with the o
communication server 55,

The communication server 55 reports the activation

application server 53 connects to the application object.
The application server 53 requests the

communication server 55 for the establishment of

20



server 55. In response to the nessage fromthe view serv%rFe%]’luary S&Web
browser 11 requests to start the object client 13. At the Ssane’ Tinme, the
Wb browser 11 requests the view server 51 to wait until the connection,

‘nanmely the card connection is established between the comunication

server 55 and the object client 13 (this is in-the case in which the client
apparatus 10 operates in a nulti- thread node as with a PC).. Subsequently,
the object client 13 perfornms a handshake operation for establishing
connection with the conmunication server 55. The conmmuni cation server 55

reports theoasébvabhosr ehet BEMCEY Nty %é%:@é@'ﬂr@?éo@rﬂnﬁ%{?‘é%o 3. The

application server 53 connects to the application object. The application

server 53 seauestsst 08suEOMBUBLGRLLONOSCLYLL, PR hiilnl NEgSLEP! L ghment. of 20

2 February 2006 connection of the SA n response t comuni cati on

server 55 {gsuggyasgonnection establishnent request to the SAM 57. Upon
conpl etion of the connection establishnent, the SAM 57 sends information

:2;;??2 :ﬁet he Cwi%lo&io%erovferté;'co-glr}:teerzitj:[or}le eCs a rlis%ari{[ein(i):n, server 55
the SAM 57 sends information thereof to the communication

server 355. Then, the communication server 55 reports the
establishment of the card connection and the application
connection to the application server 53. The application

server 53 connects to the application object. As a result,
synchronization is provided between the communication
server 55 and the view server 51.

FIG. 5 shows a prbcessing procedure for performing
mutual authentication of the IC card 30.

The application server 53 requests the
communication server 55 for mutual authentication. In
response, the communication server 55 issues a mutual
aﬁthentication réquest to the SAM 57.

The SAM 57 sends a mutual authentication command -
.for the IC card 30 to the communication server 55. The

communication server 55 sends the received mutual
authentication command for the IC éard 30 to the object
"client 13.

The object client 13 performs a mutual

authentication procedure for the IC card 30 which
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establ i shnent of the card connection and the application i to the
application server 53. The application server 53 conneclg%ggﬂﬁﬁgbﬁﬁ
application object. As a result, synchronization is provided between the
communi cation. server 55 and the view server 51. FIG 5 shows a processing
procedure for perform ng nutual authentication of the 1C card 30. The
application server 53 requests the comunication server 55 for nutual

aut hentication. In response, the conmunication server 55 issues a nutual
aut henti cati on request to the SAM 57. The SAM 57 sends a nut ual

aut hent | catioPocasyRng «forythed Goaid 30:1 0 She. cammuni cat i on server 55..

The communi cation server 55 sends t &cei ved nutual adthentication

command fof.th [ e object client 13 The object client 13
perfornms a ?r%%ﬁ%%cagﬁ%ﬁ%% i%g?%%htlp?‘%)%leo Ure*1R 3 he I ¢tard 30 which 21 2

February 2 onded to the nutu aut henti.cati,on command and returns a
mut ual aut%éﬁ#é%gﬁégho?e%%%ﬂ%% ?%‘tﬁée SO ICAT6R SEFVEF 88, The
communi cati on,server 55 .&ggds t he recei ved mutual authentication response

to the S%ﬁﬁ%%? the recei mutual authentication response to the
SAM 57,

The tramsmission of the mutual authentication
comﬁand and the returning of the mutual authentication
response are repeated by the necessary number of times.
Then, lastly, the object client 13 sends a finished
message to the communilcation server 55 and the
communication server 55 sends a mutual authentication
result to the application server 53, thereby providing
synchronization between the communication server 55 and
the view server 51, upon which this processing procedure
comes to an end. |

FIG. 6 shows a processing procedure for the server
apparatus 50 to access the IC card 30 for a read
operation via the client apparatus 10.

The application‘server 53 requests the
communication server 55 fdr reading the IC cérd 30. 1In
response, the communication server 55 issues a read

request to the SAM 57.
The SAM 57 sends a read command for the IC card 30

to the communication server 55. The communication server

22



t
l

The transmi ssion of the nutual authentication comand antJdui&ary 8548 Ni ng of
the nutual authentication response are repeated by the necessaty nunber of

times.. Then, lastly, the object client 13 sends a finished mnessage. to

t he communi cation server 55 and the communication server 55 sends a nutual
authentication result to the application server 53, thereby providing
synchroni zati on between the communi cation server 55 and the view server
51, upon which this processing procedure conmes to an end. FIG. 6 shows a
processi ng procedure for the server apparatus 50 to access the IC card 30

for a readss opsiad i@k ided Neegli&M ARRAIAE Uﬁ)il()cheThﬁathl%é i i@cgoser ver
e .

53 requests the comunication server 55 for reading card

response, {he Qonaani catdpn server 55 issues a read request to the SAM 57.
The SAM 57 sends a read command for the I1C card 30 to the conmmunication

Fecetved Tead command P or ha IO CAPa PSS ‘Pa1ot Re L SLoRt SEFLORE B3 The

recei ved read command for the I'C card t obje :

oDl oot oy Y 1 A8 IR LEAL RGNS, Ohe Y CHRAL%E O
returns a read response to the communication server 55.
The communication server 55 transfers the read response
to the SAM 57. |

The transmission of the read command and the
returning of the read response are repeated by the
necessary number of tiﬁes. Then, lastly, the object
client 13 sends a finished message to the communication
server 55 and the.communication server b5 sends a read
“result to the application_server 53, thereby prOViding
synchronization bétweeﬁ the communication server 55 and

- the view server 51, upon which this pfocessing procedure
comes to an end.

FIG. 7 shows a processing procedure for the server
apparatus 50 to display a read result from the IC card 30
onto the Web browser'll of_the client apparétus 10.

In response to the result report (refer to FIG. 6},
the.application server 53 sends the contents of the fead

"result and issues a user inforﬁation get requesf to the

view server 51.

If the client apparatus 10 is not a PC but a device
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returns a read response to the comunication server 55. S>TH@ cOIBHEY cation
server 55 transfers the read response to the SAM 57. The transm ssion of
the read command and the returning of the read response are repeated by
the necessary nunber of tines. Then, lastly, the object <client 13 sends a
fini shed nmessage to the comuni cation server 55 and the communication
server 55 sends a read result to the application server 53, thereby

provi ding synchronization between the conmmuni cation server 55 and -the

vi ew server 51, upon which this processing procedure cones to an end. FIG -

7 shows a I cedure he ser .. apparatus 5Q to display a
read resul%%ﬁ%?@cﬁgé 3%118(%](% ﬁfées\l/égi:b]?%véé?&l%%fp HeE ¢l i ent

appar at us r e the. result report (refer,to FIG_ 6), the
appl i cat i o%p%evéé\}gerﬁ%g&%%%disftﬁse cont e%‘f%p%%)‘gt%%afreédﬁu]reesﬁﬂet Iahd'S ssues a
user infor%§%}é¥}_ et request to.the view server 51. If the client

appar at us IS HoT a PEBut HPde\add 083 SE NSy gar (CFOU8 tRRI EheoPebat es on
a single Hpread Iin a, hobi | e phone, the Wb browser 11 is in a stopped
state whi 'FPHET3 T 1 peharFrrutisaiel ompiRiea | Th &yt w8 83 acti vat es

the Web - . .
client 13 to transfer a read result display request with

URL. The Web browser 11 performs the read result display
request on the view server 51 on the basis of the
received URL.

In response to the read result display request, the
view server 51 sends a read result display information |
input form to the Web browser 11. In response, the Web
.browser 11 sends the information to the view server 51
and view server 51 sends the status to the Web browser 11.
The view server 51 dynamically generates contents

- corresponding to the state of communication ﬁith the IC
card 30 by use of a scheme such as JSP. As a result, by
the cooperation between the view server 51 and the
communication server 55 on the side of the server
apparatus 50, the Web browser 11 can present to the user
the page which is synchronized with the communication
state of the object, namely the IC card 30;

-'.If the client apparatus iO is a device which
operates oﬁ multiple threads such as a PC, the Web

browser 11 requests the view server 51 for information
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browser 11 via the communication server 55 and object cli
transfer a read result display request with URL. The W F%rgéj\?/ég%éd%

11-perforns the read result display request on-the view server 51 on the
basis of the received URL. In response to the read result display request,.
the view server 51 sends a read result display information input formto
‘the Web browser 11. In response, the Web browser 11 sends the information
to the view server 51 and view server 51 sends the status to the Wb
browser 11. The view server 51 dynam cally generates contents

correspondipgat® the-stader of, communication with the 1C card 30 by use of.
a schene such as JSP. As a result, by the cooperation between the view

aparatus 50. tha ven proves P EEr Rtk S B iR Ade page which is
card 0. [TPTReIET | Uhe aTH Lt oGt P R hESBher BFes on mul ti pl e
phreads sqﬁgg%§ %Eﬁghzth§3VEb . browser 11 requests t he viem/server 51 for
i nfor mati on -2z 9 err_u%r 2006 ugtiat RRELonieEt i B LE f LR heTePi ent
appar.at us b]':roo1»\|TsseJ_fjl ]qlevis?eog\éq:{!ﬂa?thing, so that the Web browser 11
requests the object client 13 for connection or
activation and sends a read result display input
information get completion notice to the application
server 53 via the communication server 55. The
application server 53 issues an information get réquest
to the view server 51. |
In response to the information update re—conﬁect'
reguest from the Web browser—ll or the information.get‘
request from the application server 53, the view server
- 51 sends an input result notice to the application sefver
53.
Receiving the réad result display information input
form, the Web browser 11 can enter‘the information to be -
written to the object, namely the IC card 30 or fhe
 information which affects the information to be written
to the IC card 30. At the same time, the Web browser 11
can sends the entered information from the view server 51

to the application server 53. Receiving this information,

the application server 53 can manipulate . the receivéd
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operates on a single thread |like a nobile phone, the objsgg I 13 isin
gapstopped state while the Wb browser 11 is operating, EgéPﬁ%bﬁgﬁg Web
browser 11 requests the object client 13 for connection or- activation and
sends a read result display input information get conpletion notice to the
~application server 53 via the comunication server 55. The application
server 53 issues an information get request to the view server 51. In
response to the information update re-connect request fromthe Web browser
11 or the information get request fromthe application server 53, the view

server 51 Benslsnaniompata rasy ty rf%i’:f@e 10, .tﬁ?e ¢ é&@t inoar}ne ex_,rhvtek{&SB'
e

Receivi.ng the read result display information i nput” form b browser

L1 can entee e (96 O MRUAD d GGy ML 14,20, 10,406 obj echy narel y, the 1C

card 30 or the infornation whi he T nformati tten to

the 1 C cargh 30+ Aln thesale ééa{?’%ﬁhweﬁ%%%’h%rig F%Odéilﬁsﬁ%aqns‘egfsgjs%}sehe entered

information fromthe view server

- Recei ving | S i.on t he application server 53 can nanipulate the
e B B Gy

received 25 uary mati on and send a notice to the object,

namely the s
- y FIG. 8 shows a procéssing procedure for the server

apparatus 50 to access the IC card 30 for a write
operation via the client apparatus 10.

The application server 53 regquests the
communication server 55 to write to the IC card 30. In
response, the communication server 55 issues a write
request to the SAM 57,

The SAM 57 éends the write command for the IC card
.30 to the communicatibn-server 55. The communication
seryer 55 sends the received write command for the Ic

- card 30 to the object client 13.

The object client 13 performs a read procedure on
the IC card 30 which responded to the write command and
returns a write response to the communiéation server 55.
The communication server 55 sends the recelved write
regponse to the SAM 57.

The transmission of the write command and the
returning of the corresponding write response are
repeated by the necessary number of times. Lastly, the

object client 13 sends a finished message to the
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I C. card 30 via the conmuni cation server 55 to specify an i such as
‘read or wite which corresponds to the. object and user ?é%%ggffmgPG. 8
shows a processing procedure for the server apparatus 50 to access the IC
card 30 for a wite operation via the client apparatus 10. The application
server 53 requests the conmmunication server 55 to wite to the |IC card 30.
In° response, the communication server 55 issues a wite request to the SAM
57. The SAM 57 sends the write comand for the IC card 30 to the .
conmuni cation server 55. The comuni cation server 55 sends the received

wite commeBsmfial chheoh Gepald 39t gyt hg, Ohjact tﬁ'[d&%ggﬂgﬁ C%ﬂee obj ect

client 13 perforns a read procedure on the IC car responded to

the write sommmndcanton! SLivaS & VELLS £esPanse d o Liie coppupicalion server
S S

55. The communi cation server e received wite response to the

SAM 57. Thgpﬁiggégiggigg&ggrt§§’vg#ﬁghgggggﬁghgﬂgh%ggg%%§$%éning of the

corresponding wite response are epea y nunber of
e b knebiCn Ol LER oA % SENGS & (LI SSY JESSAPL [, the 26 2
51, upon which this processing procedure comes to an end.

FIG. 9 shows a processing procedure for the server
apparatus 50 to display a resUlt of writing to the IC
card 30 onto the Web browser 11 of the client apparatus
10.

In response to a write result notice (refer to FIG.
8), the application server 53 issues a write result
contents notice to the view server 51.

If the client apparafus 10 operates not on a PC but
on a single thread such as a mobile phone, the Web
browser 11 is in the stopped state while the cbject
client 13 is Qperating. Hence, the application server 53
activatés the Web browser 11 via the communigation server
557and the object client 13 to send the write result -
contents notice to the Web browser 11 as in a form of
write result display with URL. Then, on the basls of the
received URL, the Web browser 11 requests the view server
51 for displaying the write result.

In response to the write result display request,

the view server 51 displays the write result onto tﬁe Web
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conmmuni cation server 55. At the sane tine, when the co erver

55 reports a wite result to the application server 53n2§3%€%£%n@%§tlon is -
provi ded between the communication server 55 and the view server 51, upon -
whi ch this processing procedure cones.to an end. FIG 9 shows a processing
procedure for the server apparatus 50 to display a result of witing to
the IC card 30 onto the Web browser 11 of the client apparatus. 10. In
response to a wite result notice (refer to FIG 8), the application
server 53 issues a wite result contents notice to the view server 51. I|f

the client pappakat 104ppe S on C but on a single thread such as
a nobil e phonegé?hg§Véb ggoﬁgéﬁ ver %f Yop STHE T ihe obj ect

client 13 a the l'ication_server 53 activates the Wb
‘browser 11E§P28§%eEc%%ﬁﬁ |C§%P8nt8e%8§r5t%§eaﬁ§ ERBTBB{EaFLeri BAEN13 to

“send the sult tents n tlce to the Web browser 11 as in a form
""Eh& agﬁwg

of wite réestl ngﬁp FhuﬁﬁLo TReRACRERSt AECBadFsIOP-t e & ecei ved URL,

t he Wb brgmse regﬂests the view server 51 for displaying the wite
result. In ?3§%angyt PhEoRPPEatiaRuPELUESDI Bher Bausservehe5 Vi amd ser ver

51 displayg the wite result onto the Wb 27
he communication server 55 on the side of the server

apparatus 50, the Web browser 11 can present to the user
the page which is synchronized with the communication
state of the object, nameiy the IC card 30.

If the client apparatus 10 is a device which
operates on multiple threads.such as a PC, the Web
browser 11 requests the view server 51 for information

.update re~connection.

If the client apparatus 10 operdtes on a single

thread such as a mobile phone, the object.client 13 is in
- the stopped state while the Web browser 11 is 6perating,

éo that the Web browser 11 requests the object client 13

fbr connection or activation and sends_a close notice to

‘the application server 53 via the communication server 55.
FIG. 10 shows a processing procedure fbr the server
appa;atus 50 to end the communication with the client
apparatus 10.
- the application server‘Sé issues a close réquest to

the communication server 55.

In response to the close regquest, the communication

28



2 February 2006 browser 11. The view server 51 dynami call, er 26&§ t he
content corresponding to the state of communi cation with ¥e%%% card 30 by

use of  a scheme such as JSP. As a result, by the cooperation between the

vi ew server 51 and the connunicatron-server 55 on the side of the server
apparatus 50, the Web browser 11 can present to the user the page which is
synchroni zed with the communication state of the object, nanely the IC
card 30. If the client apparatus 10 is a device which operates on nultiple
t hreads such as a PC, the Wb browser 11 requests the view server 51 for

| nf or Mt | QflryAdaP J SO RN ndf; NG 1 GNIe APRY alys 10 qperates on a

single thread such as a nobile phone, the o ject clerdt Ln VéB
st opped st ro r S o t.i ng, 0 at . the
br O\Rrser 115a%ngeq\t,1%sf¢s the o jesgt ?ledrrst]aff of(?rra%olr?ﬁle&lrt%‘nt%‘? 8EJE7% i on and

sends a cI €, t he applicat.ion server 53 via the communi cation
server é?pfdp%%dﬁélﬁ?ﬁﬁ' Igésrﬁﬁjﬁ%ocedure for the server apparatus

cer ver egg | Soucs Th erBeE PERHCEPPEEStERe BokiuRl QaFiGh SBicRriSe In
response &P qg Cloé%igg“gigﬁ a%h%.%ggﬂgggigiﬁgﬁ the object client '
13 issues a connection reguest to the Web browser 11 for
connection to the close URL. In response, the Web browser
11 accesses the view server 51 to get the content
specified by the URL.
When the close processing has been completed, the
SAM 57 returns the information thereof to the
communication serﬁer 55. The communication server 55
notifies the application.server 53 of the completion of
close operation.
The application server 53 notifies the view server
51 of the completion of close processing. As e result,
sjﬁ&hronizetion is provided between the communication
server 55 and the view server 51.
The view server 51 notifies the Web browser 11 of
the end of service. The user operating the client
apparatus 10 can know the end of service on the screen of
the Web browser 11. |

While the preferred embodiments of the present

invention have been described using specific terms, such
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28 2 February 2006. server 55 sends a close notice to thg SSNIS? d, at
the sanme time, perfornms a handshake operation with the 6F fary 2 ent. 13
for close processing. If the client apparatus 10 is a device which is
built-in device such as a nobile phone, the object client 13 issues a
connection request to the Wb browser 11 for connection to the close URL.
In response, the Wb browser 11 accesses the view server 51 to get the
content specified by the URL. Wien the cl ose processi ng has been
conpleted, the SAM 57 returns the information thereof to the

conmmuni catd&¥csesvesn 55s fhe m@@ﬂ&@ﬂ@%@ﬁ%&@és Bn1potifhep the
application server 53 of the conpletion of close operation. The

appl i cati ofb 988 etd S f8d 185t thes oW S84 Vel r1 5L K s t@g&ﬁg@%f&é on of

cl ose processing. As a result, synchronization Is provi etween the

communi catv}ioghcgpgvc?épa@%ﬁ{ye% O;/{rgé(v%?%%ﬂ_r%}.s e vigw,server 51 notifies

the Web browser 11 of ser e USer operating the client

appar at us SHLKNow L he eq% of rvi on _the screen of _.the Wb browser

11. Wil e tHe preferred enbo ingn?§e§F&?ﬁ§ present Ty To¥ the
understanding of the present invention to take the scope

of claims herein into acecount.
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i nventi on have been described using specific terns suchZ?QbZ Fe ary 2006
description is for illustrative purposes only, and it is Sr st ood
t hat changes and variations nay be made w t hout departlng fromthe spirit _
or scope of the appended clains. It is therefore necessary for the
~understandi ng of the present invention to take the scope of clains hereln
into account. 30 2 February 2006 |N THE DRAWNGS: FI G 1 10: CLIENT
APPARATUS 11: WEB BROWSER 13: OBJECT CLIENT 30: OBJECT (I C CARD)  71:
FIREWALL 70: NETWORK 72: FIREWALL 50: SERVER APPARATUS - 51: VIEM/SERVER
53: APPLI CATI ON SERVER 55: CCNNUNICATION SERVER 57: SAM

IN THE DRAWINGS:

FIG. 1
10: CLIENT APPARATUS

11: WEB BROWSER

13: OBJECT CLIENT

30: OBJECT ({IC CARD)

71: FIREWALLV

70: NETWORK

72: FIREWALL

50: SERVER APPARATUS

51: VIEW SERVER

53: APPLICATION SERVER
55: COMMUNICATION SERVER
57: SAM

1~A: START-UP

- 1-B: WEB CONTENT

FIG. 2
10: CLIENT APPARATUS
30: IC CARD

2-A: READER/WRITER

FIG. 3
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1-A: START-UP 1---B: VEB CO\ITENT FIG 2 10: CLIENT APP@?%BE%W%QOG | C CARD
2-A. READER/WRI TER FIG 3 31 2 February 2006. 51: VIEW '
BROWSER 13: OBJECT CLI ENT 55: COVMUNI CATI ON SERVER 53: APPLI CATI ON SERVER
57: SAM 3--A: CLIENT TYPE AT THIS PO NT OF TI ME AND RETURN MESSAGE

ACCORDI N&Y. -3---B: VI EWSERVER CALLS SERVER | NI TI ALI ZI NG EXTENSI ON TAG TO
GENERATE APPLI CATI ON | NSTANCE ( BY SPECI FYI NG NAME BEAN AS ARGUMENT)

DI SCONNECT THREAD UPON GENERATI ON OF THE | NSTANCE. AT THI S PO NT OF TI M,
VI'EW SERVER SW TCHES TO STATUS CHECK MODE- IN THI S MODE, VI EW SERVER WAI TS
UNTI L CONNECTI ON REQUEST COMES FROM CARD CONNECTI ON ( BRANCHI NG | NTO -
THREAD FOR; COVMEINI SGATFEON W TH BROASER AND THREAD FOR PROCESSI NG CARD

APPLI CATI ON). VI EW SERVER SPECI FI ES BOTH

11: WEB BROWSER
13: OBJECT CLIENT
55: COMMUNICATION SERVER
53: APPLICATION SERVER
‘57: 3AM
3-A: CLIENT TYPE AT THIS POINT OF TIME AND RETURN MESSAGE
ACCORDINGLY .
3-B: VIEW SERVER CALLS SERVER INITIALIZING EXTENSION TAG

' TO GENERATE APPLICATION INSTANCE (BY SPECTFYING NAME BEAN
AS ARGUMENT) . DISCONNECT THREAD UPON GENERATION OF THE
INSTANCE. AT THIS POINT OF TIME, VIEW SERVER SWITCHES TO
STATUS CHECK MODE. IN THIS MODE, VIEW SERVER WAITS UNTIL
CONNECTTON REQUEST COMES FROM CARD CONNECTTON (BRANCHING
INTO THREAD FOR COMMUNICATION WITH BROWSER AND THREAD FOR
PROCESSING CARD APPLICATION) . VIEW SERVER SPECIFIES BOTH
EXTENSION TAG AND BEAN.
3-C: VIEW SERVER CALLS CLIENT INITIALIZING EXTENSION TAG.
FOR USER, VIEW SERVER SPECIFIES MIME TYPE TO SEND CONTENT
WHICER STARTS UP CLIENT APPLICATION. AT THE SAME TTME, |
VIEW SERVER DISPLAY STANDBY PROMPTING MESSAGE ONTO
BROWSER; |
3-D: COMMON

’ 3—EI PC
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' EXTENSI ON TAG AND BEAN 3-C. VI EW SERVER CALLS CLIENT I N %%IV%@(IENSI ON
TAG FOR USER, VI EW SERVER SPECI FIES M ME TYPE TO SEND _
STARTS UP CLI ENT APPLI CATI ON. AT THE SAI\/E TI ME, VI EW SERVER DI SPLAY STANDBY

PROVPTI NG MESSAGE ONTO 'BROWSER. 3-D: COWON 3-E: PC 32 3- F_ MOBI LE PHONE
3-G COWLUNI CATE W TH APPLI CATI ON 3-H  COVMUNI CATES W TH APPLI CATI ON 3-1:
REQUEST TO START SERVI CE 3-J: GENERATE APPLI CATI ON THREAD 3-K: | NI TI ALI ZE
CLIENT 3-L: INITIALI ZE CLI ENT 3-M STARTS UP CLI ENT FOR DEVICE (I N THE _CASE :
OF DYNAM C START- UP MODE) PARAMETER: DESTI NATI ON URL . SESSION I D SERVI CE
NAVE 3-N_ WAI T UNTIL ESTABLI SHVENT OF CARD CONNECTI ON 3-0: SELECT SERVI CE

CONCERNED: €N: BROWMBER riRARAVETER:

3-G: COMMUNICATE WITH APPLICATION

3-H: COMMUNICATES WITH APPLICATION

3-T: REQUEST TO START SERVICE

3-J: GENERATE APPLICATION THREAD

3-K: INITIALIZE CIIENT

3-L: INITIALIZE CLIENT

3-M: STARTS UP CLIENT FOR DEVICE (IN THE CASE OF DYNAMIC

START-UP MODE)

PARAMETER:

DESTINATION URL

SESSTON ID

SERVICE NAME

3-N: WAIT UNTIL ESTABLISHMENT OF CARD CONNECTION

3-0: SELECT SERVICE CONCERNED ON BROWSER

PARAMETER:

INPUT INFORMATION, ETC.

3-P: AT THIS POINT OF TIME, ALL NECESSARY INFORMATION IS

HELD INTO BEAN (THIS BEAN BECOMES ARGUMENT TO LIBRARY) .

HENCE, ALREADY ESTABLISHED SESSIONS ARE ALSO MAINTAINED

AFTER THIS SEQUENCE.

3-Q: FINAL CONFIRMATION FOR SERVICE ACCEPTANCE. SELECT OK.

3-R: START UP CLIENT

. 3-5: INFORMATION NECESSARY FOR THIS BEAN INCLUDES SUCH
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| NPUT | NFORMATION, ETC. 3-P: AT THIS PO NT OF TIME, ALL %ﬁm

1 NFORMATION | S HELD | NTO BEAN (TH S BEAN BECOVES ARGUVE

HENCE, ALREADY ESTABLI SHED SESSI ONS ARE ALSO MAI NTAINED AFTER TH'S =
SEQUENCE. 3-Q FI NAL CONFI RVATI-ON FOR SERVI CE ACCEPTANCE. SELECT OK. . 3-R
START UP CLIENT . 3-S: | NFORVATI ON NECESSARY FOR THI S ‘BEAN | NCLUDES SUCH 33
2 February 2006 1| NFORVATI ON NECESSARY FOR CARD WRI TI NG AS: | _ SERVI CE. NAME -
2. USER | NPUT | NFORVATION 3-T: AT THIS PO NT OF TIME, GET CLIENT TYPE FROM
USER- AGENT 3-U:. START OPEN() _ FIG_ 4 51: VIEWSERVER 11: WEB BROWSER . 13:
OBJECT CLI ENT 55: COVMUNI CATI ON SERVER 53: APPLI CATI ON SERVER 57: SAM
4- A. COVNIDNORYEBIORCNECESSARY FOR CARD WRITING AS: '

1. SERVICE NAME

2. USER INPUT INFORMATION

3-T: AT THIS POINT QF TIME, GET CLIENT TYPE FROM USER~

AGENT .

3-U: START OPEN() .

FIG. 4
51: VIEW SERVER

11: WEB BROWSER

13: OBJECT CLIENT

55: COMMUNICATION SERVER

53: APPLICATION SERVER

57: SAM_

4-A: COMMON

4-B: PC

4-C: MOBILE PHONE

4-D: REPORT CLIENT START--UP

4-E: TRANSMIT SERVER INFORMATION:

1. RETURN TO URL

2.

4-F: TINITIALIZE R/W (CAN CLIENT DO THIS ON HIS OWN?)
4—-G: REQUEST TO ESTABLISH SAM. CONNECTION

~4-H: SAM CONNECTION ESTABLISHMENT COMPLETED
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4-C. MOBI LE PHONE 4-D: REPORT CLI ENT START--UP . 4-E: TRA :
I NFORVATION: 1. RETURN TO URL 2. 4-F: |INTIALIZE R/W(%b&ﬁ% THI'S

ON H'S OMN?)  4-G REQUEST TO ESTABLI SH SAM CONNECTI ON-4- H:  SAM CONNECTI ON
ESTABLI SHVENT COVPLETED 34 2 February. 2006 4--1: REQUEST TO ESTABLI SH SAM
CONNECTI ON 4-J: REPORT ESTABLI SHVENT OF CARD CONNECTI ON AND APPLI CATI ON
CONNECTI ON 4- K: CONNECT TO APPLI CATION OBJ 4-L: STARTS OPEN(} PROCESS
PARAMETER: SERVI CE NAME, ETC 4-M CONNECT TO APPLI CATION OBJ FIG 5 51;

VI EW SERVER 11: WEB BROWSER 13: OBJECT CLI ENT 55: COMMUNI CATI ON SERVER

53: APPLI CATI'ON SERVER 57: SAM
4-1: REQUEST TO ESTABLISH SAM CONNECTION
4-J: REPORT ESTABLISHMENT OF CARD CONNECTION AND
APPLICATION CONNECTION
4-K: CONNECT TO APPLICATION OBJ
4-L: STARTS OPEN() PROCESS
_PARAMETER: ‘

SERVICE NAME, ETC.

4-M: CONNECT TO APPLICATION OBJ

CFIG. 5
51: VIEW SERVER
11: WEB BROWSER
13: OBJECT CLIENT
55: COMMUNICATION SERVER
53: APPLICATION SERVER
57: 5AM
5-A: COMMON
5-B: PC
5-C: MOBILE PHONE
5~D: MUTUAL AUTHENTICATION COMMAND FOR IC CARD
5—E}'MUTUAL AUTHENTICATION RESPONSE
5-F: MUTUAL AUTHENTICATION COMMAND FOR IC CARD
5-G: MUTUAL AUTHENTICATION RESPONSE

5-H: MUTUAL AUTHENTICATION
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S-A -COVIVO\I 5-B: PC.5-C. MOBILE PHONE 5-D. MJTUAL AUTHE%E WND
FOR | C CARD 5-E: MJTUAL AUTHENTI CATI ON RESPONSE 5-F: - MUT L A CATI ON

COMMAND FOR | C CARD 5-G MUTUAL AUTHENTI CATI ON. RESPONSE 5- H: MUTUAL:
AUTHENTI CATI ON 35 2 February 2006 t 5-1: MJUTUAL AUTHENTI CATI ON. REQUEST 5- J:
MUTUAL AUTHENTI CATI ON COMVAND FOR | C CARD 5-K:* MJTUAL AUTHENTI CATI ON
RESPONSE 5-L: MJTUAL AUTHENTI CATI ON COVIVAND FCR:lC CARD * 5-M NOTI FY MUTUAL
AUTHENTI CATI ON RESULT FIG 6 51: VIEW SERVER 11: VWEB BROANSER 13: -OBJECT
CLI ENT 55:° COVMUNI CATI ON SERVER 53: APPLI CATI ON SERVER 57: SAM 6- A:

COMMON  6-B: PC
5-T: MUTUAL AUTHENTICATION REQUEST
5-J: MUTUAL AUTHENTICATION COMMAND FOR IC CARD
5-K: MUTUAL AUTHENTICATION RESPONSE

5-L: MUTUAL AUTHENTICATION COMMAND FOR IC CARD

5-M: NOTIFY MUTUAL AUTHENTICATION RESULT

FIG. 6
S1: VIEW SERVER
11: WEB BROWSER

 13: OBJECT CLIENT

55: COMMUNICATION SERVER
53: APPLICATION SERVER
57: SaM

- 6-A: COMMON

‘6~B: PC

6—C: MOBILE PHONE

1) )
Ry

6-D: IC CARD READ COMMAND
6-E: READ RESPONSE

6-F: TC CARD REAb COMMAND
6-G: READ RESPONSE

6~H: IC CARD READ COMMAND
6-1: REQUEST TO READ

6-J: IC CARD READ COMMAND

- 6-K: READ RESPONSE
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6-C. MOBI LE PHONE 6- D: 'ICCARD READ COWAND 6- E: READ E 6 E IC
oD 20

CARD READ COWAND 6-G READ RESPONSE 6-H:. | C CARD READ :
REQUEST TO READ 6-J: | C CARD READ COVWAND 6- K: READ RESPONSE 36 2 February .
2006 6-L: NOTI FY READ RESULT 6-M NOTI FY. READ RESULT FIG 7 51: VI EWSER\/ER
11: WEB BROASER 13: OBJECT CLI ENT 55: COWMUNI CATI ON ‘SERVER 53:
APPL| CATI ON SERVER 57: SAM 7-A: COMMON 7-B: PC 7-C. MOBI LE PHO\IE 7= D
NOTI FY READ RESULT CONTENTS AND REQJEST TO CGET. USER | NFCRI\/ATI ON '

6-L: NOTIFY READ RESULT

6-M: NOTIFY READ RESULT

FIG. 7
51: VIEW SERVER
11: WEB BROWSER
13: OBJECT CLIENT
-55: COMMUNICATION SERVER
53: APPLICAT;GN SERVER |
57: SAM
7-A: COMMON
7-B: PC
7-C: MOBILE PHONE
7-D: NOTIFY:READ RESULT CONTENTS AND REQUEST TO GET USER
INFORMATTON
7-E: REQUEST TO DISPLAY READ RESULT
7-F: READ RESULT DISPLAY INEFORMATION INP&T FORM
7-G: NOTIFY INFORMATION
7-H: NOTIFY STATUS
7-1: RE-CONNECT FOR INFORMATION UPDATE
7-3: REQUEST TO GET TNFORMATION
7-K: NOTIFY INPUT RESULT

7-L: START UP BROWSER OR NQTIFY DISPLAY READ RESULT WITH
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7- E: REQUEST TO DI SPLAY READ RESULT 7-F: READ RESULT Dl E%@XﬁENF TICN
I

| NPUT FORM 7-G NOTI FY | NFORVATI ON 7-H  NOTI FY STATUS 7 ECT FOR .

| NFORVATI ON UPDATE 7-J:. REQUEST TO GET | NFORVATI ON ' 7- K: 'NOTI FY I NPUT _
RESULT 7-L: START UP BROWSER OR NOTI FY DI SPLAY READ RESULT WTH URL 37 2
February 2006 7- M CONNECT TO CLI ENT OR START UP 7-N:- DISPLAY READ RESULT
WTH URL 7-0: DI SPLAY: READ RESULT, GET | NPUT | NFORVATI ON AND. NOTI FY
COVPLETI ON 7-P: READ RESULT DI SPLAY 7-Q DI SPLAY READ RESULT, GET | NPUT
| NFORVATI ON AND NOTI FY COVPLETI ON 7-R CALLS ONLY CGETTER() FIG 8 51: VIEW
SERVER 11: WEB BROASER 13: OBJECT CLI ENT 55: COVMUNI CATI ON SERVER 53
APPLI CATIZOM SERWSRCT TO CLIENT OR START UP

7-N: DISPLAY READ RESULT WITH URL

7-0: DISPLAY READ RESULT, GET INPUT INFORMATION AND

NOTTFY COMPLETION

7-P: READ RESULT DISPLAY

7-Q: DISPLAY READ RESULT, GET INPUT INFORMATION AND

NOTIFY COMPLETION

7-R: CALLS ONLY GETTER()

FIG. 8

51: VIEW SERVER

11: WER BROWSER

13: OBJECT CLIENT

55: COMMUNICAfEON SERVER

53: APPLICATION SERVER

:.:'_:‘\ 57: SAM

B-A: COMMON o
8-B: PC

8-C: MOBILE PHONE

8-D: IC CARD WRITE COMMAND

8-E: WRITE RESPONSE

8~F: REQUEST TO WRITE

8-G: REQUEST TO WRITE

- 8-H: IC CARD WRITE COMMAND
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57. SAM 8-A: COMWON 8-B: PC 8-C: MBI LE PHONE 8-D:

8- E: WRI TE RESPONSE 8- F: REQUEST TO WRITE 8-G RECUESTC$gEm£R$E§§gﬁNNA
CARD WRI TE COMVAND 38 8-1: NOTLFY WRI TE RESULT FIG 9 51: VIEW SERVER 11:
VEB BROWSER 13: OBJECT CLI ENT 55: COMMUNI CATI ON SERVER 53: APPLI CATI ON
SERVER 57: SAM 9-A: COVWMON 9-B: PC 9-C: MBI LE PHONE 9-D: NOTI FY WRI TE
"RESULT DI SPLAY CONTENTS 9-E: REQUEST TO DI SPLAY WRI TE RESULT 9-F: DISPLAY
VWRI' TE RESULT 9-G RE-CCNNECT FOR | NFORVATI ON UPDATE '

8-1: NOTTFY WRITE RESULT

FIG. 9
51: VIEW SERVER
11: WEB BROWSER
13: OBJECT CLIENT
. 55: COMMUNICATION SERVER
53: APPLICATION SERVER
57: SAM
9-A: COMMON
9-B: PC
9-C: MOBILE PHONE
9-D: NOTIFY WRITE RESULT DISPLAY CONTENTS
9-E: REQUEST TO DISPLAY WRITE RESULT
9-F: DISPLAY WRITE RESULT
9-G: RE-CONNECT FOR INFORMATION UPDATE
9-H: DISPLAY WRITE RESULT WITH URL
9-I: CONNECT TO CLTIENT OR STARTS UP
9-J: DISPLAY WRITE RESULT WITH URL
9-K: NOTIFY END
9-L: DISPLAY WRITE RESULT WITH URL
9-M: NOTIFY END
9-N: MS BASIC + PC STANDBY TYPE VER 1.0

9-0: WRITE RESULT DISPLAY
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9---H D SPLAY WRI TE RESULT WTH URL 9-1:. CONNECT TO CLb EP@ WRTS uP
9-J: DI SPLAY WRI TE RESULT WTH URL 9-K: NOTIFY END 9-L: r | TE
RESULT WTH URL 9-M NOTIFY END 9-N: M5 BASIC + PC STANDBY TYPE VER 1.0
9-0: WRITE RESULT DI SPLAY 39 FIG 10 51: VIEW SERVER "11: WEB BROASER 13:
OBJECT CLI ENT 55: COVMUNI CATI ON SERVER 53:  APPLI CATI'ON SERVER 57: SAM
10-A: COMWON 10-B: PC 10-C. MOBI LE PHONE 10-D: ‘GET SPECI FI ED CONTENTS

10- E: END PROCESSI'NG COVPLETED' 10-F: NOTI FY END OF SERVI CE 10--G REQUEST
TO END URL CONNECTI ON  10- H: REQUEST TO CLOSE 10-1: NOTI FY END ' _

FIG. 10

51: VIEW SERVER

11: WEB BROWSER

13: OBJECT CLIENT

55: COMMUNICATION SERVER

'53: APPLICATION SERVER

57: 5AM

10-A: COMMON
' 10-B: PC

10~C: MOBILE PHONE

10-D: GET SPECIFIED CONTENTS

10-E: END PROCESSING COMPLETED
10-F: NOTTFY END OF SERVICE

10-G: REQUEST TO END URL CONNECTION
10-4: REQUEST TO CLOSE

10-T: NOTIFY END

10-J: END PROCESSTNG COMPLETED
10-K: CLOSE COMPLETED

10-L: MS BASIC + PC STANDBY TYPE VER 1.0

10-M: END PROCESSING
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10-J: END PROCESSI NG COMPLETED 10- K CLOSE COVPLETED 10, ;: }%/EEE%%C + PC
STANDBY TYPE VER 1.0 10-M END PROCESSI NG 40 2 February 88

system for providing informmtion to a client apparatus on which a bromser
for browsing content and at |east one object operate; conprising: a view
server for providing content to said browser; a comunication server for
maki ng conmuni cation wth said object; and an application server for
maki ng said view server and said comunication server cooperate wi th each
other. 2y .systemaccording to claiml, wherein said view server
dynami cal |y generates contents. 3. The systemaccording to claiml or 2,

wherein said view S%rgg?ﬁexln% SRk 998 3hes DL ENL BobY oAl ISP

(Java Server Pages) system accor wher ei n,
when connectlo is mad id obje n sai.d client apparatus, said
Cormunt CREEGT A, P OV @ TEAE Sy SHCVar eI SO F‘E‘ &t abl | shrrent
of connecti on,
- least one object operate, comprising:

a view server for providing content to said
browéer;

a communication server for making communication
with said object; and

an application server for making said view server
and sald communication server cooperate with each other.

2. | The system according to claim 1, wherein said
view server dynamically.generates contents.

3.. The system,accprding to claim 1 or 2, wherein
'said view server dynamically generates contents by use of
-JSP (Java Server Pages).

4, The system according to claim 1, 2 or 3
wherein, when connection is made with said object on said
glient apparatus, sald communication server notifies said
application server of the establishment of connection,
thereby providing synchronization between said.
communication server and said view server.

5. The system according to any one of the

preceding claims, wherein, when mutual authentication is .

~performed with said object of said client apparatus, said
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.said view server. 5. The systemaccording to any one of

thereby providing synchroni zati on between said conmunic tﬂegﬂjaﬁfﬁd@' and
he™ precedi ng

claims, wherein, when nutual authentication is perfornmed with said object

of said client apparatus, said 41 2 February 2006 communi cation server

notifies said application server of a result of said nutual

aut hentication, thereby providing synchronization between said

comuni cation server and said view server. 6. The system accordi ng to any

one of theor%rleﬁ:iedi ng clalins where);rn when a read operation is ]gerforrred

on sai d ob]"BeF G Rl LFTERE Appar Bt tisS < 5hi PP thHuhTtat§ oFF s et Vet

notifies saqu?ﬁS%icaIion server of a  result of said read operation,

t her eby profi SHE PO Zht F i et Vel Qi dERFRRini RERY B %%r ver and

said view server. 7. The system according to.claim6, wherein said
appl i cat i B FErvErzaot o1 i leatwesn 34l curparieitidre seomemnd gfaide read
operation result in response to the read result notice fromsaid
comuni cati®on sarwer., thereby synchronizing display contents on said
browser with said read result. 8. The system according to any one of the

6. The system according to any one of the
preceding claims, wherein, when a read operation is
performed on said object of said client apparatus, said
communication server notifies said application server of a
result of said read operation, thereby providing
synchronization between said communication server and said
view server.

7. The Syétem according to claim 6, wherein said
application server notifies said view server of the
contents of the read operation result in response to the
'read result notice ffom said communication server, thereby
synchronizing display contents on said browser with said
read result.

8. The system according to any one of the
preceding claims} wherein, when a write operation is
performed on salid object of said client apparatus, theﬁeby
providing synchronization between.said communication
server anq said view server.

9. The system according to claim 7, wherein, in

response to a write result notice from said communication
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preceding clai ns, wherein, when a wite operation is perflper aq'{/% hsal d
object of said client apparatus, thereby providing synchronl zation between.
said communi cation server and said view server. 9. The system according to
claim7, wherein, in response to a wite result notice fromsaid

comuni cation 42 2 February 2006 server, said application server notifies
said view server of aresult of said wite operation, thereby

synchroni zi ng di splay contents on said brovvser WI th the wite result from

sai d obj eg, . Jheys 1 ecs cl ai s,
wher ei n, he” %onn%ﬁn‘gﬂ;%%ln&{wd%%gv sal ] ec lés]gf deq{:l I gﬁi&gppar at us
is cl osed sal d c ication server notjfies said application server of a
result ofot He TTHEE" ?Jgr%&f}r%ﬁdrjt%r%%/rﬁﬁjo‘?}?'dltﬁbe ‘%@ﬁc‘iﬁwﬁ‘ﬁ] At oM Det ween
sai d communi cation server and said view server. 11. A nethod for providing

i nf or mat i DRI | CHL RS L0 Tk REAVETDE UL ih W oo DrEEErt for browsi ng’

content and at | east one object operate, conprising the steps of:
provi di ngfl”(,cﬁtht%&ﬂtd t@ Bt browser; naki ng comuni cation with said object;

- and
10. The system according to any one of the

preceding claims, wherein, when the communication with
said object of said client apparatus is closed, said
communication server notifies said application server of a
result of the close operation, thereby providing
synchronization between said communication server and said
view server. |

11. A method for providing information services to
é client apparatus on whiqh a browser fbr browsing
content and at least one object operate, comprising the
‘steps of:

| providing content to said.browser;

making communication with said object; and

making provision of content to said browser and
communication with:said objecf booperate with each other.

12. The method accor&ing to claim 11, wherein tﬁe
step  of providing éontent to said'browser dynamically
genenatés content by use of JSP.

13. The method according to claim 11 or 12,

wherein, when connecticon is made with said object of said
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maki ng provision of content to said browser and conmuni Egle't)l%g | d% sai d
obj ect cooperate with each other. 12. The nmethod accordi g to alm 11,
wherein the step of providing content to said browser dynamcally
generates content by use of JSP. 13. The nethod according to claim 11l or
12, .wherein, when connection is made with-said object of said 43 2
February 2006 client apparatus, the provision of content to said browser

is made cooperate with the comunication with said object. 14. The nethod
accordin 0 ' wher ei n, n..nmut.ual hentication is
perfor rregc%/\%efl# ?aﬁ%daléaotb%sg’c?ghoﬁls%%?xﬁl% (!i)rgn J¥\,:'Jtcr1;Opr33{r‘rear%%ju2‘2,0 ?%el%rr}%ﬁ?@%%ﬁ of
content to said browser is made cooperate with the conmmunicatjion wth

sai d obj bt . TS TRPHA Hod Hobor i i TOUAHA GHE 0F ithe® &1 % A1 €44 1o 14,
wherein, when a read operation is perforned on said object of said client
appar atus, the prbvi sitth t-hasomardigsdicd Bregwsdrl /i sldatte lcboperate with
the comunication with said object. 16. The nethod according to claim 15,
wher ei n avherwiper atfion st yrlovd wdtkibet awleiora reqdtfofmediditleashidper ati on
fromsaid object and content to be provided to said browser, thereby
synchr oni @ je-tdi sl sai E aritienits apparatus, the provision of content

to said browser is made cooperate with the communication
with said object.

15. The method according to any one of the claims
11 to 14, wherein, when a read operation is performed on
said object of said client apparatus, the provision of
content torsaid browser is made cooperate with the
communication with said object.

16. The method according to claim 15, wherein a
cooperation'is'provided between a result of said read
‘operation from said object and content to be provided to
said browser, thereby synchronizing display contents on
said browser with the result of said read operation on
said object.

17. The method according to any one of the claims
11 to 16, wherein, when a write operation is performed-on
said object of said client épparatus, the provision of
content to said browser is made cﬁoperate with the
communication with object.

18. The method‘actording to claim 17, wherein, a
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said browser with the result of said read operation on
The nmethod according to any one of the clains 11 to 16, E&Iﬁgwgmﬁ%\ﬁhen a

wite operation is performed on said object of said client apparatus, the
provi sion of content to said browser is nade cooperate with the .
communi cation with object. 18. The method. according to claim17, wherein,

a 44 -2 February 2006 cooperation is provided between a result of said -
wite operati on on said object and content to be provided to said

br owser, S nchron|2|n ISP contents. on .said browser wth the
result of (glig%bgtl |o%e%n %/ o%j%%?ulHQOfT%ael%"f% according to

cl ai m any_one of the cI al ns 11 to 7 wherei n comruni cation with said

obj ect of °PEET G ¥t i YhtSApPardd HSt | %n‘il:l‘b%’étc?n% TodpRrREPBHITS Tt ovi ded

bet ween the provision of content to said browser and the conmunication

with sai dSdbyl e¥ower, ARebriges vieehuon 52 619 it 2P boypeertenteatabl e

software coded to execute, on a conputer system  processing for providing

i nf or mat | ohi & druieEsr ol h cthentesappariatarsidnwhiehope batowserorf or br owsi ng

content and at | east one object operate, said conputer-readabl e software
said object.

19. The method according to claim any one of the

claims 11 to 17, wherein communication with said object of

saidrclient apparatus is closed, a cooperation is provided
between the provision of content to said browser and the
communication with said ebject.

20'. A storage medium storing a computer-readable
software coded to execufe, on a computer system,
processing for providing information services to a.client
apparatus on which a browser for browsing content and at
- least one object operate, said computer-readable software
comprising the steps of:

providing content to said browser;

making communication with said object; and

making provision of content to said browser and
communication with said object cooperate with each othér.

21. A computer software program coded to execute,
on a computer system, processing for providing information
sexvices to a client appa;atus on which a browser for

browsing content and at least one object operate, said
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conprising the steps of: providing content to said browser. . naki

comuni cation with said object; and naking provision of EFSRE‘WE@? said
browser and communication w th said object cooperate with each other. 21.
A conput er . sof tware program coded to execute, ~on a conmputer system-

- processing for providing information. services to a client apparatus on

which a browser for browsing content and at |east one object operate, said
45 2 February 2006 conputer software program conprising the steps of:
providing content to_said browser; making conmunication with said object;
and  maki TGP ovT sTORCHR I E ot UHEAT YR T D FSErS afiPPTdtuni cation with
sai d obj ect cooperate with each other. 22. A system for providing
information to &®PVeMng gpparettusoperigbllardwseaccor dance with the net hod
of any one of clains 11 to 19. 23. A systemfor providing information to a
client apparatusaloing|emearili dag ikt opiertabdaeid mlgeodrdance with the net hod
of any one of clains 11 to 19. 46 2 February 2006 | NFORVATI ON PROVI DI NG
SYSTEM AND METH@Xking provision of content to said browser and
-communication with said object cooperate with each other.
22.A system for providing information to a client
apparatus operable in accordance with the method of any
one of claims 11 te 19.
23.A system for providing information to a client

apparatus of claims 1 to 10 coperable in accordance with

the method of any one of claims 11 to 19.
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- AND STORAGE NEDIUNIABSTRACT OF THE DISCLCSURE An i nf or ma. ?FQ&UanﬂﬁR%Idlng
system and method and a storage--medi um whi ch provide informti’on services

to each client apparatus on which a browser for browsing content and at

| east one object operate, through the cooperation wth the operation of
the object. A server apparatus has a view server for providing content to
the browser, a .conmunication server for making conmunication with the

obj ect, and an application sever for making the view server and the
application server cooperate with each other. Wen a read operation from
the object is perfor _the connunlcatlon server notlfles the application
server of aresult o 2 QNopE NG My AP EPve)
synchronlzatlon bet ween t he congﬁﬁﬁg%bhg@E3ﬁﬁ5§ﬁMand the view server. FIG
1 47

ABSTRACT OF THE DISCLOSURE

An information . providing system and methéd and a
storage medium which proﬁide information services to each
client apparatus on which a browser for browsing content
and at least one object operate, througﬁ the cooperation
with the operation of the object. A server appératus'has
a view server for providing content to the browser, a
,communication server for making commﬁnication with the
object, and an application sever for making the view
server and the application server cooperate with each
other. When a read operation from thé object is performed,
the communication server notifies the application server
of a result of the read operation, thereby providing
synchronization between the communication server and the

view server.

FIG. 1

47




