VALUE INFORMATION TRANSFER SYSTEM AND VALUE
INFORMATION TRANSFER METHOD CROSS REFERENCES TO
RELATED APPLICATIONS The present invention contains subject matter
related to Japanese Patent Application JP 2005-227003 filed in the
Japanese Patent Office on August 4, 2005, the entire contents of which
are incorporated herein by reference. BACKGROUND OF THE
INVENTION 1. Field of the Invention The present invention relates to
value information _transfer systems and value information transfer

methods forvﬁéﬁsﬁ‘eﬁmg te Mtdrmatohbétvesh Tommiiitation
devices, and i@Rgg;@u@\g?@@x%@l\jn@ém@gg@gaﬁg@é@gstem and a

value information transfer method for transferring value information via a
transfer management server. 2. Description of the Related Art At present,

passengers can open and go through an automatic ticket gate in a train

CROGatiBR Witk parchasing-akickef By s Ilcomiaunication devices such
as%%ntactless IC cards storing value information. In addition, QESOdS can
be

ficHa5Ed Taing CBINAF pRGneS ProGidBd witiemal Battattesseated
ro CRIRSHEhere aevarious types of the valyg infgrmation, n d-described ;| 1o

above, including money information as electronic money,
Japdistance-travsied (miteape} poirddnfopaatiore 4, 2005, the entire

contents of which are incorporated herein by reference.

BACKGROUND OF THE INVENTICN
1. Field of the Inventiocon

The present invention relates to value information
transfer systems and value information transfer methods for
transferring value information between communication devices,
and in particular, to a value information transfer system
and a wvalue information transfer method for transferring
value infermation via a transfer management server.
2. Description ¢f the Related Art

At present, passengers can open and go through an
automatic ticket gate in a train station without purchasing
a ticket by using communication devices such as contactless
IC cards storing value information. In addition, goods can
be purchased using cellular phones provided with internal
contactless IC chips.

There are wvarious types of the wvalue information



accompanying purchased flight tickets, and discount point information

accompanying the purchase of goods, and the like. In the same sense as

that in which a user transfers his or her paper money to another user, it

has been desirable to provide, for example, a system for transferring

value information held by a user to a storage area in a communication

device held by another user (an example of such a system is described in

Japanese Unexamined Patent Application Publication No. 2004-13438).

SUMMARY OF THE INVENTION When transferring value information, _
SeSEdmtftihicalion & firktfereiicy ButRe¥n 4 bRt sotfeas electronic

ronfMMUnEAlion, dsvice agd A.server ip tiansfel the valye joformation, gnd o,

subsequently communication is performe ?g?rénsfe the value
accirtgrmationgroputhersesver tora figinsfer-destination saaimynisatioht point

device. In such a manner, the transfer of value information is not
infempathlyor Quickipperformted; andrthegbresessirg iscomsplicated. Wieer 1 ke .

transferring the value information between the communication devices, it

is HEcE3ary fRTIisRY delete tﬁ@_ YaIuEintdrhahoRd iﬁtﬁ%%r_&?@?é}ss‘%%lfée his
or PSR NE yabe el 0 e s el D <o
prothealue infermationp the transfes soMEGe. for transferring value
information held by a wuser to a storage area in a
communication device held by another user (an example of

such a system 1s described in Japanese Unexamined Patent

Application Publication No. 2004-13438).

SUMMARY OF THE INVENTION

When transferring wvalue information, communication is
first performed between a transfer socurce communication
device and a server to transfer the value information, and
subsequently communication is performed to transfer the
value information from the server to a transfer destination
communication device. In such a manner, the transfer of
value information is not smocthly or quickly performed, and
the processing is complicated.

When transferring the value information between the
communication devices, it 1s necessary to reliably delete
the value information in the transfer source and to transfer

the value information teo the transfer destination. In such



When transferring the value information between the communication
devices, in the event that the transfer of the value information fails, it is
difficult to restore the value information in the transfer source to the
original state without duplicating the value information in the transfer
source. In the recording area in which the value information is saved, it is
necessary for security reasons to limit those (including the
communication device itself) that can have access to the value
information to minimum because highly confidential information is stored
t ranf {Re reording @reay vigw ofthe Bhdvécdescribéd prdblemsiiisult Lo
desirahle to.provide a n veégmd imEroved value in{ormation Itrgnsfggransfer
Prevsistem AR s Falu8 infdfmation transter method for “securaly and
souAeditimately transferring value information between communication
devices while keeping communication with a server to minimum. In
accardance yitha first aspeetef theqresenti inventian,ithere issprovided ahe
value information transfer system for transferring value information,
commpmprsingra deinsfersoulde oMmuhiialiol tevicels trahdferter of the
destination communication device; and a t %%feé E&aﬁnagﬂeomegt server

valusherbie tdandge tihsterof the vallie fdrmatior - wherein the valte the
va1Jaformation held by the trapsfer source, communication devicejs criginal

transtferred to the transfer destination communication device, wherein the
atattE@nsf@fchout duplicating the wvalue information in the
Transfier source.

In the recording area in which the value information is
saved, it is necessary for security reascns to limit those
{including the communication device i1tself} that can have
access to the value information to minimum because highly
confidential information is stored in the reccrding aresa.

In view. of the above-described problems, it is
desirable tc provide a novel and ilmproved value information
transfer system and a value information transfer method for
securely and legitimately transferring value information
hetween communication devices while keeping communication
with a server to minimum.

In accordance with a first aspect o¢f the present
invention, there is provided a value information transtfer
system for transferring value information, comprising: a
transfer source communication device; & transfer destination

communication device; and & transfer management server



source communication device is connected via a network to the transfer
management server, wherein the transfer source communication device
includes a transfer request acceptor operable to accept a transfer request
for requesting part or all of the value information held by the transfer
source communication device to be transferred to the transfer destination
communication device, a transfer request information transmitter
operable to transmit the request, which is accepted by the transfer
request acceptor, as transfer request information to the transfer ,
opernpBaggernent BeRaTVia theaTEtWoik, afl a cHimalia executor opéfble O
to, execute at least one type of command, which is generated by the
whenpaister ?’Ffan‘é‘aé}heentlgé%r/\%ﬁ? %E%ggfsa?lyec:%? tré%ﬁ/sfe?%ﬁg rea\l}aslﬁg* SonEes
compfproation from fhe fransfer source.coamupication device fodhe ¥ansferer
destination communication device, wherein the transfer management
de s rServerineludes arconimand cgenerator operablelie generate-said at leastfer
one type of command in response to the transfer request information from
sourthe transfersémeeicomnilfication Heviee rarrd e8mmand draRsmiter < t°
operable to transmit the command qﬁnerqlted b%/ thgco m%r;llds enerator

the § i fafdieFEOTMEE LoMmUication - 34°dévice, and wherein the — - =°
commifansfer.destinafion.commuynigation. deyice includes.a command regeivep: or

operable to receive the command, which is generated by the command
opeGEhELatOn ohthe: fransfet management servet, fram thetransfef squreert or
all of the wvalue information held by the transfer source
communication device to be transferred to the transfer
destination communication device, a transfer raeguest
information transmitter operable to transmit the reguest,
which 1is accepted by the transfer reguest acceptor, as
transfer request information to the transfer management
server via the network, and a command executecr operable to
execute at least one type of command, which is generated by
the transfer management server, necessary for transferring
the value information from the transfer source communication
device to the transfer destination communication device,
wherein the transfer management server includes a command
generator operable to generate sald at least one type of
command in response to the transfer request information from
the transfer source communication device, and a command
transmitter operable to transmit the command generated by

the command generator %to the transfer source communication



communication device using wireless communication when the transfer
destination communication device exists in a communicable range in
which the transfer destination communication device can perform
short-distance wireless communication with the transfer source
communication device, and a value information increasing unit operable
to increase, in response to the command, value information held by the
transfer destination communication device by an amount of the value
information to be transferred from the transfer source communication .
devidsvicedd thetr@rsténdestifatibA286rhfTUNICEHGH delice ACtording t¢ ah+ o
.embodiment of the present inven}ion, there is }g)rgvi%%d a J\C/alue  ve the
devinfrmafon tanstér Sy St taTdterting vallieirtormation, including a -
comnlansfersource communicationdeyice, adransfer destinaliot-acor of the
communication device, and a transfer management server operable to
rrafBaBage mabatansier of the yvakue,inforfmation. The value inferirationsource
held by the transfer source communication device is transferred to the
comntraristertdestinationicomrignication idevices STheaiahstécsduree  when the
communication device is connected, via a, network tq the transfer .
ircaton devics ficludds

tranglfdgeniéin senver- THe tranSfar sotice c8mn
comrr?ugﬁ%ggﬁm request, accepiqr opesable to acgept atrapsferrequestder » s ion

requesting part or all of the value information held by the transfer source

comnG@mmunication devicedo bestransferréd tén  short-distance wireless
communication with the transfer source communication device,
and a value information increasing unit operable to increase,
in response to the command, value information held by the
transfer destination communication device by an amount of
the wvalue information to be transferred from the transfer
source communication device to the transfer destination
communication device.

According to an embodiment of the present invention,
there 1is provided a value information transfer system for
transferring value information, including a transfer source

communication device, a transfer destination communication

device, and a transfer management server operable To manage



the transfer destination communication device, a transfer request

information transmitter operable to transmit the request, which is

accepted by the transfer request acceptor, as transfer request information

to the transfer management server via the network, and a command

executor operable to execute at least one type of command, which is

generated by the transfer management server, necessary for transferring

the value information from the transfer source communication device to

the transfer destination communication device. The transfer management
tragglerinQhdesiEconimiafd derndrattt toserable tBhGendrts Said at sk tion
he101© e ofgammand . fesponss (o (he transfer (equest nformafion from

the transfer source’communication &ewce, and a command transmitter
t raORaTabledg transaitthe comynand geserated by the semmand geperatlyice .

to the transfer source communication device. The transfer destination
Thecommupicatiorsdevice -brincludes & commiand.receiver openabletted via a

receive the command, which is generated by the command generator of

netypafander hldhaderRestServeR G tHE transféiSttfce comifunitatsis fer

s0u %\élce 88%guvyzlgelg%%8%m erwl}ci%tleon Vfg?:rll_ltirzlﬁ%egan%fertdreasﬁgig%n reqguest
communication device exists in‘a' communicable” range In' which the

acclpasfer desfiaation eomraunicatiopgavice can pegfeEashort-distanes:  ror
wireless communication with the transfer source communication device,

reqard Bivaduec inforntationlincreésing einit @perbiertocinorgaseninheld by the

is

transfer source communication device to be transferred to
the transfer destination communication device, a transfer
request information transmitter operable to transmit the
request, which is accepted by the transfer request acceptor,
as transfer request information to the transfer management
server via the network, and a command executor operable to
execute at Jleast one type of command, which is generated by
the transfer management server, necessary for transferring
the value informaticn from the transfer source communication
device to the transfer destination communication device.
The transfer management server includes a command generator
operable to generate said at least one type of command in
response te the transfer request information from the
transfer source communication device, and a command
transmitter operable to transmit the command generated by
the command generatcer to the transfer source communication

device, The transfer destination communication device



response to the command, value information held by the transfer
destination communication device by an amount of the value information
to be transferred from the transfer source communication device to the
transfer destination communication device. The command generator may
generate a reduction command to reduce the value information held by
the transfer source communication device by the amount of the value
information to be transferred from the transfer source communication
inc?evice to the transfgl; destination communication device. , The command

rARShiteer TRV FATSMIT tie etuctiBi EoMhTant® td et divsténSouregmand.
whiEAMMuNication deyiceia henetwark nFhus. ihe.command exgeutarncan. «

reduce the value information stored in the transfer source communication

man devicerin response fo theseduetien commaid The command geperatont ion
may generate an identification - 5 information requesting command to

dev isquestot fdentifiddatiohe fifornstivpusf the trafsfer déstinatiohe transfer
communication device. The command transmijtter may transmit the

ae8 [ettifidation SRISHHALIGR raGilestiiy LoMmSRd B the ransfer SGAFRRnicable
ranG@MMUNIGAION davice,vig the pnetwark. Whep the trapsier destipaton .. ; ce

communication device serving as a destination of transfer of the value
caninfarm@tion existsrin-the sommunicable: rasge, theneemmangiregeivarch the

included in the transfer destination communication device may receive
trapgder source communication device, and a value
information increasing unit operable to increase, in
response to the command, value information held by the
transfer destination communication device by an amount of
the wvalue information to be transferred from the transfer
source communication device to the transfer destination
communication device,

The command generator may generate a reduction command
to reduce the value information held by the transfer source
communication device by the amount of the value information
to be transferred from the transfer source communication
device to the transfer destination communication device.
The command transmitter may transmit the reduction command
to the transfer scurce communication device via the network.
Thus, the command executor can reduce the value information
stored in the transfer source communication device in

response to the reduction command.

The command generator may generate an identification



identification information requesting command. In response to the
identification information requesting command, an identification
information obtaining unit included in the transfer destination
communication device may obtain the identification information of the
transfer destination communication device. The transfer source
communication device may further include an interruption detector
operable to detect interruption of wireless communication between the
transfer source com[;nunlcatlon devi gce and the transf?fégjestlnatlon

L G U CatibR A et BAd RS Cahcbf fEdtidsting nit Oparatie $6 t1on

infraguest the transfer.managernent server.to, restore the value information . ; .

held by the transfer source communication device and/or the transfer
Thedestinationd commaudadtion:deviea {0 aistaie priot to thestransferfheication

transfer management server may further include a value - 6 information
infagnafet database seoting e recorme@dingt fansfeesoure@nsfer  source

mr%ommuntic;ation evice |dent|f|cat|§11 |nformat|o for |dent|f5n he transferf
Ol e SO RthuNE IS delice, tralistel %gt‘? Hation cofiHitinic transfer

desHeYige identification, information fatideptifying the  transfer %%%l@fﬂgtem of

communication device, and the value |nformat|on to be transferred from
t ratheftsansiér sowrce Lommunitakion device 4& the: tansfer-destinationni cable
communication device. The command generator may generate a
range, the command receiver included 1in the transfer
destination communication device may receive the
identification information requesting command. In response
to the identification information requesting command, an
identification information obtaining unit included in the
transfer destination communication device may obtain the
identification information of the transfer destination
communication device.

The transfer source communication device may further
include an interruption detector operable to detect
interruption of wireless communication between the transfer
source communication device and the transfer destination
communication device, and a transfer cancel requesting unit
operable to request the transfer management server to
restore the wvalue information held by the transfer source
communication device and/or the transfer destination

communication device to a state prior to the transfer. The

transfer management server may further include a value



transfer canceling command to restore, on the basis of the record stored
in the value information transfer database, the value information held by
the transfer source communication device and/or the transfer destination
communication device to the state prior to the transfer. The command
transmitter may transmit the transfer canceling command to the transfer
source communication device. The record stored in the value information
transfer database may further include a date at which the value
infing%rn%agign isttg:anséefrereerd. %iggggg%gat%ggwhich the vglue ingﬁrm.atio IS |
ransrerred from the transfér source communicafiondeviGeto the tras gld g
« rafléstination communication-devige isresqrded. {he sityation; of dransfar- of : o,
value information can be checked one by one in real time. Also, the
inftransfet ofithe value informadion tanibey apprapréiately cannelied {valuesource
information can be restored - 7 to the original state). When no report of
compgmpletibhSt exB&iticitof thé rédhirmaid is'@aiksmfedfrom dsatrandfeption
destinati%fge 0 unication de.vicg within a redeftermin eriodfof. time
§15the rans

devige 1 17ication informa &d th
aftér the e6mmand has been transmitte e trafSfer testivation 9 €

£ rafQAEUNIGALGN device, thedpigryption detector dnay. detect jnferiuptionof; ¢

wireless communication. In accordance with a second aspect of the
infpresent davention, thereds pravided-avaluerinformation transferfer source
communication device to the transfer destination
communication device, The command generator may generate a
transfer canceling command to restore, on the basis of the
record stored in the wvalue information transfer database,
the value information held by the transfer source
communication device and/or the  transfer destination
communication device to the state prior to the transfer.
The command transmitter may transmit the transfer canceling
command to the transfer source communication device.

The record stored in the value information transfer
database may further include a date at which the wvalue
infermation is transferred. 3ince the date at which the
value information is transferred from the transfer source
communication device to the transfer destination
communication device is recorded, the situaticon of transfer
of value information can be checked cne by one in real time.

Also, the transfer of the wvalue informaticn <can be

appropriately cancelled (value information can be restored



system for transferring value information, comprising: a transfer source
communication device; a transfer destination communication device; and
a transfer management server operable to manage transfer of the value
information, wherein the value information held by the transfer source
communication device is transferred to the transfer destination
communication device, wherein the transfer destination communication
device is connected via a network to the transfer management server,
wherein the transfer destination communication device includes a transfer
to Heguest acteptof bpéfable to accept a transfer request for requesting

part or all of the value information held by the trapsfer source. £ the
cOmfuniCation d&Vice to lS)erP traﬁgf%rr)rheed%no{he fransfer destination

comréommunication device, atransfer rgquestipformationdransmittet st ination
operable to transmit the request, which is accepted by the transfer

conrfefuest-deoeptos,y & as transfénrequest infermatiomecthetransfér cf time
management server via the network, and a command executor operable

aftep exdeuteEIBaStONS Fpe dTeommana whichi§genbratety thgansier
transfer management server, ne essarey for g%nsfer[ingrthe#value

desGARmAnBn FOM TR tFEhstS! solirea Cormunication” devieh te the tanster o*
may sfipation communication devies, rwhetein the fransfer management

server includes a command generator operable to generate said at least

one: type-ef- eaavmand ini response de the transfersequest informatiop fropent
invention, there is provided a value information transfer
system for transferring value information, comprising: a
transfer source communication device; a transfer destination
communicaticn device; and a transfer management server
operable to manage transfer of the value information,
wherein the value informaticon held by the transfer scurce
communication device is transferred to the transfer
destination communication device, wherein the transfer
destination communication device is connected via a network
to the transfer management server, wherein the transfer
destination communication device includes a transfer request
acceptor coperable to accept a transfer reguest for
requesting part or all of the value information held by the
transfer source communication device to be transferred to
the transfer destination communication device, & transfer
regquest information transmitter operable o transmit the

request, which is accepted by the transfer reguest acceptor,



the transfer destination communication device, and a command
transmitter operable to transmit the command generated by the command
generator to the transfer destination communication device, and wherein
the transfer source communication device includes a command receiver
operable to receive the command, which is generated by the command
generator of the transfer management server, from the transfer
destination communication device using wireless communication when
the transfer source communication device exists in a communicable
as  fangeirewhicls et ansierisoured icomnidhicalitn déies ean pBAsRAement
short-distance wireless communjcation with thg transfer destination . .
e r G mmricdtth HEViEs and & JAuE infSrHATEn redtnon it SpSrtid fo °°
exedGHUCE,N FeSponse 1o th mand,Jhe yalye information; held by the.q 1y
transfer source communication device by an amount of the value
rhe infernation-tohertransfered frem-the ,-8a transfer spurée commaemnicition ing
device to the transfer destination communication device. Accordingto
the gnother embodifricht of therpresénte inveaticr, Wereds Provideda Vaki ton
information transfer system for transferring value informatior]ﬁ, jig%ludid‘ﬁegva

devittstePsolifte cormunication Gavice B ttansfer destination teey
whe 2N Ucrﬂ%ati?'} Q§¥|f§ rar}gaﬁgggﬁi@ﬁ@ag%m%m PEVELLRE ra@lec,@rmand

manage transfer of the value information. The value information held by
gendhe t@psfepsoucecommunicationite said at least one type of
command in response to the transfer reguest information from
the transfer destination communication device, and a command
transmitter operable to transmit the command generated by
the command generator TO the transfer destination
communication device, and wherein the ftransfer source
communication device includes a command receiver operable to
receive the command, which 1s generated by the command
generator of the transfer management server, from the
transfer destination communication device wusing wireless
communication when the transfer source communication device
exists in & communicable range in which the transfer source
communicaticon device can perform short-distance wireless
communication with the transfer destination communication
device, and a value information reducticn unit operable to
reduce, in response to the command, the value information
neld by the transfer source communication device by an

amount of the wvalue informaticon to be transferred from the

—Ba-



device is transferred to the transfer destination communication device.
The transfer destination communication device is connected via a
network to the transfer management server. The transfer destination
communication device includes a transfer request acceptor operable to
accept a transfer request for requesting part or all of the value information
held by the transfer source communication device to be transferred to the
transfer destination communication device, a transfer request information
transmitter operable to transmit the request, which is accepted by the

T ranedivsfer réquest acceptornas L Shttiaisfer ¥6qUest inforfatiéi fo thé ransfer
transfer management server via the network, and a command executor

des et hb1a o “ERBEHte At fehlf o€ Bype®sf command, which is generated by
the fransfer rmanagsment, seryer, necessary fartransferring thevalug e sent

information from the transfer source communication device to the transfer
i nvedestipatjon:communication deviged The transfer management servetansfer
includes a command generator operable to generate said at least one
systgpe of commiangrin fresponse tovthédransierireguestinformation frefithe 2
transfer destination communication device, and a command transmitter

Erarnsherablé t5 Hansmittha Coniantd geiieratstt by? the 28mnTand §ererator -7
conni@418 fransfer dsdg%%!g?ﬁ communication device, The transfer source, . o -

communication device includes a command recelver opera le to receive
opeﬂﬁ%le to manage transfer of the wvalue information. The

value information held by the transfer source communication
device is transferred to the transfer destination
communication device. The transfer destination
communication device 1s connected via a network to the
transfer management server. The transfer destination
communication device includes a transfer reguest acceptoer
operable to accept a transfer reguest for requesting part or
all of the wvalue information held by the transfer source
communication device to be transferred to the transier
destination communication device, a transfer request
information transmitter operable to transmit the reguest,

which is accepted by the transfer request acceptor, as

-8h~



command, which is generated by the command generator of the transfer
management server, from the transfer destination communication device
using wireless communication when the transfer source communication
device exists in a communicable range in which the transfer source
communication device can perform short-distance wireless
communication with the transfer destination communication device, and a
value information reduction unit operable to reduce, in response to the
mand, the value information held by the transfer source

el Gmunic oA divice By SHARBER of he Vaie InfBRaGFto BEPagement
e FROSTEITEC oM e 8 1aNSies SOCE.COIUTICAEn JeCe 1018 - <

transfer destination communication device. In accordance with a'thir
execaspect of thequresenininvention, there.dsprovigdedwnvalye informationated by
transfer method for transferring value information held by a transfer
thesgurés eemmunivationdevice fd Vansfendestivafion communicatioherring
device, comprising%th,e steps of: accepting a transfer request for

e oiftielfing Bar g an ot the vaille ibformatiBA hefd 5y e franstaregLica tion
devg(&@mwca@@@ de{/lf:zgn E%Q% tr%@.@%&%@l@ﬁ tr%&%ﬁ%g@ygg device.

communication device; transmitting the accepted transfer request as

Thetransfesmeguestintosmation vieea netwoik to a dansfer matagementnerator
server for managing transfer of the value information; transmitting a
orerafuttiorFeonipand a6 fedeeédheat least one type of command in

response to the transfer request information from the
transfer destination communication device, and a command
transmitter cperakble to transmit the command generated by
the command generator to the transfer destination
communication device. The transfer source communication
device includes a command receiver coperable to receive the
command, which is generated by the command generator of the
transfer management server, from the transfer destination
communication device using wireless communication when the
transfer source communication device exists in a
communicable range in which the transfer source
communication device can perform short-distance wireless
communication with the transfer destination communication
device, and a value information reduction unit operable to
reduce, in response to the command, the value information
held by the transfer source communication device by an

amount of the wvalue information to be transferred from the



value information held by the transfer source communication device by an
amount of the value information to be transferred from the transfer source
communication device to the transfer destination communication device
via the network to the transfer source communication device serving as a
source of the transfer request; reducing the value information held by the
transfer source communication device by the amount of the value
information to be transferred from the transfer source communication
device to the transfer destination communication device; transmitting an
trarigdreasing compranddorinorease value inferevdtion heltbby thee-10transfer
transfer destination communication device by the amount of the value
desGafotmafion T Be trahsferied frifm theSransfer source communication
device to.the transfer destination commupication device fromthe trapsfer
management server to {he transfer Source communication device via the

invdetwerk; transmitting:the, increasing commangkto the-transfer destinationre
communication device using wireless communication when the transfer
metdestination-commiimication device existoinig cammunicabléerangetimansfer
which the transfer destination communication device can perform _
50U IhRyrt-FSHETIES Wiifé1é8s corffUrication With he frafstér §durcglestination
comomUnication, deyice: and incteasing, in.iesponse o the: Increasing ;-
comman ,t%e vallie information héld by the transfer destination 4

£ rarComMUNicationdevieg by theamountefl parc or all of the value

nt

information held by the transfer source communication device
to be transferred to the transfer destination communication
device; transmitting the accepted transfer regquest as
transfer reguest information via a network to a transfer
management server for managing transfer of the value
information; transmitting a reduction command to reduce the
value informaticon held by the transfer scurce communication
device by an amcunt <¢f the wvalue information to be
transferred from the transfer source communication device to
the transfer destination communication device via the
network to the transfer source communication device serving
as a scurce of the transfer request; reducing the wvalue
information held by the transfer source communication device
by the amount of the wvalue information to be transferred
from the transfer source communication device to the
transfer destination communication device; ftransmitting an

increasing command to increase value information held by the

_10_



the value information to be transferred from the transfer source

communication device to the transfer destination communication device.

According to another embodiment of the present invention, there is

provided a value information transfer method for transferring value

information held by a transfer source communication device to a transfer

destination communication device. The value information transfer method

includes the steps of accepting a transfer request for requesting part or all

of the value information held by the transfer source communication
trardefdoe tdbetiamsférmed toomloa ithettiansfeldestivation comeuaitation of

device; transmitting the accepted transfer request as transfer request

Iy

the jrighiation Vi AThetwSrk 164 trafisférmanagemant sEREF formartdging =+
sou transfer of the vaILLeiiglt}ormC?éion' ransmitting .a reducfion ecgmr’gggq 19.+ion

curg COMMIn L Ca L
reauce ?he vglue information ‘ﬁe by the transfer source communication

comndgvicesby ap amopnt of theyalue infermationde bedransdersed fremther to
transfer source communication device to the transfer destination

the camamunicatiors device viathemetwerkitorthecteansfer svurce the network;

communication device serving as a source of the transfer request,
trangghihg e vald€infolRatcs AeRFby thETARERr sorce CAfimuricabont e T

d,eviqgek by the amount of the value information to be transferred from the,

destinacior COomnu 8] . eVLiCe .
Erans er source comrhunlcatlon EEVICG to the transfer Hestln tion

communication when the transfer destination communication
device exists in a communicable range in which the transfer
destination communication device can perform short-distance
wireless communication with the transfer source
communication device; and increasing, in response to the
increasing command, the value iInformation held by the
transfer destination communication device by the amount of
the wvalue information to be transferred from the transfer
source communication device to the transfer destination
communication device.

According  to ancther  embodiment of the present
invention, there is provided a wvalue information transfer
method for transferring value information held by a transfer
source communication device to a transfer destination
communicaticon device. The value informaticn transfer method
includes the steps of accepting a transfer reguest for
requesting part or all of the value information held by the

fransfer source communication device to be transferred to

- 10a -



communication device; transmitting an increasing command to - lob

increase value information held by the transfer destination communication

device by the amount of the value information to be transferred from the

transfer source communication device to the transfer destination

communication device from the transfer management server to the

transfer source communication device via the network; transmitting the

increasing command to the transfer destination communication device

using wireless communication when the transfer destination o
the commelicatioheddvicexists iracoimonichble Rmgedn whichethenitting

transfer destination communication device can perform shori-distance

the \irgfeSERoRfmuniCARITWRA the ATAREFsourd8 commnicafion devica=="
info.ar%%@l%%asixpg?mareﬁ?‘fé%cgfg the increasing,command, the yalue: secrver

information held by the transfer destination communicationdevice by the

for MBeuRtiefihe valedaformatiomto be transferredfrem the transierssourea ng
communication device to the transfer destination communication device.

a refhecvdloe informmation tkansferdnethod imayvfutther indedantieistepsiofd by
transmitting, upon reception of an identification information obtaining

the Coramand to BBtaT Sdéemtifitation fiforation regarding e fafser °f the

valudeesz;g%%%g%mw%%atbgg d@ﬁ/%%ffgfpggs_t@%tﬁrtfﬂ@n@,%ms%&erg%m
via the network, when the transfer destination communication device

comn@XSts Ar the.communicakle o the transfer destination
commnunication device via the network to the transfer source
communication device serving as a source of the transfer
reguest; reducing the value infeormation held by the transfer
source communication device by the amount of the value
information to be transferred from the transfer source

communication device rto the transfer destination

communication device; transmitting an increasing command to
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range, the identification information obtaining command to - 11 the
transfer destination communication device; transmitting the identification
information of the transfer destination communication device, which is
transmitted from the transfer destination communication device, to the
transfer management server via the network; and recording at least one
of identification information regarding the transfer destination
communication device and the value information to be transferred from
Ehgaté%nséer. sour%en%%mmunicatio e(1edvici%e to the tr%nsfer estination

communlc%lti%% device i aatfsjs%%ia Ion Wit ¥de%%ﬁca ion’informafiom tination

comfRIAding 1he transfersoyicecammynication.devisa.ingluded i e, ot i on
transfer request information. Thus, the transfer of the value information
to caa bée maragedfmadnitéregrone hy one im s€al timepand the valueunication
information can be restored to the original state in the event of a failure
deviGen 58 doMmbRRARSH ntSRaitica ilisalsopseibie &6 prsvepevice from
theun%%tggg%eq:du Igcggon ogzrt}hce ve;lge\;réfgrm%tion %rég the
communication device® The value'information transfer methdd ¥ aeffurt%%‘rwce

comiGiidesthestepsseftransmitiing, whep the valysipformationeld by the 1o

transfer destination communication device is not increased within a
incpeedetenninediperiod ob tintes informatierrindicating shatdhe inateasing of 1on

the value information is not completed from the transfer source
device using wireless communication when the transfer

inc

destination communication device exists in & communicable
range in which the transfer destination communication device
can perform short-distance wireless communication with the
transfer source communication device; and increasing, in
response to the increasing command, the value information
held by the transfer destination communication device by the
amount of the value information to be transferred from the
transfer source cemmunication device to the transfer
destination communication device.

The value information transfer method may further
include the steps of transmitting, upon reception of an

identification information obtaining command to obtain

identification information regarding the transfer
destination communication device from the transfer
management server via the network, when the transfer

destination communication device exists in the communicable

range, the identification information obtaining command to



communication device to the transfer management server via - 12 the
network; receiving a transfer canceling command to restore the reduced
value information to the original state from the transfer management
server via the network; and changing, in response to the transfer
canceling command, the value information held by the transfer source
communication device to a state prior to the reduction of the value
information. In accordance with a fourth aspect of the present invention,
there is provided a value information transfer method for transferring

Ehvalie itoriTatiof Held By 4 tranSfeFSBuTES EoMmUPICALioR devies toa! t £ 1ng
nelransterdestipation, communigation device, G@H@Dﬂ%ﬁ‘ﬁ% SEPROL: i nation

accepting a transfer request for requesting part or a e value
comnthformationdieldiby the frapsfersouree €opHRuication devige taderransrer
transferred to the transfer destination communication device; transmitting
de sthirgdcepled-pansial reguestasiaranster réquest informatiofeviamanagement
network o a E}rggsfer managﬁement server for managing transfer of the

SeLyfite ihtérmation; thenshfiting arfitdredsing Eohitandto intfée vare ©f
1a=ormationeld by the tiansfer degtinatian. sompapication. device by, an, e .

amount of the value information to be transferr m the transfer source
de seamAatiicationreaevice-tothertiransfer destination-gammunication deviseat+ i on

via the network to the transfer destination communication device

to be transferred from the transfer source communication
device to the transfer destination communication device in
association with identification information regarding the
transfer source communication device included in the
transfer request information. Thus, the transfer of the
value information can be managed/monitored one by one in
real time, and the value information can be restored to the
original state in the event of a failure such as
communication interruption. It is also possible to prevent
unauthorized duplicaticon of the wvalue information using the
communicaticn device.

The wvalue information transfer method may further
include the steps of transmitting, when  the value
informaticn held by the transfer destination communication
device 1is not increased within a predetermined period of
time, dinformation indicating that the increasing of the
value informaticn is not completed from the transfer source

communication device to the transfer management server via

- 12 -



serving as a source of the transfer request; increasing the -13 value
information held by the transfer destination communication device by the
amount of the value information to be transferred from the transfer source
communication device to the transfer destination communication device;
transmitting a reduction command to reduce the value information held by
the transfer source communication device by the amount of the value
information to be transferred from the transfer source communication
device to the transfer destination communication device from the transfer
the mardgemént serveetothedransfertdestination commanication davicenga to
the network; transmitting the reduction command to the transfer source

resthiminitatic Y&ice Jéing wireless Bamhitihication Whehthe transfer =3t

frofotse C%@QHQECQPO'}Q%%‘Q%%IQ%%S In.a campmuynicable range in which ¢
‘the transfér Source communication device can perform short-distance

cha¥heless comraupication with the-transferdestination commurieatield, the
device; and reducing, in response to the reduction command, the value

va lusformatiombeltdy the trnsfer source womhanicativrr devicebythe cation
amount of the value information to be transferred from the transfer source

dev kgfmbification® tebite torthe frarisfer deStination Eomatinication-d&vic8a - 1e

Acco;;din% to another embodiment of the present invention, there is

ormacl . . . .

prowdeg avalue information transfer method for transferring value

infarmatiopdield by a transfer a2 fourth aspect of the present

inf

invention, there is provided a wvalue information transfer
method for transferring value information held by a transfer
source communication device to a transfer destination
communication device, comprising the steps of: accepting a
transfer reguest for reguesting part or all of the value
information held by the transfer source communication device
to be transferred to the transfer destination communication
device; transmitting the accepted transfer reguest asg
transfer request information wvia a network to a transfer
management server for managing transfer of the value
information; transmitting an increasing command to increase
value information held by the transfer destination
communication device by an amount of the wvalue information
to be transferred from the transfer source communicatiocon
device to the transfer destination communication device via

the network to the transfer destination communication device

serving as a source of the transfer request; increasing the

_13_



source communication device to a transfer destination - 13a

communication device. The value information transfer method includes

the steps of accepting a transfer request for requesting part or all of the

value information held by the transfer source communication device to be

transferred to the transfer destination communication device; transmitting

the accepted transfer request as transfer request information via a

network to a transfer management server for managing transfer of the

value information; transmitting an increasing command to increase value
valunformation:heid byrthe tradsfer destinatidrecompmatication devieé byramt Lon

amount of the value information to be transferred from the transfer

SOMTEHEE EoMLMCAtoR deVickts tHETtraiistertrestiftiof bmmuhicAtBR" - "
ro SRVcEMalienstwork o e tanstet destinaion sommINICAan, deyice . s on

serving as a source of the 13b transfer request; increasing the value
devinformationheld by the transferdestination-eompunication-deviee bydhe ce;
amount of the value information to be transferred from the transfer
t rarsguice communicatienideviterto thectrarsfér destinaticri commurieationa L ue
device; transmitting a reduction command to reduce the value information

Lof Gyl by e (HansfePEolics Comtinicatioh Hevice By HE armGUnt Gt the 7> =
py Y3l formation o be ransferied fiorp Ibg LADSIEr SUMGL, ¢ ransterred
communication device to the transfer destination communication éewce
froMOMhe transfer source communication device to the
transfer destination communication device from the transfer
management server to the transfer destination communication
device via the network; transmitting the reduction command
to the transfer source communication device using wireless
communication when the transfer source communicatlion device
exists in a communicable range in which the transfer source
communication device can perform short-distance wireless
communication with the transfer destination communication
device; and reducing, in response to the reduction command,
the value informaticn held by the transfer source
communication device by the amount of the wvalue information
to Dbe transferred from the transfer source communication

device to the transfer destination communication device.
According to ancther embodiment of the present

invention, there 1is provided a wvalue information transfer

method for transferring value informaticon held by a transfer

source communication device to a transfer destination

- 13a -



the transfer management server to the transfer destination

communication device via the network; transmitting the reduction

command to the transfer source communication device using wireless

communication when the transfer source communication device exists in

a communicable range in which the transfer source communication

device can perform short- distance wireless communication with the

transfer destination communication device; and reducing, in response to

the reduction command, the value information held by the transfer source
commsprmanicatiod deviee by theambuhitef thel valietinformationtdpe method

transferred from the transfer source communication deyice to the transfer.

InclydEinatibh Scomhfthfcation déViEE PFHe Valu@ inforfmation trafsf&inathod ©*
requggbéﬂwefsai@%'ugg the steps of recelying an identification information, ., +ye

taining command for obtaining identification information - 14 regarding
t raribedransferseu ce-egmunticatiosrdeviee from the trapsfermanagement to
server via the network and, when the transfer source communication
the devicesskists idahé learmimumicablemangeatransmitingithe ideptification-ting
information obtaining command to the transfer source communication

the geide HRNSitting” GRS FdceptibR B fie- ideAtificatibh ThfoRfation ~ SIUest
insdSHaKING e Jransfer,soiyes gompupication levee, Ingdenisalion .y ve »
Information regarding the transfer source communication dévice to the
for managing transfer of the value information; transmitting
an increasing command tco increase value information held by
the transfer destination communication device by an amount
of the value information to be transierred from the transfer
source communication device to the transfer destination

communication device wvia the network to the transfer

destination communication device serving as a source of the
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transfer management server via the network; and associating information
regarding the transfer destination communication device included in the
transfer request information, the identification information regarding the
transfer source communication device, and the value information to be
transferred from the transfer source communication device to the transfer
destination communication device with one another. The value
information transfer method may further include the steps of transmitting,
when the value information held b th?gtransf%r source_commupnication

Erafisesr [T Rathted RIS Hlete finkd befod BEGHRS MiBHnatbh: DY
theingicating that the.reduction of the valie Jnformation.is:not completed 1

from the transfer destination communication device to the transfer
of miapagement serverviar thennetwor obtaininga-transfereanceliagt ransfer
command to - 15 restore the increased value information to the original
soustyte froffthetaisiécmandgsifent séfver Vizethet@awede rangiestination
executing.the transfer canceling command to change the value

C O hTaton hel Y theStfanS et AeRtivatioh® cofnniunithtibndevicsTeand &0
rea§iale priot toghe increasing, of, the,yalye nfprmation. the commuynicable, .o

range may be a short-distance range in which the transfer source
compammunidationdievicescanbecplaceshqver thefrarster destirationf o rmat ion

communication device or vice
to Dbe transferred from the transfer source communication
device tc the transfer destination communication device from
the transfer management server to the transfer destination
communication device wvia the network; transmitting the
reduction ccmmand to the transfer source communication
device using wireless communication when the transfer source
communication device exists in a communicable range in which
the transfer source communication device can perform short-
distance wireless communicaticn with the transfer
destination communication device; and reducing, in respcnse
to the reduction command, the value information held by the
transfer source communication device by the amount of the
value information to be transferred from the transfer source
communication device to the transfer destination
communication device.

The wvalue information transfer method may further

include the steps of receiving an identification information

obtaining command for obtaining identification information

- 14 -



versa. The short distance ranges from, for example, a few tens of
centimeters to a few tens of meters, and more preferably ranges from 10
cm to 20 cm. According to the embodiments of the present invention,
communication with the server only involves communication between the
transfer source communication device and the server. Therefore,
communication via the server is reduced, and value information can be
efficiently transferred between the communication devices. BRIEF
DESCRIPTION OF THE DRAWINGS Fig. 1 is a diagram of the schematic

L eIBGHigtRatidtor & YaRESAfoRNANGHT tranSBHEy St Qe ol ffa firspm the

t rafEPOMIMENL Qag}ﬁe%réseé‘% inyeptiop; £ igtﬁés agb%r‘ﬁﬁo(}i%gr%%"f MNEen the

schematic configuration of each device include e value - 16

tratié@aationstransfer systemmaecardingde thedisst embodiment; £i9s.:3A 0 the
3C are diagrams of the schematic data structure of a value information

comgamabask snd ther ikeyaccordingaosheé fitstrembodirhent; Figdéisa fication

. _diagram of the schematic configuration of a storage area in a secure

0L eSitlehih rebbF

atidh reCotbGIME acéoTHiRgNE the fitst eniSodintéRNBEES is §ource

comfi@¢har shawing the autling,of ayalue ; Nformafion rapsfer pracess = the
according to the first

identification information regarding the transfer source
communication device, the identification information
regarding the transfer source communication device to the
transfer management server via the network; and associating
information regarding the transfer destination communication
device included in the transfer request information, the
identificaticn information regarding the transfer source
communication device, and the wvalue information to be
transferred from the transfer source communication device to
the transfer destination communication device with one
another.

The wvalue information transfer method may further
include  the steps of transmitting, when tThe value
information held by the transfer source communication device
is not reduced within a predetermined period of time,
information indicating that the reduction of the vwvalue
information is not completed from the transfer destination
communication device to the transfer management server via

the network; obtaining a transfer canceling command to



embodiment; Fig. 6 is a flowchart showing the outline of the value
information transfer process according to the first embodiment; Fig. 7 is a
flowchart showing the outline of a value information transfer process
according to a second embodiment of the present invention; Fig. 8 is a
flowchart showing the outline of the value information transfer process
according to the second embodiment; Fig. 9 is a flowchart showing the
outline of a value information transfer process according to a third
embodiment of the present invention; Fig. 10 is a flowchart showing the

reShtfife of e valtie® ftSHATatior tr4fsfet ?)F@dfé@@%c%rdi_ﬁ@ to th& thifF t9+nal
statl epgdiment; \Ei@ar%slféﬁfmma&é&?wngﬁbeeo tipe of ayalug . york;

information transfer process according to a fourth embodiment of the
andpreseitunvenfion handdrigns isra tewehart showiagihaeutine ofthege the

value information transfer process according to the fourth embodiment.
valpESCRIAFONOFSTHE PRERERRED EMBODIMENTS RPreferrddstination

embodiments of the present invention will be  described in detail with

Comﬁ%&%%%é%8?hé%%&ﬁﬁbaﬁ%n& state prior to the increasing of

the value information.

The communicable range may be a short-distance range in
which the transfer socurce communication device can be placed
over the transfer destinaticon communication device or vice
versa. The short distance ranges from, for example, a few
tens of centimeters to a few tens of meters, and more
preferably ranges from 10 cm to 20 cm.

According to the embodiments of the present invention,
communication with the server only involves communicaticn
between the transfer source communication device and the
server. Therefore, communication via the server is reduced,
and value information can be efficiently transferred between

the communication devices.

BRIEF DESCRIPTION COF THE DRAWINGS

Fig. 1 is a diagram of the schematic configuration of a
value information transfer system according to a first
embodiment of the present invention;

Fig. 2 is a block diagram of the schematic

configuration of :each device included in the wvalue

._16._



drawings. In the following description and the accompanying drawings,
components having substantially the same function and structure are
given the same reference numerals, and repeated descriptions thereof
will be omitted. First embodiment Referring to Fig. 1, a value information
transfer system according to a first embodiment of the present invention
will be described. Fig. 1 schematically shows the configuration of the
value information transfer system according to the first embodiment. As
shown in Fig. 1, a valye information transfer system 100 includes

SnERLmANA DN PRSI T0r AT TBL-2 THERHIHH may Solleaaly bEL2St

empléferred ta as the - 18 “"communication device 101") a transfer
management server 102, a network 103, a base station 113, a packet
communication networdCl15rand aigajeway 117+ Thenalue drfermation data
transfer system 100 is a system capable of transferring value information

st rRETEWEthe® Eommuiitatién delice &It 1 ¢transter sbaree communidationl 1 ke
devjce) to the communication devjce 101-2 (transfer destination

acc gf%

mimication devicd) SThEEBRMUITEation device 101 is a
compunigation terginal provided WHQ_%%?%RQ%@@@CS&M@@%MMQH of a
communication function’such as near field communication (NFC), a
stopacket camawnication functiopdusiag a cefWamation recording unit
according to the first embodiment;

Fig. 5 is a flowchart showing the outline of a value
information transfer process according to the first
embodiment;

Fig. 6 1s a flowchart showing the outline of the value
information transfer process according to  the first
embrodiment;

Fig. 7 i1s a flowchart showing the outline of a value
information transfer process according to a second
embodiment of the present invention;

Fig. 8 is a flowchart showing the outline of the value
information transfer process according to the second
embodiment;

Fig. 9 is a £flowchart showing the outline of a value
information transfer process according to a third embodiment
of the present invention;

Fig. 10 is a flowchart showing the outline of the value

information transfer process according Lo the third

- 17 -



phone, and the like. The communication device 101 can access the
transfer management server 102 using a calling function via the base
station 113 or via the base station 113, the packet communication
network 115, and the gateway 117. The communication device 101 can
execute a client application with a browsing function and accept a transfer
request for transfer of value information on the screen using an input unit
such as a button. Using the browsing function described above, the
communication device 101 can request the transfer management server
embff ¥ hhhster value information, receive various commands necessary

forgiransferng the yalpe dnformation, ; 19; from.the transfer management., ;.

server 102, and display the execution results on the screen. The
infeamathication:dezmiee 301 is pravdaedwith=a: Feadanwriter {R/W)dor  fourth

reading and writing data from and to the external communication device
enbogli Bfda cdntabtfessies eafd madalktdnoudirgd contactless IC card).

When the_uyser places the communication device 101 over the external
coﬁ]ﬁuhi&éﬁoﬁ%e&vic P RE Eoﬁ?ﬁ?ﬁ?ﬁ@aqtioﬁ%ﬂe\%g 161 taRexthgngé L ue

inf g%ﬁaddfﬁl}gy a@@%@lﬁ'ee?isly vﬂ%gg}esgxterggbg%mygicat&%n d%%e 10§ourth

within a short- distance communication range of a few tens of centimeters
emboH {he:like

DESCRIPTION OF THE PREFERRED EMBODIMENTS

Preferred embodiments o©f the present invention will be
described in detail with reference to the accompanying
drawings. In the following description and the accompanying
drawings, components having substantially the same function
and structure are given the same reference numerals, and

repeated descriptions therecf will be omitted.

First embodiment

Referring to Fig. 1, a wvalue information transfer
system according to a first embodiment of the present
invention will be described. Fig. 1 schematically shows the
configuration of the wvalue information transfer system
according to the first embodiment.

As shown in Fig. 1, a value information transfer system
100 includes communication devices 101-1 and 101-2

(hereinafter may <c¢ollectively Dbe referred to as the

- 18 -



When accessing the transfer management server 102, the
communication device 101 holds an authentication key (client
authentication key) for performing mutual authentication with the transfer
management server 102 for, for example, each service. Since the client
authentication key is highly confidential information, the client
authentication key is stored in a tamper-resistant storage area or the like.
However, this is not necessarily crucial. The client authentication key may
be implemented as any key including an asymmetrical key such as

" CORTVRRESRANTR AQBHEFS(RSAY, ddvarted ERGTpfidn SEATEHETARS), BFLVET

102ffe ke, akas aysymmetrical key gyphoas dafa engryplion, standgrd ;oo
(DES), AES, or the like. In the case of a - 20 symmetrical key, it is

comBeeessary: torsecset-distrioLte the,key tg aqartner. herefore, the key is
not directly distributed via a communication network such as the Internet,
but sadistibuied walsthepmeans Suchad post oy Heelikel Afthougha system
Capgg}ﬁﬁequently described in detail, the communication device 101 holds
I

it apPiicatibh 2fdehificaith inf6Phafion foHid&maying2ach¢lignt vy the
comfifiplication sfored g fhe, comunication deviee 101, On e bagis ofthe. + 5 o

client application identification information, a proxy system 105 may

devagienticate the-gemmunieation devieenl0l JEkg eemmunication devicensfer
101 does not necessarily hold the client application identification
desipicraiation. Themunication device).

The communication device 101  is a communication
terminal provided with a short-distance wireless
communication function such as near field communication
(NFC), a packet communication function using a cellular
phone, and the like.

The communication device 101 can access the transfer
management server 102 using a calling function via the base
station 113 or wvia the base station 113, the packet
communication network 115, and the gateway 117.

The communication device 101 c¢an execute a client
application with a browsing function and accept a transfer
request for transfer of wvalue dinformation on the screen
using an input unit such as a button.

Using the Dbrowsing function described above, the
communication device 101 can request the transfer management
server 102 to transfer wvalue information, receive various

commands necessary for transferring the wvalue information

- 19 -



communication device 101 may not hold the client application
identification information. As shown in Fig. 1, in the value information
transfer system according to the first embodiment, when the transfer
source communication device accepts a transfer request from the user to
transfer value information, the transfer source communication device
makes a transfer request (transfer of 3000 yen) to the transfer
management server 102. The transfer management server 102 sends a
command (reduction command) to the transfer source communication

frogevidefto fédticalthe valge adsrfation FRIFtereinlBy théenolihtrd- by  the

axolrad gferrlreg (r%dlucctiog Igjf %)OO g/e{)%. Also in a value information database
included inthe - 21 mover%entcmaﬁralgement server 102, value

inferraation. cRrrespending to thetransfer spurce communicatipndeviceis 5
reduced. The value information database will be described subsequently.
reafilext,whe transfer Managiemert seivey 102¢ends ai cgmmetnd (bran and to

increasing command) to the transfer destination communication device
theyigthé FandferSBIRER LeGhitnicafar aevidd'fo inctdase thewaret Less IC

ca: fgration by the amount yransierred. The ingigasing command is
iIrectly transmitte usmas oft-distance wireless communication

bejween hedransier spurcecommunication.device and the. yransfefo1 over
destination communication device.
the external communication device 101, the communication
device 101 can exchange data directly and wirelessly with
the external communication device 101 within a short-
distance communication range of a few tens of centimeters or
the like.
wWhen accessing the transfer management server 102, the
communication device 101 holds an authentication key (client
authentication key) for performing mutual authentication
with the transfer management server 102 for, for example,
each service. Since the client authentication key is highly
confidential information, the client authentication key is
stored in a tamper-resistant storage area or the like.
However, this is not necessarily crucial.
The client authentication key may be implemented as any
key including an asymmetrical key such as Rivest-Shamir-
Adleman (RSA), advanced encryption standard (AES), or the

like, and as a symmetrical key such as data encryption

standard (DES), AES, or the like. In the case of a

- 20 -



In response to the increasing command, the transfer destination
communication device increases the value information stored in its
storage area (increase of 3000 yen). In this manner, the value information
can be transferred from the transfer source communication device to the
transfer destination communication device. When the value information is
transferred to the transfer destination communication device, as shown in
Fig. 1, a message such as "Money has been transferred" indicating that
the value information has been transferred is displayed on the screen,

SYMRSE e Gder Septs thet faRGEe SAMhaY vdide iﬁ?&rﬁ?&fi%ﬁ uSingfthkbute the
keyPULN ar the like of the input, UDiL - 22, At the same time, thereare (. o

eg 15 P
systems for allowing communication devices such as contactless IC

diseartsiecdirectly transtefvaiedatoraation hebyeengach atherp suphanet,
system, there is no server existing between the communication devices,

butapg vauetinformation hietd by ht theccomsmanichtions devieés sccounted i ke .
as_the total amount in the entire system. Thus, how much value

informidiotPRas ba8h (PGS red at wiaf poHEFom wﬁf&h_coﬁiﬁrﬁﬁﬁi%ation the
co %‘lﬁiﬁ% 15 Dok accugately managed, Examples of th%xallgg%nforr%%n?di gation

include the above- described point information, electronic money,
idelike. ticthisi descriptions as:deseribed-above; idermationdhat isach  client

application stored in the communication device 101. On the
pasis of the client application identification information,
a proxy system 105 may authenticate the communication device
101, The communication device 101 does not necessarily hold
the c¢lient application identification information. The
communication device 101 may not hold the client application
identification information.

As shown in Fig. 1, in the wvalue information transfer
system according te the first embodiment, when the transfer
source communication device accepts a transfer reguest from
the user to transfer value information, the transfer source
communication device makes a transfer request {transfer of
3000 yen) to the transfer management server 102,

The transfer management server 102 sends a command
{(reducticn command) to the transfer socurce communication
device to reduce the value information held therein by the
amount to be transferred (reduction of 3000 vyen).

Alsc in a wvalue information database included in the
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transferred on a network or the like and that has a predetermined value,
such as a money value, is collectively referred to as electronic value
information (or simply as value information). As shown in Fig. 1, the case
in which the communication device 101-1 is a device functioning as a
transfer source communication device for transferring value information to
the communication device 101-2, and the communication device 101-2 is
a device functioning as a transfer destination communication device for
obtaining the value information from the communication device 101-1 is

movgEEHibed b’f}W@Fﬂﬁ%mple.Sﬁﬁ\‘ﬁ%{:/er, tﬂéjﬁresgnt‘fﬁ\}_é%ﬁion is-pGtermation
corlirg'é%%rt%ﬁg' e&%‘m@A% %Iﬁ'gﬂ%tﬁ@%y ’ éf&%g&e@s ?QE%E”H%%%EI” bed_e%%ce is
the evice 101-

implemented’in the case in whic communication 1

rediupetions asra:transfer-destination:eammunication Hevige andghe Jescribed
communication device 101-2 functions as a transfer source

subg@fdrmication device or in the case in which both communication
devices function as transfer source communication devices or transfer

deSfirdtion éb?ﬁmuﬁiéﬁf?o%f@d%yid&%?lﬁwgﬁﬁ?&%bo&%‘h%ﬁhe t8de ipends  a
comfhich the(%wmg@!caﬂgﬂcg%vag%gél has a.gontactiess IC cagd module

will be described by way of example. This contactless IC card module
desinchigdesancontaeiiess: Kaeardandisa genetal dermpfor devigesmith asource

contactless IC card function.
communication device to increase the value information by
the amount transferred. The increasing command is directly
transmitted using short-distance wireless communication
between the transfer source communication device and the
transfer destination communication device.

In response to the increasing command, the transfer
destination communication device increases the value
information stored in its storage area {(increase of 3000
yenj . In this manner, the value information can be
transferred from the transfer source communication device to
the transfer destination communication device.

When the wvalue information is transferred to the
transfer destination communication device, as shown in Fig.
1, a message such as "Mcney has been transferred" indicating
that the value information has been transferred is displayed
on the screen, and the user accepts the transfer of the
value information using the button or the like of the input

unit.
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The word "access" is a general term for processing information via a
communication network, such as using the system, connecting to the
system or server, referring to a file, saving a file, deleting a file, or
changing a file. Referring now to Fig. 2, each device included in the value
information transfer system according to the first embodiment will be
described. Fig. 2 is a block diagram of the schematic configuration of
each device included in the value information transfer system according
to the first embodiment. As shown in Fig. 2, the'communication device

104 tinclutfes asgﬂ@rt-dfs}g}’?qe WFE‘I%§§ c_o?rﬁﬁur)iééftﬁfrfﬁﬁt (ory allowing
comﬁ%ﬁﬁEHEE%ﬁmuggviaé@e'QE%Wa“gg"“’%%%%%H@%ég‘? C cards to

identification information obtaining unit, etc.) 201, a secure information
direecording yai 203ra display unitr25: 8 CORroller (efcan BIRIAUPHPRer. In

detector) 207, an input unit (or a transfer request acceptor) 209, and a
SUChetworks coRfRuNichtien anitizl 1./ he skhorttlistanse wiretass between the

communication unit, 201 and the secure information recordin% unit 203

COMifted'in tHe LohmTitiicalidh d8vics 101 CofBpGRdh thetd Py all the
comfpRitedesdipedo aniactions IR MO (CRAIACISAS I GURLINE, e

other elements included in the communication device 101, namely, the
entdisplay ynitiedd5, thesonrtiollen20 Ttheinpatiunit 2095 angtheietwork been

communication unit 211, correspond to
transferred at what point from which communication device is
not accurately managed.

Examples of the wvalue information include the above-
described point information, electronic money, and the like.
In this description, as described above, information that is
transferred on a network or the like and that has a
predetermined value, such as a money value, is collectively
referred to as electronic wvalue information {or simply as
value information).

As shown in Fig. 1, the case in which the communication
device 101-1 is a device functioning as a transfer source
communication device for transferring wvalue information to
the cemmunication device 101-2, and the communication device
101-2 is a device functioning as a transfer destination
communication device for obtaining the value information
from the communication device 101-1 is described by way of

example. However, the present invention is not limited to

this example. Alternatively, the present inventicn can be
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elements included in the cellular phone shown in Fig. 1. The
short-distance wireless communication unit 201 includes an antenna, a
tuner, a modem, and an IC controller for controlling the short-distance
wireless communication unit 201 and the secure information recording
unit 203. When the short-distance wireless communication unit 201
approaches within a communicable area that is within, for example, 20
cm of the short-distance wireless communication unit 201 included in the
ﬁggénaéé:gmmunic tion device 101, the short-distance wireless

O SHRmUnTCation' unit 201 etHorms' pretetermined proCEsaihg ntdiihg devLce
101Ralling {o.identify.the, partger eompuiAication device-(e:g,, communication ; o,
device ID) and becomes capable of wirelessly communicating with the -
devaTeparner shog-distancericeless ecommunication enit20EcHhe-seciye as a
information recording unit 203 is a storage unit including an electrically
trag@aEaplessrogrimmablaiiekae b mEmbdnE (EERROM) Grehe fike afd isvhich
n authentication unit capable of performing. authentication usirég

an
bm@ncr%ﬁ“&ﬁf&é&%ﬁ&?fun fi8n e seclits inffmatioh recbrdtig Ghit 2632<¢
comieres: thargin the aboye-dgscribed clientkey walug information. a,,Usela ¢ 1 on

ID for identifying the user, a communication device ID for identifying the
devdéeramunication device (contactless IC card in a narrower sense), a

command executor (program) for executing a command to, for example,

inct8asedretiibeieent, the case in which the communicatiocon
device 101 has a contactless IC card module will be
described by way of example. This contactless IC c¢ard
module includes a contactless IC card and is a general term
for devices with a contactless IC card function.

The werd "access" 1s a general term for processing
information via a communication network, such as using the
system, connecting to the system or server, referring to a
file, saving a file, deleting a file, or changing a file.

Referring now to Fig. 2, each device included in the
value information transfer system according to the first
embodiment will be described. Fig. 2 is a block diagram of
the schematic configuration of each device incliuded in the
value information transfer system according to the first
embodiment.

As shown 1in Fig. 2, the comnunication device 101

includes a short-distance wireless communication unit {(or a

command executor, a value information increasing unit, an
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value information, and the like. The display unit 205 includes a display
screen for displaying setting information or the like necessary to transfer
value information. The display unit 205 may further include a speaker or
the like for outputting sound. The controller 207 controls processes and
commands performed by each unit (from the secure information
recording unit 203 to the network communication unit 211) included in the
communication device 101. The input unit 209 includes a pointing device
including at least oni of a bytton, a trackpall, a trackpad, a stylus_pen, a

T oy ald Aoy Sk thAT ate”Capabie 8f teE8lvingH-operation ! 201, @
seceaMand, Sich a8 & Cpé%@@a%gi 48 franster valuginformatian,fomys - 4

the user or a touch panel for displaying on the display screen an icon or
conthedikedeor transmuiting.adransfer request tardransfer of valugninformationn i+

to the movement management server 102 and, when the icon is directly
(oTrtoughed: BRBEPEY theaFasTr reguestP However te inptdnit 209 ietwork

not limited. to these examples. The transfer management server 102
Comfrﬁ%szd%%talnoélcc%%%tur?i% or a command generator) 251 for accessing the

seqyre infrmatign Jegarding, init.2Q3 included. in the-gommunigation, o1 4 g

device 101, a controller 257, a network communication unit 261, and a
thesterage mmit 26 BcThe Staoragerenit 263 stpresra user dformativngatabase +the
communication device 101 correspond to the above-described
contactless IC card module (contactless IC chip). The other
elements included in the communication device 101, namely,
the display unit 205, the controller 207, the input unit 209,
and the network communication wunit 211, correspond to
elements included in the cellular phone shown in Fig. 1.

The short-distance wireless communication wunit 201
includes an antenna, a tuner, a modem, and an IC controller
for controlling the short-distance wireless communication
unit 201 and the secure information recording unit 203.

When the short-distance wireless communication unit 201
approaches within a communicable area that is within, for
example, 20 cm of the short-distance wireless communicatiocn
unit 201 included in the external communication device 101,
the short-distance wireless communication unit 201 performs
predetermined processing involving polling to identify the
partner communication device (e.g., communication device ID)

and becomes capable of wirelessly communicating with the
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regarding user identification information or the like, a value information
database for managing value information, a value information transfer
database, or the like. If necessary, the storage unit 263 can read and
write a record. The storage unit 263 may be, for example, a hard disk
drive (HDD). Referring to Figs. 3A to 3C, the data structure of the value
information database and the like held in the transfer management server
102 according to the first embodiment will be described. Figs. 3A to 3C

ically illustrate the data structure of the valye.information
P L e Acchitg 16 e M Db et Fig 3 201

schematically Hustrates-thedata straciieeh o 21 the valye infermation, rage
database. As shown in Fig. 3A, the value information database includes a

unigser 0 andivajuea information desdribingthescontenteoivataennforeationad-
currently held by the communication device 101. In this example, the

oLy mBERCOallEERR At shbvh ihiFfg. 3ANE déscriB8d Adieeambaat Lon

ans I eleciggieoney, Howgyer, e gmount ot yalue nfarmation isngty, o,
limited thereto and may be, for exam%le,t e number of points in the case

encYhete the/value fermatign;eerresponds to points given for the purchase
of goods. Fig. 3B schematically illustrates the data structure of the user

inférmatiorcdatabasel ASshowniinrFig. :38;d¢meling unit 203  stores
therein the above-described client key, value information, a
user ID for identifying the user, a communication device ID
for didentifying the communication device (contactless IC
card in a narrower sense), a command executor (program) for
executing a command to, for example, increase or reduce the
value information, and the like.

The display unit 205 includes a display screen for
displaying setting information or the 1like necessary to
transfer wvalue information. The display unit 205 may
further include a speaker or the like for outputting sound.

The contreller 207 controls processes and commands
performed Dby each unit {from the secure information
recording unit 203 to the network communication unit 211)
included in the communication device 101.

The input unit 209 includes a pointing device including
at least one of a button, a trackball, a trackpad, a stylus
pen, a dial log, and a Jjoystick that are capable of

receiving an operation command, such as a command to
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user information database includes a user ID and a communication
device ID. The communication device ID is identification information for
identifying the communication device 101. In a narrower sense, the
communication device ID is identification information for identifying the
secure information recording unit 203 included in the communication
device 101. The secure information recording unit 203 securely stores the
communication device ID. Fig. 3C schematically illustrates the data

strycture of. the value information trgngfer d%tabase. As shown in Fig}.j 3C,

tra oF e%jémvfle%\l/v%eﬁr%hé) ‘Eﬁﬂrg’r‘]trﬁl?ﬁ%éatioﬁ d%vi%eelof%%ﬁdsoﬁ t?angl%‘l; panel

£orfequest for fransier of ¥alug.nformatian, a igeord, 28. including fhe daige o
the transfer source communication device ID, the transfer destination

tracaminunicationadevicezshs nd thesvplee informationtte hestransfersed isvalue
generated in the value information transfer database. In the record

infganeration initial stite, BEViRHRT Vallie (AR e fRETEset W dachd, when

there}ggr% F'Osf exgrrngéedlvvhen thehté sfercsour € commmictation evice .
sendd’a tranSter réguest for transter of Vafte" itGmiation (rédtiest for S 4uest -

How@WiNg valug infarmation),;date gigformatign af the; g the rapsfer request ) e s
has been sent is set as the date in the record. The communication device
ID T ¢hetcomminicaticirderser: 101 setdrdhe ttarsfetncludes an access
unit {or a command generator) 251 for accessing the secure
information recording unit 203 included in the communication
device 101, a controller 257, a network communication unit
261, and a storage unit 263.

The storage unit 263 stores a user information database
regarding user l1dentification information or the like, a
value information database for managing value information, a
value information transfer database, or the like. If
necessary, the storage unit 263 can read and write a record.
The storage unit 263 may be, for example, a hard disk drive
{HDD) .

Referring to Figs. 3A to 3C, the data structure of the
value information database and the like held in the transfer
management server 102 according to the first embodiment will
be described. Figs. 3A to 3C schematically illustrate the
data structure of the wvalue information database and the

like according to the first embodiment.

Fig. 3A schematically illustrates the data structure of



request is set as the transfer source communication device ID. Similarly,
the amount of value information to be transferred is set as the value
information to be transferred. At the time the transfer destination
communication device is specified, the transfer destination
communication device ID is set. For example, when the transfer
destination communication device sends a transfer request for transfer of
value information (request for receiving value information), date
information at_the time the transfer_request has been sent is set as t
the‘dam%ql]rlft &e%%é&%‘?‘?%é%bm%%ﬁ?&%ﬁ%ﬁ dev‘zlgsé IS%?‘fiﬁle clor%nn%{l}ﬁ(':ati n’
valdevicelQl-setr inthe corresponding fransfer tequestinformation isset as. 1 ;¢
- 29 the transfer destination communication device ID. Similarly, the
infamouni ohvaldednfoiimation talbe transferad is setfas vthewaluenformation
information to be transferred. At the time the transfer source
CurgGmmuhiCaich dXiddR sHEeHied! i trthsiE $btfcelédmmunication
deﬂ,}ce ID.is set. Refelrringg w to Fi%j 4ﬁ a Sﬁ?ra%% area.in the secure h
informé:tlolnsreécegﬁcﬁlﬁg Gt acéor irrllg t§ the first” embodiméitt wifl e 57"
in gesgribed. Hg. 4gchematically, dlusirateg the siructyre of the slgrage noney.
area in the secure information recording unit 203 according to the first
Howembodimene Assshown indiig. 4pareas (andalrareai2in..) A not limited

the

thereto and may be, for example, the number of points in the
case where the value information corresponds to points given
for the purchase of goods.

Fig. 3B schematically illustrates the data structure of
the user information database. As shown in Fig. 3B, the
user information database includes a wuser ID and a
communication device ID.

The communicaticn device ID is identification
information for identifying the communication device 101.
In & narrower sense, tThe communication device ID is
identification information for identifying the secure
information recording unit 203 included in the communication
device 101. The secure information recording unit 203
securely stcres the communication device ID.

Fig. 3C schematically illustrates the data structure of
the wvalue information transfer database. As shown in Fig.
3C, for example, when the communication device 101 sends a

transfer request for transfer of value information, a record
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allocated to the storage area in the secure information recording unit 203.
Services (service 1, service 2, ...) are allocated to each area. As shown in
Fig. 4, the service 1 stores an user ID for identifying the user. The service
2 stores value information corresponding one-to-one with the user ID. On
the basis of the user ID in the service 1, the secure information recording
unit 203 can access the value information in the service 2. Although the

case in which the user ID and the value information shown in Fig. 4 are

j‘nc:chle}%aratelyéﬁtor d j:ne dif[cegenttsto%asqg areas, i.e., the service 1 and the

service’ 2-has been described Biy Wa§/%f Se%‘r]ﬁf)iee, fhogﬁgr%%%aﬁﬁérﬁnofd-EVl ©e

1D, 30 the presentdnventian s patlimited therete, anditheusel. IR apd the  5,q
value information may be stored in one service in a one-to-one manner.
the The Vakieinfosmation and/os thesuser 40 afe enerypted withdhe chentkey the

or the like. By decrypting the value information and/or the user ID with the
valgfent key, AhE2sectite inferfistiohTecotdinyinitc203 charddges driteletégcord

the value informatian. Transfer of value information Referring now to Figs.
g@ngra%%l&na v:'arliulerg ilh?glrmécitii:c?nt%’ans?fgr pjrcr)}“clécsjsaait‘:co‘? in%eto t?\g %\{) 58 the

1i k€mbodiment; will.he-desegribgdy Figs. 5 and 6 are flowcharts schematically

For example, when the transfer scurce communication
device sends a transfer reguest for transfer of value
information (reguest for gilving value information), date
infermation at the time the transfer request has been sent
is set as the date in the record. The communication device
ID of the communicaticn device 101 set in the transfer
reguest 1s set as the transfer source communication device
iD. Similarly, the amcount of value informatiocn to be
transferred 1s set as the value information to be
transferred. At the time the tfransfer destination
communication device 1s specified, the transfer destination
communication device ID is set,

For example, when the transfer destination
communication device sends a transfer request for transfer
of value information (request for receiving value
information), date information at the <fime the transfer
reqguest has been sent is set as the date in the record. The
communication device ID of the communication device 101 set

in the corresponding transfer request information is set as

R



illustrating the value information transfer process according to the first
embodiment. In the value information transfer process according to the
first embodiment, the case in which the transfer source communication
device accepts a transfer request for transfer of value information will be
described by way of example. The case in which the transfer destination
communication device accepts a transfer request for transfer of value
information will be described subsequently. As shown in Fig. 5, in order to
subscrib{gnto a value information transfer service, member information

EhediRBS e USEF ID T retidterst M the trahsfel ntibgEment servar 162 27 1Y+
the” ShdHig (e ipayt uniti209; 1,01 {he fransfer source. communigation oop 45

device (communication device 101-1) (S501-1). Member information of
thethedransfef destination: commubieationsgesiea-tcommunjcatiameeviGere the

101-2) is similarly registered (S501-2). The communication device 101-1
tragedfiy as tHertransfePBBUFceCComMMUuNicaivl devicé Accepts ditfdmsier the
qfﬁest for transfer of value information via the input unit 209-1 (S503).

trafr&e? T timBhE FeGrEe I ACEptad, for &xaimple” the ahfdunt of value
infearaation fo,be, wgnsferred is input. When the communication deyicese oy e

101-1 accepts the transfer request (S503) and a network communication
infstark bltion or ¢he kike iscseleated usingihe inptib vk 299-1,0  the first
embodiment will be described. Fig. 4 gchematically
illustrates the structure of the storage area in the secure
infermation recording unit 203 according to the first
embodiment.

As shown in Fig. 4, areas (areal, area 2, ...) are
allocated to the storage area in the secure information
recording unit 203. Services (service 1, gervice 2, ...)
are allccated to each area.

As shown in Fig. 4, the service 1 stores an user ID for
identifying the user. The service 2 stores value
informaticn corresponding one-to-one with the user ID. On
the basis of the user Il in the service 1, the secure
information recording unit 203 can access the value
information in the service 2.

Although the case in which the user ID and the value
information shown 1n Fig. 4 are separately stored in

different storage areas, i.e., the service 1 and the service

2, has been described by way of example, the embodiment of
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the network communication unit 211-1 included in the communication
device 101-1 sends transfer request information to the transfer
management server 102 (S505). When the transfer management server
102 receives the transfer request information, the access unit 251
generates a reduction command for the secure information recording unit
203-1 included in the transfer source communication device
(communication device 101-1) to reduce the value information by the
amount re%ue.s;%ed ta be transferre(;iE arld tr,ainsgwits the reduction

the dRant o the Canmonication favice IO TS In-AFHFT the* Aeceb8inipser
1p 23hrecords the, contents of:the raqyest in thecortesponding recardin the

- 32 value information transfer database described above (5507). When

a otheretworlecormamusication unit 211-1 included in the communication
device 101-1 receives the reduction command, the secure information
recot@ing Bt 20301 YebAipts thefred(etfontéommand wih tiedlientkeypted

.. and_.authenticates that the reduction command is a.command from _the
Wltﬁan%?éar rﬁgﬁfgrlegne%ﬁger%r 1 e.lt?sl ggs:sible%t% AfthisNicat8 that fife value

inftedNstian command is a.gammand fropy, thetansfer management server .y o

102 without using the client key. In response to the reduction command,
s ecthessetufe infarmation eecording ainit:203- L eeduckesvadue informationes the

stored in its storage area (service 2) by the amount to be
value information.

Transfer of value information

Referring now to Figs. 5 and 6, a value information
transfer process according to the first embodiment will be
described. Figs. 5 and 6 are flowcharts schematically
illustrating the value information transfer process
according to the first embodiment.

In the value information transfer process according to
the first embodiment, the case in which the transfer source
communication device accepts a transfer request for transfer
of wvalue information will be described by way of example.
The case in which the transfer destination communication
device accepts a transfer request for transfer of value
information will be described subsequently.

As shown in Fig. 5, in order to subscribe to a value
information transfer service, member information such as the

user ID is registered in the transfer management server 102
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transferred, which is set in the reduction command (5509). Upon
completion of the reduction of the value information by the secure
information recording unit 203-1 (5509), the network communication unit
211-1 included in the communication device 101-1 transmits a completion
report to the transfer management server 102 (5511). When the network
communication unit 261 receives the completion report, the access unit
251 generates a command (wireless communication starting command)
usito acti\é%te the. nshg t-disé%rl e Wi%egs_slcomo unictagtlion ugit 5%01;tle§cUCh as .
NEC o fhe liké BRd to senda report using's ort-distance “Wirgiess Hree

comSRMMUNcalioN = 33-Lhe storage vnlt 2631educas,dn thevale (g501-1) |
information database, the value information of the corresponding

corimingication dévieed 01<h:by thefamouhttransferrad fEle netivarkination

communication unit 261 transmits the wireless communication starting
COMEYMbTEH O the EFhtRicatibRoBBYiBé 40t IPS51e Wisén the C1-2)  is
1 $9MN uni%aéioPSdCevi%edl%-?lerfggives the wireless communication

S artlngycom(r%and?fhe shor -dlstar%c'e wireless communication unit 201-1

gengrates, A slectromagneticfigld (SSIR)1After the glectramagnetic field ¢ -
has been generated (S513), the network communication unit 211-1
soutraasmitsraunepotttof comptetibneof genenation af the eleciomagreticest for
transfer of wvalue information via the input unit 209-1
($503). At the time the request is accepted, for example,
the amount of value information to be transferred is input.
When the communication device 101-1 accepts the
transfer request (S503}) and a network communication start
button or the like is selected using the input unit 209%-1,
the network communication unit 211-1 included in the
communication device 101-1 sends transfer request
information to the transfer management server 102 {(3505).
When the transfer management server 102 receives the
transfer regquest information, the access unit 251 generates
a reduction command for the secure information recording
unit 203-1 included in the transfer source communication
device {(communication device 101-1) to reduce <the walue
information by the amount reqguested to be transferred and
transmits the reduction command to the communicaticn device

101-1. In addition, the access unit 251 records the

contents of the request in the corresponding record in the
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field to the transfer management server 102 (S514). To specify the

transfer destination communication device (communication device 101-2),

the access unit 251 generates a command (identification information

requesting command) to obtain the communication device ID stored in

the secure information recording unit 203-2 included in the

communication device 101-2. The network communication unit 261

transmits the identification information requesting command to the

commupnication device 101-1 (S515). When the partner transfer
T e e S00% Jeniet (ARG BTt dBits T07% (5507

appreaches.within 8,534 communication [Nag in whish shert-digtance.

wireless communication can be performed and the density of the
theelectromagnietic-field charges;¢he shart-distanceaviredess etrmmunieationion

unit 201-1 captures the communication device 101-2 and transmits the
comfpantificatioh hforfiftihereqidiigieommand feheshbrdistanées  203-1

wireless communicatign. unit 201-2 using wirteless communication (5517).
aecty Fél%%ongg?o the ? e%%ﬁgﬁioﬁ %I?gr?ﬁ}aaionw%c%ues%m% cocrrr]iﬁw%lﬁtd, ey and

autfiesrednformationsreceiding unit, 203:2included jnuthe commupjgation £ .o

device 101-2 transmits the communication device ID held therein to the
thecommuication deviegfdnt usigrwirelesscommunications (5p39kible to
authenticate that the reduction command is a command from
the transfer management server 102 without using the client
key.

In response to the reduction command, the secure
information recording unit 203-1 reduces value information
stored in its storage area (service 2) by the amount to be
transferred, which is set in the reduction command (S509).

Upon  completicn of  the reduction of the value
information by the secure information recording unit 203-1
{5509), the network communication unit 211-1 included in the
communication device 101-1 transmits a completion report to
the transfer management server 102 (8511).

When the netwecrk communication unit 261 receives the
completion report, the access unit 251 generates a command
(wireless communication starting command) t¢ activate the
short-distance wireless communication unit 201-1 such as NFC
or the like and to send a report using short-distance

wireless communication.
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When the communication device ID of the communication device 101-2 is
transmitted using wireless communication to the communication device
101-1, the communication device ID is transmitted to the transfer
management server 102 (5521). Referring to Fig. 6, the access unit 251
included in the transfer management server 102 generates a command
(increasing command) to increase the value information held by the
communication device 101-2 by the amount to be transferred, and the
newl%rk cgmmunication unit 261 tr%nsmits the increasin%&lqommand to the

comMuriicationevitd" 101-1(5525)" Tha 'shoft-distancEinirslesg Hormation
datS@RAWINicatign unit,2q1:d - 33, fransmitsdhe in8@35i9ﬁ§0m9@fpe@%gﬁding

communication device 101-2 using wireless communication (S525).
comrespbnse 1o thediveieasing cemmand; the secura tinformation reearding

unit 203-2 included in the communication device 101-2 increases the

valUEinfoRrfalier ‘store@TH IS Sforhdge areatdnds whéfi the proeessiagsn the
Wirgelsgonse to the increasing command is completed, transmits a

Eompietion Tapdrt 1 e Commticatian GeVita Y01 uding wirdfagg teation
deviemMupication(Sp2y). The network communication unit 211-1 included in
the communication device 101-1 transmits a report of completion of the
pregessingtiysthe communieaticicadevies=1Q1=2 in 1esponse tethe. ves the
increasing command to the transfer
wireless communication starting command, the short-distance
wireless communication unit 201-1 generates an
electromagnetic field (5513).

After the -electromagnetic field has Dbeen generated
(8513}, the network communication wunit 211-1 transmits a
report of completion o¢f generation of the electromagnetic
field to the transfer management server 102 (3514).

To specify the transfer destination communication
device {communication device 101-2}, the access unit 251
generates a command (identification information reguesting
command) to obtain the communication device ID stored in the
secure Iinformation recording unit 203-2 included in the
communication device 101-2.

The network communication unit 261 transmits the
identification  information requesting command to  the
communication device 101-1 ($515),

When the partner transfer destination communication

device (communicatiocn device 101-2) approaches within a
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management server 102 (S529). When the transfer management server
102 receives the report of completion of the processing in response to the
increasing command from the network communication unit 211-1, the
series of steps to transfer the value information is completed (S561).
When one of the communication device 101-1 and the communication
device 101-2, which have belonged to an area in which both devices can
wirelessly communicate with each other since, for example, one device is
oo rrLElac:ed over the other device, moves away from the area, the

Hortdistance wir8iRES communicboi tinit S01RE %?é&%%%%ngeﬁiﬁﬁﬁées S
comAPr§IESHOmAdNElic, field density and fhys defeets hat th%%%?ﬂﬂmcgﬁon the

device 101-2 does not exist in this area. At this time, the short-distance
elewirelessqommunicationunit k204 sfops ransmiting-radio-waves (9565).ess

In this manner, the value information can be transferred from the transfer
comyyiifcescohmmunidation device (carimuticatioh devieenondyad the device
gnsfer destination communication device (communication device 101-2),

tr ! . ‘
1013Ad thé Value infstRidhoh Franstdt proces _%Ebfd%ﬁ@?&% firstmf_Orma ion
reqgBWOMMeNt ig.compleied. Segond embodimant ReferTing N1 Figg. 1.1 o5 5

and 8, a'value information transfer process according to a second
comembodimentofih@ét 201-2 using wireless communication (S517).

In response to the identification information
requesting command, the secure information recording unit
203-2 included in the communication device 101-2 transmits
the communication device I held therein to the
communication device 101-1 using wireless communication
(S519).

When the communication device ID of the communication
device 101-2 is transmitted using wireless communication to
the communicaticon device 101-1, the communication device ID
is transmitted to the transfer management server 102 ($521).

Referring to Fig. 6, the access unit 251 included in
the transfer management server 102 generates a command
(increasing command) to increase the value information held
by the communication device 101-2 by the amount to be
transferred, and the network communication unit 261
transmits the increasing command to the communication device
101-1 (s8523).

The short-distance wireless communication unit 201-1

- 35



present invention will be described. Figs. 7 and 8 are flowcharts
schematically illustrating the value information transfer process according
to the second embodiment. The value information transfer process
according to the second embodiment is a process (or a recovering
process) of restoring value information to the original state when the
transfer of value information from the transfer source communication
device to the transfer destination communication device fails. In the value

. infor atio&;[ransferlprocess accordin éo the second embodiment, the )
TAgESE in which thé'transrer rs}gurcégem-nﬁg conTmURicaticHHaVICS Abdahts device

101transfer reauest for dransferaf valus infarmationwill be described by way

of example. The case in which the transfer destination communication
device aceeptma transfer request fordransiemnef vatueninformatiemwill Be.cure
described subsequently. In the following description, in view of the
Infedmparison befResr tHe dalue HHfdimatichCtParisfer proeéssiaccording to the
the first mbodiQent and ttp vazl:ue,information transfer process,accordin
nt,

COMPIhL bR efbotiTent, only difSreht Portions Ae déschbed, %rma%ion

stodgserintons; eithesremalning podions.arg, omjfigd o ayoid repelilian s o in
since they are substantially the same. As shown in Fig. 7, in the value

resinformation transfem proeess agcordingatodthe secong embodimentathenits a
steps from

completion report to the communication device 101-1 using

wireless communication (8527).

The network communication unit 211-1 included in the
communication device 101-1 transmits a report of completion
of the processing by the communication device 101-2 in
response to the increasing command to the transfer
management sexrver 102 {(5529).

When the transfer management server 102 receives the
report of completion of the processing in response to the
increasing command from the network communication unit 211-1,
the series of steps to transfer the value information is
completed (8561).

When one of the communication device 101-1 and the
communication device 101-2, which have belonged to an area
in which both devices can wirelessly communicate with each
other since, for example, one device 1is placed over the

other device, moves away from the area, the short-distance

wireless communication unit 201-1 detects a change in the

- 36 -



the member information registering step (S501) to the increasing
command transmitting step (S523) are substantially the same as those of
the value information transfer process according to the first embodiment,
and hence detailed descriptions thereof are omitted. As shown in Fig. 8,
when the short-distance wireless communication unit 201-1 transmits an
increasing command to the communication device 101-2 using wireless
communication (5525) or when the secure information recording unit

203-2_transmits a report of completion of the processing in response t
e R Comis 1o (1B Comrtunitaton 38 defoe ToE1 Lany e

comiligless eopHNunication (5527) injthes event thaticammynicgtion isycz . at
interrupted by some obstacle or the like, the data does not reach the
thiparthémeomrugication rdevice 81 candihe vakiednfaronationiteansfen unit

process is not properly completed. When communication is interrupted
201 aflertheRicreashgréorhifdhdirshisitttitrste $5%25) or the reporting of
corﬂgletith_l(:)LfS processinigrin response to tt‘ie increasing _command (5527),

o ; ﬁann alu be
itis necessary in the va

. . in matlo Cal
ue’lnformeﬁlon trans?er systemlfo SFOD ﬁqe Series

t raffssteps tojtranster then yalue-infarmationsand Q. restorg thei transferedievi ce

value information to the original state. As shown in Fig. 8, when no
{ cocoompletien reportds tiansmittéd -within acpredetermined péeod afdime nation
5527),
com%uni%ation device (communication device 101-2), and the
value information transfer process according to the first

embodiment is completed.

Second embodiment

Referring now to Figs. 7 and 8, a wvalue information
transfer process according to a second embodiment of the
present invention will be described. Figs. 7 and 8 are
flowcharts schematically illustrating the wvalue information
transfer process according tc the second embodiment.

The wvalue information transfer process according to the
second embodiment is a process (or a recovering process) of
restoring value information to the original state when the
transfer of wvalue information from the transfer source
communication device to the transfer destination
communication device fails.

In the value information transfer process according to

the second embodiment, the case in which the transfer socurce
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the controller 207-1 determines that the increasing processing is not
completed, and the network communication unit 211-1 transmits a report
that the increasing processing is not completed to the transfer
management server 102 (S528). Although the controller 207-1 measures
time in this example, the embodiment of the present invention is not
limited thereto. When the value information in the communication device
101-1 and/or the communication device 101-2 is increased and/or

co reguggg bj.;_/ Otlhjie gngoiucné to gg e’gra{]sferred ghesafcecess unit 251 %Pcluded in .
mfP]entrans er managementa Sérver 102" %i@) gener%tersegltlr%ﬁtéfe %5n5§% SLer

of GRMMandtocancelthe, ingrease/edugion of the value infgrmation by they; o
amount transferred, and the network communication unit 261 transmits

Thethetransfericanceling corhmandtertbe ecomtrunidationideviced@vhication
(S530). The storage unit 263 restores, in the value information database,

deViHeSreOFF OPHe cBMMUAIETET devREWEL1 ARd/orthaeaAmiunieationa lue
devic% 101-2 injtvyhich tg% é;/alu iangorm tion has acl_rLeady been increased

lnfg%%r feduced 1o tﬁg orlglr(fé:lls ate fn@gﬁg%%qhe %Orresponding record

in the yvalue ffermation trapsfer database ($93Q); Lhe shordistance, . 5 son

wireless communication unit 201-1 included in the communication device
betd@®4 ttamsmits the tranSfercanteling:commaad tetheceemmanicatiding to

device 101-2
the first embodiment and the wvalue information transfer
process according to the second embodiment, only different
portions are described, and descripticons of the remaining
portions are omitted to avoid repetition since they are
substantially the same.

As shown in Fig. 7, in the value information transfer
process according to the second embodiment, the steps from
the member information registering step (S501) to the
increasing command transmitting step {8523) are
substantially the same as those of the value information
transfer process according to the first embodiment, and
hence detailed descriptions thereof are omitted.

As shown in Fig. 8, when the short-distance wireless
communication unit 201-1 transmits an increasing command to
the communication device 101-2 using wireless communication
(8525} or when the secure information recording unit 203-2

transmits & report of completion of the processing in

response to the increasing command to the communication
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using wireless communication so that the value information in the partner
communication device 101-2 is restored to the original state (S535).
When the secure information recording unit 203-2 included in the
communication device 101-2 has increased the value information in
response to the increasing command, the secure information recording
unit 203-2 reduces the value information by the amount increased, and,
when the processing is completed, transmits a completion report to the

dev\g}\%]rge?w(i@tion Slg\l/l{clze 10%’%@'2115@ wireless communication @5/37) ,1419 the

W mmunication S
e Communlcaotlon device 1-5%&3 I’]Ojf received the INC eésmg

eveS@MMRAd O&M\fﬂ%ﬁ*ﬂ@&@%ﬁumgaﬂ%‘t@ﬁﬁﬁ%@d Zhasseqeived e 1. or

increasing command but has not increased the value information in
theresparse totthe dicreasing somatande dhé trahsmissiotrof thezcomptetioat ion

report (S537) is not performed, and the process proceeds to the next '
devded |hYespoRBE tothe trifdfer cahtefidebmatand Féceived frefrhess 1s
nottransferer nagement seryer 102, the secure information recording unit

263-1Hincrefises the value *information stored in its storage area by the

amauit transferred; harehy restoringlthe yaluednfoppationtodhe priginal ; v

state (S539). For example, the original state restoring step (S539) is a
comstapdf increasing, Wwhen thesvatye infatfidtion has the reporting of
completion of processing in response to the increasing
command (8527), it 1s necessary in the wvalue information
transfer system to stop the series of steps to transfer the
value infcormaticn and to restore the transferred value
information to the original state.

As shown in Fig. 8, when no completion report 1is
transmitted within a predetermined pericd of time (8527),
the controller 207-1 determines that the increasing
processing 1s not completed, and the network communication
unit 211-1 transmits a report that the increasing processing
is not completed to the transfer management server 102
(3528). Although the controller 207-1 measures time in this
example, the embodiment of the present invention 1s not
limited thereto.

When the wvalue information in the communication device
101-1 and/or the communication device 101-2 1is increased

and/or reduced by the amount to be transferred, the access

unit 251 included in the transfer management server 102
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already been reduced by the amount of 3000 yen, the value information

held by the communication device 101-1 by the amount of 3000 yen,

thereby restoring the value information to the original state. When the

transfer management server 102 receives a report of completion of the

processing in response to the transfer canceling command from the

network communication unit 211-1, the series of steps to transfer the

value information is completed (S561). When one of the communication

devige 101-1 and the ommunicatiog device 101-2, V&“‘CE‘; have belon%ed h
9IS anArea = 41 inwhich both-devices Can Wlffglrgsng@ comntunicate Wit ©
inc 28GR Othet mevesaway fromuthe grea, theshortdistance wireless:  amount

communication unit 201-1 detects a change in the electromagnetic field
tragdenfsityrand thus détectsltieat thee communicatiomdeyvice10d=2 doesinot 261

exist in this area. At this time, the short-distance wireless communication
LrapaRisel-1 stop? ranshRitingTadio WARSISEHS). In theaRfer to  the

describeﬁdia%ovcfiaé \tfhec \éalyslir_\f?rn%g%% Htransfer process according to the

Communic . .
Second embodiment 1S complete the value information transfer

progesss aecording ja the sgeond.-embediment \when. thetiansfer gl yalue; on
information from the communication device 101-1 to the communication
dat dewriee ,101:2 failsrafter the commuhieatiarndevicecE) 1t hasdrecepted thel -1
transfer request, the value
and/or the communication device 101-2 in which the wvalue
information has already been increased and/or reduced to the
original state and deletes the corresponding record in the
value informaticn transfer database (S530).

The short-distance wireless communication unit 201-1
included in the communication device 101-1 transmits the
transfer canceling command to the communication device 101-2
using wireless communication so that the wvalue information
in the partner communication device 101-2 is restored to the
original state (8535).

When the secure 1information recording unit 203-2
included in the communication device 101-2 has increased the
value information in response to the increasing command, the
secure information recording unit 203-2 reduces the value
information by the amount  increased, and, when  the
processing is completed, transmits a completion report to

the communication device 101-1 using wireless communication

(8537 .
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information can be restored to the original state. Third embodiment

Referring now to Figs. 9 and 10, a value information transfer process
according to a third embodiment of the present invention will now be
described. Figs. 9 and 10 are flowcharts schematically illustrating the

value information transfer process according to the third embodiment.

The value information transfer process according to the third embodiment

is different from the value information transfer process according to the
frshembogiment i (1at,a. .- 42 yransfer requesfor ansier of value. 1.
information is accepteghy thie franster destination communication device:

theA$:580WAINAH0.imerderde syhseribee a-valbe informatign fanpsfer 101-
service, member information such as the user ID is registered in the

2 hgansfecmanadembnt serverelG2 rusingcthedmgut lomit 20941 ofdthe fransfeised
source communication device (communication device 101-1) (S901-1).

the \Emmbsr informatian oPthe frarsterd&stmation tdothmifigaticn Bevieemmand,

+ ne (CQPMUNIcAtion qle\_/i%%lol[-}%) is_ similarly.registered (SQC_)l- The .
ecomrrﬁﬁﬁfgaatgltonl device 10f— :serc\:/?nn&aaée t %Otgansﬁ‘%P Odre%tlné\ %%% 8 not

per SOMARUNICAION deviceascanis adransieryequest: for transfergfyalue

information via the input unit 209-2 (S903). At the time the request is

acteptedsforesample, the amoantdkvalusinfcrination tohedramstesedi ved
frmflngﬁé transfer management server 102, the secure
information recording unit 203-1 increases the value
information stored in its storage area by the amount
transferred, thereby restoring the value information to the
original state (8539),

For example, the original state restoring step (S539)
is a step of increasing, when the value information has
already been reduced by the amount of 3000 yen, the value
information held by the communication device 101-1 by the
amount of 3000 yen, thereby restoring the value information
to the coriginal state.

When the transfer management server 102 receives a
report of completion of the processing in response to the
transfer canceling command from the network communication
unit 211-1, the series of steps to transfer the wvalue
information is completed (S561).

When one of the communication device 101-1 and the

communication device 101-2Z, which have belonged to an area
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In the value information transfer request accepting step (S903), for
example, the amount of value information to be obtained (received) from
the transfer source communication device (communication device 101-1)
is input. When the communication device 101-2 accepts the transfer
request (S903) and a network communication start button or the like is
selected using the input unit 209-1, the network communication unit
211-2 included in the communication device 101-2 sends transfer request
information to the transfer management server 102 (S905). - 43 When the
thiskiamnsih il cus bl retitues b i
ot hEHOrMAlion; the,aGeess Lpit 25l generates ,an ineraasing cammand foke ) e s s
the secure information recording unit 203-2 included in the transfer
comgestinaaionccomnuumnicatioredévite (cammumnicationsdevie2404<?) toin  the
increase the value information by the amount requested to be transferred
eleghd HARSRTE tRe ifdredsingdnihakd e ddHmuricttpAtdeviédat the
101-2. In additign, the access unit, 251 records the contents of the request

omiie Corregponding “fecord inthé Varie Hformatioh transfer detabidse” - °*

thideseribed abeve (S807)- VWhen the-petwark coguaunication Mnit31152  unit
included in the communication device 101-2 receives the increasing
20 1ledmsatands the secueinformatient tecording=units20:3:2 .decrypts the

increasing command with, for example, the
In the manner described above, the wvalue information

in

transfer process according to the second embodiment is
completed. With the wvalue information <transfer process
according to the second embodiment, when the transfer of
value information from the communication device 101-1 to the
communication device 101-2 fails after the communication
device 101-1 has accepted the transfer reqguest, the value

information can be restored to the criginal state.

Third embodiment

Referring now to Figs. 9 and 10, a value information
transfer process according to a third embodiment of the
present inventicon will now be described. Figs. 9 and 10 are
flowcharts schematically illustrating the value information
transfer process according to the third embodiment.

The value information transfer process according to the
third embodiment is different from the wvalue information

transfer process according to the first embodiment in that a
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client key and authenticates that the increasing command is a command
from the transfer management server 102. It is possible to authenticate
that the increasing command is a command from the movement
management server 102 without using the client key. In response to the
increasing command, the secure information recording unit 203-2
increases the value information stored in its storage area (service 2) by
the amount set in the increasing command (S909). Upon completion of

the increasing of thev lue -44 |nfo mation ythe cure information )
trarescérdcng un(%‘é%% 2 (%359) 1fheaﬁé“stvx?ork cBmmut cfé‘i dﬁ?tgfﬂnﬁtmn 1S
accibsiudeddn the, commynieation; device 1012 trapsmits acomplgtion raport

to the transfer management server 102 (S911). When the network

coarnunication unit 26 received theccarpletion repbHctheaccess Witvalue

251 generates a command (wireless communication starting command)

lnffbrgﬁﬁ/a@th*er@ﬁ@&%tﬁw\}me|es§%@hﬁﬁum@a%ﬁmw@1 S tos the
a report usmg short dlstan wweless%%mmunlcatlon. The storage

usel}jnl 63 ihcfeastt “RTRE valtie m%r%%%oﬁ tadARBA e rhTe Server 102
usitdormagian ofithg,gorrespendinggammunicationdgyice 1012 by the o\,

amount transferred. The network communication unit 261 transmits the
comwireless commmdeicatien stasting:ecmatanshtodbe Commmurlieation(s901-1) .

Member information of the transfer destination
communication device (communication device 101-2) is
similarly registered (S59%901-2).

The communication device 101-2 serving as the transfer
destination communication device accepts a transfer request
for transfer of wvalue information via the input unit 209-2
(S903). At the time the reguest is accepted, for example,
the amount of value information to be transferred is input.

In the wvalue information transfer reguest accepting
step (S903), for example, the amount of value information to
be obtained {received) from the transfer source
communication device {(communication device 101-1) is input.

When the communication device 101-2 accepts the
transfer request (5903) and a network communication start
button or the like is selected using the input unit 209-1,
the network communication wunit 211-2 included in the
communication device 101-2 sends transfer request

information to the transfer management server 102 (8905).
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device 101-2 (3912). When the communication device 101-2 receives the
wireless communication starting command, the short-distance wireless
communication unit 201-2 generates an electromagnetic field (5913).
After the electromagnetic field has been generated (3913), the network
communication unit 211-2 transmits a report of completion of generation
of the electromagnetic field to the transfer management server 102
(3914). To specify the transfer source communication device - 45
(C(mpunication device 101-1), the access unit 251 generates a

co

And (idendiicatisi frforaliah Faguestmf cofimardjto bhE e the
crafRALNIcAlan devier 4D sforeddn he secute. duioumation reseriingyalt » e o

203-1 included in the communication device 101-1. The networ
an ComyneRication urikA6hdramspitsithe identificationinformationiequesting i ng
command to the communication device 101-2 (5915). When the partner
unifransféifsoutce cammiurication device (Eommunicationidevice I0dst)ination
oo a%proaches within.a ¢ommunjcation rapge in which short-distance

Bies8 L dsiimuniEdidican be PRRS hed adthe dénslyof the®1-2)  to

inc@legiramagpetic field chapges,.the SHof: i%ﬂ‘@%%&!@é%‘é‘ﬁ@%ﬁ‘é@“@% be
unit 201-2 captures the communication device 101-1 and transmits the

t raigdentificaiion isformatidhsmits the increasing command to the

communication device 101-2. In addition, the access unit

251 records the contents of the request in the corresponding

record in the value informaticn transfer database described

above (5907} .

When the network communication unit 211-2 included in
the communication device 101-2 receives the increasing
command, the secure information recording unit 203-2
decrypts the increasing command with, for example, the
client key and authenticates that the increasing command is
a command from the transfer management server 102. It is
possible to authenticate that the increasing command is a
command from the movement management server 102 without
using the client key.

In response to the increasing command, the secure
information recording unit 203~2 increases the value
information stored in its storage area (service 2) by the

amount set in the increasing command {S5%809).

Upon completion of the increasing of the value
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requesting command to the short-distance wireless communication unit
201-1 using wireless communication (5917). In response to the
identification information requesting command, the secure information
recording unit 203-1 included in the communication device 101-1
transmits the communication device ID held therein to the
communication device 101-2 using wireless communication (5919). When
the communication device ID of the communication device 101-1 is
transmitted ;:s;%ﬂg 1é‘/:}/ér?iless commupnication to, - 46 the communication

, the

InTHEliRs 101- Mo deb B I farshiited 13 the tahsfef 032
(soPgnagement server 102 via the: netwark 1035921 ); Referring tg Fig. 10, o

the access unit 251 included in the transfer management server 102
comgenerates acommant: (reduetion-commandstodedusesthenalue report to
information held by the communication device 101-1 by the amount to be

therhRgfefredl aid M ABRYGTK TORRUNIEAHoN(GHL 261 transmits the

re ction% mmand to the communication device 101-%% 923). The
ShERIstarice WIS dommlPSAoR Ui 2015 Yandrits the fédddiion e

comﬁ@@%ﬁ%&?tﬁé@%EQ”WWHQEaQ%%Q@%m%u%9}42%%“QﬁQHS%Q§es a command
communication (8925). In response to the reduction"‘command, the secure

(wi irdOrmation cecardingamnit203drinekided indb@mand) to activate the

short-distance wireless communication unit 201-2 and to send

a report using short-distance wireless communication.

The storage unit 2673 increases, in the value
information database, the value information of the
corresponding communication device 101-2 Dby the amount
transferred.

The network communication unit 261 transmits the
wireless communication starting command to the communication
device 101-2 (8812).

When the communication device 101-2 receives the
wireless communication starting command, the short-distance
wireless communication unit 201-2 generates an
electromagnetic field (8913).

After the =electromagnetic field has been generated
(5913}, the network communication unit 211-2 transmits a
report of completion of generation of the electromagnetic

field to the transfer management server 102 (35914).

To specify the transfer source communication device
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communication device 101-1 reduces the value information stored in its
storage area and, when the processing in response to the reduction
command is completed, transmits a completion report to the
communication device 101-2 using wireless communication (S927). The
network communication unit 211-2 included in the communication device
101-2 transmits a report of completion of the processing by the
communication device 101-1 in response to the reduction command to

the transfer, management server 102 (S929). - 47 When the transfer
(corr[ﬁrg%%ég%%ejﬁ?ger%/%ﬂﬁ re?f)e%veﬁs}the 1('r%éi%or 8Fceosr?1pllé%lrr012t generates

a cPrREESSING inikasporse 10 the, reductioncomypand fronthe network andy +o

communication unit 211-2, the series of steps to transfer the value
ohtimformation is-camplated(S861) Mdhenond of thecearamunicatiamdevicecure
101-1 and the communication device 101-2, which have belonged to an
infgpeee i Which BotR dedites canWirdlessly2€smiunickte Withssach éther the
since, for Ex{a}mgle% one dlivic_eéis placed over the other device, moves
short-

communica lﬁ]e - . . . .
away from the area, the Istance wireless communication unit

202z detgets achange dnthe, glegtromagnetic field depsity.and thius: s the

detects that the communication device 101-1 does not exist in this area.
ideAt tlisdime,dhe shonttdistanceirelese gapwmunigation-unita2(l-2 steps the
transmitting radio waves (S965).
communication device 101-2 (89215).,

When the pariner fransfer source communication device
(communication device 101-1) appreoaches within a
communication range in which short-distance wireless
communication can be performed and the density of the
electromagnetic field changes, the short-distance wireless
communication unit 201-2 captures the communication device
101-1 and transmits the identification information
requesting command to the short-distance wireless
communication unit 201-1 using wireless communication (8917).

In response to the identification information
reguesting command, the secure information recording unit
203-1 included in the communication device 101-1 transmits
the communication device ID held therein to the
communicaticn device 101-2 using wireless communication
(3919).

When the communication device ID of the communication

device 101-1 is transmitted using wireless communication to
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In this manner, the value information can be transferred from the transfer
source communication device (communication device 101-1) to the
transfer destination communication device (communication device 101-2),
and the value information transfer process according to the third
embodiment is completed. Fourth embodiment Referring now to Figs. 11
and 12, a value information transfer process according to a fourth
embodiment of the - 48 present invention will be described. Figs. 11 and
e12 are flowchgr.ts sch maticaIIX &I!Lu_sgatiq:%the value information transfer
process Aecsaing to te fotitth-embSdiment The VARG Rfdrifdition SV ice 1D
is Wansferpracess agcarging tpthe riourth gmbodiment iSA DIOCESS fOrA 4 the
recovering process) of restoring value information to the original state
netwheh thé 3trarsieriof .value information from the transfer source
communication device to the transfer destination communication device
faifte e thel Value- fofination #anst&rEpré66x38s aséorting Stb thafilstdpd in

heSe %%ql%rpggdi%%ntg deﬁgg ed gggvee,rthel% se in which the transfer d
source communicaltisy Gevids accepts & transfer 2GUESoF trangfer GP"an

(re¥@lueinformation, has begn deseribed. in thevalue informatiop franster, 4 .
process according to the fourth embodiment, the case in which the
thetransferdestination: comiwnication deviee acegpts the amount to be

th

transferred, and the network communication unit 261
transmits the reduction command to the communication device
101-2 {s923).

The short-distance wireless communication unit 201-2
transmits the reduction command to the communication device
101-1 using wireless communication (S925).

In response to the reduction c¢ommand, the secure
information recording unit 203-1 included in the
communication device 101~1 reduces the value information
stored in 1its storage area and, when the processing in
response to the reduction command is completed, transmits a
completion report to the communication device 101-2 using
wirelegss communication (8927).

The network . communication unit 211-2 included in the
communication device 101-2 transmits a report of completion
of the processing by the communication device 101-1 in
response to the reduction command to the transfer management

server 102 {3929).
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a transfer request for transfer of value information will be described. In

the following description, in view of the comparison between the value

information transfer process according to the third embodiment and the

value information transfer process according to the fourth embodiment,

only different portions are described, and descriptions of the remaining

portions are omitted to avoid repetition since they are substantially the

same. - 49 As shown in Fig. 11, in the value information transfer process

according to the fourth embodiment, the steps from the.member |

inf@%rﬁéltioﬁ%ggis%ﬁﬁlgsgteéf) (é%ﬁ?‘g H5& FedchiorT Eorr%ﬁgndrt?acr%]rﬁiﬁ%g the
repSiEP (3323} arg.suhstaniially the,sams gs thaseof the,valug.information o

transfer process according to the third embodiment, and hence detailed
reddesciiptionsitheradf drecomitied. As showk irbignd2; whendhe unit 211-2,

short-distance wireless communication unit 201-2 transmits a reduction
thecoRfhafd to°the ThftMunicatidn @aviés 101 haisiNg Wireles@ formation is
Comc%m?euigic ié)gl §5925) or when the secure information recording unit

5051 fransmits a‘report of completion of the processing in response to

thggreductigncommand,io thecommunigation dewge 101-24sing  4ng  tne

wireless communication (5927), in the event that communication is
comimberiupteddy someialastdad of thevlike;lthendata dbes npteeach thean area
. partner communication
in which both devices can wirelessly communicate with each
other since, for example, one device is placed over the
other device, moves away from the area, the short-distance
wireless communication unit 201-2 detects a change in the
electromagnetic field density and thus detects that the
communication device 101-1 does not exist in this area. At
this time, the short-distance wireless communication unit
201-2 stops transmitting radio waves (S965).

In this manner, the valus information can be
transferred from the transfer source communication device
(communication device 101-1) %o the transfer destination
communication device (communication device 101-2), and the

value informaticon transfer process according to the third

embodiment is completed.
Fourth embodiment

Referring now to Figs. 11 and 12, a value information

transfer process according to a fourth embodiment of the
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device 101, and the value information transfer process is not properly
completed. When communication is interrupted after the reduction
command transmitting step (5925) or the reporting of completion of
processing in response to the reduction command (5927), it is necessary
in the value information transfer system to stop the series of steps to
transfer the value information and to restore the transferred value
information to the original state. - 50 As shown in Fig. 12, when no
completjon report is trg&s i%ed within a predetermined period of time

=2

bre ), - thee&dntigter® Steftfines thithe reaﬂl&?on |?Jr]oc§§§lng]1§ are
f1oQ@H§¥E@e%@h@ngy%gngnﬁﬁq@§%¥g¥¥@8 wﬂgz%kﬁggn%ﬂ%%@mation

report that the reduction processing is not completed to the transfer

t ramafagement ser/es 402 r (5928) -Althoughrthe :contreder2Q i-2-neasures
time in this example, the embodiment of the present invention is not
limited tiérets: WhéR Biatdlos infopmnatiairinriie cofmmuricatiohidavides the
% -1 aqgé%r.the communication device 101-2 is increased and/or
y

1
FOUFedicEl By thE altount 1 b TSt ted the AccdssCtift 289 intladsPRY  OF
res NSRRI IMARAGEMENLREPURL 02 generates a fianster canceling e e

command to cancel the increase/reduction of the value information by the
traampant ttahsferredicand theaqetwotkeommupicationainit26hsfer source
communication device to the transfer destination
communication device fails.

In the value information transfer processes according
to the first and second embodiments described above, the
case in which the transfer scurce communication device
accepts a transfer request for transfer of value information
has been described. In the wvalue information transfer
process according to the fourth emboediment, the case in
which the transfer destination communication device accepts
a transfer reguest for transfer of value information will be
described.

In the following description, in view of the comparison
between the value information ftransfer process according to
the third embcediment and the value information transfer
process according te the fourth embodiment, only different
portions are described, and descriptions of the remaining

portions are omitted to aveoid repetition since they are

substantially the same.
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transmits the transfer canceling command to the communication device
101-2 (S930). The storage unit 263 restores, in the value information
database, the record of the communication device 101-1 and/or the
communication device 101-2 in which the value information has already
been increased and/or reduced to the original state and deletes the
corresponding record in the value information transfer database (S930).
The short-distance wireless communication unit 201-2 51 included in the
communication device 101-2 transmits the transfer canceling command

to fife cotRifunicaticn-devide 1052 (i€ifig WitéleSs ebmpitiicdtioh soapapfer

the value information ,in t artner communication device 101-1 i
= R brod T e DG S S550) Wimeh G SERire iofiBioRe e £rom

theeGREGHRE HNIt 20851 in¢luded intheicommunicatiqn dgvicg 491l hag o the
reduced the value information in response to the reduction command, the

redsedurennformatoni reconding Unit203-k ingreases1he value mfdrmationial ly
by the amount reduced, and, when the processing is completed,

Chey 5R8RitSs chMpistion repdtttoifé “eommtnicaiion eeviké A0 2 gsigocess

Wirrgg_ess copomuniﬁ]ationalg89§7). (\a/}/n%en the communicgtio%gg\éige 1(9%{:1&;11@ q

ace ng the 1{ odimen ?F =3
as nof'recéived e reduction command or when thé communication

desdevige 101:1 hassegeiveddhe fgductign command but has not reduced
the

As shown in Fig. 12, when the short-distance wireless
communication unit 201-2 transmits a reduction command to
the communication device 101-1 using wireless communication
(58925) or when the secure information recording unit 203-1
transmits a report of completion o¢of the processing in
response tc the reduction command to the communication
device 101-2 using wireless communication (8927), in the
event that communication is interrupted by some cobstacle or
the like, the data does not reach the partner communication
device 101, and the value information transfer process is
not properly completed.

When communication is interrupted after the reduction
command transmitting step {5925) or the reporting of
completion of processing 1in response to the reduction
command (S%27), it is necessary in the wvalue infcrmation
transfer system to stop the series of steps to transfer the
value information and to restore +the transferred wvalue

information to the original state.
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value information in response to the reduction command, the
transmission of the completion report (S937) is not performed, and the
process proceeds to the next step. In response to the transfer canceling
command received from the transfer management server 102, the secure
information recording unit 203-2 reduces the value information stored in
its storage area by the amount transferred, thereby restoring the value
information to the original state (S939). - 52 For example, the original

state restoring step (S939) is a_step of reducing, when the value ,
inf%rsmaﬁ’%‘r?ﬂgs éﬁ’eagﬁ%een]ir?iérea‘g@ﬁrby {h8 ariBURLSI 3000 ye&rRRET 1S

= ra ¥ cINfQrmation, held by %‘fe‘%&’é%’_@%ifﬁg‘&” device 101 bythg.  (s927),

amount of 3000 yen, thereby restoring the value information to the
theoriginahstadg, When the ransferananagament server 102 regeives deduct ion
report of completion of the processing in response to the transfer
proggiceling cdmmant fropinthbarict@orkadomnidricatisn warik2 1dopmtheication
jes_of steps to transfer the value information is completed (S961).

SN2y tieh or GrAE EburcaioR Uevice TU1-- 4 e Cbhhigakion®=54m9

is dg¥ice 1032, which have belpnged o anarea ipwhich both devicegcan 1,
wirelessly communicate with each other, moves away from the area, the

( s 9glort-distangeswiseless ccopanupicatien univ 202- Zndetectssa:change inthehis

example, the embodiment o¢f the present invention i1is not

limited thereto.

When the value information in the communication device
101-1 and/or the communication device 101-2 is increased
and/or reduced by the amount to be transferred, the access
unit 251 included in the transfer management server 102
generates a transfer canceling command to cancel the
increase/reduction of the wvalue information by the amount
transferred, and the network communication unit 261
transmits the transfer canceling command to the
cemmunication device 101-2 (89303,

The storage unit 263 restores, in the value information
database, the record o¢f the communication device 101-1
and/or the communication device 101-2 in which the wvalue
information has already been increased and/or reduced to the
original state and deletes the corresponding record in the

value information transfer database (5930).

The short-distance wireless communication unit 201-2

- 51 -



electromagnetic field density and thus detects that the communication
device 101-1 does not exist in this area. At this time, the short-distance
wireless communication unit 201-2 stops transmitting radio waves (S965).
In the manner described above, the value information transfer process
according to the fourth embodiment is completed. With the value
information transfer process according to the fourth embodiment, when
the transfer of value information from the communication device 101-1 to

, he 5 ication device 101-2 fails after the communication device
incE 515 a8 Bocbfod RSP ot e Vil INOTato PORTBE S he

t rafEStedda the otiginal state, The serieg of steps, descrbed above ean beg;

performed using hardware or software. If software is used for this series
usinbstefs; @l progratveanstituting the sefiwareanayhe installed in aformation
information processing apparatus such as a general-purpose computer or
in aheicrorohipriters tiereby llowiny thevihformation brcessmgtappedatus the
.10, function as the communication device 101 and/or the movement
Or iy e%te%J%eseﬁ\S/gr%dZ. The program may be preliminarily recorded

onje.a,recarding mediym, such as g hard disk ara ROM. Juilt inside theys_;

computer. Other than storing the program on a hard disk drive, the
incprageam mpaythe:tempoetanly ©f peananentlystored1-1 has reduced the
value information in response to the reduction command, the
secure information recording unit 203~1 increases the value
information by the amount reduced, and, when the processing
is completed, transmits a completion report to the
communication device 101-2Z2  using wireless communication
(S937).

When the communication device 101-1 has not received
the reduction command or when the communication device 101-1
has received the reduction command but has not reduced the
value information in response to the reduction command, the
transmission of the completion report (5937) is not
performed, and the process proceeds to the next step.

In response to the transfer canceling command received
from the transfer management server 102, the secure
information recording unit 203-2 reduces the value
information stored in its storage area by the amount

transferred, thereby restoring the value information te the

original state (5939).
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(recorded) on a removable recording-medium such as a flexible disk, a
compact disc read only memory (CD-ROM), a magneto-optical (MO) disk,

a digital versatile disc (DUD), a magnetic disk, or a semiconductor

memory. The removable recording-medium of this type may be

distributed as so- called packaged software. Other than installing the

program in the computer from the removable recording-medium

described above, the program may be transferred to the computer from a
download site by - 54 radio via a satellite for digital satelljte broadcasti(nsg%g)

or 'fRay B& R rred BF th8Tomipiier by it vid 8Hetwone sﬁcﬁfﬁs a
s 1ogal arepnetiork(LAN of fhe Inigmet The tansfeed AOGIAMLISINS 1.
sk or the

received by the computer and is installed in an internal hard di
alrikeiyn thespecificatian dheistepsrdessribingthes progoam feeallowing the1ue
computer to perform various processes are not necessarily performed in
infgegrhé ordehof the biowehartsdeserbedadbove. Thevsteps maybe by the
amogerform d_in parallel or individually (for example, by parallel processing |

by 8BjectSriented procBSdifigY ThEPrograi? may be Withaf operatdgiation

o WAIh one.computer.pt .operated with multiple computers in a distributed
manner. The description of the value information transfer system

acmekehing ththe firsktosfourth embadisnents of therpsesentdnventiofeisves a
completed. The value information
report of completion cf the processing in response to the
transfer canceling command from the network communication
unit 211-2, the series of steps to transfer the value
information is completed (S961}.

When one of the communication device 101-1 and the
communication device 101-2, which have belonged to an area
in which both devices can wirelessly communicate with each
other, moves away from the area, the short-distance wireless
communication unit 201-2 detects a change in  the
electromagnetic field density and thus detects that the
communication device 101-1 deces not exist in this area. At
this time, the short-distance wireless communication unit
201-2 stops transmitting radio waves (S5965).

In the manner described above, the wvalue information
transfer process according to the fourth embodiment is
completed. With the wvalue information transfer process

according to the fourth embodiment, when the transfer of

value information from the communication device 101-1 to the
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transfer system has the following significant advantages. (1) A command
to increase or reduce value information held by each communication
device 101 is not generated by the communication device 101 serving as
the communication partner but generated by the movement management
server 102. Therefore, duplication of value information or transmission of
an unauthorized command to the partner communication device is
prevented. When one communication device 101 is placed over another
communication device 101, value - 55 information can be securely and

CoMgILiATaStere8 Y (5 5n the bvent fifat EBmMAhiREtion dari ngAraHSRe Gt ton
devx%lge %Cim}':ltlplg és i%tg {{ QB Eeeddangh%e\?vﬁ%é@t%tf%%geg eOf u\é%l%e the wvalue

information Is not properly completed, € communicatioh dévice

infd@hpeiforms the BEOCESSINGHA deSRONSEt0-2 cgAvmand:generated on the
basis of the value information transfer database or the like held in the
mdVement mharagementisarver d92¢ theovaluesinformatiomcande per formed
.restored to the original state. Accordingly, value information

US1fRonddErey Sullt afgﬁm_ﬂ Ted 'or?ﬁ%l?gt?nf&ﬁnaﬁéﬁﬁs for this
ser%eyeeﬁ_edsf@épgfcwﬂg% 2&!{108@%0459 ﬁ{ﬁ{gﬁ;&@}?@ deviges 101 %naaff‘y be

accept a transfer request for transfer o rmation Iirrespective o

insbengdhe transfer souree-eemmmicationdeviceordpe lransies such as a
destination communication device, the user can make a transfer request
gengythecomimupicationdevideer ©or @ microcomputer,  thereby

allowing the information processing apparatus to function as
the communication device 101 and/or the movement management
server 10Z2.

The program may be preliminarily recorded onto a
recording medium, such as a hard disk or a ROM, built inside
the computer.

Other than storing the program on a hard disk drive,
the program may be temporarily or permanently stored
(recorded) on a removable recording-medium such as a
flexible disk, a compact disc read only memory (CD-ROM), a
magneto-optical (MO) disk, a digital versatile disc (DVD), a
magnetic disk, or a semiconductor memory. The removable
recording-medium of this type may be distributed as so-
called packaged software.

Other than installing the program in the computer from
the removable recording-medium described above, the program

may be transferred to the computer from a download site by
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101 without taking into consideration which communication device serves

as the transfer source communication device. Accordingly, the value

information transfer process becomes more user-friendly. While the

preferred embodiments of the present invention have been described with

reference to the accompanying drawings, the present invention is not

limited to these embodiments. It is to be anticipated by those skilled in

the art that a variety of modifications or - 56 changes may be made

without departing from the technical scope of the present invention and
radgasE Todificstibns bf téhahiges Alsh' fafl-withirk thelteERniBalcsdpessfing, or
mayPresent Invention. In the embodments describad above the casedn |

Ywhich the communication device 101718 a&eliular phdhthad beerf eTWe

sucglesgdbed by way of examplge Howeyer, fapresent invention isnot:  7ye
limited thereto and the communication device 101 may be any device

trahaving accbntactlessiC tardtfunetion=anrd accommunicationcfunctien. Fotd is
. _example, the communication device 101 may be a personal digital
1n53&Gidtaft (PDAT or& Lierssnaltohthuté s P O) ARRBUGH Hireless

coTrgnuCr}l]ceatlgn |sc B%rforrr%ed in th emb(%dlment descriped abmﬁe, th

B R S o snE R By e Brogram

present invention is also aip%ﬂéab e'to wir
forcommypication inwolving, et radig apd Wike-r, various processes are

not necessarily performed in the time order of the
flowcharts described above. The steps may be performed in
parallel or individually (for example, by parallel
processing or by object-oriented processing).

The program may be either operated with one computer or
cperated with multiple computers in a distributed manner.

The description of the wvalue information transfer
system according to the first to fourth embodiments of the
present Inventicon 1s completed. The value information
transfer system has the following significant advantages.

(1) A command to increase or reduce value information held
by each communication device 101 1is not generated by the
communication device 101 serving as the communication
partner but generated by the movement management server 102.
Therefore, duplication of value information or transmission
of an unauthorized command to the partner communication
device is prevented. When one communication device 101 is

placed over another communication device 101, value
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- 57 WHAT IS CLAIMED IS: 1. A value information transfer system for
transferring value information, comprising: a transfer source
communication device; a transfer destination communication device; and
a transfer management server operable to manage transfer of the value
information, wherein the value information held by the transfer source
communication device is transferred to the transfer destination
communication device, wherein the transfer source communication device
is connected via a network to the transfer management server, wherein

I TREENSPEYT Stite® BoRmiiiicaibrideticd Thdtides & frmefe réqdest

(2;3coeqlor qperable lgacceplq ransfer requestfor requesting parordl gl ¢
the value information held by the transfer Source communication device

valledeitranstared i the dransfee destination communication 1deviceaAs fer of
transfer request information transmitter operable to transmit the request,

valwhichis dcecepted by the fransfet reguesteaccgptorcasfransfér requiesth  the
information to the transfer management server via the network, and a

COMERiffaE SXecHifof bpRradid tdPExdus at fdast giecsesing in response

to a command generated on the basis of the value information
transfer database or the 1like held in the movement
management server 102, the value information can be restored
te the original state. Accordingly, wvalue information
inconsistency, such as an invalid reduction in value
information, is prevented from occurring.

{3) Since both communication devices 101 can accept a
transfer reguest for transfer of value information
irrespective of being the transfer source communication
device or the transfer destination communication device, the
user can make a transfer request to the communication device
101 without taking into consideration which communication
device serves as the transfer source communication device.
Accordingly, the wvalue information transfer process becomes
more user-friendly.

While the preferred embodiments of the present
invention have been described with reference to the
accompanying drawings, the present invention is not limited
to these embodiments. It is to be anticipated by those

skilled in the art that a variety of modifications or
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type of command, which is generated by the transfer management
server, necessary for transferring the value information from the transfer
source communication device to the transfer destination communication
device, wherein the transfer management server includes a command
generator operable to generate said at least one type of command in
response to the transfer request information from the transfer source
communication device, and a command transmitter operable to transmit
the command generated by the command generator to the transfer

chagififice domtiicaliGriBevice™ ARd whefdid el fpansfer Yestirafiontechnical

sco oemrr(l)%mcayé)n \%‘E‘é’%@ﬁ@d"i%?e% %nmagrq({ectefllveéeop%rgglieftocrgg%/gs or
e command, which'is generated by the command generafor of the

chathepsiers management;senen frome thedransfer-SouLca.gemmENICAtion; resent
device using wireless communication when the transfer destination

invegramoemication device exists in a communicable range in which the
transfer destination communication device can perform short-distance

wirtles$ BEmAURAHBRWith tHE Strandtersotft@ Eommiificatfotfdediee ¥1ich
rne2Nd @ yalue information ingreasing i;]”'r%gpea{abc':%% R%;i%r%asg ULESRACreen
to the command, value information held by the transfer destination
descompeication gdeviee by B8,  However, the present invention
is not limited thereto and the communication device 101 may
be any device having a contactless IC card function and a
communication function. For example, the communication
device 101 may be a personal digital assistant (PDA) or a
personal computer (PC).
Although wireless communication is performed in the
embodiments described above, the present invention is also

applicable to wired communication or communication involving

both radio and wire.

- 57 -



amount of the value information to be transferred from the transfer source
communication device to the transfer destination communication device.
2. The value information transfer system according to Claim 1, wherein
the command generator generates a reduction command to reduce the
value information held by the transfer source communication device by
the amount of the value information to be transferred from the transfer
source communication device to the transfer destination communication

device, and the command transmitter transmits the reduction command to

WHA o1iPn (SR8 St cd communication device via the network. 3. The value

information transfer system according to Claims 1 or 2, wherein the
command generator generates an identification information requesting

command to request ferddentificatipnainfermation-Qfitbedransfeyystem  for

destination communication device, the command transmitter transmits the
traplehtficztion infdmesationferuesting: comamanditethe transfer source

communication device via the network, when the transfer destination

cofhriifi BT déiee %rﬁﬂ%@f&&@&ﬁ%oﬁ%‘f%@ﬁsfer of the value
niarmatanedstsla lhe sompunealie fanes (e command. ; 8,
receiver included in the trans rdestlnatlon communication” device
receives the identification Apfesmation reguesting operable to manage
transfer of the value information,
wherein the value information held by the transfer
source communication device 1is transferred to the transfer
destination communication device,
wherein the transfer source communication device is
connected via a network to the transfer management server,
wherein the transfer source communicaticon device
includes
a transfer request acceptcer operable to accept a
transfer request for requesting part or all of the wvalue
information held by the transfer source communication device
to be transferred to the transfer destination communication
device,
a transfer request informatiocn transmitter operable
to transmit the request, which is accepted by the transfer
request accepltor, as transfer reguest information to the

transfer management server via the network, and

a command executor operable fo execute at least one

_58_



command, and in response to the identification information requesting

command, an identification information obtaining unit included in the

transfer destination communication device obtains the identification

information of the transfer destination communication device. 4. The

value information transfer system according to any one of the preceding

claims, wherein the transfer source communication device further

includes an interruption detector operable to detect interruption of

wireless communication between the transfer source communication
tyRfevicefandthettrdisfer destifBtiont Bomafifcationtevics, afdia transfsesfer

man%a”&%%%q“esg?:%&'}“t operable {9, request the transfer management o
Setver to restore the value information held byttﬁerfransf:er source

in fCOMENNICAtion devies -and/gr etransierdestinglion GORMUNICAtion, s ce o
device to a state prior to the transfer, wherein the transfer management

thesdrvenfafther ichidesa a value-imforarationitiansferedatakase storing a
record including transfer source communication device - 61 identification
inféiReARR Yof e ntifAng e trivdiep ¥btrde cSMBRicETiBh Hivice,
transfer destination ,gommunication. device igentification Jnformation for, 1 .«
least one type of command in response to the transfer
reguest information from the transfer socurce communication
device, and
a command transmitter operable to transmit the
command generated by the command generator to the transfer
source communication device, and
wherein the transfer destination communication device
includes
a command receiver operable to recsive the command,
which 1s generated by the command generator of the transfer
management server, from the transfer source communication
device using wireless communication when +the transfer
destination communication device exists in a communicable
range in which the transfer destination communication device
can perform short-distance wireless communication with the
transfer source communication device, and
a value information increasing unit operable to

increase, 1in response to the command, value information held

by the transfer destination communication device by an



identifying the transfer destination communication device, and the value
information to be transferred from the transfer source communication
device to the transfer destination communication device, the command
generator generates a transfer canceling command to restore, on the
basis of the record stored in the value information transfer database, the
value information held by the transfer source communication device
and/or the transfer destination communication device to the state prior to
the transfer, and the command transmitter transmits the transfer

amophicefitg CRmEAd {6 thetfsHeréiddiicd Contfuriicatibhn’ eevRe. £ rre the

tra\ﬁ%l%%&nfor@oa&@géran%fgﬁrﬁxf%tf% %E%%dln%fé%a%glm %oWheE?‘jlg thetd:ansfer
record stored in the value information transfer database furthériincludes a

de sdateat wWhick-thenvalueainformationis sransferred. 6. The value
information transfer system according to Claim 4, wherein, when no

report of completion of execution of the command is transmitted from the
transfer destination - 62 communication device within a predetermined

pefiod of titfie ‘Hiter thel gAMb s JeeiipdishiteichedfmRiging to

o1 agglst&natiy% ec}gg}rplunication device, the interruption detector detects
interruption of wireless communication. 7. A value information transfer

syste febmmand generator generates a reduction command to
reduce the wvalue information held by the transfer source
communication device by the amount of the value information
to be transferred from the transfer source communication
device to the transfer destination communication device, and
the command transmitter transmits the reduction cemmand

to the transfer source communication device via the network.

3. The wvalue information transfer system according to
Claims 1 or 2, wherein

the command generator generates an identification
information requesting command to request for identification
information of the transfer destination communicaticn device,

the command transmitter +transmits the identification
information requesting command to the transfer socurce
communication device via the network,

when the transfer destination communication device
serving as a destination o©of transfer of the value

information exists in the communicable range, the command



transferring value information, comprising: a transfer source
communication device; a transfer destination communication device; and
a transfer management server operable to manage transfer of the value
information, wherein the value information held by the transfer source
communication device is transferred to the transfer destination
communication device, wherein the transfer destination communication
device is connected via a network to the transfer management server,
wherein the transfer destination communication device includes a transfer

reCRplREt dctepttitperdble-totactEprs ftfdns it Tediest ¥6rreqaasty SRt Lon

dev C%II of Q}? V%g% in %rmatro en%ldtb%/ th transfer %ourc%ggmmunlcggon Leing
evice to be transferred to the trans estlnatlon communlcatlon

com@@vieg, atransfer request information transmitter operable to transmit the
request, which is accepted by the transfer - 63 request acceptor, as
transfer regusst irfermation to thendransfetenanageragntserver vig thenation
network, and a command executor operable to execute at least one type

reqPEmMAANG WRRAGS géferated by ithe frahsfh marajairéentdenitaining

un 1 BeCaspaM, rdransferring the yaue, informafion oM 108 fransfeS0M % ¢ s on
communication deV|ce to

device obtains the identification information of the

transfer destination communication device,

4. The value information transfer system according to
any one of the preceding claims,
wherein  the transfer source -communication device
further includes
an interruption detector operable to detect
interruption of wireless communication between the transfer
scurce communication device and the transfer destinatiocn
communication device, and
a transfer cancel requesting unit operable to
request the transfer management server to restore the value
information held by the transfer source communication device
and/or the transfer destination communication device to a
state prior to the transfer,
wherein the transfer management server further includes
a value information transfer database storing a record

including transfer source communication device



the transfer destination communication device, wherein the transfer
management server includes a command generator operable to generate
said at least one type of command in response to the transfer request
information from the transfer destination communication device, and a
command transmitter operable to transmit the command generated by the
command generator to the transfer destination communication device,
and wherein the transfer source communication device includes a
command receiver operable to receive the command, which is generated

Ldep\ffhel Cothifaihd gEmBRatBRGL.tR trarster AARAGEMEREServERSront tnsTer

transfer d%stination c%mmunicatic?n device using wirel%ss comm&mi ation.
sSQuree omrmfmlca i0on eVICce, . ranF B2y estination
when the transfer source communication’ device exists in a

corfRAARICAbIE range i which thetransfer sgurcer commynicatign device rq .
can perform short-distance wireless communication with the transfer

idedestihation cammunicationt e 64 ddevice; anda:valusrinformationgedudton ce,
unit operable to reduce, in response to the command, the value

anGinforifatiod 2HEI8 by thé SraRdfer WurdePcommunicafiens Gevicedy drom  the

£ ra@Rount of é%%%%'é“? i”é%rr%a&%?{‘ctg be fansferied from (he trapsfer SOUICe rex
communication device to the transfer

destination communication device,

the command generatcr generates a transfer canceling
command tTo restore, on the basis of the record stored in the
value information transfer database, the value infeormation
held by the transfer source communication device and/or the
transfer destination communication device toc the state prior
to the transfer, and

the command transmitter transmits the transfer

canceling command to the transfer source communication

device.

5. The value information transfer system according to
Claim 4, wherein the record stored in the wvalue information
transfer database further includes & date at which the wvalue

information is transferred.

6. The value information transfer system according to
Claim 4, wherein, when no report of completion of execution

of the command is transmitted from the transfer destination



destination communication device. 8. A value information transfer method
for transferring value information held by a transfer source
communication device to a transfer destination communication device,
comprising the steps of: accepting a transfer request for requesting part or
all of the value information held by the transfer source communication
device to be transferred to the transfer destination communication device;
transmitting the accepted transfer request as transfer request information
via a,network to§ﬁtransfer management server for managing transfer of

COMRRR AT SRS Trandmiting atedtichion ESHM&%&&&&@%@ £ time
a£t¥Alue nformatign-held by the transfer squrge communication device, by, ¢,

an amount of the value information to be transferred from the transfer
de ssquree commiticaiioncevicento thertraasfer: destination cepimupicationecror
device via the network to the transfer source communication device
deteatyinglds-g sbureion- 65 theurinster requestn iathiciythe value
information held by the transfer source communication device by the
amount of the value information to be transferred from the transfer source

communication deyice,{a the fransfer destination. comupunicatiqn devige: ¢,
transmitting an increasing command to increase value
transferring value information, comprising:
a transfer source communication device;
a transfer destination communicaticn device; and
a transfer management server operable toe manage
transfer of the value information,
wherein the wvalue information held by the transfer
source communication device 1s transferred to the transfer
destination communication device,
wherein the transfer destination communication device
is connected via a network to the transfer management server,
wherein the transfer destination communicatieon device
includes
a transfer request acceptor operable to accept a
transfer request for requesting part or all of the wvalue
informaticn held by the transfer source communication device
to be transferred to the transfer destination communication
device,

a transfer request information transmitter operable

to transmit the request, which is accepted by the transfer
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information held by the transfer destination communication device by the
amount of the value information to be transferred from the transfer source
communication device to the transfer destination communication device
from the transfer management server to the transfer source
communication device via the network; transmitting the increasing
command to the transfer destination communication device using
wireless communication when the transfer destination communication
device exists in a communicable range in which the transfer destination

reqe&ﬁﬁ]urﬁgﬁféﬁt(ﬂ)é/iceac%n 6§ﬁ&ﬁf§ﬁort¥(ﬁ%ﬁéé_ M@%Eﬂfation to the
crafURAVNEaliop il ihe iansler spuce, comuupication deyce; and

increasing, In response to the increasing comman e value information

held by the transien destinationo eompuinicationdevice-hy:the amouat-af: one
the value information to be transferred from the transfer source

typeommtinicatiomadevice teltheltransfer destinatiot @@mniunication devicensfer
66 9. The value information transfer method according to Claim 8, further

mANEGGERShg 178 StEps of: HERSHRATY, up%%rrec_éﬁﬁ‘&? Far ?dé?lt_ifi&éﬁon value
in FOfrmation QPi%EHi”Qh%O”%’PQHQE%?b@&%%@?'f&%%gr%nﬁ%@%' Ndevice to

regarding the transfer destination communication device from the transfer
themanagement gerver Mia-therhetwarkanvhen thentrarsferdestination

communication device exists in
wherein the transfer management server includes
a command generator operable to generate said at
least one type of command in response to the transfer
request information from the transfer destination
communication device, and
a command transmitter operable to transmit the
command generated by the command generator to the transfer
destination communication device, and
wherein the transfer source communication device
includes
a command receilver operable to receive the command,
which is generated by the command generator of the transfer
management server, from the transfer destination
communication device using wireless communication when the
transier source communication device exists in a
communicable range in which the transfer source

communication device can perform short-distance wireless

communication with the transfer destination communication
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the communicable range, the identification information obtaining
command to the transfer destination communication device; transmitting
the identification information of the transfer destination communication
device, which is transmitted from the transfer destination communication
device, to the transfer management server via the network; and recording
at least one of identification information regarding the transfer destination
communication device and the value information to be transferred from
the transfer source communication device to the transfer destination
devigsmitichtion device in association with identification information

regarding, the, ransfer spurce cammyjnicatign device ingluded %}%@ able to

transfer request information. 10. The value information transfer method
redaeegrding tor= 6o kdm O further conprising, the: stepsyaft tkansmitingszt ion
when the value information held by the transfer destination
he ldommunication Hevice is hot Fevdssed withinia predaterminégevgeriod by  an
time, information indicating that the increasing of the value information is

AMORGCompleted froffthe transfersdbidd confim catiof HeViter fltherom the
t ra@RSIEr managerpent sgrveyvia the network, facelving.a ransfer v opsrer

canceling command to restore the reduced value information to the
desotiginat state-tamthecation device.

8. A value information transfer method for
transferring value information held by a transfer source
communication device to a transfer destination communication
device, comprising the steps of:

accepting a transfer request for requesting part or all
cf the value information held by the transfer source
communication device to be transferred to the transfer
destination communication device;

transmitting the accepted transfer request as transfer
reguest information via a network to a transfer management
server for managing transfer of the value information;

transmitting a reduction command to reduce the wvalue
information held by the transfer source communication device
by an amount cf the value information to be transferred from
the transfer source communication device to the transfer
destination communication device wvia the network to the

transfer source communication device serving as a source of



transfer management server via the network; and changing, in response
to the transfer canceling command, the value information held by the
transfer source communication device to a state prior to the reduction of
the value information. 11. A value information transfer method for
transferring value information held by a transfer source communication
device to a transfer destination communication device, comprising the
steps of: accepting a transfer request for requesting part or all of the
thevacljlge inf(I)rmation helg by the transfer source communication device to be
tranétafrad o thEIERser destination communication device; transmitting

th%@gﬁﬁpﬁ%@tf&gﬁ@ér reaest a§r‘i@t§‘§;{%t"ﬁ9ﬁ'esltlﬁarmggon%%a transfer
network to a transfer management - 68 server for managing transfer of
southesvalueinformation:; cttansiitting anbpcreasing earpmand todncrgase value
value information held by the transfer destination communication device
infpyma EhRBuNt's? thé&9aluetipforiatisr o bergansfered from se fransfepurce
source communicaéign device tq the transfer destination communication

COMTEIEE Va'tNe netWSricoThe trafsfer delfination tamdHicatiofl Gabided tion

comSEVNG-as; a,souLe; of the transfer request; increasing the value
information held by the transfer destination communication device by the

amotet efihervalye an increasing command to increase value
information held by the transfer destination communication
device by the amount o¢f the value information to be
transferred from the transfer source communication device to
the transfer destination communication device from the
transfer management server to the transfer source
communication device via the network;
transmitting the increasing command to the transfer
destination communication device using wireless
communication when the transfer destinaticon communication
device exists in a communicable range in which the transfer
destination communication device can perform shorti-distance
wireless communication with the transfexr source
communication device; and
increasing, in response to the increasing command, the
value information held by the transfer destination
communication device by the amount of the value information
to be transferred from the transfer source communication

device to the transfer destination communication device.



information to be transferred from the transfer source communication
device to the transfer destination communication device; transmitting a
reduction command to reduce the value information held by the transfer
source communication device by the amount of the value information to
be transferred from the transfer source communication device to the
transfer destination communication device from the transfer management
server to the transfer destination communication device via the network;
transmitting the reduction command to the transfer source communication
device using wireless communication when the transfer source

commurigation, device exists in-a commynicalie range- NWhich.iNg 511 to
transfer source communication device can perform short-distance
Clawirekess f169 heammanication nvthtthe teansfer destination communication
device; and reducing, in response to the reduction command, the value
inforrAAGEOH BEIEHY the HaASfer S6HER EbRTMUNTdatio® Hevitddythéication

in fg@rgg g_ 8];1 the gg@giigtorgmatiorg} }nom b% dtranggerreg from the transf r.sfo,urc%.
QEMauriCation YEFIER 18 %the TARLAET Yestirtation RSMMRUNICATION devided -1on

infrdembhe ¥aluedoformation traasfermethed-acgording fo ;Glaim Il fther o

comprising the Steps of: receiving an identification information obtaining
device from the transfer management server via the network,

when the transfer destination communication device exists in
the communicable range, the identification infeormation
obtaining command to the transfer destination communication
device;

transmitting the identification information of the
transfer destination communication device, which is
transmitted from the transfer destination communication
device, to the transfer management server via the network;
and

recording at least one of identification information
regarding the transfer cdestinaticn communication device and
the wvalue information to be transferred from the transfer
source communication device to the transfer destination
communication device in association with identification
information regarding the transfer scurce communication

device included in the transfer request information.

10. The wvalue information transfer method according to



command for obtaining identification information regarding the transfer
source communication device from the transfer management server via
the network and, when the transfer source communication device exists
in the communicable range, transmitting the identification information
obtaining command to the transfer source communication device;
transmitting, upon reception of the identification information regarding the
transfer source communication device, the identification information
Cla&er(n:jaéding &Q }{[éarnsé%l;n source comrrl;lunicaction d'ev"c.e t.o the trqnsfer
management server waptﬁésnlerf‘\%oﬁ(; and agdscid ng information
reqardingrihe transfer (destinatign commupication deves included i the, ¢,
transfer request information, the identification information” - 70 regarding
t rathefiranster solrcetdemmunication devite nanddhe cwaluednfapnationd@eased
be transferred from the transfer source communication device to the
withansfer YestinGESIE CoRmMiGiEatioR TRViE® witl ne dristiser. 13iThermation

. __value information transfer method accordipg to Claim_ 12, further , ,
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nottheclgnefer source commuinication device is patreduced withing . gevice

predetermined period of time, information indicating that the reduction of
to thesvdueinfdmratiomisnateompieteddtony ithe tiansfes destiration

communication device to the

receiving a transfer canceling command to restore the

reduced value information to the original state frem the
transfer management server via the network; and

changing, in response to the transfer canceling command,
the wvalue information held by the transfer source

communication device to a state prior to the reduction of

the value information.

11. A value information transfer method for
transferring wvalue information held by a transfer socurce
communication device to a transfer destination communication
device, comprising the steps of:

accepting a transfer request for reguesting part or all
of the wvalue information held by the transfer source
communication device to be transferred to the transfer
destination communication device;

transmitting the accepted transfer request as transfer

regquest information via a network to a transfer management



transfer management server via the network; obtaining a transfer
canceling command to restore the increased value information to the
original state from the transfer management server via the network; and
executing the transfer canceling command to change the value
information held by the transfer destination communication device to a
state prior to the increasing of the value information. - 71
server for managing transfer of the value information;
transmitting an increasing command to increase value
information held by the transfer destination communication
device by an amount of the wvalue informaticon to be
transferred from the transfer source communication device to
the transfer destination communicaticn device wvia the
network to the transfer destination communication device
serving as a scurce of the transfer request;
increasing the wvalue information held by the transfer
destination communication device by the amount of the value
infermation to be transferred from the <transfer source
communication device to the transfer destination
communication device;
transmitting a reduction command to reduce the value
information held by the transfer source communication device
by the amount of the value information to be transferred
from the transfer source communicaticn device to the
transfer destination communication device from the transfer
management server to the transfer destination communication
device via the network;
transmitting the reduction command to the transfer
source communication device using wireless communication
when the transfer source communication device exists in a

communicable range in which the transfer source

communication device can perform short-distance wireless



communication with the transfer destination communication
device; and

reducing, 1in response to the reduction command, the
value information held by the transfer source communication
device by the amocunt of the value information to be
transferred from the transfer source communication device to

the transfer destination communication device.

12. The value information transfer method according to
Claim 11, further comprising the steps of:

receiving an identification information  obtaining
command for obtaining identification information regarding
the transfer source communication device from the transfer
management server via the network and, when the transfer
source communicaticn device exists in the communicable range,
transmitting the identification information obtaining
command to the transfer source communication device;

transmitting, upon reception of the i1dentification
information regarding the transfer scurce communication
device, the identification information regarding the
transfer source communication device to the transfer
management server via the network; and

assocliating information regarding the transfer
destination communication device included in the transfer

request infermation, the identification information



regarding the transfer source communication device, and the
value information to be transferred from the transfer source
communication device to the transfer destination

communication device with one another.

13. The value information transfer method according to
Claim 12, further comprising the steps of:

transmitting, when the value information held by the
transfer source communication device is not reduced within a
predetermined pericd of time, information indicating that
the reduction of the value information is not completed from
the transfer destination communication device to the
transfer management server via the network;

obtaining a transfer canceling command to restore the
increased value information to the original state from the
transfer management server via the network; and

executing the transfer canceling command to change the
value information held by  the transfer destination
communication device to a state prior to the increasing of

the value information.



