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Syst em Background of the Invention The present invention rela Dé pgpgy
to a recording nediumfor recording content such as audio data an

data for exanple, a recording apparatus conpliant with such a recording
medi um and a recordi ng/ reproduci ng system conpliant with, such a recording
medi um and al so i ncI udi ng a nmass storage medium In an electrically

er asabl e non- vol Beédrdingaviediym 3 2 ‘
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such as a CD to such a memory card. The copied music may then be reproduced from the
memory card in a memory-card based reproducing apparatus. |

It is also possible to use a mass storage recording medium, such as a hard disc drive
(HDD) incorporated in a personal computer for example, as a personal server for storing the
music, and for transferring the music the 2 memory card when desired.

For example, content data stored in a CD or downloaded through the Internet may
first be stored on the HDD of a personal computer. The stored content data may then be
copied or moved into a memory card. A reproducing apparatus to which the memory card is
coupled may then reproduce the content data stored in the memory card. When content data
is copied from the HDD to the memory card a copy of the content data remains on the HDD.
When content data is moved, the content data is copied from the HDD to a memory card, and
then the content data is erased from the HDD (the source of the copy).

In order to protect and enforce copyright protection of the content data, it is desirable



| 16 DEC 2003 to restrict the copying and novenent of content data to a
certain degree. If free copying and novenent of content data

permtted, extensive copyright infringement is likely. On the fiﬁt &ECh P
fromthe viewioint of content users, conplete prohibition on procedures Tor
copying or noving content data inpairs many of the benefits of being able
to transfer and use content data on a nunber of devices. Therefore, it is
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A further object of the invention is to provide a method and apparatus for controlling
the number of copies of a particular content data are permitted to be made.
Still another object of the invention is to provide a method and apparatus for
monitoring copy and move operations performed from a single content data source.
Still other objects and advantages of the invention will in part be obvious and will in

part be apparent from the specification and the drawings.

Summary of the Invention
In accordance with one aspect of the invention, there is provided a storage

medium, comprising: a data area for storing data; and a management area for storing
management data corresponding to data stored in said data area; wherein said
management data stored in said management area comprises identification information
identifying whether or not said data stored in said data area has been transferred from an
original source to and stored in another storage medium before being transferred from
said other storage medium to and stored in said data area.

The recording medium may comprise a non-volatile memory or a mass storage

medium such as a hard disc drive, for example.



medi'um such as a hard disc drive, for exanple. 2 16 DEC 2003 Accor di ng to a
second aspect of the invention, there is provided an apparatus for witing

data in a storage nedium said storage medium conprising a ﬂi DEE?M
storing data and a managenent area for storing managenent

corresponding to data stored in said data area, conprising: a data
recorder for witing a received data into said data area; and an
identification information recorder for recording identification
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According to a third aspect of the invention, there is provided a system for
recording data, comprising: a first recording/reproducing apparatus adapted to store data to
and produce data from a first storage medium comprising a data area for storing data
therein, and a management area for storing management data corresponding to data stored
in said data area, and a second recording/reproducing apparatus adapted to store data to and
reproduce data from a second storage medium said first recording/reproducing apparatus
comprising: an identification information recorder for recording identification information
into said management area, said identification information identifying whether or not said
data stored in said data area has been transferred from an original source to and stored in
another storage medium before being transferred from said other storage medium to and
stored in said data area; and a controller for controlling the transfer of data stored in said
data area of said first storage medium said second storage medium of said
recording/reproducing apparatus media in accordance with said identification information.

According to a fourth aspect of the invention, there is provided a method for writing
data in a storage medium, said storage medium comprising a data area for storing data and

a management area for storing management data corresponding to data stored in said data
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stored in said data area; and a controller for controlling the transfer of
data stored in said data area of said first storage nedium said second

storage nedium of said recording/reproduci ng apparatus nedi aqi e
with said identification information. According to a fourth glﬂﬁﬁgf?ﬂw
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with the 'a@&’&ﬂédc@%th'sfaldqggﬁtﬁféfatlér?ﬁ;%rﬁﬁ@lohn the content data recording area
of a recording nediumis to have been copied froma nmass storage recording
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f whi
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operations. Further, 1t the content ta h een rec
froma re@ﬁfﬁﬁpﬁdglgrmﬁﬂﬂum of a predetermned type onto a mass storage

recordi ng medi Mﬂré Epe@rﬁcalmf,“ n?Q&toﬁﬂhceeMtl? {h% 119\%n9<9r§, hf éolﬁ%nt recorded in the content

data recording area of a recording medium is to have been copied from a mass storage
recording medium, this content may be moved only to the mass storage recording medium
from which it has been copied, thereby disabling any other copy and move operations.
Further, if the content data has been directly transferred from a recording medium of a
predetermined type onto a mass storage recording medium (i.e. the content exists on both the
recording medium of the predetermined type and the mass storage recording medium at the
same time), the management information for is updated to be equivalent to management data
in the case that the content data has been transferred from the mass storage recording medium
to the recording medium of the predetermined type, thereby disabling any further copy and
move operations. Still further, as for the content data recorded in the mass storage recording
medium, a copy permission count controller can properly disable the copying of the content
data from the mass storage recording medium to the recording medium of the predetermined
type if a predetermined number of copies have already been made.

The invention accordingly comprises the several steps and the relation of one or

more of such steps with respect to each of the others, and the apparatus embodying features
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recordi ng nmedi um of the predeterm ned type and the nass storage recording
medium at the sane tine), the managenent information for is updated to be

equi val ent to nanagenent data in the case that the content d EﬁiﬂE m
transferred fromthe nass storage recording nedium to the re ; m

of the predeterm ned type, thereby disabling any further copy and nove
operations. Still further, as for the content data recorded in the nass
storage recrd@nigctiddiombinationlehyl plemenis sindranzogetent ofitpans liter acandaptedper | Y
di sabl e the [ . - fromth SS stor recor di ng
e um o Che T aen raty st AR iy BR BT had Ry e cSpeof e

pr edet er m rAeEnHamyEf boihdicapd asthhalaiznal r eady been made. The invention
accordingly conprises the several steps and the relation of one or nore of
such steps with respect to each of the others, and the apparatus enbodyi ng

features 3&rd P00 3f thé Dedyisgy ucti on, conbi nation(s) of elenents and

arrangenent of [%arts that are adapted to effect such steps, all as
exenplified in tRe 3 BPrGRRYCEtuiersendmesed deuinventiong refaesner dpenadé tohide

i nventi on \illdwihe désodpieiatatd abddrlpayif Qamgs,ﬁhi»ﬂﬁcﬁscri ption of the

Drawi n&s For a n?re conpl ete understandi ng of the invention, reference is
made to the foft%vl g dedkedipgramdHusintinge cenopien practicedrawing gabodimentio fothe
FIG | is akhegk diagramillustrating a recorder practiced as one

enbodi rent of the invention; FIG 2 is a block diagramillustrating a DSP
of the recorder FB¥ Zine bk didermemiilustFtiGs a DIPsofahdoeoarkerdif dgreatbodimhdast r at i ng

the configuratig . ry.card.of the enbodinent; FIG 4 is a diagram
illustrating thef%gjnfsﬁalr?rfa i%l?‘fgr%[fl lgu‘cftfalt“gg sf@esf’%rﬁ-ilgb‘%‘@%é’gian@eﬁf’@’r st 1y thef
t he nmenoryewhedimefit; t he enbodi ment; FIG 5 is a diagramillustrating the

format of the Efpﬁgi4cal configuration of g_he data in the nenory card of the
enbodi ment :  Fl 1§ 2 dagiemyFustrating the Soafigyrgtion ofia e syt groeessinghisrasthy he

menory car df e nehery enboftheenbodink&; 7 is a diagramillustrating a data
configuration o I(gsr.egr oductjon managepent: file of the nenory card of the
enbodi ment ; FI i'§ @ Jlagramyliystratng jag fogmaty the physwalconfipwetiont ¢fdhe ddta i dat a
file of ththemmimury c&rdbthe embodiment;

FIG. 6 is a diagram illustrating a directory structure of the memory card of the

embodiment;

FIG. 7 is a diagram illustrating a data configuration of a reproduction management
file of the memory card of the embodimeni;
FIG. 8 is a diagram illustrating a data configuration of a data file of the memory cardr

of the embodiment;

FIGS. 94, 9B, and 9C are diagrams illustrating configurations of the data file of the
embodiment;

FIG. 10 is a diagram illustrating combine edit processing of the data file of the

embodiment;

FIG. 11 is a diagram illustrating a divide edit processing of the data file of the
embodiment;
FIG. 12 is a diagram illustrating a configuration of the reproduction management file

of the embodiment;

FIG. 13 is a diagram illustrating a configuration of an additional information area of

the reproduction management file of the embodiment:



of the enbodinent; FIGS. 9A, 9B, and 9C are diagrans illustrating
configurations of the data file of the enbodinent; FIG 10 is a diagram

illustrating conbine edit processing of the data file of the i .
FIG Il is a diagramillustrating a divide edit processing of1mmae
of the enbodinment; FIG 12 is a diagramillustrating a configuration of

the reproduction nmanagenent file of the enbodinment; FIG 13 is a diagram
illustrating a d&Hfi{sedidemm Blustatingadilitions adfoimition hay tafes af tha emboditbgt;
reproduction magagegent fi f.the enbadiment... 4 16.DEC.2003 FI 14 is a
di agram il | ust rg?lg ng gt%lcﬁ F %agrr?a ﬂ':iur? rgtrrrlgat% ﬁ]oeﬁ a@%‘?"%%d&%"“&?“%geyeﬁﬁ i Hethe:
FIG 15 is embgilmmpnamillustrating other additional information key codes of

the enbodinment Kl G .16.,is a diagramillustrating still other additional
i nformati on key F(I:(I(Ji‘de%s 1353 dipgram @"r‘fﬁtgadi L. othgr .‘ht-‘fgfﬂ, inippRatiopzkey epdes obthg 17E

are di agr ammbbiiimest;r ati ng specific data configurations of additional
ramillustrating a

i nformation of H](? qugdigEnt; FIG 18isadia8 | ¢

configuration o e Lt 47Pi 1'dCof  Thearshddhi misndiagramsGillusgating apedifmgdatm

i Il ustrati gnfightatidhs afudaidonhitifosmMeathofe ddiatiata file of the enbodi ment;
FIG 20 is a di ag{[ﬂam,illustrating "CC" of the attribute header of the data

file of the enbbdilfene dagig illpgratis a chhftgiativnag therdatal file of thatinhgdiment;

appar atus havi ngi@ nhagd, di fi the ' t. Fl 2 is a diagram
illustrating an exanpl e o?a%rpaggéfrmclf?rﬁg&gr O‘Et & o'ﬂﬁ?gg nn%eﬁgr%ﬁé%r gt chBIF Otfhti]e
enbodi ment emppdimead i s a diagramillustrating another exanple of recording

routes to the r :.card of .1 h nbodinent,; FIG 24 |s di agram
illustrating sti | i 2}<';(1)n1(55tc;1 helargmérgl(éltrlrlfﬂ%&g%g &éc8Eh'|erf’étr$8tl§§7§§éelr(9?tﬂi‘%‘?§a RIC of the
embodiment; : |

FIG. 2l is a block diagram illustrating an apparatus having a hard disc drive of the
embodiment.

FIG._22 is a diagram illustrating an example of recording routes to the memory card
of the embodiment; '

FIG. 23 is a diagram illustrating another exalnpie of recording routes to the memory
card of the embodiment;

FIG. 24 is a diégram illustrating still another example of recording routes to the
memory card of the embodiment;

FIG. 25 is a flowchart depicting the recording of content to the HDD of the
embodiment;

FIG. 26 is a flowchart depicting the transmission of content from the HDD of the
embodiment;

FIG. 27 is a flowchart for depicting the recording of content to the memory card of
the embodiment;

FIG. 28 is a flowchart depicting the trénsmitting of content from the memory card of
the embodiment;

FIG. 29 is a diagram illustrating copying and moving operations of the embodiment;

FIG. 30 is a diagram illustrating other copying and moving operations of the

embodiment; and

FIG. 31 is a diagram illustrating still other copying and moving operations of the



menory card of the enbodiment; FIG 25 is a flowhart depicting the
recording of content to the HDD of the enbodinent; FIG 26 is a flowhart

depicting the transm ssion of content fromthe HDD of the 0@%)}2@?
d

27 is a flowchart for depicting the recording of content to the

of the enbodinent; FIG 28 is a flowhart depicting the transmtting of
content fromthe nenory card of the enbodinent; FIG 29 is a diagram

i | lustrati fgbedipynihg and movi ng operations of the enmbodi ment; FIG 30 is a
diagramillustrating other copying and novi ng operations of t he

enbodi nent and FI G 31 is adiagramillustrating still other copying and

movi ng ope fipti oﬁhéLBreﬂEfédZﬁﬁlﬂadﬁﬁhﬁﬂl ment. Detail ed Description of

the Preferred 0 {llhes [ nve Ee described in_ further
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conprising a recorder capable of record ato an repr duci ng
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data, video data suc VI ng pic a“andstd |
data, and faseiredm data, by vvay of exarrpl e only. For the purpose of this

description; audio Si.C descri bed audi g data can be
recor ded/ r epr oduceggiglmtlfi %%%% - b? P?@f‘?glm ia?‘ﬁoﬁq'baﬁﬁet YVHR e’?dEYF““&% Inchidgeaidind
char act er sqatd, videdcatd arehtas midid picniwdtt@ aBill Qﬂmpictur-ghﬂtaf @dxd @Manﬁhdjﬁ%gfahpt I on

wi |l be made nthe S guration of recorder 2.
Conf i gur at'i Or’l wa%ﬁf(?n@ﬁrogly r‘ig)()r the purpose or} thIS description, audio music data w111 be

described. The audio data can be recorded/reproduced by use of additional information such
as images and characters, in addition to digital audio signals.
‘The following description will be made in the order as shown:
1. Configuration of recorder
2. Configuration of memory card
“3. File system
3-1 Processing structure and data structure
3-2 Configuration of directory
3-3 Management structure and editing scheme
3-4 Reproduction management file
3-5 Data file
4. Configuration of device having HDD
5. Various recording paths to memory card and identification information of content
supply source
6. Processing for copy and move operations

7. Examples of copy and move operations

1. Configuration of recorder .

Now, referring to FIG. 1, the following describes the configuration of a memory card



"3. File system 3-1 Processing structure and data structure 3-2

Configuration of directory 3-3 Managenent structure and editi
Repr oducti on nanagenent file 3-5 Data file 4. Configuration Oppéseﬂsgezgﬁgd

having HDD 5. Various recording paths to nenory card and identification
information of content supply source 6. Processing for copy and nove
operations 7. Exanples of copy and nove operations |I. Configuration of

recorder t iredbaling/repfodt¢ing @paatls Geredfier RErkltd Q¥h RELARS G E&i‘ﬁﬁletdﬁacmding

configuration of a nmenory card 6 16 DEC 2003 recordi ng/ reproducin _
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in a persga%napmgrorgré?,@o/?lggdg%%kéual device. In the stand-al one

configuration, the recor oor -type recording/reproducing
apparatus or a ohe atbhtbaloecrrad»dﬁgstazien,rthemfcdrdgg/l riepﬂedugpﬂgecaﬁﬂ@?@@@a?ciﬁgl

' ecorder,, 1 . be configured .into an audio system al ong
S\Ahlt?\ gﬁsgﬁ%ﬁa ﬁtlésro?gﬁgg%%%lfgﬁgﬁ%geﬁfob \ng/peprodyping gpparatus, ip diis cagesthpeacordand so
on. In thel imgdeponfiued iﬂ(bnafni@Hioastykteﬂﬂ,alﬁdg&vi&ﬁﬁpér%fﬁe; a@qk@@a@ﬁbﬁy%darﬁs a
menory car drive in the same positioning as a ROMdrivé and a 1 oppy
di sc drive&Do?ec%rgﬁrnNuéle'i’ﬁ“‘gso%]ersonal conputer. Further, the recorder | may
be i ncor por at ednithe AcbSARdCBARERRIN, heIBRITEGHI G ér@litf)*lfi%fsha:}ﬁ%rgﬁ%ﬁ%l card

as a recording mediumfor video data and audio data. S _ .
regar dl essYBfE Rk wgResyioping as i P i Mtdrivie aad @ flappy |d|rﬂgdtrtpfe ifet tmdmpledn_n a
conf i gur at pe@éhnat order 1 is applicable as a recorder for recording
di gi tgl au%?ongiégéﬁlglﬁgpand so on distributed through satellite-based data
comuni cat i on, Firges gie regosded damey bryinconpotatre in a video camera or a game machine to

use the memory card as a recording medium for video data and audio data.

Still further, regardless of the stand-alone configuration and the incorporated
configuration, the recorder 1 is applicable as a recorder for recording digital andio signals and
so on distributed through satellite-based data communication, digital broadcasting, or the
Internet.

FIG. 1 shows a generation configuration of the recorder 1 as a memory card
recording/reproducing apparatus that can be realized in the above-mentioned various forms,

The recorder 1 has an audio encoder/decoder IC 10, a security IC 20, and a DSP
(Digital Signal Processor) 30, each being configured by one IC chip. A memory card 40 is
detachably mounted on the recorder 1.

The memory card 40 is formed by a flash memory (a nonvolatile memory), a memory
control block, and a security bléck including a DES (Data Encryption Standard) encryption
circuit, all arranged on one IC chip.

In this example, the DSP 30 is used. It will be apparent that, instead of the DSP 30, a
microcomputer an equivalent capability may be used.

The audio encoder/decoder IC 10 has an audio interface 11 and an encoder/decoder
block 12. The encoder/decoder block 12 highly efficiently encodes a digital signal so that it
is written to the memory card 40 and decodes the data read from the memory 40. For the

high efficiency encoding, improved ATRAC (Adaptive Transform Acoustic Coding) referred



Internet. FIG 1 shows a generation configuration of the recorder | as a

menory card recording/reproducing apparatus that can be realtﬁgﬁé éﬂe
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The encoded data obtained by the encoding in he encoder/decoder block 12 of the
audio encoder/decoder IC 10 are supplied to the DES encryption circuit 22 through an
interface 21 of the security IC 20.

The DES encryption circuit 22 has a FIFO 23. The DES encryption circuit 22 is

- provided to protect the copyright of content.

The memory card 40 also incorporates a DES encryptioﬁ circuit, which will be
described later.

The DES encryption circuit 22 of the recorder 1 has two or more master keys and a
device-unique storage key. In addition, the DES encryption circuit 22 has a random number
generator to share authentication and session keys with the memory card 40 incorporating a
DES encryption circuit. The DES encryption circuit 22 can turn on the key again by the
storage key through the DES encryption circuit.

The encrypted audio data from the DES encryption circuit 22 are supplied tol the DSP
(Digital Signa! Processor) 30. The DSP 30 communicates with the memory card 40 attached

to an adapting mechanism, not shown, writing the encrypted data to the flash memory.

Serial communication is carried out between the DSP 30 and the memory card 40. In



converter 15, in which the sanpling frequency of the digital input is
converted into 44.1 KHz. The encoded data obtai ned by the encoding in he
encoder/ decoder block 12 of the audio encoder/decoder IC 10 anesﬂg;glma
to the DES encryption circuit 22 through an interface 21 of the i
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si ze enougl;d ' he..menmor.y card 40, an external SRAM (Static
Random Acceés%l%fesgr[gdr?%r%ﬁé@gn%%‘ﬁdﬁ%%ﬂ “HYPIR DSP 30. The DSP 30 is al so

connected to a Hetheiraairdd2! tihconfiguratiincls arbiRRtedat 8 SRnsOBhAler laba are
transferred wth exter ngkl1 dev] ceg or external circuit blocks, not shown.
The DSP 30~ Comtuni-caf e tRiass? trmhine fawnabs2 aroaiewed erandatgmakpus for

interface &angpiowrbeiconideled & theQkte@%BARIRY id the bBSorE EAMARE: Jr tliielsauQQWigtgFLed

as stand-alone, the interface 37 and the termnal 32 are conpliant w
any of pred%t ni ned communi cation schemes such as USB, |EEE 1394, |EC

958, serial porkromame dedt&bt Block bineaid t@mquﬁﬁjﬁﬁti{f%?xﬁcﬂﬁ "dath &&s GPE’E%E 'E'o: (S:at €
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user’s operations.

Additional information data such as image informatic;n and text information are also
supplied to the DSP 30 through the terminal 32.

In addition, the DSP 30 can supply the additional information data and control signals
read from the memory card 40 to the system controller.

FIG. 1 also shows an opération block 39 having various controls with which a user
carries out desired operations and a display block 33 on which various pieces of information
are displayed for the user. These blocks are especially required when the recorder 1 is
configured as stand-alone. _If the recorder 1 is incorporated in a personal computer, the
operation block 39 and the display block 33 need not be directly connected to the DSP 30.

Namely, in the stand-alone configuration, the DSP 30 processes inputs from the
operation block 39 and controls the display block 33. In the incorporated configuration, the
system controller of the host device executes these control operations, supplying operational
information to the DSP 30 and receiving information indicative of the contents to be

dispiayed from the DSP 30 as required.



From t he device or block connected to the term nal 32, various data are
supplied to the DSP 30. For exanple, if the recorder is a EG

audi o systemor a computer system an external system controqatrn %03
controlling the entire operation of the audio systemor the conputer
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suppl yi ng operatl onal information to the DSP 30 and receiving information

i ndi cat i v&/dfcopymstes dht Hrthe muging sipnadiindisaispdbat mpuing iihen, tsrud epyt dtgul thed. 9

16 DEC 20Q3e Theuehahiyated lQsdata as content read by the DSP 30 fromthe
menory carde4(t§$3re : ecryspg}ébg egs the security IC 20 and the decrypted audio
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R R PR B2 o S LV AN S S PR
buses, and inter-bus bridges.

This DSP 30 functions like a microcomputer, the core 34 being equivalent to the
CPU.

The flash memory 35 stores programs necessary for DSP processing. The SRAM 36
and the SRAM 31 are used for work memories necessary for various processing operations.

The DSP 30 responds to an operation signal such as a record command for example
received through the interface 37 (or an operation signal inputted from the operation block 39
shown in FIG. 1) to write predetermined encrypted audio data and predetermined additional
information data to the memory card 40 and control the processing of reading these data from
the memory card 40.

To be more specific, the DSP 30 is positioned between application software for the
entire audio system for recording/reproducing audio data and additional information and the
memory card 40. The DSP 30 thus positioned operates by means of software such as access
and file systems on the memory card 40.

The file management on the memory card 40 in the DSP 30 is made by a so-called

10



FIG 1 shows only the line output termnal 19. It wll be apparent that a
digital output termnal, a headphone termnal, and so on nay,kb anged.
The content data nay al so be outputted to an external device ﬂké(ﬁ&rf(:t 3
termnal 32 as described above. FIG 2 shows an internal configuration of
the DSP 30. The DSP 30 is made up of a core 34, a flash nenory 35, an SRAM
36, an interface 37, a nenory card interface 38, buses, and inter-bus
bridges. THAS fibSFysgn geneadliyoned bi kastingnpecsooalamppters. Intuedicion ehidflchwitog,

equi val ent 4t.0 .The flash nepory 35 stores.pr.ograns, necessary for
bep pr oces ekt SRR ot e ion e RS BB A el Kbl b
necessary flescrivadlagus processi ng operations. The DSP 30 responds to an
operation signa#hsuch s.a record copnand for exanple received through the
interface 37 (o %HCPB%@F%% BAragemRa file fpaneessdtbe [daih klRw respledon dhe Blemeky 39
shown in Fkt&d40) to wite predeterm ned encrypted audi o data and

predeterm ned additional information data to the nenory card 40 and
control the proctedsiRgreoPesiiadhsgeprdudiosamanaeenmt filseasnfirsbije omnabed®nt To
be nore spafbddaion hfafdERndl bfa @ﬁ%’ t Tﬁ@?ﬁ’l‘b L W& ﬁféplnlarcf%%ngrﬂ BRf L o for
the entire audio systemfor recordi ng/reproduci ng audi 0o data ana

addi t i onal ™RRgess ﬁléﬁi/e@ itosgidinttheeflashemanary oftid M@norflrerdBSAnading tie: qndivi datsoned
operates b f 1 access and file systens on the '
menory carglegg@qjﬁgépf?@gagn}%hgrb%%e%%tﬁ% the nenory card 40 in the DSP 30 is
made by a so- calhedpbduditn DEGagO0cht Bl isf ret@daysi e igen@y ahidy40SEE BAT is

exi sting p%l:iﬁgnnglll o uters. t.he present

In addition.this file system .
enbodi nent "uses - a T e Hlﬁ@f’fyo'????fﬁﬁ leﬁ’éﬁ"ﬁrorf‘ifﬁlcéorﬁé&r“ﬁdm;‘ HRELIECRE A ¥ t o
be descritred |ater. The reproducti on nanagenent file manages the data
files recorded t Meno card 40. To be nore specific, the
reproduction h&gﬂé‘ﬁm n‘ftf"‘g é“aéén fherRegsept ¢rabagdimpemycinetsder to pratest feRYFigh: Henages
audi o dat aaudid &fa coiredsATbAATRACS e Ehdrf OGS B her AL B L AR m AR FAGES
all files stored in the flash nmenory of the nmenory card 40 I nc Urgl ng the

audi o dat & P} FEYRI beprise Bisy gerronFideredraplaigdrento e qopyrighted. Some versions

of the memory card 40 have the encryption capabilities while others do not. The recorder 1

that records copyrighted audio data can use only the memory card having the encryption
capabilities as with the present embodiment.

2. Configuration of memory card ‘

FIG. 3 shows the configuration of the memory card 40. The memory card 40 is made
up of a control block 41 and a flash memory 42 on one IC chip.

A both-way serial interface between the DSP 30 of the recorder 1 and the memory
card 40 is composed of 10 lines. Main four lines are a clock line SCK for tranémitting a
clock signal at data transmission, a status line SBS for transmitting status, a data line DIO for
transmitting data, and an interrupt line INT. In addition, two ground lines GND and two
supply lines VCC are arranged for power supply. Two reserved lines are undefined.

The clock line SCK transmits a clock signal synchronized with data. The status line
SBS transmits a signal indicative of the status of the memory card 40. The data line DIO
inputs and outputs commands and encrypted audio data. The interrupt line INT transmits an
interrupt signal for requesting an interrupt by the memory card 40 to the DSP 30 of the
recorder 1. An interrupt signal is generated when the memory card 40 is loaded in the

recorder 1. In the present embodiment, however, the interrupt signal is transmitted over the
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The reproduction managenent file is recorded on the nenory card 40. The FAT
is witten on the flash nenory before shipnent fromfactory ,al on vmth a
root directory and so on. It should be noted that, in the pras n dzq)[]s
enbodi ment, in order to protect copyright, the aud| o data conpresse

ATRAC3 are encrypted. On the other hand, the managenent files are not
encrypted because they are consi dered not to have to be copyrighted. Some
ver si ons 6‘##%%#@3%@&@ theGnisavet ltnhéNEntwpmdedn capabi I ities while
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only the nmenory card havin Ion capa fi°e8% sent
enmbodi ment bloc@ 4XCprefvidgu rraetrfm belMenmmtmrDSB andafﬁhﬁecardshemstmetwntearmb@m gtion

of the me ry car d 40 is de ntroI bIock 41
and a flas ér/%&n‘%?&eﬁgh%u onkté-,e ‘{‘%g eﬂlm}fdb%lt'?‘?lugﬁ‘? seﬁr gjp %‘tg&f &t feen
the DSP 30cmfvenmnabm dediveld mdmetmsmmme rézafddr féhtb §ar§mat§%d eﬁppLQs

i nes. four.lines S{O%%IC ock line SCK for transmtting a clock

si gnal at {10t P Rrgigel Isqonvers patHis! dus frogy thecaptseli blegky ntasamiel a

data |ine BhtBahdsuppliésaR&iid tHe SIS0 Bf the RéboRRr I NTLLAMA L, i gp!
addition, two gr ogﬁoll i nes GlSID and two 53 pr I'i nes \?Cékg?g &al:é’rrsar?;blacﬁ or

power suppﬁ‘/ TECRYSS rremdtapdy and fee dreughnidefdaireline THO efdb skpardtesett8Oi¢ceived
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i nterrupt sargmatedifirstydsilomat dg dakre NChdévkinget® cydeCof e 40miind one 8P Bnpishg:
recor der ih resent .e ment ,  howeve e int errupt si gnal | S
transm tte%‘oé)l{]/%? dﬁ? 1R thﬁg% g’ﬁ"ﬁ%‘“’cﬁfﬁ? ARt ‘gf;‘i? Ao et urg) @cesger for
i nterrupt ¢IIC1'}@tlblNT At®rding the desuld of €ié adtépanalohcthe CORMRRS kR hormal access is
parallel/ conver.si Qn I‘ﬂt erfac bI ock (S/P & PPS IF block) 43

er
provi des i etlcitnfaa“t??"baé‘fi\ﬂﬁgéﬂert fenpdes ante BoF nere! pesedsyade held e pags bt 4%0tndbl ock

41 i nt er conrieatgstet 45, AYBréMerRhRantRREd aned mllytﬂn kd Ekea%soc-mﬁd kuk P/S
| F block 43 . converts serjal data received fromt é e recorder

| into par¥Tiedreiist 4 QT thefase temporarHBsicres inflee Pﬁt&ﬁtbtuéfpf 41, dlaskertr . cofrgction

converts pakadih@hirdatia sbhQsbd DRAIGRAN & rial data and
suppl i es themlt% l'f he 5 0 of the re%'o?lak"c')&é&.cfljEIrEét hgloﬁaon the SIP & P/ S

| E bl ock The data outputted from the command register 44, the page buffer 45, the write
register 46, and the error correction encoding circuit 47 are supplied to a flash memory
interface and sequencer (a memory IF sequencer) 51. The memory IF sequencer 51 provides
interface between the control block 41 and the flash memory 42, controlling data transfer
between them. Through the memory IF sequencer 51, data are written to the flash memory
42,

Content (the audio data compressed by ATRACS, hereafter being referred to as
ATRACS3 data) to be written to the flash memory 42 are encrypted by the security I1C 20 of
the recorder 1 and a security block 52 of the memory card 40 in order to protect copyright.
The security block 52 has a buffer memory 53, a DES encryption circuit 54, and a nonvolatile
memory 55.

The security block 52 of the memory card 40 has plural authentication keys and a
storage key unique to each memory card. The nonvolatile memory S5 stores the keys

necessary for encryption and is not visible from the outside. For example, the storage key is
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43 receives commands and data through the data line D O and separates the
received conmands and data into those for normal access to the_flash
menory and those for encryption. To be nore specific, in af r&e&]EC 2003
transmtted over the data line DIO, a command is transmtted first,

foll owed by data. Checking the code of the command, the S/IP & P/S IF bl ock
43 determ nes whether the transmtted command and data are for normal
access or fmredértbcym»iotnnﬂenﬁem&ry(ﬁmg to the result of this determ nation,

t he conmand for Inorérg al% % Eg g in a conmand register 44 and the
data for normal aécedeny eseﬁ‘érftﬁ 96 32 paerapdnn apmis Bﬁﬁ@ato’aaWWmetqegfogner
46. An err cutheaticagion ivith ©BCegdicted edcbidel i (héadiSe 8le'iRbgeds Wi th
the wite recgl ster 46. For the data terrp(or?arll yesltored ?%yﬁg%&hg m1“3fer

45, the er rSYIEEREE (alniomaslion EXNRIE) @i to share gessianakeys. Furtbettidanliovsade of
error corr eﬁmc@r}(e qglgn b%rm:e Saha l&?tﬂBHEJhetﬂe Em Elgﬁu&lomqq register 44, the

page buffer 45, e W i register ror corr ctl on encodl ng
circuit 47 are §eb5¥ﬁr@—ﬂe taethanﬁqaaemlsmrrmdwut whem}feananc&mcbaﬁiemhem@aaéd {rethe

Dot veen 1 hoanet For bt AR bR SHRRAET o R Bt onn s Soaety
transfer lbetokéér@ftmemmdmlcandgw t he mem)ry | F sequencer 51, data are
witten to the fy I}h 42. Cant QEA udi o data_conpressed by
ATRAC3, her eafterﬂgel%ﬁ:‘c?rgge Feecag%est it NI '65.1?181)3’ tag B isivhat tetiaims te he
flash menoiby (e ranerpnce Jtpihe darhy sisheen) S8 el thomdrs 2Rl A recddiBet BEOHS ?rfa’uﬁ] and
a security blo k 52. of E""&S ng?gl‘,hcard 40 in order to protect copyri g%

The securi trecof) Chis B ihg esEley i the serpEsysispor rpss ontheptisation tis 54,

and a nonvei;tﬁiilish&i WREDIhY a8@enttAgorSie Gk by card, 40
has pl ural 6(QHentl cati onakee% and a storcgwgm%é%ﬁ%ﬁ}ehfgno@g%h%o n%dlId

card. The BReTalE ApRsiopn 1‘?‘}5 tg shire dhamhe eyeSSIOné@esslargenéranede:mmyytpﬁe on
and is not aMh@mi@gtﬁnJ,ggépf&Hﬁdoutm de. For exanple, the storage key is 12 16
DEC 2003 stored_in the nonvolatile nmenory 55. In addition, the security

bl ock 52 has a WARH Spmtaririh Sritige e thet memory| danivih ghd mcpxelerf bremry[akl'tﬁa:am)hteﬁﬁtl on

b ek o SSLCAMESSELE IS BB A% BT A e
this al | owBemery ¢ayd 0 deerky thagedeivel) wonthmet Is:y,mhagptsketyy thB rs@ple kb?%n@%&ses
encryptiongg 'eﬁ&'yf)tted Rtitent key to the recorder 1.

The storage key is unique to each memory card 40. Receiving the encrypted content
key, the recorder 1 executes format processing to write the encrypted content key and the
encrypted content to the memory card 40.

When reading data from the flash memory 42, the read data are supplied‘ to the page
buffer 45, a read register 48, an error correction circuit 49 through the memory IF sequencer
51. The data held in the page buffer 45 are corrected by the error correction circuit 49,

The error-corrected output of the page buffer 45 and the output of the read register 48 |
are supplied to the S/P & P/S IF block 43 and then to the DSP 30 of the recorder 1 through
the above-mentioned serial interface.

At the time of above-mentioned data reading, the content key encrypted by the storage
key and the content encrypted by a block key are read from the flash memory 42, Then, the
content key is decrypted by the security block 52 by use of the storage key. |

The decrypted content key is encrypted by the session key to be sent to the recorder 1.

The recorder 1 decrypts the content key by the received session key. The recorder 1

13



For exanple, authentication is carried out when the menory card 40 is

| oaded in the recorder 1. Authentication is executed by the sacgu’.'g/ﬁl C 20
of the recorder 1 and the security block 52 of the nenory car i e2003
the recorder 1 recognizes that the | oaded nenory card 40 is what it clains

to be (the menory card in the sanme systen) and the nenory card 40

recogni zes that the mating recorder is what it clains to be (the recorder

i n the sangenssagsearblockriagshiatitchéntiptal canert keyesBalthdsahed. thiViasckt ke, the

aut henti cation. i .successful ,. the recarder 1 and the nmenory card 40
each gener%ﬁcgpéed:@;@ggﬁaﬁtéﬁret%q‘éeﬁﬁ?lb"feﬁ@'ﬂed’l'he session keys are generat ed

every tinme autloeiduldbd hared thet Pesdipungidn RN F0GRREEMRE vESioMihfobBich @ rihe
menory card 40, the recorder 1 encrypts the content Kkey by the session key

and passes’“?‘ﬁ%ryeﬁ‘iEdr‘fpp%‘@d’aEB?ﬂaéﬁﬁitb”‘I?é OfRAtioNe menory card 40. The nenory
card 40 decryptFhet REmbECEIY QY AQNELM skBdh 6ERUHAPLS bd aﬁ&‘a}%&@y %[tleo[xﬁeg??(}(ey!

and passes the encrypted content key to the recorder e Storage key is
uni que t o HEaERinEHSr ewarydira . crRaemis \detrjionheWaei thyep sveitchc@hisesit the ldeletion-he
recorder lg;exequies far i i th crypted content key
and the er%cr yptﬁg 1((:)o’nt éerg%sﬁp%grﬁﬁ%%rzrqunﬁéog b%?? %%ﬂoe.vg enJe’r{eglggiCﬂI&m&% P om
the fl ash fmentreyredizdert he read data are supplied to the page buffer 45, a
read register 4 an,err correctign circuit 49 through. the nenory |F
sequencer 51. é’scdg?etgr ﬁél“‘frﬁtef ﬁeaﬁ%élgﬁaf %"érprﬂ%‘%‘ge@r@’&gr%@f@ﬂe Bcé‘" e
error cor rpectessing of the tHeinoéPcard W@ error-corrected output of the page buffer
45 and the OUtﬁuE'IOf the read register 48 are supplied to the SSP & P/ISIF
bl ock 43 and teh!t &% DSP 30 of the recorder 1 through the

above- ment i oned-5erdcadsingRtreéthidGad dih stk me of above-nentioned data
readi ng, the cqontent key encrypted by the storage key and the content

encrypt ed by a HAfFERe (b Caf ethpgazshoram ftlpeystemarocessinghierarohy qfipesystemithat

content Kkeied the HRATYVPERE 40 Yortaeco?@hg feliinP! OCk 52 by use of the storage
key. The decrypted content key is encrypted by the session key to be sent

to the recorderntthe fipesyplemopvesssing deiereyobyss an trpplicitior mrodessingyfayehds rtepei ved

ocr ypt ed oty ROl i B ng Uatn o PN SRR bR KB Bl

dat a are Sbyjsiedladdessymatagenyqt &der, hnd Basbuhaindre acvessdd thibatdem confi gurati on

ROM 50 stores thl?qhigq{iégagﬂicglngtpdcpu?é,i #£8 fﬁg ntlarh%gemcnt-processing layer is a FAT file
system. A physical address is given to each block of the flash memory. The correlation
between block and physical address is invariable. A logical address is an address to be
logically handled by the file management-processing layer.

Referring to FIG. 5, there is shown oné example of a physical configuration of data in
the flash memory 42 of the memory card 40. .

In the flash memory 42 the data unit called segment is dividcd in a predetermined
number of blocks (of a fixed length), each block being divided into a predetermined number
of pages (of a fixed length). In the flash memory 42, data are deleted on a block basis and
read or written on a page basis.

The blocks have a same size and the pages have a same size. One block is formed by
pages 0 through m. One block is 8 KB (K bytes) or 16 KB wide for example. One page is
512 bytes wide for example. The size of the entire flash memory 42 is 4 MB (512 blocks) or
8 MB (1,024 blocks) when one block is 8 KB. When one block is 16 KB, the size of the flash
memory 42 is 16 MB (1,024 blocks), 32 MB (2,048 blocks), or 64 MB (4,096 blocks).
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menory card 40 and various attribute information. The nenory card 40 al so
has a switch 60 which can be operated by the user for prot ec3i$ggm 2003
menory from erroneous deletion. Wien the switch 60 is at the de -=UV
di sabl ed position, the flash nmenory 42 cannot be deleted even if a deletion
command conmes fromthe recorder. An oscillator 61 generates a cl ock signal
for providing timng reference for the processing of the nenory card 40.
3. File system ®nd psgeoseaﬁpmd sf & GC2-byte daua@adamassw&treu@dﬂﬁfpeﬁr TR fit®
FIG 4, th‘?hr?eﬂ;%eso g file system Erocessmg hi er ar chy_ of %stemthat
uses the mEnory o4 yrsntpardenn ar &%Eﬁﬁi‘ﬁ‘nwhli’ﬁ tSWé(ertfé“§§F§f Rg to the
processi ng ubdae¢ afrdhkw Bladsk appl,igagd 90s I%@%S@a‘ié H8tub 8% SHritkes tb BRse Yy R0ed by
afile mangﬂ mént processing layer, a logical address managenent gyer
physi cal T ¥8E" nanagenent | ayer, and flash nenory access in this or der
In this hierarchhealna | ayer..is a
FAT file system ‘A pﬁ@igljgawgdoﬂlg%g&f[{sﬁaﬁgﬁgg %ﬁgég cﬁ){l%ﬁ ig&%ratl COFting
menory. Th& g6 rcPBERis ioh the dasa meron Thesscld biies ghﬁsmwmgemdddhgs(lll@td)w&rgh@bl e.

A | ogi cal ca dI e
management a‘g‘%ﬁ ﬁ\&a?gg?%rg{l%%%}/éedﬁarr?ang tfy?%z él\lscget ﬁghggﬁyﬁ%a“d
exanpl e ofadatpﬁﬁﬁ(éé:b(tesbnf i gurat ion of data in the flash menory 42 of the
menory card 40.ln the f no 42 th ata,unit called segnent is

llx discrete 1215 nﬂ%‘s}%eﬁ gf 1) I ar{tofiat%_ 1%3[ GEPT | Wmn fary dhe

divided in a predetérmn

bl ock bei noadigemdediagnihe layidl dtRée! MAdNRSforaedervalbn. PRBES:t{ BECAs XS fnt
| engt h) data are deleted on a bl ock basis ang r ead

e flash
or Wi tten(ng?‘lP eﬁg’b‘é’rrﬁ&%qnst{)rﬁ']r?eblﬁFS%tRs have a sane size and the pages have
a sane size. OWl&)rbﬂeQﬁanag&nérﬁrﬂZEda Q&éterrpﬁ@e@ Qus%hf)l@&% OO%EJC& g%gl%w}f:?su% KB

(K bytes) Oéliff de for exanple page 1s

exanpl e. agdl a*fm’ﬁ%@ Brit ieble bﬂq%w wmlybmaaep@cmnqval(%m mdalomke@) ler 8
MB (1, 024 Rk al ; e t he size
ISR o rgir)m%ﬂs%ﬁ Os RS Ohil )p%%é%%&%ﬂ%pbl ocks), or

64 MB (4,096 blBeusit, twgazplop.ss me@clzmm@axpalgéﬁm Ccaodpdendd , 6frmea Bdo? bk e
data par t Blodk 2 ishietfH 6 WiRGURL 8He B Ls b1d 8% Sk Wikten.

The boot block is the first one of the valid blocks in the memory card 40 and therefore
is accessed before all the other blocks when the memory card 40 is loaded in a device. The
remaining blocks are user blocks.

The first page, page 0, of the boot block stores a header, a system entry, and boot and
attribute information. Page 1 stores data about unusable blocks. Page 2 stores CIS (Card
Information Structure)/IDI (Identity Drive Information).

The header of the boot block records a boot block ID and the number of valid entries
in the boot block. The system entry records the start position of use-inhibited block data, the
size thereof, the type thereof, the data start position of CIS/IDI, the size thereof, and the type‘
thereof.

The boot and atiribute information records a type- of the memory card 40 (read only,
readable and writable, or hybrid), a block size, a total number of blocks, security compliance,
and data (date of manufacture and so on) associated with the production of the card.

So-called flash memories are subject to the deterioration of the insulation film every
time data are written, thereby limiting the number of times data can be written to the flash

memory. Therefore, it is required to prevent access to a same storage area (block) repeatedly
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three bytes of the redundant part forman overwite part which is
overwitten according to the wupdate of data. Bl ock status, e status
and update status are witten to these three bytes in this or‘ﬁﬁr[][—’l‘ﬁe?[][]a
remai ning 13 bytes of the redundant part have fixed contents in genera
according to the contents of the data part. These 13 bytes are a
managenent flag (1 byte), a logical address (2 bytes), a format reserved

area (5 bymedjoncentaiedyt SVken xﬂtvanﬂ@ﬁat@afdﬁ@glcm?adlayéﬁﬁhed%ﬂQphﬁlcQﬁécﬁreE%e( 3
byt es). Tfrlg di scr et %FI nformati on ECC i s redundant data for ‘error correction

for the nafagareR Trigemenes proyghis apdatdfasssom eime pviten & thasameblecksabd on.
The data E€G Sﬁteﬁﬁdﬂi&ﬁ@l{g‘ updd@H &afaQb aeJIJS&rurﬁ@ch &PPaﬁ'O'@oBQe é’ll‘l? @Ftcgl{(rggttlo% For
boo

the managepent flag, a systemflag (I = user block
conver si on CP5H} {98fqeh gdqrass-and ghysicel, adgress chdsiges bftcfc'ka)Ch l@dﬁcplpenandm biTthis

speci ficat bl‘?}@es@ﬂaﬂ fcaq@(tl 3‘95}9]9"0 3&1@ cah 8?( QMR 5F) ¢po Cn%:flﬁg a?c%%ifo 3 Sage

pernission (1 = 6 recor
bl ocks in Biaeh @@mmrﬁasmartm b}seﬁlldl(ﬁ&of(DhaﬁtEdhltrlmﬁkyl form a boot bl ock.

Bl ock 1 is back he sane data,as block 0 are wi The boot
bl ock is the fi % lgg‘ﬁxewaéi?g?%‘es aoSTEnsoBnche P e R SAtED t%arLULDCKOSOaﬁheF if

t her ef or e blogksare diffenht tbeﬁoﬁer mdazhf’tertub&atmghafa Beoskie adaRRs EACHLITRERMMopf &ed 40
is | oaded F a, devi ce. ﬁl ni_ng ocks are user blocks. The first
page, page 0, onfsurt‘%pf%’Srt afﬂe&‘b acfi‘tFres 5‘3hsé"éﬁﬂeProc%?S@ﬁs‘faéFﬁSeﬁtctheaWdth?oot

and attriduetationf twehi RigicaPage StAr 8firdadsa sabadt Upsal Page
2 stores Cl Své Card._ | nformatl on §;hryucture)r/ I ST (I dental & #@SQLP%&ESS

| nf or mat i ofPVETFAR Ahleigdrauied t heoldepat this eRversiemialls xéerblﬁes thigpbysical Bidres t he
nunber of dtﬁﬂekﬂm@iﬁé 'th @B ldg'ﬂ:aI Q@dr%%&)&&h&?gy t}p?A"Pytﬁérg E&tbm{% agcie Sth%he

start position of use-inhibited 'si ze 't hereo
t her eof , t‘H%de&‘Eh&at%@%ﬂheﬁf@ﬁltlﬁﬁwflyelfcal@ﬂ@kl DI, the size thereof, and the type

thereof. The bogl RpaigiHykic Uécﬁré c%[nt;@%+r9@al:ﬁ§(f% %?I d?y%geggf&é& gp”?ﬁ”y

card 40 (read only readabl e and
total nunbERAMSE Jﬂ)la(ﬂé RS, 1§ dear BRAMOmyE inaspase enangh fatseoring ahetable, fraaufbact ure

and so on)yAs$RG h@h&ﬂﬂg#ﬁ%g‘%e production of the card. So-called flash

menories are su ject to ‘eterioration of the insulation filmevery
tinme data are viihist taleln lists hegiedb yddresses (2rigrtdsheactt) untier asedndingRerdaing vaiaNthbe

R L e IR O RENTE S
MB (8,192 blocks), 8,192 addresses may be represented by 2 bytes. In addition, the logical-
physical address conversion table is managed for each segment, the size of the table
increasing as the size of the flash memory 42 increases. For example, if the size of the flash
memory is 8 MB (2 segments), 2 pages of each segment are used for the logical-physical
address conversion table,

When storing the logical-physical address conversion table into the ﬂash memory 42,
predetermined one bit of the management flag in the redundant part of each page indicates a
block in which the table is stored.

The above-mentioned memory card 40 is usable by the FAT system of personal
computers like disc storage media.

Although not shown in FIG. 5, an IPL area, a FAT area, and a root directory area
arranged on the flash memory 42.

The IPL area stores the address of a program to be loaded first into the memory of the

recorder | and various pieces of information about the memory.
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16 DEC 2003 and concentratedly. Wien rewiting data of a | ogical address
stored at a physical address, the file systemof flash nenories prevents

updated data frombeing witten to the sanme block; the file gyRt
the updated data to a bl ock unused so far. Consequently, the gogrggaq%qﬂs

bet ween | ogi cal address and physical address changes after each update
operation. This processing (called swap processing) can prevent repeated

and concent r at eUthAELES&a k@red iSBARatioR! a9k atddNGHENYcHsNELEAT]. Mhe
life of the flash nenory. EI'hé | ogi 1cal ad!c?reess IS %égorrpanjl e evvlﬂc]ffhg‘bt%Eifglé%Iata

once writt ¥ugsgndicas|vg ok unused blgals, a pext bisicls akmbers e defedtive béack, dpdfadase blanid af t er
updating dat a, Tﬁ@ro@@ﬁ?ec%q)g£1%§ ﬁoﬁgﬁirQ&O@%ﬁ{}ieg r(i?lg]ahgﬁugt%%%atf ﬁ%g,uslia{rp GuiLoPer

access thereafter. The swap processing causes a C corFeldtion
bet ween | o@tdfE s@nd physi cal addresses, so that a | ogical -physical address

conversion tablg 4 i . Lopking.at this conversion table jdentifies
t he physi cal ad@r%ggeg%{gregnz’g%gﬁ ﬁr?&altgcgrof%%‘clﬁg%f%g?gegﬁa?@@E’msﬁ’éﬁ‘iﬁf Q4 the
FAT, t her efsymeteihe shpveametonetandingy chidotok a rspdbdieti@rmbyagtMent fle it jrbiigsh

physi cal block. The | ogjcal -physical address conversion table is stored by
t he DSP 30}‘03r Nt eHe lthIA 53# %r{ﬂ”%.ﬁ? fangHggé’agﬁwﬁ?EStH% Ashspade didugh

for stori ngpiddacticAbh@agdrient &k ib@toreﬂtbﬁrtﬁé_juéef‘bﬁ)moff th@RRmEB QY 4o B ks abl e
lists | ogical addresses (2 bytes each) in the ascending order along wth

the correBfBAT iy prRPSsanthadh thes EAE . stapdhdr thehaemexy waih 44 e duhagetlefild ash
Menory ‘42 fesovkaBis eMBrd8, 192 bl ocks), 8,192 addresses nmay be represented by
2 bytes. In addition, the |ogical- physical address conversion table is

managed for eacHegepmreuntion mpsaghmeat Gfe is hrsated by she DRR BBaFonexaamld, ndesittee of

the flash REIMLY A200REHERS F pl el f-the size of the flash .
merory is 8 MB (2 gpé)grrent%@§ h epig[ételgéc%]ﬁp Lk teqsnégeﬁe‘?’\ ctliey éh"u%‘%faf’ffyo"ﬁf‘fﬁ%”
| ogi cal - phipadedair noaddf thesnaomy eesi 60 it flohé loddhd nautiteaticanign tihexecuted. If the

| ogi cal - physi.6R! aﬁgg conversion tabl.e into the flash nenor 4%,
pr edet er m ngrlﬂ %nce i @6{\%?0‘1{1%33 yn%ﬁaaﬁﬁjﬁ%tﬁctalﬂ?l? éoggf’ i ‘t%“*‘?@d‘&}ﬁ*&&% C%dolr € 8poteach
page i ndi ddodsofahblflestkmemonhiZ s tehe iftalheDEB 39t oried, thfhezialrouesise alieaed
menory carg 40 i s alr,lws)a,bl e byr t he%d;c,ﬂ syst e of E% sonal. conputers |ike disc
storage medla A U Aot S B a% ate stgredsin Stleapd 36 PAthC@ROYand a
root direotant 40 Bregin RF tRNGed tRFAThd the sdot BREAEY dAlwritbiftol (Rl 1adHERemLQr €S
t he addres& of. a ﬂoro ramto be loaded first. into the nenory of the :
before shipmeént.  The user creates the reproduction management file upon data recording.
To be more specific, when a record command is given by the user to the DSP 30, the

received audio data are compressed by the encoder/decoder IC 10 and the resultant ATRAC3

data are encrypted by the security IC 20. The DSP 30 records the encrypted ATRAC3 data

onto the flash memory 42 of the memory card 40, after which the FAT and the reproduction

management file are updated.

Every time a file update operation is execufed, to be more specific, every time the

recording of audio data is started and ended, the FAT and the reproduction management file

are rewritten on the SRAMSs 31 and 36. Then, when the memory card 40 is detached from the

recorder I or when it is powered off, the last FAT and reproduction management files are

stored from the SRAMSs 31 and 36 into the flash memory 42 of the memory card 40. In this

case, the FAT and reproduction management files on the flash memory 42 may be overwritten

every time the recording of audio data is started and ended. When the audio data have been

edited, the contents of the reproduction management file are also updated.

Further, in the data structure of the present embodiment, additional information is also
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recorder | and various pieces of information about the nenory. 16 16 DEC
2003 The FAT area stores information associated with bl ocks (clusters). The

FAT specifies values indicative of unused bl ocks, a next blo

defective block, and a | ast block. The root directory area stgrﬁ;lnEEezmay
entries (file attribute, update date, start cluster, and file size). In
the present enbodi nent, apart fromthe file nmanagenent system specified by

t he for matreatktd adrréu;alaadéﬂ rentprodedionmenmeayeneml €le40 be dedoeder O bt 200 memory
rranagerrent rQvj for the tracks of . a nmusic file and
The-parts. &onkeple Brgolsd S an afuToRR TelShoasr stAses orn A RGE B FEER FEHT o
stored by frbatuseprdahmlﬁ mnagdifenfBry card 40 into the flash nenory 42.
Consequent |y, _ElFthe FAT stored in the nenor card 40 i s danmaged, file
recovery is ensbiefditiphal iplopRenIde BHED fake frqm P@extérr@lr%trewerbbmvm DSP

30. For exg@muandMieBul Reerfab€82r §8E Dspi B r@&yz\@é’ &d r&:@wte@ d&lﬁ&lafl ;rff bRy 1t

is determ ned whether the nenory card 40 is | oaded e nenory
card 40 i sthedlarimrpanet?, indhe hemeivccard 4h The aélsdéwmiemfonmtmh@es nagortirougr d 40

is found b@fletsgﬁng“fd"%"tsb %qup nberl p?edC%B'ah&}BéB’TgrgQ 1%9 is \{s’ﬁ tc!)nefnl)3 O?he

bl ock of the flash mneror IS read“into th
| ogi cal - ph§RAbGST tthSB§Q to therflael sicowrst ébivker the meacry dhé 40 w‘ﬂ:ta&aécbfr&hehe

stored in 3 nd 36 f the nmenory card 40 is virgin for the
user, the '}Eﬁ\oefrdgrnodwﬁhgjhso%?wed?dr% tory are witten to the flash nenory 42

bef ore shi pnent3-2 ThectosestructueAt es t he repr oduction managerment file upon

data recording., To be {C(feeés ecific, a record copmand i s given b t he
user to the DSPYSETng e Vel B‘HPG‘ FRIAFRICRE P B8 Sesanasy S 0.

encoder / destodar al GlIlPicaRd dibifory 28 Uhbans p&TlBé\%ecféit % ite %n@étaf@t @dco%ﬁ he
security 1C 20. The DSP 30 records the encr TRAC3 data onto the

flash menotSECly. ard § musipdifestgry dBERD zmthlsafrr@%rfolm g Fpof ﬁléeqrwr- and the
reproduction rmnﬁagea@mm fdrhifdBhént URGA LR ripfYE Y rﬁéd@enﬁlr{]:'(l rlﬂﬂ&?gt%

operation is executed, be nore specific, every time t ecordi ng “of
audi o dat afeF<§d’§€/a¢Rf@chﬁ%fOéﬁdﬁﬁplet erefiore. dn avbehfs ipwprtbel owsic alirectaryagidinent
file are gguwhiiten on the SRAMs 31 and 36. Then, when the nenory card 40
is detached fromthe recorder | or when it is povvered of f, the last FAT
and reproducti &henamsgéimmrymﬂ o gipes offilss.e Pnkrip mregredSRAMnadagearedt 88 i nt o

f’ggl’ I)LIﬁiPI on n'anage h%lteah%] ﬁlggpnre%{r%él t? FS49 %Igsn"ltb%hell %g%g%@kﬁ%{]ggn
A3Dnnnn.MSA (hereafter simply referred to as A3Dnnn) storing encrypted music cata.

The number of ATRACS3 data file is up to 400. The ATRACS3 data file is registered in
the reproduction management file and then is created by a device concerned. '

3-3 Management structure and editing scheme

Referring to FIG. 7, there is shown a structure of the reproduction management file.
Referring to FIG. 8, there is shown a structure of the ATRAC3 data file (of one piece of
muﬁic). |

The reproduction management file has a fixed length of 16 KB.

The ATRAC3 data file (hereafter simply referred to as a data file) is provided for
every piece of music and composed of an attribute header at the beginning of the file and
subsequent actual encrypted music data. The attribute header has a fixed length of 16 KB
and has a configuration like that of the reproduction management file.

As shown in FIG. 7, the reproduction management file is composed of a header, a 1-

byte memory card name HM1-S, a 2-byte code memory card name NM2-S, a reproduction
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every tinme the recording of audio data is started and ended. When the audio
data have been edited, the contents of the reproduction man f i

are al so updated. Further, in the data structure of the pres:ﬂgnﬂg&tbgat,
additional information is also 17 16 DEC 2003 created and updated in the
reproducti on managenent file to be recorded in the flash nmenory 42. It
shoul d be noted that an additional information managenent file may be

creat ed apteble TRKGBLt hating e salercei ionwinein ageeseof miusit ere Thangaddartd atitional
informatiopgs iy -%Cf the DSP 30 from an external controller through the
bus and the bus rntertace 357 TS8P0 records the received additional

information to At kiewd ashGnerme yitribdid Iieatidiat tRrmpyiniagod titQlataThe ipdtigosanal
i nformation dghes not g_g through .the security JC 20, so that it _is not

encrypt ed. TAAIH £i GRYFE F9F JRIG PERE MMy At3-BYHE fOBeMBYRE naspaNiE. ek DSP

30 to the frif@sarisR TRIMNGZsuhaR thlR 1ERTRYMARR pAP ikSmilslaciedNg! 8 &
recorder or_when it is powered off. 3-2 Directory structure Referring to

FIG 6, th&daiqnal urfgrmatian dNFecthsriraderrineludpser totalimanbae ab pyrtss anme 40ribike,

shown, a siddidonh] GdHuGidl] SSELAI % on? MOVING picture directory, a voice
directory, a control .directory, and a nusic directory (HFl) in this

order follow a lindbis ddiarfde.ttbe ytiritute hdaderps &5omied IR AR tusit kietad @he miysici on
i s made i Sy ki i ecaordi nal reproduction,.for, exanpl e.
ol e 8RR R B o] BSR4 P muEHBL oo

Therefore, 1n what the music
musi ¢ di r extiortipl hdge fondedrypiing eadrypted dsa. One i s a reproducti on managenent

file PBLIST.MSE (h after, sinply referred to as a PBLIST. The other.is an
ATRACS dat & 1 b SRGERA AEheR: Chey iy SPoSTinb Ry Seafed PR oFhe st
storing eneclypTRAGRUBLLAileAhA othdh@tnaeRerenofyp®IRAC3 data file is up to 400.
The ATRAC3 datca]Rfi le is ie istered in_the -reproduction rranagerrent file and

then is creat edR¥§8E RITEE YonthreRedC: 8 rdatiambrywrmnmugs (wrokliprd ARBAEGI t i ng

schene Ref®itd fildGvill ®e Ghderibdd. there is shown a structure of the reproduction
managenent file, Referring to FIG 8, there is _shown a structure of the
ATRAC3 dat a fi | BickoR@ofiserns Rifce pluBTUET. @R Pieep o ARSI Snmadhagefeme fil e

has a fi Xeflrk £094ha%Hie gr@feK% FIH?%).A-IF RARPR A28 Yatal 185t RE L6@D UEh cﬁﬁlimelsééd by
referred to as a data file) 1s provided for
ATRACS3 scheme.

" Data are recorded on the memory card 40 on a cluster basis. One cluster is 16 KB
large for example. This cluster has no plural files. The minimum unit in which the flash
memory 42 is deleted is one block,

. In the case of the memory card 40 for use in recording music data, a block and a
cluster are synonymous and one cluster is defined a one sector.

Ore piece of music is basically constituted by one part. When one piece of music is
edited, two or more parts may constitute it. A part denotes a unit of data recorded in a
continuous time from the beginning of recording to its end. Normally, one track is.
constituted by one part.

The joints between parts are managed by part information PRTINF (to be described
later) in the attribute head of each piece of music. To be more specific, a part size is
indicated by 4-byte data called part size PRTSIZE in the PRTINF. The first two bytes of the
part size PRTSIZE indicate the total number of clusters of that part. The subsequent bytes
indicate the position of a start sound unit (abbreviated as SU) and an end SU in start and end

clusters.
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every piece of nusic and conposed of an attribute header at the begi nning
of the.file and subsequent actual encrypted nusic data. The attribute

header has a fixed length of 16 KB and has a configuration Iit? tQEC %03
t he reproduction managenent file. As shown in FIG 7, the reproduction

managenment file is conposed of a header, a 1- byte nenory card nane HM - S,
a 2-byte code rr&lrm%)y card nane NM2-S, a reproduction 18 16 DEC 2003 table
TRKTBL | sting d'°s¥queHeRied aartcdesyirtivn schsmeygimmales dhe peespriigofor amging

addi ti onal large A LA HAQ WhtNEtifnd Rhsik AfaeNtire menory card. As shown in FIG
8, the attribute header at the begi nni n? of the data file is conposed of a
header, a 1- bytlé musiedain;atecediiadeniuvn ablokpyass, thedeovingiof mmaveddiBiay theack

i nf or mat i ofyoHRKI C r W 4 qn art. information PRTI NF,
and track ggﬁ?ﬁ %\lc%l";’}"" an‘?%? %ﬁ?éﬁﬁﬁ%ﬁ%‘g%&*&#& 115.1(5°e°s&égg38te§'lt Hitfoer
of parts, d#are attribute, additional information size, and so on. In this
data file, thesgﬂsrt'bput.e headelli hs 1_ftol(%t‘&wed. Bﬁ ATRAC3 .nusi c data. The nusic
data are dividéd i'nto TBIKE' B QK R 8%t P BERMBEG NG bh tdavhsegude. The
header i nalatades compressail thy ATRACIIE Diatl ofth20eriPtiind g detyedsydbt Ak it @mprtssioul d
be not ed thgt ncrr%i onlh@rocesTi g(g IS exgzcut ed_only on the nusic data in
each ATRAGE“Gatal PI pRout liddotemplesdd1094 4t 46 e %R chpinelsy obRiredr by prpnlisgFI GS.
9A, 9B, arfttq@éacy af teh KHARDRIERRe SlshA dblalsBekle QId ATRAC3 data file will
be descri bed. e track denotes one piece of nusic. One piece of nusic is

made up of one OTATRAGFAHNplgnttp phoyt 2afes: Neynpilp, ong part TheompPRAGH atananyfas| e
stores audi@rgdfRssmiessed by ATRAC3 schenme. Data are recorded on the
menory card 40 on a cluster basis. One cluster is 16 KB large for exanple.
This cluster ha$heaenpiclustgt isfdompesed et 2riUs, nomelustet canreprbieata shad fof abdut
menory 42 ;s Aelfifd is one block. In the case of the nenmory card 40 for
use in recording muSic data, a block -and a cluster are synonynous and one
cluster is defiThedumbenef smets oronstingngioae etrawk dapsnds bs thasizzabf Wdditional
constitut g by .ane part. Wen one piece of nusic is edited, two or nore
parts may constitute it. A part denotes a unit of data recorded in a
conti nuous ti n&hé¢ rmmieheothsiged rtiyngemdvine che dhdadert Omidic ©nd, MNar ABAiliynal ONE
track is . . .

information data from one block determines the number of parts, so that the maximum
number of parts (645) may be used where there is no additional information at all.

FIGS. 94, 9B, and 9C show a file configuration resulted from recording audio data,
two pieces of music continuously, from a CD for example.

FIG. 9A shows a case in which one piece of music (data file #1) is constituted by five
clusters for example. FIG. 9C shows a case in which two pieces of music (data file #2) are

constituted by six clusters for example.

Between music 1 and music 2, it is not permitted that two files exist in one cluster, so
that data file #2 is created from the beginning of the next cluster. -

Consequently, if the end (the end of music 1) of data file #1 is located halfway in the
cluster, no data (SU) is regarded existent in the remaining portion of that cluster as shown in-
FIG. 9B in an expanded manner.

This holds true with music 2 (data file #2).

In the above-mentioned example, each of data files #1 and #2 is constituted by one

part.

For the data file recorded on the memory card 40, four types of edit processing are

20



constituted by one part. The joints between parts are managed by part
information PRTINF (to be described later) in the attribute head of each
pi ece of nusic. To be nore specific, a part size is indicat ed‘ltﬁ [?qu{]ﬂs
data called part size PRTSIZE in the PRTINF. The first two bytes of the
part size PRTSIZE indicate the total nunber of clusters of that part. The
indicate the position of a start sound unit (abbreviated

subsequent bytes,
as SU) and® %m%f‘iiddg % ¢Pmdyng £ragnA"EAYYe-cl ust ers. 19 16DEC2003 The

above- ment i oned iviad ARSI i ks SRR T RBL WHHINCHRESHAY T pdIRYi NG
| arge anpunts, data when editing nusjc data. If nusic data are edited only
on a bl ock PEAQIEd, thp dotatmpmbgr off traskis inereases &y eag. Bévideamrofasside divideb onefile in
however, a$hecmg{g§)s&§g-%h i it | l.arge to edit nusic
data. SU is the mni mum tr}n%tu%?é%ypghg%ﬁm? 1%&%h%g%rﬁfgﬁlt a‘%‘a unit to be used
when audi o dat &ombicpmepssersethbines ATRAERS intData Bhersenaiad procnsing Hadbetes

obt ai ned b essli Lo-data of about 1 024 sanples (1,024 x 16 bits
X 2 channeﬁsgl)%%(‘:)%tgj h@%gﬁgbnf%%g%ﬁ g%cté(s £ ?Ceraalfgsn%ﬁlo%% ﬁ‘ﬁm NERPFHE PrPeestve he
ori gi nal déile istledilaswsieliato ddeanSubdaseseilicpadeniontiaralanint 8. ns. Normal |y,
one part is con‘gosed of as rra?nfy as E‘veral t hqusand SUs. Wen one cl uster
i s composed of #FSPIRCCSHRE TSR Kicke die pumPers ohthedragki feliowme dhsotrased dragk
second | ongee rdliel forwde by 6. parts constituting one track depends on the size
of additional |pformation. The nunber obtained by renoving the header,

nusi ¢ name, andVRYEPIICHHAE InEARIGE FhITeEh theSeaueneon Brrksh Mk rietearadengsg t he

nunber of p@yHetn p&forinbdlithd RErdBH MM PIRe b uPRiidS (645) may be used
where there is ng aédi ti onaﬁri nforrratnia‘ﬁn at 1aI F.UBFIE%?‘;. 9A, 9B, and 9C show

a file configurBeheid besoted &ent ' mows rascditdirengssngliless dat mvolve W phesest of

Ohe pi eoo. SO HRirkford, MV, el o SRR QiR as Rl B PR e P <
exanpl e. Ferd0E médwws sechcass@DDnfonkianiple woarnpiter esconfingrusdiam( siak as frieh@ry#2)
are const &Jr&ltf&deﬁ}ﬁpﬁ:'. NG hg&}ﬁé& "];n%rve'e)o(fa HBL %’etween recording media is achieved by

copying the data and then delete them from the source recording medium from which the data

have been copied. _

A result of combining two files (data files #1 and #2) shown in FIGS. 94, 9B, and 9C
is shown in FIG. 10. The two data files #1 and #2 are combined into one data file #1. Data
file #1 is made up of two parts.

FIG. 11 shows a result of dividin.g one piece of music (data file #1) shown in FIG. 9A
midway in cluster 2. ' |

Divide processing results in data file #1 made up of clusters 0 and 1 and a front
portion of cluster 2 and data file #2 made up of a rear portion of cluster 2 and clusters 3 and
4.

As described, in the present embod‘iment, the part description scheme is provided, so
that the start and end positions of part 1 and the start and end positions of part 2 can be
specified in SU unit. Consequently, it becomes unnecessary to move the music data of part 2
to fill the joint resulted from the combine processing.

In addition, the part description scheme makes it unnecessary to move the data so that

the space at the beginning of data file #2 resulted from the divide processing (FIG. 11) is
filled.
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Between nmusic 1 and nusic 2, it is not permtted that two files exist in
one cluster, so that data file #2 is created fromthe begi nning of the
next cluster. Consequently, if the end (the end of nusic 1) of [

is located halfway in the cluster, no data (SU is regarded eli(&;%tﬂ ?pﬂﬂ
the remaining portion of that cluster as showm in FIG 9B in an expanded
manner. This holds true with nusic 2 (data file #2). In the above-nentioned
exanpl e, each of-ddpeoductiesmédagement#file i s constituted by one part. For the
data file recor nt card 40, fouyr, types of ~edit processing are
20 16 DEC 2003 3%%8?% t8gﬁGg?g%‘g{e *aaﬁ%wmééetaﬁgg@,é%aﬁ%ﬁr of the yergeduction
processi ng nuinggettest AiePBLEBAK Th eepkotctid ganddein®ntdfi R CIESISISThaR &SsiRE 6N one

per f or med, fhe @qitlalk_ntjpggﬁ of tracks increases by one. Divide processing -
di vi des on&FFT € Tlerk 3 1e systeminto two and updates the reproduction
managenent fil| eTh{BROINWRREASSIHRGARIDI Nnes two files into one. Wien
conbi ne processjng has been perforned, the total nunber of tracks

decr eases by onéh€ pomBRngther Heedhe headsoris aasmedBMIES (256 bytesh Her fhicl emtisyyst em
into one a [ ty] BN e se pr sing -
erases a t?{aig%aﬂﬁg%n%ﬁn%erggﬁo @geﬂy%yg héks fggﬁg\smlir\%+t%ﬁé\% ‘Ke‘réaasne &Q@WS are
rol | ed for #&ld TB{ TBhe(80RDsesdrfor examigige ithe eeiueheryof hangkstiéreandegidehegl of

tracks. W i een..perforned,, t repr aduct.j on
managerent T RS ERE It g o R B P it AL ot 45 gt of

pr ocessi ngthdosformaton ny devieatibieisnpuedentgah. Taka diffhel af fiscof JADURI &S
edit procesr%h&g_ﬁ'.s dif.ft.erent fromd" nove" for rm§| ng data froma recording
medi um such - as RS PeF RS PRy usHOnRAn28ReS Hieng medi um such as menory
card for exanplle.thé\fepitRiaetidnd@anagemBieile Ohe tidk 3209100 GNeLREQ LY BHOIBALA | S
achi eved b@é‘ ‘?@%I ng, the data and then delete themfromthe Source
recordi ng § M BstHieft he data have been copied. A result of

conmbi ni ng two fi hiesid idatoredthdt@e W3 i d 9C
is showmn in FIG, 10. The two datéhgﬁpgg#lﬁ)ftgﬁg #1#2 lléésoeﬁé‘go%ianeéll?ﬁ?%lg‘gne
data file #1. OHtedicadsrs arranged 4n dheglirstpnchsecendbslptsrafshe mpp@duttidn mhoagement

result of gleVigdiang tl%'"?dll@%f\gedgtg Wﬁkﬁlir(gq%gct{oin,l gn(# Iv)cllu§ WHVYHisi grchrl %omgéle

beginning.

Data indicated as "Reserved” denote undefined data. Normally, a null (0x00) is
written for the reserved data. Regardless of what is written, the reserved data are ignored.
This is, however, subject to change in a future version. The position of reserved data is write-
protected. If a portion written as "Option” is not used, it is handled in the same manner as

reserved data.
BLKID-TLO (4 bytes)
Meaning: block file ID.

Function: a value for identifying the beginning of the reproduction management
file.

Value: "TL=0" (for example, 0x544C2D30).
MCcode (2 bytes)
Meaning: maker code.

Function: the code for identifying the maker and the model of a device on which

recording has been made.

Value: high-order 10 bits (maker code) and low-order 6 bits (model code).
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m dway in cluster 2. Divide processing results in data file #1 nmade up of
clusters O and | and a front portion of cluster 2 and data fhllbg(ﬂémp
of a rear portion of cluster 2 -and clusters 3 and 4. As descri oL
present enbodi nent, the part description schene is provided, so that the
start and end positions of part | and the start and end positions of part 2

can be specified in SU unit. Consequently, it beconmes unnecessary to nove
the nusic data BEVHAON @ butes)fill the joint resulted fromthe conbine

processi ng. I n additd : s 2scri ption, schenme nmakes jt sary
to nmove the data ‘ng étaﬁ%? Eht@ﬁié"%if)%%tgg%%s tthgéepﬁ%dd’ic AP A SMEat @ef(PBEFS&g%aS
resul t ed fbesmrewettedi.vi de processing (FIG 11) is filled. 21 16 DEC 2003

3-4 Reproduction nagene ile Referring to. Fl 12, there is shown a
detai | data confi gg%‘%‘?’u%nﬁg?’ E#WZ\J f”éWB[?cet%Fré’n“m KGareanttion; manapppensfile The
reproduct i bas bramegeient file PBLI ST has a size of one cluster (1 block =
16 KB). The first %%Fbyt es provide the header. The portions other than the
header are a nane 3 siris S, §gneigyremspts bRenent i re  nmenory card, a nane
NM2-S (512 byt esyica EANIENTS KEY, an MAC, an S-YMbhns, a table TRKTBL
(800 bytes) for managing the sequence of reproduction, and additional

i nformation | NF- S VMeaniggohegitefe phthe nhme éhbyteleofitbermemocaratd tobe thigeerd of
this file, NRIPQhi,0f the information in the header is recorded again.
These different types of data start at predeterm ned positions-in the
reproducti on nanagénstion:fSN €.+ mptehmty 2gacdiee todernndanagesgniodé td 1@, ustdh
first 32 bg&eqjgtdﬂre%ﬁﬂesent ed by (0x0000) and (0x0010) provide the header. It
shoul d be not that every 16 bytes fromthe beginning of the file are

called a slot. ThélheaterstearsdngBoidedifehehdradiet b3l 6RIRNT 1AL st he

reproduction nmanagement file contain the follow ng data of neaning,
function, and'value in this order fromthe begi nning. Data indicated as

"Reserved" denot e omdethaederdatiais sB hamRiiddsim@y a4 h binaP@dlbet.s Witten for
the reserved data., ReQan oSSRl PA/a bS medibcdtysot ¢ M eserved data are
i gnor ed. ;
81: MS-JIS 82: KS C 5601-1989 83: GB2312-80 90: S-JIS (for Voice).
Language code (L) identifies languages by low-order 1 byte as per EBU Tech
3258 as shown below:
00: not set. 08: German 09: English OA: Spanish OF: French 15: Italian 1D:
Dutch 65: Korean 69 Japanese 75: Chinese
If there is no daté, zeros are filled.
SN2C+L (2 bytes)
Meaning: the attribute of the name (2 bytes) of the memory card to be written to
NM2-S area. |

Function: SN2C+L represents a character code and a language code to be used in
one byte each,
Value: the same as the above-mentioned SN1C+L.
SINFSIZE (2 bytes)
Meaning: the size obtained by adding all additional information associated with
the entire memory card to be written to INF-S area.

Function: SINFSIZE describes a data size in a unit of 16 bytes; if there is no

data, zeros are filled.



This is, however, subject to change in a future version. The position of
reserved data is wite- protected. If a portion witten as "Qption" is not
used, it is handled in the sane manner as reserved data. BLKﬁ[ﬁ-D‘E@ (2003
bytes) Meaning: block file ID. Function: a value for identifying the™
begi nni ng of the reproducti on managenent file. Value: "TL=0O" (for exanple,
0x544C2D30). MCcode (2 bytes) Meani ng: nmaker code. Function: the code for
i dentifying the nak@ieathg sipis fm@m%’% ta 09 @84pn whi ch recording has
been made. Val uqh;TIQ['(gjébc%sger 10 bits (maker code) and |oworder 6 bits
(nodel code). 22 16 2003 REVI SION (4 bytes) Meaning: the nunber of

ti mes the reproductMeningnioted saskmunitiet.e (PBLI ST) has been rewitten.

Function: REVI SI ONg perengnts every .tinme the reproducti on managenent file
has been revvritten%‘ﬁﬁ’g%gfué?‘g%roﬂ%%t@d%d increnents by one. SN | C+L (2

byt es) Meani ng: th&zbkt I tolx0EIDfuptihe00@aBRs) If thatk 8)noQfatd BRosBEBIYJ card to be
witten to NI\/Il,-vsya[)(Z%. Function: SN | C+L represents a character code and
a | anguage code FHE &S in  one byt e each. Val ue: character code (C

identifies charact eieanidy: thé 94sioh dehbdr JPYdafS Shown bel ow. 00: no character

code is set; handled sinply as a binary nunber. 01: ASCII 02: ASCl | +KANA

03: nodified 8859- Funagien: lyigh-prdsr dpdicatss wap6oversigBousher EE2BKr80 @Oicatss JI S

(for Voi cepinorvaRpuagersode (L) identifies |anguages by |oworder | byte as
h

per EBU Tec
Value: example 0x0100 (Ver 1.0)

0x0203 (Ver 2.3)
The data that follow the above-mentioned header are as follows:
NM1-S

Meaning: the name of one byte associated with the entire memory card.

Function: variable-length name data (up to 256) represented in 1-byte character
code. The name data always end with a termination code (0x00). The size is counted from
this termination code. If there is no data, null (0x00) is recorded at least 1 byte from the
beginning (0x0020).

Vah;e: various character codes.

NM2-S '

Meaning: the 2-byte name associated with the entire memory card.

Function: the variable-length name data (ﬁp to 512) represented in a 2-byte
character code. The name data always end with a termination code (0x00). The size is
counted from this termination code. If there is no data, null {0x00) is recorded at least 2 bytes
from the beginning (0x0120).

Value: various character codes.

CONTENTS KEY

Meaning: a value prepared for each piece of music. This value is protected by
MG (M) and then stored. The value here is the same as CONTENTS KEY attached to the
first piece of music.

Function: the key necessary for computation of MAC of S-YMDhms.

Value: from 0 to 0xFFFFFFFFFFFFFFFF. A



3258 as shown below. 00: not set. 08: German 09: English OA: Spanish OF:
French 15: Italian ID: Dutch 65: Korean 69 Japanese 75: Chinese If there

is no data, zeros are filled. SN2C+L (2 bytes) Meaning: the Dot
the nane (2 bytes) of the nenory card to be witten to Nws?igpge 2[]&3

Function: SN2C+L represents a character code and a | anguage code to be used
in one byte each, Value: the sane as the above-nentioned SN 1 C+L.
SI NFSI ZE (2 byt é@*}cl\/E\ani ng: the size obtained by adding all additional

i nformati on associ :\oh | rd to be witten to INF-S
area. Function: Sl %E%ﬁ?\gl %‘Eg%!ﬁl? og?ﬂ%dk&%fé?%ﬁ{fér (lng%ogy{%lt f“%%rfna%n‘byt es; if
there is no data, Freetps: theevahicl dreated £8mlibe DEE:RO08S WM Dbins taheé COMEENSSf r om
Ox0001 to C (924). T-TRK (2 bytes) Meaning: total track nunber.
Function: the number of total tracks. Value: | to OxO 190 (up to 400
tracks); if there MVeluaofrataao OZERRIFFRFEFFFRARED. VerNo (2 bytes) Meani ng:
the version numimgg of format. Function: high-order indicates major version

nunber and | ow ordet™i ndi cates ninor version nunber. Val ue: exanpl e 0x0100

(Ver 1.0) 0x0203 (iéaning: SON TRQuélRE Pkt otmkhmtdz%aabfq%ts@;@g{?au&q header

are as follows: NM 1-S Meaning: the nane of one byte associ at wth the

entire menory car d Fupetiqet Rhnng descabeseENe gt K Rlie data (up to 256)
represented in 1-byhReGhah 264 860 (0x190). If there is no data, zeros are filled.

INF-8
Meaning: additional information data (for example, information about
photograph, lyrics, and description) associated with the entire memory card.
Function: variable-length additional information data accompanying a header.
Two or more different pieces of additional information may be arranged, each being attached
with ID and data size. Each piece of additional information data including a header are at
least 16 bytes in integral multiples of 4 bytes. Details of this will be described later.
Value: refer to the configuration of additional information data.
S-YMDhms (4 bytes) (optional) |
Meaning: Year, month, day, hour, minute and secohd of recording made by a
device having a reliable clock.
Function: the value for identifying the last recording date and time; essential for
EMD. :
Value: bits 25 to 31 year 0 to 99 (1980 to 2079)
bits 21 to 24 month 0to 12
bits 16 to 20 day 0 to 31
bits 11 to 15 hour 0 to 23
bits 05 to 10 minute 0 to 59
bits 00 to 04 second 0 to 29 (in unit of 2 seconds)
For the last slot of the reproduction management file, the same BLKID-TLO, MCode,
and REVISION as those in the header are written.
For example, in the case of a consumer audio system, a memory card may be

detached during recording or the system is power off inadvertently, thereby requiring the
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code. The nane data always end with a term nation code (OxOO). The size is
counted from this termnation code. If there is no data, null (0x00) is

recorded at |least 1 byte fromthe beginning (0x0020). Val ue: HOPS
character codes. NW2-S Meaning: the 2-byte nanme associ at ed v“ﬂmﬁ@ gqpare

menory card. Function: the variable-length name data (up to 512)
represented in a 2-byte character code. The nane data always end with a
t er m nat i ofetestde of BrBGPnorfaécaidtens gporcecmendofithospste.s t er mi nati on code.

If there is no Anul . is.recorded.at. | east .2.b fromthe
begi nni ng (0x0 egcr{yaeﬁij%?&&gg%ﬁy lct:tﬁ%?taté? ?gl%ﬁ%quse“éﬁ(ﬁﬁ%cﬁé’?&l\%’ﬁﬁi ng:
a val ue prigpaREVISHIN daciritprpde eivrituisooyt i hcenaltateby 9. pCoarghandy by anMG
(M and then stored..The value here is the same as ENTS KEY attached to
the 1 scoip el gl ocetmaunr orie Biosiin Sbeataly Pt DA GN BH o
MAC of S- WRIRBVISIONIAY @ot 4dr@tHRrdb9 arink keFdedeli b b thE abrb8mni¥eed 2003 MAC

Meani ng: the value for_checking for tanper of copyright informtion.

Function: the vVaMse™r REVEIONsoma Bleck alhewrike d@iﬁ"‘@_ﬂ regh ¢nEONTERES KEY
Val ue: fr %&bh%oﬂfﬂ:':gf R R has &%‘d@@&eﬁ@?@}aﬂgﬁ%w 453%%%%} e

nunber of 't he ATRAC3 )lrl ata file to be reproduced. ction:
descri bes d9WaYi IAEIPRKI NF. Val ue: from | to 400 (Ox 190). If there is no -

date, zeres arabllesy IERPARIING RSN KRSl ILOB SRR AC Lo
with the ehsifixed manomay bansed dsungtidaine of sapaizlfbrea danget FATAE ddyo il be more
1 | o L 3y R, B g i TBLE ! R SLERSES
the type of the file. In addition, because this fixed value BLKID-TLO is written to the header
and the end of each block in a duplicate manner, its reliability may be checked. It should be
noted that the same BLKID-TLO as that of the reproduction management file PBLIST may be
recorded in a duplicate manner.
As compared with the reproduction management file, the ATRAC3 data file has a
fairly large amount of data (for example, sometimes several thousand concatenated blocks). |
Each ATRACS3 data file is attached with a block number BLOCK SERIAL to be described
later. Normally, each ATRAC3 data file has two or more blocks on thé memory card.
Therefore, unless the content is identified by CONNUMO and then BLOCK SERIAL is
attached, duplication occurs, thereby making it difficult to make file recovery upon damage
of the FAT.
Likewise, if a file is troubled by erroneous logic, not going far enough for the damage
of FAT, a maker code (MCode) is recorded at the beginning and end of each block for the
| identification of the model of the device on which the recording has been made.
Referring to FIG. 13, there is shown a configuration of additional information data
(INF-S) to be recorded on “the reproduction management file.
The additional information starts with a header shown below, followed by variable-
length data.
INF
Meaning: field ID.

Function: a fixed value indicative of the beginning of additional information
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with ID and data size. Each piece of additional information data including

a header are at |east 16 bytes in integral nultiples of 4 by , 1
of this will be described later. Value: refer to the configur 35J1E§§62003

additional information data. S-YMDhns (4 bytes) (optional) Meaning: Year,
nont h, day, hour, m nute and second of recording made by a device having a
reliable clock. Function: the value for identifying the |last recording date
and tine; é#8ential for EMD. Value: bits 25 to 3 1 year 0 to 99 (1980 to
2079) bits 21 to %ﬁuggg%? Oto 12 bits 16 to 20 day O to 31 bits I | to
15 hour 0 to 23 bits™ ‘0 10 mnute O to 59 bits 00 to 04 second O to 29
(in unit of 2 skronds) For the |ast slot of the reproducti on nanagenent
file, the sane BL TLO, de, .and REVISION as those in the header are
witten. For exanpl’&2ning anaddidgesl ifermatop kevifRde- audi o system a nenory card

may be detached dBidcfignTBGAdEAEGHhS EladshifeaBdSbeMditDnRANSImAff. | nadvertently,
thereby requiring {he 25 16 DEC 2003 detection of these abnormal conditions

upon recovery of t Keugykmepio dd'Fdescribed, REVISION is witten at the

begi nni ng and efiggof each bl ock and, every time REVISIONis witten, the
rewite count is incremented by 1. Consequently, if an abnormal condition
occurs hal fway in Meanipg:dleksizet dféndratved sddifiogah énfomgitioni ng REVI SION and  end

REVI SI ON do not a . 1. al | qwi t he detection of the apnornal end.
Thus, tuo REV S| ok 6 8%t 3B i A8k SrnBemb PR en doovie
hi gh  pr obeudiak least.16\ren. Enhedatoemialittenshabg st ib€dlad dah acll exkoo war ni ng such
as error nessage i.spl.ay j Y use fixed value BLKID-TLO i s
inserted at the bé%#ﬁ%ﬁﬁé‘gfmgﬁzﬁﬂgﬁggﬁs(16 KB), this fixed value may be
used as a gui d&MCaé: of repair for a danmaged FAT if any. To be nore

speci fic, checking the fixed value at the beginning of each block allows
the determ nation YFPMREHEAGHFIBf the file. In addition, because this fixed

val ue BLKI D-TLO i sFueciidd: @ik doBe td29dAEGRARY the maker and the model of a device on which
recording has been made.
Value: high-order 10 bits (maker code) and low-order 6 bits (model code).
C+L ]
Meaning: the attribute of characters to be written in a data area starting from byte
12.
Function: a character code and a language code t0 be used is represented in 1
byte each.
Value: same as the above-mentioned SN1C+L.
DATA
Meaning: individual additional information data.
- Function: DATA represents in variable-length data. The real data always starts
from byte 12 and must be at least 4 bytes in length (size) and always an integral multiple of 4
bytes. Ifthe data end with a space, it is filled with null (0x00).
Value: individually defined according to contents.
Referring to FIG. 14, there is shown an example of the correlation between additional
information key code values (0 to 63) and additional information types. Key code values (0
to 31) are assigned to music-associated information (character information) and key code

values (32 to 63) are assigned to URL (Uniform Resource Locator) (Web-associated
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and the end of each block in a duplicate manner, its reliability my be
checked. It should be noted that the same BLKID TLO as that of E’ﬁ@
reproducti on nanagenent file PBLIST may be recorded in a dupli Eﬁr?eﬂﬂ-'i
As conpared with the reproduction managenent file, the ATRAC3 data file has
a fairly large amount of data (for exanple, sonetines several thousand
concat enat ed bl ocks). Each ATRAC3 data file is attached with a bl ock

nunber BLOGifoidRloA). @I&rh@erdﬂﬁ;ﬁhhtﬂﬁi@‘ucﬂl ad ﬁ[}ummlre”ﬁ'hgtynanﬁa&m ARAGEodakasfil e
has two or g&rle li)locks on the nenory card Therefore, unless the content

is identifi® BERIRBNP - and t hen BLOCK SERI AL is attached, duplication
occurs, therebyR@ﬁKirgQa'FflGdisf blefdiistsnd @ E’i&iégadﬁié &tﬁ@‘é&%‘e‘?{t%n%@%egaaﬁﬂonal

the FAT. Likew se le'is "troub erroneous , not gorng far
enough for it H’é‘wdlaﬁé%gié codgfvatuay (G%tonﬁl?éﬁnd:&ﬂiethmmahw typenr Hedcade dahes

begi nni ng f i.deptification of nodel of the
devi ce on &/;nlfjt 8?3? ﬁ% i gg&ladﬁ lhg%hlfhéag? f%%ﬁr%%ﬁﬁ e‘?gﬁe‘fogF rvlalrli‘(f[S Egg t%lt‘%% g assigiede i s
shown a com¢cg1£rpbimurmmc@ihtaadd|t|onal |nforrrat|on data (INF-S) to be

recorded on the L& rod ct| ﬁfgﬁm%m}&' dd| tional_infornmation
starts W|th a hbAJ&F™E b’\f\lﬁ Eb%EIS% ol ‘E‘{l ‘HF@“O‘F l@ﬂ@@r“&af@c TINF
Meani ng: f ireliadtes BfirftuiisicirQibed afldsk B@siv AlibiBer i 191@511&: Hﬁn&fr étla?a NEEQMEE'U% of

addi ti onal tiqn 26 .16 DEC 2003 data. Val ue: 0x6 ani n
addi tional 2 ‘?Cﬂ? @P%P‘f BreRelhabmHc, g thebasspt TQS 1%@&%@ QIHéC@PB@QDISCbat i on

of additional iRéRAmBLbPNG. 16VHHSS sﬁd’v@f@rpextaﬁlp%ﬁhe &%ééﬁuo%@ﬂleglga otnhc%agl z€

of i ndivi dual additional information. Function: ta size I's ree
nust al way ¥i@agnn ket wde Aplupr (128 i 5B fand adrdjtiensl lrétmilaaon types t Kdybeddptveles | f

the data engdgw i@)%:%ﬁgﬁed th the ififokihd dthsictld Wi sﬁgﬁ(rgl%us reproduction. EMD
in FIG. 16 denotes electronic music distribution.

Referring to FIGS. 174, 17B, 17C, 17D, and 17E, specific examples of additional
information data will be described. FIG. 17A shows a data structure of additional
information data as with FIG. 13.

FIG. 17B shows an example in which additional information is an artist name with
key code ID = 3. SIZE is 0x1C (28 bytes). The data length of this additional information
including header is 28 bytes. With C+L, character code C = 0x01 and language code L =
0x09. This value is an ASCII character code that indicates the language is English according
to the specification shown above. The data about an artist name "SIMON&ABCDEFGHI"
for example is written in one byte starting from byte 12. Since the size of additional
information is specified as an integral multiple of 4 bytes, the remainder of one ;t_-jyte is
(0x00).

FIG. 17C shows an example in which additional information is ISRC (International
Standard Recording Code: copyright code) with key code ID = 97. SIZE is Ox14 (20 bytes),
indicating that the data length of this additional information is 20 bytes. With C+L, C = 0x00
and L = 0x00, which indicate that neither character nor language is set; namely, the data are
binary. Then, an 8-byte ISRC code is written as data. ISRC indicates copyright information
(country, copyright holder, recdrding date, and serial numbér)'.

FIG. 17D shows an example in which additional information is a recording date with

key code ID = 97. SIZE is 0x10 (16 bytes), indicating that the data length of this additional
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Value: from 16 to 14784 (0x39C0). MCode Meani ng: maker code\.mFuncti on: the
code for. identifying the nmaker and the nodel of a device on i .
recordi ng has been made. Val ue: high-order 10 bits (maker code)fSnBEC 2003
| ow-order 6 bits (nodel code). C+L Meaning: the attribute of characters to
be witten in a data area starting frombyte 12. Function: a character code
and a | anguage code to be used is represented in 1 byte each. Val ue: sane
as t he abowérmeter bdé@y@Nl@ﬁth C+IDATA OMé@mmmIg (%00 i\mﬂidam{g tagtdicith@nahracter

informatio t n n: Ar S |n varla | engt h dat a. The
real data '511 a8 S %t'gr Pof -EQ’ y 8? tﬁﬁ 8 PVTiEn 25 Ftéag‘g“’ R ¢ Bosdip
| engt h (s@a&e)(yaaﬁrdmahmml@ o, mihegr @kordyl ti ple of 4 Dbytes. If the data end

with a space, i led with uI I OxOO .. Value: individually defined
according to cdﬁpei?é SL%? ar Fi“i‘ﬂjp £ dn itiqnglpinéormatiem swa remodEnpiag of

t he correlwith Qéy bedewgee @gdi $I‘Z@n§|0x10rﬁ@'b%§)' mlé&ﬁ}{%@%%é’@:ity g( Hoft @11363)
and addi t:’@g information t Key code val ues assli gnhed

to nmusic Blenaltipigrmafionrinke H-ﬁs (WHhICaLéfe er= @Wp(ﬂﬂﬁéﬁ 8x00, a‘ldd:akwth@tlwher
val ues (320hﬁﬁct§13)10ral'é§gﬁ §§sg§}ngh g@-b{tyg% Bltsgjggé %u&rﬁﬁenl‘? cako 1)1dlcatmgch as

(Web- associ ated 27 C 2003 “or e aracter oF et
al bum ti t |reproguctios dogmer, manth, A, heur exdorgsecoad). Ahkdidpianeatoni log eccortsi l6n.

Referring lJy?es lf‘géta er)(ghﬁ%ryprbé;u glor\lléslper OITI(1%izalrrpl e of the correl ation between

addi ti onal or ma to 127) and additi onal
i nformation tyﬁeﬁ'sDaﬂe(é‘ye code values (64 to 95) are assi gned pat hs/ ot her

nfor T on SNt SR TR PR ST S PR RS T . g o o
i nfor mat i ovhittsonEQL IsBN byeXFblxampRl Mat ¥ Bitdsh.r st musi ¢ nunber, a last nusic
nunber,  that mﬁd}CISn LL%?Nesr as 2 dtatgtfﬁL asp lsl?c}/\alf)naglkFItG! 8, a block as attribute header and a
block in which music is actually recorded. :
FIG. 18 shows the start bytes (0x0000 through 0x7FF0) of the slots of these blocks
(16 x 2 = 32K bytes).
As shown in FIG. 18, the first 32 bytes of the attribute header provide the header,
followed by 256 bytes providing music name area NM1 (256 bytes) and 512 bytes of music
name area NM2 (512 bytes).
The header of the attribute header includes the following data.
BLKID-HDO (4 bytes)
Meaning: block file ID.
Function: a value for identifying the beginning of ATRAC3 data file.
Value: fixed value = "HD =0" (for example, 0x48442D30).
MCode (2 bytes)
Meaning: maker code.
Function: the code for identifying the maker énd the model of a device on which
recording has been made.
Value: high-order 10 bits (maker code) and low-order 6 bits (model code).
BLOCK SERIAL (4 bytes)

Meaning: a serial number attached to each track.

Function: the first block starts with 0, subsequent blocks having serial numbers
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and a playback tinme of that nusic, on the basis of TOC information of CD
(Compact Disc). Referring to FIG 16, there is shown an exanp e of t he
correl ation between additional information key code values (12Bf EE})?Q@@
additional information types. Key code values (128 to 159) are assignhe
the information associated with synchronous reproduction. EMD in FIG 16
denotes electronic nusic distribution. Referring to FIGS. 17A, 17B, 17C,
17D, and 1ipgncrepertiof il cthescampibers rohaindaéhangiadfier £dif poemsingn data will be
descri bed. FIG 176,&?@%%‘ @hd@}ﬁﬁghsﬁgture of additional information data
, : . .

as wth FIG 13. F OWS "an exarrple in which additional information

is an artist naNECHli (hbytdspy code ID = 3. SIZE is 0x1C (28 bytes). The data
| ength of this addjtional. inf rmatlo i ncl udl is 28 bytes. Wth
C+L, character codlgE epuuae: agitr Hﬁqférﬁéh%?wc‘@&@ atd 5 This value is an

ASCI | character coBenctibta dhagdceates dnde lhanQhaseie for ERghi N1 ARCRpALAGEed t 0
the specific t| on rslhown above. The data about an artist nane

" S| MONSABCPE PaChf or exanple is witten in one byte starting from byte
12. Since the sizevgfe agdi id 9oat+p information is specified as an integral
mul tiple of 4 bytes, the remainder of one byte is (0X00). FIG 17C shows an
exanpl e in whi dWGddi2tbyéshal information is | SRC (I nternational Standard

Recordi ng Code: copy ‘Lg%"t ecaQTgig)lte\Mf rQC@US%% #5%%9‘2»“3 SIZE is 0x14 (20

bytes), indicatingt at'a en onal information is
20 bytes. Wth C+Liunglien: @ch@actancode md@d@@uagmccmh fonciedatNM2E et represenkedr
char acterdgq a&gﬁjage is set; nanely, the data are binary. Then, an
8-byte IS de s written as data. |SRC indicates copyright information
(country, copyri ghtalizokaes gs SNCBHdi ng date, and serial nunber): FIG 17D
shows an exanp i.ch additional information is a recording date with
key code ID = ﬁFb%E?@qygesbxlo (16 bytes), indicating that the data |ength

of this additionalM2idh Dize20Sinkd 9 fRdlin@Nall Spid@s At 8sditiofat MnfEihatioy =
Ox00 and L = 000, indicating that neither character nor |anguage is set.

Then, a 435§ﬂ°@te(d3"§‘ thirg ) code is witten as data, indicating a recording
date (year, nonth,Fiaion: MOEEIZEMMHERSs 2 3860 )in uﬂt@flé% S NEWRera rﬁ%@:ﬂpl ein

t4

whi ch additional _information is a reproduction log wih key code = 107.
SIZE is OFHG {elBytes), indicating that the data length of this

additi onal 1 nf or M QN leSizl & B006S T AREER (g, C = Q<O and L = 0x00,
i ndi cating that neither
T-PRT (2 bytes)
Meaning: the total number of parts.
Function: T-PRT represents the number of parts constituting a track; normally 1.
Value: from 1 to 0x285 (645 dec).
T-SU (4 bytes)
Meahing: the total number of SUs.
Function: T-SU represents the actual total number of SUs in one track;
equivalent to a music reproduction time.
Value: from 0x01 to 0x001FFFFF.
INX (2 bytes) (optional)
Meaning: the relative position of INDEX.
' Function: the pointer indicative of the beginning of a characteristic portion of
music, specifying the position from the beginning of music by a value obtained by dividing

the number of SUs by 4; equivalent to a duration of time (about 93 ms) four times as long as
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character nor |anguage is set. Then, a 4-byte (32 bits) code is witten as

data, indicating a reproduction |og (year, nonth, day, hour, 4m
second). The reproduction log records 16 bytes of data every MEC 2003

reproduction is performed. 3-5 Data file Referring to FIG 18, there is
shown a data array of ATRAC3 data file (A3Dnnnn) in which one SUis N
bytes (for eﬁgﬁrgbe, N = 384 bytes). FIG 18 shows, as a data file as shown
in FIG 8" k as attribute header and a block in which nusic is

actual I'y recorded. vhih& froh8o $hQVFFFNEp & Aokt 48l 88ok§50000 through 0x7FFO)  of
the slots of these blocks (16 x 2 = 32K bytes). As'shown in FIG 18, the

first 32 bytes ®f (# huegtentiopall e header provide the header, followed by 256
byt es providi ng nugj.c.; ) and 512 bytes of nusic
eﬁmﬂ%@e x%hlgﬂﬁgh%l t(n%é(?' Iﬁ?;)t]ﬁ@

name area NM2 (512 byte ader o € attribute header includes the
foll owi ng data. BLRWDLHHDXT 4ptyfiesshe tiMeanibageprbdumed fifoid the IbBginfinp epdcificd a

val ue for j i fyi t.he beqgi nni ng. of ATRA file.. Value: fixed
value = " I-Bd;ﬁ%n}%{k grgV%‘Q%ﬁ%ﬁ@#@&ﬁ%}fﬁ%@@f?%@%&i BYHTERlsnt fd AVARRT Haker
code. Functimeebottts mg)deurfticsiad @ymgiak Windgndl B, maker and t he nodel of a

devi ce on which rggordi has been _made. Val ue; high-order 10 bits (nmaker
code) and | ow orde?ﬁBe'gF{J]@)O( R Reiing Sgan 0x01 ty ik FELRP 1q 6484 sesppdy)  Meani ng: a
serial nunber attachesrto paskednaekmukignction: the first block starts with
0, subsequent bl ocks having serial nunbers 29 16 DEC 2003 in increnent of
1: these numbers rEfafollogin dpsgebiesafmusic rame afgpodB4kiand NMYainude tiribnte0 t o
OXFFFFFFFRyeabi; C+L (2 bytes) Meaning: the attribute of track (nusic name)

data (NM).
NM1

Meaning: a character string indicative of music name.

Function: a variable-length music name (up to 256) represented in a 1-byte
character code. The name data always end with a termination code (0x00). The size is
computed from this termination code. If there is no data, one or more bytes of null (0x00) are
recorded at least from the beginning (0x0020).

Value: each type of character code.

NM2

Meaning: a character string indicative of music name.

Function: variable-length name data (up to 512) represented in a 2-byte character
code. The name data always end with a termination code (0x00). The size is computed from
this termination code. .If there is no data, two or more bytes of null (0x00) are recorded at
least from the beginn'ing (0x0120).

Value: each type of character code.

_ The 80-byte data starting from the fixed position (0x0320) of the attribute header
are called a track information area TRKINF, which mainly manages information associated
with security and copy control in a collective manner. The following describes the data in
TRKINF in the order of arrangement.

CONTENTS KEY (8 bytes) ,
Meaning: a value prepared for each piece of music, which is protected by the

© security block of the memory card and then stored.
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Function: a character code and a | anguage code for use in NML. are
represented in | byte each. Value: sanme as SN1C+L. N2C+L (2

Meani ng; the attribute of track (nusic nanme) data (NWR). Funct")ﬁtﬂﬁc 2003
character code and a | anguage code for use in NWM2 are represented in |
byte each. Value: sanme as SNIC+L. |INFSIZE (2 bytes) Meaning: a size
obtained by totaling all pieces of additional information associated with
track. Function: |NESHZE aléstkiepodich babmesinzeesiary fori epofiuction bftresic hid

there is n 7Zero f,illed. Value: the size is 0x0000 to 0x3C6
(966) . T-%ﬁ@@"%‘%‘t@%é’r@@éﬁ[‘ﬂg: the total nunmber of parts. Function: T-PRT
represents the nun¥suoe: dfonrp@id &xRFOREFFERRRFRGFR track; normally 1. Val ue:

froml to 0x285 4@@(@&“ -SU (4 bytes) Meaning: the total nunber of SUs.
Function: T-SU T tHe actual total nunber of SUs in one track;

equi val ent to a MuSfegnif@RNVARYES @RcihdTR: tavidder 6F cdph ARt QB diRn 0X 00 1FFFFF.
INX (2 bytes) (optional) Meaning: the relative position of I NDEX Function:

the pointer indi cafinglose vehe chatrddrmmgiespntants RApkaed SREKINFingbidingsantefit
nusi ¢, spegkiyhiagord hd | Mol eI, '

obt ai ned by di vi Fi n%lﬁnl{éﬁéh%%agffﬁ géaugﬁu% f@?%“"”%‘%ﬁ‘}l@iﬁ“gﬁ "‘t%%éo%{l“@?f\r{gtk‘ﬁ%s of
time (abold sO®ens) ndmhar wéardssl is al ddenasred®f the DEG@POBrdnorAmyl reShidervVabdtue:

fromO to (%‘F}Jﬁglﬁ &i%cép?rigﬂocl%ngqgfh RE %%Iagé zn‘ea. A dedicated recorder compliant with
copyright or a personal computer installed with software capable of reading the memory card
“can access the hidden area.
A (1 byte)

Meaning: the attribute of a part.

Function: information such as a compression mode in a part.

_ Value: the value is described below with reference to FIG. 19. It should be noted
that, for monaural of N =0, 1, a special joint mode in which bit 7 is 1 and sub signal is 0 and
only main signal (L+R) is provided is specified as monaural. Normal reproducing devices
may ignore information of bits 2 and 1.

Bit 0 of A forms information of emphasis on/off. Bit I forms information about

U reproduction SKIP or normal reproduction. ‘Bit 2 forms information about data division; for
example, audio data or other data such as FAX.

Bit 3 is undefined. _

By combining bits 4, 5 and 6, rate information is specified as shown.

To be more specific, N denotes a rate value represented in three bits, indicating
recording time (in the case of a 64-MB memory card) data transfer rate, the number of SUs
in one block, and the number of bytes of one SU for five types of modes; monaural (N = 0),
LP(N=2),SP(N=4),EX(N=5,6),and HQ (n= 7).

Bit 7 indicates the mode (0: dual, 1: joint) of ATRAC3.

The following describes the case of SP mode by use of a 64-MB memory card
for example. The 64-MB memory card has 3968 blocks. In the SP mode, one SU has 304
bytes, so that one block has 53 SUs. One SU is equivalent to (1,024/44,100) seconds.
Therefore, one block is (1,024/44,100) x 53 x (3,968 - 16) = 4,863 seconds = 81 minutes.
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XT (2 bytes) (optional) Meaning: the reproduction tinme of |INDEX. Function:

XT specifies the time to be reproduced fromthe beginning speci Y
| NX-nnn by a val ue obtai ned by dividing the nunber SUs by 4; nggﬁ 2[]93

a duration of tinme (about 93 ns) four tines as long as a norrral SU. Val ue:
0x0000: no setting; from O0x01 to OxFFFE (up to 6084 seconds). OxFFFF: up

h f NM d Nwe
in the ot ProEPE ek bk GEARRAE S KRERIIR, “<Ti mo i mdi cat i ver of

musi ¢ nanme. Furidt(ilegteya vari abl e-1ength nusic name (up to 256) represented
in a 1-byte character code. The nanme data always end with a term nation
code (0x00). The sYS3RE a reRsadkAiion limibHag (its/ ?@&Pﬁ Patidgnseswrits versiony (Rdde i s
no dat a, qmug bor.e bytes of null (OxQO are recorded at |east fromthe
begi nni ng (0x 020) Val ue: each type of character code. NW Meaning: a.
character string ifréen Wéﬂdwatmgﬁitéhqiimm lirpigavionito s tyagki abl e- | engt h nane

data (up to 512) rgpid ted | g[% Al racter code. The nane data
al ways end with a termﬁﬁZtﬁ?orﬁmglé Iet x0 1}1ﬁ£[$he size is conputed from this

term nation code. | bitthereviitsn hmitddtiae; lmuoofliminefwws of nuI I (O(OO) are
recorded at | east r thehb%Pl nni nﬂ)g ue;

charact er code. The SUEhRE Q- STRFY ﬁEfSIPP lfﬁ%wf 35((‘-58“‘585‘? t° ﬁﬂfiﬁx%SZO)
of the at treprbduca'oh&adlﬁbuecare called a track information area TRKINF, which
mai nly managesﬁﬁgf 9L matl on associated wth security and copy control in a
col | ective man (ZPHESK ol | owi ng describes the data in TRKINF in the order
of arrangenent. C@FMESa KRNUfbebyt €s) Meaning: a val ue prepared for each
pi ece of nusic, mhlch is protected by the security block of the nenory
card and then st orfdgction ajtgacpumibgpat the first recording and this number identifies the

position of a value for MAC computation recorded in the hidden area of the memory card.
Value: from 1 to 0x190 (400). {
MG (D) SERIAL-nnn (16 bytes)

Meaning: the serial number of a security block (the security IC 20) of the
recording device.

Function: a unique value which is different between recording devices.

Value: from 0 to OXFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFE.

CONNUM (4 bytes)

Meaning: a content accumulation number.

Function: a unique value to be accumulated for each piece of music and managed
by the security block of the recording device. This number is prepared for 2 to the 32nd
power, or 4.2 billion pieces of music and is used for identifying recorded music.

Value: from 0 to OxFFFFFFFF.

YMDhms-S (4 bytes) (optional)
-Meaning: the reproduction start date for a track subject to reproduction limit.

Function: the date on which reproduction start specified by EMD is permitted.

Value: same as the notation of the above-mentioned date.

YMDhms-E (4 bytes) (optional)
Meaning: the reproduction end date for a track subject to reproduction limit.

Function: the date on which reproduction permission specified by EMD is ended.



1) Function: a first key which becones necessary for reproduction of nusic

and used for conputing GMACIn]. Value: fromO to Q(FFFFFFFFFngEﬁngS
C-MACI n] (8 bytes) Meaning: a value for checking for tanper of

information. Function: a value created fromthe contents of plural TRKINFs
i ncluding content accunul ati on nunber and a hi dden sequence nunber. The

hi dden sequence nuggig, sgx%Q%t%Snot%tiéegf‘{ﬁé‘é:bevQ-‘%nn%%m{dﬁa%%rded in a hidden area
of the menory card. Any réecorder no conﬁllanet Wi copyright cannot read
t he hi dden ar eaViTAl dew) atiechly ecorder conpliant with copyright or a

ersonal conputer jnstalled w.th softwarge.capabl f reading,the nmenor
(F:)ard can a(r:rgess t a’?‘lf‘%idgerfnﬁ’flglﬁm TR 6‘3'@3 rﬁ%rgﬁ'i“ﬁlﬁ.“ I%Wémﬁ'%fi'ri but e ofya

part. Function: i nF@fctBi:itmatflmAfintet NRHREGEIA tifRE Spdeffied PEND. Val ue:
the value is descrjbed below with reference to FIG 19. It _should be noted

that, for nonaural Yapeirom § to §xFE; OxQbwhen thisgs pet wsde L it Taf Ehisd) themalug |

and sub sigmarid.0 and only main signal (L+R) is provided is specified as
nmonaural . Nornmal reproducing devices may ignore information of bits 2 and
1. Bit 0 of A f&F sbitei(eptiraeDon of enphasis on/off. Bit | forns information

about reproducti Oﬂe%gtﬁe;&u%@ti[{éﬁsﬁ:é%gg&tﬁiog% m%t 2 fornms information

about data division; ata or eher data such as FAX
Bit 3 is undefinedfumBfiorcahbinainbgr bf tised miicangh 6¢ actkidy ireyfradued iwothin he

specified as wn. . To be re specifi denotes a, rate val ue represented
P hr oo, it Mimedeatiponistof By shnatf i Mol b Fris ey
card). datiantadansfer rate, the nunber of SUs in one block, and the nunber

S (XS B A SE o8 P SoB haR A P, s sk
dual, 1: j&riam ik 00f reprbBRedn idinRibiied.| owi ng descri bes the case of SP node by

use of a 64-MB nenory card for exanple. The 64-MB nenory card has 3968
bl ocks. In the @pUHE®, one SU has 304 bytes, so that one bl ock has 53

SUs. One SU is equinalighicdmy ConaR4#44, 100) seconds.

Function: copy control.

Value: as shown in FIG. 20, bit 6 and bit 7 represent copy control information,
bit 4 and bit 5 represent copy control information associated with high-speed digital copy,
and bit 1, bit 2, and bit 3 represent a copy attribute, bit 0 being undefined.

Example of CC:

Bit 7 ... 0: copy protected, 1: copy enabled.

Bit 6 ... 0: original, 1: first generation or higher.

Bits 5,4 ... 00:_00py protected, 01: copy first generation, 10: copy enabled.

Bits 3,2, 1 '

001: content recorded from original source.
010: content copied from LCM.

011: content moved from LCM. |

100 or higher: undefined.

It should be noted that LCM stands for Licensed Compliant Module, whiéh is
equivalent to the HDD in a personal computer or a consumer device for exampie.

For example, in digital recording from a CD, (bits 7, 6) are 01, (bits 5, 4) are 00,
and (bits 3, 2, 1) are 001 or 010.
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Therefore, one block is (1,024/44,100) x 53 x (3,968 - 16) = 4,863 seconds
= 81 mnutes. 32 16 DEC 2003 The transfer rate is (44, 100/1,02 ﬂEQQ@§
= 104,737 bps. LT (1 byte) Meaning: a reproduction limt flag

bit 6) and a security version (bit 5 through bit 0). Function:

indicates that there is a Iim'tation to this track. Value: bit 7 0 = not

limted; = I| gﬁ%e)b(l uonal =wthinlimt of time; 1 = out of limt of

tinme. b|t 5 throu écurlty version O (if security version is other
than 0, reproductMemings th«ahmbnbézedﬁ timehaofR ibptesitedvirahighgpeed diglta copyber .

Functi on: he irst recording and this nunber identifies
the posi tﬁ%@@@%ﬁg@%‘%ﬁés‘?r&l MB?&?HF% yc?FF“Becorded in the hidden area of
the menory card. \Maund@sn: lONDERtdnds AisNd:RA bedh copsMace Bhd S5l te-anB Rpdcies
bytes) Me nunber of a security block (the SECUI‘I?y IC 2

3%, F% theQ\ts;erlaI

of the drgr fLEes: %Fﬁc‘tailgﬁﬂlyafohﬁ'ishﬂ@e P%§°Rﬁ0rﬁ“éﬁ‘e?r§m%ﬁt$ FeErehme

bet ween r%gf:glrﬂegjedew ces. Value: fromO to
OxFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFFF. -CONNUM (4 byt es) Meani ng: a content
accunul ati on nunbeYaluerGAcedpy protecteshiOdue OvBE: u@mnlvr bé times WnbF anBuitd sumleach
pi ece of mysgifsand managed by the security block of the recording device.
This nunber 1s prepared for 2 to the 32nd power, or 4.2 billion pieces of
musi ¢ and i s used Ifhche adentd hgadaginr the glathefllentisi abovd/alentiined teok dfbwnation

e N WG O R IR
which r eprIﬁﬁI]iNFlfmpeﬁt mbiiagBpest fWﬁeh bne R ib soReifurd byeplural ‘dﬁkﬂ,l(?RTNmEaraS t he
notation Oa]:'ra;tlgh % a?o%%\/tﬁnengxrllt I"lohn efgllowmg describes the data contained in PRTINF in the order
of arrangement.
PRTSIZE (4 bytes )
Meaning: a part size.
Function: PRTSIZE indicates the size of a part; cluster: 2 bytes (top), start SU: 1 |
byte (middle), end SU: 1 byte (bottom).
Value: cluster: from 1 to 0x1F40 (8000), start SU: from 0 to 0xA0 (160}, end SU:
from 0 to 0xA0 (160) (SUs are numbered frofn 0).
PRTKEY (8 bytes)
Meaning: a value for encrypting a part.
Function: an initial value = 0; at the time of editing, PRTKEY follows editing
rules, _
Value: from 0 to OxFFFFFFFFFFFFFFFF.
CONNUMO (4 bytes)
Meaning: a first created content accumulation number key.
Function: CONNUMO serves as the ID for making content unique.
Value: same as the content accumulation number initial value key.
The attribute header of the ATRAC3 data file contains additional information
INF as shown in FIG. 18. This information is generally the same as the additional
information INF-S (refer to FIG. 12) in the reproduction management file except that the start

position is not fixed. Using the position next to the last byte portion (in unit of 4 bytes) of
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YNMDhns-E (4 bytes) (optional) Meaning: the reproduction end date for a
track subject to reproduction limt. Function: the date on Wm‘Bg gagg 2003
reproduction perm ssion specified by EMD is ended. 33 16 DEC 20

same as the notation of the above-nentioned date. MI (I byte) (optional)
Meani ng: the maxi mum nunber of tinmes reproduction is permtted. Function:

t he maxi mum nunber of reproduction tinmes specified by EMD. Value: froml to
OFF;  OxOOPHhEATAPE & Aitart Rpsign. the dajp of the gdifiqnal infermatipe INBFEE of MM i s
00. CT (1 byte)iMpoptional) Meaning: the nunber of tines reproduction is
made. Function: the nunber of tinmes nusic can be actually reproduced wthin
the pernitted nunianige: thepddiinnet infrimetionedata aphociatedavitie traicksdecr enent ed

every time repr Oduﬁﬁ #Bn: 'v§rle[l[>?éj net al 4 ng(%o¥ %%Fdate)o P when q:’l%rﬁf

not used. If bit 7 LT is he val reproducti
i nhi bited. d@@(ltl_klbs’ri e@addﬁmahngforﬁ&%ﬁ BINbRSrangedu liath radercio pytachod twithl ID

Val ue: as and hit .7 ,represent contro

i nfor mati on, QMS 1Q‘EI gﬁ% a%&)%mrgll ‘bf‘g’?‘?eaé@ﬂt at@dwu‘ﬁg%f?‘ﬁ d‘l’aﬁ?‘g%/q‘?‘hst?rﬁﬁt if’é’%to](ﬁ ated
wi th high- bxlexeldngimgiilha’ememmjanxra&’gﬂallmdltlﬂleobfiby@s and blt 3 repr esent a copy
attribute, bit Obgin% undefi ned. Exanp of&%C

protected, 1: copy'&HGbiREG, asgdfitignal quxjma §|m t_hLe rqu‘P‘%‘F“‘@j’eﬁ’éP?ﬁeméﬁt or

hi gher. Bifig. 5 4 ... 00: copy protected, 01 : copy first generation, 10:
copy enabled. Bits 3, 2, 1 001: content recorded fromoriginal source. 0
10: content copi ed % avAveamntioner: atisihwicehraders asel fellavved Ligmhe data of blocks to

which ATRAC3 data are recorded. As shown in FIG. 8 a header is attached to each block.
The following describes the block data with reference to FIG. 18.
BLKID-A3D (4 bytes)
Meaning: BLOCK ID FILE ID.
Function: BLKID-A3D identifies the beginning of ATRAC3 data.
Value: fixed value = "A3D" (for- example, 0x41334420).
MCode (2 bytes)
Meaning: MAKER CODE
Function: MCode identifies the maker and model of the device on which
recording has been made.
Value: high-order 10 bits (maker code); low-order 6 bits (model code).'
CONNUMO (4 bytes)
Meaning: a first created content accumulation number.
Function: CONNUMO serves as the ID for making content unique and allows no
value change after editing. |
Value: same as the content accumulation number initial value key.
BLOCK SERIAL (4 bytes)
Meaning: a serial number attached to each track.
Function: the first block starts with 0, subsequent blocks having serial numbers
in increment of 1; these numbers remain unchanged after edit processing.
Value: from 0 to OXFFFFFFFF.
BLOCK-SEED (8 bytes)
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100 or higher: undefined. It should be noted that LCM stands for Licensed
Conpl iant Module, which is equivalent to the HDD in a personalr;]gs;) e2%3
a consuner device for exanple. For exanple, in digital recordi

(bits 7, 6) are 01, (bits 5, 4) are 00, and (bits 3, 2, 1) are 001 or 010.
34 16 DEC 2003 CN (1 byte) (optional) Meaning: the nunber of tinmes copy is
permtted in hi gh-Mpeed digital copy . HSCM5S (Hi gh Speed Serial Copy
Management Syst em) MCHURE©ONS Key ORCRETRINGLRaPYCknct i on bet ween copy once and

copy free and specificgsn: B didie yloHrDRY a%fecﬁrityr%%ckc%r' &evﬁl:érgmgnéié(/ld(eoﬁnd( I rst
generation copy and decrenents every time copy | s nade. Valué: 00: copy

pr ot ect ed, 8%03raics rapdpm: numhetse r Thsffollowies blc@kFﬁre numbprs ik ingremsat ofotnet ilfrihds

the attribyig lbﬁﬁﬁ%ﬁ{)ﬁgﬁ?%u&aﬁ@o hg%uttoggs%gf?cyg Mok PG 615&<§krhere

i nformati on area at a starting from Or8’370
cal l ed a pa¢ sanefabeenmtwridien & tha he®RieT BlMFthf:@tocband imadgdieate manndth dihe oalee i ack
I S const |t elgan %dg(urgllﬁ garts, PRTINFs are arranged along tine axis. The
fol |l owi ng escrg 85t a contained in PRTINF in the order of
arrangenent. PRTS VEEue( ﬁlxbadtyes%ytel\‘ér&lmhngjmla:r.part size. Function: PRTSIZE

i ndi cates the Ius bytes (top), start SU 1 byte
(mddle), end ggfﬁf‘?’%gg l}gngthl}gR Wt‘if cluster: from1l to Ox1F40 (5000),
start SU. from O t}edd 468 aneidiaBUaluel hesdtArt orO8 @ 0dnd I

nunbered from 0% PRTK% 8 bytes) Meaning: a vgt | ue fﬁ%%ﬁgryptl %ygﬁpart

Function: &R4q 9¢t&f°f\ﬁa¢hj@oﬁk 0; at the tine of editing, PRTKEY follows
editing rules. |Ne@g;Malefirsf 5188 QakOriXFFiaREEREE "B'l:d:cﬁlfl%s a last encrypted 8-

byte value of the last SU. When starting halfway in a divided block, the last 8 bytes
immediately before the start SU are used. This value is not changed after editing.

Value: from 0 to OxFFFFFFFFFFFFFFFE.

SU-nnn

Meaning: sound unit data. - _

Function: data obtained by compressing 1,024 samples. The number of bytes of
the data depends on the comprcssioﬁ mode used. The value is not changed after editing (for
example, N = 384 bytes in SP mode).

Value: ATRAC3 data value.

In FIG. 18, N = 384, so that 42 SUs are written to one block. The first two slots (4
bytes) of one block form a header. BLKID-A3D, MCode, CONNUMO, and BLOCK
SERJAL are written to the last one slot (2 bytes) in a duplicate manner. Therefore, the
remaining area M of one blocks is (16,384 - 384 x 42 - 16 x 3 = 208 (bytes). As described
above, the 8-byte BLOCK SEED is written to this area M.

4. Configuration of a device having a HDD

Recorder 1 compatible with memory 40 described in FIG. 1 may be a stand-alone
device or may be incorporated as a component of another device.

In the case of a personal computer having a HDD for example, a recorder for
recording data to and reproducing data from memory card 40 may be arranged in the main
body of the personal computer. The configuration of the apparatus as shown in FIG. | may

be employed without changing the main body of the personal computer. Alternatively, a



CONNUMD (4 bytes) Meaning: a first created content accunul ation nunber key.
Function: CONNUMO serves as the ID for nmaking content unique. @E]g ggaa
as the content accunul ation nunber initial value key. The attri b t

of the ATRAC3 data file contains additional information shown in FIG 18.

This information is generally the sane as the additional information INF-S

(refer to n.the reproduc erret fi.le exce t,.th
start pom‘%n%(gﬁgal%}sm ﬁl(l)h %hat TR nltéllcfaé YT vle)&} %gﬁ)ﬁa{@ ddS?Ftiy
portion (i mmiiaﬁbmobyah@ﬁﬂemfyaﬁdiﬁ DEC 2003 one or nore parts as a start

osition, the data t he additional .infaqr t|on| start | NF Meani ng:
!to he additi onal Baﬁ&af“fcé? g #9, thesepdis iR ‘WP o E@F&szl enspdingfsigeoding of

vari abl e- | esqgddd cﬁtidtrfdl e} ption f 6eBLiA rford@ﬁc?yp\@ﬂ% hiabheadeTto Mekdrdl cardih f gL ent

ki nds of add| tional information nmay be arrange Each header is attached
with D aRUTURed spoerallyiae smp FRRRARS PAQFIALR sitomisr 4 shavn driFHg 1. The

i ndi vi dual cd}ﬁ@gﬁﬁgn a{o%anFk@aﬁth% dc:[ §crlb‘899 and increnent in an integral
mul ti pl e of 4”aﬁ‘l'tes Val ue: sanme as additional information INF-S in the

r epr oduct i on ddenghta digifa Slgiiﬁereiab@lmd i at G Io plagterafrom iabTid és $teaden s hare
fol I owed bals(%]h’?h d[?a%@dgz $ gn aL{d(?o Serv CIT‘pATRA (ﬁélg Ef rs%e%\lﬂra g%églgcgfrpxﬁlegr t he

in FIG 8 a IS a eac
bl ock dat amwddrfrmﬂermmcmctto annﬁBary t&d 4BlhKYiBe ARRLOE- i@ymtﬁﬁl):d Iﬂbﬁ:lat Mhie sBnQICK | D

FI LE | Functl BLKI D identifie in C3, dat a.
Val ue: " Ti x&g™" v%{f PSSR Tt B8y Qﬁé‘?ﬁfﬁ’ %&&T@% %05‘ gecl%ﬁ? glayoack deyies (a
Meani ng: Wﬁa@@@oﬁ&ﬁl@tdc&ﬂa)Wﬁ@&lblé%ﬁllﬁdnﬂﬁy tcha 4vak eke @ﬁﬁ%ﬁﬁﬁ&l sidflat he

devi ce on mh recordin as, been made. Val ue: high-order 10 bits (maker
Codey - | oviPaMIBROwY B F10- (1A deseiRipn TorcoRNBNTIONS BT o also applicablc 1

stand-alone recorder 1 that may be connected to a personal computer having a HDD.
The apparatus shown in FIG. 21 is a personal computer 200 comprising a HDD 201.
15 A CPU 202 controls HDD 201. CPU 202 is connected to an external non-volatile memory
(an external NVRAM) 203, an operation button 204, and a display device 205.
An ATRACS3S audio encoder/decoder 206 is aiso included in computer 200. An analog
input 207 is converted by an A/D converter 208 iﬁto a digital audio signal to be compressed
in accordance with the ATRAC3 scheme by audio encoder/decoder 206. A digital input 210
20 from a CD player 209 is supplied to audio encoder/decoder 206 througﬂ a digital input
receiver 211 to be compressed in accordance with the ATRAC3 scheme. CD player 209 may
be either an externally attached CD player or a CD-ROM drive mounted on the personal
computer.
Personal computer 200 is adapted to decrypt the content (audio data) stored in HDD
25 201, decode the decrypted content at audio encoder/decoder 206 into a digital audio signal,
and provide an analog audio output 214 fh_rough a D/A converter 213. -
| Compressed audio data received from audio encoder/decoder 206 supplied to a
security block 212 in order to be encrypted. The audio data is encrypted in accordance with a
content key in a manner similar to that of recorder 1. o ‘
30 Under the control of CPU 202, encrypted ATRAC3 data is stored in HDD 201. If
digital data has been input, music identification information such as ISRC and TOC_ID

identifiers, other than only audio data, may also be stored. Security block 212 generates a
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Meaning: a first created content accunul ati on nunber. Function: CONNUMO
serves as the ID for making content unique and allows no val ug:

after editing. Value: sanme as the content accunul ati on nunber frﬁtﬁgﬁemu&
key. BLOCK SERI AL (4 bytes) Meaning: a serial nunber attached to each
track. Function: the first block starts with 0, subsequent bl ocks having
seri al nurroetst kdyranid naoereniccohulition heskr (OOChRIUEMY &rhdch ¢oneha(igecicrbiber

edit proc fromO to OxFFFFEFFF.. BLOCK- SEED (8 byt es) 36 16
DG 2003 NEA g3 RS st SR 0Rnaien & S35 ity b g ae 6 R et THshe VAINS ot et

bl ock is aoaeatikdy aoblmm dn@sedid1 QuAME04Eiale seRdd HEHPD01ARARE L@Sal AHIOM
nunbers. Th oIIovm Lﬁ% bl ocks are nunbered in increnment of one. If this
value is I'Q e‘ﬁ‘é’)m%‘a d is outputted for about one second equival ent to one

bl ock. ~Ther ef Oli@erdet tzs%piame\fﬁé aeryp%edw&TM@ﬁdétQ ﬁimcggff}ﬂlgirboaz}qtbpﬂede%al ‘.

end in a duplicate manner. The val'ue is not change

initially Otfﬁfﬂiﬁﬂ@ers@nﬂim@mﬂ%@% th¢ MTRMICE.&TI'I@HS VEETROR Qr&nb\;ddets)mdhhaw ng:
this is a [ e: LN de i n

data for re&gli: i, @JIH%X%J&unC ﬁ%né ?&%F&’Pr mﬁgfﬁ?gmfrg{%g‘gtﬂg ‘%tﬁﬁ@ Pext

bl ock has Caplbfé.stis@nktpgemnednﬂmlbmle vaI ue of the | ast SU When starting
hal fway in a di VI ded

bl di b tart
SU are used. Threwval hﬁ&%?fe‘%%ﬁﬁﬁﬂéﬁ“i* aeCFOféal?ngFTF‘HH‘a rlﬁ%n% %fr> gfrﬂi‘?)g%ts !

0x FFFFFFFF&F&ERBEEE soufleain6t B RptodgcedSitidnde Wi &opdsartcma &Aan6t beOdbcryglRlia If
obt ai ned ssing 1,024 sanples. The nunber ytes of the data

depends oﬂ¥et ‘H’é‘t (96 F WEE 1B e sl 11}8%’8"6‘1{’1% d%télcﬂ'éldll? eﬁﬁb’ eaearpifda Tof prayent
edi ting (5 prodkaiBheontintke3Qtkelpyd &ﬁryp&diﬁd ARAG L ry ¥l BnteAIRAGSn AR fbsu@! ue.

outside of the computer. For example, when moving content from HDD 201 to memory card
40, the content key is encrypted by a session key and the encrypted content key is transmitted
from HDD 201 to memory card 40. Memory card 40 decrypts the content key in acéordance
with the same session key and then encrypts the content in accordance with a storage key
associated with memory card 40 so as to store the encrypted content key into memory card
40. |
Similarly, when copying or moving data from memory card 40 to HDD 201, the
content key is encrypted in accordance with the session key and the encrypted content key is
transmitted along with the encrypted data. The content key recorded in HDD 201 differs
from the content key recorded in memory card 40. Thus, for audio data to be decrypted, the
encrypted audio data and its corresponding content key must always both be present at the
destination device.
As described above, a content key and a content accumulation number (CONNUM)
are generated for each portion of the content data. A value obtained by combining- the
content key and the content accumulation number is used as a content ID, which is unique to
each portion of the content data as will be described later. The content key and content
~accumulation number (CONNUM) are equivalent to the content key and the content
accumulation number (CONNUM) included in the track information area TRKINF shown in
FIG. 18.

5. Various recording paths to memory card and content supply source identification
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In.FIG 18, N = 384, so that 42 SUs are witten to one block. The first two
slots (4 bytes) of one block forma header. BLKID A3D, I\/Code!,ﬁ wnggnsnd
BLOCK SERIAL are witten to the | ast one slot (2 bytes) in a Hupltta
manner. Therefore, the remining area Mof one blocks is (16,384 - 3 84 x
42 - 16 x 3 = 208 (bytes). As described above, the 8-byte BLOCK SEED i s
witten tanfolhgioarea M 4. Configuration of a device having a HDD Recorder
| conpatible wiith menmory 40 described in FIG | nay be a stand-al one

devi ce or nay gei‘: BUFSeat %fgthﬁgﬁ%syéffﬁb ﬁfneéffo%ﬁ%f{ﬁgra“eléhﬁ tegorderl hayg case

of a persoeeal déa@mdts_%rfabavﬁam1awﬁlataefsmbe§xfamseexa@pre%pE&sfdiﬁgOfoute_e%ﬁﬁaﬁdi ng
data to and reproducing data fromnenory card 40 nay .be arranged in the

mai n  bodyvhifh eerieetssisheed daplie enemamecardm dended ilarthefresdiderappaathes as
shown in 'i_'&eg‘tiﬁ!:ati%ﬁ%%oprﬁatﬁﬁpfop%ggtemaﬁggw scab gl @&gé Qfarﬁlﬁlaﬁ \QﬁldYefé}gncte hg

personal conputer. ternatively, 16 DEC 2003 configuration such as
t hat showkl{ib 22, &, a2d 2émy be enpl oyed in which a CPU 202 directly controls

d d . | y. i h i i
5D 201 200 SOt i SNt AR B R B £

shown in FIG enco
processi ng@, fralr3 efithe ypibutchedddr af seribotomertivney daafide(dferas E1GE 19and Q0)rdd i n

generally the sa manner as perfornmed in recorder 1 sho in Fl .. The
QN1 gur XEFTHC BT T A Bl SR Gt o FErnn, PIE b g1 tal
si gnal remeegtited RBS 0GR RERYE 2 ddsh Ithe@endiss Gt B6RGIePntantNRkilk a &1i8Gine The
hard disc acts as _an audi .o server. The reproduced digital signal is copied

from or dfRpiesdhs fowof te idpatificatiosdnfoBn#i®fory card 40 having the

above- nent i onegrd ofoNBbws TG roh@H B thd QadeLHRE RGN LR SIRRY quﬁéfdgtaAerIGEYceQe
reproduced therefrom by a recorder/playback device (a stationary or

portabl e feEbpdd?)and drapemittsl dram rahrepradpetioncapdrats 249 sush asonCGlypleser fon
simlar ot 9fsr§&?&(@ﬁih¥he': Shord-carfigs description for copy and nove
operations Is also applicablet stand-al one recorder | that may be
connected to aApeprisdnialfommdpuberthh sacordgr ABHDMredThe sigpleal etteumns barariorni for Fl G
21 is a p l. r.. 200 _conpri.Si 0 . 02.controls
oD 201, " EUI03 FOTRMRS he b rBRORELEL AR B0A" b if Rp@o bt b

ext ernal hfiRédhs FW3s canmeope tathe aligital irtponseliddyr 1and tiee ithesipp@seldetor to2BE. An

AT AUl BRSO 5RS5a20, Ll R SRR B v o
si gnal t ordpeoduotigy #ps@ths 300 to the recorder 1, by way of example.

The data as content supplied from the reproduction apparatus 300 are encoded and
encrypted in the recorder 1B as described with reference to FIG. 1 to be stored in the memory
card 40. Namely, content as one piece of music is recorded as one data file.

In this example, because the content is reproduced from a CD, which is a playback-
only recording medium, and inputted from the digital input selector 16 or the line input
selector 13, a DSP 30 of the recorder 1B generates "001" as values of bits 1, 2, and 3 of "CC"
as the content supply source identification information, which are recorded in the attribute
header of the data file. It will be apparent that as the content is recorded, the other control
information in the data file and the reproduction management file are recorded and/or
updated (this holds true with the following examples).

A route 2 shown in FIG. 22 is formed in the case of the recorder 1A incorporated in
the apparatus 200, which is a personal computer or an audio/visual apparatus. The apparatus

200 is connected to the reproduction apparatus 300, from which digital audio data or analog
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in accordance with the ATRAC3 schene by audi o encoder/decoder 206. A
digital input 210 20 froma CD player 209 is supplied to audiof b BEC %Q,Q]a
encoder/ decoder 206 through a digital input receiver 211 to be conpres

in accordance with the ATRAC3 schene. CD player 209 may be either an
externally attached CD player or a CD-ROM drive nmounted on the personal

conput er . daeiosiatalre dieseFiytepplik@@ ihe radagpt ed. to decrypt the content (audio
data) stored in HDD 25 201, decode the de_cr%pt ed content at audio
encoder / decoder™ JB%ECSH{QP: theglaf soniatiruppisdyiiem the mrepdpeting pearghs dAdrGg
audi 0 out ptodRd4nd BAQWSEd &1 MeAeREaIA ﬁ;b@&%m@mem%@wd%d%ﬁnﬁy, "1

received from audi o encoder/decoder 206 supplied to a security bloc
in order t¢ MBtesheyansisge ofmasigiaieecrded 25 dns datadiigipt ed i n accordance with a

content key in H;gag% I, S [ f I , er_the caontrol
of CPU 202, encl:lﬁilpt e 95\}11%2@;# é’lt(%ﬁfrémg% ct)&eadjp?%%@bf%&?rgt% L&ﬂi Sls t atlalfles’aD ta
has been ibpdt2, 3misCE" asidnidentifettioonnforfiaion®f itercoswatsuaplylsSRc: antsupEies! D

i dentifier r an.only audi o, data, may al so pe stqred ecurity bl ock
212 gener é%e%e%gggeﬁl ‘}f E] S&%%ﬁ%rg%rolr{geﬁ ‘Eg# é}hcdsuzli’pg%t(te taréf{:‘&‘ﬁ?ﬁﬂeﬁ?%%ﬁ
nunber ( COduhtichothe erchier DA treddkds(thO masfemettihformbdidrein (R ddid Akkhd r@Bgisal SO

desi gnat es serial nunber unique to each host. These values for the
cont ent k@?&ofﬁq‘ﬁiﬁwﬁﬁﬁ”%‘}‘?‘%%ﬁt‘}ﬁﬂfé‘?“hﬁ]@' al so stored in HDD 201 and/ or

external non- vikat3 dhowERERMYuROH thelbal HBére kOnEAPHRASH Chital REroRACHYRIFY
ATRAC3 dat ile stored in HDD 201 by a device other than personal

conput er for examplsraprlied fram the €DROMdlsive 40P éncorporasedeia the apraratitsy200ear d

40. When thers8@d Bohplier fof e MMR:s rhdorded 1S 8leGh L4pPD 201. When the data
fileis c@pie itbis Still pr]Eé‘;sfentr on Hlfc)D%golr;cBecgUse the ATRAC3 data is

encrypted in agé@ﬂwﬁ@e Wi trh at Hiendeddonee penflgaation ffot egardplt ds dosnecigi ledthet he
the cont ont ey ware Veted BEER It OR AR R M et SRRy
decrypt edFIGd.prevent this problem the content key itself is encrypted
and, L1 enerPhSHEIL ok Bhod S RRARA A BIUP E0 M G5 B b6k -
key is enengepn g HYDR0$ esd ihen iksmppibmictidnh hedHiDD 201 edlthe aetoiet 1Bey 1S
(ransm oo AR, RO G R Ear B P SR A0 SectupL s e,
content i recacleotBlanthe nvinidiy ardt40r dgEhik€e, because the data are copied or moved from
the HDD 201, the CPU 202 of the apparé.tus 200 for controlling the transmission of content
data generates "010" or "011" as values of bits 1, 2, and 3 of "CC" for the recorder 1B and
records these values in the attribute header of the data file.
A route 4 shown in FIG. 23 is formed when the content reproduced by the CD-ROM
drive 209 is supplied directly to the recorder 1B. The content data supplied from the CD-
ROM drive 209 are recorded to the memory card 40 in the recorder 1B.
In this case, because the data are recorded from a CD, the CPU 202 of the apparatus
200 for controlling the transmission of content data generates "001" as values of bits 1,2, and
3 of "CC" for the recorder 1B and records these values to the attribute header of the data file.
FIG. 24 shows the case in which the apparatus 200 such as a personal computer
downloads content provided by a server 400 into the HDD 201 through a general
- communication line such as ISDN for example, a satellite communications line, or any other

transmission path. The apparatus 200 is also connected to the recorder 1B, The recorder 1B
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associated wth nmenory card 40 so as to store the encrypted content key
into nenory card 40. Simlarly, when copying or noving data fr

card 40 to HDD 201, the <content key is encrypted in accordancir@virwmmoa
session key and the encrypted content key is transmtted along with the
encrypted data. The content key recorded in HDD 201 differs fromthe
content key ccenmredetd the apeamny 20@00ckhAdeh Thalsermimt 32uHown GaFaGE D bhe: USB
decrypted the encrypted audio data and its correspondi ng content, key
nust ~ al way$ “B%C[“ﬁnﬁearéﬁe%@?fflm&{“c?tf?é‘s %ination device. As described above,

a content key ar@ @nGant@ptidarbyme fivedRnd divher m(WZOI% SuBekatRd for
each portion of the content data. A value obtained b ining the

content KeYCURT the IR OHe st Hecdmtipsaeemwent supalisd fram l!igfeHDé?s 261 é@moenxi 4D,

which is L&ﬂb&k‘d‘?n&f&re&%é?m%me%en% the gontent data as will be described
| ater. The content key and content accurrul ation nunber (CONNUM are

equi val ent to tHrsawsetheedata ﬂ(eyoramortlh@edcfmreftht H%@th thisicess, g GPEF 202GENNUN)

i ncl Ud.e‘d 'tﬂe ;ﬂﬁrattl.{s%lﬁ fblnéog{r hh {Sg% Hgon%-fn? %eéalfrilzsg‘gil'éﬁ I. ’@é{"varl ous

recordi ng pat to nmenory car i%n 39
16 DEC 2003luenbbhbitmat, |2omd b L' rfbr tj;la lrabrdnn $B mhd témer& |t}heee sadﬁéseimtlerhttfnlaete

menory car rd been. descr.i bed so r., The follow ng
descri bes h\(%gérlelrgggge&%ﬁﬁﬁ %Sfd%ﬁce‘(%‘? afei S i@q eTdohig ar%?‘%ﬁ“ﬁfbnﬁérf?rf

r gcor dfed tconteheca@s?mﬂ m&agmda% #endniadedpdtn f&ﬁ@(ah@@ﬁﬂﬁrpolss@l'aﬁo tabfen a va}ue
identificatign infor or content s y sources in these exanples,

Wi th referih@ prihigher:, é@u‘g‘?zcasei@cﬁ Oozé’rll!“ﬂ%é" content supply source
identification i dHoQliBtAcadd tha: the XA @ewhin FEs.CE bitsdaba argonl? (gaxgal()f
the attribute header of the above-nentioned data file(refer to 18 and

20). In &XRRAPIEXHRPIEYAPRTANEE} secernarrautm@%@fe%@aanh@nput@@arp pessitds or der
1 shown in FlG r I [pughn not es
t he fl ow of corrlr'é éar?th e%ﬁ@ eﬂlgg%lggldjbﬁ %’8220'? e‘gbt ﬁﬁt ?ﬁ%g%@%@gq%hhﬁ&tgg

i dentifi cé@@ﬁﬁatioﬁff@frthawlﬁwt sypdy S@Eemmsmm@ to dlogt resorier 1t faen desappmiats e
content s I e

r epr oduct F‘o%ﬁh’g“g%%%é&%%’s bg%&ggﬁ&ﬂoé% I%P&ﬁerqD raaggg{'lanfé esdlrgé( thé glsgggrlﬁed in
t he nmenor yhegeaderd.

6. Processing for copy and move operations

The following discussion describes content data copying and movement operations
mainly between memory card 40 and HDD 201.
First, an example of processing steps during recording/reproducing and transferring of
. content data between memory card 40 and HDD 201 during copy and move operations will
be described referring to FIGS. 25 through 28. Then, an example of the data flow during
copy and move operations in accordance with the processing shown in FIGS. 25 through 28
will be described with reference to FIGS. 29 through 31.
| FIGS. 25 through 28 depict control processing by a recording/reproducing system
including HDD 201 and memory card 40. This control processing may be executed by
various entities.
For example, in a system where a personal computer having. HDD 201 is connected to
stand-alone recorder 1, it is possible that the CPU of the personal computer executes the
processing (refer to FIGS. 25 and 26) associated with HDD 201 and DSP 30 of recorder 1

executes the processing (refer to FIGS. 27 and 28) associated with memory card 40. In this
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Aroute | is formed when the recorder 1B fornmed in a stand-al one
configuration for exanple is connected to the reproduction appfgbﬁg%&
In this setup, the reproduction apparatus 300 is connected to i 03
i nput selector 16 or the line input selector 13 of the recorder 1 (1B)

shown in FIG 1 to supply digital audio data or anal og audio data fromthe

reproduct i eie,apripapioSessD@ DSP IR afi @GR @efsodal ddYnpoRY @hseXaaRb® pithe dat a
as content s&u‘{% lied fromthe reproduction apparatus 300 are encoded and

encrypt ed PRIYHBURECBIYEH conteldafoppalion; setsscrbed beleredarepiecss o igformatien pe
stored in fHBLIRRAR LY indf@fifh 82 ddNRRLY beGRBA Q%p)aé]d%ﬁ%\gé '@%Fatieﬁ, tHZIe'Zélﬁe b

recorded as one data file. In this exanple, because t ont ent

r epr oducedidertiivatiorapformaiiern corjent 1B} andirapk count value, deromdinplg. nedi um  and
inputted fromyihe.eigi tal J t C e line j t selector 13,
a DSP 30 of Fﬁe rgtg\}c?%g? 4 27 %@gle\r’i@?rgt% e e(?{o@élel‘)qc’%a%&%é 1es s Qg‘lytresco ,erg,’ ttlé\cnd 3
of "CC' aperiohel coompueeninag gp@iue dbeimte!l ombentivhd incatlingnhd ¢vhabhgibivania Fidkixyh are

ded in,the attrib head t file, It wil t
hat st HGANEHEST2t | Taaraaact f bl Rk 1oaRPFHRS b PSRA0GR PRV dat a

file and tdrevidesarsaduct i on managenent file are recorded and/or updated
(this holds true,wth the follow ng exanples). A route 2 shown _in FIG 22

is formed in th& s SEHEPHRTREL Bt Hisr PASROAh PRI atWaas shovwnnim BlShatlatalls

200, whi cheohgolpRREER ¥RbwA MPIEE DS Miroddh BHdhPbYLEHAtd BPRACRILS) The
apparatus 200 is connected to the reproduction apparatus 300, from which

di gital audi o d&lG brsheiaiperpessingltodepReESWHOBhenRINsntdata isdtp de ¢tarestinl DD
suppl i ed tgt hg, L Wi Qs pcase, t .ent plied
fromthe repr odugt ‘fog{l&g%palﬁhat%eg ﬁ%%% g%eﬁ&érﬁg%ée% an e%c@iﬁ%ggﬁﬁl C?ﬁgﬁ
recor der Ieprogudgd froar e repwaductiontoalymeemding gegdiind GuchiNsine CP, or cheetanpplivd as

one piece {f .Gl 0, e i 5, t R er~1the CPU 202
controlling The %%Bg?%{%?éh %ggrqa%ﬁésﬁa %agﬁglg)é’;f"mgg(}v% tﬁgksﬁ%:‘\z %?bi’r{l%uie,r Y 3 of
"CC' as t rdteindively give atcbmmand farcoping or mbvind eortam fient maumylcgrdsdturia eithard

supplies e ner at ed .val ues he r der, 1A. By .yse.of the supplied
T and otmer IR SRR o8 HEE ul KO BB P s e astiragks e pe L o
managenentrequabtdo ebidosentent. t iendiattap Fid2e thrngstéa dekeasineawkbt i thepdateastottae
reproduction shows .data routes .in the case, where

content, M) %%Qrggg"%ie’gtﬁf fﬁh’lﬁltg‘éta‘%"’? 83{2“2&“ BER Y SOV GO ERA SPYISE 19 2he
CD- ROM dr iregro@@28oh-08Qrp@idihe chelliint fich apPP DAL W She?HBseabembbdRRE 0RAer FQTRUL er
for exanpla?soic%nsri e%g a(.jneg:igtir?al E;g]u%cer.mnm y card 40.
If it is determined that the content has been reproduced from an original source,
_control of the systg-m passes to step F105, and the desired content is recorded to HDD 201.
Once the content has been recorded to HDD 201, then, in step F106, the system generates a
content D unique to the recorded content and also sets a copy counter as part of the content
ID. The content ID and the copy count value are stored in HDD 201 corresponding with the
recorded content, The content ID is a value obtained by combining a content key and content
accumulation number (CONNUM) for example as described above. In the system of the
present embodiment, if HDD 201 is used as a personal server and content is to be copied to
another recording medium (i.e. memory card 40), the content may be copied up to three
times, by way of example. The copy counter denotes a value indicating the remaining number

of times the content may be copied. Therefore, if the system has proceeded to step F106

because the content is a copy from the original source, and no further copies from HDD 201
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The recorder 113 in a stand-alone configuration for exanple is connected t
the apparatus 200 by USB or another comunication schene throfgh DRE 2[][]3
termnal 32 shown in FIG 1. Aroute 3 is formed when the content
reproduced by the CD-ROMdrive 209 is stored once in the HDD 201 and then
is supplied fromthe HDD 201 to the recorder 1B. The data as the content
supplied fha@rrbftelnen&dﬂ)h&%’pydmytebealm)nplsadoér noved in the recorder 1B to

e HOD 201, -t nd b8 strosind AL T gl 8ientls 8L IRC vl Perget reimie o | O

transm ssildbDaD] besbeentompiated, @ﬂ&er@ts@st 0" or "011" as values of bits 1,
2, and 3 of "CCffor t he recorder records these values in the
attribute headef! HfstblQgalt &s Fl?tFré“m‘?ﬁ Fhéhfhé cantephL G2 it bEjresorded has gof beaged

when the eptb@ikd FRRI aduﬁgqamuﬁceeco%ﬁgy&es% 463 2»91%& %8 ld@tm'nluﬁ%ir g/hétﬁ%t |y

to the recorder 1B_ The content data supplied fromt lve
are recor dBgsquEce %thﬁéiiﬁj@%e%mrtﬂerﬂl@aﬁans meeone cad i, i.¢. ththﬂ‘ rebnrding ad alata

because t Q@;r&ﬁﬁﬁnﬁﬁ&r recoftied bfeérpgzhées@ eht] {E?s drggﬁés?e(a%hé%f ér@%qrgg%%l%t U3:e, 200

for controlling t ransm ssi on cont a enera val ues
of bits 1,fram nzamebry Jaak 40,0Dntrbb patske tar ecprlﬂ@rl \Ivh@e ands deeomids! whether el ues

to the atté%%q rdagge&rgg datafﬂall t}wsthe case in which

t he appara s 2ob 8“9V EATP Eé%af%’f‘l""%%ﬁﬁ?b"é‘ds content provided

by a server 400Ifi mtscred}dmted:l-llf}[at ﬂ(élcohhhobhg&’bp@edged’tﬂrn@dmorﬁﬁml Gc&lﬁtquﬁastésrk@ such
cations line,  or

asISDNfo a.satellite co ni

t ransmi ssi °R%§§?prf’“gf‘h RAsSpR %F%&t% d?‘@(gmu the ragnery A% ‘3PJE‘)‘e‘ii ﬁbHP(;Dc%ﬁldeIP 1B.
The recor dep F1Bg4ihe k@stE}EQhé’rDQéis tk& Saraend afdd e t6yy ARBRE JbMSpSNDd eough
the terminal 32 shown in FIG a USB connection or anotﬁ

conmuni cat O s CRRFRE anﬁﬁé’rﬁ%ﬁtséjfﬁasmﬁ? BYPRY - pyfterrepsiag, be Sﬁh@lc@ﬁ@t &¥istsn t he
HDD 201 i $nBeBPHDEA26 Ladd'BremboBF 8480, Jvﬁtch lig eamaiem he &Agg r%aaﬂhééoﬁaﬂt ent

supplledfromthe HDD 201 are copi ed o noved |nt ere Bto the
menory caf@BDDEH 40 seemaie cardtdd) enee quﬁfbcp the comorids tonsidercd alpiiy @@ikdi n

this casegontden@Rht 20 4 quntérhﬁ APRanat 54?[8128&30;cf?ﬂg 8??15(’." %Attl: htehc%nte t E)Dt < 1

transm ssion of content data generates [ e20
2, and 3 @erespodifgio thhieontang and dre dopBcaumter te HHINZ0 1, bes&smglelu% in the

attribute head at%fteip l%‘lﬁ)ﬂﬁtl@ d%te ined PE?e u%s}?%’s r%a%e '%? Shove 1% conéeﬁlt g%t?her

are undefi ned. conten ure rou ransm ssi h for
exanpl e, iftom memowsiabl €0, contaslgiagmas to slqi BHE)9 where it is determined whether HDD-201

is the source from which content has been transferred to memory card 40 in the past. In order
to determine whether HDD 201 is the copy source, the content ID of the content to be copied
to HDD 201, that has been previously set, is compared to a content ID list of HDD 201. If
there is a match, it is determined that HDD 201 is the content data source source.

If at siep F109 the content ID of the content data to be recorded to HDD 201 is not
found on HDD 201, it is determined that HDD is not the copy source. Control then passes to
step F110, and the content data supplied from memory card 40 is stored on HDD 201 at step
F110. As a move operation, the content is erased from memory card 40. This move
operation will be described in greater detail below. Thereafter, control passes to step F111
where the system sets the content ID and the content counter corresponding to the recorded
content data and stores these values in HDD 201. Because new content has been moved to
HDD 201, and the content does not exist on memory card 40 any more, the value of the copy

counter is set to 3.
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"100" or higher. In such a case, CCis "100" or higher. It should be noted

that the exanples shown in FIGS. 22, 23, and 24 are only typi | es
anong various content recording routes; therefore, nany ot hercf&lﬁﬁﬁnﬁﬂﬂa

I
possible. In each exanple, the values of bits 1, 2, and 3 of "CC' that
provides the identification information for the content supply source are
transmitted t&n tdverdancowille thelmbveaooperdien dppaioaing sontentodatarrom hmérhay canit €Nt

has been s i.ed to the recorder. 1 ar are.generat.ed by the DSP .30 i.n the
recor der 1‘%@" 1%“8%:3 s‘)fﬁ‘%tj‘afa?“‘%eod&'sa%‘a" %Végﬁﬁ%ﬂﬁg‘gﬁgyfwgwf SPPONF H&Qhe

di scussi onredaded tdnesit dan @R HDEE 20 1C AP Yordeg t@idehlebste BRIk andREbRbHh,ABRS vali@bn| Y
bet ween metgg(rﬁ%{ card 40 and HDD, 201. n exanpl e of praocessing steps

First, |
during rec RgIMBISF Sdatiofy When fjhreé?f!soir“gﬁ% Pﬁ@eﬁP“te@oWéﬂme'ﬂéPaarﬁe@v\é@Y

menmory caréhuffr &mmﬂ@l%Qétbéiwcbﬂl?le%apyroa&ding@ﬂ@s.Oper ations will be
described referring to FIGS. 25 through 28. Then, an exanple of the data

flow during cop§ iasEr FdQit dhestemtivndsthatHRPIM dathesony stureerbe.pf theesatent
shown in HRiGS i) ' ' 1GS. 29
hrough 310 B Ao BER RS raRrisl G S ABERE B S b 0P ShERE el 65153

r ecor di ng/Fldgrioderorhthe opsterndata fromudemgryHBBI 20 1o HED Blneng tieandted0datd i s
control pr ' cuted. b various entities. For ex e...in a
Syt em upep s HsPBRlL R EEAT R Slecs B B 8P e R 7DD 201

st and- al onfgecaesoit das thk,original soupesHitid ertdnatiath))eo BRULe factullaeqedif® Bpdration

co ter executes th r ocessi refer to FIGS. 2 nd 26) associ at ed
ST LD 3h ESte s T AR e o gretian s AL S P HES pABLEDe! e CoTEN SR o

FIGS. 27 andir8opadséh HBU Wit MemBfychardd, M. cdnfent Bk ¢ Znoled REGnARO3
case, durin rocessing DSP 30 and the personal conputer transfer various
pi eces of m’%?grélecta %@wfﬁd’ﬂi‘%ﬂw rr@HOYﬁ?nﬁf?’Balﬁf%ﬂlnﬁ‘%qng'ﬁfef%§ theecanianb defais] ow.
These pi egeggerbxisbaEmbben may include an indication of a distinction
bet ween a copy and a nove operation, the value of identification

i nformation, cofoale!l PN passescipyier oS, \aafl uke gostentiBnpide theacemsr sauttsre| v,

in a systegmebRh&ing vﬂﬁrﬁggéﬁteﬁocﬂpéjér@rseﬂ @&g&@@%%b%ﬁ?%@ A6 ktedt thitFas

personal conputer nay execute a contr perations i1 ncluding the control
shown i n Fomedfrpm HRP 20 toithenmemepeard 4bhasdwen ietwasdio DD 20 Tharefoiet the

commands txﬁnﬁ@?o%@mgg' éa?c[s Si&hildh itl‘?éqcon?gnt \égtgqs ¥E§e§1@ decreases by one, so that the
value of the copy counter is incremented by one (+1) so that one additional copy may be
made. Wheﬁ the updating of the copy counter has been completed, processing ends.
Referring next to FIG. 26, thé copying or moving of content data from HDD 201 to
memory card 40 will be described. When the user gives a command for copying or moving
content data from-HDD 201 to memory card 40, control passes from step FZOi to step F202.
At step F202 it is determined whether the requested process is a copy or a move oberation. If
the requested operation is a copy operation, in step F203, the value of the copy counter stored
for that content is determined. |
If it is determined that the value of the copy counter is 3, 2, or 1 rather than 0, a copy
is permitted. Therefore, control passes to step F207 and the content data is reproduced and
transmitted to memory card 40. Memory card 40 records the supplied content data. Then,
after control passes to step F208, the copy counter is decremented by one (-1) to indicate that
one less copy is available to be made from HDD 201. For example, the value of the copy

counter, which is 3 so far, is decremented to 2. Once the transmission of content data and the
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G ven a systemforned in the personal conputer 200 as shown in FIG 21, all

control operations shown in FIGS. 25 through 28 may be execute
202. FIG 25 shows processing to be executed when content dat aflgngﬁﬁdé

stored in HDD 201. In accordance with the figure, the user gives a command
for recording content reproduced froma reproduction-only recordi ng nmedi um

such as a Gfdating oCBOt@ cofibtBPhdye Beerd doRPISE, Yice40Q hliy ough the transni ssion
path shown in FIG 24 to HDD 201. The user may alternatively give a

conmand for copyPRgeBiangewithg rrefstret embedimenteafshe/presentiembodimentethememberc ase,

control pass@sed EArans iR iFddhid tﬁtb%QoEi%ﬁ%m%? Wz@yﬁtﬁ%&%ﬂq{é Sk{';ic?)g{?{h]ta t

there is a request to record content. en at  step t
det er m nesdathést ¢opicdt the vebwtadithe tepybepuntee ¢odatenndnsda Guopsqueditc ohéeint Hat a

froman orjgi : igknal source includes a reprodyction-only
recor di ng ér%\s\ ?’ﬁ{r)ﬁeg&g%lgggoéqﬁb 2I%Irllrt@ﬁee ‘Pra en‘fapugr%gﬁic fou eél”(}gg’e 200 is

al so consi der ed Tharefore,gf atedtepskRdB deis defenined that g &h ik roedletdaﬁy chlerGOnt RNt
has been regrreoc%uc.ed frtom an Oﬁi giﬁ,nal tl—ﬁ.“ﬁﬁi ce, control_ of the system passes
to step FIO5C FREYERE Bretqyesy daid froam Glels peaaticd: o Coprplthan paseyscle tape
cont ent hak2(beesxdce@@bplestotcor pibEdsa@d., then, in step F106, the system

generates a content |ID unique to the recorded content and al so sets a copy
counter as part syfiem cyhttesieforg pot atlow e orisht dat Enbe trarsmittgsy fremuPDyval ue

are. St or e0MoHkking9loakas, SHRORI LM doirlbl e (REOE URH £006CRInipkAE CRAN! ent

IDis a value obtained by conbining a content key and cont accufrul-ati on
nunber ( CORNMNERGE Tar bexhoin én the demex dpder abeeperdonalt doenpaiyes 126 fof exdmeple,
present enbodh N lcer it ' sgrver. and_ content is
to be copied to anot aeﬁﬂgrggéggﬁdl:“ a%ga%rr%g'i umn'acf) ?S Eé.%()‘ﬂrr%lr?br ylteéléartﬁggbﬁh,e Spem

cont ent meEEROtED e @igerof such atdop grohitiitieswitiyn wlayn he exangiirt mdRegzec opy

count er denotes \, Lndi cating t remai ni,ng_nu r af tines the
content may be g:%%i%c?@%é??f%&%?&% nﬁ%etg%%efé‘ﬂqq ng‘%géd@@@a%ﬁmfadn SPEPLF106
because t higtaciornddDDi 20 latocmpyofyr cami 40 cartiodipagks sOteE F20anchtNgeyd Frd4hae
copies fr 201 43, 16. DEC 2003, have been de, the copy counter val ue,
is set toqg&.dé%%ﬁo ]tﬁé qﬂéac‘(gr%c%flﬁé”% 9 W8m88’n‘faé‘?1rf18 d’gFEF it i gceigipt-e rfthe spsterang
the copy absorgaes the tratiRiti2dtohas decdrors O @b B st§PPI00Ln RRsR8StWineld. | f
at step F102 it is determned t %%ggg% ontent data to be recorded has not

been repfOUICEEHEm ol Yih e OBlRT e padawd frosm HIYR 20hndee it

i s det er mispgemaliotchass frdm EDIPRIICRe AorddBnieRHIrs &ldatle 6 BUhteIRALGidiSa WRAOT Y

card 40, i.e. et her recording of data
the moved content data.

In some cases, it may be desirable that the system not clear the content ID and the
copy counter in step F206. For example, if the content has been copied from HDD 201 to
another memory card in the past, the content may sometimes be returned to HDD 201 by a
moving operation from the other memory card. Namely, the processing operations of steps
F112 and F113 of FIG. 25 may be performed. If such a copy has been performed in the past,
the content ID and the copy counter are required on HDD 201, and are therefore not erased.
Therefore, during processing at step F206, if the value of the copy counter is 3, the system
cleg:s the content ID and the copy counter from HDD 201. However, if the value of the copy
counter is one of 2, 1, and 0, the system retains the content [D a;xd the copy counter on HDD
201.

When the above processing has been completed, processing ends.

It should be noted that in an alternative embodiment the clearing of the content ID and
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stored in nenory card 40 has been requested. If it is requested that the

recordi ng take place fromnenory card 40, control passes to s
where it is determ ned whether the recording is in accordancetﬁﬁtga?czgga

operation or a nove operation. If it is requested that the content be
copied fromnenory card 40, control passes to step F107, and the desired
content daha chpyonoune ey F20xamdy 40t ibs exequiteldrebardidRDoR @He. vdlie of tiRPcdp)08,

the systemthen set.s the content and the copy counter corresponding to
the recor@ByeL JA{RRMagm th canteat {[ﬁf‘%‘{]’g%f:%w WPB‘%T—BW B kept Aforesoncidbby Wg, t he

same cont afkedd @bsid 00Pasb@diedriiiudld o EHINEIOry card 40, which is
equi val ent to the copying of the content from HDD 201 to nenory card 40

once. Ther ef or e Ref&ringopxb it FliGs 2¢ opresegipg Eprapqosting conigrit data tomemorn patd tie

copy countgi HeSlesEibed 0 2. After recording of the content, the content ID
corresponding to the content, and the copy counter to HDD 201, processing
ends. |f, at &tsgp E30104t isideteirgingké tbethema dser sstiesaa caguest fonegesthydecdrdingove

the conte f.ra r r d;, 40, ntrol passes.to ste 109 where it
is deter mrltﬁgtgg#v\gaet? ﬁér%g?(%dl%i sItt‘ﬁefu@geﬁr%e + En(‘)e V\X%itl&eﬁ t@ﬁn&’é’rﬁe{‘?ﬁé@ Yeen
tr ansf er r egproduceet frormya epradudibni-only Feopagt meditmpsudR s a 0D, depedifen Wredrher
HDD 201 is .the c source, . th on of, the contenf to. b opied to
HDD 201, t“t‘?gt‘”%ﬁg‘%ﬁs@éﬁs‘%ﬁ B‘?}Pdﬁ‘g‘l‘@n%%ﬁ]ﬁ ?b&é‘r@&&%iﬁ &t 15 detrpissd vihether &t of
HDD 201. lier ikdt€s & chbSnAndBércddbpyink or Sndl@leeednitene dath T HPD 201 ¢d feldi@n&ont ent
data source scg)ur ce. If at step F109 the content ID of the content data to

be recor d&8™4 Y- HoB 2 01 these Hapirics aisrnsyrretpptizpffirmative scopspbpastasedepe Kigp  HDD
is not the3gpRysigPegope. Control then passes to step F 110, and the content
data supplied fromnenory card 40 is stored on HDD 201 at step 17110. As a
nove oper ati on, Af Hep 3¢k Bt deteminedoueptiior Hin maursted coriert i4( bereapiednfpare an

oper ati on G e i i il.:Rel ony. ol
passes. o el REd* 3 LRI KBl LR o O e AR Rt i oL B
count er céM-edpohdipmgsentoembalimentopnediginabstwnt atiatiaclade sirore0t hEse val ues

in HDD 20 een. e ..HDOD 201, and, the content
does ot e HRELSCH DA BANRE o REGDITRA o) SR otith oSy PEE R e
is set tos®p 516 0EEd 206 Iequnstat cantelandata v trientone camdv4). oper ddscxiteds &ith

IR T R T T PETR PN S
data fromatiEo (2@ datafilertales trimsferedl Thentlu@we heaopy afiititd bODC bithe, 2/ahdi® of
E:gﬁt gﬁf yl %@?Hg%%%{cka iﬁg%%/gt?rib%ie l\{gﬁgr (t)th t%e rd%&ioélgla? Stgftot"BS 1"??{? 15;1%1@ tlgart]%nis
recording is from an original source (refer to FIG. 20). After the content data is recorded at
step F305, the reproduction management file is updated in step F306 (see FIG. 12). The
transmitted content data is recorded in memory card 40 as one data file. After the updating of
the reproduction management file for this recording operation has been completed,
processing ends.

If at step F302 it is determined that the content data is not being provided from an
original source, control passes to step F303, where it is determined whether the requested
content data is to be transferred from HDD 201. If the requested content data is found to
reside on HDD 201, it is further determined in step F304 whether a copy or a move operation

' has been requested. If it is determined that a copy operation has been requested, control

passes to step F307 where the requested content data from HDD 201 is transferred to memory

card 40. In the recorded data file the values of the copy attribute of CC bits 1, 2, and 3 in the
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counter to HDD 201 has been conpl eted, processing ends. If, in step F109 it
is determned that HDD 201 is the copy source (i.e. if the co‘i] | D of
the content to be recorded to HDD 201 is found on HDD 201), ﬁlb @’;\ng
to step F112 to record the content data fromnmenory card 40 to HDD 201,
and the content data is erased fromnenory card 40. |In nost cases t he
content d a t H@ﬂ; aaNas Qri gi nal
source of aatnﬁlgh%o%%({eeﬁ%% %gtﬂg)ﬁ?d;bm{i at gtqé‘ét%%@?%@%r@ emgc%orra |onV%| S not
required. Cpnblnaopuaﬂlorrmm)D@O bpEhcatpodudt®nomnggaxame ﬁteesl th&hapdatﬁf ingtept he

cont ent d i fir ed f. card 40, the content
data is rmve ﬁ]eé:r?o et &REP {}CJTQP@]%B]%&H ‘Sfﬁcé’r‘t[ﬁ&s% "?eé‘?%t/étfdf oth D
201, and tdaer ﬁfeorWhhﬁlehccolﬁﬂaﬁﬂg dfah@.rd]ﬁodub@cb‘rg&fan@ehﬁ:hsﬁandd@Ebo%Qﬂqg t0hAtsr Ol

t hen passes to step F1 and th cont ent nd the copy counter
cor r espondiPEH tﬂrf%gtdﬁég]]@éﬁf’ iettead B‘Foéesé‘g‘ﬁe& Y stored on HDD 201. The

content that wasf, ic dee@éimﬁﬂeﬂwhkm 29@4 ttﬁ)att{' B1oPE RBEMSR RS BQnNRSuRRENthe

returned to HDD 201. Therefore umber of nenmory cards on which the
content d4PBePsdqH Bipskied &eerléla?e%mbly r%mededéo ntwy t?tiré 40vig|step 09t K thispy
counter i §jphd)Gk ﬁ'{gergco‘?&ied%taoﬂﬁ it TR0 of n@tco L bf epal; SCIOEyarHPZY in bt%
made. \When the updating of thé copy counter een conp et’ed pr ocessi ng

ends. Ref @ftribyg hvedar aro "EHIG 1@83&tlnmehatoknylrn@rdmg WJDvnahgl ofclttdoahtaembwdgted f rom
HDD 201 t escri bed- use i.ves
RonRREVEERDI 0 The A5 HRAGE niRSacni® i Ll St e B O T e

for copying or noving con F7 Om D
passes fromlgptoepssiFg0l to step F202. At step F202 it is determ ned whet her

the requested p ess 1S y nove _.operation. |f the equest ed
operation is a gg% T 5?‘? %ﬁ(@ giﬁ p§‘t’°§’fjm¥g28§ LepIRAuGnY RN dPRCtirp JeRBtint er
stored f eard4tedndcpyiagior nfovitgt the Gbmed dalaf frirh mesndetagnionedimhab] khg pval ue
of the copy ]ﬁﬁnter is 3, 2, or 1 rather than O, a copy is permtted.
Ther ef or e, ¥Rt passes to step F207 and the content data is reproduced

and transnitt eWHhed aBIREYcHAEHR C@Pym%ﬂﬁbﬁng af &brfkd: HRE BbASndAGy SHHRRIi:ed
content d Then, after cantro Lblgasses to step F208, the copy counter is

decr enent y0 br%oc(essl')g Ragses AP sert4(de step 407, éﬂer@éwietesmww Bewethe 0 be
made fr omedaest30%or & %@ﬁgt@ or b RRWALHEHS. 1MeiCRRYMERHE GEp P 8l bS 3

so far, is decrenent ecpi)yto 2. Once the transm ssion % content data and the
45 16 DECCQ@OSP@W haggpepn reqvsstedpie valunt ef thsale isen 2 onpBeafetlic apribgessi ng

ends. | h REARE HANE BaitiildbofeRioRlRL ke e FARRLEd BlerPliath B} REARENn GUBRATEN'

embodiment, at step F403 if it is determined that the CC bit values I, 2, and 3 are "001",
namely if the data file on memory card 40 corresponding to the requested content data was
previously transferred to memory card 40 from an original source, the content can be copied
only once. Centrol then passes to step F404 and the data file is transmitted to HDD 201. At
this same time, on the side of HDD 201, the system is executing the processing of step F107
and step F108 of FIG. 25, recording the provided content data and setting the content ID and
the copy counter. -

Control then passes to step F405 where the values of CC bits 1, 2, and 3 of the data
file to be processed are updated to read to "010", in response to the copy operation performed
at this time. This copy operation has consumed the one permitted copy of this content data.
Thus, the same content data exists on both HDD 201 and memory card 40. Consequently, the

same condition as that in which content has been copied from HDD 201 to memory card 40

exists. Therefore, the above update operation is performed in order for the data file in
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of times content data is permtted to be copied fromHDD 201 is 3. Fach
time the content data is copied, the value of the copy count drﬁlEC 2[]03
decrenent ed.- Consequently, if content has already been copied from HDD 201
three tines, the value of the copy counter will be 0. Therefore, if at step
F203 it is determ ned that the value of the copy counter is O, no nore

copyi ng of qicbeorciamieitiry 8t a0 fté BatddoldéRd ak & iPRIdbebh Bshieddodth HPID N passes
to step F209 tqQ _execute copy protect processi n%ﬁh ngeyi systemw || therefore
Uuf

not all ow t he coMb@hite apanisdonel theqagnt dasaand ngxfthe 6Cratiss \havar d

40, and th&eﬁx%?meaﬁgrbggsgﬁgg%_ user of such a copy prohibition. A nessage
may be shown in the display device of the personal conputer 200 for

exanpl e, ehe iprrgentirmbediment hegpyingecoptsnt deta fhvas nemaepdgrdbéeis meopited dly
times. -Al't | t : not i f er. o .a
I mes Shdredhk el c%ﬁ'e%)\éﬁéﬁg}to aql%ylée Lok ot H§ta|h,[as %esngc%:bgﬂn?_cgg-ga g o

prohibition wth an alarm arm nessage.
det er m nedorigimal seuree. uTherefoas if #qsdst@nain siep E4F3 tianthe AT Eitthe dath &id om

HDD 201 to mor.y .calhd 40 ..control , passes to step F204. At step F204 the
request ed Cl:ug‘s;tfoélrf%( @120{ & Q“t ’r%ﬂ?é{f“egrtpgraoéﬁ DR R S arpczﬂo%ém%‘@?ré?qf? coninues
recorded. @fhepsyHbesmd elpypreteai@Sprob@sing anexichiced TaeHatNtiledalg@edion s HRD 201
In step F205, .i n_accordance wi.fh the nove conmand. Then, in step F206,

after the ‘SRFAEE: apdihe yser ismgitied fridhs £pD opgration HeProidhidadem al so clears from
HDD 201 the st oneici@iHed labsiap @4@?@1&9&9%5&%9E‘eﬁlﬁeﬁ&fsﬂsl}/]&%]ieﬂgﬂgé gzg}tic&lﬁe

moved content data., In _sone cases, it nmay be desitable that t ystem not
cl ear the ©BRkEdata fromdHADI2S to espipry: eUA By Priopessing praceB . frompstep K 4ilosstepi f
the cont entyohasndeRneORLEh ¢ t - nERLE aldot e
past, the content may somet| nes%gg)’%e’t%gér?e t?%g%%g%ﬁ%%he gn%%ﬁ?legto br%
oper at i on Presspset tiee cheaked. nHintbe walves df CRabitsl 14,2, tahé 3pare @818 gicapey dtat drs  of

steps F1 . roed. | f h 0 has_ been
per f or ned Jci%%fgt ) Fa[])%%t }?}EV}[E‘]&IS? r&%)) %Jéﬁ%mﬁ-ﬁ)fgﬁg | '? %Ige%lgﬁ(ycaé%% tcglftmg P g%f’set&fﬁped on
HDD 201, &7 arfemohimgefperatom atovergasattnt dath droaf oreeordtdrd g o HDR 991 Y nat
step F206, | value of the co ounter i.s 3 ste clears the
content 1 S TS B mhier R PR Stmicteglnatdl 28Y T A sGaf stor ¢ he
copy counkeesidé f HD® 201, the shstemnakeOuted the pyedsiip dfetepi F130 ke sigp i BNdholdd and
t he copy ¢ been conpl et ed,

processi ndgg%gs ‘ Ict{]ech‘f?SDﬁlré‘?‘%%g ﬁvg??%@%ggﬁggﬁgﬁgdaﬁépgg @?ﬂ'hgfﬁ% \%@S%Q%Htﬁ HEAPYt he
cl earing ehrdt40ds enpddehérelrbndndiep @408, DBLati2@QRe reproduction management file effects
the erasing operation. When the above processing has been completed, processing ends.

If at step F406 it is determined that the values of CC bits 1, 2, and 3 are "010", the
tequested data file has been copied from a particular HDD 201. The requested data file may
only be moved from memory card 40 to the particular HDD 201 from which the data file was
previously copied. Therefore, control passes to step F409 where it is determined whether
HDD 201 currently specified as the destination of the move operation is the source from
which the requested data file was originally copied to memory card 40, i.e. the content ID of
the requested content data is looked for on HDD 201. If HDD 201 to which the content is to
be moved is determined to be the copy source, px;ocessing passes to step F410, and the data
file is transmitted to HDD 201. At the same time on the side of HDD 201 the system executes
the processing of step F1i2 and step F113 shown in FIG. 25. Then, at step F408 the
reproduced data file is erased from memory card 40. Updating the reproduction management

file effects the erasing operation. When the above processing has been completed, processing
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the copy counter in step F206 may not be executed regardl ess of
of the copy counter. In this manner the content ID and the copy‘I EEE\CJ?U[B

may be kept stored on HDD 201 to keep a record of past content included on
HDD 201. Referring next to FIG 27, processing for recording content data
to menory card 40 wll be described. At step F301, it is determ ned

whet her a esBr issues a conmand for directly recording content data to
menory card 40. |t is f her determ,ned whet her i.s .content data is

repr oduced fromlga? SpR gg@%f‘i is sletshpiped dhad thg Hﬁ}”‘??e%‘% Eﬁ]b@u]eﬁl’ gsd g ap"001",

suppl i ed findReates tieiithe AQRsWdAat 16 NAS FhSTrd B3 Bn bAShAdo0Ge BPReR0Y card
Addi ti onal is determ ned whether a user issues a comrand for copying

ly, it JCS
or novi ng %%rﬁoéﬁ?l RRstes P rstim OB, tin reguestademargrepsrationaisdn Gellowed,cand mbve hese
inquiries 8 MeLRdid i fi LiVe, I es,.f F301
to step F302. c%@st elpéillzs?algifii t ni?efg %{8%?%@&8&3%#%&&??@ crEéaq%igs o%%grgﬂfyent
is to be ceasd éQtoridlgM28h andnatifien die useithatghe mavoopegitivalis sobibited.denot es a

repr oducti on- onlsy di i um such.as. a CD. In the present
enbodi nent, an gflla%{ﬁﬁn‘g%s%%g?g%ﬂa geée?P(r%\"f:alnﬁ ©s server 400. If it is

determ ned at stldp feBORirghadntioheopemnibant(a) shroagh €d) fre0 MatiPedobiy gihBadboseUr Ce,
control passes t step F305.t0 recor e ue d content data to nenory
card a0, " ALERot ot prratins shbive TS tibigh 2

nagenent i nformation,

such as attribug twashertecandd bhackDeadeScopicd to ada@fory Ratd @ahe finles t 0
be transferred. The vy Iges of the copy attribute of CC bits 1, and 3 to
r

2
be recor deths $PP{eAECoRISd fro A dngraery eardoe & HBDuan fhen becopied faem theoHDBOup to
i ndi cati ngwohitest his recording is froman original source (refer to FIG
20). After the content data is recorded at step F305, the reproduction
managenent fil e W<Cuprmheeried fromtaHDERB6a msmenrranl caphe nipied only 4mthei HPBd

cont ent  dafdin bhidhQ@GOESRG his WRARE Y& 2 é&;ﬁ% (ggrrﬁsg témféén?thg%én% tha

updating of the reproduction nmanagement I's recording operation
has been ddnabiited, If, prdse his¢anditiondbe cpfiterttcopied froR802 HIED its thdenenory ced t hat
the content ,data;d ' [ f rigi-nal .source, caontr ol
passes to step Fédog,tm\/\/rt{ré)?gth:é?m%g e‘%grhgl%lgglﬂ?\ge%%%rvg}l eltrheaﬁﬁgeg‘t%’&le totit ent
data is t cupwet efdinsdsarcopylcdrtmmadelira the HDPDt(the comqermatee)ds tprehenteddat a i s

found to reside.,gn HDD 201, it is furt.her deter.nmiped in step F304 et her
a copy or a nov C)?poélrtegPir%cr?rd a%orBeaé]nOV%laﬁ%‘)fJéc&.élfefﬂY goiasmﬁrélf"g'r Fﬁf&é&nt at a
copy oper appied thaEDibemily omglbestadot lzanévedl passes to step F307 where the

requested conte attatfrq‘,ré] 201 is transferred to nory ard 40. In
the recorded dapaé (S?qeéi heE 93%{)%53 %[P[fltn 3CIBERIOGt FA7T AR egrotsd ‘g‘FfF%ﬁef,tOZ,
and 3 in tanether storage medium.

Under these conditions, copying of content data is permitted so that the content data
may exist on one HDD and three memory cards. Moving of content between recording
media is not restricted as long as this condition is met

Referring next to FIGS. 29-31 contro! of éopy and move operations will now be
described. Each of these figures schematically illustrates the flow of content between an
original source such as a CD, a memory card 40, and a HDD 201. CC values are updated and
set as the content flows, the ID of the content, and the values of copy counter are also
modified.

It should be noted that, in the following description of FIGS. 29-31, the corresponding
steps from FIGS. 25 —28 are indicated.

FIG. 29 shows an example in which certain content (CTS) obtained from an original source
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47 16 DEC 2003 attri bute header are set to "010", indicating that th| S
recording was made in accordance with a copying operation fronial @12[}03
The reproduction nanagenent file is then updated in step F308. The content
data transmtted fromHDD 201 is recorded to nenory card 40 as one data
file. When the updating of the reproduction managenent file correspondi ng

to this paichia§ulay 1src%graa%eaimsa 8s6H rﬁgrggflry%ﬁfim f?ﬁ Lo R j1s | | AEN

is determined in step Hat” a nove ation een request e
cont ent da¥™d kefht dasaififerip menpny c0d 404 basrdondbid Cpniemﬁéffﬁﬁyaueéﬂﬁﬂ "AStepF Eﬁep

F309. At t r , val ues t.he c
ALt but e zg'{cdsF3OB}Dn'ﬁr th%nstgépem&ﬂﬁg oﬁgg tcﬁﬂttef?t (Id{[%? fr E‘rp%ﬁmgafecard éA"tB flce;t
i ndi cati ngHDDaZOIﬂhs prohésied gty RPé rar4 B) binobyide df chisreoatdlg isgfermiteaieeds dat a
from HDD 2 3 1d pg J)epr oduction managenment file is then updates in step
F310, and pr oce55| ng. Referring next to FIG 28, processing for

reproduci ng contvélmin thkagahtdnt QOTSVEHAD byen opied f:691 ﬁaﬂo@@awmwﬂm\mg inae
content data frw ngggrgfﬁﬁard 40 to HDD 201 described. Wen a user

requests t78%8L QPR C EShin b H@Qt?é) 11"‘r‘6 ﬁ?trr“élpﬁovgbuec@rcapneoqn@r HDD
201, processitng2 pagses ol badF 86850 ThAQd bdcQuss tePsahtQate YWRES H vihidtSthd %ﬁ?&ﬂ‘ ”ieg

whet her the request is for a cog operation or a nove operation.
det er ni nedi2aPeegcapiettane fram DD 2 %“pﬁﬂ bpeempiyotrhd istpeesanty Squikess tlectiata file

val ues of ik Renfdsy Pidisod: is ?egta.ﬁ%q as hQ\f/m% i ntaga(-)waelhgi'gnﬁ I{t?ggfe nﬁh? valt]gsr geif";(téﬁt file

corresponding to the reques ont en

enmbodi nentbits gt 2,anep Oﬁ&@@aiafﬁlc in emolytcarditAdehsedyat the hent@C (BTS) atahpmmedilto :
and 3 are.."p@J( P Q@S{jely if the data file on nenory card 40 correspondi ng
to the requestea content data was previously transferred to nmenory card 40
from an ori gi nalThspafterepdathy cahd €A0tbicadn ni&moﬁpf.ﬁrédOACtﬁl|"@!105ﬂﬁiecoﬁeﬂitt(ﬂﬁh t hen

passes to ep F404 and, t he data |Ie|stransm Ql. At this
sanme tinme, fﬁ%}n‘gtﬂ?mme‘gé’ngfg TI Tipfe mEmape e & éx@c@f? I_E{SBtﬁ)éApWBEQS%I ng
of dst ep FX&rdednd tist @fpifal Q8uroé flﬁmﬁ;umaﬁ:hercﬁ@irndhaﬁo@hardomlwmﬁedo;ﬁ&ms&@& data
and setti nt.ent nd, the copy couyn Control then passes to
step F405q%\,ﬂ% Ff]ﬁe%&% 59615 @f ‘@é‘%‘ﬁlﬁlé‘mp%o?“ "éﬁﬂé? ot thtyeordent &5 mpyed hagk pe
processed taHDUPHA, @@ dafielog @ dopy cOHRr ¢helré"in [sSpRemnefed e;tetp@l?}) PheQREMAL I ON
performed. at this tinme. This copy gperation has consuned the one permtted

copy of t K Ferdrrsnmemgpacard #ihdstep ﬁgl 13arkBe eoend ety Sile) fercwhick thsriCG &ith HDD
201 and mMpERS Yechalpdatdd to CONPERAUBO hetnord RErd 40A is prohibited from being copied or

moved to another HDD 201B (steps F403 to F412, F409 to F413).

FIG. 30 shows an example in which a certain content (CTS) obtained from an
original source has been copied to a HDD 201A. At this time point t] when the content has
been copied, the content ID "idCTS" of the copied content (CTS) is set in HDD 201A and the
value of the copy counter is set to 3 (steps F105 and F106). If the content (CTS) is then
copied into memory card 40A at time point t2, the value of the copy counter for content
(CTS) in HPD 201A is set to 2 (steps F207 and F208). At memory card 404, the content
(CTS) is recorded as a data file and the CC bits of this data file are set to "010" (steps F307
and F308).

At a further time point t3, copying of the content (CTS) from HDD 201A to another
memory card 40B is-also permitied. The value of the copy counter of the content (CTS) at
HDD 201A is set to 1 (steps F207 and F208).

At a next time point t4, copying of the content (CTS) from HDD 201A to still another
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sanme condition as that in which content has been copied from HI?D Zﬁtéo
menory card 40 exists. Therefore, the above update operation isﬁp rZBG{-]
in order for the data file in 48 16 DEC 2003 question in nmenory card 40 to
be considered as if it had been copied fromHDD 201. Wen the transm ssion
of the content data and the updating of the CC val ues have been conpleted,
pr ocessi ngmemdsy. cakh40@és geepaniitte@inthiti vabirt of ORIy @uaLNbENE cOabR (TSt

nmenory car 0,4,S permttie nl e data file corresponding to the

r eque>s/t ed %Qﬁ)t QedH?‘ ’8 élf’ggt?fg@dooéﬁﬁg B%%"i“ﬁe&a?%g} ot RO ag 4, th@'& &?fﬁ“éﬁ, (CTS)

Ther ef or e, isirécordedi 8 O@iLKiY AROhE TS bRPoFhA3ddtDale 4D81GE “Hag (%Q?si f‘;‘é@?aar{di le
ed.

in questi :{mgs "010" or "OL I ", copying thereof is not perm
Processi ngIQ refore continues at step F412, and copy protection

processing is exggstpde thIQ@ntgﬁt(@Tgi L& deBy &f doQrek Er;eﬂnl(?)%ye%ir&%@;ﬁﬁlﬁgandand

the user is notified that the copy operation Is pro
det er ni ned*04i atdiresopdEa® 22.tth.aandtth eespentiveliathe ceppies b&itlisnouenentanothemmemory

P bceeds. (o aE R ERbudEl R M DRl EORIRY Mo liRk or iRt Bofb ot 5
and 3 of tihen&DRD 2BL4 ¢o MMOW rani¥e Ad@t 408 iok é0CPtoleothpl HDESHHE t@E@from
The. cont dnelR Tt Bl RabS CFh 2, Buadita B BBV Surr Fovine RO caleatom
control paseed thémayeprdsH0( 40D JFONOBcRRE TADD AN ADWHRG iS QRY e8py @atl, fsrom

menory card 40 H 1 is not- restricted. Therefore .the requested data
fileis trfﬁﬁgﬁe%g%@??ég&ﬂf@&. At the same tinme on the side of HDD 201,

the system execuhesfdd) SordxamBrsifMoRE psine hid L0naRICTEFR nfovkd ol .}ﬁ&ﬁm in
FI G 25. Because a novi gﬁ)ﬂgger ation is e_rwlgi/ed, reproduced data file " from
[

the memor a4 bagk fosHBh 3R (sienscf408rp dhe Falos of Ysdespy reguatimeof the
r epr oduct i@fke TERDS bh e &f fiR6led to .tlr@teg; F‘?l'zn%d%%.at"['hg'&ﬁt&\gg@?s Lhgqabove
at st ep It 1s

processi ng has been conpl eted, processing ends.
det er ni nedratherempiecaydfiQeF4Qi)-CC bits 1, 2, and 3 are "010",. the

ted dat [ : [ ' 201.. T
eauest o0 St KL RS P A TR el o

parti cul ars ¢4Dd2o HRD @a1 Avand thet reovedit Whin ke avaent (IRS) rezosiey icHPDEZNI A is
e o7 SRS Ml BRPSET 68, ISREARA Bk Ao Bl HELARA ol ey, 0
source frdR05,#A06h Thie corepgSTHYlisdedoadetlidse dagsiilarat giefidky yard apA @dd iz OENOIY
o pSpF GBS WS Bl PRl s 3 b 08
to be the HPyo sethbeLcard HO,ARS HioRBig RATEE SorlténtSTEIB) 4 Afbtha MDD hendlaifabled
(steps F406 to F407). Therefore, if the content (CTS) is moved from memory card 404 to
another HDD 201B for example,-the data file including this content (CTS) is erased from
memory card 40A (step F408). This content {CTS) is recorded é.t HDD 201B and the content
ID and the copy counter are set (steps F110 and F111). Further, if the content (CTS) recorded
to HDD 201B is then moved to memory card 40B, this content (CTS) is erased from HDD
201B (steps F204, F205, F206). This content (CTS) is recorded as a data file at memory card
40B and the CC bits of this data file are set to "011" (F309 and F310). Thus, moving can be
executed between HDD 201 and memory card 40 any number of times, provided that there is
always only one copy of the content (CTS).

Consequently, copy and move operations can be properly permitted or inhibited

according to prior types of transfer, copy and move sources and the copy count, thereby
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fileis transmtted to HDD 201. At the sane tinme on the side pf Blﬁ Zﬁéﬂ he
system executes the processing of step F112 and step F113 sh‘lc;\& CF

25. Then, at step F408 the reproduced data file is erased fromnenory card
40. Updating the reproduction nmanagenent file effects the erasing
operation. Wen the above processi ng has been conpl eted, processing 49 16

DEC 2003 &cti LT oA ' the val wes of .CC bits
D 2, and Bogeiie Sbes R orcdient whfc ARLARTLRT OBl oh B Al fagto!
transf er r dfie ferdentan ori gi nal source to nenory card 40, control passes to

step F413, the ¢ ve_ ,operati.on is nqgt all d, and noy [ ot ect
pr O(F:)essi ng is inp gr%%ﬁr}ﬁ gsaomtﬁ%bo B ee?br?g‘trnet'l} ﬁﬁgﬁﬂ"e’t‘ﬁ‘f@ ﬁ%ilﬁ’s?&ivélyf rom
menory  carndy. 4¥arfaus BEr 2@ lenanshfiptatibhs Sedobder UsEAgutdNdhs, € prRYRIRPRAGH4ON | S
prohibited 7. %ﬁag&pl es of1 cog!y and nove grugbi"ons The fol | ow ng control
oper at i ons™'{ BYSSPHY o508 e slersibed- i niyt £h0 hpsrntent gannof bhegvest Gewmgsi ng
oper at i onsm&hewtatdinFthé2bov&ométioabd Bxadihles Ao WL &R b REQIHST ﬁgﬁgﬁ]@ Qi can

be copied to a menory card up to three times. The content copie om a
memory cariBpPiing &6t Athsanisp &y cspnidng thsnmetiag Wbpontpnttif CG wo"001 fress (b)
Content CoRE@Mhelf QUM JARR: LO+0MBNY adaien! L NSt
from whi ch theecontent has been coplf%gl.cﬁ{?geb%z%g‘gﬁ%&;%\éflgglﬁ;lﬂlsrpéc%ﬁ'freéﬁ?nt?'%))m
t he menor yreddds. s ther pigsdst frvgntidrf, vatimgepermisseniporhibitioo nonditfives anmt Barket

cor T 1 ribdifie iU hel DRI ViR Fok BeliNE for Bndel afhich CE valEs FECopy

can be nmadé0d"r sppli¢ve theidh (4 hrenstigsyorc pat @ipyingSandnas EnE B ekht obﬁl‘)agt @@jﬂtbentd
ded f .ork ai | di ly t d '

recorde Cﬁﬁ%l%ﬁu&){) %ﬂq%glﬁ{sfgﬁi{lﬁcgﬂsﬁh{?gé{m%d 0O a nenory car can e copl e

to a HDD onl'y once ) Content noved froma HDD to a

menory card canlibthe mbyedexah@lesaduder ditd coRBRtif @susbOr A0RIIINRIidMRentdemnet hese
conditions, copying of content data.js permtted so that the content data
may exi st Pgﬁerbtr’léveﬁ ﬁr‘?gsotall??]é‘@b Prﬁ_’f'%?oéiéﬁad:gFte%\ﬁhﬁgn‘@Ptl%ﬁtaéﬁ?taPB]é‘i%éﬁ
recor di ng teredita ahSoetdakLgtwdlict ed as long as this condition is net
Referring next o FIGS. 29-31 control of copy and nove operations will now
be described. Ealh BPve reswplss lHissandomemani eaady grejusediforr examplesind tisew of

content betoeRedfding media and small-size recording media. It will be apparent that the present
invention is also applicable to controlling of content copying and moving.operations between
various other recording media such as optical disc, magneto-optical disc, magnetic disc,
personal data players, and magnetic tape.

As mentioned above and according to the invention, identification information is
recorded to various recording media along with the content data. The identification
information distinguishes between content recorded in a recording medium of predetermined
type that was directly transferred and recorded therein and content recorded in the recording
medium of predetermined type after being recorded once in a mass storage recording medium
before being transferred to the recording medium.

Further, this identification information identifies whether the recorded content has been
copied or moved from a mass storage recording medium.

According to the recording apparatus and the recording and reproducing system
according to the invention compatible with the recording medium according to the invention,
copying or moving of content from a recording medium, which is a non-volatile memory for

example, can be permitted or inhibited according to the type of a copy source, namely
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original source such as a CD, a nenory card 40, and a HDD 201. CC val ues

are updated and set as the content flows, the ID of the contkf DEGI?2068
val ues of copy counter are also nodified. It should be noted that, in th
foll ow ng description of FIGS. 29-31, the corresponding steps from FIGS.
25 -28 are indicated. FIG 29 shows an exanple in which certain content

(CTS) obt aivA&der! the Bb@NsdMdeOik Aaecot @itk Ghediin %ga%%e?e(?rg' ed &wglgt[)sstérﬁge 5

copied directly to a‘'certain nenory card 4 e val ues’ of
and 3 of tKeordiganddiyre [naddisionr sopymednd 6kyingé doment fivisa moorimgtmddGhSyarar e

"ool" te nd 5306 ' e, I.ng, of the . conten CTS
from m(ersmrgé%ég%gégocﬁ l&éﬁgegc%ﬁrgi:aﬁw h%ﬁﬁl%%%‘e ﬂoﬁqgr\&&a‘g R0 PR O f"é’ﬁ%‘} &é’@@ % 0
fﬁlS) b?t m@mstq;@eﬁﬁcdrdéihgmdh&rgn'ghetefomecdpb/mrgeﬂd@ﬁivﬁ%g);cfﬂ@ﬁ [gtD@ﬂZ gg&?d“igx%en
e conteng (. s been, copi ed from nenmory car 0. .. the
content | d%ﬁ‘lglg%ﬁén ?)’F Perfgutée(ﬁlnfp’érff‘h‘%’k‘ﬁég])pr‘?f’:‘?rﬁ? ng SPP Xapeusspiedetqrungdy| ye

of copy cotirtugstan¢es. set to 2 (steps F 107 and F 108). This is because the
in which the content _has been copied once from HDD 201A

same state astgat ) _t h : _ _

to the menory caPdPeaporesPptiiedhreontey eepsded e gentent reqoded aseariarmregordingd 40A
i s regar degledsmha¥dund, HSEELEARE SRl Jopidt i ioff Lts 1,
2, and 3 ofethe dat a fli | e irn mem)_tryOcardgpggé(?%@tslg%ﬁlgﬁ\{%gg%gﬁttg:ﬁ;v? B:éleg) are
updat ed t ofopied fpm @gnasp sprEs recording medfurs onlypdiamiavingod! thiseo@enbback to the

menory car . . o ( ' s permtte |y .to be
noved frorrff'_l ar}rggrgr@;{/ggé%%g %%E?lgmtqﬁée}h &%B:hztg%g \f\%nlft é%se'%egn C?ﬂe%%cglf ggﬁn&%&?{ﬂ}%eby

ori gi nal shssblieg i othenhomfing el viaviagioperatorsr yMomoderdd@Aomast kateet dirsdigps
F409 to F tQ F 112). .t hoygh t sh in FIG 29, if the,
content | gt;a?rl%f\?ggﬂlg%gkg 't %O_rfﬁﬁg rﬁ@iwﬂ\,olf?%%&gemg\égp? o2 dBEy LB EFOEREr ei n
i s i ncr ementdiunsnegly Fil33ameTtimichtegishionebott the@E@sdifly fie@mBIMEdeRIRd40A
(step F41 tlg. T"{E cont ent (dat g.fi I ea) fo ig&qt.heggg bits _have. been
updat ed t ¢VFGAY" ?Wafsﬁgorﬁ%erﬁ?mf ParoErek t}:‘g},‘\%{‘ PR gdomagAR peibiroatsat ied or
noved to ampditheto dHiduOduiids tepf daddia Wilch thbZontedOfhsttRe ddmdterrel iom &€
shows an exanple in which a gertain content (CTS) obtained from an

ori gi nal B SEIRESTRNEIRS SBETIWY todthe reqorsdiog) mediumg of mredetermiged dipst thetebyihen

t he contenﬁhihiaagﬁbﬂ@ﬂcc%@mgea@ldrﬁmgv@@;aﬁeﬁs.I D "idCTS" of the copied content
(CTS) is set in HDD 201A and the 'value of the copy counter is set to 3

(steps F 105 Igandﬁloggét)r_ the fecopteat éqyﬁ{d@ﬁton( TPE)ss jstorpgeerecording medium, a copy
permission count controller for controlling the number of times content can be copied to a
recording medium appropriately controls the copying of such content from the mass storage
recording medium to a recording medium.

Consequently, the present ipvéntion is advantageous in that the protection of copyright
of content is realized while maintaining the user right of copying the content for personal use,
It will thus be seen that the objects set forth above, among those made apparent from -
the preceding description, are efficiently attained and, because certain changes may be made
in carrying out the above method and in the construction(s) set forth without departing from
the spirit and scope of the invention, it is intended that all matter contained in the above
description and shown in the accompanying dréwings shall be interpretéd as illustrative and
not in a limiting sense.
It is also to be understood that the following claims are intended to cover all of the
generic and specific features of the invention herein described and all statements of the scope

of the invention which, as a matter of language, might be said to fall therebetween.
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copied into nenory card 40A at tinme point t2,7 the value of the ¢ nter
for content (CTS) in HDD 201A is set to 2 (steps F207 and F208)f%génﬂ03
card 40A, the content (CTS) is recorded as a data file and the CC bits of
this data file are set to "010" (steps F307 and F308). At a further tine
point t3, copying of the content (CTS) from HDD 201A to another nenory

card 40B is also permtted. The value of the copy counter of the content
(CTS) at HDD 2D1A ifsstemie mediingsdoepsiski207 and F208). At a next time point

t4, copying Ofra;[]é] con%ent%rglCT fromHDD 201A to still another 51 16 DEC
2003 menory ca ai%,@fep Orf gdgl)‘amafl ed. The value of the copy counter of
the content (CLShadgentdbParéd ¥<9r( éct:_lérélaig)ﬁﬁh%lﬁéht gg%%ggﬁg)djé%g t?;lrl?atzi: gtg%)d;[iﬁAt

menory card 40C, thi's content I's Tecor e an e CC
bits of tlsRildfigared;ile are set to "010" (steps F307 and F308). Thus, once

t he content ( S en _copied to three nemory cards 40A, 40B, and 40C
at time points ,r&§3?£§rfﬁa§a§%%%é%ﬁ \'“7{31-?/1 P hsénciélﬁ%aﬁamﬁﬁ?masc%ﬂlflﬁt to
anot her nedantificai@! hfdrsnapion iddatifenly (htepsonaf SaidAaf?fiéhkd iC0RY URE #98a KRVI Ng
of the content ( ?Ig) Eopl ed fromHDD 201A to the nenory card 40A (or 40B

or 400) t QEhb BIREOT $BRlSORERS to ja8d loges iy wﬂreé@%(raﬁeepgdimf@r@
F412, F40 I Al . f
Cards a0A o HMEVEA onEpoBe Mediith S0 GATGRY i} (80Nl OO

permtted (steps F409 to F410). Therefore, for exanple, if at tine point t5
the content (CILS).i s nmoved from ry card 40A back, to.HDD 20 St eps
F409 to F410), “t he' SiofResomefipmm &, i ot WheTSR 1depfifieatton @%T‘gaé’fonHDD

201 A i's ynfiedradedtified wiRitRPor hotldafa &BfbdHn kaid oSt sBs @mblitu®y IsSsuB&asedly from
menory card 40A (F41 1). Referring next to FIG 31, a certain content "(CTS)

obt ai ned fdelstechfrost pajil mihersyorage medjurophen saig dabm skoed imsaidt dibar stovags.
Wen th . ent. i n ' dt d 40A,
Uhe cont ent ey i RndGBh SO oA B Tepe Fo0a - Robs. F206).

This content (CTS) is recorded as a data file at nmenory card 40A and the CC
bits of this dgﬁg, file are set tp "011" lSst.eps.({ZB 9 and F310). For this
content noved Hth‘iféag HE Qlfgql,{,lpy CHPHCHRAIG plachilgTage MU campEpisent
(CTS) to %&ﬁﬁé@%fork&@nb&iuﬂgﬁ#sfﬂll%a% §Qievfc%tvﬁg§}2 gﬁA@?tgF&e%&mm id REIREPfor | f

the content (CTS) is nove rom menory car
connected with.

4. The storage medium of claim 3, wherein said mass storage medium

comprises a hard disc.
5. The storage medium of claim 1, wherein said identification information
further identifies whether data stored in said data area has been copied or moved from

said other storage medium.

6. The storage medium of claim 1, wherein said storage medium comprises a

non-volatile memory.
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anot her HDD 201B for exanple, the data file including this content (CTS) isS
erased from nenory card 40A (step F408). This content (CTS) is%rsc E@ozma
HDD 201 B and the content |ID and the copy counter are set (steps F 110 and
F 111). Further, if the content (CTS) recorded to HDD 201B is then noved
to menory card 40B, this content (CTS) is erased fromHDD 201B (steps

F204, F205, F206). This content (CTS) is recorded as a data file at nenory
card 40B and the CC bits of this data file are set to "O 11 " (F309 and

F310). Thus, noving can b xecut ed, bet ween HDD 201 and. nenmory card 40 an
nunb)er of utS i rresj/bp’gﬂ\?ip%rﬁgpﬁg W iﬁu@gélafasm aiiorage H&?%F‘ynosﬁéd gtgﬁxyge)é?e g Y

content ( Q_o%priéﬁfi’g;é a8 Rdd for steARY daRGndRUBarReMahH Q@éf&%ﬁb{fﬂg M%%Eﬂt
permtted or inhibited according to prior types of transfer, copy and nove
sour ces anént® paresppydisg imdata stiergdaippaigalatemarBECOMPASInGr ot ect i ng t he copyri ght

of content I I s .rhght. of rsonal dup]icati of. the
content . T%\ga{eaxgeﬁg{h%g %ﬁ%ﬁ@ga%ggdg‘%gnﬁqgﬁlgg seaﬁgggag%n%rﬁ?, %er ?’Ilnéd?rﬁ&éﬁ??lbn
ar efi | | ust inddrinaeiby éeammdle;r.foﬁé&bbﬂug' hi@taﬁtﬁicaﬁiﬁﬁﬁﬁbhﬁ&g{d gty qid ﬁﬂﬁage{nﬁﬁ@hﬁ#ﬂ[
configurations, apd praocessing schenes re possible. For exanple,._ as
descri bed, Sa\}dl@?n@%a—tlon(}@%@aﬁ%t@ﬁ?fyé%ﬁ’g?th@éornﬁﬁﬁéélldfqaﬁﬁwiéﬁefh’é’rﬂﬁrs?ldc%@ in
the above sepLhONRM HeX | ¢ L4

i nhibiting may be set %ﬁéﬁ%o se by %fé?l%&?‘?f?}%&ﬁ%b%\?? %Otg&%aor% éel?lltgdlfagn CC =
"001 ". Asbefoedemgieansfonatfiosn edid Gther stbid@e matiuthitg hed wnittgn besaspdata bfead f or
indicating future content providers. In the present invention, various
perm ssi on/ prohibition conditions may be set according to the types of
content provi degsThEQpp@taiPLE clalifl 7,00RsRY saill bhieicdtlon' RlrbeSatfIre furtheP 0"
supplied through a transm ssion path, copying and noving of that content
may be coiflentfiese whetheptonetot ndatm evréitenhian said sethéthetdragh onediutnist hubstantigky

| es, ' . ' _— il .B h he .
o csnt | nianed R i BT RopieR BRI desipso 37 R PIT Momad ool on

i s al so apfthhstabédtotadd viréeh ifladid danchred her data as well. In the above
exanpl es, HDDs and nenory cards are used for exanples of mass storage
recording nedia and snall -size recording nedia. It will be apparent that

Lne present L reTkd gl o801 ARy L BRLY BRSO 6P

and novi ng operation ween ~vari ous o

optical dirmass stmragemediopt installedlinsrdevicrorieh whictisaid, appaafis ¥ e@nnsdata pl ayers,
and magnetic tape.

10. The apparatus of claim 9, wherein said mass storage medium comprises
a hard disc.

11. The apparatus of claim 7, wherein said identification information further
identifies whether data written in said data area has been copied or moved from said

other storage medium.

12. The apparatus of claim 7, wherein said storage medium comprises a

non-volatile memory.

13. The apparatus of claim 7, further comprising a controller for controlling the
transfer of data written in said data area to an external device in accordance with said

identification information.
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‘As mentioned above and according to the invention, identificati c?n
information is recorded to various recording nmedia along with th S B&@eﬂﬂﬂa
data. The identification information distinguishes between content
recorded in a recording medium of predetermned type that was directly
transferred and recorded therein and content recorded in the recording

medi um of predeterm ned type after being recorded once in a nass storage
recordi ng medi um before being transferred to the recordi ng medi um
Further, this i |f|cat|on| for ion identjfies whether the recorded
content has beeﬂ‘(E %@é@ F?‘BFH%CR%E*S@B&(&QBO BT eRHEpI RS um
Accor di ng {19 thAeret gfﬁ’a[tﬂ'vﬁﬂteﬁm?@él&tdﬁt% ROfrol Rl AR A0iONH deaRaiials
system according t e Invention conpatible wt e recordi ng nmedi um
accor di ng $ad ideatificatentinfonmati@opyi ng or novi ng of content froma recording
medium which is a non-volatile nmenory for exanple, can be permtted or

i nhi bited according to the type of a copy source, nanely 53 16 DEC 2003
whet her the copysSPHH gfpatatuPof @sint %héf@ﬁlﬂtﬁg‘tﬁﬁsi@rM&ﬂﬂﬁé‘%ﬁf&be@%ﬁ or a
mass storage recording nedium In addition copying and noving of content
froma recording nediumcan be permtted or inhibited accordi ng t o whet her
t he content has e C d fr mass, st or age Iec nmedi um
Ther ef or e, copylérjrg aﬁd%ﬁh%% oqrf)c?iar]i?len f?'t%l?eé COEBF S @l gr‘rfga&}?nbe
pernitted iaformatioh up@mmgrre@ﬁ-déwfoﬂ epitiaip RgidodentEicaBo intbRektiof Witittdin said
circunstances. To be nore sp ecrfr ¢, I.f content recorded in a content

recorded aPBRAZECH! fIsa &Wﬁ@l idgetifinetio infgrmetion absaiddata Nawtoniin said data
correspon i t4TBSS
St o a0 r oo i Belh SRt cRAPHTHL o orighl AR SoRRRMnd A o ST Bl T00
st or age r earos.dindgwhen isench data rwmtﬂnchl sdié danbeatis mpiddeento capd athss storage

permtted, t ere i sabl ing all othe nd. novi ng oper ation

Mor eover , Bg r‘??gfnﬁ%nt%{?elgﬁ ‘Hii?rgl& WI &?"’g&@g E&OIF‘P%}HH RCE’E’Bg d'ie?fﬁaﬁredl um
of predet elipﬂafb@dsaid/ RientiflcRioRBsforfdalibAdE 4 4108 q{iéiﬂlf¥1ﬁgcﬂsuxmthé‘%féﬁ| Mas bednn€
same content exists on both the recordi ng medium of predeterm ned type and

the mass staptgedleasn st mpsheiaragmmadianicnd miritien énsaid dateatesr mat i on of this
content is wupdated to a value equivalent to the case in which the content
has been transferred fromthe nass storage recording nediumto the

recordi ng nmedi uli.dtheppparatusraficten dy péerdih ereshynster oifidbtatis B gndvwerdpemtios.opyi ng
and noving operations. In addition, for the content recorded on a nass
storage recordi ng nmedium a copy

18. The apparatus of claim 17, wherein said controller prohibits the

movement of data from said data area to said mass storage medium when the source of

the data written in said data area is an original data source.

19. The apparatus of claim 17, wherein said controller permits the
movement of data from said data area to said mass storage medium when said data

written in said data area has been moved from another mass storage medium.
20. The apparatus of claim 17, wherein said controller permits the

movement of data from said data area to said mass storage medium when the data written

in said data area has previously been transferred from said mass storage medium.
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perm ssion count controller for controlling the nunber of tines content can
be copied to a recording nmedium appropriately controls the cop such
content fromthe mass storage recording nediumto a recording Mgﬂﬁlc 2003
Consequently, the present invention is advantageous in that the protection
of copyright of content is realized while maintaining the user right of
copying the content for personal use. It wll thus be seen that the

obj ects set forth above, anong those made apparent fromthe precedi ng
description, are efficiently attained and, because certain changes may be

made in carryi t thod and in the construction(s) set forth
W t hout departi %g @%FSHQ?%EQC%&PE? gn%org]%rbs&g of the invention, it is

i nt ended tmﬁtstabctorfmigr/mpr@ﬁm assbratis bhgptal oy vritd @ssieidatd fa;narﬁﬂﬂ:ps&tﬁwe in

t he accorrpg(?nyl ng dr W ngs sha be interpreted as |IIustrat|ve and not in

a limtingladdhom a trsii %Oragw%uraé:oma@ﬂﬁ pdatarazae femsoneg defpitherent apfs are

i ntended t e
nvent i on harareadl erd ih Mor LA fer ROl iRk S Bita ok fn said
it Rven; i ;)n deta eten, aisd asmﬁe'ecqirﬂirﬂg&agmdgeing mpgmmseadapﬂed to oviitalstore datta to

er ebet wee ium . rising: , a data area
for storind léepéo&ugﬁEaEaga %ﬁ’ﬁh&e??&ﬂ? at%e g.{ne) rsﬂﬁj;%rﬁ’gn%:ﬁ%r regrpdycing
correspon éjw figored in said data area; wherein said management
data store n sai d rranagerrent area conprises identification information
i denti fyi ng whedthidentificaion irﬁaﬁrcat@atrgpogd@rfeﬁrepwdm identification sdotaation m@en
transferr I anqt h st or di um
bef ore b:sgn ﬁ}% e%?reg ?Elrl%r?n@éﬁgl? (Sl-rrfao1§é€f§ed %r%’]% gﬁ%{n%lr E?O?aé in

sai d data dateatoréd 1ﬁ|’ b dsiaty aga hmdjeumtmhstéfred ﬁ‘oﬂn mmglﬁalmoﬁmbtb and stored
identification,i nforrratlg({] furth identifies whether_ or not data stored

in said otRdotieh siEee FRef v, hetore &%‘Fﬁqsg}rﬁ? frofa) saidoether garaggitaediymee

storage negiduidral 8lsa@lisla dRhdarif Ored in said other storage nediumis
transferred to and stored in said data area. 3. The storage medi um of claim

1, wherein sai da eetfeqllestfor equiraliing the wansri efedata atonesin stiddagearce oif said
talled h di tt ached
ot o o A S B BB RS B oo

medi um  apparatus media in accordance with said identification information.

22. The system of claim 21, wherein said controller of said first
recording/reproducing apparatus controls said first recording/reproducing apparatus to
transfer said data stored in said data area of said first storage medium to a mass
storage medium in accordance with said identification information of said one of said

first storage medium.

23. The system of claim 21, wherein said controller of one of said first and
recording/reproducing apparatus controls said first and recording/reproducing apparatus
to copy said data stored in said data area of said first storage medium to said second
storage medium of said first and second recording/reproducing apparatus in accordance

with said identification information of said first storage medium.
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conprises a hard disc. 5. The storage nedi umof claim1, wherein sai
identification information further identifies whether data sto‘tﬁj[] 832093
data area has been copi ed or noved from said other storage nedium 6. The
storage nediumof claiml, wherein said storage nmedi um conprises a

non-vol atile nmenory. 55 16 DEC 2003 7. An apparatus for witing data in a
storage nedi um 28alle SYNERAT dIBGH 27) AGERIdoMpikiAg datideRi Béatf A inBdiR{kiBH
data and a managenent area for storing nmanagenent data corresponding to
data st or e@P4aHNg Aeepreritiar updaiing saidpderifingtion infarmationcergd in said managementa
received d kot i X : ! o b cadel ' [ :
Fecor dor et PLRA ghRF 4R Rt ARULAPWATRAL 116G, yR0rBTRh bl pia
area, sai dnd oftsaid fisststbraga medfaomedittinoidenttfesstthdtysaitpd avh efobel inGaid@ita s@adhrdat a
witten to in_ said.,data area has. been transferred fro n origi.nal source
1o and st ORI 25 Seo SoapBEThaana P BT TGy et e PEBR) s a d
other stor aafcdTest WoPindst Whtaldr&l) anfl Wikidsh@ idtaiGiRd i saidh FRE of
claim7, wher ; n saidi dent | ficatli ér?_i nf or rrsiadta?on i u@?ﬂér Sallac%%tl i@gggé{a
whet her oronfoef saéd Brshetorage mediumg a$ ebpaechento seamdgtoragslingdivisby sdid canttallat, | y

deleted fr id.other. rage. nedi. um when data stored in _said other.

st or age ne‘%ﬁ%r% i gmgtla%ﬁcéﬁ?%gn@gngtﬁ% \M\gg?tf% r?(i‘?r(i i P ?Sas%lae%.en@caﬁ*ﬂﬁ
appar at us piforedafiomol saidh@kaifsaRlofigt SbRAGE nSddAirade aRlic iR &EF the dAASS
storage nediuminstalled in a device wth which said apparatus is

connect ed. haspbeereansissed from sgid sqecapdnstpragemedium gad gtoredsin said datpearsp @fum
conpri ses i he apparatus of claim7, wherein said

identifi ca%aﬁ%ﬂﬁgﬁogéﬁg{l?%%mfeglp&er identifies whether data witten in said
data area has been copied or noved fromsaid other storage nedium 12. The
apparatus of claim7, wherein said storage nediumconprises a non-volatile
menory. 13. The apparatus of claim?7, further conprising a controller for
controlling the transfer of data witten in said data area to an external
device in accordance with said identification information.
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56 16 DEC 2003 14. The apparatus of claim 7, further conprising a

controller for controlling the transfer of data witten in said ﬂﬁg@(}aiogs
to a mass storage device in accordance with said identification

information. 15. The apparatus of claim 14, wherein the transfer of data is
a copy operation. 16. The apparatus of claim 15, further conprising an
identification information updating recorder for updating said
identification information witten in said nanagenent area when said
identification information that said data witten in said data area has
been transferrﬁ% \(jl\hfectlél front]aaﬁ_ori i nal data source and witten in said
data area., and wHd§ SHFETIRT GRi ¢ éh i Whersing s#id acentenller s of opaidd foBt o

sai d nass i j Lol %I.}Mwl% i ol tifl i on

i nformati orﬁéﬁgg%ﬁ%ﬁ%%%?%%r%tgodat eé Sés}gifg.gli ent Fﬁd(lf:hg %gﬁ)dlug?lgré I g%sj to a
val ue i derivinhgienspichgath Stor¢rbindaidddiasrdbed saidtonandfseidriast storage srdih nredism

st or age i d witten knh said,data area. 17. The.apparatus of, claim
T Wher o RS gt B hiby FErenE RS Gim Adpards 1 BEEHRRNE ofith Sl "o
claim17, dbeifdationahtbreanibs of kAt fREhdbEd Sedinm. noverment of data fromsaid
data area to said mass storage nmedi um when the source of the data witten
in said data area is an original data source. 19. The apparatus of claim

17, wherein sai t e i : r Sad a
area to said rrazgséqgl? dq& g‘g‘lél (#e %&%kévhsg%é}gl& %még@bﬁl\%ﬁ |B]tc %gg&n%in% Ogg%l @aﬁcfgﬁ %ﬂar ea
has been reeved fecordiagiodpheducirgs spatraing gehibied ithemmoROmerfihef sgigatast soredf incl ai m

17, wherei n@s%iéd contraller permts_the npvenment of data from said data

area to saff Jatareaof sald dirststnrags Medm tocsahsesond storege mediugnvhenithedaty ea
has Previ Qlskd ibean dhiaae] Of LRAfk A8 S@lodd WA LRKARR ITRA Bl thhshirddEC
2003 21. A systemfor recording cfat a, conpri sf‘fr‘ig: a first

r ecor di ng/disstly dion ay caigpml delassoante@nddidred inrsatdedatd avee. data to and
reproduce data froma first storage nedium conprising a data area for
storing data therein, and a nmanagenent area for storing nmanagenent data
corresponding to data stored in said data area, and a second

recordi ng/ reproduci ng apparatus adapted to wite store data to and
reproduce data froma second storage nmedi umsaid first

recor di ng/ r epr oduci ng
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apparatus'borrpri sing: an identification information recorder for recaordin
identification information into said managenent area, said i de{nﬁ %é& |26(b3

information identifying whether or not said data stored in said data area
has been transferred froman original source to and stored in another
storage nedi um before being transferred fromsaid other storage nmediumto
and stored in said data area; and a controller for controlling the transfer
of data stored Eh shiel aeteamanéackimsalsd wheredn saidr agetrofati avfmedidunfisti d

second sto . i f said recording/reproduci ng . aratus .nmedi.a, in
accor dancege\%gﬁ%{@gelpg‘sauggﬁt ?pfplg:ca 5 %eﬁ‘ﬁ“ﬁ? t PRSP sfal‘iﬁgt%@%rf’éﬁ’? stidcdatd m
21, wher ei areaaifdaiclofirst sxbiagé n¥digRitd shidlsstond #6:05E hitdin® PEOGUIS SRS PRPRIAT US
controls sgid first recording/reproduci ng apparatus to transfer said data

stored in daparaalsaiddis sirageamedipmhas beeromayed fremisaie seeond sterege medishage
medi um in accordance with said identification infornmation of said one of
said first storage nedium 23. The systemof claim2l, wherein said
control |l er of o@& ofhsasydtenrof ahatn r28¢omdiereit r egid odonirolierapfarsaidl stirst

controls said f.irst and.recording/reproduci ng apparatys, to c sai d data
cooreq in e R et PRk W8 SiiaRbal o CataBrad dh st et
storage nmegicd®f ghidTabiktdras medfifin ﬁﬁ&ﬁ@@edoﬂa%f&agwﬁ]ge@iﬁh?%eﬁ R BRPRLAIHS | N

accordance with said identification information of said first storage

medi um 58saé dafcpeEf said. firph storagstaediom kasabeen X@piddufromesaid senpni storggen

i dentificatj information wupdating recorder for updating said
identification information stored in said nanagenent area of said one of
said first storage nediumwhen said identification information of said one
of said first storage nedi diumidentifies that said data stored in said
data area of sé?-dﬂ?ei Sryétlema?a\%cqél herdp s9d speamdaRsard eeAdesing apRaratey

directly fhrRAANARTHeS LHRbrisatAe j j r d
when sai d data storgd [ nbg%i%d gg?g%gﬁglé&g?r ?ﬁgﬂ%gn@e§?bgggg’¥?ﬁt%§?&5?g?age
medi um i s &sa@sedndntasagsenedidnstosauldatarenta wisiigd st soregnnedivie i accotdanes n

said ident]ficatl .nf ormatiQn updating recorder updates said
Pt bR Pslabp SR

identifica n'8t said one of said first storage nediumto a
value identifying as if the data has been transferred fromsaid second

storage nedi um gnd tored in said data area of said first storage nedia
medi um 0. The system of claim 29, wherein said copy controller sets said copy

permission count to n-1 when said data stored in said second storage medium can be
copied to said data area of said first storage medium, wherein n equals a maximum copy

permission count and n-1 must be greater than or equal to zero.

31. The system of claim 29, wherein said copy controller sets said copy
permission count to n + 1 each time data stored in said data area of said first storage
medium is moved to said second storage medium said data stored in said data area of

said first storage medium has been copied from said second storage medium.

32. The system of claim 29, wherein said copy controller sets said copy
permission count to n-1 each time data stored in said second storage medium is copied
to said data area of said first storage medium, wherein n equals a maximum copy

permission count and n-1 must be greater than or equal to zero.
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59 16 DEC 2003 25. The system of claim 21, wherein said controller of said
first recording/reproduci ng apparatus controls said first and

recordi ng/ reproduci ng apparatus to nove said data stored in 1$CDE:8 dega
of said one of said first storage nedia nedium to said data area of sal

first recording/reproduci ng apparatus in accordance with said
identification information of said first storage nedium 26. The system of
claim 25, wherein said controller of said one of said first and second

recordi ng/repro " a S LAhibits the verent, of said data red
b Ccat 0 dat o o bal R BRRASANHE, SEUBLLR i B E IR widctavBedhibl

medi um whestotedeindaidasecohid sidthgenmedinth Wadail astear@f ofS@idlohd b6 baidTilst SRGRNS
storage nediymis has been transferred directly froman original data

sour ce andm§518Ffb]6PF Qitdd data area. 60 16 DEC 2003 27. The systemof claim
25, wherein said controller of said first recording/reproduci ng apparatus
permts the novenent of said data stored in said data area of said first

st orage medi um 3% Aamditwdcindwstiog atpta edi atoragee notdivan,s said esforage saedlumdat a

area of sajd first rage-nmedi um has been noved from said second storage
e um >3 R o ThA B R B GR BF plorng e goprt o
recor di ng/ dapeaesspbitin@Riditaittedpe Al Uatatahe), boMeyRns thefepgbfl data stored in
said data area of said first storage nmediumto said second storage medi um

when the data sWofBgAReceysd dagdnty saiddptaaregaind first storage nedi um has
been copied fro R S ar.a | 9.,.:kh f aim21,
wherein said selggg%gdlggcor ?‘?ﬁﬁlggrggﬁﬁgbgg}ﬁlé‘?a%adg ﬁlr?‘ééé%lﬁqg}flﬁratr%ér sdtd
conpri ses identtfation mfoohiteEn Mentifgmgt whdthérng ndi esaiclogara naiteh idahrl ddtoned i n
sai d second sgora%?{ﬁ di to saidagata area Qf said first storage nedi um
i n accor daffte’ Hi't4s H@f;w%é’?rﬁrﬁ? ORRSEHP andptored dn anethienstorage maedimg.

wher ei n s abeforetRingCedisfRtddeFors 84id obffdr GtrLRYme MBToSRH MitkAYA kaill Qafd ateathen
said data stored in said second storage nmedi um can be copied to sal (jl dat a

area of said first storage nedium wherein n equals a nmaxi num copy

perm ssion cou - e ater than,ar al. to zero. 31., .The

system of cl ai gszgf,ligwﬁlg&lﬁ&tsgf%g“g%gywﬁ%{ﬁ{nr Ny elpelggiééél%il OpgHipn hirther
identifies whether or not data written in said other storage medium is substantially
deleted from said other storage medium when data stored in said other storage medium is

transferred to and written in said data area.

36. The method of claim 34, wherein said other storage medium comprises a

mass storage medium installed in a device with which said apparatus is connected.

37. The method of claim 36, wherein said mass storage medium comprises a hard
disc.

38. The apparatus method of claim 34, wherein said identification information
further identifies whether data written in said data area has been copied or moved from

another said other storage medium.

39. The method of claim 34, wherein said storage medium comprises a non-

volatile memory.
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perm ssion count to n + 1 each tine data stored in said data area of said
first storage nediumis noved to said second storage nediums iéﬁta
stored in said data area of said first storage nmedi um has beéﬁ £h2m03n
sai d second storage medium 32. The system of claim 29, wherein said copy
controller sets said copy permssion count to n-1 each tine data stored in
sai d second storage nediumis copied to said data area of said first
storage nedium wherein n equals a maxi mum copy perm ssion count and n-|
nmust be greater ,th or al. ta zero,, 61 16 DEC, 20Q3 33. The syst.em of

clai m 32} wher eft(ﬁl ﬁﬁ%ﬁnﬁﬁ&y@ qﬁ@gls?’flhgﬁa?ér%’,m%ﬂ}g ﬁ*& EP ot %Dn_%qﬁh_?‘%d €n

sai d secong,sdfer aﬂeatmh,iﬂg;eﬁ hpsﬁé'thadﬁTeA ngttﬁggfé?ﬁmﬁad&j% d%s:oﬁ%& Witk Sdid

storage nediumis prohibited. 34. or witing a In a storage
medi um saidenigfiestiapenfoeditiom conprising a data area for storing data and a
managenent area for storing managenent data corresponding to data stored
in said data area, conprising the steps of: witing a received data Into
sai d data area; 4BMihé @EQh6d G dISENBUYT et QBRI SRpi o Cofifdifing the
managenent area, said _identification information identitying whet ﬁ%r or
not said dansfeirdfdetrviitiensin wididata arpada a rhass shwege devicsiheccadatioeonittaseid
original s . red i n anot her storage nedium before being
transferre@%t%cr#lg%ﬁggﬁﬁﬁp storage nediumto and witten in said data
area. 35. The nmethod of claim 34, wherein said identification information
further identifjes whether or not data witten in said other storage

medi um i s subst%htlihgimsthod ef elaim 41y whetein thedramsfer of drtagea vepl oparstiven dat a
stored in said other storage mediumis transferred to and witten in said
data area. 36. The nethod of claim 34, wherein said other storage nmedi um
conprises a nass storage nediuminstalled in a device with which said
apparatus is connected. 37. The nethod of claim36, wherein said mass
storage nedi um conprises a hard disc. 38. The apparatus nethod of claim 34,
wherein said identification information further identifies whether data
witten in said data area has been copied or noved from another said other
storage nmedium 39. The nethod of claim 34, wherein said storage nedi um
conprises a non-
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vol atile nmenory. 62 16 DEC 2003 40. The method of claim 34, further
conprising the step of controlling the transfer of data witt i ;
data area to an external device in accordance with said identfg %622603
information. 41. The nmethod of claim 34 further conprising the step of
controlling the transfer of data witten in said data area to a mass
storage device in accordance with said identification information. 42. The
nmet hod of claim4l, wherein the transfer of data is a copy operation. 63 16

DEC 2003 43. Th hod of .claim 42  further conprising the step of .
updat i ng said ‘l?%lgﬁ%?fl}l%tgﬁicﬂ{a ?lﬂ%_r%tﬁ’ R RS ”igﬁléeaisﬁpnﬁﬁélﬁgm saidea
when sai d jddgfifiddiot ainf@thatioR | WFABH 18 kald 8nhbdBsntt f18) witdnd sdlati@eadaisn 1 N
said data area has been transferred directly froman original data source
and wri t t elformatign didgetifiesatheh saidndatatierittemii said alatanaicnt bas beers diadsfdaed

. ) o U by sai % .
Sai d i dent PrraeToR FEbIRHESSash SRS A N G a0 Ot ey PRGIE {1
the data Waitiehéenaidr dns faesar 8opicdmomai idrasss sotdsRafedam bynsaiddcottiollegn i n

sai d data aéea. 44, The_net hod, of c¢laim 41, wherein the transfer of data is
a nove opeVheieBhsaidiisentficatiop infgrmafor heipgimdated ioe walue ideatifineaeifthedataat a

from sai d gatReakaasbed %indsa'i%ﬁﬁ&fag&ﬁmﬁﬁﬁ% W itk kR {1&% g{&%?” t he

source of the data witten in sal at area IS an origlna sour ce.
46. The nmet hod of claim 44, wherein the novenent of data from said data

area to said st.or i.um, s .per.m.tted e id data witten in
said data area a?heﬁg%tﬁg%ggg‘lmmc}m@%&?ﬂ&e tﬁﬁ%;\i@rsqr}cfﬁgag’é PRV UPRETAOD. The
met hod of claim44, wherein the novenment of data fromsaid data area to
said mass storage pnediumis permtted when the data witten in said data

area has previdudihy meiberl of dpist & rvdiprein e mavementod detadreg saidettanrea 64 16
DEC 2003 484 MhaSBhiBRe REiTh5 pRhiGRIAwhe RALAR QIHE LAY Witk £\RMB dhed | St

st or age _
area 1Is an original data source.

46. The method of claim 44, wherein the movement of data from said data area to
said mass storage medium is permitted when said data written in said data area has

been moved from another mass storage medium.
47. The method of claim 44, wherein the movement of data from said data area to

said mass storage medium is permitted when the data written in said data area has

previously been transferred from said mass storage medium.
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medi um conprising a data area for storing data therein, and a managenent
area for storing managenent data corresponding to data stored, L.n 'd?ﬂﬁtaa
area, and a second storage medi um conprising the steps of: ‘I:EHEG
identification information into said managenent area, said identification
information identifying whether or not said data stored in said data area
has been transferred froman original source to and stored in anot her

st orage nedi um 4&eh angthod forgstoring déerto eddfremnodsaing dathéronss Ardgeoragdi um t o
and stored ia. sai d dat.a_area; anﬁ)écontr?jlg [ E% it he (ir ansfer of data in said
data area BFINEG eOPULpS 8 Al atee 1op §iorne date taeel aud 3 MANESIREY &TS3AT um i n

accor dancestwiih@nahgbnihe aathfcbﬁeééjoﬁain'g% aataREdr&Nin AR dald SefBINAAdefdnc! @i m
48, wherein the transfer of said data stored in said data area of said
first stordg@earapdipmcomprigngshestepssfe nediumis controlled in accordance

ith idident]ficati | At j.d. fi . ia. 50..,Th
hethod of cl a micAar@ngendtifalilh, Wkolnafith Cirdr $igghPhAgGmaRE Fee " dida of
sai d fi rstidsnhitficagen irfdfrmationddeanifiiag vitettef of het said®ita 9breddh daideiaendeshay age

medi um in_accordance With said.identification information of said first
st or age rrenla‘?eﬁnfim? Qﬂeﬁhgo%%dﬁlgéﬁa SPHISh @O?ndfoﬁ‘iof%rm ABRMIET stergee Heediv®p of

updating sgdfbre belgs trahéfeabd Gdm 848 OMRrIsRRa Hi'éﬁﬂrdﬂ% @lsphraPRAg a:%él;ea of
said one of said first storage nediumto val ue | entlfrylng as It the
data has b®®h transferred fromsaid second storage medium and stored in

said data area id first 0 e .medi um.when aid.data stored in said
data area of sa?%l@mn the ttgafnﬁ%é O;Fr@ uth *@J@%%iaﬁe& Q)tsrﬁa!f{j gﬁ?(ﬁ%&&%ﬁﬂ&ug{ ®r age
medi um andsaidsstofd bidragd emddivirh GRbdcordantd withBiideder@ificadindnfdrigtiot or age
medium identifies that said data stored in said data area of said first

storage nedi um has been transferred directly froman original data source

and stored in sai . 4%eandhGPor dam R, WHerAD AR Pistel BEAPIRE Gl if B 48

wherein said data witten store I n’sal ata area o sal rst storage
medi um i s dady exeéatad sl firstistbragameediom toai rdadsi starags redane isedirotted in

accordance wi th said.identificat.ion information of said one of said first
st or age ne%ﬁcaﬁ%n%%wﬂlﬁﬁgﬁr}ggﬁggcahpn &‘?flgpﬂ?t ,Oﬁ/ﬁ%ﬂ' ﬁqshsst?wge FHS'@@rrent of said
data stored in said data area of said first storage nediumis to said

second storage nediumis inhihited when the data stored in said data area
of said first st Oﬁ%ﬁe@@ﬁlgﬁpf slayg 48pwhgrein said data written stored in said data

area of said first storage medium is copied to of the other of said second storage medium

in accordance with said identification information of said first storage medium.

51. The method of claim 50, further comprising the step of updating said
identification information stored in said management area of said one of said first
storage medium to a value identifying as if the data has been transferred from said
second storage medium and stored in said data area of said first storage medium when
said data stored in said data area of said first storage medium is copied onto said second
storage medium and when said identification information of said first storage medium
identifies that said data stored in said data area of said first storage medium has been

transferred directly from an original data source and stored in said data area.
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transferred directly froman original data source and stored in said data
area 54. The nethod of claim52, wherein the novenent of said data stored
in said data area of said one of said first storage nedi a nE‘pGJQOE%nZﬂUan
data area of the other of said second storage nediumis permiftt e
source of the data stored in said data area of said first storage nedi um
is has been noved from another said second storage nedium 55. The nethod
of claimb52, wherein the novenment of said data stored in said data stored

in said data ar f said,first orage. nediymto.sai d second st or age
medh am i 5 per L0 TABAC Phein P BRGRIE di o R S Bty T A or
storage meghidMritagorage med@ih 66 mdve@ 't $aiddd8L eeadoS tAd FBe §BRcH Thediftm fHhe
met hod of claim 48, wherein the copying of data stored in said data area

of said ot #eprdance with saidddendificationigeormatipn af said ong off it Brsbsterggomedming f i r st
storage nediumis controlled in accordance with a copy perm ssion count.
57. The nethod of claimb56, wherein said copy perm ssion count is set to
n-1 when sai d ShtEhesmothed dfeismi 32, selooeid tht aragmenedi suid catn iereddpisaidi t o

said data area of .said first storage .nediu wherein n equal s .a. i mum
copy por i S8 GreARId difet $107eS RTINS 4P SR HECORL TIBREG HSAIE o FURBItetsE 16

DEC 2003 5@hed NBe MRt @r&d iif lsAldMHRE arth @FFedaid %‘ﬁ*&tdstﬁ%%\é RRAMNS Sk OhsCHEEH 1S
set to n+l each tine data stored in said data area of said first storage

nmedi um i s Wensderreddirediydirem cortigna datresaveet andsidredhinssaididatmerga.st or ed i n
said data area of said first storage nmediumis has been copied fromsaid
second storage nedium 59. The nethod of claim56, wherein said copy

per m ssi on counf4.iBhesgbthod of-claimes; hvlidrom ttansovehhe df kaid atdstsReontaid
storage nmediumis copied to ,s%id data area of said first storage medi um

wher ei n n @418 o4 SHBAMANSRIBStRMAES Bicdie wedinm taraiddat Aga(of theotiprat er
than or eqyugd sd@nd SfRagetBedithtis ﬁghﬂ%d%he‘ﬁl tfé E%(Jgt e Omr(ﬁl'tf?st&%ﬁéh @QidQ:fa%ad ata

stored in said second ~ storage rediumto said a area of sald one of said
first storage ofrsaidufinst stopago hndsliveds hakbremmbvied fioas snethemsaid second &torage

medium.

55. The method of claim 52, wherein the movement of said data stored in said
data stored in said data area of said first storage medium to said second storage medium is
permitted when the data stored in data area of said first storage medium has been copied

from said second storage medium.

56. The method of claim 48, wherein the copying of data stored in said
data area of said other of said second storage medium to said data area of said first

storage medium is controlled in accordance with a copy permission count.

57. The method of claim 56, wherein said copy permission count is set to n-1
when said data stored in said second storage medium can be copied to said data area of
said first storage medium, wherein n equals a maximum copy permission count and n-1

must be greater than or equal to zero.
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Recor di ng Medi um Recordi ng Apparatus and Recordi ng/ Reproduci ng System
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storage nedium conprises a data area for storing data and a managenent
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arriving i gotf}e Hédidnfk®@s bedil opidPfrom said second storage medium.

59. The method of claim 56, wherein said copy permission count is set to n-1
each time data stored in said second storage medium is copied to said data area of said
first storage medium, wherein n equals a maximum copy permission count and n-1 must
be greater than or equal to zero.

60. The method of claim 59, wherein copying of data stored in said second
storage medium to said data area of said one of said first storage medium is prohibited

when n-1 is less than zero.
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Recording Medium, Recording Apparatus and Recording/Reproducing System

ABSTRACT
A storage medium, an apparatus, a system and a method for writing data to and

reproducing data from storage medium is provided. The storage medium comprises a data
area for storing data and a management area for storing management data corresponding to
data stored in the data area. The management data stored in the management area comprises
identification information identifying a route followed by the data stored in the data area in
arriving in the data area. The apparatus comprisés a data recorder for writing a received data
into a data area and an identification information recorder for recording identification
information into a management area. The identification information identifies a route

followed by the data written to the data area in arriving in the data area.

Fig. 30
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