CONDI TI ONAL ACCESS | NFORMATI ON ARRANGEMENT 5 This i {} %ﬂf. /g%
rel dkes to apparatus for processing packets of program conponen rom
a packet video signal and nore particularly to circuitry for detecting
packet payloads to which a subscriber has conditional access for
enti+lement information. 10 It is known from for exanple,
United States Patent No. 5,168,356 and United States Patent No. 5,289, 276,
that it is advantageous to transmt corrpressed vi deo signal in packets,
with respective packets affording a measuke of error protection/correction.
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entitlement dat protection/correction. The systems in the foregoing patents

15 transmit and process a single television program, albeit with a
plurality of program components, from respective transmission
channels. These systems utilize inverse transport processors to
extract the video signal component of respective programs for
further processing to condition the video component for

20 reproduction.

It is known, from for example, THE SATELLITE BOOK,
A COMPLETE GUIDE TO SATELLITE TV THEORY AND PRACTICE,
Swift Television Publications, 17 Pittsfield, Cricklade, Wilts,
England, that transmitted television signal reception can be

25 [limited to particular subscribers by scrambling the signal. The
limitations may be altered at the will of the broadcaster by
periodically transmitting different entitlement data. The
entitlement data is processed by smart cards located in respective
receivers to generate decryption or descrambling keys, for use by

30 decryption or descrambling devices in only those receivers
entitled to reproduce the associated program material. In a
packet video system of the aforementioned type, entitlement data
may be included in specific packets which are recognizable as
containing such data for easy access by smart card circuitry.

35 A large area broadcast system, such as a direct
broadcast satellite system targeted for North America, will have
very large numbers of subscribers. This number will be so large




may be included in specific packets which are recogni zabl e as contai ni ng
such<data for easy access by smart card circuitry. 35 A | arge
area broadcast system such as a direct broadcast satellite systemtargeted
for North America, will have very |arge nunbers of subscribers. This nunber
w | I=be so | arge 2 as to preclude changing the entitlenment data of
specific receivers on very short notice. Consider, for exanple, that a
broadcaster is 5 required to black out the area local to a sports stadi um
in the event that tickets for the sportidg event are not sold out. This

i nformati on may not be available until inmediately before the event. The
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The present invention is a system/method for layered
entitlement data transmissionfreception. A receiver embodiment
15 includes a packet transport processor for selecting packets having
payloads containing a conditional access payload header and a
remaining payload of entitlement data. Respective payload
headers include groups of bytes which are coded in a manner to
allow or disallow the respective receiver from processing the
20 entitlement data. A conditional access filter preprogrammed with
a subscriber specific conditional access codeword examines
respective byte groupings of the conditional access header for a
match with the subscriber specific conditional access codeword.
Only if a match occurs is the processor permitted to process the
25 entitlement data.
BRIEF DESCRIPTION OF THE DRAWINGS
The invention will be described with reference to the
drawings, wherein:
FIGURE 1 is a pictorial representation of a time
30 division multiplexed packet television signal;
FIGURE 2 is a pictorial representation of respectwe
signal packets;
FIGURE 3 is a block diagram of a receiver for selecting
and processing packets of multiplexed component signals
35 embodying the present invention;




match with the subscriber specific conditional access codeword. Only if a
match occurs is the processor pernmitted to process the 25 entitlenent
dat a. BRI EF DESCRI PTI ON OF THE DRAW NGS The invention will be described
with reference to the drawi ngs, wherein: FIGURE 1 is a pictorial
repré&sentation of a tinme 30 division nultiplexed packet television signal;
FIGURE 2 is a pictorial representation of respective signal packets; FlGJRE
3 is a block diagramof a receiver for selecting and processing packets of
mul ti pl exed conponent signals 35 enbodying the present invention; 3
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FIGURE 8 is a pPREGH

o representation showi ng nenory address formation for

service channel data. Fl GIBEUREIG i€ af bokCliagtan®ofon aleimitivel the nenory
conditional access filter; '

FIGURE 7 is a block diagram of exemplary memory

10 management circuitry which may be implemented for element 17
of FIGURE 3;

FIGURE 8 is a pictorial representation showing

memory address formation for service channel data.

FIGURE 9 is a flow chart of operation of the memory

15 address control.

FIGURE 1 shows a packet signal stream consisting of a

string of boxes which represent signal packets that contain
components of a plurality of different television or interactive
television programs. These program components are assumed to

20 be formed of compressed data and as such the quantity of video
data for respective images is variable. The packets are of fixed
length. Packets with letters having like subscripts represent
components of a single program. For example, Vi, Aj, Dj represent
video, audio and data packets and packets designated Vi, Ay, D1,

25 represent video, audio and data components for program 1, and
V3, As1, A3z, D3, represent video, audio 1, audio 2 and data
components of program 3. The data packets D; may contain e.g.
control data to initiate certain action within a receiver, or they
may include executable code forming an application to be

30 executed by e.g., a microprocessor located within or associated
with a receiver.

In the upper line of the string of packets the

35

respective components of a particular program are shown grouped
together. However there is no necessity of packets from the same
program being grouped as is indicated by the entire string of



1 5 address control. FIGURE 1 shows a packet signal stream consisting of a
string of boxes which represent signal packets that contain conponents of a
plurality of different television or interactive television prograns. These
program conponents are assuned to 20 be fornmed of conpressed data and as
such®the quantity of video data for respective images is variable. The
packets are of fixed length. Packets with letters having |i ke subscripts
represent conponents of a single program For exanple, V[err], Aerr],
Derr] represent video, audio and data ﬁackets and packets designated
Vierr], Alerr], Derr], 25 represent video, audio and data conponents for
program 1, arﬁlck?férr]NOIAﬂ%rth?fP apy rparticydpe rarfler fan) the s10quenete®f audi o 1,
audi o 2 and dajcaufRABONENtesPéctive Wonipohenidle data packets Dferr] may
contain e.g. control data to initiate certain i w thin ecei ver, or
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indicates which of two alternative unscrambling keys is to be

utilized to unscramble scrambled packets. The prefix of every

packet. is packet aligned, thus the location of the respective fields
15 are easily identifiable.

Within every payload is a header which contains a -
continuity count, CC, modulo 16, and a TOGGLE flag bit which are
program component specific. The continuity count is simply a
successive numbering of sequential packets of the same program

20 component. The TOGGLE flag bit is a one bit signal which changes
logic level or toggles on the occurrence of a picture layer start
code in an MPEG compressed video component.

FIGURE 3 illustrates in block form, a portion of a
digital television signal receiver including elements of an inverse

25 transport processor. Signal is detected by an antenna 10 and
applied to a tuner detector, 11, which extracts a particular
frequency band of received signals, and provides baseband
compressed signal in a binary format. The frequency band is
selected by the user through a microprocessor 19 by conventional

30 methods. Nominally broadcast digital signals will have been error
encoded using, for example, Reed-Solomon forward error
correcting (FEC) coding. The baseband signals will thus be applied
to a FEC decoder, 12. The FEC decoder 12 synchronizes the
received video and provides an error corrected stream of signal

35 packets of the type illustrated in FIGURE 1. The FEC 12 may
provide packets at regular intervals, or on demand, by for



exanple includes two 8-bit bytes conprising five fields, four (P, BB, CF,
CS) of which are 1-bit fields, and one (SCID) of which is a 12-bit field.
The SCID field is the signal conponent identifier. 1 0 The field CF
contains a flag to indicate whether the payl oad of the packet is scranbl ed,
and the field CS contains a flag which indicates which of two alternative
unscranbling keys is to be utilized to unscranble scranbl ed packets. The
prefix of every packet is packet aligned, thus the |ocation of the
respective fields 1 5 are easily |dent|f5able Wthin every payload is a
header which contains a continuity count, CC, nodulo 16, and a TOGGLE fl ag
bit which are p’magmicn ausrpone contrpler file. Inheithentcaseia )Pa§l§%intfl’aiﬂ§n§| nply a
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illustrated i n Fompegents threugcS ﬁaym may mclude mformatlon e tﬁlg
15 to, for example, subscnber entitlements. The program guide is a
listing for each program, of the SCID's for the audio, video, data
etc. components of respective programs. The program guide
(packets D4 in FIGURE 1) is assigned a fixed SCID. When power is
applied to the receiver, the microprocessor 19 is programmed to
20 load the SCID associated with the program guide into one of a
bank of similar programmable SCID registers 13. The SCID fields
of the prefix portion of respective detected packets of signal from
the FEC 12 are successively loaded in a further SCID register 14.
The programmable registers and the received SCID register are
25 coupled to respective input ports of a comparator circuit 15, and
the received SCID is compared with the program guide SCID. If
the SCID for a packet matches the program guide SCID, the
comparator 15 conditions a memory controller 17 to route that
packet to a predetermined location in the memory 18 for use by
30 the microprocessor. If the received SCID does not match the
program guide SCID, the corresponding packet-is simply dumped.
The microprocessor waits for a programming
command from the user via an interface 20, which is shown as a
computer keyboard, but which may be a conventional remote '
35 control, or receiver front panel switches. The user may request to
view a program provided on channel 4 (in the vernacular of

have



provi de packets at regular intervals, or on demand, by for 5 exanpl e,
menory controller 17. In either case a packet fram ng or synchroni zing
signal is provided by the FEC circuit, which 5 indicates the tines that
respective packet information is transferred fromthe FEC 12. The detected
fregbiency band may contain a plurality of time division multiplexed
programnms in packet form To be useful, only packets froma single program
shoul d be passed to 10 the further circpit elenents. In this exanple it is
assuned that the user has no knomdedge of whi ch packets to select Thi s
information is cq ranL in itself a pr ogram
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with the progr BRRGGSsers mspestively. The data is recexved at a relatively
constant rate, but the signal processors nominally require input
data in bursts (according to the respective types of decompression
15 for example). The exemplary system of FIGURE 3, first routes the
respective packets to predetermined memory locations in the
common memory 18. Thereafter the respective processors 21-24
request the component packets from the memory 18. Routing the
components through the common memory provides a measure of
20 desired signal data rate buffering or throttling.

The audio, video and data packets are loaded into
respective predetermined memory locations to enable the signal
processors convenient buffered access to the component data. In
order that the payloads of respective component packets are

25 loaded in the appropriate memory areas, the respective SCID
comparators are associated with those memory areas. This
association may be hardwired in the memory controller 17, or the
association may be programmable. If the former, specific ones of
the programmable registers 13 will always be assigned the audio,

30 video and data SCID's respectively. If the latter, the audio, video
and data SCID's may be loaded in any of the programmable
registers 13, and the appropriate association will be programmed
in the memory controller 17 when the respective SCID's are
loaded in the programmable registers.

35 In the steady state, after the program SCID's have
been stored in the programmable registers 13, the SCID's of




b
the .SCID for a packet matches the program guide SCI D, the conparator 15
condictions a nenory controller 17 to route that packet to a predeterm ned
| ocation in the nmenory 18 for use by 30 the mcroprocessor. If the
recei ved SCI D does not match the program guide SCI D, the correspondi ng
packet is sinply dunped. The m croprocessor waits for a progranm ng conmand
fromthe user via an interface 20, which is shown as a conputer keyboard,
but which may be a conventional renote 35, control, or receiver front panel
switches. The user may request to view a Brogran1provided on channel 4 (in

t he vernacular of . 6 analog TV systens). The,mcro cessl., 19 i
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21-24 . be descrambled is determined by the CF flag in the packet prefix,
and how it is to be descrambled (one of two alternative
descrambling keys) is determined by the CS flag. If no SCID
15 match is had for a respective packet, the decryptor may simply be
disabled from passing any data,

The decryptor is programmed with decryption keys
provided by the smart card apparatus 31. The smart card is
responsive to entitlement information contained in particular

20 packets of the program guide to generate appropriate decryption
keys. The system of the present example incorporates two levels
of encryption or program access, entitlement control messages,
ECM's, and entitlement management messages, EMM's. Program
entitlement control and management information is regularly

25 transmitted in packets identifiable with specific SCID's included in
the packet stream comprising the program guide. The ECM
information contained in these packets is used by the smart card
to generate the decryption keys used by the decryptor. The EMM
information included in these packets is used by the subscriber

30 specific smart card to determine program material to which the
subscriber is entitled. EMM entitlement information within these
packets may be made geographically specific, or group specific or
subscriber specific. For example, the present system will include
a modem (not shown) for communicating billing information from

35 the smart card to the program provider, e.g., the satellite
broadcaster. The smart card may be programmed with, for




request the conponent packets fromthe nmenory 18. Routing the conponents

t hrough the conmon nenory provides a neasure of 20 desired signal data
rate buffering or throttling. The audio, video and data packets are | oaded
into respective predeterm ned nenory | ocations to enable the signal
processors conveni ent buffered access to the conponent data. |In order that
t he payl oads of respective conponent packets are 25 |oaded in the
appropriate nenory areas, the respective_SCI D conparators are associ at ed
with those nenory areas. This associ ati of may be hardwired in the nenory
controller 17, or tGS ssoci ati Qn nmay be progra ble. If the former,
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possible to program EMM's on a subscriber basis. A further layer
of coding may be instantly impressed on the entitlement
information by including a conditional access code to
15 permit/prohibit reception of the EMM and ECM data within
respective packets, and thereby allow substantially instant
permission/prohibition to certain programs.
Packet payloads containing the EMM and ECM
entitlement data include a payload header of 128 bits arranged in
20 specially coded 4 groups of 32 bits. Each of the groups is coded
with a conditional access code and each conditional access code
may be coded differently. Each subscriber is assigned a specific
conditional access code. A matched filter or E-code decoder 30, is
arranged to detect a subscriber specific bit pattern within the 128
25 ©bit header. If a match is detected the decoder communicates with
the memory controller 17 and the smart card 31 to make the
remainder of the entitlement payload available to the smart card
(via the memory 18). If a match is not detected, the payload is
not accepted by the specific receiver. The conditional access codes
30 may be periodically changed if the matched filter 30 is made
programmable. These codes may be periodically provided by the
smart card. For more specific details on smart card operation as
related to viewer entitlements the reader is invited to review
Section 25 of THE SATELLITE BOOK, A COMPLETE GUIDE TO
35 SATELLITE TV THEORY AND PRACTICE,.



12 to the menory controller 17 via a signal decryptor 16. Only 1 0 the

si gnal payl oads are scranbled and the packet headers are passed by the
decryptor unaltered. Wether or not a packet is to be descranbled is
determ ned by the CF flag in the packet prefix, and howit is to be

descs anbl ed (one of two alternative descranbling keys) is determ ned by the
CS flag. If no SCID1 5 match is had for a respective packet, the
decryptor may sinply be disabled fron1pa%iing any data. The decryptor is
programed with decryption keys provided Dby the smart card apparatus 31.
The smart card is responsive to entitlenent information contalafd I n
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15 packets which mclude condmonal access information or MPEG
start codes (decoder 30 of FIGURE 3). Whether the decoder 30 is
conditioned to detect entitlement payloads or MPEG start codes is
a function of the SCID currently being received. Im FIGURE 4, it is
assumed that data provided from the decryptor 16 is in 8-bit
20 bytes and packet aligned. That is, the first byte of an entitlement
payload or the first byte of an MPEG start code is aligned precisely
with a particular byte position, e.g., the beginning of a packet
payload, such that for detecting specific header or start
. codewords, their position in the bit/byte stream is precisely
25 known. Data from the decryptor 16 is applied to an 8-bit register
| 250, which has an 8-bit parallel output port coupled to respective
first input connections of a comparator 254 which may be
configured of, for example, a bank of eight two-input exclusive
NOR (XNOR) circuits having respective output connections coupled
30 to an AND gate and a latch. The latch may be a data latch
arranged to latch the results of the AND gate at each byte interval.
A 32-bit MPEG start code is stored as four bytes in an
8-bit register bank 265. Conditional access codes are stored as 8-
bit bytes in a bank of 16 8-bit registers 257. Loading of the
35 register banks 251 and 265 is controlled by the microprocessor 19
andfor by the smart card. The start code registers 265 are



8 exanple, the area code and tel ephone exchange of the receiver |ocation.
The -EMM may i ncl ude data, which when processed by 5 the smart card, wll
entitle or deny reception of particular progranms in particular area codes.
The program provider may want the ability to entitle certain subscribers
with very short lead tinme, as for exanple for pay-per-view prograns. The
i dentification of particular 1 0 subscribers may not. be avail able until
shortly before airing of the parti cul ary gr ogram Wth such short lead tine
it may not be possible to program EMM s On a subscriber basis. A further
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If a match is Yhste st dhe utpuhaalugs exhibited by the respective output
connections of the multiplexer 249, a true signal is generated by
the comparator 254 circuit for the corresponding data byte.
15 For start code detection, the multiplexer 266 is
scanned by the counter 258 to sequentially couple the four
different registers 265 to the comparator in synchronism with the
occurrence of the first four payload data bytes from the decryptor
16. Alternatively, for conditional access code detéction, the
20 multiplexer 257 is scanned by the counter 258 to sequentially
couple different ones of the registers 265 to the comparator
circuit 254.
The output of the comparator circuit is applied to an
accumulate and test circuit 255. The circuit 255 determines if any
25 of a predetermined number of byte matching conditions have
occurred, and if they have, it generates a write enable signal for
the entitlement data in the remaining portion of the particular
payload under examination. In the present system the ,
entitlement payload header contains 128 bits arranged in four 32-
30 Dbit conditional access codes. The conditional access filters 30 of
different subscribers will be arranged to look for different
combinations of bytes of the 128 bits. For example one subscriber
apparatus may be arranged to match the first four bytes of the
conditional access codes. Another subscriber apparatus may be
35 arranged to match the second four bytes of the conditional access
codes and so forth. In either of these exemplary situations the



not accepted by the specific receiver. The conditional access codes 3 0

may be periodically changed if the matched filter 30 is nmade programrabl e.
These codes nmay be periodically provided by the smart card. For nore
specific details on smart card operation as related to viewer entitlenents
the reader is invited to review Section 25 of THE SATELLI TE BOOK, A
COWPLETE GUIDE TO 3 5 SATELITE TV THEORY AND PRACTI CE, . 9 The matched
filter or E-code decoder is arranged to pgrforma second function, which is
to detect particular MPEG 5 video headers. These headers are 32-bit start

codes, (whi ch | Sirtiiery’ o 93309«1 "geBARAB! 87 maRi hh¢BRBrRYYkGade are coded
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" four registers to hold the subscriber specific conditional access
code, and these registers may be repeatedly scanned, modulo four,
15 through the 128 bits of the entitiement payload header.

It is not practical to transmit each of the 232 possible
entitlement codes for every function, as this would undesirably
limit the system bandwidth for other services and would also
simply take too much time. This limitation may be somewhat

20 alleviated by arranging the conditional access code according to
some logical groupings, wherein the groupings are defined by
three bytes of respective four byte conditional access codes. In
this manner all subscribers in a group may be addressed by
conditioning respective receivers of the group to ignore one byte

25 of the four byte conditional access code. In this instance each four
byte access code will represent 256 subscribers. The filter
conditioning is effected by sending for example all zeroes in the
first four byte positions and arranging the conditional access filter
to detect this condition. If the condition is satisfied, the

30 conditional access filter is electrically restructured to detect a
match of only three bytes of respective groups of four bytes.

A third variant is provided to permit all subscribers
conditional access. This is effected by coding the entitlement
payload header with all zeroes (or all ones). The conditional

35 access filter is therefore arranged to also include an all zero
detector (elements 261-263).




payl oad or the first byte of an MPEG start code is aligned precisely with a
particul ar byte position, e.g., the beginning of a packet payl oad, such
that for detecting specific header or start codewords, their position in
the bit/byte streamis precisely 25 known. Data fromthe decryptor 16 is
appFied to an 8-bit register 250, which has an 8-bit parallel output port
coupled to respective first input connections of a conparator 254 which may
be configured of, for exanple, a bank gf ei ght two-input exclusive NOR
(XNOR) circuits having respective outp 2 connect i ons coupled 30 to an AND
gate and a latch. The | gjch_nmay ge a data latch arranged . to |atch the
results of the AND gate ke Pishobyeepachver saiving, bytesiof AMRA®: art code i s

stored as foucobpledstd respecfivediterminglssofrthbagibiP @R gaedia3, orifl agccess

Coadi ng. of 't naigedt, it bit is 148 e "uis 08 Bhie 263 ddbrai Bl o
m cropr ocessoﬁ“llgltang‘héromput rE theOR gate R63Tike coupled toodre inputsofas 265
Scoess codo T g arors O bt BRI ok A ucgdandniecoll? AL SO0
gtcgﬁts ;grts %?hﬁf@ REAREE .Voﬁ'grtg the dafasinpy Wah@ﬁ?‘é‘dt?rggaaﬁv\ﬁft% one
mul ti pl exer 22typedgicbt26de olheD-typmbatchiisnclocked ihy the tinpingxeircito are
compar at o 255 (N roRbiAg RN b ShEeTof TREbmIRY Uakd Ul IPAY) vers
243? 257 and g’é%(l raélylog m@-‘ﬁ#f @8%% .i? 9?°“f§1@'¥ttsﬁstggcﬁmi§/é?§?és{sp
exhi bi ted at tzhlogie anscithe datsht Pt widhaxhibitoadogic phe atdls Q-ontpB0 are
correspondi nglyatfl e next reset pulse. The Q-output of latch 261 is coupled to
an inverter which exhibits a zero output level whenever the latch
15 exhibits a one output level. Thus, if after the 128 bits (16 bytes)
of the header have been passed through register 250, the output
of the inverter is high, then the 128 bits are zero valued. The
latch is reset prior to the reception of each new payload.
Responsive to detection of a high output level from the inverter
20 after passage of the entitlement payload header, the circuitry 255
will generate a data write enable signal.
FIGURE 5 is a flow chart of the operation of the
conditional access filter 30. The process is started by the
detection of the associated SCID. Once the appropriate SCID has
25 been detected the payload is applied {300} to the filter 30. A
comparison {302} is made of the first four bytes of the header
with the subscriber specific conditional access code. If a match
occurs, an entitlement data write enable is generated {310}. If not
the first four bytes are examined {306} for all zeroes. If all zeroes
30 are not detected, the second four bytes of the header are
compared {308) with the subscriber specific conditional access
code. If they match (312}, a write enable is generated (310}, If
not the third set of four bytes is compared {314} with the
subscriber specific conditional access code. If they match {316}, a
35 write enable is generated {310). If not, the fourth set of four
bytes is compared {317} with the subscriber specific conditional




séne as the output values exhibited by the respective output connections of
the rmultiplexer 249, a true signal is generated by the conparator 254
.circuit for the correspondi ng data byte. 15 For start code
detection, the nultiplexer 266 is scanned by the counter 258 to
sequentially couple the four different registers 265 to the conparator in
synchronismw th the occurrence of the first four payl.oad data bytes from
the decryptor 16. Alternatively, for condjtional access code detection, the
20 multiplexer 257 is scanned by the c ter 258 to sequentially couple
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occurred for the At step {306]) if the first four bytes are all zeroes,

three of the second four bytes of the header are compared {354}

15 with the subscriber specific conditional access code. In the
FIGURE 4 apparatus this may be accomplished by arranging the
element 255 to look for three matches for exclusive groups of four
bytes. If three of the four bytes match {326} a write enable is
generated {322) and if not, three of the third set of four header

20 bytes are compared {330} with the subscriber specific conditional
access code. If three of the four bytes match {332}, a write enable
is generated {322}, and if not ,three of the last four bytes are
compared {336} with the subscriber specific conditional access
code. If they match, a write enable is generated{322} and if not

25 the all zero condition is examined {320].

Note a further level of detection may be incorporated
similar to the steps {324-340)} where only two of respective
groups of four bytes are matched. This may be conditioned by
arranging the first eight bytes to be all zeroes or the first four

30 ©bytes to be all ones, for example. In this instance the respective
groups being enabled by the conditional access codes becomes '
much larger. '

Regarding storing entitlement payloads in the memory
18, the system writes the payload header to memory as it is

35 received and examined for conditional access codes. If a
conditional access code is detected, the write enable which is




appropriate four consecutive bytes. 5 The use of 16 registers
i n the bank for a subscriber specific conditional access codes sonewhat
sinplifies the circuit structure. Since each subscriber has a four byte
condi tional access code, the code nay be | oaded four tinmes in the set of 16
regi sters. At the transmtter, the broadcaster need not then be concerned 1
O about the relative location, with respect to the .four groups of four
bytes, of the conditional access codes ?elng transmtted. An alternative
arrangenment may incorporate only a single group of four registers to hold
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permt all sugsﬁtsittf@tsof 1nputs of a multiplexer 298, The subscriber specific
conditional access code is stored in a second register bank 299,
which have respective output ports coupled to a second set of
inputs to the multiplexer 298. The multiplexer 298 has a set of
outputs connected to respective first 8-bit input ports of
20 comparators 270-273. Whether the output ports of registers 265
or 299 are coupled to the comparators is controlled by the
accumulate and test circuitry 297 responsive to the upC.
Input bytes from the decryptor 16 are coupled to the
parallel/serial registers 274-277. The respective registers 274-
25 277 have parallel output ports coupled respectively to second
8-bit input ports of the comparators 270-273. The system is
timed such that four successive bytes of the input signal are
currently loaded into the registers 274-277. The output terminals
of the comparators are coupled to the accumulate and test circuit
30 297 via respective OR gates 278-281. Second input terminals of
the OR circuits are coupled to respective control output
connections of the accumulate and test circuit 297,
As in the FIGURE 4 apparatus, the apparatus of FIGURE
6 includes an all zeroes detector 261-263 for detecting all zeroes
35 in the first four bytes and all sixteen bytes.
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condi tional access. This is effected by coding the entitlement payl oad
header with all zeroes (or all ones). The conditional 3 5 access filter is
therefore arranged to also include an all zero detector (elenments 261-263).
12 The bits of respective arriving bytes of data are coupled to respective
terntnals of the 8-bit OR gate 263. If any 5 one of the bits is a logic
one the OR gate 263 generates a |ogic one output. The output of the OR gate
263 is coupled to one input of a two-in OR gate 262, which has an out put
and second i nput coupled respectively to the data-input and Q out put
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gate to a logic one, effectively forcing a match from the associated
comparator.  Conditional access code detection is then performed
15 on successive exclusive groups of four bytes as for four byte
detection.

For start code detection, the control lines of all of the
OR gates are held at a logic zero. Input bytes are sequentially
applied to the cascade connection of registers 274-277 and a test

20 for match with the start code stored in the registers 265 is made
on each successive inclusive set of four input bytes.

FIGURE 7 illustrates exemplary apparatus for the
memory controller 17 shown in FIGURE 3. Each program
component is stored in a different contiguous block of the memory

25 18, In addition other data, such as data generated by the
microprocessor 19 or the Smart Card (not shown) may be stored
in the memory 18, _

. Addresses are applied to the memory 18 by a
multiplexor 105, and input data is applied to the memory 18 by a

30 multiplexor 99. Output data from the memory management
circuitry is provided to the signal processors by a further
multiplexor 104. Output data provided by the multiplexor 104 is
derived from the microprocessor 19, the memory 18 or directly
from the multiplexor 99. Program data is presumed to be of

35 standard picture resolution and quality, and occurring at a
particular data rate. On the other hand high definition television



detection of the associated SCID. Once the appropriate SCID has 25 been
deteeted the payload is applied (300) to the filter 30. A conparison {302}
is made of the first four bytes of the header with the subscriber specific
conditional access code. If a match occurs, an entitlenent data wite
enabte is generated {310}. If not the first four bytes are exam ned {306}
for all zeroes. If all zeroes 30 are not detected, the second four bytes
of the header are conpared {308} wth the subscriber specific conditional
access code. If they match {312}, a wite enable is generated {310}. If not
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(decompressor) to suspend processing until detection of a
predetermined codeword such as a start code, and then to resume

15 processing in accordance with the e.g. start code.

Memory addresses are provided to the multiplexor

105, from program addressing circuitry 79-97, from the-
microprocessor 19, from the Smart Card apparatus 31 and from
the auxiliary packet address counter 78. Selection of the particular

20 address at any particular time period is controlled by a direct
memory access DMA, circuit 98. The SCID control signals from the
comparator 15 and "data needed" signals from respective signal
processors are applied to the DMA 98, and responsive thereto,
memory access contention is arbitrated. The DMA 98 cooperates

25 with a Service Pointer Controller 93, to provide the appropriate
read or writc addresses for respective program signal
components,

The respective addresses for the various signal

component memory blocks are generated by four groups of

30 program component or service pointer registers 83, 87, 88, and
92. The starting pointers for respective blocks of memory, into
which respective signal components are stored, are contained in
registers 87 for the respective signal components. The start
pointers may be fixed values, or they may be calculated by

35 conventional memory management methods in the microprocessor
190



15 .With the subscriber specific conditional access code. In the FIGURE 4
appafatus this may be acconplished by arranging the el enment 255 to | ook for
three matches for exclusive groups of four bytes. If three of the four
bytes match {326} a wite enable is generated {322} and if not, three of
the third set of four header 20 bytes are conpared {330} with the

subscri ber specific conditional access code. If three of the four bytes
match {332}, a wite enable is generated {322}, and if not ,three of the

| ast four bytes are conpared {336} with }%e subscri ber specific conditional
access code. |If they match, a wite enable is generated%322 and if not 25
the all zero condition i $osxters det thellest adgress moff gespestive cblorkrargiet ect i on
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There is a service head register for each potential program
component. A write or head pointer value is stored in a register
83, and provided to the address multiplexor 105 during a memory
15 write cycle. The head pointer is also coupled to the adder 80,
wherein it is incremented by one unit, and the incremented
pointer is stored in the appropriate register 83 for the next write
cycle. The registers 83 are selected by the service pointer
controller, 93, for the appropriate program component currently
20 being serviced.
In this example it is assumed that the start and end
pointers are 16-bit pointers. The registers 83 provides 16 bit
write or head pointers. 16-bit pointers were selected to facilitate
use of 16-bit or 8-bit busses for loading the start and end pointers
25 in the registers 87 and 88, The memory 18, on the other hand,
has 18-bit addresses. The 18-bit write addresses are formed by
concatenating the two most significant bits of the start pointers to
the 16-bit head pointers, with the start pointer bits in the most
significant bit positions of the combined 18-bit write address. The
30 start pointers are provided by the respective registers 87 to the
service pointer controller 93. The service pointer controller
parses the more significant start pointer bits from the start
pointers stored in registers 87, and associates these bits with the
16-bit head pointer bus. This is illustrated by the bus 96 shown
35 ©being combined with the head pointer bus exiting the multiplexor
85, and by FIGURE 8 with reference to the bold arrows.

\



t he payload is not witten to nmenory, and the menory address for a
condiétional access payload is reset to overwite the 16 bytes of payl oad
conditional access header. FIGURE 6 is an alternative conditional access
filter 10 which conpares as many as 32 bits (four bytes) at a tine. This
pernits detection of start codes without foreknow edge of the byte position
of the start code. The start code is stored in 8-bit registers 265. (Ei ght
bit registers are used because an 8-bit ,[err] PC bus is enployed.) The

out put ports of the registers are couplééfto 15 afirst set of inputs of

a multiplexer 298. The b t(ﬁ%s cific conditi cce
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15 tail pointer is also coupled to the adder 79, wherein it is
incremented by one unit, and the incremented pointer is stored in
the appropriate register 92 for the next read cycle. The registers
92 are selected by the service pointer controller, 93, for the
appropriate program component currently being serviced.

20 The registers 92 provides 16 bit tail pointers. 18-bit
read addresses are formed by concatenating the two most
significant bits of the start pointers to the 16-bit tail pointers,
with the start pointer bits in the most significant bit positions of
the combined 18-bit write address. The service pointer controller

25 parses the more significant start pointer bits from the start
pointers stored in registers 87, and associates these bits with the
16-bit tail pointer bus. This is illustrated by the bus 94 shown
being combined with the tail pointer bus exiting the multiplexor
90. :

30 Data is stored in the memory 18 at the calculated
address. After storing a byte of data, the head pointer is
incremented by one and compared to the end pointer for this
program component, and if they are equal the more significant
bits of the head pointer are replaced with the lower 14 bits of the

35 start pointer and zeros are placed in the lower two bit positions of
the head pointer portion of the address. This is illustrated in



35 inthe first four bytes and all sixteen bytes. 15 For four byte
conditi onal access code detection, successive exclusive groups of four
bytés are loaded into the 5 registers 274-277 and tested against the
subscri ber specific conditional access code contained in the registers 299.
If all four conparators detect a match, the AND gate 283 produces a logic
one indicating a match. |If one of the conparators fails to detect a match
the AND gate produces a |logic zero. For gtdiree out of sets of 1 0O four

i nput byte conditional access code detection, the accunul ate and test
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‘ within a block.
If the head pointer ever equals the tail pointer (used
15 to indicate where to read data from the memory 18) a signal is
sent to the interrupt section of the microprocessor to indicate that
a head-tail crash has occurred. Further writing to the memory 18
from this program channel is disabled until the microprocessor re-
enables the channel. This case is very rare and should not occur
20 in normal operation.
Data is retrieved from the memory 18 at the request
of the respective signal processors, at addresses calculated by the
adder 79 and registers 92. After reading a byte of stored data,
the tail pointer is incremented by one unit and compared to the
25 end pointer for this logical channel in the service pointer
controller 93. If the tail and end pointers are equal then the more
significant bits of the tail pointer are replaced with the lower 14
bits of the start pointer and zeros are placed in the lower two bit
positions of the tail pointer portion of the address. This is
30 illustrated by the arrow 95 emanating from controller 93 and
pointing to the tail pointer bus from the multiplexor 90. If the tail
pointer is now equal to the head pointer, then the respective
memory block is defined as empty and no more bytes will be sent
to the associated signal processor until more data is received from
35 the FEC for this program channel. The actual replacement of the
head or tail pointer portions of the respective write or read



in the nenory 18. Addresses are applied to the nenory 18 by a nul ti pl exor
105,» and input data is applied to the nenory 18 by a 30 nultiplexor 99.

Qut put data fromthe nmenory managenent circuitry is provided to the signal
processors by a further multiplexor 104. Qutput data provided by the

mul ti pl exor 104 is derived fromthe m croprocessor 19, the nmenory 18 or
directly fromthe nultiplexor 99. Programdata is presuned to be of 3 5
standard picture resolution and qualit and occurring at a particular data
rate. On the other hand high definition tel evision 16 signals, HDTV,

whi ch b i &/, tly high
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FIGURE 7, there are four types of apparatus which may access the
memory. These are Smart Card, the FEC 12 (more precisely the
15 decryptor 16), the microprocessor 19 and the application devices
such as the audio and video processors. Memory contention is
handled in the following manner. The DMA, responsive to data
requests from the various processing elements listed above,
allocates blocks of memory for respective program components.
20 Access to the memory is provided in 95 nS time slots during
which a byte of data is read from or written to the memory 18.
There are two major modes of access allocation, defined by "FEC
Providing Data", or "FEC Not Providing Data" respectively. For each
of these modes the time slots are allocated and prioritized as
25 follows, assuming a maximum FEC data rate of 5 Mbytes/second,
or one byte for each 200 nS. These are:
EEC Providing Data
1) FEC data write;
2) Application device -read/Microprocessor read/write;
30 3) FEC data write;
4) Microprocessor read/write;
and for
EEC Not Providing Data
1) Smart Card read/write;
35 2) Application device read/Microprocessor read/write;
3 )Smart Card read/write;



m croprocessor 19, fromthe Smart Card apparatus 31 and fromthe auxiliary
packet address counter 78. Selection of the particular 20 address at any
pargicular time period is controlled by a direct menory access DVA, circuit
98. The SCID control signals fromthe conparator 15 and "data needed”
signals fromrespective signal processors are applied to the DVA 98, and
responsi ve thereto, nenory access contention is arbitrated. The DVA 98
cooperates 25 with a Service Pointer C0£Lrol l er 93, to provide the
appropriate read or wite addresses for spective program signal
conmponents. The, respective addresses for the various signal conponent
menory bl ocks afk bﬁﬁ@i’&%‘?ﬁsﬁy A WESups of 30 program conponent or
servi ce poi nt er Beemiset BEE 8&a @TitesS8anm dbed defefied, sharFEG(gqpomoter s f or

respective oc P;Temar | \A/q,gﬁ#h r Ll Vv [ are
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The start poi nt BICEQFYyagress | duing, spok 200, 08 ptprvaly dterppte time glaty 35
conventional neag yhardaby e ?liba@éniﬁﬁm ahdr ther osiesoprocdslor. 17

of servi ce regi SAgS WA LERS, Gheal TRERSE Z@EP@@C@“%?%?;%@%%QREEE e
Sinilar to the Bieropregssesdesprovidedents of thes applieation dimeeslotse fixed
val ues or thgy may be calThd Tontrollel WSS cBiviiiested ywithethel SCODr ocessor 19.
iUtS| ng ca\l cul at egc&%{olfe?‘o f(gter%i%t ‘{Wﬂ%:har(])g ﬁlréd r&%’egﬁ% SSt'a?t, Fi{e%‘he&ﬁ& delﬁie cause
pointer registers to access for memory write operations. The
controller 93 communicates with the DMA to determine which of
the start, end and tail registers to access for memory read
15 operations. The DMA 98 controls selection of the corresponding
addresses and data by the multiplexers 99, 104 and 105.
FIGURE 9 illustrates an exemplary flow chart of the
DMA 98 memory access process. The DMA responds {200} to
detection or non detection of a received packet via detection of
20 SCID's. If a SCID has been detected indicating the presence of data
from the decryptor 16 to be written to memory, one byte of
program data from the decryptor is written {201} to the buffer
memory 18. The block of memory to which it is written is
determined by the processor 93 responsive to the current SCID.
25 Next the DMA determines {202} if any of the program component
processors, including the smart card and pPC are requesting data
or read/write (R/W) access to the memory 18. If no data requests
are made on the DMA the process returns to step {200}. If a data
R/W request has been made, the DMA determines {203} the
30 priority of the request. This will be accomplished by a
conventional interrupt routine or alternatively, by sequential one
byte service in an arbitrary order of those program processors
requesting data. For example, assume that an arbitrary order of
access priority is video, audio I, audio II. smart card, and uPC.
35 Assume also that only the video, audio II and pPC are requesting
memory access. During the current operation of step {203} a byte

\



provides a nore versatile systemwth less nenory. 1 0 The
menory wite pointers or head pointers are generated by the adder 80 and

t hepservice head registers 83. There is a service head register for each
potential program conponent. A wite or head pointer value is stored in a
register 83, and provided to the address multiplexor 105 during a nenory 1
5 wite cycle. The head pointer is also coupled to the adder 80, wherein
it is incremented by one unit,” and the hpcrenented pointer is stored in the
appropriate register 83 for the next wite cycle The registers 83 are
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nost si gni fi catte lsniast oard laad SiPCt r@dpectiesly, | tlﬁltt h@drkesdsl foﬁeﬁdledml nters,
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conbi ned 18- bi ?R%Ir g Hetam gﬁll@e #° agql p‘%& éﬁ% %@3‘% 8\9?@8 by the
respect i vel Qegma@:gsmtt d80nB3kervi ce pointer controller 93 The service
poi nter controller par se@nédg rmﬁ@ §¢@l§gfh@aagerst@{g{bmﬁe@tgnsql tthef rom t he

To-bi t “head- pofsBbTE ArdskflBlegessar s, B a”dé%%izﬁbﬁie%ﬁéh% hroBs " et ng
conbi ned wi th ddata Ngittepdontasrreadsfroni miemorynd 8nuNaxs| @ xte 8 datad by
FIGURE 8 with FriRrBCEedrPpidrel #qs AwAfteR 205} to memory. A check {206}
15 is made to determine if the pPC is requesting access. If the uPC is
requesting access, it is serviced (207} with one byte of data. If
the pPC is not requesting access the process jumps to step {202} to
determine if any of the program processors are requesting access.
In this manner the incoming data is always guaranteed access to
20 every other memory access period, and the intervening memory
access periods are spread amongst the program processors.
If data is not presently available from the decryptor
16, ie. an SCID is not currently detected, the process (208-216} is
followed. First the smart card is examined (208} to determine if it
25 is requesting memory access. If it is, it is given a one byte
memory access {209}, else a check is made {210} to determine if
any of the program processors is requesting memory access. If a
data R/W request has been made, the DMA determines {211} the
priority of the request. The appropriate processor is serviced
30 {212} with a one byte memory read or write access. If a data
R/W request has not been made by the program processors, the
process jumps to step {213} where a test is performed to
determine if the smart card is requesting memory access. If it is
it is serviced {216} with a one byte memory access, else the
35 process jumps to step {200].



18 In FIGURE 8, the top mddle and bottomrows of boxes represent the bits
of a=start pointer, an address and a head or tail 5 poi nter respectively.
Thehi gher nunbered boxes represent nore significant bit positions. The
arrows indicate fromwhich bit positions of the start or head/tail pointers
the fespective bits of an address are derived. In this derivation the bold
arrows represent steady state operation. 1 0 . Simlarly, nmenory
read pointers or tail pointers are genergaged by the adder 79 and the
service tail registers 92. There is a service tail register for each

potential program conpongptshofld elﬁ',dreéoéxﬂiéd Rﬁétmiﬁrth\éagﬂfseh§ prefRY 10 a
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conponent curreH’qu}'amar@esgﬁﬁ daghing) within the DMA 1apparaiys sand dsgo

provi fles éL-G bi Esubged:t pwibeiny s:hang]i& bytthbeaECaddksemmomfd éarhandtliey o
concat enatl ng r 0] e
16-bit tail_ poi é%t\gplﬂﬁﬁnﬁ &éwgt Qf@a%%‘{&a&in tg&ﬁéet%he x@{)'ﬂ{é gnl | cant
bit positioh@ oWillhbe ssapensive s- mt@raqm edasaideeperformeats d9ast da partnt er

control ler 25 tipaleractive oporetion.gnli itkisniols!t tiel pP@ N9ewilbiyss fheom Lheh
Toobit tail poi HHioty 48 bERThE Bpfei Gl iane bl Sl iEs Tublsbiy el
combi ned with tﬁaewamstwcﬁt dhe pspstemi ppwgtqmmm chapgexihe memory
access priority to provide the pPC 19 with memory access of
15 greater frequency. The reprogramming of memory access priority
may be included as a subset of interactive application instructions.
It is advantageous to insert media error codes into the
video component signal stream when packets are lost, to condition
the video signal decompressor to suspend decompression until a
20 particular signal entry point occurs in the data stream. It is not
practical to predict where and in which video packet the next
entry point may occur. In order to find the next entry point as
fast as possible, it is necessary to include a media error code at
the beginning of the first video packet after detection that a
25 packet is lost. The circuitry of FIGURE 7 places a media error code
at the beginning of every video packet and then excises the media
error code in respective packets if there is no loss of a preceding
packet, The media error code is inserted in the first M memory
address locations reserved for the current video packet payload,
30 by writing to memory 18 for M write cycles prior to the video
payload arriving from the decryptor. Concurrently the multiplexor
99 is conditioned by the DMA 98, to apply the media error code
from the source 100 to the memory 18 I/O. M is simply the
integer number of memory locations required to store the media
35 emor code. Assuming the memory to store 8-bit bytes, and the
media error code to be 32 bits, M will equal 4.



90. 30 Data is stored in the nenory 18 at the cal cul ated
addréss. After storing a byte of data, the head pointer is increnented by
onefand conpared to the end pointer for this program conponent, and if they
are equal the nore significant bits of the head pointer are replaced with
the lTower 14 bits of the 3 5 start pointer and zeros are placed in the

| ower two bit positions of the head pointer portion of the address. This is
illustrated in 19 FIGURE 8 with refeRdnce to the hatched arrows between
the start pointers and the address. This operation is illustrated by the 5
arrow 97 pointing from tFe addmss&s }fon rlbadmgom‘er etddid é}?ox{ Qodd&nhead

poi nter bus fr t application of the
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mermory | ocat i olPS#iORS nthat bvewld otkermise Hreadoadsdntveith evideo ecompenérte t ai |
T onal | S RNt o ake Mok e ick? VEBea kAL STbintS RN ot o
tSIhg'?aa LZa%g?an)ﬁgélg\f eﬂfgo%‘&%ﬁiri’ EheFlYF‘f‘H)e eﬁ?l?‘?‘ﬂ Tt o engdey 18 from
this program ch@ﬁh’ﬁ&esl gredicoupledd intot ah Mhstage cdelpy oeleamat 84:- serthht es t he
channel . This patrdidftelyeaftef ¥h8 RIPF B3O W IO IMEHT Yerror code is stored
in the memory 18, the first of the M addresses is available at the
output of the delay element 84.
15 The timing of the loading of the media error code into
memory coincides with the determination of a lost packet. Packet
error or loss detection is performed by an error detector 101
which is responsive to the CC and HD data of the current packet.
If a packet loss is detected, the video component of the
20 current packet is stored in memory 18, starting at the next or
(M+1)th  address location. This is accomplished by conditioning
the multiplexer 85 to continue to pass undelayed head pointers
from the appropriate register 83. Alternatively, if a packet loss is
not detected, the first M bytes of the video component in the
25 current packet are stored in the memory locations in which the
media error code was immediately previously stored.
Packet error or loss detection is performed by an error
detector 101 which is responsive to the CC and HD data of the
current packet. The detector 101 examines the continuity count
30 CC in the current packet to determine if it differs from the CC of
the previous packet by one unit. In addition the TOGGLE bit in the
current packet is examined to determine if it exhibits the proper
state for the respective video frame. If the CC value is incorrect,
the state of the TOGGLE bit is examined. Depending if one or both
35 of the CC and TOGGLE bit are in error, first or second modes of
error remediation are instituted respectively. In the second



20 in normal operation. Data is retrieved fromthe nmenory 18 at the
request of the respective signal processors, at addresses cal cul ated by the
adder 79 and registers 92. After reading a byte of stored data, the tail

poi nter is incremented by one unit and conpared to the 25 end pointer for
thi s | ogi cal channel in the service pointer controller 93. If the tail and
end pointers are equal then the nore significant bits of the tail pointer
are replaced with the lower 14 bits of th® start pointer and zeros are
placed in the ower two bit positions of the tail pointer portion of the
address. This imodé, initihtedt bptteth IGCtdhd TOGULBSbiesvbeitg egoheaus, ahat rol | er

93 and pointing . to the tail..pojnter r k XQr s I f the
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el ements 9F @nqalgat theie ‘tﬁ%&‘ﬁ’f&siﬂfog?a%@ # of 4l 1%¥9P8nd and write
cycles. Scheduling is dederidsnbeerpdounddbhbe pardcwadylefficient t@ provi di ng
data to'be withaiddh TRENptedh §Rh tfdEGHEa8RID detector, the decryptor,
A the addressing circuitry, the conditional access filter, and the
smart card interface are all included on a single integrated circuit.
15 ‘This limits the number of external paths which may lead to
critical timing constraints.




wite operations take precedence so that no incom ng signal conponent data

Is Lost. In the exenplary apparatus illustrated in\F#GJRl:?,\ttrfg;gre f our
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12 (nore precisely the 1 5 decryptor 16), th 19’and
thes application devices such as the audi o and vide lﬁ nory
contention is handled in the follow ng anner. The Y egpois to data
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compressed video data start codes in payloads of selected packets
containing compressed video data, and programmed in a second
mode to detect predetermined conditional access codes in payloads of
selected packets containing entitlement data.

2. The apparatus set forth in claim 1, wherein said compressed
video data start codes are MPEG video data start codes.

3 The apparatus set forth in claim 1, wherein said matched
filter includes a comparator for comparing N-bytes of said payload
with N-bytes of programmed data, N a positive integer.

4. The apparatus set forth in claim 3, wherein said compressed
video data start codes are MPEG video data start codes.

5. In a receiver for processing a packet signal including at least
packets identifiable as containing compressed video data and packets
identifiable as containing entitlement data, a method of processing
said packet signal comprising:

providing said packet signal;

providing a programmable packet selector;

providing a matched filter for determmmg predetemmed
signal patterns;

programming said packet selector to select packets containing
compressed video data in a first mode, and to select packets
containing said entitiement data in a second mode;

programming said matched filter to recognize video data start
codes within payloads of compressed video data in said first mode,
and programming said ndatched filter to recognize conditional access
codes in payloads of said entitlement data in said second mode.

6. The method set forth in claim S, wherein said matched filter
is programmed to recognize MPEG start codes in said first mode.



21 4) Mcroprocessor read/wite. Because FEC data wites cannot be
deferred, the FEC (or nore 5 correctly the decryptor), when providing data
nmust, be guaranteed nenory access during each 200 nS interval. Alternate
time slots are shared by the application devices and the m croprocessor.
Where there is no data avail able for the requesting devices, the

m croprocessor is provided use of the agzl ication tine slots. 10

The Controller 93 conmunicates with the SCID detector to determ ne which of
the respective Start, head and end pointer registers to access for nenory
wite operations. The controller 93 conmmunicates with the DVA to determ ne
whi ch of the start, end and tail registers to access for nenory read 15
operations. The DVA 98 controls selection of the correspondi ng addresses
and data by the nul CONDEREONADOACUESS aINFORMAT TONGHRRANGEMENT r at es an

exenplary flow chart of the WCFMB%SCH)SM The DMA responds
tection o

{200} to detection or non de a recei ved packet via detection of
20 SCIDs. If a SCID has been detected indicating the presence of data
fromthe decfyptor 16 to Appardtus ein @o recmivery, farn«prbgﬂssitrg‘ tmnsgnabﬂdata

fromthe decrypte‘ﬁht!e?né’ift' EBﬁ&oI A &rrﬂ&&{‘eé&%ﬁ& d"‘;igg ¢ bl ock of

menory to which sor nypsnSI ve

Lo the current SEpessson (kb 199 famaelective figes {paskets; haymg g2
program corrponerdonmmh@wmndiﬁmiamamss haytomt theader aﬂd al eemdiitngr e

Savent oS, SR el B BRTRAY Mg RS,

R/ Wrequest 1fas SI@EHS mfabyteshwh Eﬂmathéﬂ nesa{tne@}crt FQ: %’rﬂ’éﬂut"y of’

the request. ThitheWdspebveceesiver sfioth Rirofessing the entitlement data.
conditional access filter (30) preprogrammed with a subscnber
specific conditional access codeword examines. respective byte
groupings of the conditional access header for a match with the

15 subscriber specific conditional access codeword. Only if a match

occurs is the processor permitted to process (17,18,21-24) the
entitlement data. The entitlement data is thereafter utilized to
generate (31) decryption keys for descrambling (16) portions of
the transmitted signal.

20

Figure 3



conventional interrupt routine or alternatively, by sequential one byte
sersvice in an arbitrary order of those program processors requesting data.
For exanple, assume that an arbitrary order of access priority is video,

audio I, audio Il, smart card, and [err]PC. 3 5 Assune also that only the
video, audio Il and [err]PC are requesting nenory access. During the
current operation of step {203} a byte 22 of video will be read from
menory. During the next operation of step {203} a byte of audio Il wll be

read fromnmenory, and 5 During the next subsequent occurrence of step
{203} a byte of [err]PC data will be witten to- or read fromnenory 18 and
so forth. Note that addresses for ,spart card and [err] PC access are

provi ded bpgthe smart card and [eﬂ PC respectivel ypg but addresses for

vi deo, audi nd program gui de are iyaila?le fromtheg address pointer 10
arr angenent¥ {88RD3} . “Once priorlty c®s | has been eX abl i shed {203}, the
requi sit ey \4 b5 A6 3iVq ¢ 344 % byte of data witten
to- or rea romnenory 18. a romthg decryptor 16 is
witten B et Ted 0 determne if the
[err] PC \s . rr]PCis requesting access, it is
servi ced ¥R VHIALY p{ot- requesti ng
access the p%&‘%@én&m% [ ESLE y of the program
processors are requesting accB¥E "1 n this mann e incomng data is

al ways guaranteed access to 20 every other nenn??‘access period, and the

i nterveni g WEDY" Y acPROGRAM¥ SENARCOMPONERY PACREDS! the program
PrOCESSOTYVyAal0s)  PROGRAM #2 SIGNAL COMPONENT PACKETS
[Vs]As1 [A32]D3] PROGRAM #3 SIGNAL COMPONENT PACKETS  FIG. 1
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|f data is not presently available fromthe decryptor 16, i.e. an SCID is
not eurrently detected, the process {208-216} is followed. First the smart
carg is exam ned {208} to determne if it 25 1is requesting nenory access.
If it is, it is given a one byte nmenory access {209}, else a check is nade
{210% to determne if any of the program processors is requesting nenory
access. If a data RFWrequest has been nmade, the DVA determ nes {211} the
priority of the request. The appropriate processor is serviced 3 0 {212}
with a one byte nenory read or wite access. If a data R 'Wrequest has not
been nade by the program processors, the process junps to step {213} where
a test is perfornmed to determne if the smart card is requesting menory
access. If it is it is serviced {2f8} with a one byte menory access, else
the 3 5 process junps to step {200}. 23 It should be recognized that in
the present preferred exanple, when in the "FEC Not Providing Data" node,
the smart 5 card is provid ar ACGlss precedence oger all other
program processors. This pi+df) tiy o N®® i nto a progranmmabl e state
machine within the DVA app# - )| t 0 bei ng changed by the
[err] PC. As nentfoNed ear] ended to provide

I nteractive s I cey, an Bl | be responsive to

i nteractive d o\perform he interactive operation. In
this role, th 19 wi 18 both for application

st or age ‘and nory. - ‘ , syst em oper at or may
change the ne
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access priority to provide the [err]PC 19 with nenory access of 1 5

gread er frequency. The reprogramm ng of nenory access priority nmay be

i nclsuded as a subset of interactive application instructions. It is

advant ageous to insert nmedia error codes into the video conponent signal
stream when packets are lost, to condition the video signal deconpressor to
suspend deconpression until a 20 particular signal entry point occurs in
the dat.a stream It is not practical to predict where and in which video
packet the next entry point may occur. In order to find the next entry
point as fast as possible, it is necessary to include a nedia error code at
the beginning of the first video packet after detection that a 25 packet
is lost. The circuitry of FIGURE 7 pl a§z7 a nedia error code at the

begi nni ng of every video packet and th excises the nedia error code in
respective packets if there i gy | oss of a precedi ng packet. The nedia
error code is inserted in thegpjst M menory address | ocations reserved for
the current video packet pa @ 30 by witing to nmenory 18 for Mwite
cycles prior to the video paylw arriving fromthe decryptor. Concurrently
the multiplexor 99 is xn Ll gned by the DVA 93;%.9 apply the nedia error
code fromthe source § 1 hefnmenory 18 1/ Q. Q sinply the integer
nunber of menory | ocadifon; 78] red to store the dia 35 error code.
Assum ng the nenory tﬁ St bi t bytes, and t media error code to be 32
bits, Mw Il equal 4. iy addresses for | dading the nedia error code
I n menory are provid bf/‘ §Oaspect I ve video nponent service
oo
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5 register 83 via the nultiplexer 82 and nmultiplexer 85. It wll be
appreci ated that the first M addresses provided fromthe pointer register
83 for loading the nedia error code into the nenory |ocations that would
ot herwi se be | oaded with video conponent data, wll sinply be the next M
sequential addresses that would 1 O normally be produced by the video head
poi nter. These sane addresses are coupled into an M stage del ay el enent 84,
so that immediately after the last byte of the nedia error code is stored
in the menory 18, the first of the M addresses is available at the output
of the delay el enent 84. 15 a/7 The timing of the |oading of the
media error code into nenory coincides with the determ nation of a | ost
packet. Packet error or |osssStREction is perfornmed by an error detector
101 which is responsive to thg CC and HD data of F}®, &urrent packet. If a
packet |oss is detected, the \y deo conponent of the 20 current packet is
stored in nenory 18, st arg+rg e next or (M+rl)[err] address |ocation.

This is acconfitsned " ongl 10 the nul L1 pl eXxer 85 to ¢ontinue to pass
undel ayed headq pointfers f LY apapgpri ate register 83. Ajternatively, if

a packet lossl|ipg Rer det ect ed he first Mbytes of the vid¢o conmponent in
the 25 current ibb%- are COMPARE il t he nenory | ocations i which the
medi a error cqde=reg—mediBXTES1-411802 ously stored. Packet grror or |oss

detection is gerforp@Wby an g ror detector 101 which is regponsive to the
CC and HD datgq of the currem” pacldss. The detector 101 exanijnes the
continuity coUnt 30| "S-+ MATCH® Pent packet to determne i|f it differs
fromthe off the previ ous™packet by one unit. In additi[ORR TOGGELE bi t

in the current] packgt is examged to determne if it IleNABLENe proper
state for the frespeg¢tive vi geC If the CC value 1's Tncprrect,
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the state of the TOGGE bit is exam ned. Depending if one or both 3 5 of
thee CC and TOGGLE bhit are in error, first or second nodes of error

regediation are instituted respectively. In the second 25 node,
initiated by both CC and TOGGLE bits being erroneous, the systemis
corfditioned to reset to a packet containing a picture 5 | ayer header. In

the first node, where only the CC is erroneous, the systemis conditioned
to reset to a packet containing a slice |layer header. (A slice layer is a
subset of conpressed data within a franme.) In both the first and second
nodes, the nedia error code witten to nenory is retained in the respective
payload to 1 0 alert the deconpressor to institute remedial action. It has

been found to be particularly effiqﬂgnt to partition the system such that
the SCID detector, the decryptor, t addressing circuitry, the conditional
| incl

access filtﬁ N n a_single
integrated ¢igkcuit, 1 5 This limts the hig Whi ch may
lead to critfligal timng constraints. ; E?ﬁln a
receiver for processing a packet signa | east |ppgk
i dentifiabl ¢ 3s gontaining conpressed dantifiabl e
as contai ni ng r§i+l enent data, apparat
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means for applying said packet signal; a transport processor, responsive to
sgi d packet signal, for selecting signal packets identified as containing
sald entitlenent data or said conpressed video data; a matched filter,
Q%bgranned in a first node to detect conpressed video data start codes in
payl oads of sel ected packets containing conpressed video data, and
programmed in a second node to detect predeterm ned conditional access
codes in payl oads of sel ected packets containing entitlenent data. 2. The
apparatus set forth in claiml1l, wherein said conpressed video data start
codes are MPEG video data start codes. 3 The apparatus set forth in claim
1, wherein said natc?g&ifilter I ncl udes a conparator for conparing N bytes

of said payl oad ‘th yt es of prﬁU?énwed data, N a positive integer. 4.
The appar at us setHpor

in claim3, wherein said conpressed vgdeo data
start cpdes 2

ﬁ%eo data start codes. 5. In a receivef=for
ignal _including at |east packets iderf gEabl e as
packets |dent|f|aﬂle Qont ai ni ng

Aingasai d cket i'.‘; c npr|5|ng
provi di ng sai g pr og p dqt sel ector:
providing a pr g ol qnal patterns;
programi ng OASRE -.-;; N g conpressed
video data i " gi9-4 f:c~¢ Efytjal A @d said
entitlenment %Ehgr=€4€vm?rm;|wfiHertO
recogni ze Vi i ihiin Peyteeds=e? Corfpripsed video data
in saidfirs N " li=2
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and progranmm ng said matched filter to recognize conditional access codes
I n gayloads of said entitlenent data in said second node. 6. The nethod set

forth in claimb5, wherein said matched filter is progranmed to recognize
MPEG start codes in said first node.
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