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WD 2004/ 105344 PCT/ US2004/ 012022 UNI VERSAL

PLUG AND/ PLAY (UPMP) M RRORI NG DEVI CE BACKGROUND 1.
WO-2@kdos3®4 [ 0001] The subject matter discl osed PET/E52004/012022

relates to data communications. In particular, the

*r ERTEERA PrUGRANRE, Y O AMBRRARING BEVICE

di fferent networks. 2. Information: [0002] The
Uni versal Plug and Play (UPnP) Device Architecture,
ver. 1.0, June 8, 10 2000 describes a networKking
archi tecture enabling peer-to-peer network
connectivity of inteBACIGROLINDI ances, w rel ess
devi ces, personal conputers and other devices with

1. ca@gmani cation capabilities. UPnP provides a protoco
enabling the automatic discovery of devices joining a

net k. A device.. namically join a network,
100015y e St e Ao e o Bl e Rancr oS 1 o
partic@ianGhe S8)G 29atRP disBRsOElAQh Kela@Bh the MaRsiissibR@f data between
_presence”15 and capabilities of other devices on the
devicesetonptad tadlififigyent i6iwgrke Servi ce Di scovery Prot ocol
(SSDP). [0003] Devices on different, distinct |oca

networks may typically communicate with one anot her
2. oj%ﬁ\)p%g%%e area network (WAN). For exanple, the | ocal

networks are typically coupled by an Internet
[0002¢ onNnEhé UaiveasatiPrug\int Ple! (UPHPY Biceics etramitdeturyR). Nyuhes,
20 formed between different networks. The VPN may | .
2000 deeribes & BHFQRTIBE ATCBHECtHS enphlmgdieer-toyRech@shv ks gpRiestivity of
il Qg 16,515 1P GORERSLLBR BN Ml 8L o
comnwintidatias caabiliteesd &iPnPgrowvidesen protdchbermbling thecalkomatic discovery

network. Wth UPnP entities, on different | ocal .
of deyjgesJerag 2 AgOTer A dexice H@w@nﬂlﬁlcaﬁ}sm AR T8 nORtRn GV ork

addre8s \églll\lfeg?q{‘sec%fnﬁﬁhgésst‘é QYRS e REQGHRSBe BRIk BRld8cdt o thelfR&sence
S80P. 25 BRI EF DESCRI PTI ON OF THE El GURES [ 0004]

and chjmbilitiesiof bthgr derdcasam-tbx hetwotlh vengabonpledetdcoPiscorecry

p t?reggﬁﬁ) invention will be described with reference to

rotope]d owing figures, wherein like reference numerals
refer to Ilike parts throughout the various figures

[0003YN| ePgviet\eH Wiffeeens AR EGInct RBdal nbtWke Qﬁﬁ/tﬁﬁ5ﬁ%ommunicate with
PCT/ US2004/ 012022 [ 0005] Fi %ge 1 shows _ a network

one anefpeN VY @ cvAprtes nagvask { VAN hee sxamplesibe kocahaetyorks are

typically coupled by an Internet connection and a virtual private network (VPN) may be
formed between different networks. The VPN may enable communications to “tunnel”
between devices over the Internet connection. A VPN typically allows devices on
different local networks to communicate with as if the devices were on the same local
network. With UPnP entities on different local networks, however, latencies in

communication through a VPN make the discovery process unreliable using the SSDP.
BRIEF DESCRIPTION OF THE FIGURES

[0004] Non-limiting and non-exhaustive embodiments of the present invention will be
described with reference to the following figures, wherein like reference numerals refer to

like parts throughout the various figures unless otherwise specified.
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second | ocal network. [0006] Figure 2 shows a flow
diagramillustrating a process executed by a UPnP
worRomaoidmy agent according to an enbodi nent of P€TES2004/012022
networ k topol ogy shown in Figurel. 5 DETAILED
DESCRI PTI ON [0007] Ref er ence throughout this
specification to "one enbodi nent” or "an_  enbodi nent”

[0005heanEigufat shovra petwariatorelegy Gereprising g dirsflacal gptwork and a
semnﬁh@&ﬂ%kﬁ&kﬁt'c described in connection with the
dinent is included in at | east one enbodi nent of
t he present 10 invention. Thus, the appearances of the
[0006phr aEmgurd Dslmves éeﬂmdiimam 'lustratimga prdoo@i axeented by a UPnP

vari ou | a ges thro eC|f ion.are.n
mireof B 038R APt b PEPPient of e BBS R TBlarS AR Pleuret.

Furthernore, t he partlcular features, structures, or

characteristics nay be conbined in one or nore

enbodi ments. [0008] "Machi ne-readabl e"” instructions as

referred to herein relates to exgressions 15 whi ch

may be under st ood)EyAéhEDopEﬁGM HAON nes for

perform ng one or nore |ogical operations. For

[00078X 2MRERere ARG mﬁgrgh e_@iff’ca‘t»&rraotoh?e HH B PR a5 €

I nstructions I nterpreta y a processor
embodongitT meamsrihate»(mmulmgfeainea, strrucrtmeeomfmaraateiristis destribedin

oo AR S i B o
inven®BROThiE MeSapPbarkii®es B de e &ﬁbcﬁﬁﬁeﬁw tor I‘‘étﬁ"?:ﬁiﬁ&’dlment’’
in this respect. 20 | 09] "Storage medi um

in varieisgriaces threughentihis fpebificatsort aye nemeaessaphftﬂlbre&rrmg to the same

e O R RSB0 A G SRR T o

combﬁ%ﬁﬁbﬁeomer&rmmﬁeﬁbor age devi ces for storing
rrachi ne-readabl e instructions or data. Such storage

ces may conprise storage nedia such as,

l0008bx arrpwchlaﬁ‘otqaéafrle” Pratnetions aprefsd todwerie r%ate%t%fmgeswns
whlcﬁrﬁl‘a# Be uh@ %6 bgrog@ 31?;%1%{?%1%1%5 ?121?%@&%?@8&% HF mbre logical

age ne I um nts o ent
operatinge rﬁor@narapke mathih¢-nsatdelle instrutti@senayespenise. indtfiOhs which

"Lo]%&% as referred to h%reln relates to structure for
are 1n'56gp Ilﬁ %a BYPSESSPT GypRiler gqx&‘%tm(gﬁgrte OF D¥Y5E Opgtgtions on one or

more SXRGRRits. TR &/eBYis COMRFel §n as@gé bf Hadlih&Re RN i8S ctions

one of nore out’put signals upon one or nore
and embpdimesitspfahs preSent inventicwatempt Hayted onhis wepeat.fi nite 2
WO 2004/ 105344 PCT/ US2004/ 012022 state nachi ne which

[0009Lec el t(oersag? ngeldﬂ%’ s&g?&f’rred 5 lPtere nre atesetg n%dclja gapagle of maintaining
expressions which are perceivable by one or more machines. For example, a storage
medium may comprise one or more storage devices for storing machine-readable
instructions or data. Such storage devices may comprise storage media such as, for
example, optical, magnetic or semiconductor storage media. However, these are merely
examples of a storage medium and embodiments of the present invention are not limited in

these respects.

[0010] “Logic” as referred to herein relates to structure for performing one or more
logical operations. For example, logic may comprise circuitry which provides one or more

output signals based upon one or more input signals. Such circuitry may comprise a finite
2
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whi ch provi des one or nore anal og output signals in

response to one or nore anal og input signals. Such
w@re0d03ny may be provided in an applicati on speruf1004/012022

integrated circuit (ASIC) or field progranmabl e gate

array (FPGA). Also, logic may conprise machine 5

readabl e instructigns stored_ in a storage nediumijn

state P@AlNA whichreesitas asligitad s@M gné propisies pyligrtah outprb OF élr%tm

t
i BEAIAE LIS B AL L0 UEHEE o A Ao o
signabsn (Suehrbmcintm ntay b@fprdméecbmessmpphcmmarspemﬁc artegrated 01rcu1t

i m in this respect. 1 A "conmuni cation
(ASIGLO AT progeinastlp £8% oy KERGT Abioa 0GR 1Y SOTpPHFePpghjne-
readane indRicBBhd dtbied 1ﬁ Q%rd&h&ff&rﬁ%‘ Q@rngﬁﬁﬁ‘oﬂ Q[tﬁ %%be@sﬂ@&?cuﬁry

transm ssion nmedium [h one exanple, each entity in
to exedte mhmnhma{maﬁabhenwmmﬁwmsbmealt@mewly hxmples of

addr.e t hat used for trans t|n at a
struetyfiS S mey PRivids gt 35 spodtiiint ks PERCbLalgR o
limitddaneNiekesptdti S is merely an exanple of a communication
netvvork and enbodi ments of the present i nventl on are

imted in this respect. 15 [0012] An "Internet
l0011bonnéctcp@muné€§tlp@p@w0élé @Sdef?ér@éutnh?rémane@éeséo dPhwalitynt

entltlésctﬁgtsrﬁa}p thlrﬁg/ e BEFHPou eavcflaartﬂra Ehéstlérfn F&lﬂﬂpllﬁ%ﬂ:%ﬁ%ﬂple,

communi-cat 1 o’ net wor nown er
each éntite it commmichesn aeMMa}ylbn@ssdcfamaswnm ah tindkiress” that is
onpri sing netegork of networks. entity. on the

used foifrapsportingdaty to the SRELY AceQrdineth aaiatagqoagawrl togrraiorel.
Howé\%I' &hid &4 mEe QP&an{adlﬂSf a é&%ﬁﬁﬁaume@&ofmm%meﬁ@ Bfthe

dressing data transm ssions according to an Internet
preseﬁt)m’r?cr[tiomcam notAimitattiethietrespectnect i on may be provi ded by
any one of several commercial |nternet service

rovide | SPs). An,l SP rwar d nessa
00128, b 8P e et 8 PR e er e ReT BEN foractsling
any ohBbesdVefal BSERSs @bﬁlﬁe& & céthbaichiion &tivaR lndvh &4k eRsernet.”
associated with the entity. However, these are nerely

The Isfearns cempases anletwnrlsmgemfr@ssnn@m PQAPTiing/a aptywak ﬁ*émtwﬂfs

f he r I
et IERIFRER b By S8 TR sl ek HAFRG Prgope) aP)
addreR€T which helydie@sed foradéRaihg ifa trandmisdbndadsordigyiong Internet
entities that conmuni cate according to a locally

Protogek jAHeHiteatLonRAHan maézthecmows%bb A%y on%frsezé%ahiﬂ@nercml
Intenge@g%}(\)rc altpk&‘g%%?ggls)bp\c@{ MOEK-WIRY 2 BRs@ gé ﬁ%hﬁ{l §bs¥fibed? to any

I C |s uni que anmon
one oﬁd@bre% sattial dnthalmerntioaceotdiig @ glnbaﬂ]yerohtabbl IPragtiwss k.

enable entities in the | ocal
assoc ?ﬁfwgﬁ ﬁae@tw tHowReT dheteras MELg }ﬁ@xew@e% N fﬁéfea%téannecﬁon
| &g%géj:r@ cati on
ande@gaoc&l%d&ﬁﬁ ﬁr%s%ﬁ?m;eaﬁoﬁ 9%?1&8%:621 gulrl]ocaf I eSSes

and | ocal ly deflned comuni cati on protocol, however,
[0013F2C N A34ocal network” as referred to herein relates to a communication network

having entities that communicate according to a locally defined data communication
protocol. For example, each entity in a local network may be associated with a “local
address” which is unique among local addresses allocated to entities in the local network.
This may enable entities in the local network to communicate with one another using the
allocated local addresses and the locally defined communication protocol. Using only the

allocated local addresses and locally defined communication protocol, however, each
3
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WD 2004/ 105344 PCT/ US2004/ 012022 entity in the | ocal
network may be limted to conmunicating with entities

w0 pooshesskocal network and may not be capabl e PET/US2004/012022
conmuni cating with other entities in a |arger
communi cati on network that includes the | ocal netvvork
However, these are nerel exanpl es of .a | ocal t\f\ocal(

entity ip thed Rer) aietreark snagrbet et t@§@ﬁ¥n‘1ﬁlﬁﬁ€ﬁ€ V‘Gﬂl eaxtlélemt

netwolrk &ﬁlq n@t e#ﬁa?ﬁ@l@ of € Iﬁh&anﬁg%ﬁ]oﬂér eﬂﬁ‘ﬁ@s"i@é la
erre elnre nentity in al

comnmtoaumk neﬂm:tk that inchydadthe lodal actmodni Hatvevag, ﬂmes;eharentmly

ent i S|n ou f the | ocal network. .For ex
examgioy b &gl THYOUEnd SRRS SRR B CrYSgHaR e fot Hhited in
these Bidpédis.€s in the local network using allocated |ocal
addresses according to a |ocally defined data
conmuni cati on protocol and 10 al so capabl e of
[0014) o rma¥riigetawien gasietanred ie hetcasretalrsed @a cofitytine lpead aptwork that is
capab?e nrcurﬁ%agﬁlggxflg{ ét{lgl e%?ée%ﬂq tsﬁé:' 6 &FH&W&H{ dl@&r%xample
a gate®Radyebe @lpableoVasHnngicatt@wan @Hﬁﬁés&ﬁ&h@l@ﬁalbﬁtmkmsmg
entities in the I gcal network and entities , outside of

allocatesilopa) edrirenies werdedingime lasally defeasd dafecorapinigationappiasel and
also cgﬁabﬁe 9?&1%\%&1%1@% 1{&? &ﬂitfé@ %ht%lcf%foftt Qflg%gvg(}rk Xg}ﬁ%rht difBrent

ese respects.
addre8dilng sohesalor Bhta @omlmimRiaayn (otdi?or%)l Smth 1 gé‘te‘asy nej etsodd dapable

herein relates to.an_  entity that apabl e ;0 ei n
of foriGTHNE G g ME DRI PSSR IS Lca) v g Shilids
outsid®@Yithd E)%al RBVEKN SR Er, HRRE Sﬁ%&*@l ﬂfpfég drQ dafivay and

net wor For exanple, according t or nore UPnP

embopindnicaf the peestiferiiveation e noalinited mn thebeamalbectﬂet wor k by
automatical ly obtaining a |ocal address, conveyi ng

o5 S R P S B B CE R s o

entltyQﬁﬁ’c%? tapableast veingQlyRghicAny cbh@firéPtondodthnlficdtd &/ifhagidr entities
networ k. However, these are nerely exarrpl es. of UPnP

ona rmﬁwmtkylp@n@e@ﬁts@uplné in egetwark. Feee@mple. neendingrio gpe or more

UPnlJ;%rtoFogP %@gn]t) gnfht& asy jol ofne g)t%glgéﬁtvgglg Q%%lu&,&natkép pl; ogﬁaYﬂlﬁga local
addreS8 R3S ingOits d&bﬁuhﬁd:s”l@ oﬂi& entitiesonethe ool mesotkoaraly drEIEarnmg the
UPnP entities coupled to a | ocal network. 3’%
presepraandecanlyilities ofodise pafitees cpppiRd & thedocal petv @Q& ?‘m‘f%ﬁhese are
merel&t%%&gise's 3¢ U%ni"eﬁ{ltl}&tn éitQSﬁ ta€ &ﬂe@@rﬁ ihdioR 3k &It limited
S rvices may res on I'ncluding paraneters o

in thed¢ gpspeand.s def i ni ng each commnd or action. A UPnP
entity may enbody nore than one "logical" UPnP

R SR P R T
of préVi@HR RS oPfnofe ddRAELsA6 bitkee UPAe eﬁﬂﬁ@ﬁédﬁ@%&o aflodald Betwork. A

present 30 invention are not limted in these
UPnP dseeonay be associated with a “service description” comprising a list of

commands or actions that one of its services may respond to, including parameters or
arguments defining each command or action. A UPnP entity may embody more than one
“logical” UPnP devices where each logical UPnP device is associated with a local address.
However, these are merely examples of a UPnP device and embodiments of the present

invention are not limited in these respects.
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4 WD 2004/ 105344 PCT/ US2004/ 012022 [0017] A "UPnP
control point" as referred to herein relates to a UPnP
wendostiysshat is capabl e of receiving servi cesP€T/OR2004¢12022
or nore UPnP devices. Upon joining a |local network, a

UPnP control point may obtain a service description
associated wwth one or nore UPnP devices on the | ocal

[0017het wor IUPrE assirgLietint”yps refpand toriespin Upates ey UPaB epBiyiihat is
cpat L6050l S opl O LRS00 by, D00
netwakyd UEaP cBﬁsﬁcponm @ayeobsEn ¥iseeicdaleserippion assoasalwih ede or

it UPNP C a UP P control poin ol l. the.
more ﬁfr\’% @é’%ﬂeé énf E?znll@ gﬁl?séq‘&f‘é‘rﬂ&’a}ﬁ( %%Oféﬁgﬁig%ﬁé‘w&eswm
the lo'cﬂqie‘t:\%&ogl% L@}{]e oo '13 eV| Ay 31%_‘[%1?1 Witk GEEMPIRER assocmlted with

provi ded’ wever, this 1s nerely
the other TéRlal?rFlb‘ac@f BestdPugponcoserviod dqmonpmoraamdocaanbd ehitient/BnBflevice,

the sen inveti are pot lim
o UPILSsBiot BO ga% 8 1 PTG do G B rrises 6t iR B eng arpeive
indicdtibns BF bRt Bkadifed Rith séFiceRptRiRU BYQhOIPKP dePiRB! HoWweder, this
one or nore UPnP entities and a second | ocal network

is meredyrpi peAnaple af a (Padtconimel poimmpd embpdmants ¢fithe pgsent invention
I f _the renote UPnP entity on the first |ocal
are n(ﬁ IW\g%kmrtrg er%sgect lated or "mrrored" to enable UPnP
entities in the first Iocal network to 15 communi cate
[0018W t hBtibfy remmbidéméiPnbY e prdsyntifivengion rélaeadb fizddress network
defined on the first local network. However, this is
COmpHEG|ope 9F Moka HENB catiigsdndarecanddog H@W‘Ehﬁ%?ﬁﬁlﬁg 8t lspst one
[
remottreganefg%Igﬁf %ﬂgﬁ\éﬁ%& 61‘8:9% ?Jf‘?otﬁ ?m%“k’ ae'i{{r%éﬁ fﬁE’c% 1 netwoak may
be emlxhamd Dls‘l‘mgrdred’ Stb eaatﬂe SPobrdtitiexcialthe fisst ima]qset\ﬂzéh;k to
wor K and Networ Coupl o Net
commyBB BN % TEok nlgsn%&ﬁmg& o] Rt e e gh 3hepisplocal
netwé‘rﬁmHoQJevelo i isdBerelylan3Rakpf &b diMAEH G Athdr iéﬁffbodlmen’cs of the
ditional UPnP entities y be coupled to either of
presenhevd:mimlarmmtvlnmksﬂ ifh 2hesf OFRO3ts.Each | ocal network 12
may al so conprise a device (not shown) for hosting one

oonofy Bt ShE e aontion o Kb BR b om0

netwdtks§ 1DN&@ofg e ahd NBtvhma becoapleties wetvkorz 1 @a\UFiﬁ’SdeMbe 16 and
respectlve | ocal 25 networks nag by coupl ed by a

couplpd taeNgiatork grim a SibnBeoptzoknpint?A leshopd Wemtqqddhm@dmonal
UPnIa&Ft‘ﬁ s Maa%@ c%l@%&&w{'\b{ £h8 WPE&%{S it h the UPnP

rrori e UPnP devi ce
16 and UPnP control point 20 may be coupled to
(00207 f f BaginliocaldiestorRdR mdycadsd congiriwerakdevic2 (natshowd) fog hbsting one

an. enbodi nent_t he . UPnP devi 6 _may be treate
or morg FigEnges Pt ig W&aﬁ&eﬁref%&ﬁﬁf’claﬁwr&g aggRi] él@sfaa gn
NetwBiE6r UPRP nfiftblihd S5ent MMPhREA R Network 2. Devices on respective local

networks may by coupled by an Internet connection 22 to enable the UPnP mirroring

agent M1 on Network 1 to communicate with the UPnP mirroring agent M2 on Network
2. As the UPnP device 16 and UPnP control point 20 may be coupled to different, distinct
local networks 12, according to an embodiment the UPnP device 16 may be treated as a
“remote” UPnP entity to the UPnP control point 20 and other UPnP entities coupled to
Network 2. Here, the UPnP mirroring agent M2 may create a UPnP device mirror image
18 to emulate a presence of the UPnP device 16 on Network 2. Having a local address on

5
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30 Network 2. Here, the UPnP mrroring agent M2 may
create a UPnP device mrror imge 18 to enulate a
w@e@saosses of the UPnP device 16 on Network 2. PEWUSZY0H012022
| ocal address on 5 WD 2004/105344 PCT/ US2004/012022
Network 2, the UPnP device mrror imge 18 may then
provi de _services of the UPnP device 16 to the UPnP
Netweask 2y B [Hibndeviee, mit eageaicmr heg previdasewisenpithaUPnP
devitdfs LILEURED GARAGRILOR, 22 MY be provided by one o
nore conmerci a available Internet service providers
(I SPs) capabl e of 5 supporting data transm ssi on
[002Het weanTotdieg toomadminetimentkthe I2ieaet combietigort 22 may be provided by

transm ssi on, .. cont, rotocol [ | nt er.net 0CO
one GapR SR IB I SF e sl IBIeEIE Serkise Broyjoe SESLEApable of
suppbft Eﬁﬂta{ A Rehi¥ Poetd b tyglb%af@ﬁtﬁleﬂds NG Re&8ing t@ﬁ tﬂﬁé’mlssmn

data conpression of a data packet payload for
contltoﬂ amcmoyémtomet 1Dr0t(h:el (TG e othen pretedotath2mehbaused for

| nt er net. .connect.i 0
wen iRl R P Bl g 8B SPeS S ommprssipn of a dat
packe@$adlokd fsleﬁﬁmaﬁ@s&i Bth&inté@nét@S8h0HIAH 28 FhenQranSHAUES to the
the conpressed data. Each |ocal network 12 may be

Intergefispnaestion 22h Similedy, ey UBsh miwoiiegagentvld may coployoiata
decoﬁl%}(ees'éll%h ag QE&}?N@% glgi t?)%&)rxlfer {IE %oHl%FesgelﬂC&taaSEacthgcal network 12
exanpl e, unshielded tTw st

W T e ptical

may beaxipied toahk ilftgmedtonnvétionl X2sts, etnyame mfssve@:n d&f%ita:nsmlssmn
Accordi ngly, each local network may al so _conprise_a
mediggisguch ps é%r&éﬁav@}e g gaskirasipd w&yéaalrc@@ﬁﬁahprc@amhcabhng, or
L,
wire SRk it e B Ak 3 Iy TRAGSN: 1o (AR o At
transdeiter ami mnyslicalelayaér\cbnmundmnan Hevioe (ehe, PALS vaicd ba‘nddﬁtn&?odem

transn1SS|on ddltlon to
cablg maden; ?rtqpﬂga i {asahite ?Qggu&al’?ls YEansmiitipg Agfadn abdeeceiving
data k&h%@gﬁmcﬁl%? R&G R RSEoRREANGA NG tO the TCP/ 1P

protocol, the UPnP mrroring agents 14 may be forned

to provide a secure communication channel over the
[0022]nt edneddition tetansyrttiag. an@mcemngd@tarpa@(etstthmu@@rm Internet

ng agent the. I ntern
conngcthorlix » Cj[ cgﬂr tosch? g‘ggﬁﬁs gr&to?o vﬁf%ﬂ’ﬂi IBIITOI‘glgI%gBI&S ﬁé may be
forméd engioeideRr et@ebmntdhiddtioR etk ov%lr $@ Interndt lcdMAEI¥ibh DRI For
UPnP mrroring agent 14 may encrypt data in a data

example ke UBal nyjsaring pgents khimay b8 pouplethis the Fueaptqongedioni22

ol LA (RE AR AR B .
transAdtiap VM@ hirdathgergondiJmang en@ﬁﬁfdatdﬁﬂa dakd paeketigyRad for

14 may be hosted on_any one of several devjces
transeawne@ldtaoreaelwgﬂé%ﬁomwglgl agenl) 1 4vspndeqynizhe éﬁre Ragket

ncl ude, for exanple, a gateway
po RS e 0K i Bkl

ransmitting data between

[0023] According to an embodiment, each UPnP mirroring agent 14 may be hosted on
any one of several devices coupled to a corresponding local network 12. Such a hosting
device may include, for example, a gateway that is capable of transmitting data between
each UPnP entity coupled to the corresponding local network 12 and the Internet
connection 22. Each UPnP mirroring agent 14 may be allocated a globally routable
Internet Protocol (IP) address. In one embodiment, the gateway may be included in a
subscriber set-top box comprising a modem and/or data transceiver to transmit data to and
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each UPnP entity coupled to the corresponding | oca
network 12 and the Internet connection 22. Each UPnP
worReoraoidmy agent 14 nmay be all ocated a gl obal | RCT/US2004/012022
routable 30 Internet Protocol (IP) address. In one
enbodi nent, the gateway may be included in a
subscri ber set-top box conprising a npdem and/ or data
receiy @3 fopdie Inigrmet epertiondt 2Such asHbsCrivengstaamhox peg also

comﬂo (sdla %qpﬁ’{sg%g&éu C h&hi® H 1§ tcsj él(/’@ Bah tﬁ%m% Bleaoh ¢ e local

connecti on a su SCr | er set-to OX may a
netwoﬂmiﬁ!r iBevevedah® it neredy en weampileof ]n(azmarﬁl?tnPdmtr&)ring agent may be
iities on the |ocal .networ

e ei v Feal%g]t:y?gr | agg]ﬁg‘ggfhylegﬁ o i%eg%fnvﬁﬁﬂ?%areﬁ?bhmlted in this

reSper(p[rrorlng agent may be hosted on a | ocal network and
enbodi nents of the present invention are not limted
inthis 5 respect. [0024] According to an enbodi nent,
[0024¢ ac h AgPprEingnto; amy:rmhodanmembh hPnRenktylia atagalmetwork 12 may be
addr ess th

alloofih P IREE Radtes 38 in BRGNS RTots Reishes PodBg RRAE the pop

entitie®methe MMM oA212. Kigdh Aot aadireaddioesed & b UPaPastityomay
UPnP entlty may conprise a UPnP unique identifier

compgjse eV IsWaptieue identifingivdach enbles comimaicapem withthe {/Ped entity

acco G {6 Rtk MUY G4 0By LA Yol e,
AR (b e By i iy 12

this iex@rady en eiarimdmﬁhbweabcaaddidremnmve ﬁhacateldoc atLHchPt éntidy and
UPnP en% and . enbodi nents, of the present invention

embogirgentsp ﬂxerﬂreseat inentioagee patdiseitadsn thesp 2spesig.cor di ng to
an enbodi nent, the UPnP mrroring agent M2 may

(0025} | 09RESrddhg tU Ei%ﬂ%dﬁﬁ&t'tﬁ@@%i)'n%ﬁohﬁ *ag&lt%’@ %a%‘ﬂbgz?%e a

mrror image 18 (created to emul ateapesence
UPnR e quuPrdenigieer to ehelﬁPm]h dédacavmirkordinage hébdreated thenPieR presence

or g (1R Boy RE 4B ondeu R DeirBing PRy Giodl Dol addhi

commhdiOfRhE tAtHIRIFM PUdvieana e 18,1 ThEUPHP Iﬁlﬁeny%ag’elﬂ a2 ﬁﬁy
mrror image 18 that is different froma UPNP uni

allocitg @il wriqug idetifierdo thy Tﬂﬁé’ @ftyﬁcreergimﬁ dlinnge Upthet gelif! erent

tom TR i of e AT BB B Bt o P ol Nework
1. Thmaerpré\iehv\@dﬂﬂlas wihOZBiP g uwldbﬁtsﬁetr@al@csbawme GLHER PP entities
the UPnP mrroring agent may al so associate the

on Nejmiork Zevi ce nmirror inage 18 with the UPnP uni que
identifier of the corresponding UPnP device 16 to

nabl [ | P [ r :
O ATk A 00 SAP G b
the UPnPrdevica gnargennag\ﬂ IR. witlhihe URnP weriqia idedtifeer dPtiR bresponding

UPnIrnﬁi1 lyice ir6n Q%‘ etnglee,lgic% a%l%f)lg/%&tl ohg %Prrgy '&'e%%fe ?6Vc\>nvfarhthg rI]n(:"ternet
connection 22 (e.g., through the UPnP mirroring agent M1). This may enable the UPnP
mirroring agents M1 and M2 to communicate with one another without regard to the
topologies of Network 1 or Network 2. Accordingly, this may enable the UPnP mitroring
agent M2 to roam or change its globally routable IP address while maintaining

communication between the UPnP device 16 and UPnP control point 20.

[0027] In one embodiment, a UPnP mirroring agent 14 may be implemented as

machine-readable instructions that are encoded in a storage medium and executed by a
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topol ogi es of Network 1 or Network 2. Accordingly,
this may enable the UPnP mrroring agent M2 to roam
woeroogheisge its globally routable | P address whPCEUS2004/012022
mai ntai ni ng comuni cati on between the UPnP device 16
and UPnP contr ol point 20 [0027] In one enbodi nent, a
UPNP mirrorin lglent may be | emented as_ 30
PrOCAFRQ 9 fentrallssiabl ef Pmb%mﬁlﬁhsﬂ i eriRgagsae 44 ey de

i S5 85 B AOAON QKB oo B ARy

reada@[ﬁlﬁ@thmabh§an(hhdu%ﬁecﬂﬂdgﬁco YHMe\&g,&hésehée nwyelP examples of logic
npl enent ed}éﬁs har dwi red .| ogi c Sl C or
that TR T IC@e R Al R Gurro QB b i TP TR ST B prosent
1nve1Fi%§1%¥\4 ﬁcﬁqimlufé@'ﬁt é@dts these are nerely exanples of
0gi € e us

dto inplenment a UPnP mirroring
agent and errbodl ments of the present 5 invention are
[0028hot Figvirg 2chaws 4 ﬂeweliagsrpéummati{l@@pﬁ]ceﬁ Hlrexegutsthbye a

dj il ] i ng. 10 b
mingiAgritg Aot aleSoRs Tahdrant SepLgh A °
embdd@Bait of eV oRGBPE18E Shdvh AFig@Bhot epinseto 4 h@vwe hosting

net wor k topolo%% shown in Figure 1. In response to a

the U¥abineieroriog eger M1 jainiopiVetwionkrlo pi blgcla jdhtheaPytomirering agent

R R L R e
ProtoSbmSSE)PS)Bag déseEibed By @nyverddl Plugcad PaasaDE’s)lcaArdﬁ&emdq arkr.

in the Universal Plug and Pl ay DeV|ce A«chlt cture,
1.0, lge 8, 2000gpublished by Mze@eo Famoraiosd Hoy exaraplgsihe {UPnP mirroring

T
respa@ind idl the seadeh Megtivudrtke UPnP mlevme:tﬁmasfqarb‘ﬂde e SRl otirroring agent

requ he .UPnP, devi ce VI de the UPnP
M1 iy ?Wl??géeéﬁféﬂtonl@%ﬁleﬁﬁ 2c5OEGA $ fght. At block

106, gi%gwﬁ{g x%%%lgaarﬁ%ﬁﬂ\’/ﬂﬁﬁ @agmlme %eﬁ@e eBiE des%hﬁab@aﬂfd

rrorindg agent ML may transmt
servicedscngiibrodncumentigs tid PPl mimoring sgentMdghbegh rtthInitQmet

connPTE0Po bGP ER S AP R AR ML A Uk covie
Joms‘i@tﬁﬁﬂéﬂlda‘tadgérﬁg@ﬁ Gs $Q8teh6o) Sthe UPnPaHiridTRE a%@ﬂt' M¢ nhYi r8Seive
and "advertises" its existence), e UPnP

deviagi descamtlng apgd eeviowidesaiption desueentpfonehe sew A8y dgyideqih block

ice descri on d r the
110, 1 R RO BT bRl B Rl B gervic

desc%;hﬁﬁh docametis bf tHeencHEVPER desESTol thé UPAPaNigrosidk \algef at block 106,
escription docunments of the new UPnP device to the

using,fprrexginpleo thedg T B eratoeal. bl ock 106, using, for
exanpl e, the HTTP protocol. [0029] According to an

[oozﬁang O B ng BlanUnASih 8, bFocKROE i (PRD nifoREE AberVM1 may

transmit to the UPnP mirroring agent M2 all or a portion of a service description document
to M2 to expose all or only a subset of the services provided by UPnP device 16. By
transmitting only a portion of the service description document to expose only a subset of
the services, the UPnP mirroring agent M1 may restrict the use of the UPnP device 16 by
UPnP control points on Network 2. In one embodiment, the UPnP mirroring agent M1
may restrict the use of the UPnP device 16 based upon an authentication profile associated

with the UPnP mirroring agent M2 and UPnP control points on Network 2. However, this
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25 transmt to the UPnP mrroring agent M2 all or a

portion of a service description docunent to M2 to
wez@asessad | or only a subset of the services prOWUSEA4/012022

by UPnP device 16. By transmitting only a portion of

the service description docunent to expose only a

. Subset of services, the UPnP mrroring agent

is m?fgly aPé’§?‘F1P]€t°r%§1H nB friifrpgng fgABt H@vur%%rlqtégwse QﬁFarﬁH’nP

devicgh pfe%%ﬁ?%%’%é‘)f%bé APt A o i o R AR rwr o8 e o

limitefProRthedeevespects6 based upon an aut hentication profile
associated wth the UPnP mirroring agent M2 and UPnP

ontraol points wor.k .2, wever . thi WO

1003650 Urgn 3o o F RS Bieets s and 6 e b on doclisets of

transh@tfeat YRR 106! theUMHP RS ne M¥nt M3 tnlidyoaldvéﬁﬁe usePAP cantrol
UPnP_ devi ce by renot e UPnIg

control points an
poinis wbA¥tYek BtherressacqotaseRuP ﬂm@m&mg}rﬁamdmﬁe mjtrer image 18)
on thg 'Nett&}&%tez £C%8Rﬁlgé & thg 99%9] PH? g a&qﬁg e[hg b’P%i’ nq r]gl% agent M2

I on and® service désc on docunen

may blléoassd Iot:ﬁdlddfesbtcﬁﬂhk UIFQ®, detv e niiBoPimagder 1@ dndhdagieié tHe
may advertise tq UPnP control _points on Network 2 the

eXlstﬁl“rC@soé Ad& gt deyiaghyPrgadepsting the glloca@ﬁdpcaé adiliees igithe bPnP
contﬂg)[(rg&ng S (Jeo?l)l\tlﬁg/g{lfp%%n%?%&né t&%g%lg#\%&\ﬁ& &elgﬁ1 ?5? émg drvice

mrroring agen
desciipical doetaess $o the WP tdrride] pkﬁmtsc éf amew dij‘PnPrtmgero]lﬁoianjdins

' UPNP d
Net@%?%éiﬁﬂﬁgﬂ%@%fﬁ%%@ﬁ%@w ema?%&&f%igggf@€¥qquawﬁsa and the
receitél] G Rkcrifftiont Sn®BerMRE WelckipBon @5@11‘5&'5%&%& HQWUT’%P control

recei ved device descriptions and service escription
pointd @ceording $o the ISP isReFPonshitorpdeamhiraquest frémaharew Mmmﬂ? control

. gontrol point joins Network 2, the UPnP mrroring
pom agent M2 may forward the allocated | ocal address, and
the received device descriptions and service

[0031J €S CBapdd @ondesueR thdicdted inhBe A WakdRa Besd deBbriptRRAl dbcBment,
according to the SSDP in response to a search request

the Uhng pontiel nedny 20rmey seke Gictions’ ggmmstor nj@ye 81 themgsdersiyon
transggtiﬁég Iﬁﬁ ?Clji(gldll 1%5?931 1§ atS{&ﬁ%le 8@;\"%{’: %%@ S%Fi{r&o%gl (fSOZAOP) The action

pt1on curre ¢St ol

requésiitak de 2ddressed acccﬁrﬂlng ne therlodwd hédreds aﬂlb@at&@ tdlth@Q}SPIﬁydevwe
transm tting an action reﬂuest using . a Si j ect

mirrogimags | prBichde thep depgipd by %@P | BRTONRARRSE nPM?aWM@ receipt of
e SRR ROyl LRy APl pRRERe ARSI A Lo
mirrdrengcigent MY thrioegh Fe H?nmrret omnmgtlcamaccb@hngmm gh:mallp foutable
Ip adﬂ%ﬁ?S 5‘3&%@??5 ' ?f}%eﬁfﬁlg 3@%@@5@5&%{ pﬁ}iﬂr rﬁ@?%lﬂl}f%@%@?@m M1 may
then M%wﬁltﬂrtﬁé' gal&nh%%ﬁé% £/ e UPRP MRSt 18RcardRE G0 b dbddgadRedshe

l'y routa
allocated to the UPnP device 16. In forwarding the action request to the UPnP device 16,

the UPnP mirroring agent M1 may indicate the origin of the request from an emulated
UPnP control point (e.g., UPnP control point mirror image, not shown) having local
address on the Network 1. In response to receipt of the action request, the UPnP device 16
my reply to the originator of the action request with a result message. Any result message
generated in response to the action request (from the UPnP device 16) may be directed to

the local address of the emulated UPnP control point, enabling the UPnP mirroring agent
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| P address allocated to the UPnP mirroring agent M.

The UPnP mrroring agent ML may then forward the
wa@edsoosstequest to the UPnP device 16 accor di nBCT/OSH04/012022

| ocal address 25 allocated to the UPnP device 16. In

forvvardi ng the action request to the UPnP device 16,

t Pmrrorlnga ent ML may indicate the origin of
M2 t%fg 3&%&68@ FBsaRe Brensh: the IntIpRIoRBsttos) 22|cﬁ9icﬁlldmg to the

lobhBy fbutab¥ I aRREE P theAOP AL HRO: not shown)

&o 23\1” r?galocaa address on ﬁﬂ?fﬁ@ﬁb In response to
recei pt of the action request, the UPnP device 16 ny

[0032]epl yAgcordihg tapari gnb@dlmﬁntofhetmmmhpmeq%maywubmme to one

or o st St an A¥viss T etiofEey B Tih AERGR b e

subsd@ptiony al@ventiest Bdnuctbd 8s pRES arBRHbE BvaRhtid & described
emul ated UPnP control point, enabling the UPnP

abovig; Linenidstecting charze\yoa 3ptuyatioblR amsETedUSib tiy bsoited event,

rq e, t ter
I L
indicatidhe SBarIgfe 1111 tie stiite Raridbld. Olhi ti@sageng t%veﬁﬁﬂ@s%lige the UPnP
Accordin n enbodi nent, the UPnP control point 20
deviggy{p @&bggql @ 6V Eneseage pprosding @ lpcataddegss ﬁegithorés 1
e i e o b
agenaM latotforward theoo@ht massage tﬂlemxghitbeﬁlteraamoﬁnedﬂmmm according to

tecting a.ch e in a state variabl e_associated with
the TS gpUgh E SEABEBTRY e Pﬁa%pﬁpﬂa%%%@ Fls O rpriog
agen@N/Iﬁﬁﬁ@ﬁ theBSSARE tﬁe(hv@ntsrﬁg’s% %e' @'tﬁ‘@s&ﬂ‘g%lﬁg ﬂﬁfn@l co?ﬁblrgomt 20

indicate the change Iin the state vartable
accordmg]m localregldtese amaatedwuﬁstag &PrnPrrentyfiointvercNetidrk 2.
may address the event nessage according to | ocal

003 R Paf A Fo P RS RA L e” o TPl oim g te
Netvagk thMSLib@crfBérthS@lﬁdjsatrﬂéeév@Mﬁéﬁng@ 5% aderviderbaled Bﬁ the UPnP

I nt ernet connection 22 according to the globally
devigeolfr. ApIrespopseigdneysnignessige agrigrpardingohe n@emghﬁUPmE mirroring

senf 0 HEORAGAL O GBI Aok 23 g
of thaeabmﬂbmg UmaPacdnmapmﬁtédmN@waﬂcsm cUpbeebcdipt Bf thegindkndvent

contr ol 0| nt ﬁ% on Network 2. 15 [0033] _According to
messgae EHwa | R eireggg qgsﬁttMés the {EpPsmirFrgingstgesninyl2
B e e
contdoh poiespooardirgtodin keaniddress eégeNemdrk gpassdtiagdtvinieh the

vent  t Pmrroring agent ML may forwardi ng a
SUbS%rﬂmﬁgyPégéﬁ’tm gfe across the Internet connection 22
for all of the subscribing UPnP control points on

[0034Yet WY deorlind RO émrﬁéntoéltﬂepmqﬁh%nﬁg %gém%@l %ﬁ@%ﬂ&y
orwarded fromthe UPnP mrroring agent PnP
mainggin p sedondjassgeintingvihe multiple subscribing UPnP control points w1th the event.
In one embodiment, the UPnP mirroring agent M1 may forward the event message
through the Internet connection 22 with appended destination information associating the
event message with the subscribing UPnP control points. The UPnP mirroring agent M2
may then forward the event message to subscribing control points based upon the
appended destination information. In another embodiment, the UPnP mirroring agent M2

may associate the subscribed event with the subscribing UPnP control points and
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may forward the event nessage as a nulticast nessage
to each of the subscribing UPnP control points
w@ewafoidmyg to the | ocal addresses (on Networ k PQT/US2004/012022
associated with the subscribing UPnP control points.
[0034] According to an enbodi nent, either UPnP
mrrQring agent ML or M may 25 maintain a record
au’“’ﬁ@%%?g{yaf?% PHEORGRINGING cyeifressascs & pmssasinted YPnP control
poinl%?i nts with the event. In one enbodinment, the UPnP
mrroring agent ML may forward the event nessage
t hrough the Internet connection 22 with appended
[0038lest i Aapiding indmembedimentateddREt imitgoridpeagentsdvil and dE2meay

i} Pl VS 08 RS e nr e SOAR CoRBEifge

Accdr@in3P86tidiRiaRE GO IrAQLageO Y e RASHRUMREAN TP Bad s for
appended destination infornmation. "I n another

transaprden schde-enoapsulpadupn reesiphg agent M2 nay associ at e
t he subscribed event with the subscribing UPnP control

oi nt L . 4 344 PCT/,US2004/ 22
005 orleRBioh s HENEAY Sl P R R s cadgmyonk
and UBnP bentes] poiitabe NetWtik 2¢ binfont! emtpdirhéras tHeOOBS} mirroring agents

Accordi ng to an_enbodi nent, the UPnP mrroring_agents
M1 g MA anaypalsppsimuitangoyply daciligte corumymcadionde devices (not

shovJAIQ of WBW ReELPAP cggtrcg%églgsn@o§gﬁ%%ng %ﬂrﬁge%v.bﬁgl. Recordingly

cor actions an nmessages may
cachdrdpsirt@irgrhgent 14Pmpp bk edmmbiearf transaiting sisd @oei@ing (through the

de- encapsul pon recei pt. [003 In addition to
Interpg SO eR Ag) SORbRrea o aég?l{né!@a YdaFs cadiophand event
mesd¥8EBTehatllc bR AT c&RBlIp! Points on Network 2, in

some enbodi nents the 'UPnP mrroring agents ML and M2
may al so sinultaneously facilitate comrunication
[003Het wesasotdidngtasanéslearlithpist a UPnE moiveying agétstlvondy @namunicate

.. UPNP contr ol ipts (not sh n twork. 1. .
with R G Gor BBRR skt dohth Phe s o103 et conneotion
22. 83¢linglyh UPnPnotrbl pdist diplet €6 Bie\shitg 14dal hoaik hé e UPnP

I nt ernet connection 22) SS rressﬁages for adverti sing

mirrQyEggRlMaR EeCelEtSEIitss Aigm wmote UPpR devigesson bvaerabprs local

idi K ' I -1 7 r di t
neonBHE SERILE 2 UERRBR Solplen I Bttt I8 AU kR alhe s
mirrdringrdgieht thwp pavideeeviedshe kenhdte PTPHPrdoatrbNghiate @ftte o (of @lore local
shown) across the Internet connection 22.

netwagSor di ngl y, a UPnP control point coupled to the sane
| ocal network as the UPnP mrroring agent may receive

R T e T
be eXaopdd embodimehtsad themretdBhRvention, it will be understood by those skilled in
the art that various other modifications may be made, and equivalents may be substituted,
without departing from the true scope of the invention. Additionally, many modifications
may be made to adapt a particular situation to the teachings of the present invention
without departing from the central inventive concept described herein. Therefore, it is
intended that the present invention not be lirhited to the particular embodiments disclosed,

but that the invention include all embodiments falling within the scope of the appended

claims,
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mrroring agent may provide services to renote UPnP
control points on two or nore |ocal 20 networks.
wQ 0@38ps3whi | e there has been illustrated and deCT/US1MOH012022

what are presently considered to be exanple
enbodi nents of the present invention, it will be
understood by those skilled in the art that various
ot her nodifications may ?e na%g, and equi val ents nay
be substituted, w thout ing fromthe true scope
of wiaeisicgReg i©en. Additionally, many nodifications 25
may be made to adapt a particular situation to the
teachi ngs of the present invention w thout departing
frgn1thg. qptral i nventive concept described herein.
Ther ef oféYSF1 SPPISHended that the present invention
Noj £ie dhta Mah§sdivied c@)tlikﬁecpﬁ)r d figtlodsl REPSH ment s
di scl osed, but that the invention include al
enbersone dats trasdeivey tadratsinit datetosndpecedte date frapprmiieatnet

cmn%@: ”§m111 WO 2004/ 105344 PCT/ US2004/ 012022 CLAI M5

's clainmed is: 1. A systemconprising: 5 a first

das YPhP aigoeihy apert @URpagingo a first | ocal netmork a
second data transceiver to transmt data t
recei velogigtta cPrEHMsRL With prvegonddessh aeiosih Vlaéha Ilﬁenaph P

conng&tfcfno fﬂegg?cﬁﬂqmal ‘ﬁngJrL %blﬂlﬁgrl%lhggﬁ lg%gt & fé%@ 03 e C Iand

eton ocal networ nt erne
logldtb enmdm@m grdse@l of tied avdedst cxcmqarn'osd UBnRentitgamta ﬁJJBEnetwork to
te UPnP tit d t | ate.a presence
enab eorrq%rpg rréﬁrer:] pgggtelngﬁ%s o s&ﬁ?ﬂ?@?w 40 Bpmg*un?cate with

the eggﬂatfeﬁfeﬁ;hp en&paabé dfR&o QN ma&rwraé’so%{h&éé WeA t@@%ﬂgﬁéd UPnP

Irst Foca tmor to conmuni cate Wt

entitenul at ed UPnP entlty according to a | ocal address

associated with the enulated UPnP entity. 15 2. The

systemof claim1l, wherein the system further

COPPr i S€Re {Rtcill EPclaﬁﬁ | SWRdrbindRBIsREN FiRtheh @orHQH&@‘an $TTP

The system'of claim 2, wherein the systen1furt er
firewadreprpleé to theghadens 20 encrypt data for transm ssion

t hrough the nodem and | ogic to decrypt data received

from

3. The system of claim 2, wherein the system further comprises logic to

encrypt data for transmission through the modem and logic to decrypt data received from

the modem.

4, The system of claim 1, the system further comprising a modem coupled to
the second data transceiver, the modem being capable of transmitting data to or receiving

data from an unshielded twisted wire pair medium.

5. The system of claim 1, the system further comprising an optical
transponder coupled to the second data transceiver, the optical transponder being capable

of transmitting data to or receiving data from an optical transmission medium.

6. A method comprising;:

communicating with one or more UPnP entities coupled to a first local network;
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the nodern. 4. The systemof claim1, the system
further conprising a nodemcoupled to the second data

wo e@ngeBiver, the nodem bei ng capabl e of transPeCT/UB2994/012022
data to or receiving 25 data from an unshi el ded
twisted wire pair nmedium 5. The systemof claim1,
the system further conprising an optical transponder
co&(ﬁﬁl@&ntcat%@lté@cssmdda@aé netwpnks ¥13) apdpterney @omﬁcg@m the second

locaf fRRSRAY grﬁ% geagﬁcﬁ%qjeﬁot gU'ﬁ’ g aﬁg dgi ng data to or

recer ving ron1an pti m ssi on nmedi um 30
6. efuhmEihy a@msenwofshmg: learso o hehroad UFgP wnmly cﬁmtﬁe Gist Aetweork to

Pentities pled to t twork; 12 WO
enabgfo 3%8@@@@5&% s&f@eﬁ/ce&@e%@t g ?ﬁaé 3? {@ ¢qnmgunicate
with$BE HflaleAqAnEGHHP 5&ovdlﬁg A fo@ﬁleardﬁfetsf GABBBRIWIR th Qﬁqulated

second |ocal network conprising at [east one renote

UPnPRntXyentity; and enul ating a presence of the at |east
one renmote UPNP entity on the first network to enable
the one or nore UPnP entities coupled to the first

| ogal nehyRHelhddbfCRINE) whdtetn ﬁle%ﬁlbtempéﬂiitﬁkﬁﬁpfﬂ?é@% UPnP
entity according to a l'ocal address associated W th

contrhpoistrul ated UPNP entity. 7. The nmethod of claim 6,
wherein the renote UPnP entity conprises a UPnP
control point. 10 8. The nethod of claim?7, wherein

engl at i Mge hidehddrFSRAMET, fhetdiCedlilalif@ e preiod 6f BBt le)ist
on the first network further conprises: receiving an

remeie eRIFH O dlfEtst netVoRk fURESY PRIBRTIES: connect i on
¢ oir e%g&g'fénefﬁg% %Bn }é}ﬁ esfdm tlfé%{eﬁ?ét c e@ﬁon Qﬂgm&é atr_r,he UPnP

on reques Ieast
cmﬁdﬁpon@zmdupled to the first netmork 9. The net hod of
im8 he net hod further conpy i Si . recei
g 0 Q5 36tien apeshé aileasbang UBne depnee ch@qhﬁﬁrst
nd“%géponse to the 20 forwarded action request, the
result nessage bei ng addressed according to the
address associated with the enulated UPnP entity; and

9. The method of claim 8, the method further comprising:

receiving a result message from the at least one UPnP device in response to the
forwarded action request, the result message being addressed according to the address
associated with the emulated UPnP entity; and

forwarding the received result message to the UPnP control point via the Internet

connection.

10.  The method of claim 9, the method further comprising:

receiving an event subscription request from the Internet connection, the event
subscription request originating at the UPnP control point; and

forwarding the event subscription request to at least one UPnP device coupled to

the first local network.

11.  The method of claim 10, the method further comprising:
receiving an event message from the at least one UPnP device corresponding with

the event subscription request; and
13
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forwarding the received result nessage to the UPnP
control point via the Internet connection. 25 10. The
woredohoos3ef cl aim 9, the nethod further conpri sPEDUS2004/012022
recei ving an event subscription request fromthe
I nternet connection, the event subscription request
originating at the UPnP control point; and forwardin
t T WSS BeBreseperent mesepgede thed /BaP seuixol peiné vigphplnternet
jce coupled to the first local network. 30 11. The
Cmﬂ%@%ﬁ%d of claim 10, the nethod further conprising:
recei ving an event nessage fromthe at | east one UPnP

deyj ce correspqndi it the event _subscription,
et TR et e o e rahe FRery G sbppssprises a UPHP
devideOrwar di ng the received event nessage to the UPnP

control point via the Internet connection. 12. The
nmet hod of claim®6, wherein the renote UPnP entity

coppri s a UPnP .device. 13. The t hod of i m

ST el Rttt iogerif tenetie iy B Risr iRt G
UPnEBﬁtﬁtz}fuﬂwrtcbﬁﬂpr@@r{rpri ses: allocating the | ocal address

to the UPnP device as a UPnP uni que identifier defined

102llpsatingtheiloagt addgessto e Wik devagrrsaol/BRE usiqhg identifier defined

onﬂ@%ﬁ&q&%anQGHQ%n PnP device on the first |ocal network
to one or nore UPnP entities on the first | ocal

neddvertisinglifie prelencerifigedUPHP evdédwnlthe fitktedb&ll Aetwork to one or
advertising the_presence of the UPnP 15 device
morer Pikhentitics fp thesBirst localstyorkg from the | nter net
connection at |east one of a device description
docunment and a service description docunent, ‘the at
| ebbt oOflee methodefitlannild] whircmgdaertising thé PrBembe of ¢e; UPnP
.aﬁg ﬁransniit{ng at |l east a portion of the at | east
devigg {arther COMPESEocunent to one or more 20 UPNP entities

0Nt Ginkiffoth teAh@mdl €bMiRkton #east Bfe ?Fi Eé};jcéj&is&li hdh
13, wherein enulating the presence of the at | east
document and a service description document, the at least one document originating at the
UPnP device; and
transmitting at least a portion of the at least one received document to one or more

UPnP entities on the first local network.

15.  The method of claim 13, wherein emulating the presence of the at least
remote entity on the first local network further comprises:

receiving an action request from a UPnP control point on the first local network
addressed according to the local address; and

forwarding the action request to the UPnP device through the Internet connection.

16.  The method of claim 15, the method further comprising:
receiving a result message from the Internet connection originating at the UPnP
device in response to the forwarded action request; and

forwarding the received result message to the UPnP control point.
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renote entity on the first |ocal network further
conprises:. receiving an action request froma UPnP

W@ omnaid4poi nt on the first | ocal network 25 pdiUsme€ol2022
according to the | ocal address; and forwarding the
action request to the UPnP device through the Internet
conpection. 16, e nethod of claim 15, the nethod

The .

f ulther Thempsithad ofplaimelde thyimgihed FatiGr comprisiagie fr om

th g L . :

o e B REABES AR O ARk Arpldify WiTRlR afbess, e
evend aubstoptvar wijngst dhiginndgeitwddPaResatito]l peingand to t he UPnP

coptrol ..pojnt. 14 W) 2004/105344 PCT/ US2004/ 012022

17 ory Redinig g iy ersSubpEipRpR fedues, iipugihils TRGrReh gpmicotion fo the
UPnPUPickSi Ng: receiving an event subscription request

addressed according to |ocal address, the event

subscription request originating at a UPnP control

poi ot ; d forwarding t event . supscri pti.on request
P i Bugn R e PR CieR 7 et RERRRESRRASRRD dov: ce.
18recdivengl SRt Abssab@fromlile Idifl@etBhiOH ohUiheROENt message
. conprising: receiving an event nessage fromthe o
originpfing #dke eidpart one URNP dhece germaspondingyith the esinhsubisegptionm
requgsq,ea at | east one UPnP device corresponding with the
&Veht subscri ption 10 request; and forwarding the
I ef@ivilin@ihettcoisisagt hessidbao UBPAP bbiited] po@itnt . 19.
The nmethod of claim 17, the nmethod further conprising:
receiving a single event nessage fromthe Internet

congect i Ll gl at the
at T oasriometE @eah, RARIMod el SABIRE 2 o eon
suteseiviny a ginglerceentesdssagarfcbni treiatediat gomrvetiomahé vt message

orisiGm s 8 4% OB BRP SPYige COtrSRontis Wb el cahbseription
£QMdi si ng machi ne-readabl e instructions stored
thereon to: conmunicate with one or nore UPnP
enfarwvaekng the péeivadeventfmessagel to aglluraligtafoURnP control points.
communi cate with a second | ocal network via an
| nt ernet connection, the second |ocal network

COPPRr i shRGiriddle LO@pEsiage renote UPNP entity; and

a storage medium comprising machine-readable instructions stored thereon to:

requ

communicate with one or more UPnP entities coupled to a first local
network;

communicate with a second local network via an Internet connection, the
second local network comprising at least one remote UPnP entity; and

emulate a presence of the at least one remote UPnP entity on the first
network to enable the one or more UPnP entities coupled to the first local network
to communicate with the emulated UPnP entity according to a local address

associated with the emulated UPnP entity.

21.  The article of claim 20, wherein the remote UPnP entity comprises a UPnP

control point.
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25 enmul ate a presence of the at |east one renote UPnP
entity on the first network to enable the one or nore
wWQRwR1esstd ti es coupled to the first |ocal netwseRUS1004/012022
conmuni cate with the enulated UPnP entity according to
a local address associated with the enul ated UPnP
entity. 30 21. The article of claim20, wherein the

refdt e Ubaprisk pf glaisbil frhseain thegterpse medivnpfuriber emprisss
: 022 22. Th ticl f
mac%g—?%é%qaﬁélﬁgﬁgétﬁgag% géroglété' medi um f ur;e hg: IcgnSr ios es

macdreive-aneati adteguest tomihit il mes t@meckidrhen ginatidetit the UPnP
%ﬁcei ve an action request fromthe Internet connection

contgy pgItAYIng at the UPnP control point; and 5 forward
t heoGkd B8 ARG R3hed B AledsBAR UPHE dbviBHEnff ©he first network.
coupl ed toatﬁe 1fe‘ei'élr%t net\e/vg'rﬁl.%UgS. Tﬁe a?]'g)i?cq e o? Hst networ
claim 22, wherein the storage nedium further conprises

maghi nexr eadabl e, i.nstructi ons_stored thereo 0. .
Todt: e ThE AET G IRELI SerdR i sErate adEr B poppprises
macHia¥iréRlablR ihQARAPSEstéred i eonks: f Or war ded action

request, the result nmessage bei ng addressed accordi nt%
t oTecREeAd@sbmessagsemdhesd loast hne HEnB davige guregpampe to the

PR Lnpitiate.forwarding aof the received resylt
forsERE o TR e R EF SR bl BT St
associafedevit 08 embfatedUPAPentdtyf ael € of claim 23, wherein

the storage medium further conprises machine-readabl e

i nytitiate foryreding of the regsisicd gesultgnessegedovke HRnRgapfrol point via the

Inter3&P LRjJ.on request fromthe Internet connection, the
neeve(%)gjfl %J Scription request originating at the UPnP

control p
sufpscription, request to at | egst one UPnP device 20,
c 02% cq The atisle ?ﬁu i Foaderaiet foragepmediymefughey camprises
machaiiddhe MRRIELI i fAlAQE, medi um fur t her
conprising machine-readable Instructions stored
t heceion ah@ventsubscviptiomreguest fromeths dgierrfet oonrtebigorg thd east
one. UPnP devi.ce corres ing wi.th, 25 the event
subs A R SD i B Rt TR ETE RAHIOLPBIGR M di ng t he
r egﬁﬂié&@ or@Medihg IRTVEMSubRriph6n HIuEst 38 B et 0RO UPLP\eRice

th
coupled to the first local network.

oint; and initiate forwardi ng the event

25.  The article of claim 24, wherein the storage medium further comprising
machine-readable instructions stored thereon to:

receive an event message from the at least one UPnP device corresponding with
the event subscription request; and

initiate forwarding the received event message to the UPnP control point via the

Internet connection.

26.  The article of claim 20, wherein the remote UPnP entity comprises a UPnP

device.

27. The article of claim 26, wherein the storage medium further comprises

machine-readable instructions stored thereon to:
16
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| nternet connection. 26. The article of claim 20,

wherein the renote UPnP entity conprises a UPnP 30
waleoisaes34L7. The article of claim 26, wherein PEEUS2004/012022

storage nedium further conprises nachine-readable

i nstructions stored thereon to: 16 WO 2004/ 105344

PCT/ US2004/ 012022 allocate the | ocal address to .the
UP# Qféf«'/t%@éo afidrew@t YRRz devaesas & VRRP yaigpe identifigr defined

hd€rsf 1okt l twork; and advertise the presence of
OnttheSUSnPncflgg?%éa%ﬁ the first local network to one or

norévertiftntRe prsendeed tlenUPHiR déviceson thedabt loed] wetwkark fo @8 or more
he .article of claim?27 wherein the storage nedi um
W“Eﬂlflﬁﬁo%gﬁﬁﬁ?t&%‘??n?%v@ﬁlf'ne- readabl e instructions
stored thereon to: receive fromthe Internet

connection at |east one of a device description '
doé8mentlheanirlaokdrivi Th wheswun thpt stangdwedimenfurtheheonagrises

east .docunent originating at the UPnP 10 devi ce;
macglﬁla'r?arldgpﬁe{fl%ﬂ'lcp%sﬁtr?rfgighoeﬁeod’ftoat | east a portion of the

at rdcepetfrdin ehd [REehet @NMEHNTBITbast Bne HNSdSicd MsBripRlocument

entities on the first |local network. 29. The article

and gperyicgidesziptiopidesusnent.she ptlgest epel Hoguniant originatespithe 8NP
devide aBChi ne-readabl e instructions stored thereon to:
récelrve an action request froma UPnP control point on
t hinifiate stansmissibn beiMedska padibhes siedatasR06:H Reived ddt@®ment to
| ocal address; and initjate forwarding of the action
one pigggkesy Pl eritiiss opile fstiocdl nekverligh t he | nt er net
connection. 20 30. The article of claim?29, wherein
the storage medi um further conprises machine-readabl e
i n89r uctlhongicd af ctaint 27 mdereit storage awddinan dumtless ebinprises

essage, fromthe Internet connection originating at
macﬁﬁg—rg%ﬁb{e 1’81%9%‘39%‘.151 Sﬁorfé 5718dot o the forwarded action
r epudes andRortrR qh&t %i‘oﬁ{ £ubgp \ﬁ@ﬁt%l:'iﬂ)ggt !B‘gnttﬁée ARt YR network

result nessage to the UPnP contro
addressed according to the local address; and

initiate forwarding of the action request to the UPnP device through the Internet

connection.

30.  The article of claim 29, wherein the storage medium further comprises
machine-readable instructions stored thereon to:

receive a result message from the Internet connection originating at the UPnP
device in response to the forwarded action request; and

initiate forwarding the received result message to the UPnP control point.

31.  The article of claim 26, wherein the storage medium further comprises
machine-readable instructions stored thereon to:

receive an event subscription request addressed according to local address, the
event subscription request originating at a UPnP control point; and

initiate forwarding the event subscription request through the Internet connection
to the UPnP device.
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31. The article of claim26, wherein the storage
medi um further conprises machi ne-readabl e

WO pain0sst4 ons stored thereon to: recei ve an evREL/US2004/012022

subscription request addressed according to | oca
address, the 30 event subscription request
origgnating at a UPnP control point; and initiate

f oBar dilhg attisde @idsim Xy pderaip thestprrgmmedivm firtbeigepnantises
AL : L PnP device. 17 WO
mac R s P BT o S The St el 6 of
cl adcrivd bn ewhigmadssagelfeons tiey lagencte dnnettidnthd event arpsags es
. machi ne-readabl e jnstructions stored theyreon to: .
origiiaag Yhe R iEvente ok 45UCT PRSP iR PR X SRRSEHRSPD
requbleyRvE€Nt nmessage originating at the at |east one
UPhP devi ce corresponding with the event subscription
5 mmegate Sorwaadivg iheiredeaned eventvaesiagegtottheUPeR ebnteal peent
nmessage to the UPnP control point. 33. The article of
claim 31, wherein the storage nedium further conprises

maghi neTheadrM 6 dldift I1U GheRS (Rlseir8Ek hbB@URORrthe: cohbbrises
receive a single event nessage fromthe Internet

mackigerensieplgrinstiionnstored theserage: originating at the at
ubeer BRI S SR SRA AR LA b i e Bllmesseee

origih @66 Meahle eMent oneEPaR detite Sorfdspbidding Withfthd Rt SuRtdistion
points. 15 34. A systemconprising: a nodemto at
requestgaitd one of transmit data to and receive data froma

L G S

poingr ovi der t hough the nodem and coupled to a first | ocal
network to comrunicate with one or nore UPnP entities
inthe first local network; and logic to enulate a

pregences efsidh ch@patingne renote UPnP entity on the
first netWwork to enable the one or nore UPnP entities

coupheden o 4tHeasf omesaf thapsmit dataetb\and kedetvectatmfioincat e
W’ th the emél ated UPnP entity according to a |ocal
data transmission medium;

a gateway coupled to the modem to communicate with an Internet
service provider though the modem and coupled to a first local network to
communicate with one or more UPnP entities in the first local network; and
logic to emulate a presence of at least one remote UPnP entity on the first
network to enable the one or more UPnP entities coupled to the first local

network to communicate with the emulated UPnP entity according to a local

address associated with the emulated UPnP entity.

35.  The system of claim 34, wherein the modem is adapted to communicate

with the Internet service provider in a data transmission medium including at least one of

coaxial, twisted wire pair and fiber optic cabling.

36.  The system of claim 34, wherein the remote UPnP entity

comprises a UPnP control point.
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25 address associated with the enul ated UPnP entity.

35. The systemof claim 34, wherein the nodemis
wa@o@ptiesd4t o communi cate with the I nternet serRECT/ES2004/012022

provider in a data transm ssion nedi umincludi ng at

| east one of coaxial, twsted wwre pair and fi ber

optic cabling. 30.36. The system of claim34, wherein

t he/-r en%h%swgﬁm@%%lm Y, theomisterns Biathsr eopppisiegit r of

POl e 1ol 00 200411057 RETHISE004( Q1202800 37, The

sys({gé?n of ¢l aigl?n gf t(ﬁle sy@ém Sér}tﬁ%wtgg) cgoC%nlf))lrli si ng:

origihagigat the WRdtcondgrohpoiattandn request fromthe | nternet
poi nt; and

connecti on ri ginating at the UPnP_contr ol
| odfi&° foot%f’%?raé}i‘%act“ﬁg r%fg{e?t(}ﬁ af gaﬁe%l? L&’é’% af{e"?c@ast one
couplddn® ifterisCetwarkcoupl ed to the first network. 19
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