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Technical Field | .

The present invention relates generally to data
communications systems and more particularly relates to a system
for communicating a message by sending a sequence of pages via

25 a forward overhead control channel of a cellular network control
channel for a cellular mobile radiotelephone system.

Background of the Invention

| In recent years, the communications industry has
30 shown a growing interest in various types of wireless

communications systems for communicating voice and/or data

between numerous remote sites and a central location. It is well

recognized that the use of a dedicated telephone facility for a

conventional telephone system is not a convenient or economical
35 option for all communications applications. For example, for
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20 boundarliles mmmunmtmnm&yystemsa m udmgtwo#waqwadyoq,vas jlular
radi o |ink. mobile rafdl?te}%})h&ﬁésh ég_; radi o communi cati ons
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conmuni cat i ons. basE'@tafiénOfrangeeiviet 166ated af zﬂeﬂﬁé afdry favorable radio
propagation and a set of transceivers typically located in vehicles,
15 such as for police or trucking dispatching systems, or at remote
equipment sites that communicate data in response to a command
signal from the base station transceiver. Most radio
communications systems are useful for conducting
communications between short distances, such as within the
20 boundaries of a town or city, via a very high frequency (VHF)
radio link. |
Although conventional radio communications systems
are useful for specialized communications applications, two-way
radios are not widely accepted for general purpose
25 communications. The use of two-way radios is generally
regulated by the Federal Communications Commission (FCC) and
the allocated frequency spectrum is relatively limited.
Furthermore, the quality of communications is subject to the
_propagation conditions between communications sites. Two-way
30 - radio equipment is generally large and heavy and, as a result, is
unlikely to be carried by a user at all times or to be installed in
small or existing equipment.
Another form of two-way commumcatlons is a
cellular mobile radiotelephone (CMR) system, which is connected
35 to the extensive public switched telephone network (PSTN) and



regul ated by the Federal Communications Conmi ssi on (FCC) and " the
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Conventional radiotelephones generally offer both
voice and data communications capabilities and, accordingly, the
radiotelephone service is generally supplied at a cost that is
commensurate with combined voice and data services.

20 Nevertheless, this combination of both voice and data
communications may exceed a user’s requirement for
communicating by only voice or data. In addition, real-time
voice or data communications is not always desirable by a user
who wishes only to receive a message without having a current

25 activity disturbed. Similar to two-way radios, the frequency
spectrum for the CMR system radlo channels, particularly voice
channels, is a limited resource.

Radiopaging systems mclude pagers, which are
miniature receivers, and at least one radiopaging terminal having

30 a transmitter that covers a selected geographic area containing
numerous pagers. To respond to a page received via the
conventional one-way radiopaging system, the paged party
typically must find an available conventional telephone and
tnitiate a telephone call to the party that initiated the page.

35 Alternatively, the paged party can place a responsive call by use
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15 services, the cost of implementing the paging acknowledgment
system has discouraged many service providers from installing
such paging acknowledgment systems.
To overcome the limitations of prior
communications systems, the assignee for the present invention
- 20 has developed a system for communicating data via a cellular
network control channel of a CMR system. U.S. Patent Nos.
5,526,401 and 5,546,444, which are assigned to the assignee for
the present application and contain subject matter fully
incorporated herein by reference, describe an adapted use of the
25 existing architecture of a CMR system in an efficient and cost-
effective manner to support communications via the CMR system,
including collection and reporting of data obtained at remote
sites. A data message system includes data reporting devices, at
least one mobile switching center (MSC), and a data collection
30 system connected directly or indirectly to the MSC or a Signal
Transfer Point (STP). Each data reporting device can monitor
the operation of a remote data source to collect selected data. The
data reporting device can transmit a data message containing the
selected data via a cellular network control channel of the CMR
35 system when the data reporting device first identifies itself or
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system has di scouraged nmany service providers frominstalling such

pagi ng acknow edgnent systens. To over cone t he

limtati G¥RIS2TRO pri or - communi cati ons systems, the X&IVEIEAI63r t he
present invention 20 has devel oped a system for conmunicating data via a
cellular network control channel of a CVR system U.S. Patent Nos.
5,526,401 and 5, 546, 444 descri be an adapted use of the existing
architecture of a CVMR systemin an effidcient and cost-effective manner

to support comruni cations via the CVR system 25 including collection and
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The conventional technique for sending a message to a cellular
mobile radiotelephone from an MSC is the transmission of a page
message over the FOCC. For example, a conventional cellular
mobile radiotelephone can be stimulated by a transmission of the
20 MSC to locate the mobile telephone unit when an incoming call
from a landline has been placed to this unit. The data
requirement for this type of trigger message is minimal for -
conventional cellular communications and, consequently, each
message is independently processed as a complete data packet.
25 This works well for the paging operations conducted by an MSC
with conventional cellular mobile radiotelephones via the FOCC,
but significantly limits the amount of information that can be
provided by the MSC to a data reporting device of the data
message system developed by the assignee of this application.
30 In view of the foregoing, there is a need for
transmitting a data sequence that extends beyond the capacity of a
single conventional paging message of a CMR system. There also
exists a need for adapting the paging mechanism of a CMR system
to support the transfer of commands and data that exceed the
35 scope of transmission via a single discrete paging message. The




In contrast, the M5C can communicate with a cellular-conpatible
devi ce, such as a data reporting device, via the forward overhead 15
control cigugsh7soFOCC) of the cellular network control chanmeluseri996s The
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control channel. Telecommunications service suppliers, including

15 a company related to the assignee of this application, BellSouth

Mobility, have already installed the necessary equipment to

support nationwide communications via CMR networks. The

inventor has recognized that a CMR system represents an existing

communications architecture which can be adapted in a novel

20 manner to supply data communications with minimal impact upon

the well known voice communications offered by the cellular

mobile radiotelephone network. The present invention takes

advantage of this installed base of communication equipment by

using the control channel of the CMR system for data

25 communications between a central location and one or more
remote sites. ' |

Briefly described, the operating environment for the

present invention is a data message system for communicating

data from data sources. The data message system includes a set of

30 data reporting devices, at least one mobile switching center

(MSC) of a CMR system, and a data collection system connected

to the MSC. Each data reporting device includes a monitor and a

cellular communications device. The monitor, which is typically

connected to a remote data source, monitors the operation of the

35 remote data source to obtain selected data. The cellular




Summary of the lnvention The present invention solves the
probl ehs of the prior art by providing a systemfor comrunicating a
data 10WQ¥RTIBce from a nobile switching center (MSC) toP&TASOTIANT -
conpati ble device via a cellular network control channel of a

cel lul ar nobil e radi otel ephone (CVR) system wi thout nodifying t he .
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channel . Tel ecomuni cations service suppliers, including 15 a conpany
related to the assignee of this application, BellSouth Mobi-lity, have
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device is connegh@dhbfeafterProteRRROHYIstEROd data messages.

15 The data collection system also can transmit the
stored data message to a data processing system via a second
communications link. The data processing system, which also
operates to store and/or process the contents of the data message,
is typically located at a site remote from the data collection

20 system. This permits processing of selected data at a central
location that is more convenient for the user, rather than
conducting such operations at the location for the data collection
system. Although the data collection system and the data
processing system -are typically located at separate sites, the

25 operations of the data collection and the data processing system
also can be combined or otherwise integrated by installing those
systems at the same physical location.

The data message comprises selected data and a
predetermined identifying characteristic that uniquely identifies

30 the cellular communications device which transmits the data
message to the MSC. The data message can be formatted to
correspond to an identification signal, often referred to as a
registration signal, which is normally transmitted by a cellular

- radiotelephone unit when the device first identifies itself to the

35 CMR system. Alternatively, the data message can be formatted to




and, in response to selected data, transnmts a data nessage

containing the selected data. The selected data can be conmmuni cat ed
via a cel o og2mgg wor k control channel of the CMR 5 SysPperushuInIsh e

cel lul ar communi cations device first identifies itself or "registers”
for operation with the MSC. Alternatively, t he cel |l ul ar

communi cati ons device can send the selected data in a nmessage
formatted as a call origination signal.gThe MSC receives dat a
messages from cel |l ul ar comuni cat.i ons devi ces .operating 10 within
coverage areas of the CVR system In turn, the MSC sends the data
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is predyefme set “of cﬁgg or 1dent1 ying a cellular
radlotelephone unit.
Turning now to a brief review of the present
20 invention, a system is provided for communicating with a selected
~ cellular communications device by sending multiple pages via a
cellular network control channel of a CMR system. The cellular
communications device normally monitors the cellular network
control channel for discrete pages, also known as page messages,
25 which are carried as digital data streams by the forward overhead
control channel (FOCC) of the cellular network control channel.
Pages typically include an address or identifier having an
identifying characteristic. This address can be used to selectively
communicate with a cellular communications device having that
30 address or to cause one or more cellular communications devices
to enter a certain operating state. A cellular communications
device can recognize that a received page is targeted for itself by
comparing the address of the page to one or more masks
maintained in memory, typically non-volatile memory. A match
35 typically determines the course of action to be taken by the
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T 9,700 £ Sadk! Shyify B REqSHRUREE aralera BT P BcPIRAETT
provided for ¢ i ar i ons
devi ce by sendi commuhniqatonsadevice aletermines that litihas rexteived agpage!
channel of L e ' i . L Ge rmal |y
noni tors th@ (C::gﬁ !E%Ley %t%ﬁé%ﬁ%%n??%fadgﬁgﬁﬁ%rﬁgﬁé%é ?g%es,

al so known as pEQC éreand dyscompasing the predeterminesycharasteristic efithe
streans by the feiped &gﬁhﬁ‘% mask nédintaitled HanpeemloryCO) Aoimhbeh

o i dent 11t HESEDRArOm T3 PQBRATSARATGICAEY DA & PaECHAEEMSss can
be used to sel eptédeteymined chacavteristi¢ chas tbeen ceddeived. coffhenipage ons
devt oo, ! 0, Qaina o BreageBiiha TSR RRRCRL i Biedl Bfaned
cel lul ar comuntaceepresent at least acpoxtion of thedigifisef atelephonecnumberpage i s
targeted for itéﬁbfdé@éribe‘d%famﬂa'fb?ﬂlé mgyﬁéﬁl.of the page to one or
nor e masks ~nmaintaiped.in mefory, typlc .non-vol atile ry. A
match 35 typically det g'ﬂrﬂlﬁegeqml‘ecéﬁ'%@ erlﬁi(fl%rﬁt?@’b%aqlhl@giﬂ#t he
communications device monitors the FOCC for a page having a
20 specific identifier assigned to the corresponding cellular
communications device. To determine if a page has been received
that contains the assigned specific identifier, a comparison is
conducted to examine whether the specific identifier matches a
mask maintained in memory. A match resulting from this |
25 comparison indicates that the page contains the specific identifier
and should be accepted by the cellular communications device.
Typically, a set of masks can be stored in non-volatile memory
for comparison to received pages. The page containing the
specific identifier is typically formatted to represent at least a
30 portion of the digits of a telephone number or MIN for the CMR
system. To limit the time period for this monitoring operation,
* each cellular communications device can terminate the monitoring
operation for a page containing the specific identifier and return
| to the normal state in the event a certain time period expires
35 without receiving the page having the specific identifier.
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9 cel lul ar conmuni cations device in response to receiving the pagé.
For exanplyp.es@r#8et ch may determ ne whether the cellular PCT/US97/19963
comuni cations device will transition fromthe nornal operating

state to another operating state. 5 For the data
reporting system a cellular conmmuni cations device can exit the
normal state and subsequently gy ers a receive device identifier
state in response to receiving a page having a predeterm ned
characteristic. The cellul ar communi cati ons device determ nes that

it h?s receit\éed a page H’Chsetagt@d cellglar @mmmnfommmt déwicaaieeeivids ¢ by
nonitori ng e an rk e [

characteri sti c HP2&% ﬁ%g ﬂ@cépgggﬁg bcﬂe%%ﬁ}r %‘ﬁ%ﬂ‘?‘ﬂe‘aﬂlﬁl%my
A mat ch croemmumngtlbnmdewines can emter thmreoedvcm statataml beginshavi ng

t he pr edet t C 15
cont ai ni ng theq:g)r glégperm ne %rﬁg% elj#élzts I C [E));Tcem‘y ?ormat [iﬁ%ees
to represenf atCorfaining poemma@d g¢Y%nb %t the selectedncelular

al so descri bed gsmanbhitations &@ﬁc@%c@lﬁé@'ﬁ/hﬂe in the receive datd Statee

receive device identifier, state, each & h}p £ g[ﬁ%" cations device

monitors the FAESESFORIARME A-(QmIman d?ﬁb& r¢ach o, ¢ Ha&Ss¥yned to

t he Cﬁr r ezpondlaftg:eptbdumd combinedb toufiormt taﬁna ggrepate datadenessagee if a
age has been reg Ci

aonti frer a Cfiaiihg, 4 sequetiét GONE B e PIEP WoRHS T the data

speci fic i dént isequencet ishfarmed by combiningethe: setnefi data rqbtangcd Aromx ch

resulting fr Omtﬁél ?redgé 41 kngfg‘:%és t hqthet taa HE@I fs the

specific identi
communi cat i ons WWF%QY ordere T@}Sl B Gpg ﬁatﬁ sr?és ée%‘ﬁlé’leé‘d in

o ot pge i i e egrst
Coprosent at | cAlernatiVBE. e, 4R seangoon; g Cb ordenstl Jitsk ﬁwer or
M N for thd5CMBequence number assigned to each page.

Typical commands include the following control
actions: (1) load busy idle bit (BIB) data values, wherein the data
sequence comprises BIB data values; (2) set a predetermined time
for a timer device connected to the selected cellular

20 communications device, wherein the data sequence comprises
timing data values corresponding to the predetermined time; and
(3) accept data values contained in a certain portion of each
command page, and provide the data sequence comprising the
data values to a device external to the selected cellular
25 communications device.

As will be described in more detail below with
respect to FIG. 3, the cellular communications device can monitor
BIB signals carried by the FOCC of the cellular network control
channel to enable a determination of the amount of activity on the

30 RECC for a monitored cell of the CMR system. The cellular
communications device can delay sending a data message to a
MSC until the level of activity on the RECC is below a threshold
level. The BIB data values of the "load BIB" command define
maximum and minimum thresholds levels for use by the cellular

35 communications device during its monitoring operation.

—




system To limt the time period for this .rmnitoring operati on, each

cel l ul ar _.communi cati ons device can terminate the nonitorin
PZ&?BW;:{%age containing the specific identifier ang'cfr@ﬁ?f”ﬁ”‘-"

operatio _

to the nornal state in the event a certain tine period expires 35

wi t hout receiving the page having the specific identifier. - WO

98/ 27780 PCT/ US97/ 19963

10 If a selected cdli ul ar communications device receives

a page having its specific identifier, the selected cellular

conmuni cati ons device carne r..t . L ye tg.state and i to
noni tor the cellular net Ehglém aﬁﬁfﬁ?ﬁﬁrg‘?‘?ﬂ%%éi@ squcpegﬁgﬁﬁlhrng a
conmand. | n t heonununications devicel ean edspend 4o dhe receptionnoficonahands
devi ce receive kley, i o ' as, CORtAINLNg a
command, the dg?ge%fﬁ’ééﬂ&ﬁ}}gP‘{‘fé?é,gf?aégigisﬁf?&%"k 888%‘%?25 4 cgq{g\aned to
form an aggr egRRECIEORIAMMRZgA VeIl CMaﬁmaadsecﬁehp@Kmnpdhe theta. In
other wordss tggledtéd celliflar eoneRafichfions dBRAcl catCBhidY A% dri§cagbnof data

bt ai ned f . th determ ned nunher of, pages,. The data sequence is
Cypical |y or deStAEHR FrSPONS 10na PASS coBialging fhe Yerficatgn commangmnd
pfige Wi t hi nI a -anduaftee fezeptionnof e predeterafinedt anmibver of pagi% The
Alt tively, e seguence -
nunber - ase: ghedeb sEbfncE R verticd to Wbl WRIREE 1BE it hmeRRE Lae
the fol |l owi ng ®as properly receiveddny that cellolar compniniications deBHes. dit2 331

I , Wwh [ t LSASEBI s set

B predet or 1 peqcHiedithen the Sl REAUERLD cafl b bl Bpicihfed PUBR. A7),

evli ce connec ]
cellular 20 AECAHANCE Vit e campsandpeeuided hx_tgatrgcgé/@demges;onpri ses
timng data val ues corresfiwdaty sequehiee aarbeediscarded bieth@Relected (3)

acoePt et e o ARl e S ¥Rt i e, data AT
devi ce ext er nabetprapeely werifiesli Specifieally, the data sequence is discarded

15  if a verification term provided by the verification command does
not match a verification value calculated with the data of the data
sequence. The data sequence also can be discarded in the event
that the verification command page is not received within a
certain maximum time period. :

20 The verification process can verify the data provided
by command pages by calculating a verification value and
comparing it to a verification term carried by the verification
page. The verification value is calculated by summing each digit
pair of data values of each page containing the command to

25 produce a hex value-sum of all pages containing the command.
The second least significant digit pair of the first page containing
the command is then exclusive-or'ed with the hex value-sum of all
pages containing the command to produce a exclusive-or’ed sum.
The resultant value is converted from an exclusive-or’ed sum

30 having a hex value into a sum having a decimal value. The
calculated verification value is then compared to a verification
term representing the data set of the page containing the
verification command.

Outside of the verification process, the data sequence

35 can be discarded by a cellular communications device in the event




25 conmmuni cati ons devi ce. As will be described in nore.

detail below with respect to FIG 3, the cellular comrunications

devi ce cawowsTIsOr BIB signals carried by the FOCC of p¢tresentodesl ar

net wor k contr ol channel to enable a determ nation of the anount of
activity on the 30 RECC for a nonitored cell of the CVR system The

cel | ul ar communi cati ons device can delay sending a data nessage to a
MSC until the level of activity on thel RECC is below a threshold

| evel . The BIB data val ues of the "load Bl B" conmand defi ne maxi mum

and mnimum thresholds levels for use by the cellular 35 communi cati ons
devi ce during ithatreotimeperipd betweenrany pair ob regeivetbocommand pages

PCT/ US97/ 19963 exceeds a c?rtain m ximuﬁn t1m<5I %elii?d 1$n addition, the data. T1©
ensure qual ity data reception,,.t edgg ected cel Iul ar cmmupi cat i ons

devi ce can respiRanse fan e discasdedrincEsipanse to receiying msa_r%ﬁanoai ng

the cellul ar nepigdetenniicd nuenberdf page containingthes edh@imandd while
verification comman exa (ed .,cel lul ar

.. For e, the 5 .sal ec
communi cat i ohs QT E&ﬁh%ﬁpﬁlly FQFWW]EWP&‘?@ éahanneblt ate in response to a
page containing the verif Fortanothepaspect of the presentfinventiore @ systeni a
redeterm ned n f : : a,s I fveddf4:ed t
b oVideld Kot cU}ﬁmumcatﬂgg a %ﬂ&@g@ge b éfef‘ivéeﬂddxgl% &

det er mi ne whet her at'a sequence s prope r
cel lul ar comunptedeteimined csequence 10f \pages etp ahseleatediacallidatience

can be oper at edcgRfifiunications d&Fieed9is ahe FOOR® sPaedhilapvhétioflky the
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15 state) in response to receiving one of the pages matching a first
mask (COMIN-12) stored by each cellular communications
device. A cellular communications device operating in the
receive device identifier state can monitor the FOCC for pages
containing commands. | |

20 A selected cellular communications device transitions
from the receive device identifier state and enters the receive data
state (COMIN_RCV_DATA state) in response to receiving a page
that matches a second mask assigned to the selected cellular
communications device. The selected cellular communications

25 device operates in the receive data state to monitor the FOCC for
pages containing commands. Each page containing a command is
typically formatted to represent a telephone number or MIN
having a set of digits in the format ABCDEddddx, wherein a
portion of the digits (ABCDE) corresponds to the first mask,

30 another portion of the digits (dddd) corresponds to data, and a
remaining least significant digit (x) represents a command.

The selected cellular communications device can
receive data while in the receive data state (COMIN_RCV_DATA
state). Specifically, data can be acquired in response to receiving

35 a predetermined number of command pages. Each of these



20 . . The verification process can verify the data prow ded

by command pages by cal culating a verification val ue and arl ng it
toaverlwpc%?ﬂ?ﬁ?termcarrled by the verification aﬁ%T""‘FW
verification value is calculated by summ ng each digit pai r of dat a
val ues of each page containing the command to 25 produce a hex val ue-sum
of all pages containing the command. The second | east significant
digit pair of the first page containi nb3 the command is then
exclusive-or'ed with the hex val ue-sum of all pages cont ai ni ng. the
command to produce a exclusive-or'ed sum tant al ug
converted from ﬁmﬁpad’%&ﬁ%ﬁaﬁd‘ Pﬂﬁ'im%dhaﬁévﬂ%‘ ‘i 8 RASkaRdaa sum

havi ng 3 fleen rralea\s?btgx%ﬁiéhnt digit rep vésenmigedna@flmemnmatndsl ute lfs Eﬂen
conpar e o averificatio a 0 e page
contai ning the ver| matseb#tggnﬁéﬂgﬂ&s%&h%ﬂ{&tﬁi dsegﬂ? G of the

verification prtragsitionhfromt the aggeive datasstatan (COMIN.RED BATA
cel l'ul ar co 3n§ﬁi‘é) AR ERiEre thEvEAFCAYRR state (Cf?ﬂlﬁa/ WEEFY state)

PCT/ US97/ 1996
period between aftgrpdil) & li%@éY@%dﬂé%nﬁﬁ%@e??dgé@ed nu“ﬂ?&fee@é pagestain

maxi num t i met pe&bAthininy @Hé“cfdrﬂiladd"ﬁnda(% in resp mq?gga:ﬁmg%gé éggreged
in response to peceivi n rmre

cont ai ﬁl ng the m VIRE 2 P‘B&%l@%%"ﬁ%h“eﬁrﬁﬁ #eﬁgﬂ( e%ﬁt r ol
channel . sxgmflcant cfhgibrrepresdmmg&mmﬁcaubn ponmmandi ndenthen, a
syst em S S A :

pr edet er m nleod s‘e’étlgééag% s?%t OQ%&E%#@%@W&%WHW rﬁ%ﬂi?%at i ons
devi ce via the vexifiesfthe a@apjedrdatat wbhe verificationttask is mmpletcd by o\R
system Each Cekbﬁioﬁd “@Wﬁr?ﬂbhﬁﬁﬁ te% ?f'%écﬁeﬂﬁ%'amﬁ? ﬂag]emﬁ%on the

cel l ul ar net wor rati not mal
state. Each valug pafcu ateadqvesbrﬁhﬁ. data; BRAVided Wy the pages GRELAIRNE ( he
normal state andommands. Upon verifying the received data, the selected

15 cellular communications device can operate on the data sequence
in accordance with the command. |

The aspects of the present invention described above

are directed to reception by one or more cellular-compatible

devices selected from a set of such devices. This supports the

20 selective communication of the data sequence formed by the

combination of multiple pages. To achieve a general distribution

~of an extended data set, another aspect of the present invention

supports the communication of multiple pages comprising the data

. sequence in broadcast fashion for reception by all cellular-

25 compatible devices within the coverage area of the MSC for the

CMR system. Specifically, a system is provided for

communicating data between a MSC and a set of cellular

communications devices operating within the scope of coverage

for the CMR system. To send data from a cellular

30 communications device to the MSC, the cellular communications

device can transmit a data message containing selected data via

the RECC of a cellular network control channel. The MSC can

receive the data message and, in response, transmits the received

data message to a data collection system via a first




7 _
enters a receive device identifier state (COMNRCV.DEVID 15 state) ip .

response to receiving one of the pages nmatching a first mask

(COM N- 12wesdsprregd by each cel l ul ar conmuni cati ons deviPCEUSY/19943 Ul ar
comuni cati ons device operating in the recei ve device identifier
state can nonitor the FOCC for pages cont ai ni ng conmmands. 20

A sel ected cellular communi cati ons device transitions fromthe
recei ve device identifier state and enggrs the receive data state
(COM N_RCV_DATA state) in response to receiving a page t hat mat ches
a second mask assigned to the selected cellular conmmuni cat i ons

devi ce. The selmmmmharlmbmﬂ]heahtamdlectﬁﬁl systei canpeoHeetsthien t he
recei ve data stahee lteﬁ q_% &‘?sé: ch{,mg the da sgg‘?t ai ni ng

commands. Each page co a| ni onma prc formatted to
represent a tel ephone nu S@Ncan sendn pages.a adse eal dgll?%gmgthe
ng; mat péﬁdCSDE?gdﬁ%ssig\% el!tﬁtlﬂe set of célgl?]lg%' Cﬁgrﬁhﬁﬂi%aﬁb@ist éeﬁﬁ%  ddd)
corresponds X o E idﬂéﬁ ce’llularr)ge,gygrlﬁ ‘?’&{Qi ‘3? gﬁg‘mé

represents a Commmxdumcanons devices momtﬁretheEFGﬁf@df@ﬁhl havm
ctate.( com nrovREEAgiEriitled charadiBESHET  "RARN) CeifiaF %%ﬁgiﬁﬁidﬁf
response to recdévicegrecedving prpage é‘rmmgcthzupmdetel‘rmnedrmimrpamndzach of

t hese WO 9 7&%
PCT US97/ 19963 Bért itor the cellular network contr %channel for r#rﬁ% 5 pages

has a portikh tmtamn@nwmandr sIn sgsponseqta, receiving Iaeﬁﬁdefﬂ:@mﬁq(i:ant

digit representphigtssre of pagesobBAlMANIng the command eaTdh? eellataed
cel lul ar conmmuni cati ons recei ve, dat a

state (COM N RCOBDL ca%) Ssme oan a&fs@e?ﬁqtﬁﬁm e st e tinea
(COM N_VERI FY snnmber of commandrpdges. i ﬂheedata/tm{emefrmneﬁmserpagesimunber

of "% e paEBiRed ¥ éﬁﬁﬂ ?Wﬁﬁ%ﬁéém S TRESARE Goftalgi M 09 "

| east 15 sequence of ata. Consequently, the cellular network control
channel can be used as a bidirectional communications link to
transfer data between the MSC and cellular communications
devices.

In view of the foregoing, these and other objects,

20 features, and advantages of the present invention may be more

clearly understood and appreciated from a review of the

following detailed description and by reference to the appended
drawings and claims.

25 Brief Description of the Drawings
FIG. 1 is a block diagram of a data message system,
which provides the preferred operating environment for an
embodiment of the present invention.
FIG. 2 is a diagram that shows the format for a data
30 message that is exchanged between a cellular communications
device and a mobile switching center (MSC) of the data message
system illustrated in FIG. 1.
FIG. 3 is a block diagram of a data reporting system
for the data message system illustrated in FIG. 1.



significant digit representing a verification conmand. In the 10
verification state, the selected cellular communications device

verifies wWmsizrapt ed data. The verification task is conpl ePERUSHT/19963
conparing a verification termof the verification page with a val ue
calculated wth the data provided by the pages containing “commands.
Upon verifying the received data, the selected 15 cellular
communi cati ons devi ce can operate on th® data sequence i n accordance
wi th the commuand. The aspects of the present invention
descri bed above are directed to reception by one or nore

cel | ul ar-conpati bl e FIGe A and FlGs 1448, colectivelst descbed ascFIGes.
Thi s supports tb;e argologfé?ctﬂfgw cq fﬁﬁﬁt 'ﬂlhﬁfrﬁfllﬂ? dﬂ{@eﬁgggfnfsrf or med

by the nbi natlo E
di stribution corman r\%‘&% agﬁ ISGP ﬁeto‘f’ PRBIRE esent
i nvention messages tandt bembiningithetdata ﬁ]u@ﬁ'éf ﬂh@ raéei@fed:gapm ' ng

t he data se uence | bro cast_f. h| on f ecenti

cellular- %5 gFFbVE @8@% YVH g"gbeéﬁ R‘P?ée%c f or
t he CMR imsetitéion. Speci f ically, a system IS provi ded for

communi cati ng data betwee

comuni cati ons devi ces opg:rla :\%g \%Qgﬁgrﬁ?lhﬂﬁft Sﬁg)é»%mécg?/lémat fora Page;
the CMR syst enthatTis tzamsmittadbyraMSE teal cellular annmnonatdemee devi ce
to the MsC thevi%?'d @eﬂulﬁP'HBﬂW(ﬁﬁt béﬂ&ol cha&né@éh%@@l‘@la&fe%“%ﬁ‘th #ndat a

nmessage coniﬂa}u nin I ecte nt?l CC of a cellular network
control cha epresenyg&‘éﬁ}qﬁgoq ‘he data nessage and, in

response, tr ansni ts t he r EIG védis a state diingraves ildgstrating the Qtatelsl oftion
?é% fjg]g\?’} i‘986g' Bﬁératlon for'® stib&taleltular communicgtions devige of a data.

link. The data reposingosystgm dm agcordancetwithe an embodimentd ofathein
response to recﬁfééﬂem ihYenfigha nessage. The MSC can send

pages, al > = PAINIRIG. 7 is logical flow dlagram illustrating a method
for verifying accurate reception of data obtained in response to
receiving pages containing commands in accordance with an

embodiment of the present invention.
FIG. 8 is a state diagram illustrating the states of
20 operation for cellular communications devices of a data reporting
system in accordance with an alternative embodiment of the

present invention. .

Detailed Description

25 The present invention is directed to a system for
communicating with a cellular communications device by sending
multiple paging messages, commonly described as pages, via a
cellular network control channel of a cellular mobile
radiotelephone (CMR) system and combining data values of the

30 received pages to form a data sequence. Although a conventional
cellular device can receive and process discrete pages transmitted
over a forward overhead control channel (FOCC) of the cellular
network control channel, the present invention provides the
advantage of aggregating a sequence of pages to achieve a higher

35 data volume. This adds a new communication function for a



nmessages, to the set of cellular conmunications devices via the , 5 FQCC

of the cellular network control channel. The cellul ar comuni cati ons
devi ces nppiskasrshhe FOCC for a page having a pr edet emp@TNEs$7/19963
characteristic. Each cellular comrunications devi ce receiving a page
havi ng the predeterm ned characteristic can, nonitor the cellular
networ k control channel for pages 10 containing a command. |In response
to receiving a predeterm ned . nurgiger of pages containing the command,
each cel |l ul ar. comuni cati ons devi ce can accept data fromthe

pr edet er m ned nunber of command pages. The data taken fromthese

pages is able 66 monnorigg theatellular actwoskaontrok chanme] a 15 -

channol can LQ%%%&I‘S‘%%‘;@%%@QLE&%%V G %, St § e EORIinEA N Behieve
transfer data Hncreasedidatavbommmicationicapacityaruni cati ons devi ces. .
l.n view of the foregoing, Th@%%réi&ld’ﬁﬁﬁ%gﬁ?ﬁxﬁ%ﬁeaﬁoﬁ%aﬁa@?g reﬂnd

advant ages of the present 1nventlon maﬁ/ nor e er st ood

and appr eci &t ed¥ therpresent;igyeption-supports the, 198} ﬁﬂd °§@§$§F‘gpt i on
and by referencsf datd AAdocmansads or ms&h@ﬂoﬁ@S Wh‘@i'e‘abathﬁﬁ rior pYiginpri ef

ocerLPt1on o Sollh i it epin g omr Irv L ACEL )

envi ronnent f orcefllular devicetbadgister with tthe (5M>Resystem/nmrespnnse to a
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exchanged between
swi t ching d@nt ondmtedorby Hprigxt gehadangdevices, thg/spwnru tryentien i n
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Fl Gt 1. f1dent1ﬁe:s mulﬁ Te ge @m*ti’ie‘?l?b ?ﬂﬁ?b@%mﬁir ﬁe%\l’v\bﬂc IcRRRFJl ng
Sé}sz%n 80 Hannti & orm a %%esi'yaat%ms!cqugﬁcé Ton aﬁi}p t,%-,pggm
15 used by the receiving device. The present invention can support

the communication of an aggregate message by sending a
15 sequence of pages for reception by a selected cellular
communications device or by all cellular communications devices
located within the coverage area of the CMR system.
The present invention is preferably implemented for
use with a data message system but adapts existing architecture in
20 communications protocols for a conventional CMR system to
supply an advantageous approach to the communication of data
collected from one or more remote sites. In this data message
system, which is described-in U.S. Patent Nos. 5,546,444 and
5,526,401, a cellular communications device can send a data
25 message to a mobile switching center (MSC) via the cellular
network control channel. U.S. Patent Nos. 5,546,444 and
5,526,401 are assigned to the assignee of the present application
and are hereby fully incorporated herein by reference.
A cellular communications device of the data
30 message system can receive a page from the MSC via the cellular
network control channel. The present invention adds additional
communications capability to the data message system by
supporting communication of multiple pages via the cellular
network control channel to form an aggregate message containing
35 a data sequence for use by the receiving device.
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FIG 4A and FIG 4B, collectively described as FIG 4, are |ogical

flow diagrans illustrating the steps for conmuni cati ng an aggregate
message Wo982®8ag a set of paging messages and conbiBGEESATHEIZat a
val ues of the received paging 5 nessages in accordance with an

enbodi nent of the present I nventi on. FIG 5is a

di agram that shows the format for a page that is transmtted by a MSC

to a cellular comunications device 17 via a cellular network control
channel in accordance with an 10 enbodi ment of the present invention.
FIG 6 is a state diagramillustrating the states of operatlon for a
sel ected cel lul ar comuni Bavilbbe understood thatithe, communieafioniofydatast em i n

accordance w ! ndSsAiel Bethendthe MISC andpﬂfés%elldlﬂi’%rhﬁm?lca%ns
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15 associated with the cells detects that the signal strength of the
mobile radiotelephone in the just-entered cell is stronger, and
communications with the mobile radiotelephone are “handed-off”
to the just-entered cell.
A CMR system typlcally uses a pair of radio
20 frequencies for each radio channel and each cell. Each cell
typically includes at least one signaling channel, also referred to
as a cellular network control channel or an access channel, and
several voice channels. The control channel is selected or
dedicated to receive requests for service from mobiles and
25 portables, to page selected mobiles or portables, and to instruct
the mobiles or portables to tune to a predetermined voice channel
where a conversation may take place. Accordingly, the control
channel is normally responsible for receiving and transmitting
data to control the communication actions of the mobile and
30 portable radiotelephones.
The control channel normally comprises a FOCC for
‘communications from the MSC to a radiotelephone unit and a
reverse overhead control channel (RECC) for communications .
from a radiotelephone unit to the MSC. The FOCC supplies a
35 multiplexed data stream of message data words, a busy idle signal,
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because sel ected pages can be detected and conbined to achieve )

I ncr easedy@akAranMuni cati on capacity. Thedthsdeeasss dat a
comuni cation capacity offered 5 by the present invention supports the

transm ssi on and processing of data and conmands or instructions,

wher eas t.he prior paging mechanismis limted to sending a connand

i nstructing a selected cellular dqguice to register with the CVMR system
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processing 10 conducted by prior cellular devices, the present invention
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15 s1gnahng activity on the control channel, and the conventional
radiotelephone is responsive to this instant snapshot of control

channel activity.

The data message and radio channel spemflcatlons for
U.S. cellular radiotelephone systems are set forth in Electronic

20 Industries Association/Telecommunications Industry Association
(EIA/TIA) Standard 553, implemented in accordance with 47
C.F.R. § 22, in the Report and Orders pertaining to Federal
Communications Commission (FCC) Docket No. 79-318. Copies
of the EIA/TIA-553 may be obtained from the Engineering

25 Department of the Electronic Industries Association at 2001
Pennsylvania Avenue, N.W., Washington, D.C., USA 20006.

It is known that when a cellular mobile
radiotelephone originates a call, it transmits a series of data
messages to the serving cell. These messages, commonly referred

30 to as Call Origination, are defined by EIA/TIA-553. These data
messages contain the low order seven digits of the unit’s telephone
number, known as the Mobile Identification Number (MIN), the
unit’s Station Class Mark (SCM), which identifies functional
characteristics of the unit, and the Called Address, or dialed

35 telephone number. Cellular system operators typically also
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17 It will be understood that the conmuni cati on of data

nessages WOOBRE®0t he MSC and the cel lul ar comunications PCTUYHARIGR s
conduct ed by adapting conventional techniques and known protocols of
a CVR system for data comuni cati ons. 5 Accordingly, prior to describing
the detail ed operation of the data nmessage system it will be useful
to review the operation of a - tydi%al CMR system A
CVR systemis generally characterized by dividing a radi o coverage
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control chagnel normally ¢RuRl! RE8sdds are ‘Pprovided first to the cell, and

then through a data link to a mobile telephone switching center,

otherwise described as a mobile switching center. The MSC, also

known as a “switch,” makes voice connections between mobile

radiotelephones and other telecommunications networks. At the

20 MSC, a determination is typically made whether the

radiotelephone is an authorized user or subscriber by looking up

the unit’s telephone number, serial number, and other

information supplied by the radiotelephone to see if there is an

entry in the MSC’s database corresponding to that particular

25 telephone. An optional function of an MSC is to validate that the

ESN and MIN received as part of a Call Origination message are

valid. If the MIN is valid and the radiotelephone is identified as a

subscriber within the given cellular system, i.e., a “home” unit,

the received ESN is compared to the MSC’s database ESN entry

30 to detect fraud. If these checks succeed, the cellular call is then
allowed to proceed. ' '

. It is also well known that when a mobile

radiotelephone first powers up or first enters a CMR system when

already powered, the unit can identify itself as actively present

35 within the system. The radiotelephone identifies itself or



comuni cations fromthe MSC to a radiotel ephone unit and a , reverse

overhead control channel (RECC) for communications froma

r adi ot el -4phit to the MSC. The FOCC supplies a 35 pou/usyrhesssd data
stream of nessage data words, a busy idle signal, WO 98/ 27780

PCT/ US97/ 19963 18 and busy idle
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15 Autonomous Registration is simply a set of messages periodically

-and autonomously sent from the mobile radiotelephone to the

serving cell at an interval specified in data parameters previously

received from the cell by the cellular unit.

Referring now to the drawings, in which like

20 numerals indicate like elements throughout the various figures,
FIG. 1 illustrates a data message system 10 operating within a |

CMR system 8. Referring to FIG. 1, the data message system 10

supports the collection and communication of data to a central

data collection site by reporting systems associated with numerous

25 data sources. By operating within the environment of the CMR

system 8, which is well adapted for portable or mobile

communications, the data message system 10 takes advantage of

an existing wide area communications network and avoids the

‘expense of communicating with each remote data site via a

30 dedicated conventional telephone facility or conventional two-way

radios. Numerous communications applications are available for

the data message system 10, including communicating data

collected from a wide variety of data sources, such as utility

meters, community antenna television (CATV) pay-per-view
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14 to permit communications between cellular mobile
radiotelephones operating within the cell 12 and a cell control 16.
A mobile telephone switching office, such as the MSC 24, can
communicate with the cell 12 either by dedicated telephone

20 facilities (not shown) or, more frequently, by a cell-to-mobile
switching center data link 22 between the cell control 16 and the
MSC 24. At least a portion of the data link 22 is typically
supported by a wireless communications link, such as the
microwave link 20, located between the cell 12 and the MSC 24.

25 It is well known to those skilled in the art that the
conventional CMR system comprises at least one mobile telephone
switch coupled to an appropriate array of more or less identically
equipped cell sites 12. The MSC 24 normally couples telephone
conversations involving mobile radiotelephones operating in the

30 cell 12 to the public switched telephone network (PSTN) 26
through telephone facilities 28.

The data message system 10 includes a set of data
reporting devices 29, each comprising at least one monitor 32 for
collecting data from remote data sources 30 and a cellular

35 communications device 34 for communicating the collected data



radi ot el ephone is an authorized user or subscriber by |ooking up t he
unit's tel ephone nunber, serial nunber, and other infornation

suppl i ed di ot el ephone to see if there is an ladkat he
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the given cellular system i.e., a "hoftg" unlt ' the received ESN i s
conpared to the MSC s dat abase ESN entry to detect fraud. If these
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| ocate the parti cuI ar radildt I'CW@S the data message via a cel ular
15 network control channel 38 formed by the combination of the
data link 22 and a cellular communications- link 36 between the
broadcast antenna 14 and the cellular communications device 34.
- This combination of communications links is collectively referred
to as the control channel. It is well known that a cellular network
20 control channel for a conventional CMR system comprises two
radio channels that are commonly described as a FOCC 38a and a
RECC 38b. The FOCC 38a is used for communications initiated
by the MSC to a radiotelephone unit. In contrast, the RECC 38b
is used for communications from the radiotelephone to the MSC
25 24. The communications operations of the data message system
also use this convention for communications between the MSC 24
and the cellular communications device 34. In particular, the
control channel 38 comprises two separate data communications
paths, an FOCC 38a for communications initiated by the MSC 24
30 and an RECC 38b for communications initiated by the cellular
communications devices 34 (or mobile radiotelephones operating
within the cell). Accordingly, the cellular communications device
34 transmits data messages via the RECC 38b, whereas the MSC
24 transmits command signals via the FOCC 38a.




15 Aut ononpus Regi st ration i s si nply a set of nessages periodically

and autononously sent fromthe nobile radiotel ephone to the servi ng
cell at awogi®yseal specified in data paranmeters previousl yycTusorosecei ved
fromthe cell by the cellular unit. Referring now to the
drawi ngs, in which |ike 20 nunerals indicate |ike elenents throughout
the various figures, ) FIG 1 illustrates a data nessage system 10
operating within a CVR system- 83 Referring to FIG 1, the data
message system 10 supports the collection and comruni cati on of data
to a central. data collection site by reporting systens associ ated
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control channel mefssage folprogessingf ar adater date, provessrtheaselected diats
perm ts conservgilofe @by e WAt IRESsage, or forward the data message to a
15 data collection system 40 via a first communications link 42. The
data collection system 40, which is connected to a memory
storage device 44, collects the selected data by storing the
received data messages within the memory storage device 44.
Similar to the MSC 24, the data collection system 40 also can
20 process the selected data to obtain further information conceming
the operation or performance of the data sources 30.
'Alternatively, the data collection system 40 sends the data message
to a data processing system 46 via a second communications link
48. The data processing system 46 is typically remotely located
25 from the data collection system 40 and facilitates convenient
processing of the selected data at a central site. The second
communications link 48 is typically implemented by a
conventional telephone facility, a dedicated data link, or by a
wireless communications link. |
30 An example of a typical application for the data
: message system 10 is to monitor the loads of an electrical load
system and to communicate energy consumption data to a central
site for processing. The utility industry typically determines the
effectiveness of an electrical load management system for a
35 selected control scenario by collecting or monitoring energy




10 frequency spectrum dedi cated to the voi ce channel s of the typi cal

CVR system A typical CMR systemincludes a geographitc -
radi o wo 9829490l C€ area, such as indicated by the cell 1lZcwsirhosss a
plurality of cells are typically provided in a typical cellular
service 15 operator's system The cell 12 is served by a broadcast

ant enna - 14 to permt conmunications between cellular nobile

radi ot el ephones operating within the | 12 -and a cell control 16.

‘A nmobi | e tel ephone switching office, such as the MSC.24, can
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15 For this application, the monitor 32 operafes as a
load profile recorder to obtain the energy consumption data from
the data source 30, in this case an electrical load. The cellular
communications device 34 thereafter transmits a data message
containing the energy consumption data to the MSC 24. The MSC

20 24 can then forward the data message to the data collection system
40 for processing of the energy consumption data or, in turn, the
data collection system 40 sends the data message to the data
processing system 46 for processing operations. In this manner,
the utility can collect energy consumption data from numerous

25 electrical loads to -support the utility’s evaluation of the
effectiveness and cost benefit of its electrical load management
program.

It will be recognized that the data message system 10

is useful for a wide variety of data collection and reporting

30 activities and that the above-described examples are not intended
to limit the scope of applications for the present invention.

Referring still to FIG. 1, in response to the

transmission of a data message by a cellular communications

device 34, the MSC 24 typically makes a determination whether

35 the cellular communications device 34 that transmitted the data



directed to the operation or performnce characteristics of the 5 data

source '30. In turn, the cellular communications device 34, which is
connect edwoeseisocor r espondi ng nonitor 32 via a signal PCT/P87TM9953,
prepares a data packet containing the selected data and transmts

t he packet as a data nessage. The sel ected data represents actual
data acquired by the nonitor 32 in response to 10 nonitoring the
operation or performance of the data 2frce 30. Al ternatively, the
sel ected data can represent predeterm ned data or a preprogranmed
message that is associated with the detection of a certain event by

‘the nonitor 32 message isann autherized. user or subscriber of Tthe \BEvices
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PCT/ US97/ 19963 will be understood that the MSC 24 interprets the data message as
a transmission from a roaming mobile radiotelephone operating
within the CMR system 8.
The remote cellular system identified by the data
20 message is not an actual operating cellular system for supporting
telephone conversations, but rather is dedicated to data collection
applications and is represented by the data collection system 40.
In recognition that the cellular communications device 34 is
actually associated with the remote cellular system, the MSC 24
25 forwards the data message to the data collection system 40 via the
first communications link 42. The data collection system 40
responds by sending to the MSC 24 a message which confirms
that the roamer associated with the data message is a valid or
authorized user of the remote cellular system. The cellular
30 communications device 34 is thereafter added as a registered
radiotelephone to a database of registered roamers at the MSC 24.
The data collection system 40 has now received the
data message containing selected data collected from the remote
data source 30 and, unlike the MSC 24, recognizes that the data
35 message actually contains the desired data collected from a remote




23 In this manner, the MSC 24 can receive data
nmessages from each of the cellular comuni cations devices 34

operat i ng“%;s.t(?, heot he coverage areas of an array of cells fqicd§r19963 CWVR
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system 8 ugh the data nessages contain selected data rat her than
the paraneters nornmally contained in an actual radi ot el ephone contr ol
information, the MSC 24 will operate upon the data nessages as if
they were transmtted by a conv i onal radi otel ephone operating
within the cell because the dat a nessages are formatted to appear as
a registration signal or a call origination signal generated by a

radi ot el ephone ggiat source 30. Accordmigetﬁ@cd% collectiviPaatém d0lat a
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noni tori ng ener tye registration entry upon the expiration of the certain time
interval. As a separate option, the MSC 24 can automatically
delete a registration entry from the MSC database upon expiration
20 of a certain time period without any instruction from the data
collection system 40. In this manner, the data collection system
40 is not required to send yet another message to the MSC 24
after the data collection system 40 confirms that the cellular
communications device 34 represents a valid user.
25 The MSC 24 and the data collection system 40 are
preferably compatible with the EIA/TIA Interim Standard 41 (IS-
41 standard). The IS-41 standard defines a communications
protocol for communications between two cellular systems. The
IS-41 standard allows cellular calls to be handed-off between
30 dissimilar cellular systems, not unlike the way that calls are
handed-off between cells of a single CMR system. In addition,
the I1S-41 standard permits call deliveries and a communications
exchange for verifying whether a cellular caller is a valid cellular
service subscriber. In this manner, the MSC 24 hands-off or
35 forwards the data message to the data collection system 40 via the
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to FIG 1, in rgsnalse scurcB® Upon obtaining a positive match, the data
collection system 40 preferably responds to the received data
~ message by sending to the MSC 24 the verification message. It
will be appreciated that the data collection system 40 also can
20 forward to the MSC 24 a message confirming the absence of a
valid entry for the cellular communications dev1ce 34 in response
to a negative match.
This validation message can also include a profile of
communications services that are authorized for use by the
25 particular cellular source. For example, this user profile
typically defines the operations limitations for the cellular source,
including access to long distance services, the capability for the
source to only originate (and not receive) calls via the cellular
system, etc. The user profile information can contain an
30 instruction that commands the MSC 24 to delete from its database
the registration entry for the particular cellular communications
device after the expiration of a certain time period. This allows
the MSC 24 to clear from its database entries for cellular
communications devices 34 that have communicated their data
35 message via the cellular system 8 by registering with the MSC 24



transm ssion of a data nessage by a cellular conmunications devi ce
34, the MSC 24 typically nmakes a determ nati on whet her 35 the cellular-

conmuni cagy vice 34 that transmtted the data - WO

R s 25 ﬁ‘?r‘e’?é%ﬁ%’?’s an
aut hori zed user or subscriber of the services of fered by the cellular
system 8 or another system As shown in FIG 2 and described bel ow

with respect to the data nessage éormat t he data nessage preferabl y
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15 compatible with the IS-41 standard.

Although the MSC 24 is typically programmed to
treat the cellular communications devices 34 as roamers
associated with a foreign cellular system, it will be appreciated

~ that the database of the MSC 24 also can be programmed to
20 contain entries for the predetermined identifying characteristics
of those cellular communications devices 34 operating within the
cells of the cellular system 8. Upon receiving a data message via
the control channel 38 from such a device 34, an MSC 24
containing such database entries will identify the transmitting
25  cellular communications device 34 as a “home” unit rather than as
a roamer because the MSC database contains an entry that
corresponds to the predetermined identifying characteristic
supplied by the message. Thus, the MSC 24 registers the
transmitting cellular communications device 34 as a home unit of
30 the cellular system 8. This avoids the additional requirement of
contacting a foreign cellular system, such as the data collection
system 40, to inquire whether this cellular source is a valid user
or subscriber of cellular services.
However, to initiate the necessary transfer of the
35 information in the data message to the data collection system 40,




that the roamer associated with the data nessage is a valid or

aut hori'zed user of the renote cellular system The cellular 30
comuni cawe@pg21dswi ce 34 is thereafter added as a regi st er e®CT/USI7/19963
radi ot el ephone to a dat abase of registered roamers at the MSC 24.

The data coll ection system 40 has now received the dat a nessage
containing selected data collected fromthe renote data source 30
and, unlike the MSC 24, recogni zes thaR9the data 35 nessage actually
contains the desired data collected froma renote WO 98/ 27780

PCT/ US97/ 19963 26 : data source
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expiration  20switches;euchias theMS(2249also offexntdemiges fort impleémentingm t he
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15 Motorola EMX switch and other vendor proprietary switches.
Switch manufacturers include: AT&T Network Systems,
Whippany, New Jersey; Ericsson Radio Systems, Richardson,
Texas; Hughes Network Systems, Germantown, Maryland; and
Motorola, Schaumburg, Illinois.
20 ‘The cellular system 8 is preferably implemented as
an AMPS or a DAMPS cellular system. However, it will be
appreciated that the cellular system 8 also can be compatible with
alternative cellular systems implementing a control channel for
mobile-to-cell communications. | .
25 It will be appreciated that the CMR system 8 includes
an array of cells, such as the cell 12, and that a set of reporting
systems 29, each formed by the monitor 32 and the cellular
communications device 34, are typically located in a cell. For
each data source 30 within the cell 12, the monitor 32 and the
30 cellular communications device 34 are preferably located
proximate to the data source 30 to minimize the lengths of the
signal paths 31 and 33. To facilitate economical installation of the
reporting device, the monitor 32 and the cellular communications
device 34 can be combined within the same housing and this
35 housing can be installed either adjacent to or as an integral part of




40 is not required to send yet another nessage to the MSC 24 after
the data collection system 40 confirnms that the cellular ) v

comuni c%bggéﬁggw ce 34 represents a valid user. 25 PCT/USO7/ he MSC

24 and the a collection system40 are preferably conpatible with
the EIATIA Interim Standard 41 (IS 41 standard). The 1S-41
standard defines a comuni cations protocol for conmunications
between two cel lul ar systens. The | S-41 standard all ows cel |l ul ar
calls to be handed-off between 30 gossi mlar cellular systens, not
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15 - The data collection system 40 can be located
proximate to or as an integral part of the MSC 24, in which case
the first communication link 42 preferably forms a hard-wired
connection between the devices. However, the data collection
system 40 also can be positioned at a remote site. For this remote

20 installation, the first communications link 42 can be implemented
as a wireless communications system, such as a microwave
system, or as a dedicated data line, such as a conventional
telephone facility. For the convenience of the party that is
sponsoring the collection of a particular type of data, the data

25 processing system 46 is typically located at another remote site
that is typically proximate to the sponsoring party.

FIG. 2 is a diagram that shows the format for the
data message that is communicated by the data message system 10.
Referring now to FIGS. 1 and 2, a data record 50 for the data

30 message contains both a data field 54 for the selected data
acquired from the remote data source 30 and a data field 52 for a
predetermined identifying characteristic which uniquely identifies
the cellular communications device 34 that initiates the
transmission of the data message. To take advantage of the

35 existing architecture of a CMR system 8, the format for the data




cel lul ar source. Upon obtaining a positive match, the data

col | ection system 40 preferably responds to the received data

nessage bwoesihregy to the MSC 24 the verificati on nmessage. PCI/US97/19963vi | |
be appreciated that the data collection system 40 al so can 20 forward to
the MSC 24 a nessage confirm ng the absence of a valid entry for the
cel lul ar communi cati ons device 34 in response to a negative match.
This validation nmessage can also inclugg a profile of comuni cat i ons
services that are authorized for use by the 25 particular cellular
source. For exanple, this user profile typically defines the
operations |ini message preferablycss idenficaloto dhe messageiformati (or dacess to

| ong di stance s L LCAS Cﬁé?ﬁ . | Ok+ : Y.
originate (and ﬁ%d@cg?\}/,z@ca shil/&féﬁ?fﬁlegl, uf%?t,ls ﬁ%ﬂ%gxﬁst{éeam t%. The
user profile i nfeHman sdiotelepbong when 1t st identifies ttﬁelfyhm ac GMRBds t he
MSC 24 to del et $tefih such #the0@MR system 8.he registration entry for the

particular cellular commury cation device after the expiratjon of a
certain ti rTe5eperi od. Thi s &Y USRS the data,message fﬁr‘flﬁ{ @Isé‘é?laf&irﬁqthsa '
dat abase enéI ri ﬁsggiwtratéthh’ al, the @drlulanhmnnmrlmmtlm @dvicematldave
comuni cat ed t he » s a ar

registering wt hi‘égﬁg&f\éc gﬁ tﬂg WQ?% 29&853&%@1 a daﬂsrhggﬁggé)%hat

PCT/ US97/ 19963 appears to contain a mobile telephone pember andbanalESNsuch
devi ces no | ongar ) Besdt ; ' A5 of the
NEC 24. AIGEh iis i %%?‘3“%%{ e Sl gﬁ%ﬂ ficaions e
selected 10  34tt0 plags Accomyeriang velcedibaséd agéefqn ne cAl, nenory
5 storage devi ctheét¢ellkddr poaaaaniddtions deviced 3daheventeRiserregisters for

esultant dat 2. oBertih WRILE NG FLSHEF ] el ihe B BBhimumicasion o
data to the dat of theselsited daya from4he field. dat a col | ecti on syst em 40
first converts the data MegragsHR1§MIRCFGIRAACIST the data message can be
15 identical to the format or data record for a call origination signal
that is transmitted by a cellular radiotelephone when it originates
a telephone call. Similar to the format for a registration signal,
the cellular communications device 34 can appear to originate a
~call by sending a data message formatted as a call origination
20 signal to the MSC 24. Although the MSC 24 processes the data
message as if it contained a mobile telephone number and an ESN,
the data message is actually used to communicate selected data
placed within one or more data fills normally reserved for the
mobile telephone number and the ESN. Although the call
25 origination signal format can be used to transport data from the
cellular communications device to the MSC, it will be understood
that the data message system 10 is employing this format for data
communication rather than for call origination.
As shown in the data record 50 in FIG. 2, the
30 standard message format for a registration signal (call
origination) has been adapted by the data message to permit the
identification of the particular transmitting cellular
communications device 34 and the communication of the selected
data. In particular, the data field 52 for the predetermined
35 identifying characteristic corresponds to at least a portion of a



10 communi cations protocol for conveying the data message to the

data processing system46. This step is necessary prior to v
comuni ¢ h the data processing system 46 because, UptbSo710063 L he
- MsC 24 agg,(ﬁ? ata col l ection system 40, neither the data

processi ng system 46 nor the second conmunications |ink 48 are 15

conpatible with the | S-41 standard. Al t hough the MSC 24
is typically programmed to treag the cel lul ar comruni cati ons devi ces
34 as roaners associated with a ?or_ei gn cellular system it wll be
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15 predetermined identifying charactenstlc is associated with the
data collection system 40.

Furthermore, the data field 54 in the data message
for remote data corresponds to the location within the data record
for the ESN. Those skilled in the-art will appreciate that the ESN

20 is 32 bits long and includes 8 bits for a manufacturer code. For
cellular systems that do not review or screen ESNs based upon the
manufacturer code segment, it is possible to manipulate the data
field normally filled by an ESN to supply a data message having a
data field 54 containing 32 bits of selected data. However, if the

25 cellular system uses the manufacturer code segment of the ESN,
the selected data within the data field 54 comprises a length

“defined by the remaining 24 bits of the ESN. For most
applications, it will not be necessary to manipulate the
manufacturer’s code segment of the ESN because a data message

30 having 24 bits of selected data (and, as required, 8 bits of the
manufacturer code segment for a conventional ESN) should be
sufficient to supply relevant data.

FIG. 3 is a block diagram that illustrates the
components of the reporting system 29, namely the monitor 32

35 and the cellular communications device 34. Referring now to



i dentifyi ng character| stic that is uniquely associated wth the data 5
col | ection system 40, the MSC 24 locates an entry in its database

t hat comwods2ti8e switch to send all nessages containi ng SURGI/ES97/19963
characteristic to the data collection system 40. Accordingly, the

MSC 24 thereafter forwards the data nessage via the first

comuni cations link 42 to the data coll ect.ion system 40. 10

The data collection system 40 can be 3%l enented by a conmputer. One
enbodi nent for the data collection system40 is the conputer of a
service circuit_node. Certain manuf acturers of sw tches, such as the

MBC 24, al so ofFIGSdévand:3, the moniters3d imejudes a recorder®@aaimemonyt h t he

data col | ecti O’Efyﬁﬁﬂnbﬂé) ot Qﬁkf@'é&sb‘i‘@ 64 15’1‘}1]@&868#&15% SWHich fnd
ot her vendor propri et &y st\‘\ln u]1 uré‘irs | ncI ude:
AT&T Network SEonaeste e Mapﬁ%we ﬁleWlﬁeFlseey?lg@ 3 thest ens,

sb;:harflsons . senso’r'SXfEﬁ wgwewgwﬂmﬁvswaﬁan rn@ﬂt | ofvﬁfa\t{c@ndS and
orol a a in ul ar stem8 is
preferably i Cgﬁgg&g SHICs O of the dﬁﬁ‘ sqwEe30-, ‘?vﬁ‘§t &Lﬁ'lé?rr %‘\t{

However, it w Irbpbesent selecipdr datantthdt tarer proferablyustoresy svithi tﬁeso can
be corrpatl bl e el

cont rol channe}%?'ﬁmry storfémedér\gitd[eo%gezl I 'I!ﬁéa éﬁéﬁ?%i},nﬁ %ﬁkm)ﬂ

It will be apprasdemaccass memo MM)amHaowwcwttsmll be ungderstood, of
cells, such as thae tﬁé'ﬂxeir?orggﬂg aRRd! can W i léﬁi&iftédflﬂy otherrc%?éﬁ@ﬂﬁ 29,

each formegp a?e noni t or, ons devi ce
cal

and the,.cel
34, are ty (dPrgs deTiceSo ipelucing Hash Merpgey, adiaxials within
the cell 12, ttmcompﬁter hazd disk oran o ﬁcabdiskul ar communi cati ons device 34

e preferably located b Béaﬁﬁb%ﬁ%ﬁ 382t SR SEhal et o ca
instal | ation ofrepiesents oner egomoney Sdgnal:ei; annelsofor mransfemmg hﬁle
Ic‘;lg{J!S:J:’lgr a?lgrr]tTEI Seqé& 232 SFOI’I tﬂég.\r?eﬁgrl nsta | e dﬁg’i@ﬂ’g éhltp QI’ as an
integral pdft decorder 7gmp emented as either a smg or mu 1ti-
PCT/ US97/ 19963 channel recording device. Each signal channel normally would
be associated with a  different operatmg or performance
characteristic for the data source 30.
For certain applications, the recorder 60 records
20 selected data from the data source 30 for a predetermined time
period. A clock 66 connected to the recorder 60 supplies timing
data to the recorder 60, thereby enabling the recorder 60 to add a
time tag to the selected data. The time tag indicates the relative
time for the start of each predetermined time period of recording
25 operations. Assuming that the predetermined time period is a
known value, the addition of the time tag data permits the
calculation of the start and completion times for each data
réporting operation. Correlation of the data collection time to the
selected data is desirable for certain processing operations. The
30 clock 66 can be implemented as a conventional counter supplied
. by a hardware device or as a software routine executed by a
mMiCroprocessor.
The cellular communications device 34 includes at -
least a data receiver 70, a cellular transmitter 72, and a controller
35 74. The data receiver 70, which is connected to the recorder 60



30 the data source 30. For an installation proximate to the data

source 30, the signal path 31 and the signal path 33 preferably ° form
hard-w r tions between the connected devices. ess,

it will g@ ?g%?’?@. ated that the signal paths 31 and 33 SP%?-’PCIE%

i mpl emented as either infrared comrunications |inks or wireless
communi cati ons |inks. It will be understood that a single
cel | ul ar conmmuni cati ons device Smgh can be connected to nultiple
nonitors 32 to permt the transm ssion of selected data collected

from 10 associ ated data sources 30 located at a central site. For

exanpl e, ted at
np central Pocaﬁlgnsggéﬁ 33, Fé&%ﬂ%b&%&té@dhﬁ@o%xﬁ ﬁ?@mw}ié“

|
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~acqui si tion of giairectedtotthe dsiaordctiver 70t and the wedhil@r trankmitter 72,
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rex;/:rsmee ngﬁf rb@&édd}nbaseélocoﬁ gﬁ%g%}lg{r@qtcﬁﬁpp fps géon’rm% catlons
link 42 can be QQMWQ’E@ OPCmH%mwmen@@%keemm&bﬁmhs system such

as a mt cr ow?ve sySIlfrfbs 6n§é t® @l@egls@aé%téddahealtheecomfdllsﬁﬁ t
conventil ona ne | or e CO ni enc arty
Chat i's RESATSS - aepacket containigg the pfeRlERnRISE dentiffi 'Y
data 25 1pr oczheaoteristic assddéiated twnhcﬂﬂel ;zelllnlm’tﬁdnmmttentﬁﬁaandeﬂm e site

2''s & di ﬁg'rSﬁlﬁs?fe%&?f%°lﬁ?&?§aﬁ%?ﬁf@{%9w Yolofog 30.  The, gellplag (¢ ©

a%a
comuni cat ed bytranmetca T2 seesponess tentheo data packete oy transmithing a1 Gs. 1
and 2, a data r&seedpoR da'i!& HRs8age 3Ha RS %ﬂ “&i cﬂoahﬁlﬂéityg fogat a

field 54 for t cte romth e at source
30 and a data fé@iﬁ $Ysten) 64 gpemﬁcaébé-o‘g’ﬁe? Wﬂ% uses

ghar acteri qtr'? ¢ RECQO ofr&xetwntmmmnﬂeleas to send datenswesshgésito ﬂwMSG:at I ons
dovice 34 Mot 49" A BhBigh'the cotlias RS 77 o8h b b Ro iR AT, 1
format for the chitventional transmitter for a radiotelephone unit, the preferred
cellular transmitter 72 uses only the data radio channels of the
CMR system 8 for transmission of data messages.

20 ' The cellular communications device 34 further
includes a memory storage .device 76 connected via a bi-
directional data path to the controller 74. The selected data
received by the data receiver 70 can be stored in the memory
storage device 76 prior to the transmission of a data message by

25 the cellular transmitter 72. Although the memory storage device
76 is shown as a separate memory from the memory storage
device 62, it will be appreciated that the memory storage devices
62 and 76 can be implemented as a single memory which is
accessible by both the recorder 60 and the controller 74.

30 To connect the cellular communications device to
another device, such as a monitor 32, a signal path is connected
between both devices, as illustrated by signal path 33 in FIG. 3.
The signal path 33 can be implemented as a conventional data
commiunication link compatible with known protocols, including

- 35 the RS-232 serial protocol. To support an exchange of data
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31 ' nmessage preferably is i dentical to the nmessage format (or data

record) fwuoghriggentification signal that is transmtted byp@rse?19963
cel lul ar radiotel ephone when it first identifies itself to a CVR

system such as the CVR system 8. 5 - By using the data
nmessage format associated with a regi stration signal, the cellular
comuni cati ons device 34 "regisggrs” with the MsC 24 by sending a
dat a nessage t hat appears to contain a nobile tel ephone nunber and an
ESN. Al though it is not intended for the cellular comrunications

device 10 31betWe|ehabeth devices! i theakigmilc dtlb@@dlscyréf&xabl eh epirone

For ' oper MSSHaliliRITAME Ma?éﬁ§§ﬁe‘l’§b?%ﬁ%§8bo§ﬁﬁﬁ$%§ lon

of the sel ect etiodheasignahpath 33, ¢he. cellular communications|devicet34 ean, t he
format for t helﬁ?ﬁ@é‘@ﬂﬁ‘i’%&t&ﬁmt&t ports. éecﬁﬂdfﬁbﬂdledétﬁ e[%ﬁ%s Qandat a

record for a c

ri gl nat i.on ansm
cel lular ra#i o eaf@mﬁy%ﬁ 91%9@30 er 74qaq t'épﬂ%ﬁb"%‘aﬂl Ofi ni | ar
to the format &fﬁnﬁnil@@f Sbiaii ﬁiblﬁbﬂ?aétorage deviee Celeﬂ ¥ Ing@at i ons,

devi ce 34 can. a ear I gi,n cal l, b ephdi n nessage
device 34 can Bheall el b hEed jo mpogeat g PSR SominiAelER 20
MSC 24 processdevite 3thtprior to fiekd opprationst ukltematwelgd an rextteieal

Comunt oot 2“22?%5?@5“35\? =8t to °u?u***§t&ql€?ﬂﬂ§eﬁe play fompipnicaliREe  ©

normal |y rd@er dgyicor34 o anothemﬂﬂ\n@eteﬂépmlle beunpderstood rbatske
Al though the C%llula?%u fiutiiBations éé@i&%‘ Sflofc?”ﬁbtcminﬁﬁi 4§ Chel euiglénsport

nder st ood | EXtERAkPaTh haBEL T ELOh b AL Caimelids AARIAIENEMAN or o

ngr gg\tf\ﬁ in thg%'g}’fgsl?gcﬂiredftorﬁﬂ@rtt\*aﬂblfsodipplﬁibﬂmonsgl etk for mat

forsa registration si gna?f‘?gge?we cc;rﬁ‘mlbt;qcéﬁﬁgts fi‘ﬁsn ﬂi&ﬂgsgﬂz d% by the
data nessadé t FQEGHaf the cellular networks controdnchannéle3BarthecceHular

‘transmtting celdihfiinications device 34 also includes a cellular receiver 78.

The cellular receiver 78, which is connected to the controller 74,
can be implemented as the cellular receiver for a conventional
radiotelephone. However, similar to the cellular transmitter 72,

20 the preferred cellular receiver 78 operates to receive information
primarily via the data radio channels rather than the voice radio
channels of the CMR system.

_ It is well known that the FOCC of the cellular
network control channel carries a stream of busy idle bits to

25 indicate the status of the RECC of the cellular network control
channel. The RECC is busy if the busy idle bit is set to a binary
one value. To minimize the impact of transmissions by one or
more cellular communications devices 34 within the cell 12 upon
the normal control signal traffic on the control channel 38, the

30 cellular transmitter 72 preferably transmits the data message
during those periods when the channel is available or is likely to
be available. Accordingly, the cellular receiver 78 monitors the
FOCC of the control channel 38 to enable a determination of the
amount of activity on the RECC for the monitored cell. By

35 monitoring the FOCC and counting the number of busy idle bits -

-q




communi cati ons device 34 and the communi cation of the sel ected dat a.
In particular, the data field 52 for the predeterm ned 35 identifying

char act eryy +fgg' responds to at least a portion of a 'Pd/ﬁggyﬁ,hg%%
PCT/ US97/ 183*% 32 nmobi e

t el ephone nunber or M N assigned to the cellular conmuni cati ons
devi ce 34. Thus, the predeterm ned identifying characteristic is
substituted within the data field nor |y reserved for the MN in
an identification signal. This 5 predeterm ned identifying
characteristic can belong to a set of - unassi gned nobi | e tel ephone -

nunbers. Al ter r@ttit\oeﬂm bifiery one valuedfdrea Predetdreniidd ¥inie aciigy i stic
£ 0 1 2 kk g WL 4 3 it U el of
predet erm ned icmtrol hagnel a6tivityadacing tlsat tinpe pericd.t e fheelevdli ofit i on
cormuni cat| ons srgLE4fnel activey STl b0l th@%*{%%‘t“\( “#%Ffégﬁ%ﬁiééééhfé 4, 30
The predet elm n&ith light i eemo fsetiyityhomdther icontroki cha

i nformation use&) %HE? 74 sugﬂ%@%etﬁé Rtar é’lﬁé\! ¢ thedde lhﬂﬁ %ﬁﬁsﬂ?ﬁéﬁge

contai nin thIS edet har terjstic IS
associ at eg wit h/2he In I‘CSpoQﬁﬁ,at Iqeé 95 Initiates a data

Furthernore, thgedgige tra®isthibgionntd tise MS@ MSﬁlaghe RECC dfother eomire]l dat a
corresponds to #ﬁ\e Ici;ﬁlon wi thin the data record for the ESN

Those skilled i will appreciate that the ESN 20 is 32 bits long
and include® 8 bits for almparfieular ¢he cedlmlaFcommunicatiehs eice 3t ens
that do not re E‘ﬁ'n code
segnent, it is %oss 9‘2%@%’?%?%?@8?@ ed byftﬂéf‘gqgr@b'f %e filled
by an ESN to sug@mirol channeledd 405 sequential, predetemmined itimg periods: ai ni ng

32 bits of sel eYhetelRilar cbﬁiﬁﬁm‘l{caticfnst d6viceZ cﬁ%dlﬁt@r aﬁd %E&"Es%fl?sa the

manuf act urer code segrrent 0 in the

data field 54 cOWHHR e%vegagg,gﬁqtﬁxe 1ghest” couht' ¢ %us%rcfcﬁe bits Set o the

15  binary one value per each monitoring time period, and (2) a last
“n” count of busy idle bits set to the binary one value per
monitoring time period. To calculate the running average, a
newly acquired count of busy idle bits set to the binary one value
per time period is averaged with a stored average of busy idle bits

20 set to the binary one value if the count for the immediately
preceding interval is higher than a value of one standard deviation
lower than the stored average. Prior to transmitting a data
message via the control channel 38, the cellular communications
device 34 will average the stored last “n” counts of busy idle bits

25 set to the binary one value per time period and compare that
computed “n” average to the stored running average. If the
computed “n” average drops below the stored running average,
then the cellular communications device 34 outputs the data
message. However, if the computed “n” average exceeds the

30 stored running average, then the cellular communications device
34 will delay the transmission. In contrast to conventional
radiotelephone units, which are responsive to an instantaneous
view of activity on the control channel, it will be appreciated that
the above-described transmission queuing process is a heuristic




defined by the remaining 24 bits of the ESN. For nost appl i cations,

it wll not be necessary to manipul ate the manuf acturer's code
segnent OWO9S27E8N because a data nessage 30 having 24 bPET/USI?/H86%ct ed
data (and, as required, 8 bits of the manuf act urer code segnent for
a conventional ESN) shoul d be sufficient to supply relevant data.
FIG 3 isa block diagram that illustrates the conponents of the
reporting system29, nanely the nonito3732 35 and the cellular

comuni cations device 34. Referring nowto V\D 98/ 27780

PCT/ US97/ 19963 FIGS. 1 and 3,
the monitor 32 Methoddasgdupon aedetenrmmm@lysw of the steeammfcbusy nor e
sensors 64. Thejdledafsder 60, which is connected to the data source 30

\c/):ogr ;Plenzl gpa:t)ep?z)?rrg#:eufr‘egﬁsrc]%e rertflg "gi&’@ﬁ?’lt’lﬁ @g&gc?&%aslgghs The
det ect ed char acther datd osessage omlpwdse the dontteldchatnel imavailabls €621 abl y

rotorany S Oerr s REBR XM AOReicaaaR daviBe TS ol of . oo

that the nenoryd#ia gueningnniaimipesrihe ossibidityethaty thbe operation dfit a

d |
st ﬁ{)ﬁ?gr ﬁé'r A ‘%bHE'dé@lJléﬁ% dls?f‘éfatlﬁn§ devidte 394 a}iﬂ*xpeehq pell 12

JCa
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channel s for t r atirg redibtelephones seithin ﬁib galla Nevehthelessoheorillohe and

furthernore, t he cor I 60 can nted as eit
single or appremateglha'ﬁ)ﬁ %@ &Er r?lgaepﬁeos Pgﬂaqrae%ﬂglpe
normal | y woul d data meissage mthamaﬁm clbeekxﬂgfﬂmrmﬂamhtytoﬁwﬂmeocontrol
per formance aIﬁEQ terlstlc for the data source 30.

p?l cat1ons,

For certain ap the recorder 60 records 20 selected data from
the data source 30 for a pMteraatively.cthe celdular communications device 34

can be programmed to transmit the data message during a certain
15 time interval, such as during the early morning hours between
midnight and 6 AM, when control signal traffic is normally at a
minimal level. To permit this type of automated transmission
operation, the cellular c_:ommunications device 34 includes a clock
82 connected to the controller 74. The clock 82 outputs a clock
20  signal in response to expiration of a time interval. In response to
the clock signal, the controller 74 initiates a data message
transmission by the cellular transmitter 72. In this manner,
selected data is transmitted during a known time interval from
one of the reporting devices within the cell 12 to a central
25 location. '

The clock 82 preferably outputs the clock signal
during the time period when use of the control channel 38 is at a
reduced level, thereby minimizing the possibility that the cellular
communications device 34 will interfere with the normal

30 communications operations of the CMR system 8. In particular,
the time interval is preferably selected with advance knowledge of
the reduced activity periods for conventional telephone
conversation traffic on the CMR system 8 to ensure that data
message transmissions by the various cellular communications

35 devices 34 in the cell 12 are conducted on a noninterference basis



period. A clock 66 connected to the recorder 60 supplies timng ' dat a
to the recorder 60, thereby enabling the recorder 60 to add a Tootime

tag- to t ed data. The time tag.indicates the rel atiy@rmpysern9eés M
for the rs]ﬁléljrsgt%}22@0each predeterm ned tine period of recording %%

operations. Assum ng that the predetermned time period is a known
val ue, the addition of the tine tag data permts the cal cul ation of
the start and conpletion tinmes for eacfgdata reporting operation.
Correl ation of the data collection ti to the selected data is
desirable for certain processing operations. The 30 clock 66 can be

i pl ement ed as GigP Yo call nfésRals dransmittedtoaRd HUR ehelevi ce

rd”dég
or as a software i.OUtI n exZé:ute '

a. cr rocessor
The cellular c Rielep SJepFEatIng mﬁhﬁdG?{Tat The Cﬁmﬁ%a%z can e,
receiver 70, a japlethentéd aasswithex a’hardwhre conntefr!er as 36 softwardie data

recei ver 70, whjich js. & t 0.t he recor. _ 1217
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path 33, redei veentroleséldct ed data obtained fromthe data source 30
by the nonitor 32. The cont : ALY T | Lo dat a
receiver 70 and_the cell apg glrr?snéf‘?ltser,@gy the cellg%%f?@ﬁsﬁhﬁglléé’%é%%c“ve
oper ati ons of t‘li%‘”_@&t afﬁ@evmi)emﬁmdtm_empenseépms@m Sbgimiiqmﬁﬂt 72.
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status signal 1n response to an alarm event, such as the detection
15 of a maintenance service requirement. Alternatively, for an
utility load management application, the monitor 32 can output
the status signal in response to detection of possible tampering of
the utility's load control device. Those skilled in the art will
appreciate that the generation of the status signal is event-driven
20 and that the applications for the data- message system 10 will
determine those events. .

It will be appreciated that the process of outputting a
clock signal or a status signal to initiate a data message
transmission by the cellular communications device 34 is similar

25 to an Autonomous Registration operation that is conducted by
~certain known radiotelephone units. For an Autonomous
Registration, the radiotelephone automatically identifies itself to

the cellular system by initiating its own registration operation.
Likewise, for the described embodiments, the cellular

30 - communications device 34 responds to the clock signal or the
status signal by sending a data message having a message format

that is representative of the data record for a registration signal
(call origination signal) of a radiotelephone unit. In turn, the
MSC 24 receives the data message via the control channel 38 and

35 subsequently operates upon the data message as if it were a




15 RECC of the control channel 38 to send data nessages to the MSC

24. Al'though the cellular transmtter 72 can be inplenented as a
convent i ONQI98RTM®AsNi tter for a radiotel ephone unit, the prACEHP/19963
cellular transmtter 72 uses only the data radio channel s of the CVR
system 8 for transm ssion of data nessages. 20 The cel |l ul ar
conmmuni cati ons device 34 further i ncl udes a nenory storage device 76
connected via a bi- di rectional3%at a path to the controller 74. The
selected data . recei ved by the data receiver 70 can be stored in the

menory st orage .devi ¢ce lil r {o, the transmgssi on of a d ta message
by 25 the céﬁglﬁt&atlpﬂaﬁbgﬁlﬁ 0 OTIZRGIQY, Sighal): fEansmitied dyddyi ce
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the controller a da Iver
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The receiver 78 can receive pages from the MSC 24
via the FOCC of the control channel 38. For example, the MSC
24 can output command signals, which are formatted as pages, via
the control channel 38 to initiate certain operations or to control

20 certain functions of one or more of the cellular communications
devices 34 within the cell 12. The cellular communications
device 34 can respond to a command signal by conducting a
particular operation or by controlling a certain -function
associated with the command signal.

25 The command signals typically include address data
and each cellular communications device 34 responds to a
command signal containing its predetermined address data. This
allows the MSC 24 to communicate with one or more of certain
cellular communications devices 34. By proper use of the

30 addressing operation, it is possible for the MSC 24 to remotely
control the operations or functions of a subset of the cellular
communications devices 34 that is selected from the overall group
of devices 34 within the cell 12.

The command signal is preferably a 10 digit number.

35 that represents a conventional mobile telephone number. At least




port can be used to output data fromthe cellul ar communications 10

device 34 to another device. It will be understood that the " cellular
comuni cagpdgsTAgVvice 34 is not limted to the single pdn@§w3§k3port
shown in FIG 3, and can include additional external ports as
required to support various applications. To receive
comuni cations fromthe MSC 24 via the 15 FOCC of the cellular network
control channel 38, the cellular 4(comuni cations device 34 al so

i ncludes a cel.lular receiver 78. The cel lular receiver 78, which is
connected to the controller 74, can be inplenented as the cellul ar

receiver for a @i:vtﬁm ofthis te:;;%homeiﬂumm:embe assogmetbas anl identifiéro t he
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idle bit is setcatpr'e Mrﬁmmed t@n@eypd;m oiil)yntd“ﬁn@’@nﬁhﬁntirfﬁ alof
transm ssi ons evl ce

W R e ne, opShfiB its addrdiRictrs and tE baBRTEY e DarfOiar opsi

control channelord@mdtion 1de3mﬁeﬂabw1mrcmmmzmui.t ter 72 preferably tr ansm ts
he d : i od | abl

ot NG o MRS e I R S

nmoni tors tA8 commurgcationst devicest 3di theha 2343 can semstely control

det ermi nati on Qfarié\i’s g eratloﬁé"?if%eoéeﬁﬁIdrvééﬂnﬂﬂnid&@no?ﬁ%flﬁest94? or

[{32 'yt ?QFS E?lt ls cart renwlgnaaﬁltaor rarions %rggcmnﬁﬂgbl%ogﬂéfatﬂlg pargrlﬁré?eegs of
PCT/ US97/ 1996|3 of the devices 34. For example, in response to a %@}lel',él@dt he
b ey e Vel g TR TS i ghltatons asSTLL Y
15 "registers” with the MSC 24 by transmitting a data message to the
MSC 24. 1t will be appreciated that this command signal is
similar to a conventional Locate Request signal generated by a
CMR system, such as the AT&T Autoplex System, and requests
registration of a selected radiotelephone unit. - By use of this
20 command signal, a selected cellular communications device 34 can
be polled at any time by the MSC 24 to initiate the transmission of
a data message containing the desired selected data.

For another representative example, the time interval

for the clock 82 can be modified or otherwise replaced with a

25 = substitute time period in response to a command signal. The
cellular communications device 34 also can instruct the monitor
32 to initiate a recording of data from the remote data source 30
in response to yet another command signal. In particular, the
controller 74 responds to the detection of the command signal by

30 the cellular receiver 78 and outputs an instruction signal to the
recorder 60 to prompt the data reporting operation.

The opportunity for placing a command or data, or a
combination of a command and data, within the conventional
format of a paging message is limited by the defined character

35 length of the paging message, typically the 10-digit telephone .




control .channel activity during that tinme period. If the |level of
control channel activity falls below a certain threshold associ at ed 5
with |i g¥O%R7M8 activity on the control channel, then thePCT/USI7/19963
controller 74 supplies the data packet to the cellular transmtter

72. In response, the cellular transmtter 72 initiates a data

nmessage transmssion to the MSC 24 via the RECC of the control

channel 38. 10 I n par t4lcul ar, the cellul ar comuni cat i ons
device 34 preferably nonitors the busy idle bits carried by the FOCC
of the contral ch 38.for uential,, predetermned tine

peri ods. DNURRPET - Q| Wiﬁ'co hi E%ﬁ% Ydeﬂh@g t@alléuggihés thed stores
(1) a transmissiore of gesingle indépendent pageunessugelfivynil M s set

st o IO ICEIRE GRiCe B BT kG 16 o 5 isnsedilte pe,
moni toring ti SEPpert dimited cammuaications. uThis fixedrdata, length for ane\é\,{ry
e pori on | Dge MeSafClesatiBoy fof e Daing dordBfniFatin sk of P°
to the binar y'%@é’e\?&a%ﬁl\i& SYSBUR: OPeFRtons, namelyaithe polling of pnecedi ng
Ll 7, e el sl tenc o s ni o AR T
Lhe stored avetofe il O AR MY AetRihe onty gaciins e
average the sltm@missipn" of zaingle odisorete iplige hessage2to P?b?iept fage
aver age 1 201 neosPafte, Teff B OO EadRIPRERHE nit that SREVES gl o
drops bel ow t &8 or Baiaru b mag&,lnver.lt}on,t ithere hwasenbulreadllyi Cihe
oG Sl dcsthonie (e elgloing R oy Gy |
cel lul ar comiRFEIASHLIQHQNSICr an expande a8etay the transnission. In
contrast to convent i onalTo increasadd@taieili pacte ,;J%é ggrn%h%ﬂommfglgﬁp?tnsmel
E)g :Bp:gi?g?g@?@ﬂg&fes.a systm%‘h@%%c&w@im the liple page MESa8ES A process
is a heuristi@ages viiDthe/ cgltalar network control channel to a cellular-
PCT/ US97/ 19963 ompatible receiving device and combining the data obtained
from each received page to form an aggregate message
comprising a data sequence. Although the present invention will

20 be described herein with respect to the preferred operating

- environment of the data message system 10 shown in FIG. 1,
those skilled in the art will appreciate that the present invention
can be extended to other operating environments.

FIGS. 4A and 4B, collectively described as FIG. 4,

25 logical flow diagrams illustrating the steps for communicating an
extended data sequence by sending multiple pages via the cellular
network control channel and combining the data content of these
pages to form an aggregate message. Referring now to FIGS. 1,
4A and 4B, the communication process begins at the START step

30 100, wherein the cellular communications device 34 operates in a
normal operating state. The cellular communications device 34
can send a data message via the RECC to the MSC 24 in the
normal operating state. In addition, the cellular communications -

_ device 34 can respond to a single discrete page that operates to

35 poll the cellular device. As part of this normal operating state,




37 nmet hod based upon a deterministic analysis of the stream of busy

i dle bits. In this manner, the cellular transmtter 78

t ransm t Sswo 9gp277dghe data nmessage only when the control chanpetussrdyes | abl e
for 5 <clear use by the cellular comunications device 34. This form of
data queuing mnimzes the possibility that the operation of

nunmer ous cel | ular conmuni cati ons devices 34 within the cell 12 wi ||
interfere with normal tel ephone convergtions involving the

operating radi otel ephones within the cell. Nevertheless, it will be 10

appreciated that the cellular transmtter 78 also can transmt the
data nessage withgocslhilar conummicationsdeaice BdbinantitorsftheNEONGtofothe

channel 38. ni ons
device 34 cel%"}a\lﬁr%etwogkr%@rggi {mawl (éll?rrsl :fefﬁ’%%'é%ﬁ gg% dgﬁ ng a
certain 15 tgeln lanteommunicationssd evicentespondsate  feeeived page bibet ween
m dni ght ~and 6 %{g he! pa 5{% dmie tgrabhbdfe hasis Mhldtathed in its

m ni mal | eveI t.hi aut tansm ssi 0
operation, fhe IH@ %rsm W%W?Weigﬂéﬁgi éﬁc fé’?’cFRK’anY 82

connect ed tOt”@et@@ﬁilPeH the 7c‘bur§beofl actiofi2te Ubve Waken <H ;the céllulast gnal
in response to expiratio e to e
clock signal, t %?H%CBPIPBF "%AY 154 |1P r&%ﬁéﬁﬁé 6%#133 ﬁ%@%@ page. A maslé
transni ssi on bycamecarespond to «:-msMIN eor an IMSI mmmiwtey a page or

sel ected data i s | [ rf one
of the reportin (gg%iq?g% &ﬁ%] #’ ?nb?tﬂecen Ib é@ﬁ? daz%lon
The clock 89 pr S&r&m@/mlltl&;tléa&ené IﬂpoékS@gﬁél aSSIgne &uﬁhﬂgﬁsﬁ@@ e
period when usefgif tﬁé‘grés’éﬁtr QbPHBﬁﬁbﬂ ﬁ?adibtélephone can heveanditigke! .

thereby mnimz 0sSi bl comun cat I ons

t e
device 34 will ’f%’lh(? %ncwaﬁ’éﬁﬁom Sbe é%‘?ﬁ%&f’ﬁbﬁ? COYE: 19% ons of
the CVR syst em dny parfienlardimerperiod. The isabjéctemattesrofdl. S.ste&iteNabl y

Convent i onal 1 Z?ééﬁéér*%‘?gg@éﬁ*@l& g%%mgﬁ*%"@dfﬁ?%ﬁﬁdvfﬁ ffhlS ems 1o
ensur e thatldat a nizsigp 104nam iBquiry is condugied d@sdcéemmm
communi cati ons gx% endﬁvpéfé hdd Bekd Pecéivel frat Fheledel 4 PRetSrmiined
noni nterference
characteristic. The page having the predetermined characteristic
is preferably formatted is preferably formatted to represent at
least a portion of the digits of a mobile telephone number or MIN
20 of a CMR system. The cellular communications device 34
determines that it has received a page containing a predetermined
characteristic by comparing the received page to a particular
mask maintained in memory, such as the memory 76 (Fig.3).
This particular mask corresponds to the predetermined
25 characteristic. A match resulting from this comparison confirms
that a page having a predetermined characteristic has been
received by the cellular communications device. If the response
to the inquiry in step 104 is negative, the “NO” branch is
followed to step 102 and the monitoring process continues.
30 Alternatively, if the mask maintained by the receiving device
matches the received page, then the “YES” branch is followed to
step 106. |
For the preferred embodiment, the predetermined
characteristic can be a unique set of digits formatted to represent
35 a portion of a MIN and allocated on the basis of geographical
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38 with voice call processing nessages transmtted to and fromthe
r adi ot el SWOO8BL78Bperating in the cell. The clock 82 can be PCT/US97/19963

i npl enented as either a hardware counter or as a software counter

I npl ement ed by coded instructions executed by the 5 controller 74.

A data transm ssion by the cellular conmuni cati ons device 34 al so
can be initiated in response to a stat® signal output via the
signal path 33 by the nonitor 32. This status signal causes t he

cel lul ar conmuni cati ons_device 34 to transmt the stored 10 sel ected
data via the RECgi@M. t lorceramplesrarpredetermined characteristisr for thepi cal |y

outputs the st%ﬂﬁn&g@ nig & gﬁ giffbfent fronf 4He! prédBrcinihelp! 2

recordi ng event . For np i i cal vendi ng”equi pnent
application, t S%‘BS‘P{) edpLittsburgh ot ys signal in response

to an al ar{n exfent such ?Bl step 466 cheocellulh? c@:iufunmaﬁma@eléeem ce
requi remen V, . a

apgl i cationd H%Sf’rﬁﬁh%otep‘ @? c?%rge ﬁf‘ ing a p%d tres e%j&g% g‘ﬁg}sq'}%hryesponse
to detection oftranmuonimg fmmethertgpmnal state totthe receive devideodentifier ol
device. Those shidol eﬁhé%eim%?gﬁnﬁiﬂuhcafgxs dgﬁt}%e@%ﬁe applk %Ig‘i()%%er ation

of the status signal a&: tions for
the data nmessadBoBiterche1lFOLC) for a pagey ymgrabspﬁ@@é ideagifier. Each

Lﬁ \EfiV' |S|t a?ﬁ appr&@hﬂhﬁ%o?ﬂih??:rﬁ@&@ﬁ@%%cé;?;mﬁ RYsigned a um ue Is0 peciic tSIhgnal
cellular ¢ ﬂ'mJ Qﬁﬂtﬁﬁf odegabées§4qﬁ§€s4rﬁm”§?%heZMSpotiﬁaqﬂutsﬁfﬁﬁfb
Regi strati on omommunicateawitls acdesired edllajar communivations devive. To
' adi ot ol ephone STPRine & aregt SSRPFR the, spocifi® faetifibt BRsidntd o 4
system by i ni tiseleetgd tecldnlar e;g:mmwmaaﬁlmrdcvme, a comparmn sls for
ﬁggpgﬁzgr{ge?h?@@ atﬁ) #ﬁﬁfé Whether §g‘t)a us si ?ﬁ’#ﬂ%@.ﬁ data
message havPng 14€ ? mask ma%‘ﬁéimF 1RJHLe §FPbeaSo Q%@a dat a
record for a rq¥igt Byt IAnnmtﬁhabsultmg from this comparison task confirms
that the page contains the specific identifier and should therefore
be accepted by the receiving device.
Typically, a set of masks can be assigned to a
20 particular cellular communications device and stored within non-
volatile memory for comparison to received pages. Similar to the
predetermined characteristic, the page having the specific
identifier is preferably formatted to represent at least a portion of
a mobile telephone number or MIN of a CMR system. For the
25 preferred cellular communications device 34, a set of up to ten
masks correspond to a specific identifier and are stored within
non-volatile memory.
In step 108, an inquiry is conducted by the cellular
communications device 34 to determine whether a received page
30 contains the specific identifier. If the comparison of the received
page to each mask corresponding to the specific identifier does
. not result in a match, then the “NO” branch is followed to step
110. A determination is made in step 110 whether a timer having
a predetermined time period has expired. If so, the “YES”
35 branch is followed from step 110 to step 102 and the cellular




(call origination signal) of a radiotel ephone unit. In turn, the VBC
24 receives the data nessage via the control channel 38 and 35. ’

subsequenywbysapmspat es upon the data nessage as if it were apcT/USI7M6»63

98/ 27780 PCT/ US97/ 19963

39 registration signal (call-origination signal) transmtted by a
conventional radiotel ephone unit. It is well recognized
that a cellular network control 4hannel , such as the control channel
38, is a two-way 5 communi cati ons path between the MSC 24 and the

radi ot el ephone devices operating in the cell 12. Specifically, an MSC

24 can send commuymigationsedevige ratutsge the marmabstater elfr tis bimelephone

the OVR Syt 2%4@95 WB’%&@ P58 o .on“*?}’raﬁﬁo%%éﬁédc%@é

this page nessaapd oclldan cemunmaﬁmm Qff COpbinues tO mﬂmﬁ%
ressage. f‘?”&'pi%a ‘fm' ‘?3@‘“%‘*‘“ CRannppfof Ybage contiminda sp ‘ﬁﬁﬁﬁne
devi ce that an bﬁ&?ﬁ‘e ﬂ?énrpcwstea that the, §imgT inngtep, }qbr bhpt i ng

tTEe cel lul ar ;iavsefaltforﬂeﬁixﬁn gra mMu@mﬁmt%ﬂ%ﬂ%wﬂl b;i#g .

e receiver i a o} e

control channel gg&%ﬁéﬁgiﬁm%%%é% H@%é lga}lo%lfﬁﬁﬁjtfgg

si gnal's, which ha\amgothmspechaisdpngﬁc,r vThis predetelrmmcdtun:te periodeis 38 to

initiate certa| g's%ﬁo%rttﬁa%ﬁﬁﬂhrlﬂbe *!a,,séﬁ&%i ons of one or
ar C I on vLces he ceI I

nore of the ceI L ca
The cel | ul &0 com‘rum cat i oHsthe resmng@\méheanww ¢ dt‘@ stepotfith

signal by conduspgifiged the “YEsmmn@hllerfo@lwed tfmnpstepyl@s’rtbrs:é Ilrlgz a

certain functi assocl.at Lomra

d_w
The command si S‘H%‘F@Steyﬁpgawgpwﬁa P@(g &le(g%glsdgt gpecuﬂ ldﬁ]ﬂgf’&ich Iﬂal | ul ar
communi cat i ons résponse 3the esliwlarscammunications devieedransjtiehs dootrethe ng its

predeterm ned adeese (i@ idelitifier state to a receive data state. In step 112,

: 15 the cellular communications device identified by the specific

identifier operates to monitor the FOCC for pages containing

commands. Each command page preferably includes the

predetermined characteristic and one or more characters or digits

corresponding to a recognized command. For the preferred

20 embodiment, the least significant digit of a page containing the

predetermined characteristic is designated to represent a

particular command. In the receive data state, the selected

cellular communications device determines that a received page

represents a command page by determining that the received page

25 contains the predetermined characteristic and has a least

- significant digit corresponding to a recognized command.

Representative commands include the following control actions:

a load busy idle bit (BIB) data values; (2) set a predetermined

time for a timer device connected to the selected cellular

30 communications device; and (3) accept data values contained in a
certain portion of the page having the command.

| In step 114, an inquiry is conducted by the selected

cellular communications device to determine whether it has

received a page containing a command. If the response is

35 negative, the “NO” branch is followed to step 116. In step 116 a



al lows the MSC,24 to communicate with one or nore of certain
cel lul ar conmmuni cations devices 34. By proper use of the 30 addressing

oper at i oWYOP8$/27780 possi bl e for the MSC 24 to remptely - PPN EPIBhe
operations or functions of a subset of the cellular communi cat i ons
devices 34 that is selected fromthe overall group of devices 34
within the cell 12. The command signal is preferably a 10

di git nunber 35 that represents a cddventional nobile tel ephone nunber.
At | east WD 98/ 27780

PCT/ US97/ 19963 a portion of
this tel ephone detemBinatignis made whether,a figask |h‘qvé¥lg a knopgy tyme

cor { _eSpo?d:c ng geriod has@x;m .CIf so)thel ENO? bidnchtie followedq‘ﬁ@nﬁs t
portion | an a rese a
- conmand or dat ﬁ)lpo é{] %@%ﬁé&iﬁﬁ%‘ﬁgﬁ%@% ﬁ?&?‘f’m’fﬂ@ R3ges
manner, a cell d§ a:omnmmhl dnt ¢cantrastsif ¢he Idmer has timedoyt; the {HTES"t
respond only t C | i1t nd to
conduct thegpa(r’bt ?%u af’g{%ﬁeég/tgﬁafrom step ?TF%&S:{@] 1%% %%ﬁﬁﬁ
conmand. cellular commugjicatigns ndtmcngrettum&rte ngalosltam@ cHilul ar
Vari ous. oper at | onE DereI Mﬁ?&?&“‘*@ﬁ‘% SHfeCtREl i e Mnount of
remotely defi né@ﬁrﬁ@ﬁs al&{ﬁ' E{p% 8 lglﬁl@{qununumcagoqshe
dﬁVl Celsl 3|4 Fordewieepire, mumtom:gnfertm?gﬂahéctemmand WW%%”;L ]
the cellu reglsters W t t he Yy
transmtti 2‘3 a%@é@%ﬁh ?ﬁgﬂﬁe M5C 24. It will be appreciated
e in

that this command signal qulrysinrsteprllé meﬂmmsmhatomaagbdnmngequest

o qoenre @ O¥nfimand r%"%g. oDeEHS 1BEe Y %'& o %gﬁg%nﬁf a3 e
of this 20 g# PR ¢ eﬁl%lthéﬂéhe ”zhfaﬂ(%é’(ﬁﬁ @ﬂ@l’l ce 34
can be Ilq|8 eflnaéteprlsm iardefdrmiRatideCi2mhdde whdthet a tifire péﬁ@ﬂm_ ssion

of 15 - defining the maximum time interval for receiving a consecutive

pair of command pages has expired. If so, the “YES” branch is
followed to step 120. In step 120, the content of each received
command page is discarded. In turn, the process branches to step
102 from step 120 and the selected cellular communications
20 device returns to the normal state. If the inquiry in step 118
offers a negative response, the “YES” branch is followed to step
122,
An inquiry is conducted in step 122 to determine
whether the number of received command pages is greater than a
25 predetermined number representing a maximum number of
received command pages. If the number of received command
pages exceeds the predetermined number, then the “YES” branch
is followed from step 122 to step 120 and the data content for the |
received command pages is discarded. In the event that the
30 number of command pages is less than or equal to the
predetermined number, the “NO” branch is followed from step
122 to step 124.
- It will be understood that the quantity assigned to the
maximum number of received command pages determines the
35 maximum length of the data sequence that will be formed by



a data message containing the desired sel ected data. For

anot her representative exanple, the tine interval ~ for the c¢lock 82
can be nogid gy Ot herwi se replaced with a 25 substit uperiisyinepey | od
in response to a conmand signal. The cel lul ar conmuni cati ons device
34 al so can instruct the nonitor 32 to initiate a recording of data
fromthe renpte data source 30 in response to yet anot her commmand
signal. In particular, the contﬁ @ ler 74 responds to the detection
of the command signal by the cellular receiver 78 and outputs an

I nstruction signal to the : recorder 60 to pronpt the data reporting
operation. combmmg the datahcomtenvof eachreteived command pagennlf i dat a,

format of a Sig%f% € fporbet W@ﬁﬁ?ﬂ@ﬂé@%&%%@sﬁ)@tﬁﬁ@ B ongtn

of the paging compiunicationsedevicei i ppeeatingoinethe receiveodaty 780

For rol o .“32?3 then the data corresponding to the rétbived comfitdfiePpages M N
“i ndependent % §aa§=éia in mraﬁmcf the selwtﬁg é‘aﬂlﬁaapomwécmomﬁe

manner known todé%e%retum tosgielhoifal operatitgneife. | i m ted comuni cat i ons.
This fixed data | ength foh%a SIZRagﬁ gﬁfsa LS sat i sf for the
ot gBErg

pagi ng conmuni cation task lQﬁﬁis§@ﬂ
narmely, the pol mimberfoforeeeived commendepagesi iseeqlmllwﬂieepfeﬂmemmftd n the

eaul roe the. Chublifer, e, HE ARG puditiet B kocdiGe §a S éés or ompt
a 10 respmwelffnotntherr‘aﬁ brmtmef@nawedfxml steptl Zete|
page. Prior to é@ﬁ h@sﬁ{tt maﬁﬂe ;%;Sélﬁh%n“@ér%rh?ﬁéh s?n ges n U 'ab'e

mechani sm f or ex er -an

QI tl
expanded data sEtce1ve d?l?a st ate eVCTsol i thigy EeAPONgGta p‘&’éi“tq/y Utlﬁéelbr esent
invention 15 pR4E 1ﬁiv§ythteéfYESI” tgfamhriscf@ndv@ed%tst@ §2page messages

or pages via Cetn“ét%r 126\ e CaRta’ LorthAP "Fir ‘chch Geceivel

15 command page is accepted and combined to form a data sequence.
This data sequence is preferably ordered by combining the data
content in the reception order of the received command pages,
i.e., ordered by time of arrival at the reception site.
Altematively, the data values of the data sequence can be ordered

20 based on a sequence number assigned to each of the command
pages. For example, each command page can include a sequence
number and the received command pages can be ordered in
numerical fashion based on the sequence number of each received
page. . 3

25 The aggregate message representing the data content
of multiple pages is examined in step 128 for verification
purposes. If the aggregate message is verified, the “YES” branch
is followed to step 130. If the aggregate message cannot be
verified in step 128, then the “NO” branch is followed to step 120

30 and all data is discarded.

In step 130, the data sequence of the aggregate
message is operated upon by the selected cellular communications
device in accordance with the command associated with the
received command pages. At the END step 132, the selected




conpati bl.,e recei ving devi ce and conbi ning the data obtai ned from each
recei ved a,age to forman aggregate nessage conprising_a data
sequence. WR173W®9h the present invention will 20 be descr POLYSEEINY, wit h
respect to the preferred operating environment of the data nessage
system 10 shown in FIG 1, those skilled in the art will appreciate
that the present invention can be_extended to ot her operating

envi ronnent s. FIGS. 447and 4B, collectivel y described as
FIG 4, 25 logical flow di agrams il ustrati ng the steps for comuni cating

an ext ende a_sequence nul tipl e,pages vi,a the cel | ul ar
net wor k control© %m\’ %sng H%tﬂlgnﬁ&?tgfﬁ%&mi pages

to form an aggrsigte.e rressage ~Referring nowto FIGS 1, 4A and 4B,
the communi cation pr ocess r t he
cel l ul ar conmuni cati ons d | Ce gﬁaéogy%ﬂ%&iﬁg théofor?‘grél f%g ﬁ%g"n
state. The cel | conkainingnancommand. delio genmin consistemt yeith ﬁlaj:founaéssage
via the REt £ Ce{:ﬁﬁf&'%r% cbﬂv&ﬁﬁonal pag@%ﬁg'CM’Rrs;HtBﬂl $heléo d

addi tion nmuni ca evi ce 34 can fresp
si ngl e di scret ePp&gane esoﬂe?eét‘éé dgglts;,fhat aspreqqmscaemgbaf: @i@P’é@neAs
Zfzirt of t[nhs nolliﬁﬁibdip@ﬂmnq?'éf the; prgferred fgzrnat the ten available di 1t§ .

e ce muuni cat Lons devi e ES e
ol 1 ul ar newor & SoNUST 4ERiskd) I FRptpiasica Preielbimided thargetertid
cel I ul ar comuni4@; iaodataleset ded2,candnal cammand dedd.e dThegpredetermined
conparing t d such
as the rrermfrh’;/ 7%%&1‘?@% (1)4&,0”&? pftﬁ‘gq’[‘% %Bﬁdsdlgp 1ﬁE§nt 31 ‘ng&?se of
action to be ta b?StSb@Vﬂélb}Ulb@ C aract@@snAnEdatFK&s 5de\Th§enﬂKtrf@§ponse
to the recei Vec'dig”l% wﬁléﬁ‘%'fe Tepreeiiicd by Qﬁé%lﬁhrh@t&s'\!?mcﬁf e INEN

Cetre, "hs" 16 Ean by weed or, e 'pgflm”eniaagéd%éég%”eﬁiss. & g e
assi gnee f remairengr dganbfathalMiN | the, least aigmifidamtdigit, qeprésents
miltiple. 15 acommand 144. This least significant digit of a command page is
used to identify the action to be performed in response to the
command page.

Although the preferred format for the command
page employs the five most significant digits of a MIN to

20 represent the predetermined characteristic, it will be appreciated
that the present invention is not limited to a command page
having a predetermined characteristic field comprising five digits.
Similarly, the present invention is not limited to a command page
having a data set containing the next four most significant digits

25 of a MIN, but can be extended to a data set containing a larger or
smaller number of digits. Also, the present invention can be
extended to a command page formatted as a MIN and having a
command represented by more than one digit. Thus, the basic
structure for the command page employed by the present

30 invention includes data fields for a predetermined characteristic,
data, and a command.

The predetermined characteristic 140, represented by
the characters A-E, is typically assigned a default value and
celiular devices capable of recetving the command page, such as

35 the cellular communications device, are equipped with a mask

p-d




M Ns, wherein nmultiple MNs can be sinultaneously active for , any

partlcular time period. In step 104, an inquiry is '
conduct edwigosieyser M ne 15 whet her-a page has been recei vedpevasoinggdludes a
pr edet er m ned characteristic. The page having the predeternined
characteristic Is preferably formatted is preferably formatted to
represent at | east a portion of the digits of a nobile tel ephone
nunber or MN - of a CMR system Thg48cel lular comunications device 34
20 determnes that it has received a page containing a predeterm ned
characteristic by conparing the received page to a particul ar - mask

mai Et ained in (rjtem:re sponding 4o thie predeternrined-chasycteristic. TFlTl’QSpmatSkcul ar

mask correspon e MIg" r

resulting from ?%@é@ﬁ&)ar [ sotr“ll CC:?WAN?S t haxt?ﬁgﬁ is;?‘g] .

predet er ni ned cthg adefault i values of; be%B Eaagaa; v¥ q;‘;: E'cel DE

conmmuni cat i ons @kgéntsl fhet fedé&tepined charh@tériﬂhct N0 and thest‘aP iS04 i s
wdld

negative, the ' or 3 Xlal‘éq' nﬁqr\ﬁileycgli‘ll alr':!r_g) st e 6 and t‘a(e:B;}o{lh o§| ng

process COI’ltﬁ nu

][elcrv‘l Vi 39 devi CEOMMIANIDGMENE‘ ek visd ,amhmbhheviaYES sbcnmrh i s
ol lowed to st-ep r ARt t he
pr edet er m ned mal dr ou,t el’l°s‘l‘l PYCQRP}}QI% ﬁ%‘r Egﬁset ?%ﬁéldlﬁgla?{@ ornatted to

repr esent appot ofotheodexios.N The SOMMA ksintygieallyphi cal
WO 98/ 27780 stored in non-volatlle memory of the cellular coﬁﬁﬁhﬁ@@iﬁéﬁ@w
43 regio rﬁ termned characteristic for the

or lgxarrp e, a prede
Atlanta regl®n ally different fromthe predeterm ned

gggr atCthe“ Slt : Cl aSSI gned f Qthelsdatan sett 14Qyrehich is represented byl thetep
a pr ede?e?% ngda gmse@;lons VI Cﬁt%&éﬂsgpp%ﬁsﬁgnﬁfe %Fhﬂanﬁﬁ? hg;/:i[\g
to the receive ﬂmrtheleadbstgrﬁﬁeant dlgltssrfaad\/lllﬂhandearlem‘escrmtfom aions
device operates LA SiEP POfica? data content includes BIB values, date/time
15 values, or a variable data set.
| The least significant digit of the command page is
assigned a predetermined value represented by the character "J"
for a corresponding command 144 or action to be performed.
For example, the command 144 for loading BIB values for use by
20 the cellular communications device 34 is represented by the
evenfodd digit pair zero/one. The command 144 for setting a
date/time sequence is represented by the even/odd digit pair of
two/three. The command 144 for invoking a data sequence is
represented by the even/odd pair of digits of six/seven. The
25 command 144 for invoking the verification task is represented by
the even/odd pair of digits of eight/nine. For each of these
representative commands, either the odd or even digit of the digit
pair can be used to represent the corresponding command.
The least significant digit of a MIN is used to
30 represent a- command 144 in the preferred communications
system because some low-power processors used by cellular
devices are typically programmed to monitor only one of a pair
of “virtual” data streams carried by the FOCC. This supports the
conservation of power for processor operations. By convention,
35 the FOCC includes two virtual data streams, stream “a” and



noni tor the FOGC for a page having a special identifier. Each

cel | ul ar cations device 34 is assigned a uni que spe '
i denti fi e‘&&ry%ﬁ?ﬂress that allows the MSC 24 to sel ecti vel ;i’é*’?’””“]’g“

comuni cate with a desired cellul ar comuni cati ons devi ce.

determine if a page contains the specific identifier assigned to a

sel ected cel |l ul ar conmuni cati ons devic a conparison is conducted to
exanm ne whet her a page containing the‘g%ecific 15 identifier matches a
mask mai ntained in nenory such as the 76 (Fig. 3). Amtch resulting

fromthis conp t

specific ident f&ﬁe}?ﬂ ?ﬁsﬁ‘gﬁg‘rlé{l@}‘gpgfedms %g %ﬁ@g%%é%el Vi ng
device. all odd-numbergdi MINg arg carried ma remaiping sstreamdbt o a
vol at i1 e memor v PRy ﬂ%‘%“ﬁpWEh‘f"f’e. Wé] A

pr edet er mi ned &Y&naéftlagp‘ﬁ iNiﬂ\?ﬁ gBa a ‘-ﬂ@lgaﬁglgep& Y momtorlhi’éﬁt ifier
i s preferabby fcsﬂmtwmll-t ¢ ¢ ahdaconsequemipotd mihiffize the CPé\vepbl le

t el ephone nunber or @I e/st m__For ..t he 25 preferred cellular
conmuni cat i ons SIS Xgrﬁl?@épow %ﬁg&geéﬁtm . masks correspond to a
specific identifier and aBecalllm mtmmhl(mw-powemdneeﬂuban deviessovwill

In step 108, aer}{ﬂ &qfécre\Iv Tifiid] é%ﬁ‘%lbéSdgmggi\fé é&g%,rvenéogdl fgiﬁ%&?f g ions

device 34 to d m ne réceive speC| fic
identifier. If atsszagmdwﬁgrrpymse@t each co QyRowered

cor r esponditg Uimited APRSichving ORI bf/éﬁ/od@ms, thennﬂie Jcast bi cantmt ch,

then the ' .anch.is f o eter ation I's nmade
n"Step 110 wheliRlh O the MAIN Gon rgBreseilt only. Sy O thr PTERALLCIL SRS has
%2' reg Ihf solofc decinfgbdigits5 Ihrother words) thedow-powetsth radib twilkt ep

and the ce

PCT/ US97/ 19963 dithedl receive a%@agtsélgﬂﬁgant digit from %e of a pair of sets-PEat i ons
devi ce ret ur ns add/evenrdigits) namely therevenset o£0, 2, 4, 6, 8 or the odd set
15 of1,3,5,7,9. By limiting the least significant digit to only five
possible states, the least significant digit has minimal value for
conveying data content. To derive some value for the least
significant digit, this particular digit of the MIN is used to
represent a command 144, thereby providing up to five different
20 commands for the preferred communication system.

For higher-powered cellular devices capable of
monitoring both data streams of the FOCC, the character
representing a command could be placed anywhere within the ten-
digit structure of the MIN. Indeed, if more than ten commands

25 are required for an application, then more than a single digit can
be used to represent a command within the command structure.

Although the format for the command page is based
on the data structure for a MIN for a conventional page of a CMR
system, it will be appreciated that the present invention is not

30 - limited to the particular format shown in FIG. 5. For other
applications, there may be a need to use more or less characters
for the predetermined characteristic, the data set, and the
command to implement a command page modeled on the data
structure of a MIN.




has not yet tined-out, the "NO' branch is followed to step 106 , and
t he cel l ul ar communi cati ons device continues to nonitor the cel [ ul ar
net wor k cWwo 9812778thannel for a page containing a specific PET/YSAPMY963 | er .
It will be appreciated that the timer in step 110 is useful for
defining a maxi mum anmount of time that will be spent by the cellul ar
communi cations device in | ooking for a page havi ng the speci al
identifier. This predetermned tinme pedSQod is preferably set to a
maxi numtime period of sixty seconds. 10 If the response in
the inquiry conducted in step 108 is positive, the "YES' branch is
fol | oned from step 108 to Eablesiib 2, 3 andcahsxl ustsate crapresepiative
contains a specgg istestoff HRE datd structure fBFRRHn Eomrhghiude
[

conmuni cati ons e |§e ‘tifier

{ t
state to a rece lﬁalt éﬁagélﬁ@ls()% é@ﬁswgmre fior th%ige&‘hﬁéioman
conmuni cati ons q@blé@|lﬂﬁ|hﬂf¢§dl@)ddth%tﬂmﬂ'élfbr the set tith@tddmatarader at es

o, Tont i ke okl of ARG SITIRL A mpocuiCTRY He, BORRGCTRR Poos

characters or dlcgmmand andc Jiable pdnillustratess thec dgtd strucmrenfior ther the

preferred Yﬁ?&i g east significant digit of a page

cont ai ni ng the predeterm ned characteristic is designated to
represent a particular command. In the receive data state, the

sel ected cel lul ar comuni cati ofFABEE €1 determ nes that a received
page é6epresents a command page by determ ning that the received page
25 contains’the predeterm ned characteristic and has a_| east

S gni 1 cant i gi tDesh SSBIHER of {boadBbSY iammansimyCDEFGHI(0/1]
Representative corrmands [ ncI ude the follow ng control actions: (1)

| oad busy idl e PrederRiinddt charakct®dstié:2) ABCDE pr edet er m ned tinme
for a tiner deV| apdnected to the sel eckegyrel I ul ar com‘rum cations
devi ce; and atma~wal ues cont ai tain portion of
t he page ha\]i [?#éegéh%ﬁnﬁ(; Hféi pi}] ty %32 an inquiry is
conduct ed by the sel ect ed cel I ul ar Valer(d % &0 lce to

det er ni ne whet hdPatatValue "HI":  recei ved lowepmortitytthreshalda command. | f
the response is 35 negative, the "NO' bahreH(1% t6d00%Id 1o step 116. In

step 116 a O¥mdeardd [GA]: the command “load BIB” is
PCT/ US97/ 19963 represented by the least significant
digit O or 1

The "load BIB" command is an instruction to load
into memory of the selected cellular communications device the
25 data values defined by the data set "FGHI". The data value "FG"
defines a high priority threshold value, whereas the data value
"HI" defines a low priority threshold value. As described above
with respect to FIG. 3, a cellular communications device can
monitor BIB signals carried by the FOCC to enable a
30 determination of the amount of activity on the RECC for a
monitored cell of the CMR system. The cellular communications
device can delay sending a data message to a MSC until the level
of activity on the RECC is below a certain threshold level. The

BIB data values of the "load BIB" command define maximum and
35 minimum priority thresholds levels for use by the cellular
communications device. '



45 .+ determnation is made whether a tinmer having a known tine

peri od hﬁ lred. If so, the "NO' branch is foll owed frorpcsiln?é; 116
R Thigpes

to step 8% he nonitoring operation for command pages

continued. In contrast, if the tinmer has tined out, the "YES' 5 branch
is followed fromstep 116 to step 102 and the sel ected cel lul ar
comuni cati ons device returns to the frnal state. It w il be _
appreciated that the tiner. effectivel5 limts the anmount of time that
will be spent by the selected cellular conmunications device in
nonitoring for an initial connand_paﬁg F{i r 40 10 returning to the
normal state. If t éA Jd@i?@ in step 114 confirns that a
page havi ng a command has been received by the selected cellular
conmuni cat i ons i " at ";Eﬁﬁ clrd 0 Eﬁﬂgﬂﬂ 118.
In step 118, alggéegﬁnuﬁgdt}?oqg}i éSeFmﬁaa;te etﬁe?:%ﬁ{{l%e&p\g??gdp 1 Lze[fz';lm ng
the maximumtine interval for receiving a consecutive pai r of conmand

pages has e&xpi Predetermined (Charaetesistic:aABCRHE followed to step 120.
In step 120, tPpPataSetent of each recei vdeGHI command page i s di scarded.

In turn, the progeszalledFGHE 10 Step  a monthidateOvalbsor %ztﬁn@%l ge

sel ected cel |l ul ar conmuni cati ons 20 §hﬁff gﬁﬁ ns to the nornal state.
e

If the inquiry{n ste . of fer atrve,response, the "YES'
branch is .follgﬁéﬂﬂla&%s[fziﬁl- 122, the comman Sgt&t&iﬁ#{wqg}ﬁry is
conducted 1 step 122 to deternine represendedibye the least sagnificantyed

command pages is greater than a 25 prdigitt 2ron Bed nunmber representing a

maxi mum numnber of recei ved conmand pages. If the nunber of received
comand pages excgeds,the edet er mi ned -nupber, then the "YES"

br anch is foll owem o?ﬁr}sfig t'&omgséwdmmuegpﬁ t ent
for the setscei prdetermined thpesfors adtimer duvice |conmectederd thbat t he
30 nunber,of 0% ' . [ I e .

predet or m hod SERRE cBRBRN pansfRicithy GeP i | ot picextpmal tmer,
step 124. the selected celluanicompaunieasionsalevice: caneprovide tthe

assigned to thgefined da é«;ﬂgtﬂ "Offerfial RACT A1 AP EMEMACEAEM PRIET ™ Nes
© T Phe data set ® d " Can defi .léegftﬁer Y m(\%th/da%e value or 4
hour/time value.. For example, a data value of "1023" defines the
20 date of October 23. and a data value of "1814" defines the time of

6:14 PM. o
TABLE 3
25  Data Structure for Generic Data Command: ABCDEFGHI[6/7]

Predetermined Characteristicc: ABDCE

Data Set: FGHI
Data Value "FGHI" Generic Data Values
30 Command [6/7]: the command "invoke generic

data" is represented by the least
* significant digit 6 or 7

The "generic data” command, also described as the
35 invoke generic data command, is an instruction for loading a
defined data set into memory of the selected cellular
communications device. The data set "FGHI" can define a generic

data set comprising four digits.



WD 98/ 27780 : - PCT/ US97/,19963 ,
46 conbi ning the data content of each received command page. If an
excessi ve wooderrsef command pages are received while the PCT/GRINTHM6Ar
comuni cations device is operating in the receive data state, then
the data corresponding to the received conmand pages 5 is discarded in
step 120 and the selected cellular conmuni cati ons device returns to
t he normal operating state. 52 In step 124, a determ nation
I s made whet her the nunber of received command pages is equal to the
pr edet er m ned nunber, i.e., the maxi mum nunber of received command
pages. 10 If not, the "NO' branch is followed fromstep 124 to step 112
to continue the nonitoring oper aTiABLIDr4comnmand pages in the
receive data state. However, if the response to the inquiry in step

124 is positive, phe "YES' branch. is.followed to step
In step 126, the M%S@B}ﬁ@m ?%s/%‘éﬁaﬁl%ﬁ%&lan 5@@&#&%@%5
accept ed andsconbined to forma data sequence. Thi s data sequence is

preferably ordemggddeyerspifitid CharadRridtic? ABDCEontent in the reception
order of the re é et(;orrmamd pages, FG ., ordered by tine of arrival
at the receptio%ée o Jdernativel &%e dat ayval of the data
sequence can be JatfeValne ligl'ﬂoased on a g&; ﬁ%"ﬂﬁ%@r’fg ned to each

of the command Commpnd8/91For exanpl e, Ne 1 3ncl ude a
sequence 10 nunber and the received conepreseptegbbydhe leastosigaificantn

nuneri cal fashion based on the sequence ndﬁ‘@‘mg of ach recei ved page.
25 The aggregate nmessage representing the data content '
of multiple pages is exampned |n step 128 for verification . _purposes.
If the aggregate nmessage i sh¢erverification’ cpmmand,isnpan lnsu“q:goflqufgv\ed

to step 130. If yiefyiagd e0adatansegaencearesdived by the selecteddcelluidep
é izg&(; ggg_ 8 "B mBndhightions deviddsh %rgﬁgf%r&%ged rﬁ?mb%?dotafyfevqg{l?l)) S
| received command pages. The data set "FGHI" defines a
verification term for comparison to a verification value calculated
based on the data sets of the prior received command pages. In
response to the verification command, the selected cellular
20 communications device can calculate the verification value and
thereafter compare this value to the verification term of the
verification page. If a match results from this comparison, then
the data sequence can be accepted for operation by the cellular
communications device. ' |
25 FIG. 6 is a state diagram illustrating the various
operating states for cellular-compatible devices capable of
receiving pages from an MSC of a CMR system in accordance
with the present invention. Referring now to FIGs. 1 and 6, the
initial operating state for the cellular communications device is
30 the normal operating state 150. In the normal state 150, a
cellular communications device 34 operates to forward data
messages via the RECC of the cellular network control channel 38
to the MSC 24. In addition, the cellular communications device
34 can respond to single discrete page messages, rather than an
35 ordered sequence of multiple pages, transmitted by the MSC 24
over the FOCC. Consequently, the cellular communications
device 34 typically monitors the FOCC for pages while operating



In step 130, the data sequence of the aggregate nmessage i s operated

upon by t ted cel lular communi cations devi ce | ce
Wipth t%e cormar‘{ associated with the recei ved commng&gg%sgs ﬂﬁ? t he
END step 132, the selected WD 98/ 27780

PCT/ US97/ 19963 _ 47 cel [ ul ar
comuni cati ons device returns to the ngfrﬁ operating state.

FIG 5 is a diagramshowi ng the format¥for a page containing a

command. To rerrai n consistent with the formt 5 defined for a

conventi onal riddR t t set of
digits that repr es n'Pg sgﬁﬁegtgl ggﬁrgﬁgmgqo rece] v ﬁﬂ#‘é E%?ﬁi{ég
preferred formePl€ %m@n ARCIeTftic she feceldﬂ evigee euitsd the

repr esgnt1 2 p;ﬁﬂ@ﬁﬁagmtm@l lfsmam&bﬁta%tﬂhrearcetcglve Hé%c@nd&iti’ﬁé?ktg%é% ]['f'vg
comman e predeter
nost significant digits oi‘!’t?ﬁ% receive chalad’eé"zl’ﬁﬂ B?Q?ﬁgzﬂh“a?ﬁ

IA-E in
FIG 5. The snextofmmunicationsli device vﬁ#cmmleorenﬂmd?@&bfoi' h@ phgeacters

oo " e et R AR Ly i e ™

represents 153V%nfcﬂmtﬂh geqeives Ahpage contaiiingi thiecspe demffler d¢hemand

page is %gféloﬁl dRvidd Wxﬂi‘ﬁss”tﬁhboﬂl% i @E%ﬁd{ Psert to
t he comm erre or mat for
t he command ;ﬂg thessfotesenter the receive %]ﬁmtpc gwevess tham N t o

20 represergt tpagerhaeims rdheedp ebﬁﬂicctdﬁnﬁﬁeﬁ is not récoiverPRiitbiat &d

hat e prceorl UBRRES SE bl Dby B SoRaRHe, them he 70 2
Sinmilarly, the geldulart communications devité 34 avill exit theneceivagievice
MR Bt BB et iV A ), 9Ring
a max1mum time period for operation within the recelve device
15 1identifier state 152, a cellular communications device 34 can
terminate its dedicated task of monitoring the FOCC for a page
containing its specific 1dent1ﬁer upon expiration of this maximum
time period. _

The cellular communications device 34 also can exit

20 the receive device identifier state 152 and return to the normal
state 150 in response to receiving certain command signals via an
external port. These command signals include a Registration
command and an Initialize command. The Registration command
instructs the cellular communications device to register with the

25 CMR system, whereas the Initialize command serves to initialize
the cellular communications device. Once returning to the
normal state 150, the cellular communications device 34 will
process the command received via the external port. Thus, the
‘application of certain command signals to an external port of the

30 cellular communications device 34 will force the device to return
to the normal state 150. | _

In response to receiving a page containing a specific
identifier that matches any of the masks maintained in memory,
the receiving device will transition from the receive device

'35 identifier state 152 to the receive data state 154. Significantly,




smal | er nunber of digits. Al so, the present invention can be
extended to a command page formatted as a M N and having a conmand
repr esentW@9847M8Bre than one digit. Thus, the basic RETRYA3 or
the command page enployed by the present 30 invention includes data
fields for a predeterm ned characteristic, data, and a command.

The predeterm ned characteristic 140, represented by the characters
A-E, is typically assigned a default wft ue and cel lul ar devi ces
capabl e of receiving the command page, such as 35 the cellular
conmuni

PCT/ Usgg/ag_lgggg éinelw %ﬁosg rCeelﬁlclu' pg exclim\"lmu}l{]cftlons de‘@ges lvgegl%% Zéo

this ﬂrDeKlﬂe}\ler m guataiiiagar specific idenfifier thatkmatches a mmaslomaintained by
COMIVA m
ABCDEaaaaa, m?ﬁalt ﬁ‘%t"i%‘? "%@Gﬁ"‘a e E}QS&,& g@‘@né@?‘? ﬁ?“???ﬁ“ %B%eégci the

characteristic selﬁctamﬁ:i cmmnumcatmmofaa ata saqmap bxisepdinga prdtiple | ul ar

communi cat i gnsrgf%% Pe recei d'Bvka gﬁbggtogf mp,n@ via a
secured enance rmde by a p yi ng gr sbm an ext er nal
port of the devie§givingedeyigasn V‘P"@ &

non-vol atile menmory of thg éﬁﬂﬁlﬂk&fmﬁﬁfﬂﬁﬁaﬁ@mmmem opemmgv ﬁﬂthe

The data set 142, which.is.rep ent ed H
formatted to apfsCEtY %s‘{]attﬁegtét@cis W’PF%‘% i ¢ FQGG [fﬁpaézg é?“ in '&%ﬁ{e
digits of a M Ncminandss eForvthe fprefeeted embodmnémthewpmmalnda

ing to

content inclyud u #t 8 a at

set . 10 %C%&e\fﬂ%‘hqaﬁggmm%r '"l‘%‘g(ri}t ?ké‘f d?féyﬁmégobb %ngeau S
assi gned a predbecgenera dain comeansl an eﬂ%@ the for
a correspondi ”gcélﬂ'ﬂﬁrﬁblﬁﬁi‘mﬁbaﬁ@hsoﬂeﬁ%ebﬂw&wwd page contEhfmgXémD' e,
the command 144 | oadl, n | B, val ues

command, then the data conten? assoc1aP3’d with the command will
be accepted and used if a subsequent verification task is
15 successful. ' .
To increase data capacity, a minimum number of
pages containing commands should be received to accept the data
content formed by combining the data of these pages. However,
if the number of pages containing commands exceeds a maximum
20 threshold while the cellular communications device operates in
the receive data state, the data content for the received command
pages will be discarded. Consequently, a predetermined number
of pages containing a command is preferably received by the
cellular communications device in the receive data state prior to

25 acceptance of the data values.
In the event that the cellular communications device
34 is operating in the receive data state 154 and has received a
page comprising the predetermined characteristic and has a least
significant digit of O or 1, then the data content of this page will
30 be used to invoke a “load BIB” command if a subsequent
verification task is successful. If the cellular communications
device 34 receives a page comprising the predetermined
characteristic and has a least significant digit of 2 or 3, then the
data content for this matching page will be used to invoke a “set
35 date/time” command if subsequent verification is successful. If



20 the cellulgr comunications device 34 is represented by the

even/odd digit pair zero/one. The command 144 for setting a
dat e/ ti mOVOS8REMe is represented by the even/odd digit paiFCBfuSI719963
two/three. The command 144 for invoking a data sequence is

represented by the even/odd pair of digits of six/seven. The 25 comuand
144 for invoking the verification task_is represented by t he

even/ odd pair of digits of eight/nine.5ibr each of these

representati ve commands, either the odd or even digit of the digit

i b h iNg: L.
The 1 oast i gniihe seiiuiar gomiyinicafihs SHIEe P0is BTRE tepeive. data, stathrmnd
144 in the preLlGﬁb4ednllbnretm'ivesi anspage comm'simg)eﬁamlxspredebeﬂmmmmer _
rocessors use <Ul-ar . . _ .
Iromni tor only or@%}agge%gjll!lél and ?‘ leggﬁ\éﬁh@ﬂ ggﬁgcgf rgeéiérsqg;@réﬁgg%s t he
FOCC. This supmeceiving: device wilbrapture iand storgothe dasa gomtentsolhis
operations. sbY GHRUEHate will I{%ﬁggﬁgt]%’%sbﬂ%%pﬁ‘éﬁet’ vid Yl estidrhal

streans, Sstream . .o R .
PCT/ US97/ 19963 port only if a subsequent verification stask is sugcessfully A |

e b e e Ths o ttispronnusialy fialodshens e slhla,
data streans i &Qm@%ﬁé"&@%@%wcem'e’@%ﬂl%ﬁg&@g %@%ﬁ%&%@gﬁﬁ%h ol ar
Slgvim_ccra]i En_ozonlt ﬁeﬁngv;l\:nrify sedte 156 in oésponseMoa twerifyscominandnd, c_c3nsequent ly,
Because cer Oai n Iooyv- pomer'elaleggzﬁﬂlﬁjg? ‘;éf‘\&/ﬁ"&@g&vﬂ[{ﬁ“ device %r ;étggfesp\%eei't her
even or odd M Necedve dlasastate 194iand gntersshe verify statgnbab1p resppBsent
each command. Iy feded $gb hading ithe prédetdrninieddcharacesdstic mmdoal y
even/ odd M Ns, l'tqhen t%t S|.(F:1n|1{;)§canga Cll git of th tﬁ/l N can
represent only ¥@§k sagnt ofigif Qfe§ Of & ocThe data B‘Pmi?@él‘ﬂﬁl Wi BR8S. In
ot her f wor d? t h@orhs%ﬂmwar\mhﬁemonwehh While operatingrincthieveerify state
ety the Bvent 36 BF §8fiviay T@iuflodifis Hedge 34 Wll gl 4

verification value based on the data content obtained from

received command pages. In the event that the calculation of the

verification value fails to match the verification term of the.

verify page, then the entire data sequence will be discarded and

20 the device will return to the normal state 150. In contrast, if

calculated verification value matches the verification term, then

the cellular communications device 34 accepts the data sequence

for the received command pages and operates upon this data

sequence in accordance with the command. The cellular

25 communications device 34 can then return to the normal state 150

in response to accepting the data sequence.

While operating in the receive data state 154, the
cellular communications device 34 will discard an entire data
sequence in the event that the device receives more than two

30 commands comprising the predetermined characteristic and a
least significant digit of 0 or 1. Thus, a maximum number of two
command pages having the “load BIB” command will be accepted
by the cellular communications device while it operates in the
receive data state.



15 of 1, 3, 5, 7, 9. By limting the least significant digit to only fiyve
possi bl e states, the | east significant digit has m ninmal value for

conveyi ngwdmsaﬂmment To derive sone value for the | east PCT/US97/19963
significant digit, this particular digit of the MNis used to

represent a command 144, thereby providing up to five d|fferent 20
commands for the preferred conmmuni cati on system For

hi gher - power ed cel l.ul ar devi ces capabl 86of noni toring both data
streans of the FOCC, the character representing a command coul d be
pl aced anywhere within the ten- digit_ structure of _the MN _Indeed,
if nore than ten commandsI ﬂmceblumgqmmumcra&ormq @W{ﬂer 345 @perating nor e

"L i a1 ol plossmprig e
page i s based COMPrisingthe Rﬁfl&t@@ﬂ'@ﬁr Eaxfa%gela stig ﬁnﬂo?tl%?l@oﬂgﬁ

page of a CMR digit ofs2s6eB), thenvihe receinppg devitedvilbaistdml the entire

i nvention isgno t .
For ot her ha%geﬂ%éé%hﬁﬂ el Eb‘t&ﬁ%ﬁté@‘?{f i e G dhenly, .°
characters the teHulareccqmmimicationsdlestiee avilbaceeptca maximumaoEtwvo and

t he Co mml\/?% &&eyﬂﬂﬂev\ga mfhﬂi??ﬁ@@éj whilé Oﬁg%ﬁg in Qhé 'i‘@c@ﬁkadata

structure of a [207
PCT/ US97/ 19963 State 154. 50

T?b| ets 1, f2 3 and 4 |||U%gk%p@lﬁtﬁﬁ§ﬁiﬁﬁe\t§celve datﬁxﬁﬁtlﬁ Q§40ﬁ}[13rthteﬂata
Structure cer n comuna- e rat es e -
e I o BEOldy SRR ARG HiEICe 34 recejugy niore than RIS qBEes . dat a
structure for t benm‘asﬂmgMecpnmhteimme(Bch&ﬂdtmﬁw laindsa leastssighificiaita
Structure for tGHe0Pd broR! fhen the EARIEWarac0dhaRe fbr' e’ Heded e

data structure I fiCa
TABLE 1 pages will be discarded and the recelvmg device will return to the

__ normal state 150. In this manner, a maximum of three command
15 pages for generic data can be accepted for processing by the
cellular communications device 34 while operating in the receive
data state 154. _ |
Tables 5, 6, and 7 illustrate representative examples
of the communication of an aggregate message by sending
20 multiple pages via the FOCC of a CMR system and combining the
data sets of these pages to form the aggregate message. Table 5
illustrates a sequence of command pages to invoke the "load BIB"
command. Table 6 illustrates a sequence of command pages to
invoke the "set date/time” command. Table 7 illustrates a
25 sequence of command pages to invoke the "generic data"
command.

A

TABLE $§
30 Sequence of Page Commands to Invoke Load BIB Command

Page 1: 0001000010

Reception of page containing Predetermined Characteristic

"00010" and Command "0" causes receiving device to enter
35 receive device identifier state for the Load BIB command.



10 ., « Data.Structure for "Load BI B" Conmand: ABCDEFGHI [ 0/ 1]

Pr edet er e ract eristic: ABCDE Data Set: FGHI
15 Dat a%%@ high priority threshol d: PCT/US7/19963

val ue=(1%to 100% -1 Data Value "H ": | ow priority

t hr eshol d: - value=(1%to 100% - 1
Command [0/ 1]: t he comrancg7"l oad BIB" is 20

represented by the | east significant . _

digit 0 or 1 The "l oad BIB" command is an instruction to
| oad into nenory of the selected ceIIuIar communi cati ons device the

25 data val ues_defi ned by the data set "FGH ". The data val ue "FG'
defines a high Fﬂggrz-t QQ ROR34d val ue, whereas the data val ue
defines a | ow r W#

PR egmd bfqﬁi;gé Eoﬁ?dlhﬁi% ﬁ)&ﬁﬁ@ Id&ﬁlﬁé&omomomm f -

ni ca ns devi ce can

t to FIG N
;?;ggfs cgrri edd W@Wf ?Bﬂ@smﬁﬁgl%? cauges 4 t@r?ﬁ‘mtq}@nr‘?ﬁm{vﬁe %unt

cof activity $n staeRECC for a nonitored cell of the CVR system The
cel lul ar comuni cations - devi ce can del ay sending a data .nmessage to a
MSC until the |evel ‘of activity on the RECC |s bel ow a certain

threshol d | evel Pagee3: 000107859(at a val ues of the "load BIB" conmand

define maximim giche éénrrb?' Pioithirticly "BRRIEPIAKE THAfactafishit ¢

cel lul ar 88 n| cst | o evi c7e o

PCT/ US97/ 19963 ata Values 79 and 59, an Lommand "0" causes

TABLE 2 10 PRetsivig devicetd %ceﬁ@Bmt%ﬁbﬁmf@%mﬂ%BﬁW/ 3]
60% low threshold.

Page 4: 0001001348 .
Reception of page containing Predetermined Characteristic

15 "00010" and Command "8" causes receiving device to verify the
data sequence provided by the previously received command
pages. "134" is the verification term, and "134" is the computed
verification value for the data set "7959" of page 3.

20 TABLE 6
Sequence of Page Commands to Invoke Set Date/Time Command

Page 1: 0001010023

25 Reception of page containing Predetermined Characteristic
"00010" and Command "3" causes receiving device to enter
receive device identifier state for "set date/time"” command.

Page 2: 0010001234

30 - Reception of page containing Specific Identifier ("0010001234")
assigned to receiving device causes it to enter the receive data
state. |

Page 3: 0001010233



5 Predeterm ned Characteristic: ABCDE Dat a Set:

FGH Data Val ue "FGH ": a nonth/date value or a tlne value
(‘hour / m W& 9827780 Command [ 2/ 3] : t he commanBCTAIS?I6E/ t i nme"
S 10 _ - represented by the |east significant
digit 2 or 3 . The "set data/tinme"” conmmand is an

I nstruction that sets a predetermned tine for a tiner device
connected to the 15 selected cel |l ub8 conmuni cations device. For an
external tiner, t he sel ected cellul ar connunlcatlons devi ce can

provi de the - defined_data set to, the xternal ngr via an external
data port: Recepiion,: of spage Fepntaiyngqd aGharasterisdcval ue

or a hourOOOMB"Vﬁi&Conﬁﬁﬁndxa@’P'&nsés Ck@céwﬁii%‘ﬂe@fice I92Peceipéi nes
t he 20 date,o f“l&%" r}do dg \?I ue of 14" defines the tine
of 6: 14 e Vahie ) of Octo . TABLE 3 25 Data
Structure for Ceneric Data Comrand: ABCDEFCGHI [ 6/ 7] Pr edet er m ned

Character| |cPa§§qu008éRé§538a Set : FCHI Dat a

Val ue "FGH™ i'c”Data Val ues 30 Command [6/7]:
the command "i Reseptipmeof cpage containing Predetermined Characteristic i s

represent ed by"OOGlbeaéﬁd Commax} "3" causes receiying device t%:' geidiveant

digit 6 or 7 " eric data mmand, al so escrlbed
as the 35 infateevaliget'|1814a) Sf &AM, is an |nstruct|on for loading a
defi ned data set into menory of the selected cellular communi cati ons
devi ce. da define a generic data set conpri sing
four Cai g (o 12PAgES: 0DbTb01879

Reception of page containing Predetermined Characteristic
"00010" and Command "9" causes receiving device to verify the
data sequence provided by the previously received command
pages. "187" is the verification value, and "187" is the computed

15 verification term for the data sequence formed by the
combination of the data set of "1023" of page 3 and the data set of
"1814 of page 4.

TABLE 7
20 | | .
Sequence of Page Commands to Invoke Generic Data Command

Page 1: 0001010326

Reception of page containing Predetermined Characteristic
25 "00010" and Command "6" causes receiving device to enter

receive device identifier state for "generic data" command.

Page 2: 0010001234

Reception of page containing Specific Identifier ("0010001234")
30 assigned to receiving device causes it to enter the receive data

state,

Page 3: 0001012346
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52 TABLE 4 : Dat ap for

Verifi cat VP88 fand: ABCDEFGH [ 8/ 9] 5 Predeterm néydéﬁlwﬁs

Char act eristic: ABDCE Data Set: , FGHI Dat a

Val ue "FGH " Verification Data Ter m Command [ 8/9]:

the verification command is 10 59 r epr esent ed

by the | east significant ' ' digit 8 or 9
“The "verification" command is an instruction for veri fyi ng a data

orcdeter i ned rRBEVLSH” JEUREIantitting, Predcriel CUARBIEET .17
Set "FCH " def 100010" and Commandaie’ o.saumnrpgm‘émgoéﬁvs% tPoTegeive
verification Vadétéaﬁa(}‘lﬁﬁﬂeﬁm34. based on the data sets of the prior

. In

recei ved conmmand pdges response to the verification command, the
sel ected cel |l ul ar 20 conmmuni cations device can cal cul ate the
verification vapugeqnd0001056785ereafter conpare this value to the

verification tepm of &he from
thi s conpari sonReCRBHON of Page %éi{éilgliﬂhéeR’g@@ﬁ%ﬁn@%@@f@aﬁ%ﬁ%ﬁ
operation by th@@10Uand Commandn? inicasses receiving: devics to receive

FIG 6 is a st rating the various operating states
for cellular- cgarr%taatd?%qbag]eé/ﬁ 5cgzgcapabl e of recei ving pages from an
M5C of a CVR systemin accordance with the present invention.

Referring ngw tPagé&s. ogomgzgsgt he initial operati ng state for the

|1 ul t 0p
The normal st at BOESBEGR Of BagtcrpRIAnIbE, RIRAEITBICae CHEuBs3siRa: oo
to forward data"00010" amds@ammda"Sﬁe:aBEﬁEreCenhngc&mbam verifyrthe

ggnmtnrjﬁ: c;{] :’igzgl ﬂgé (’sgquencé. WCan T pondpféj‘ﬁotlig l’é(ﬁ%ggggi é&gﬁhaﬂd
nessages, rathepagesmn 205" is the venﬁcatlon value, and 205" is the computed
15 verification term for the data sequence formed by the
combination of the data set of "1234" of page 3 and the data set of

"5678" of page 4.

FIG. 7 is a logical flow diagram illustrating a method
20 for verifying accurate reception of data obtained in response to
‘receiving pages containing commands in accordance with an
embodiment of the present invention. Referring now to FIGs. 1
and 7, the verification method begins at the START step 170 in
response to receiving a page containing a verification command.

25 In step 172, the cellular communications device 34 determines
that it has received a page containing a verification command and
thereafter obtains the verification term from the verification
page. For the preferred data structure of the verification page,
the verification value is a three-digit decimal value placed

30 between the predetermined characteristic and the command.

In step 174, the cellular communications device 34
obtains the data set for each received command page and
calculates a data sum by adding each digit pair for each data set of
the received command pages. Each digit pair of each command

35 page is treated as a hexadecimal byte and summed into an eight-



35 ordered sequence of nultiple pages, transmtted by the MSC 24, .o
over the FOCC. Consequently, the cellular comrunications : device 34
t ypi cal | ywomsrgzees t he FOCC for pages while operating PCrASY 219360
PCT/ US97/ 19963 ' 53 in the normal
state 150. In response to receiving a page having a ~ predeterm ned
characteristic, the receiving device exits the normal state 150 and
enters the receive device identifier s68te 152. In the
receive device identifier state 152, the cellular 5 communi cati ons
device 34 nonitors the FOCC for a_page containing a specific

i dentifier assibitevalue.t hAnydeverlow rresulting from dhis sumeperationtdsves a
page cont ai ni ngjdfisredkoeci fi | c | dentifier, the recei vi ng device w ||

assume that thi age is or its d.wil.l ef ore
enter the recei vepdgta st i%é%dme F“SWe?Pr CQJ@HT%BB LRS! m{jl

speci I:II c i dfent ' {)(})Iefhd aatwgume@ﬁsh 1}(77’41 and the secondpleade*srgniheaﬂt digie

Govi ce 2 w1 Bai Of 8BRS ommtird Page of, fi sp} i, COMMANIEDaEH
re-enter the noreadiveddye thS@elm)as e:nmmymcatlona demvicend4.t iThe second f or
operation withi !}zfslees é@ﬁl’féa‘iﬁ Hfg«ikft?g thégl’irsk%hiﬁdgﬁ%rpﬁgétegs frea te&‘ a%%' ul ar

conmuni cat 1 ons devi ce

moni toring the hexadeeimal pyigevalue fordthis §Kﬁh¥$@"¢10§ oprRIation: | dent ifier
Uploln lexpl ration of this g!ﬁ'sw178 theth<=l‘iﬁl‘e‘id@,@'iﬂxﬁwI value resulting fromdtheThe
cellular cCoO nic I ONS evl ce I I ce
i dentifier i at EXGBBIYEPT, QPE’FW?% Qﬁét%ﬂ@( 15 converge[ﬂ?% 35: dﬁgxponse
to recgi vi ng lcedbelmatwuiaed STlgisathres-digit dec1ma1 adlaensdpresents these
conmand signal s n ze
command. The Reﬁ?@lgﬁ%avgﬁmggﬁ Qaluel ns ruct %@ quulclélyéﬁra%a
communi cat i ons Werification velue dsrcamparedido thesve m éenm providedt he
Initialize co | i I ons
device. Once T&B& ni ng&ﬁﬁdaﬁldrﬂb hgé ngl(rf thF eveﬂth&la‘iei Hﬁ'%h u airF
conmuni cat i Bhs i geMmparison operation, the ata sequence ormed by the
' combination of the data sets is accepted for operation by the

cellular communications device 34. Otherwise, the data sequence

is discarded and the cellular communications device returns to the

normal state. The verification process terminates at the END step

20 182.

The encryption process associated with the initial
computation of the verification value carried by the verification
page is desirable because it is not a computation intensive
operation, and yet employs a sufficient encryption of the data set

25 to frustrate modest attempts by an eavesdropper of the CMR
system to hack or otherwise decode the data set. The present
invention is not limited to the verification process described
above with respect to FIG. 7 or its corresponding encryption
process. For example, other verification techniques can be used,

30 including CRC or exclusive-or techniques.

FIG. 8 is a state diagram illustrating various
operating states for cellular-compatible devices capable of
receiving pages from an MSC of a CMR system. In contrast to a
data reception operation conducted by selected cellular

35 communications device(s), as illustrated by the state diagram of



process the command received via the external port. Thus, the
application of certain conmand signals to an external port ?‘gl_tﬁ%m”?é?

cel lul ar WOA¥A¥at i ons device 34 will force the device to to
the normal state 150. - In response to receiving a page
containing a specific identifier that matches any of the masks

mai ntai ned in nenory,- the receiying device will transition fromthe
recei ve device 35 identifier state éiZ to the receive data state 154.

Significantly, WD 98/ 27780
PCT/ US97/ 19963

cel lular comunfaGti Qm%h?ieQﬁtEeEem?Q %‘% IBaEgG is ggﬁ?%cﬂ %’g eg%ﬁe

specific identi tcl&ulamabnmumhestxanndsmcaalthamneedl\tgs a partichdar gagece can

enter the receiyg.dat, e?ﬁﬁﬁge%lgfeheb ”?ﬁltés Tpﬁs the st ? aﬁa%e se‘P t hat
o

conmmuni cation o a data Seq |ng
Fecalin

will be recei veblend 8eddbesirates §h§se@P§faBG§halbl §tates
devices withn éBﬁ)ﬁﬁﬁ%ﬁQ&lé‘r@l@ésté?% 6¥ SfeR®iving command gai; A

cel lul ar comunj cat o.ns VI C | ng,i n the rece

state 154 noni t HARSTIRE @P §§8 106/ aPﬁPﬁﬂcaSt ma%%anbl:v t he
|toL efer { edde ?b??bmdcasuseyﬂe commmicatiolDof pages dontamihgandofitiihationand,

e Sse at e | n
Veri T cat | on colfeiRARIHAY,and data, tiefe O8O fodififcoBl I Send ¥ palf
recei ves a pageconta‘lmng agpecific 1dennfimﬂc;;ausnea1 ceHularacommunigations
associ ated yy f‘ ? r&}(t\%' the 5recen téﬁté”d Uggeh! fcéllular
I call OI’]_ ta UCCgSS

subsequent ver|

i ncrease data cﬁpmqmcatmnﬁ n’@lﬁvﬂﬁﬁbeﬁe%’wmg ‘a page comtaining a®
conmands shoul dppédétesriined dhracteridtié fwhilstin the normsainsene daar emterby

combi ni ng thengat}rzg of thg@gaga es. However, i f the nunber of pages
contai ning co Bxi mum 20 threshold while the cellular
communi cati ons device oper’]éheaspmdetermmedlechacactm'lstacaferathe plagedat a
ngts:gh e‘;ﬂgﬁ hedsﬁggiq%fmﬁﬁgﬁm Sspect to PRIER. 8 s bgiffeteat Iffbm the
predetermined characteristic described with respect to FIG. 6 to
permit the separation between selected communication and
broadcast communication operations. Selected communications
operations are typically conducted to send data to one or more
20 cellular communications devices selected from a possible set of
devices, whereas broadcast communication operations are
conducted to transmit data to all available cellular communication
devices capable of receiving the particular page that causes these
devices to transition from the normal state and to enter the
25 receive data state.

Referring now to FIGs. 1 and 8, the initial operating
state for the cellular communications device is the normal
operating state 190. In the normal state 190, a cellular
communications device 34 operates to forward data messages via

30 the RECC to the MSC 24 and can respond to single discrete page
messages, rather than an ordered sequence of multiple pages,
transmitted by the MSC 24 over the FOCC. Each cellular
communications device typically monitors the FOCC for pages
operating while in the normal state 190. In response to receiving

35 a page having a predetermined characteristic, the receiving device

()




of pages containing a command is preferably received by the , cellular
communi cations device in the receive data state prior to 25 acceptance

of the dawso ssxd7080s. o In the event that thBCERISPUINNG3
communi cati ons devi ce 34 is operating in the receive data state 154
and has received a page conprising the predeterm ned characteristic
and has a | east significant digit of O or 1, then the data content
of this page w il 30 be used to invéRe a "load BIB" command if a
subsequent verification task is successful. If the cellular-

communi cati ons devi ce 34 receives a page_conpri.si

predet erni ned exits thehnormak statei 19Q and, gnters| Q@srecﬁlgmc?ataastatmilg& of 2
or 3, then the dt
( spgglﬁ%ﬂﬁt alf %enﬁmr £ h?.ﬁ:a@sr.fe‘shdé‘@icé\ﬁ;grefwmgt%eg 0

i nvoke a "set
successful . |f contamggy ;pm gtermme aracteris c tches a mask

PCT/ US97/ 19963 maintained by those devices can enter the ¥eceive dataf $tatec @ORul ar

ecaives a phge BenBRedesningd iaralieitie O Wi’ Bhfe is cisfothe i,

| east signi fi cathe gpredetermihied charadtenistice carried bycﬁ]wpageddesczmbedl |
o e Parl bt ohBok RS Wi Ye3PRLE Ny FG 6 and 7: O7Fis’Aise OF diffef PU'

as a serial bus pac i ent
verification tapke @temun@dsﬁhamytenstlcs é@ﬁﬁh@@@cpagn%peamﬂsu afelBHarask s
initiated when EBﬁnﬁﬁhiédt?dn device E@'Hik'ﬁhgﬁishobét\ﬁ@éh ¢Re Ton@aunicaticn

recei ve data stati é th th i(erlf state 156 in response to a
verify commkhd. tas §@ssomate wi ?II@’-E@ PBE&®- conmuni cati ons device 34

exits the recei ve datcellalat eodimunivationsedevicee34 epefating in ¢hd 56 in
response

and a | LALB T @%ﬁ? '?a%??gﬁﬁbg%g PO IS, BALGy cBRPHARET | o' ' ©
page concommBBdSa imikar tax the commandsi desanpeeditwith respeattaerify
state 15 156 ﬂﬁﬂﬁﬁﬂ@ YRchitd BRS “063d ‘EIEM cW'n'u'naﬁ‘ﬂ”ﬁHé Set
verificati on va b content .0 i ned from recei ved
command pagk® @Iﬁﬁenpoma etbﬁl Bﬁpﬁﬂcorﬁﬁ’éﬂ fqenmand, and the

venﬁcanon command. If the cellular communications device 34

receives a page containing a command, then the data content

associated with the command will be accepted and used in the

event that a subsequent verification task is successful. Moreover,

20 a predetermined number of pages containing the same command

must be received by the cellular communications device in the
receive data state prior to any acceptance of the data values.

In the event that the cellular communications device

34 is operating in the receive data state 192 and has received a

25 command page comprising the predetermined characteristic and a.

least significant digit of O or 1, then the data content of this page

will be used to invoke a “load BIB” command if a subsequent

verification task is successful. If the cellular communications

_ device 34 receives a command page comprising the

30 predetermined characteristic and a least significant digit of 2 or 3,

then the data content for this matching page will be used to invoke

a “set date/time” command if subsequent verification is successful.

If the cellular communications device 34 is in the receive data

state 192 and receives a command page comprising the

35 predetermined characteristic and a least significant digit of 6 or 7,



verification value fails to match the verification termof the

verify page, then the entire data sequence w |l be discarded and 20
device wiVMOMBBITON to the normal state 150. In contrast, ifFCT/USI719963

cal cul ated verification value matches the verification term. then

the cel lular communi cati ons device 34 accepts the data sequence for
t he recei ved command pages and operateg upon thIS dat a sequence in
accordance with the conmand. The cel | uPar conmruni cat i ons device 34
can then return to the normal state 150 in response to accepting the
dat a sequence.

at th dat tat
154, the thep, thy mesiging devics gval GBGREE A5 glofe Tk afa Srtend T ©
ggt a | sedllhxmstmre% datewill beaoutput viaiane extermialeporponlyhifnat Y\D t
commuands Coq, r C | eas
significant di gﬂg ggﬁ% Ogrﬁﬁ‘ﬁﬂ%ﬁaﬁnﬁqﬁuﬁfééﬁ?ﬁuﬁ %\A‘gﬂ fiet@d 'ggﬁnand
pages havi ng t heerifisation msk dsninitiated (when dbeegeHular communicAdons! | ul ar

communi cat i @ns at e.
Commant cat 0% dsvicee3 iy the FRBERIEC Hatd sidi® and entefEEBe %ﬁ% %"a‘%%B

56 194 in respense to apags sPntaining, ac‘aqm%ﬁaue@menm
operating in the r%@l cellidap céminguiichtions r@mceesmxetst the two

Con ficant  robeiyg gl Sk’ F87 S pRRErs R ERY shteCLOT dn tsbBBe o o
the entire 5o nmavm acpage havingthe rpredetermnmdwahamcﬁenstwcand a
i mum of Voo 1cast significhft MFof WEFLT T Mk CAHERF o dis E6fffand

comrand pa operat) %hln t he
receive data Page eenmstitutes a verification term. 1¢e099'éatmg nf thethe

recei ve data stgdff %%‘tat@r@G he¢he é€llutd cendmfficationgadevice d}#'ﬁll34

recei ves nore than

t h d
characteristic GORPY éiagyg?ﬁ}‘aﬂ% yﬂpe%@sed oﬂg@ 83 ar gogxieqt oﬁf?éﬁeflhe
entire data secfronsaeteivedeomamandepages. In the event that the calculation

15 of the verification value fails to match the verification term of the
verify page, then the entire data sequence will be discarded and
the device will return to the normal state 190. In contrast, if
calculated verification value matches the verification term, then
the cellular communications device 34 accepts the data sequence

20 for the received command pages and operates upon this data
sequence in accordance with the command. The cellular
communications device 34 then returns to the normal state 190 in
response to accepting the data sequence.

A maximum number of two command pages having

25 the “load BIB” command will be accepted by the cellular
communications device 34 while it operates in the receive data
state. Similarly, the cellular communications device will accept a
maximum of two “set date/time” command pages while operating
in the receive data state. Likewise, a maximum of three

30 command pages for generic data can be accepted for processing
by the cellular communications device 34 while operating in the
receive data state.

Tables 8, 9, and 10 illustrate representative examples
of the broadcast communication of an aggregate message by

35 sending multiple pages via the FOCC of a CMR system and




pages will be discarded and the receiving device will return to the .
normal state 150. In this manner, a nmaxi mum of three comrand 15 pages
for gener WO gBR78Can be accepted for processing by the PCTARITI19963
comuni cati ons device 34 while operating in the receive data state
154. Tables 5, 6, and 7 illustrate representative
exanpl es of the communication of an aggregate nessage by sendi ng
20 nultiple pages via the FOCC of a Cd system and conbi ning the

data sets of these pages to formthe aggregate message. Table 5

Il lustrates a sequence of conmand page tii\g I nvoke the I'oa Bl B"

conmand. Tabl e GOmMbiningsthe datacsgtsne S¢ PRERN tpa € aggregayoke

E:gren‘ra ?‘] gt gateg/ E gﬁlésnsa‘ﬁﬂi‘ﬂolembﬂ%szradtgth;@tseqhéﬁcé orﬂ;ﬁge'S eepAnandsito
Pagg "9pd 18" Somiband, Tablef STiites & semmense

TABLE 5
Page 1: 000 1000 @fCpage commandyto dnvokethge'sev date/time conenhaing"i Table

ener 35 Do &%hmq%g% SeeRPOT Bis OmyPRRE toNOKK AL il ©

WD 98/ 27780 data" command. _ PCT/ US97/ 19963 -
57 Page 2: 0010001234 Recepti on of page containing Specific
Identifier ("0010001234") assi gn,i,% eﬁei ving device causes it to
enter the receive data 5 state. g’t;ge 3: 0001079590
Sequence of Page Commands to Invoke Load BIB Command
10 |
Page 1: 0010000010 :
Reception of page containing Predetermined Charactenstlc
"00100" and Command "O" causes receiving device to enter
receive data state for Load BIB command.
15

Page 2: 0010079590

Reception of page containing Predetermined Characteristic

"00100", Data Values 79 and 59, and Command "0" causes

receiving device to receive BIB values of 80% high threshold and
20 60% low threshold.

Page 3: 0010002198

Reception of page containing Predetermined Characteristic

"00100" and Command "8" causes each receiving device to verify
25 the data sequence provided by the previously received command

pages. "219" is the verification value, and "219" is the computed

verification term for the data set "7959" of page 2.

TABLE 9
30
Sequence of Page Commands to Invoke Set Date/Time Command

- Page 1: 0010010023



Reception of page containing Predet er m ned Characteristic "00010",
Data Val ues 79 _and 59, and Command "0" causes 10 receivi ' 0
i gt

recei ve BV BFURL of 80% hi gh threshold and 60% | ow

Page 4: 0001001348 Recepti on of page containing Predeterm ned
Characteristic 15 "00010" and Command "8" causes receiving device to
verify the data sequence provid by the previously received command
pages. "134" is the verification tern1 d "134" is the conputed
verification value for the data set "7959" of page 3. 20

EQSIéElfS 0001010(5%&&)‘?‘3@ﬁ g 5% {Qﬁ‘ﬁi‘ gcon{%' ni.ng ‘gde héir ﬁmnd

Characteristic "00010™ mubfmmmmd:o'aﬁmses e mwmgdﬂvmge fieenter t o

enter ed(g’ﬂa te et *detdatétthe” fcommpid. dat e/ ti me” command.

Page 2: 0010001§§b ept | ongéof pa’ge containing Specific ldentifier
("0010001234") assigned to receiving device causes it to enter the
recei ve dat as Page 3{ ¥(10010233 Page 3: 0001010233 WO 98/ 27780

PCT/ US97/ 19963 . eptio
page cont ai ni ng Reception,of . page, contaiping . redet%%nﬂgggo Cﬁﬁﬁa%ﬁ
causes recei vi nd0000'e and rGommand "3" dauses aach (remeaang cn‘fev(ix:eotmr
23. receive a date value ("1023") of October 23.

10 Page3 0010018143
Reception of page containing Predetermmed Charactenstlc

"00010" and Command "3" causes each receiving device to
receive a date value ("1814") of 6:14PM.

15 Page 4: 0010000509
 Reception of page containing Predetermined Characteristic
"00100" and Command "9" causes receiving device to verify the
data sequence provided by the previously received command
pages. "050" is the verification value, and "050" is the computed
20 verification term for the data sequence formed by the
combination of the data set of "1023" of page 2 and the data set of
"1814 of page 3.

-~ TABLE 10
25  Sequence of Page Commands to Invoke Generic Data Command

Page 1: 0010010326

Reception of page containing Predetermined Characteristic

"00100" and Command "6" causes receiving device to enter
30 receive device identifier state for "generic data” command.

Page 2: 0010012346 |

Reception of page containing Predetermined Characteristic

"00100" and Command "6" causes each receiving dev1ce to
35 receive a data payload of 1234.



5 Page 4: 0001018143 Reception of page containing Predeternned
Characteristic "00010" and Command "3" causes receiving device to
receive woos/zragee val ue ("1814") of 6:14PM 10 Page 5: POIOSITVIVED
Recepti on of page containing Predeterm ned Characteristic "00010" and
Command " 9" causes receiving device to.verify the . data sequence

provi ded by the previously received command pages. "187" is the
verification value, and "187" is the c66puted 15 wverification term for
t he data sequence fornmed by the conbi nation of the data set of "1023"
of page 3 and the data set of "1814 of page 4.

TABLE 7 20 Sequence of Page Conmands to | nvoke Generic Data

Conmmand A 26 Recepti on of page containing
Pr edet er m ned nggg?t',eppg?g%mQQS "00010" %fr}géOom‘rand "6 ,causes receiving

devi ce to ent er Reception -okiRage cGOREAABE! eterpined (Chasagteristigat o
conmmand. "0600" 2an@0CeRRmAId "6" cauSesceichnreleivhye dovicei toNg
Specific Identifier ("0010001234%) é? assigned to receiving device
causes it to enf¥EIYHE %‘@JW ogdiof 5678. i ate. Page 3:
0001012346 WD 98/ 27780 :
PCT/ US97/ 19963 Page 4: 0001001868 - 59
Reception of page containing Predetermined Characteristic
"00100" and Command "8" causes each receiving device to verify
10 the data sequence provided by the previously received command
pages. "186" is the verification value, and "186" is the computed
verification term for the data sequence formed by the
combination of the data set of "1234" of page 2 and the data set of
"5678" of page 3. '
15 . _

In summary, the present invention provides a system
for communicating multiple page message or pages via a cellular
network control channel to a cellular-compatible receiving device
and combining the data obtained from each received page to form

20 an aggregate message comprising an ordered data sequence. By
sending multiple pages and combining the data of these pages at
the reception site, an increase in data communication capacity can
be achieved for CMR system. |

For the preferred operating environment of a data
25 message system, a cellular communications device operates in a
- normal operating state and monitors the FOCC of the cellular
network control channel for pages. The cellular communications
device responds to a received page by comparing the received
page to one or more masks maintained in its memory. A match

30 typically determines the course of action to be taken by the
cellular communications device in response to the received page.

- For example, if the received page contains a predetermined
characteristic and matches a corresponding mask, then the cellular
communications device responds by transitioning from the

35 normal state to a receive device identifier state.



Recept i on of page containing Predeterm ned Characteristic "00010" and

Command ) recel vi ng device to receive date p?ﬁ%ﬁﬂ& 234.
5 Page 4: %%& Recepti on of page cont ai ni ng Predeterm nedé

Characteristic "00010" and Conmand " 6" causes receiving device to
receive data payl oad of 5678. 10 Page 5: 0001002058

Reception of page containing Predetermaed Characteristic . *00010" and
Command " 8" causes receiving device toYVerify the data sequence

provi ded by the previously received conmand pages. "205".is the

Yﬁ;' ot soquence i ormad a8 e rddkive HBUICE idehti %ﬁ%ﬁé%?b “Bellaig '
"1234" of page sommhurhieations: dewicepperates to mtoro e KHQCE: for a page
FIG 7 is a 'Ogh%%knélaogygé&agt g ﬂdghﬂstE@éh Eellﬁlﬁeébﬁﬁnun?&néﬂé déidd vi ng

accurate reception

e recei vi,ng pages
cont ai ni ng conmahi¥pica c%ﬁﬁlg’aﬁ‘é@ W?‘Fia Flag nﬁer, whighisegves &e umﬁgﬁ&asent
i nvention. Ref eﬁdemmmerdev&&e T4 determm@liﬂ ar pagdcomtairls thed spacifit hod

b t the START 17.0

cont ai ni ng & verfPREIIToASERRELdo thecEERREE; Z:eﬂﬁvéﬁ*%ﬁﬁoa% at!ﬁ"‘éﬁg 2
con’{mnl cations dempariSéndist eondueted to exantine whethsrraamacemed pm
containing a ve

verificat |gon ter&irl*r{l# n§1 t%hnﬁﬂ%?ﬂondmg td h&{ee%fpte?_ﬁaptlpéh red dat a
structure of t hénamtamesbm orcpeEy, of the sel qcmd\ﬁgm%aé mtqlmrﬁ@u tmgu
three-di gi t jglecifign YRisUEoRi n taSk CGAMERR ﬂﬁﬁ ﬁi@‘iﬁi Tontdin

characteristic and t

t 174 t | ul
comuni cati ons &PECE c3hgent1ﬁer Bﬁgalshgutlﬂetmog%t bgog c&pted ﬁ%l&é"d A
command page angeceiving desticell #haesponse,ahsusliyiancdommarcationgideviee r f or

cach 9215 S8l mons Aok 68 TRV RGP el P,
ei ght - data state.

15 In the receive data state, the cellular communications
device operates to monitor the FOCC for pages containing
commands. Each page command can contain a command and a
data set. The data content for each received command page is
accepted and combined to form a data sequence. This data

20 sequence can be ordered by combining the data content in the
reception order of the received command pages. . Alternatively,
the data values of the data sequence can be ordered based on a
sequence number assigned to each of the command pages.

The aggregate message representing the data content

25 of multiple pages can examined for verification purposes in
response to reception by the cellular communications device of a
page containing a verification command. - The cellular
communications state can enter a verification state in response to
the verification page. If the aggregate message is verified, then

30 the data sequence of the aggregate message is operated upon by
the selected cellular communications device in accordance with
the command associated with the received command pages. The
selected cellular communications device then returns to the
normal operating state.




WD 98/ 27780 PCT/ US97/ 19963 ,

60 bit value. Any overflow resulting fromthis sum operation is

i gnor ed. woO 98/27780 In step 176, an excl usive-or cal POT/ASY719963%s
conduct ed for the data sumof step 174 and the second | east
significant digit 5 pair of the first command page of the set of
command pages recei ved by the cellular conmuni cati ons device 34. The
second | east significant digit 68 the first cormand page is treated
as a hexadeci mal byte value for this exclusive-or operation.

In step 178, the hexadecinal value resulting fromthe 10 excl usive-or
operation of step 176 is bné¢het etb@@lvced hrpageli gtantains adedifferentl ue.

This three-di 9;[} réféterhinéd Vs ‘f-fb‘tiict heand it 1AtEHER! Snother
verification v I'n_step 1 e,ca gyth verlflcatlon val u
s conpared to GNEESRARAIME M gthe cellulay, copmuaications i on

page. tIn thfhev‘?jwmhaﬂm mécéelmm bé{ﬂrhﬁmcaﬁénst&ﬁcéoﬁ‘é SPpoRds by dat
oper ation e dat ue ata
sets is accept dud 06’8@ Qﬁ?’%ﬁ}ﬁ/ ﬁ'@\é] stte to.the, {ﬁ%ﬁvgmﬁ%ﬁt |%’f‘|€h devi ce
34. Ctherwise, teélluldatcompymécations device eaniinchrdéea mask cberespbnding
communi cat i ons dew. ce e. ation
process termi na@e\sfb{e\lst t%% sé} et(fé‘fe%mel%éﬁpi riBleriiti. C-B%e&ﬁ&fﬂ
encryption proceagh seeeiying wcmmdlmtlyatransmon ta thp eseieh data t he
\ég(r::ifjlsgalt It O|nsVﬁ%ttu&a%mélﬁ%%y%éﬁétﬁ%fdéﬁ%qaennﬁeér%at | o%nlt@s Gﬁ.%é %e)lmgl oys
a suffici e enBARS SOSRINING this e’é%’fnan% predet eﬁu&w&‘t hﬁﬁ%@?%‘ bﬁenpt s
by an eavesdr opPhis sippdres hécommunicatidre of tardaciequencehdavd srultiptode t he
data set. The pgesept Ny tion
process descri b%% of pagegbi&él \ﬁeegj'érggséfc‘ﬂ? %f Ig{gg.'ﬁgroﬁ?o "‘“ﬁ‘iﬁ‘@é‘ﬁgndl ng
encryption  devisesaather than texanelor, more selected receiviing desdiees.ques can
be used, ~ 30 including RbutdC'be! MidErst66@" A the articular

FIG 8 is a state di gram|I ustraél ng varlous ng st at

S for
cel | ul ar - cokdpat eMBO have heexn &’Fﬁ‘g Y W8k 9?1
of a CMWR syst enexémpqermfdaﬁiatt 6ther modxflcdﬁbas r1pagndbeaur t?d)@h@se @mn@dlduct ed

by Se'_eCt ed cel] UItﬁe art without departing from the scope and spirit of the
appended claims.
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35 communi cati,ons devi ce(s) as illustrated by the state di agram of

WD 98/27780 PCT/ 38 %99,3
61 “ﬁ??ﬁ’r’é”the data reception state in FIG 8 is entered 9%3

cel lul ar communi cation device that receives a particular page Whl |l e

operating in the normal state. Thus, the state di agramln FIG 8

Il lustrates the operational states for 6§e| | ul a thilasBeeo RepldeadTt es

capabl e of receiving conmand pages transm tted b

"broadcast” manner. For this br oadcast - styl e co I, Imml m" ages

contai ning a conbi nation of comm@j ata, there 1s no

requi renment to send a page contalnlng a speC|f|c identifier to cause
a cel lular conmli¢laimal ons 10 device to enter the receive data state.

Each cel lul ar . com‘ru nicati 1 ¥8r
predet erni ned ch rac stl c\g/ﬂ'&:}g ﬁ?\m?gg mgggtﬁggaﬁ;ﬁﬂggﬁé?b&éwoﬁe

recei ve data st lar comypunigation seRdmg i‘%ﬂt’dﬂ?or
the page 15 gag esnmd avw:éllulafrsneﬁx/otb dorftroB chandiel fof ant:eﬂum mobile

B;re?net e[ ?enggpg%@gﬁ%mgggwﬁqﬁﬁg g]ﬁé gf‘fléisGOf br oadcast

communi cati on operati ons. Iﬁemtonng thencelulan network contrglechannekfor one
typically .Condugrfeﬂ)et Pagesd ?@%@f g&ﬂg@s 1ﬂgfxﬁfier29.s§i%ﬂéd“t3rt§1e selected

communi cati ons device
wher eas br oadca§@11§bhhﬁﬁm1m&a Vbﬁ% lﬂr@SPORSC tocmeaiving QQS’ 9 Aheni t

data to all I@Va Ehfhaﬁ&h l# fedétéi‘ﬁdﬂié‘@bhﬁfhctenstxc devi ces capabl e of
recei ving the p |cular

transition from t he nor ma/M ytoé"%&d uses i‘QPrtP@tWOEIS c?@'f@ﬁvef’ﬁapsl dor; o

Ref erring now t pageScontaining &, cdsmmand in atspomseato receiving the page Havinghe

cel l ul ar conmun e nor mal - operating state 190.
In the nornal #ﬁ?éb%g@iéjg&“u 1 %ﬁsa conmuni cat i ons, devi ce 34
operates to forward data mespensive/tmreceiving pages containing the command,

15 combining data from each of the pages to form an aggregate data
message containing a sequence of the data.

r-b’

2. The method of Claim 1 further comprising the
steps of: .

20 monitoring the cellular network control channel for one
of the pages containing another command in response to receiving
the command pages; '

verifying the data sequence of the aggregate data
message in response to receiving the page containing the other

25 command. '

3.  The method of Claim 2 further comprising the
step of discarding the data sequence in the event that a verification
term of the other command page does not match a verification value

30 calculated with the data of the data sequence.

4.  The method of Claim 2 further comprising the
step of discarding the data sequence in the event that the other
command page is not received within a certain maximum time

35 period.

MW s




30 the RECC to the MSC 24 and can respond to single discrete page
messages, rather than an ordered sequence of multiple pages,

transm t t e 9827780 MSC 24 over the FOCC. Each cel |l ul ar PCT/US97/19963
comuni cations device typically nonitors the FOCC for jpages

operating while in the normal state 190. In response to rec 'ving 353&%
page having a predetermned characteristic, the recei VISpiegiqiasheen Repiac

98/ 27780 70 ' wﬂﬂ -

62 exits the normal state 190 and enters the rec : Hllle 192.
Specifically, all cellular conmunications devices recei.ving a page
containing a predeterm ned characteristic that matches a mask

mai ntai ned by those devic§s caThnpgstHdE ofeClaitA JafirthéRicomPaising TheThe
pr edet er mi ned char 2& aﬁé st '

c of,thjs page is different fr . the
predet er mi ned H&P cardmng the i@aﬁ%ﬁgcﬁa’&&b“e%’ﬂ&éﬁg a time,peried,j ¢ n
respect to Fl Gsbetweenl ahy Puis ofseeotivid fcomniand pages estetedsi aagrtain

characteristd cs_f Qk o ermts a cellular comuni cation
device to ditsst i TGS ﬁ%@ﬁéﬁﬂ * communi cation 10 tasks associated with
t he pair of pages. . A cellular comunications device 34

operating in the regceiv ﬁi(ﬁ* 1e94{NHt i.ﬁ@lg ges
cont ai ni ng co ndg.' .Si Tl'{%iﬁ?o t g’fcgﬁn%%dg ﬂiel?cléilagced: ,tsﬁiﬂé etgl%ect
to FIG #ept SHATHIRG ﬁcéaraesmenqeoaa TBFPONSS AAFECIYIE BIIE 15
"dat e/ éi mlef fgnﬂmﬂia P?@deﬁiﬁﬁn%ddghmb@!;nﬁfﬂﬁagggdcéﬁmining thev ebnimaad on
command. e ul ar., co Lcaki qns VRe tr [§ceives a page
cont ai ni ng 19 o dfnqnﬂmmgiﬂﬁaﬁe ‘@%P&ﬁ‘{m con (gsm ed with the
command wi || be accepted and used in the event that a subsequent
verification task is succqssf “Thg\@ﬁ@ﬂi@d of ngimaZthfRﬁ[a?rdHrﬁﬁijisw A of
pages containing the sanme’tonman nust” be recejvedq by the C I%ar
cormmuni cat i ons $tépi ©f responding to theceembication whthepdatd sequemge by
acceptance of t@geﬁﬁﬁ% ¥a/tHeata sequence in accordande ' witletiRY 86imrhhAad. t he

cellular co ni i
lg

ati1 ons device

8. The method of Claim 1, wherein the data
combining step comprises ordering the data of each received
command page based on the arrival of the corresponding command
page at the selected cellular communication device.

20 _

9. The method of Claim 1, wherein the data
combining step comprises ordering each received command page in
sequential order based on a numerical value contained in each
command page. '

25

10. The method of Claim 1, wherein the step of
receiving one of the pages having a predetermined characteristic
comprises the steps of:

comparing at least a portion of the received page having

30 the predetermined characteristic to a mask stored in memory of each
cellular communications device; and '

accepting the page in the event that the portion of the
page matches the mask. |

REPLACED

BT THIS SHEET HAS BEER



34 is operating in the recei Veé‘% 1 aé\e%a. as received a 25 _
command page conprising the pr Istic an | east
significa W{?;g’ of 0 or 1, theﬁiﬁiﬁmﬁﬂ ﬁ ent of this %a‘gré"s’”"’“ |1

be used to invoke a "load BIB" c sequent verlflcatlon
task is successful. If the cellular communications device 34

recei ves a comrand page conprising the 30 predeterm ned characteristic
and a least significant digit of 2 or gl then the data content for
this matching page will be used to invoke "set date/tinme" conmand

I f subsequent verificatio
conmmuni cations device 34 i n%&?ﬁé‘&’é%fﬂf“&“ ié %%g&g*giﬁégﬁrh@Mg
recei ves a comrénel determnedschgradtenstleas foreoatted toneepresentat deastt ac

d a least si WO 98/27780
PCT/ USO7/ igggegf’b}hf’ﬁ%f 't8lephdine’nfifber (MIN): then the

receiving device wll capture and store the data content This stored

dat afvvi I![ bes ;)ut EUt vi a arlzext ernel rﬂé%bbdod@ﬂ%lhlm 1, whé‘;@Qﬁeg%@rgte OE _
verification task is.success e e i fication task is
/D1 t1 st ed when FRESARE SRS Clothid HABRS BaYThE A Spesifi MFIGHEE dBprEEs: vo
data state and cohsparihgeatveast a portion of the reaewwpagsﬂmv?ngttheaspwiﬁc
containing a vec

conmmuni cat i ons a@é}t‘@ﬁ%%e@?@ get of ma%%g Ve du% g@ofrg ég%ﬁ% lec ers
the verify stat @elln«lanmmmmmmons device; andei vi ng a page having the

predetermn characteri stjde | | 9.
The dat a cozgent of this c E&gathe ﬁi%;%gqg% eﬁdﬁl?&%ﬁéﬂ? \I/éehﬁf% gg{t}‘g}t@f
[

term Wile opethepageimaighes one of the the cellul ar
comuni cati ons device 34 w |l conpute a ver| f i cation val ue based on

he d b d A h
that the calculation 15 13r (FhevERe, ot CRICL, fetin' b ffeBy ¥
verification temonitoring the cellular mqtvparje;:ontmi qhwneﬂnforomaoﬁ the pagese
w1 be di S18! d?ﬁ\fiﬂ% s(;)qéiffc d‘i@éh‘i‘fﬁé‘i"ﬁssﬁ hidld" ¢b° sei’ﬁ%'d Telhflato0-

I n contrast, VEr | ation aI ue na
verification terqqmmcatlons device comprises:

monitoring the cellular network channel for a certain
time period after receiving one of the pages having the
predetermined characteristic; and :
20 terminating the monitoring step in the event that the
certain time period expires without receiving one of the pages having
the specific identifier.

14. The method of Claim 1, wherein the command
25 defines an action to load busy idle bit (BIB) data values, and the data
sequence comprises BIB data.

15. The method of Claim 1, wherein the command

defines an action for the selected cellular communications device to

30 set a predetermined time for a timer device connected to the selected

cellular communications device, and the data sequence comprises
timing data values corresponding to the predetermined time.

16. The method of Claim 1, wherein the command
35 defines an action for the selected cellular communications device to

o e




the cellular communi cati ons device 34 accepts the data sequence 20 faor

t he recei ved command pages and operates upon this data sequence in°
accor dancwaw&/2v78the command. The cel | ul ar conmuni cat iPETAUSIZA99%58 34
then returns to the normal state 190 in ~ response to accepting the
dat a sequence. A maxi mum nunber of two conmand pages

havi ng 25 -the "load BIB" command will be accepted by the cellular
comruni cations device 34 while it operdes in the receive data

state. Siml arl Y, t he cel |l ul ar comuni cat ions device will accept a

maxi mum of two "set dé@/tl command ges whil e operating in the
recei ve data stafecptidaiqi values mtamﬁ fint Ay QQMIBOPOHéﬂﬁaﬁﬁ pa@hspagae

generic data cagohgaifif ttﬁé cUmRIATES AW to provfdfetﬂﬁcﬂh{é"

t d 2 i
Cobren 6 b2 Go R pi e, dafkSialbed in A dbSige e W el

broadcast commuoelalaroccomimaricaions gleviceressage by 35 sending multiple
pages via t FOCC of a CVMR system and WO 98/ 27780

PCT/ US97/ 19963 ' conbi ni ng the
data sets of these pages tld.f orkhe hm%t@@degfafeClalm Ine svhgreinrathiee phge

illustrates a sgg fapétgﬁxrﬁﬁﬁﬁaeéﬁlﬁﬁses digits <8 td1phlon! nidiitber
command. Tabl e usirates a s uen(i_yﬁl 8 gp conma o, |nyo e
the "set date/t rﬁ?ﬁ age V@%ﬂf‘l’%? mpHsmg;cerfain digithge
comands to invofe thee tedeplecne numberdfthaf @e t the redetermmed

TABLE 8 oke Loa mrand 10
Page 1: 00 1%005@?&{8{}‘%8" é’c‘gB{g %ﬁg@mﬁ PHFnB“ q%“d' ﬁ&%%se t
Characteristic data values1amd améntaimingddigit oﬁlthestelephmengmnbenethab
enter identifies the action associated with the command.

18. The method of Claim 1 further comprising the
15 steps of verifying the data provided by a predetermined number of
pages containing the command by calculating a verification value in
response to receiving a page containing another command, the
calculation comprising the steps of:
summing each digit pair for the data of each page
20 containing the command to produce a hex value-sum of all pages
containing the command;
exclusive-oring the second least significant digit
pair of the first page containing the command with the hex-value
sum of all pages containing the command to produce a exclusive-
25 or’ed sum. |
converting the exclusive-or’ed sum into a decimal
value to provide a calculated verification value; and
comparing the calculated verification value to a
verification term contained in the page containing another command.

i

30
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recei ye .data state for Load BI'B cormand ' Page 2: 0010079590
ReceptioSggg ehﬁeméawﬂgnge ennlned Characterlstlc 00"

Dat a Val causes rece|V|ng §n0|c to
recei ve BIB val ues reshol d and 20 60% | ow t hreshol d.

Page 3: 0010002198 on of page contalnlng Pr edet er m ned
Characteristic 00100 and Corm causes each receiving device
to verify 25 the data sequence prov ed by t he preV|oust received
comand pages. "219" is the verlflcatlon val ue, and "219" is the

conput ed verificatggpn tgr ""am'}[ea‘ % a0f

TABLE 9 30 Se querce 0‘1& lgage nds “’at%%agg a[ﬁ‘flgﬁtﬁ%nsne
Conmand of paphbura 1ty> ofozibdas commum;:mms deyices by sending multiple

PCT/ US97/ 19963 pa Egs yia a cellular network control clfa'imel of 2 éEEH%W&f ?ﬁgﬁﬂepage

Causes each r cERAtRIsRROPE (L MR E Y Stems, comprising fbe s46as

causes each re ate for "

date/tinme" sommand. 5 rheaétotin® 0fsiOpaAgas on the mpwat% %&m(’p?}ﬂﬁg?nel

conta 11, et oy SN g ol UMt . CoTTans 2oy

Qct ober 23, 10 Page 3:camparimgi®ach received page to a first mask
corresponding to a predetermined characteristic to determine if the
received page has a portion that matches the predetermined

10 characteristic;

in the event that the received page has a portion that
matches the first mask, then monitoring the FOCC for one of the
pages having a specific identifier assigned to the selected cellular
communications device,

15 comparing each received page to a second mask
corresponding to the specific identifier to determine if the received
page has a portion that matches the specific identifier;

in the event that one the received pages matches the
second mask, then monitoring the FOCC for pages contammg a
20 command; and
responsive to receiving a predetermined number of
pages containing the command, accepting data from each of the
predetermined number of pages to form an aggregate data message
containing a sequence of the data.

-

25
20. The method of claim 19 further comprising the
steps of: o
monitoring the FOCC for one of the pages containing a
command corresponding to a verification action in response to
30 receiving the predetermined number of pages;
verifying the data of the aggregate data message in
response to receiving the verification page; and
. operating on the data in accordance with the command
in response to verifying the data sequence.

TS SHEET
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Reception of page containing Predeterm ned Characteristic "00010" ,and

Command " 3" causes each receiving device to receive a date val ue
("1814") WD 9B2I1789M 15 Page 4: 0010000509 ' Recept i BETHS97519963

cont ai ni ng Predeterm ned Characteristic "00100"_and Conmand " 9"
causes receiving device to verify the data sequence provided by the
previ ously received conmand ~ pages. "050" is thi&Ineet HasBeen ReplacddTe,
and "050" is the conputed 20 verifi®htion term f'oL ' ence
formed by the conbi nation of the data set of "1 and the
data set of "1814 of page 3. ABLE 10
25 Sequence of Page Conmands to | nvoke Generic Data Command Page
1: 0010010326 Recepti on of page containing Predetermn ned

Characteristic "00100" ~and ng ~p"._causgs tyeceiving .devjce to-
enter 30 receive devi 0291' @ﬁt@%@&a‘r‘g’%ﬁbﬁgﬁéﬂ EOH%H&S%MP
Eﬁge 2: 0010012ﬁ16iscardilbg %Madn thic evemt thatt enei ofythie édHoevinignevents
aracteristdc .. ¢ ~eand.. "] . r v eyi ce
fo 35 odel ISESio 04 YerifieaOR Yale OF e GEriERNRY' BaBe"hbes tiot
PCT/ US97/ 19963 match a venf%:ation term calculated with ¢ combinedrdgta ®f the
0001056785 ' ﬁﬁ&'a' d e Bt REéd | gticC
"00100" and Conﬁl%tﬁﬁ @' gjeldp,@cg rg% I VI %dgggggelgt%a © YWithiin &
certain predce edS time penocf

10 ' 22. The method of Claim 19 further comprising the
step of discarding the data in the event that a time period between
any pair of received command pages exceeds a certain maximum
time period. "

15 - 23. The method of Claim 19 further comprising the
step of discarding the data in response to receiving more than a
predetermined number of pages containing the command while
monitoring the cellular network control channel.

20 24. The method of Claim 19, wherein the page having
the predetermined characteristic is formatted to represent at least a
portion of a telephone number (MIN); and :

the page containing a command formatted to represent
at least a portion of another telephone number, the page comprising

25 certain digits that represent the predetermined characteristic, other
digits that represent data values and a remaining digit that identifies
the action associated with the command.
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S receive.a data payl oad of 5678.. =y Page 4: 0001001868

Recepti o nq‘s(mteai ePRe G ned Characteristic ! 0" and
Conmmand %ﬂ’s{gﬁg‘% deV| ce to verify 10 tﬁgr&g%sgﬂg uence
provi ded by the pre d comand pages. "186" is the
verification val ue, I's the corrputed verification termfor

the data sequence forrred by t he o
of page 2 and the data. set of

In summary, the present invention prOV|d
communi cating nmultiple p
control channel to a cel
conbi ni ng the sem
aggregate rress I‘dﬁlcléghﬂ
mul tipl e pages an ﬁgﬁbl ni n
reception siteDCENO F@Btf@
achi eved f§
environment of a data
device operates in a
the cel lul ar
conmuni cat i ons
recei ved cellular 1%%@%6&3 oé&?rg?gﬂarrgé
30 typically det er ni nes transitoning from

cel I ular Cmnmi’éé‘éﬁ'boﬂévﬁ%Vid@lﬁﬁef Qe

exanple, if the receiv e.contains
charact eri sti cTeRPIR& g‘hé'gcg“’éﬁgr%

2 sage_syst
PerABa Wpohat

??f or 2% S ThBH, A Eppttnf
dingha predetermined-saquencei of pagesg éot selected one oﬁa _
Oééﬁixﬁﬁp‘iéﬁﬁoﬁ;%q de93es Via a cellghit!! "9

%Bgf &forrﬁJFr

IBMR) isg8tem, comprising the step sFOf the preferred Operatl ng

s g

nbl nati on of the data set of "1234"
.of page 3. 15

es a system for

ché fnessag networ k

e

)}

Jnb ohilk

|ra§h@teﬁ1ephone be

oghic A, SRS o o

t

communécatiohs alewicel opemtnm tbomqemges forhpages | o ahe

a)

o I by conparing the

S.maln edints nenory. A match

cthaeonormad eState and entasing a
${EONIN' ROV eDEVIW@?dte) in

redete m ned

hakie @, predetesmiped

“(l

)

For

comuni cat i ons chamctensﬁsmn&lmbtchmgna lﬁmOmlaskf(G@M]N 12B3tored byl state
to arecelve dgybfe LEiilllar CtothAlEnication¥? %%/\%@80 each cellular
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communications device operative in the receive device identifier
state to monitor the cellular network control channel for pages
containing a specific identifier assigned to the cellular

transitioning from the receive device identifier state
and entering the receive data state (COMIN_RCV_DATA state) in
response to receiving one -of the pages having the specific
identifier and matching any one of a plurality of second masks
assigned to a selected cellular communications device, the selected
cellular communications device operative in the receive data state
to monitor the cellular network control channel for pages

receiving data in response to receiving a
predetermined number of pages containing a command while the
selected cellular communications device is in the receive data state
, each command page having a
portion that matches the first mask and a least significant digit

transitioning from the receive data state
(COMIN_RCV_DATA state) and entering the verification state
state) after the selected cellular:

15

communications device;
20

25 containing commands;
(COMIN_RCV_DATA state)

30
representing one of the commands;
(COMIN_VERIFY

35

communications device receives the predetermined number of .
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In the receive device i-denti-Her—step; the cellular communi cati ons
devi ce operates to, ét?-{asraggnﬁ%eaﬂr a page havi ng a speci al )

i dent i f i WO 9822T80 ce at1 ons device s tygmzsm/;smssu gned
a special identifier EM}IH to uniquely 5 identify the device.

To determine if a pa e specific I dentifier assigned to
the cellular communi cations device, a: conparison is conducted to

exanm ne whether a received page 768t ches a mask corresponding to the
special identifier and mai ntained in nenory of the selected device. A

mat ch resulting 10 fromthis conparison task confirnms that the page
contains the commanﬂepages; amletmlmsgpnanotmmwmgeamweﬂmpagcspt ed by

t he r eCRaY tHa'i! fgﬁsgrﬁ lkuhg BFS
devi ce t.tan tlons from recelve eV|ﬁk I er statetoa
recei ve d fé'eE’EeéFE gqyen cation command; e rece| ve data state, the

cel lul ar commnl cations verifyinglthe receivedodata wmmuetmettw E€Malakror

naca " "y mroupicasf AN I o PRI waR 1Y EoBeleb g A ge 1 <

accepted and cwenﬁmmnténmmfathmwerﬁémaMG;ommasmjpage with asejuence can

be ordered by & der of
t he received corman ges (%ﬂt@fr:nﬁ%ﬁ??{)vidbtfﬁﬁthetc}?mﬁfa?ﬂe@% l}erhsﬁbf t he
dat a sequence can-be or d&pstatingon the geoelve dafadncaccordanee withdhgned. t o

each of the cogphithafddfsresponse to venfymg the Teeened §aml e nessage
representi the data content ti pl e pages can exam ned for
verificati pur poses in response to reception by the cellular

conmmuni cati ons device of 26. The maﬂmd:mft@ilmmgﬁfa, wiheréir aneoof thenmand.

fesponse to  Pages RAETARIE 1RPooShRhAnTds "Ridihy geéefﬁ’f PR sS%S%SPate ;

verified, thente ephoneha er Mﬂﬁhdba\ang ﬂeSth@fe theydormatper at ed
\l/J\np?E by - AB@DBHgﬂﬁﬁdvﬂlféaﬂteﬁh H WP@J Pﬂi% % conma rP (E?G(th _?_Rge
sel ect ed cﬁl uP&‘? atRARC EWMe(A bﬁl tl'{e(; pagl OB of 1 thgor

operating st at digits corresponds to data, and a remaining least significant digit
represents the command.

L - 27. The method of Claim 25, wherein each cellular
. 20 communications device includes non-volatile memory containing
the first mask (COMIN_12 mask) and at least one of the second

masks (MIN mask).

28. The method of Claim 25 further comprising the step
25 of discarding the data in the event that any one of the following
events occurs: (1) a verification value of the verification command
page does not match a verification term calculated with the combined
data of the data sequence; (2) the verification command page is not
received within a certain predefined time period; (3) a time period
30 between any pair of received command pages exceeds a certain
maximum time period; and more than a predetermined number of
pages containing the command is received while the selected cellular
communications device is monitoring the cellular network control
channel.
35
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t he

68 | f received page contains a different
predetern1ned characteristic, and it matches anot her
cor r esporMPA82H88K mai ntai ned by the cel lular comuni cati orfeC VUSITHRN3 ¢

then the cellular comunications device responds by 5
state to the receive data state.
communi cati ons device can include a

alternative predeterm ned characteri st
device can directly transition to the receive data

t he nor mal

the receive device identi

Each
correspondi ng
Consequent |y,

transit
cel | ul ar

state,

i oni ng from

to this
each receiving
rat her than

this alternative predeter#?nedibﬁéﬁsgwﬁqOgiﬁgﬂﬁfzgoyﬁggeghgﬁge Coﬁﬁg'n'ng

comuni cat i on cheapredeterminesh chavactezistid is formattedsto reprosempt att least a

general group
nor e selected
d ai ns claim

a sel ected gne
by sending 5 nu tiple pa

s ik QAT 1 G CMN it o7

the command page is formatied togiepsesntia éeleuph@nm t h

be?f havit ha*;himmy 6£ldigital whereifi eaitain

a cel I ul art oRc My

steps of: f digits of the t
or

0)

elvphane rmnnber cthatu

(38)selected cgﬁﬁﬂgépﬁg0n

10

o e il

qgel fh?g (ﬁ

resenlzvcﬂatacvalucﬁ atndbanel

one of the pageassogidted withthecosmmiangd characteristic;

10 ’
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channel (38) - for pages

nmoni toring the cel .
containing a comr@,;gdshbgtqégsgégn Ig&drrecer ving the page havi ng the
speci fi c WQON2TM0 er responsi ve to recRGIHSPIPINSs
contai ning the cormHmll ning data fromeach of the pages to form
an aggregate data ntai ning a sequence of the data.

2. The net hod of Clarml further conprising the 20 steps of:

moni toring the cellular network contrdl8 channel (38) for one of the
pages cont ai ni ng anot her command in response to recei ving the command
pages; verifying the data s enc f..the ag regate data 25
message i n response to re¥di vily Qhef%’agec@ llfhel‘aﬁl lephongomand.
3. - The met hoqCMR) mﬁxﬁwﬁg bf'o%ﬂst heuatamés ¥ﬂbﬂPf61d' ng

t he data sequence in the ev eqnflcauﬁ_on he ot her
conmmand page d&GOTHBIGA q’%«'&‘t‘? tQ,ferHl € the

data of the datdatasquecess saxd data message system compnsmg The net hod of

Che event tha Lhe ot ner & Blufality o Ual JepOriRR' debibes fod e SAEC i 1

maxi mum time  datageposting devices operative for momtmgwatmspommgn 2

further conpri sdrﬁgofrs%ld rem&heﬂaﬁf sOLRCR’ 8 %tﬁlpesﬂﬂ §e éﬁld he
event that a ti eri og tween any paif .0 \[ aog;mn d_ppges
exceeds a cert 40K Sm t‘i‘grﬁrﬁlﬁ {a message ntaining said selecte

data message formatted to correspond to an identification signal
10 that is transmitted by a cellular radiotelephone when said cellular
radiotelephone first identifies itself to said CMR system;

a mobile switching center (MSC) for receiving said
data message via a cellular network control channel from each of
said data reporting devices operating within coverage areas of

15 said array of cells; and | | .

data collection system for collecting said selected data
in response to receiving said data message from said MSC via a
first communications link; o

said MSC further operative to transmit pages
20 via the cellular network control channel, wherein selected pages
contain a data set that forms a portion of a data sequence;
said data reporting devices further operative to
monitor the cellular network control channel for one of the pages
having a specific identifier assigned to a sclected one of the data
25 reporting devices in response to receiving one of the pages having a
predetermined characteristic, :
said selected data reporting device operative to
monitor the cellular network control channel for pages containing
a command in response to receiving the page having the specific
30 identifier, and responsive to receiving a predetermined number of
pages containing the command, said selected data reporting device
further operative to accept the data set from each of the
predetermined number of pages to form an aggregate data
message containing the data sequence. |
35

THIS SHEET HAS BEEN

_ REPLAGED
[N TR T




10 6.  The nethod ohis@hakiNa Hekh RBGEceEPPr i Si ng the

step of di scar di ng t he data sequence i recel Vi B

than a pr¥W@&7MOned number of pages CHH Hﬂ& cormand B&M’F%
nonitoring the cellular network contro : 7.
The nethod of Claim2 further conprising the step of responding to the
verification of the data sequence by operating on the data sequence in
accordance with the command. 20 79 8. The method of Caim 1,

wher ei ndt he data ; conbi ni ng step conprises ordering the data of each
receive conmman age,based, 0on t he ar L t d
page at the sel ected (F:)elglar M Pgﬁy‘%é‘aoé‘é ‘Pgﬁfe%r@p&qu& ﬁgﬁqmn
9. . The net Eoctepbrﬁhgl devite mbmtmsa the FOEIG for oneoof ithe rpagesccontaininigs es
ordering each r |

numer i cal val ud CORad CERRSpRiting to o VATHERHDR, BHOR' it 3R8PofiSe o
The nethod of Qlegeiving thnep&d\emwdpn@m el' ‘P d@gﬁsngvgﬁﬁﬁﬁ thecdatayes
having a predet gy qkﬁe?ﬁé sﬂﬁi@ﬁgg tecdata nﬁ@ﬂﬁgeiﬁsfekbenﬁéqesfe@&wmg the

conmparing af |ea ortion e rece
pr edet er m ned cVPeﬁ‘ﬂG@ Pndzqgﬁ,@adapmseé ﬁ?"eég&ﬁs aVI‘EFqF’i@chF‘faé?e vith,
cel lul ar comunihea¢ommsanid in eespchive toawerifying the data sequence.

accepting the page in the event that the portion of the page nmatches
t he mask. - 11. The method of C aim 10, wherein the page
having - ~ 32. The system of Claim 31 wherem the selected data

10 reporting device discards the data in the event that (1) a verification
value of the other command page does not match a verification term
calculated with the combined data of the data sequence or (2) the
verification command page is not received within a certain
predefined time period.

15 :

33. The system of Claim 31 wherein the selected data
reporting device discards the data in the event that a time period
between any pair of received command pages exceeds a certain
maximum time period.

34. The system of Claim 31 wherein the selected data
reporting device discards the data in response to receiving more than
a predetermined number of pages containing the command while
monitoring the cellular network control channel.

35. The system of Claim 30, wherein the page having
the predetermined characteristic is formatted to represent at least a
portion of a telephone number (MIN) for the CMR system; and
the page containing the command is formatted to
30 represent a telephone number having a plurality of digits, certain
- digits of the telephone number that represent the predetermined
characteristic, other digits of the telephone number that represent
data values and the remaining digit of the telephone number that
identifies the action associated with the command. .
35
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§present at least a,

5 the predetermned characteristic is formattedR
12. The met hod of

to r
portion of a tel ephone number (M NyisSheet Has Been eplace

Claim1, wbesermsoet he step of reHml“i“u mlw“ m t he pageCTNAISHTI0963a
specific identifier conprises 10 co [ st a portion of the

recei ved page having the specific Identifier to one of a set of masks
stored in nenory (76) of the sel ected cel lul ar communi cati ons device
(34); and accepting t8%® page in the event that the |east a
portion of t he page matches one of the set of masks. 15

13. The nmethod of Caim1, wherein the step of moni toring the cellular

network control channel (38) Armethods fomeommunjcafing twithng plusality wofc
i dentifier 'ass'é@;gﬂai‘%drﬁﬁuﬁﬁhfﬁbﬁg d&lites By ﬁendiet{i'ﬁfmﬁilﬁ é r edoViL ]

(34) conprises: toring:t he | ag .net trol
channel (38) cellular n&twgrkmntmmmﬂogf & ‘E%]i“ g"@%@’i‘ t@%ﬁ ﬁng

pages having t RCMR) systeds conmprisihgtiie sieperofstic; and

t I nat i th [ en. % h - '

per i odexpi Ses i thout r CRERTPS e ellflat melfork Kmspob sfiEhh@l for ofg, .

i dentifier. of the pages havingld prédetermined cliaracteristic; wherein the
commana ' def s anagioriifle! g QUhi ek Bbrol gl For 21

t he data ' sequence cofpr ) . . .
met hod of O ai rpagesienteiningtecesymand In respanse fe feeqiving the page hawng

sel ected cell U|%W%@Eﬁwéﬁ§ﬁc. and(34) to set a predeterm ned
vice (¢ 'to

time for a tiner 82) connect ed el ecte cellulﬂlre

to . . the sel
comuni cat i¥¥ns devi ce, anEP%P&“%XPa 1 IRGfIYINg pages coniaining
72 command, combining data from each of the predetermined

number of pages to form an aggregate data message containing a
sequence of the data.

15 37. The method of Claim 36 further comprising the

steps of:
monitoring the cellular network control channel for one

of the pages containing another command in response to receiving
the command pages;

20 verifying the data sequence of the aggregate data
message in response to receiving the page containing the other
command.

38. The method of Claim 37 further comprising the

25 step of discarding the data sequence in the event that a verification

term of the other command page does not match a verification value
calculated with the combined data of the data sequence.

39. The method of Claim 37 further comprising the

30 step of discarding the data sequence in the event that the other

command page is not received within a certain maximum time
period.

40. The method of Claim 37 further comprising the
35 step of discarding the data sequence in the event that a time period
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conprises timng data val ues corresEOhdi n re et ermi ned tinme.

16. The nethod of Caim 1, wherei n"RESH -- Caef i nes pah: (&317 5 or
the sel ec?P¥278%| ar comuni cati ons I| 4) to accep ltla val ues
contained in a certain portion of eac nt ai ni ng the command,

and to provide the data sequence conprising the data values to a
device external to the sel ected (égil ul ar conmuni cati ons device (34).
10 17. The met hod of im1, wherein the page

cont ai ning a command corrprr ses digits of a t el ephone nunber (MN), the

command page hayi OQpr eLtal e
t el ephone nunber’eﬂﬁggn g%m%ﬁtg? llg ?g%gt%rrr- raga gaée%aer%% ersrt gt |c% au%he
digits of the tmaxinowa timeperioda represent data val ues and a

remai ning digit of the tel ephone nurrber t hat identifies the action
associated with the comm hod of Claim

t
further conprising the 20 4cis,t er')gh%fn‘?g?qq)ﬂf 5:1?149 gﬂt@r}&ﬁ/icﬂmﬂ§m£ e
predet er mi nes n'dtégfbf%scardlﬁggﬂﬁa datd sequenceia respomnse ty receivihgtmoge a

a1 & gt S At Al b o

summi ng each di gvhﬂ@monftonmgrﬂledeelflulﬁrmﬂragmﬂblchannehr ng the conmand
to produce a hex value-sumof all pages cont ai ni ng the command,

excl usive-oring the second Ieast srgnrfr i git |r of the fir
page contai ning the corma m&&\ﬁbﬁt @ﬂalm 3Zuﬁ4 CH ICOMPHSME e
containing yge g Bhﬂiinl%et@ théCWi"ift@atléﬁ of' il dutar sequence by

converting the ex usrve uminto a ya rovj de a
cal cul ated veri OP&AR E% uencemacco ancew1 Jﬁgmm an

cal cul ated verification val ue to a verification termconta: ngdlrﬁ t he
page containing another CoMrandpy3Smethod of Claim 36, wherein the data
combining step comprises ordering the data of each received

15 command page based on the arrival of the corresponding command

“page at the selected cellular communication device.

-

44. The method of Claim 36, wherein the data

combining step comprises ordering each received command page in

20 sequential order based on a numerical value contained in each
command page.

45. The method of Claim 36, wherein the step of
receiving one of the pages having a predetermined characteristic
25 comprises the steps of: |
comparing at least a portion of the received page having
the predetermined characteristic to a mask stored in memory of each
cellular communications device; and
accepting the page in the event that the portion of the
30 page matches the mask.

46. The method of Claim 45, wherein the page having
- the predetermined characteristic is formatted to represent at least a
portion of a unique telephone number (MIN).
3 5 4 .
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19. In or for a cellular nobile radiotel ephone - (CWR) system (8)

having an array of cells (12), a data nessage system (10) for

comuni cavomg2ebect ed data collected froma pl ur al i (RCTIPUSYTHABe dat a
sources (30), said data nessage system 5 conprising: a
plurality of data reporting devices(29), each of said data reporting
devi ces operative for nonitoring a correspondi ng one of said renote
data sources (30) to obtain said sel e®@d data and for. transmtting

a data nessage containing said selected data, 10 said data nmessage
formatted to correspondto an identifi S

ca t hat,
transmtted by a cellular 7-apl|'BhGI e th@fivmgncé%llﬂ wimqmathe page
radi ot el ephone 6dﬂt§imh Afiantt S@nprises w2 telepho néyﬁﬁﬂmer (MINY having

a nobile switchin 4 or ceiv sai d data massae
via a cellular % Yc‘bth 1‘33?3 c‘iﬁ m@%& ﬂgﬂ’ﬂg @M g
reporting devi ceatdinofligiee that reprsent the prede@emmwd a:hmactehstm ,dotheray

Col Tect i hg-Sai dligits thagrspresent 2l VRIGES a4 iy’ %0@‘3383@“

message from sahe @gionassaciatedwithathe wwithzhei commandsuni cat i ons link (42); _
said MSC (24) further operative to transmt pages via the cellular

net wor k control channel (85) ﬂp&ﬁi r{hodgf] ectej%sgu Srcc%%%}{]slﬁlg%ta
set that forns a portion S
saHﬂ Idat a {eposktbgeet%f dfﬁﬁ tt?@)g;tir rbvidcfsd by {fetemd%er tofe
cel l ul ar networ ont ro] .chan tBﬁﬁ
specific |d]r9nt|]?4%§ QQQ% ﬂ%?& a@e?%&%lﬂ?@ﬁg g g%ﬁén @%‘P
devi ces (29) i nrespomses to treceiving an@agmgmntalmmgrﬁl gescommanda the
predeterm ned c sal d selected data
reporting devi@@kﬁfﬁﬂab@%%ggépev% Po ia)]nltor t he | ul ar . net wor k
control channel (38) for sapgusing each (igit pair W&@EEM@@G
receiving the p@@ﬁtauamge hh{ﬁléﬁécffafdcﬁmejﬁnheilﬂlneasﬁﬂ ef il pPapest 0
rm nec o

receiving a g!;l)re er pages containing the command, said
35 sel ect elP daf thecommand; 29y further operative to accept the
exclusive oring the second least significant digit

pair of the first page containing the command with the hex-value
sum of all pages containing the command to produce a exclusive-

or’ed sum. _ .
20 ' converting the exclusive-or’ed sum into a decimal

value to provide a calculated verification value; and
comparing the calculated verification value to a
verification term con_tainéd in a page containing another
command.
25
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74 ., .data set fromeach of th ] er of pages to form '
an aggrquég @ﬁ”@ message cont ai nﬁsgﬁ Ra bk Id&gﬂﬁe. PCT/US97/19963
20. The B f daim1l9 vvhereir’:l m D}lmﬁ data 5 reporting device

t

(29) nmonitors the FOCC for one of contai ning a commuand \
corresponding to a verification action in response to receiving the \
predet er m ned nunber of pages, verifi t he data sequence of the

aggregat e data nessage in response to receiving the verification page,

and processes the data sequence in 10 accordance with the conmand in

response to verifying theggata i i e
system of Cl ai m 20 wherei %gt h Fotla.l %theggﬂgg?g?blle radmtelei%léond%v(lcéM%g%
vﬁpu@‘ﬁ?l € he

{
di scards the da3y¥SteRLtd aFO{IﬂPquqgmgeﬁl?tlrasggi‘iVSﬁ
ot her command pagiichers Cetitef(MISE) and cethilar cumamunivationd cdévdtes with

page 5 not r o RGN (WIRA the scpBSEF Eyimpe! i Ty HEMK' Byshétn 0

(239) 'Cli'_he sy?t ertf}@ﬂl singthe steps efin t he sel ected data _reporting device
i scards the data I n the : agi ek P45R n
pair of received command pagesﬁéa%ggg tsmggcgr-tg?%& ﬁ?&%eg@l ﬁé@r?{od.
25 selectethdata viasamreversenpretheaghcontrpl changel Clata |

reporting devi cgelinfar nitorkBoriths] ERamnélntg 86 MSC of Gaid CMR gy st@mg
than a predeterm, %Stn‘oer of. ga@}e]s cont ai m%a%he conmand d whi (lle
noni toring the OPCRRHKE (Bh FPEF1VEL SAUL data gpessage and to send ,,
The systempf Griltipl® pagesdarthehforpeagd dnerbead control channel (FOCC)
of the cellular network control channel;
transmitting said data message from said MSC
to a data collection system via a first communications link, said
data collection system operative to collect said selected data in
‘15 response to said data message; |
: monitoring the FOCC for one of the pages having
a predetermined characteristic; '
monitoring the FOCC for pages containing a
command in response to receiving the page having the predetermined
20 characteristic; and _
: - responsive to receiving a predetermined
number of pages containing the command, accepting data from
each of the predetermined number of pages to form an aggregate
data message containing a sequence of the data.
25
50. The method of claim 49 further comprising the
steps of: . _
monitoring the FOCC for one of the pages containing a
command corresponding to a verification action in response to
30 receiving the predetermined number of pages;
verifying the data sequence of the aggregate data
message in response to receiving the verification page; and
operating on the data sequence in accordance with the
- command in response to verifying the data sequence. '
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the predeterm ned characteristic is formatted to represent at |eagst a
portion of a tel ephone nunber (MN) for the CVMR system (8); and
t he page womwsfmdng the command is formatted to r epr es @ET/ESA74PMIhone
nunber having a plurality of digits, certain 35 digits of the tel ephone
nunber that represent the predeterm ned
75 characteristic, other digits of the tel ephone nunber that represent
~data val ues and the renai ni ng digit o84t he tel ephone nurnber that identifies
the action associated with the comrand.
51. The method of Claim 49, wherein the page having
the predetermined characteristic is formatted to represent at least a
portion of a telephone number (MIN); and
the page containing a command is formatted as a
5 telephone number having a plurality of digits, certain digits that
represent the predetermined characteristic, other digits that represent
data values and a remaining digit that identifies the action associated

with the command.

10 ’ 52. The method of Claim 49, wherein the step of
monitoring the cellular network control channel for one of the pages
having a specific identifier assigned to the selected cellular
communications device comprises:

monitoring the cellular network channel for a certain

15 time period after receiving one of the pages having the

predetermined characteristic; and

terminating the monitoring step in the event that the
certain time period expires without receiving one of the pages
having the specific identifier. -

heet Has Been ReplacedT!

IR, II

i

THIS SHEET HAS BEEN

- REPLACED

) O O R




