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networked printers or even the office when print jobs are requested. According the invention is particularly

suited to the Netpage system and will be described with particular reference to its operation within this
environment. However, it will be appreciated that the invention has much broader application than Netpage
and is not limited or restricted to printing Netpage documents.

Optionally, the network comprises a plurality of said printers, each printer associated with one of the
printer identifiers respectively; and

a plurality of said network user identifiers, each uniquely identifying different network users.
Optionally, each of the network user identifiers is a token and each of the printer identifiers has a token
reader such that the user presents their token to the token reader associated with one of the printers to request
actual printing of their queued printouts via that printer.

Optionally, the tokens are a short-range RFID tag, a smartcard or a magnetic stripe card.
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%”rJ]S ghg\lv d%xt)z}%lsf% anlegttfbrr\]lge as %?gurgenélele e ach of the

ﬁ I nter lers 1s a 88ch of the network
%79§h®‘é%ﬂqyﬂqné°r‘§lehtd§keé q JyleEipfing pIsyionassoci at ed wit h
Elﬁ\ﬁe 10SRdws tHoRél4tomRip bitwedh iR dbdlwe, ph@t&d@ﬁd dlgﬂti{l&ﬂk stores;

l-%gur C{l sfl)oruscf‘he%n\éénlile%taMOw of Qart]a nq Hlt Ithpage sys{c]am in greater detail than Figure 1;
Figure 12 shows the data flow associated with reprinting impressions;

Figure 13 shows the data flow associated with printing;

Figure 14 shows a bifurcated general printing data flow;

Figure 15 shows the data flow associated with walk-up printing;
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and the tokens are a surface each of the printers wth
coded data disposed on it, the coded data being

wo eadaldees by t he optical sensors of each user sPCT/AU2005/001123

el ectronic stylus. Opti onal I y, t he pending printouts

are mai ntained in a gueue the server and each
Bewaiosieysthedpts e ﬁ?félafad it ‘B“r sspRliskupratofp prifout queue;
hg@hﬂrsthlthrdiffegéntpé’vblﬁl bfndwrkaliseibiition AidexdceB@bwible within the Netpage system;
1%.[14 iSeSBcrv?% ltjh%ltji?t% ﬂgurlltf %e e 0003 P{oi(eg éa& ¥y Prreéd@lt a%d&z?teaﬂ with tlhe printer;

n readers are assocl ate
Pl@g‘p@@bw@epw ﬂ?"élf e gygehes ¢ reader fRpreading e tq!fgnea\ssomt@%@ﬁltt%e printer;
tiRed 10 sh@kam dhtd NS the QREIBE a tehdef tﬁﬂ%ﬁds&lﬁbﬁbrﬁt&kﬁ@n BUA then uses the printer
i d ntt icgnine§ iﬂ]otNh t he user and the printer to the
SEFVR Pi6nartsy “{he token identfies the user
Iémm 21@MWsyhe d@ﬂv\umqelya privifely hesled petvieris and apefitigly hosted network;
rlg@mz shévRfa PRNEdd 08hoSEd N&fagPBséRr N8 a dat abase | ookup
‘g ga sl ate the tfokenldentlfler into a user
gERtS gl”f’salaﬁf‘"i‘cglﬁ AP P28 oken reader identifies the
bgurﬂueshove)ep}'mholunlltyell Optionally, the reader has a

EiSROSY snbwieiHe kfrlbBlun®BMls;t he server perforns a database
| ookup to trans|ate the reader identifier into a

Bt o v erdesre gy otal 1y, the token reader and

Fibee Prshowsantagawih avipastat e devi ces whi ch have an .
%.ﬁgﬁé'éh&@ tgg Fﬁgdeqpof@;gg%@ ly, the token reader is

si cal Into the printer. Optionally, the
‘é‘ﬁﬁ@“ﬁ"?‘ﬁ“&ﬁ%‘“ﬁ%“‘b‘?P?fi‘%ﬁ“’“@’hat the user has presented
Bigiro30eshovasntt ifitkrieayiigiofitodéwdkdsnB aX@IDi withtaltag; ret ri eves t he

H%\Egmsshg{gsq%&qm@qalfmem s for printing. Optionally, the

en 1s a securi FE}I/"I access or identification badge or
Eigyrei32 shpysptegppbeREh inedit Wﬁﬁmmlwtmaﬁswﬁt‘%b‘wdﬂ
the invention will now be described by way of exanple

V\EJ‘-X'h%yEslbﬁ #iGce to the acconpanying draw ngs in

shows the data fl ow between Netpage '
pw#cpsm@bgveahﬁdmawp isovat! puispdsfor ingorRoERtien 18 e $psigass)s Nefpgge system. In light
B‘Qﬁlp 2 envElRvh l(h@ﬁaen Eds@iﬂfcﬁs & cdnfpor@ntbf ag:bam WWpapd Wechit@ e Hodvever, it will

go \g%{)axte&% dctiélvI tnven an alg) a&élcg}%ct etr cdmé)utengn%rweork% shows

consi sting of a sequence of nunbered pages; Figure 4

shows a printout consingirPRGEARCHIPECTERE Of
éﬁ%resy ons; Figure 5 is a diagram showing a user with

BHE%nd default printer: Figure 6 shows the pen
Eiggnl showetbon@ection hetweed ngftgabubﬂimrssmligams fivipey aad Fevices. The Netpage

§<Q91‘A§1t ge%efl chcgﬁtéjaacfo@lnr%ﬂl@rﬁ'oﬁta%tpﬁéé p@cnlslﬁppbﬂ ottt Ne@ﬁge apphcatlon 4, and
Fi 8 sh OWs a égam c el enent use asw% docunen

BB 8 NSPUROULS & AP LGB STE FEHL AP RER A ciher o
Both §deb pitp ser[B'ﬁ)Df&ﬂIEr shegts. [ ggditien td Bpthaing the lgephiedoatent oftbdxopument 2 on
Eﬁ@l\ﬁgﬁhn'iepg ﬁlgoq%}s’ Hﬁ-ﬂlta cocﬁﬁlhartg Qfdtm @J‘Qnﬁéfgh Eri'%ly of 1%51@& ﬁfllﬁrfem -scale tags

ifgure 11 s fundamental flow of data in
R P8 Dot refyrenstdabovgletia e efcpesthegiis- @minsm}:ql gRpfdinates of its

kZatishonse itnpessida bawellaohe @p B inna usiguedentifier. Sjglicn A tajg ixgpptically imaged by a
N%Igg Ee%l 8Q&§ below and USSN 10/815,636 cross referenced above) the pen is able to identify the
corresponding impression as well as its own position relative to the impression. When the user of the pen 8
moves the pen relative to the coordinate grid 7, the pen generates a stream of positions. This stream is
referred to as digital ink 9. A digital ink stream also records when the pen makes contact with a surface and
when it loses contact with a surface, and each pair of these so-called pen down and pen up events delineates a
stroke drawn by the user using the pen. )

The Netpage tag pattern 7 is typically printed using an invisible infrared ink, while visible graphic content is
printed using colored inks which are transparent in the infrared part of the spectrum. The Netpage pen 8
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Figure 13 shows the data flow associated wth
printing; Figure 14 shows a bifurcated general

w@eooaizeg data fl ow, Figure 15 shows the data PEDAU2005/001123

associ ated with wal k-up printing; Figure 16 shows the

data fl ow associated with the gst_abl i shment of a

FEPPRTBTIR Coftyentienal warking b whichiljegs an infaregrtrapsppren ink seap@ptdo obscure the tag
pitteraat wor k di stri buti on and access possi bl e vvi t hi n the

%l%a@sgqg uﬁﬁ(’éc'sglg n}den'tleﬁg-u mamsfesp tYYeS stelbze% u(xj annﬁ:d essxo s tIl are engineered to
oken gy ‘% PHE

has a reader assocCl a
b? W@?@ongﬁlgﬁmgqgstmm tlteﬁ@renrs}v an § glehal qllﬁcatxmee@elpm has

ahd &ﬂdﬁd’m ) Q{ay headé Bg uﬁ)htaieicamﬁ 1@8@%@&&6 cdﬂﬁﬁahd bk¥eform data 12. The
rint e  user

omnéag er #101}3 é%?g%‘a){lﬁ élCth?l’e dl}e ulseé ﬁxgﬁheg{?ﬂm E)tﬁ/g ﬂes% eg Qial%s that may be
filld ippy the pger. r}étaldennmaodseohmmlﬂ@am@nwﬁvpmge mep victhe page where they
Epatd er xputshows the data flow between a privately

35 R P s dd pBeP otk RBrR AN BPs it i pg opialy nly

B8 ashwwwenge henminicatiinsicapability, & fooandd &t digitahigpk 9 Fe BeiNepad digital ink service
$.h OMR I‘?et;ﬁé/en;@fal' 14 Whlch (ﬁgsl 4 1oné: - Meecogﬁuxﬁagc\ﬁﬁ cgyaﬁﬁtysmg‘h relays include

unit cel ure shows the bit ordering in
W%@P‘msﬁ %@ﬁaégwsogﬂ GRSt ag with all bits set;
Fhegdigiel i@BsesoVS uses thegmgressicipidemitier 2Uip ttefdigital ik agetﬁeylp&ﬁ icorresponding

Eﬁ&éﬂl& 3%9 nﬁ)ntod’é@ E;tlﬂ)% 14 %H éja)oléﬁingnl L W logndtaﬂgnpgg 8%%?@ éach individual

ure [ nter eavl ng{ codewor
ézg ikt &Frols ‘PéngmFPfg'E}? anpar10esorpRE 14 @58 dyisteas [t e user gf the pen 8 has
Hésightted aFrmsdonissica ch@fjard)i€l intetpBetsthdifital mdss@ka)da to the gorm and submits the
I [ e I N it index
R o AR e ailcttad ekl GRLLRSRA0E "0 1 Lot o
[nsordgs |t allogy the dhigifa inki sprvise foirigipred Aen; ipput h»eremu tgaerartigular impression, the
B&hxﬁﬁgﬁn&yiﬁk&m a doPy bfleGHRY inguk dJsJ'ﬂpﬁon 1 kt@nmnvent ion has

xﬂtr {(j) aﬁc%w a userq gﬁ' maa‘l fgnnrg\)fornag nHtranlé ?on% é dléll}ﬁ mg sg'wfe 1 a retains a copy

wever pprecia
Pfhaéitdlalqﬂienli fhv easeivasat jlegst anté dhealipishliinkaip lmeernresedoamh eybmitted to an application 4.

QWﬁﬁk sEQ ey (Jf)ﬁenalw-:rz-tam d&RﬁlﬂlkBEn%Mﬁ%@yW BRwW d%l ink searching of both

i nteracti on between Net page

E) °n“’ﬁt aPé‘;]Oc‘é‘Eeﬁf W‘Z’ﬁt‘%ns servi ces and devices. The
MW@ Ri 8LoMTE HmpISENtagpolntca e bé BeapoeBTEHY in o mwihehl device such

Net Rasie plﬂ)‘dp bd BT cé%vé}£e1>DEh@ Sgn mtmgﬁraé Qn«l)dgq %& Qcﬂnméhmcatlons capability
rintout” 5 via a Netpage prin .

d produces ag
f)'ir“]j“ﬂ Bk SHREEPst s of a series of inpressions on
8inteltby reby dbideH4sypikely ®forgoras rah dgerafivepdyply 18 hxedisital ink service 13 may

ﬁgrgﬂf}t t'h@ﬁtel:aguv% %Qﬁl%dgctb g %éehﬁapﬁ:raﬁﬂm t& al%%fﬁizhcgéon tp gommumcate directly

ment on er t he printer al so
Slﬂai“ﬁ&f‘afe Q‘FR“B' P ai“ﬁ‘é‘“!i %wﬁwmaw“a?dr i3 Papge X0t 161436 g @ rcher screen-
bast¢d intame¢tion -a8¢ gdnerallyagi®wing the development of hybrid paper- and screen-based applications

which make the most of both media.

In the presence of multiple distributed digital ink services 13 a pen 8 (or its relay 14) may use é name service
to resolve the network address of a target digital ink service, based on pen identifier and possibly impression
identifier. In the presence of multiple distributed document services 1, a digital ink service 13 uses a name
service to resolve the network address of a document service, based on impression identifier.

Although the above description centres on a forms-based interpretation of digital ink and subsequent delivery
of form data to an application, the digital ink service also supports streaming delivery of digital ink to an
application. This allows an application to be more directly responsive to pen input. In streaming mode the
digital ink service delivers both stroke digital ink and intervening “hover” digital ink to allow the application

to provide real-time positional feedback to the user via a display.
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7 (see USSN 10/ 309, 358 cross referenced above). Each
tag encodes the two-di nensional coordinates of its

wo ommabiwm on the i npression as well as the i nppeFaU2005801123

unique identifier. Wien a tag is optically inmaged by a
Net page pen 8 (see bel ow and USSN 10/ 815, 636 cross
PafECTRI9PEY above) the pen is able to identify the
Tl dba(addi 9@ 1dgRepir Bsisli relating So Welekterad idtdrfaced O th) O&iphde Qbrvices. It is not
[ngeL‘gcga lxkﬁerﬁeﬂt%un ngssion. Wen the user of the pen 8

noves pen relative to the coordinate grid 7, the
pen gener at es a streamof positions. This streamis
pefusiented t o as di gital ink 9. Adigital ink stream
R P i A
b’alﬁof ofiven Hesymens, githepdebogiptiop ey brovmptyakrdh geswmenp? ie veqiely identified 18.

o)) JisnAAbBSptidn 6 £Q K@legfoﬂml@l‘ﬂ eieth@ntyﬁ(ﬁ]reprb@ﬁtﬁg sthd©2 Rfdldynamic elements
%ﬂe Netlg etz;I%n? . 7.|s%qyp|calligtpr|nted usln24 described
Y PP aTRIT 0 fiomedgh . @gisp el Bynapiciement2s ar desorie

bdavt-ent i s printed using colored inks which are

ﬁ"ﬁeﬂﬁ}ﬁ%&ﬁﬂﬁon ig D ista B8l iR bR 3P@dch ommcth'ggnsétp GEL c%ﬂjemlon-ghﬁput elements
i ncorparates _a conventi onal marKki ng b

ni
SR el ot R e Boms ShEnAvEHD oohRS G psgeal, and the
tame dipstele¢ment Bhwayt ragicipad in @uliplé forde FactSigput i@nent B3 hE&ao@A0 which defines

{hg Gt Vk’lth'ln%h?ch(lttcglglﬁgs u%ﬁp IEL(.%%& BB %g&gélé{%ﬁm{lﬂxﬁltﬁ%e't Jf)gl?cgtlon 42. The

ressions, h are enfgl neere

SEP o S TG BT, PorPElcaig? Bifepoigh Biddress 44
ak flloxwrartd i0 khe KRG [AAEYA i Fightes, Sl@euiiid haga plYical fifubtud @hidRconsists of a
%fglg:%e ogrﬁﬁ%ﬁﬂecﬂ;ag neaélh Jdge\gla Iés%{grﬁegt% C tn}mébr%, 55[‘%@? do%‘umen e ermrpnts 48 are each
aeigned a treeifigRpsitione2 ustber segpsepe pHRagss ofinas aﬁlasledqs@sqnmeem may span a
fnin@dbichS pzigléh% ifraay hae afcbrkdslﬁ)ddlhg'huﬁyerbﬂﬁgw&{ents WBJ&h defining the position 52

n for have active zones, i.e. areas
%ormmen%f% q%lmen el?'ﬁe%/&gapt ure user | nput . The Net page

digital i nk service 13 accepts digital ink 9 froma
Pettpage pen 8. Since the pen typi caIIy onIy has a
]g ort -range ommuni _cat |4ons capabi | ¥ orwards_th

TSP U RS 6" PR RS P °&‘?Sts‘5|° ﬁ%ﬂ"’sg pregsions 3§ assigned a
mnaJutaIDNét Pty EN-pel peigting Anuliiplerhgeh demay abpragea singlp grgression 58, while with
%mﬁ‘rlngﬁgtd sHigR p%@ ReRky §p$JMnult;5qu}n 31053938 ax%aéenlﬁl_é{ysggn 64 uses a transform

persona onmputers

B g ep 1P e atspy PR S IBE SPRG * APURRROR o i 1 er
Fach mpirdssonchi dpi ideatifield hka Sriqueidemifieri6@ whicli i encoded with (he imghrasgion’s coordinate

Whglsﬁé%re@sqbq,gmw description 11 fromthe docunent
§erV| C , and attenpts tq assign each individual

P Aefly Pfﬁlfed &3 poRiae prging ip B nyadfunsrraanion fasgriberbslom: fejimpiession 58 is
dslocia@hwigh hoth thkatrieict Gontwhirh ittwaeprin@e indalie vsda 62 Wﬁﬂec&edﬁsﬂ&it if known.

g?s‘ﬁb\grplﬁ%%gre § pgﬂ ms %%%H‘b? §‘ r%lﬂe & %}TRP 9 use} &1&# t;?pr{uglké? ﬁpens 8.

assSi
ﬁ%?gfmf}}“?‘é ﬁ'?e “P‘ES P%ﬁs aﬁtgaedfzsef %P aanH éth%tp‘ﬁﬂf flt oAk aefongn 8 and printer
e\hats h pénhiB aBiIAEEN T, andl Prindst B4nd H@aiR 2. CMseE oﬁﬂl@hlty&hs d default printer 6.

Hilssq‘]% q ul Flh&ed é)lhgs&atps%rl ngle ggﬁal mI(] I‘ el % assocna g en 8, con51st1ng ofa
ar I cular |1 ressi on, hé serv ce Wt( %

%9@59%6? PeBGYERly 74 rfﬁihpeﬁi@@’éfr‘ﬁ tigteptespped 18 ysing ppibares serisor: Bucaepive segments

8(Dv1&i1ﬂ tlﬁb\lytréhnmeélaté 1 ditfedeht 1mﬂ}es§loxfs(38 NE2GY REmehbis _asfsﬁhetdraaﬁrhﬂei/& Each
?lﬂgﬁe oi‘ %E bve{lts 1s a In%sa lf Peln?ésntﬁ')n r;3\\/ent§ g8 e%-rergg gS ;Eaéln S aﬁvgrit EA}/ and a pen up

afFay P, 1S efiees astrika drarpxcshesderafiic Bbfiertacektssiomef strokes rlates tothe same

ﬁl@&kshoﬁi&B |aﬁlfhséally IEk@int gdutuﬁl'y doﬂéggcﬁﬁftb' h %ké‘-gbumw PRéveY a stroke may

r.et ai init al'l ow
zaso t1:a¥ sr: multhIe mé:gerss(%?]ns é axbdfa SB may contamy hoverQ pen events between strokes.
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form content and docunment annotations. The Net page pen
8, or a sinpler Netpage pointer, may be incorporated

waloosoideys i Nt o a hand- hel d devi ce such as a nobCT/aU2005/001123

phone or PDA. Conversely, the pen may incorporate a
| ong-range comuni cations capability and not need a

B gy Hgure Sipeelomhdiarid FW*%W& eppligptiqnyppsistof 4 collection of field
vaheo9(D Thabesdat 2iists@tistet withe udiqsTbrayinstabce 92 h@eaﬂﬂnginta@hntout 5. An

Lﬂﬁkcaﬁﬁrﬂalygﬁcl}fh l{mcdog %Ql](-t ﬁtr%vh‘ébtﬁ? fogﬁ S%tzﬁx% §2\{ieﬁr %Bel:dads p:alig ofa

0 a targ
E'B‘f‘ﬁ\'ﬂﬂ?‘@é‘la@aﬂ% identificr 96\/ilsts1*Pmc“F?é tqgﬁleeé Witlethe ﬁ?@n $tadlBi affgwing the target
ﬁﬂpli&tuﬂitbﬁﬁd/lltﬁtgmﬂﬁahlﬂﬁlﬁl'tr&&ichél{bohtéuttI ated via paper and

‘?ﬁer}h “f'k (] Pj (see Hggrtﬁ] ?f sas %I‘ & etn rmalsf?ecg ? eree%l%,cf d‘m ogy ge submitted

gen e OWI n opnen
arm gy P’@@h msa%eé@fneafpmq aétartbplemgnm px@hnawhk@ldteﬁ eThmfPsm m@tﬁmce reflects the

baﬁsrbfﬂiedsnawnmspw% e BSEItEgc1l@f nultiple distributed

SL LU b P Sl b bl g 2
tlsalprgletelemﬁng haszan apsnddatededypdntie objdsh &% thioh inprem haskesveiated elject data 98 and a
@%aﬂ%o@ﬁd Ploific) M}chﬁfphﬁﬂod gbeng B%‘axﬁirc elembnt R %ap b€ aaltdd Lﬁ)glace using a

t t al
P Bh Grectene st Cor URSNOP 0 UF Emrerbigby. v be seivaredon
grbitraw Inkerag i@ rdeslay, efch as tHoinwrsive dispday\is e®ociaed swéthl the relay 14 (see Figure 1), or

IRPYe S Shed Vi :ﬂéenéqsafgé ﬂploreétduamg Beidje above description
cent]r§es on a fornms-based interpretation of digital ink

g)ﬁialp bﬁgga%ﬁ){ue%z}nfi 9’@’( gplag_fi alfp&)lfaﬂ?qﬂ gﬂcladetaa aléﬁxf) clip and an audio player, a video
elipphd Tdddophyer,tapbotd gl a phbto iviakerSEURLL 4he a &l ed Brog/sHA a0 BdiGble document and a

§,gr5§lzgggssrggt0qﬁllnéﬁg e of digital ink to an application.
his allows an application to be nore directl

f\%élwﬁ'g? {pehe %asb@?&f% Puftigure 2 dynapigrabise Sfede alﬁhé dypagiiqaly linked to an
arbilkcarg &catio en dl&lxismgriﬁpr&@ibﬂi] el byakiag chagéd’ ahto b Ritu@R@w of the impression or
Jantﬁ g NiNdisepover” digital ink to allow the

tiron to provide real-tinme positional feedback
’Eléurf Héshwef%le waﬁpn&nrﬁubsw@yh@mmesmeeﬂwmp &y the Netpage document
m h axic&hea\lelqﬁ@l digihl ifRE®]ce rﬁlseall:igﬁ}gl )1 \chth@gaﬁégaﬁfuﬁlﬂiers
égt eﬁ'om nep O(éurlrn‘érﬁttsg €. llblgtﬂ% etf)ust%trﬂ\éll&ﬁ%lﬁ {he ﬁhgltzﬁ stﬁre 1§1 gn qﬂ%tpage services
'@#Ya@se ﬁdagrrahm@h@weagered ehere @Pvepnits 82and ontmrs &iidegtifier vllosatigh, and service
Qaﬁggrrésmﬁoglzhog.ﬁoa,{)d an i nput description 11. For a
gi ven docunent, either description may be enpty. Each
docunment 2 is uniquely identified 18. The visual
BexsgoNpti on 16 is a collection of visual elenments 20

TEOHrER R ahd) Horsd dRYckibed e thd Rfilo Wk ﬁms&:tl(ﬁlls S ELe to2e‘ﬂrc1d§L ﬁlﬁl&tﬁnahty rather
§I enment s regr esent textflows i mages 28, graphics

5 WPl mARIEAROR ] enent s 24 are descri bed bel ow. The

I nput description 11 is a collection of fornms 32, each
Plrmiypeh consists of a collection of input elements 34
representing commands 36 and fields 38. Fornms 32 may
Bees F’aﬁw?ﬁwﬁ RpfRRSP R L AR i Gy Netraer yysiean “tOFFede%ﬁ‘@n Figure 1. The
doapusht setvieert allow3 4n applicafian 4 to dddped ddcunientdnt ke ratedi tlBsmit a print request
Ea@%‘ pljup H}étdocgllreﬂ%ntlt %émg @%op@ & Q&ﬁ lo gedvﬂéku%ﬁntqgftﬂer@%memestore 100, and

area W thi whi ch catures I npu form
RS0 E PRyl dpwmanttsav@*étiesgwmw 0¥, & e gocumpp store 100, When it prints a
dopyrheniab b gacificd pHREE] ¥ RSor&URIFiEIt O naheqa‘nnmetofeqom 32

’B—dg%ig% erkl SQIQHa %acg%tsi d?giticllq% h‘(gnll ggen v1a a re q£ n(? retams a copy of received

digital ink in the digital ink store 104. It uses the impression identifier 60 in the digital ink 9 to retrieve the

corresponding impression 58 and input description from the document service 1. It then assigns each
individual digital ink stroke to an element of the input description such as a command or a form field,

according to the position and extent of the stroke and the active zone of the input element. Once it detects
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As illustrated in the class diagramin Figure 3, a
docunent 2 has a physical structure which consists of

wa:2@equsnce of numbered pages, each page 46 asBCTAELH08/001123

page nunber 54. The docunent e] enments 48 are each
assigned a specific position 559 in the sequence of
Padheaiser of theren § basidagipracip LTmwhpisdienemindabe dieilp! @lp® psigned to each field
B Liﬁrhﬁ'étecbf08|iha@&ﬁ1g46 fielll typerRyd tha wsul@ntGerkd R&pangd tuB@JtthUﬂtlﬁH application 4

%Eocpiég it hg g%maﬁd 5lgdr e)?aﬁ%n tgee % é [ll {1]1? sezigcee lgqgter{) | tg F mar m a checkbox as a

f ragment ocunent e
Fkérkerrlrrr ity canees Handgrigensientiimg tehielé i gaine of tet charporprcowsing intelligent

&aﬁ&&ﬁécGéxﬁloﬁfamﬂlt &ﬁfph@ﬁa Hﬁﬁd\dﬂﬁ@fs&ﬂ'&h@ hS s@ganﬂ@ BA1PRRCkhSrecorded signature

gfr | nt eor o} the e@ré?ag% rl{‘ he s1§n y Ts ngltch %::gltgl g/ sxgﬁi gegg']nn Véﬁial ngaa]? ﬁts the user.

poster pr|nt|ng a S|ngle page 46 may span nultiple

REPMARSINPI&siOR. A page inpression 64 uses a transform
resent thegrgoy |on scale.and rotation of a

Dl il P, PR E e T AP BEEP R U8 v hy dmvings o
hagiéwriting capthrddyviaathepn iimpressipmie rit thfs %ppow qu'Wﬂidepeslesm@autent reproduction.

Wh&r@ 11 h@sﬁht@’tﬁ@ﬁ@% erhaé 1&1‘3%&% Rad feprihk l’eQuemqél ﬁBrBQn application 4. When the
ression is ed.. Once actually printed

Qr

E) nhﬁrvbcrel lan]? 5 3 ﬁt ?nglpr-esRHPSkSSdb °l§’8§ﬁl}éﬁ1}°5‘descfé§§ eﬁamgsdand handwriting
treturd)yia thobreimprpioes 8ndorriS8s the carspomiingtdiital ikt fronbhé higitah @ik store 104 in
1018 hlgﬂa@ﬁlk ger@&]: 1\1%\"&11165 Q:t ot vxs%%ﬁﬁ bJAESQd Iﬂ&grdg pgev}ﬁﬁ{outﬁgrew@ the impression
requested it known shown in Figure 5, a pen
|dentif g sgensy ‘°éh°s‘i’ﬂ’i‘§ﬁ°%ml§s°ésl‘°n6212b ut a user may own any
Gurr‘mrnmtingpens 8. Accordingly, the user 62 I s assigned

tb’a%ce EyS(IGIQ §QQ gs da%u?nﬁ%ﬁ%?%%br%? Foﬁhxly%nﬁt% gr}ﬂgt %d‘f(sd by a Netpage-

mpllﬁt*@r or| E?tarru Newpsgravare mphcswoes*er ﬂGZ‘db"ﬁfﬁ% ﬁlar jtycan include input

fasipaonsl @f idsldotundfits, WbEé a Gon-Ndd@igEdvasesSapliicaghnbdndil fomJitépRin®d documents

%A}Jéoﬁtﬁlg se%;cﬁa%gannsokap gxs & d smgce -i (le%endent re tr gn%m 74 associ ated

consi of pen events
Figure E?aélhsﬁpfehthe\ﬂe‘ﬁ of ﬁiasa mlrr?esl@eatﬁm@snem prissing epavestnfrdm 4 pencdetpage-aware

@gfh&ﬁkfn IIASLACN@&& MRrePRGERIN & 18@cow%ehbbmf&hepesm @@Ring dbmmands 118 into
ns

Each segnent 1I.s .
4 Rkt AEPh 2 YRR B UG R e Gt oB Ty w0 Jgn s @ prim
resuea 1efefpr thesdopfmepieservippbiotpiin the dymmes 2 818 a iwtifiesamingr oen
EoWe 1£Y R MHateS the Q&%sﬁmw 164 o@&'a%n\tvheg Eéhe ;;Hﬂ{els 1sq'%{ hdd&sSible by the document

stroke_ dr en o

%‘?“’&‘353 56%21‘%@%#“8?@@? P! %Ss "t‘B’“t“i’fé‘ 75‘5%‘*‘? ﬁoﬁreegfebwe 1 and records
&8pringmth in $w atiftyut siors &AgrBmictupliy mmid@ thy deomeress)tinadly viagheapecified printer 6.
stroke boundary. However, a stroke may also traverse

nultiple inmpressions 58, and a stream 74 nmay contain
Wal e Feingiae, event s bet ween strokes. The cl ass di agram

WhenFd @errrequéstssvinuvg: df @ rdneuthadit aviali?coswehtivingltuss ift@fade it is usually convenient to

%D&éyl s@get oTa e qn b %gaggﬁys@m%%sp uam Q%n okl h r\é%ln#@% user input via a

f'orm dat a IS associ at'e a uni
pripeed éqﬁleénw MALSEROTYTE O 1P SBECiSY § HiEEhRrintS: InAﬁneafﬁurqneszttﬁ, &igh as in a home
¢vayiniap e Gingly prénter, Iigedesieed kaggat pril@Ninkyf bediifervdde Mn dthee edv@rbridents, such as in an

elﬁétcgﬁlgh?ing glul'.tlﬁe Lét&/&ked%r elg &&?ed%%etrt‘rf%[ter &na Iotngeosgltegsily inferred. In

transaction | dentl IS SU
Wl viFRBeR ifpsghet g alioy a lérrltwcrfg a fappat peatne@ytwams rup eatt i on
Figurél 82shbws thofldwiehensta @ umlﬂueenwc&ﬂeﬁc t«m@ﬂmqmatregﬁm) rIc{mests 120 from the

llqét%gé g%fléaﬁ Zg ?rre 1call ?‘%fe%sn? eIn res%f)nse E)oég g& urReEt%Pnt d-e%lest qun the document
PEPe d XqsPreR Privtept ig éltsrventplrt @tzer1Oebtcermrberprﬁgsqlrrglweulnfoawdon and places
tlﬂabhnbﬁt iV @preh@sie pemhleg du@ie ) feﬁh&e@esnﬁ@.iskrect s the status

1(1)1 one poss1bfle corqﬁguratlon eaghs r1?1t%1t 6 }tla(s)ant ars]se(>c1£t8 tokeln reader ¥f4 and the user presents a token

b

126 to the token reader to request actual printing of queued printouts via the printer 6. The token 126 may be
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As illustrated in the class diagramin Figure 8, a
docunent 2 may al so include dynam c el enents 24. Each
walyanmiw7el enent has an associ at ed dynam ¢ obj BCt/A88005/001123

which in turn has associ ated object data 98 and a
(typlcall type-specific) objéd application 99. A

%‘%/IBﬁaé!n? smagtcadh\p Mygnete piRF R gt Ahplokideadaiiftynagifies a walk-up-
nhemng @pRidgion as8 af thie uRag ProXim@ved the HemerUBHN 0 Xrd Adtiatel rinting via the
&x§§§1£gig[enced above), or may be activated on an

trary interactive display, such as the interactive

ki agpthes postible gonfiguatpnetie wkfmree%rel%‘*eﬁ asgociarpd (vath dhefysey angh the token 126 is
dsdociaRl witlihe Péhter 61 FM’&&&B@R\/ thel to‘k@iﬂed}ﬁt PAgRy R RESINe (tJ)age pen 8, and the

{oE%ﬁSJmaé/ﬁ)gflegpa V\{-)ndls%oget- r%thepm% dynam ¢ obj ects an

eir r i°0ns PI'HEl ude an audi o clip and
Bigure | fohhewvsghespjasy dlagamwf the @enéing prigavelqugue i2g evginaingd kyrthe dgcument service 1.
PRR}PAIBH FrinRouPPBthE) MirieMe 130, AloWRE hARE-pRorERinRLe WSt/ printéd Wbefore earlier-

edl%%ble docunent and a word processor, to nane just a
fU&YGd OROEF PRSP i n the cl ass diagramin Figure 9,
Bhedipnianmitcerviog @6 the 86d meryovade salkbe pdytiva fircladubynty Wikheale tap encoded with

ﬂg@%ggggﬁg&gm&pcatlon on an existing inpression, e.g.
el asted" onto a virtual view of the

ImepEL AT RS B b P4 o PHEEL SO, FPEHYe g deviy ncluding o
sifaesr dbjvet beeing b Noprhiapmttiye tlineme bardobeor tviir digensib ol &Scode a magnetic stripe
ELEHTL gh@aktlcyrd UPJOEE& le&%glaljpyard: Qxea rm 9&9&;@9&%@%{‘& ?el"hl]! reader 124

and t he gital i'nk service (see

withs awfaf%dwafcgwa? the iyeq qf fhe doken 120 ughis ﬁmroa'i*ﬁaltrf?éercrsl&alﬁé figanning laser or
stwordanehHéhal ifnkpe sqpidrat ﬁubnvsdtlﬁﬁaebaicﬁa’e réddels bryeNeghagdiséndihg dei¢e; a magnetic
SR GacWhmad 051 DELDAGERABIULGES MY have addi L] onal

stores for reglistefed users 62, pens 8 and printers 6,
identifier aIIocatlon and service address resolution

Adi0tisrR b Ripure wmmﬁgb&mpﬂheﬁmwaer amds ﬁﬁo@ﬁt@@wﬁh the printer 6 and

fgteésgrrpl ben S t eQOkte A ?26 +1e ea er Srlégierslgg ¥e|ac% e to IZ%ad commgnlcates the
dare Tuhct i'ona aPh

W#pvm tothe Netpagemervan! | ﬁmalkﬁwgmn@demﬁeg h@b\@e 14962 and the printer 6. The
tfokHﬁdMH‘ hetbe thd wMk-G@f evehdtndy ibdtify AR ubde gmglﬁut@o?the @r'l'enmme@equlred to

SEhP b PRI s S BB e G o O e
wallansqvert may dentifyttherpoioterefsixpl U@, o the parient mavtbe reduiced trenatforfh.a database

ioBkuﬁ %ttﬁitlsﬂi%tt@e r@a@&yde%ﬁeﬁﬁ@)la ph&&%%tﬂp %ﬁm se}va' 1tBEidentified the user 62
?fg cunmgnt store

a
BT 0ot BT s PrGEE SR s o h B e i
store 100. Wen it prints a docunent 2 to a speci fied
Fﬂ:@tSesﬁov@ ithe réadé‘rQ%&i the fnjﬂﬁer B H s@ﬁaﬂ\u:tdeécek @/hltlhﬁe ﬁ%uﬁflﬁggocmted The

ore e digital 1nk service 13 accepts g
e ¢ PPty Péysﬁé‘}?/ g ey e prir €T e alg el emst fééwe printer, with
thé pringec drilivezitlg dié galk-ap evemko thasedvére Atlérghtivedy antl Bdoivalkly ghelfdiiter 6 may
82 Ry IRUESL 0, LAULL G0 50, LR Ol oy
i nput description fromthe docunent service 1. It then
TR Ibef PRend A6 Mayi Hédﬂ'tdvtl'led thedr bedlit GitotagortdbRlideBdefwdKR th GseB62 carries, such as a

SJJb?gFI{&?,? %&g Illl ucq§§§’ltlété%%é p%[‘l] )S%%:lﬁt 9e§un ';’JT%%% Bgen, or

ing to on a extent
ldﬁ’@ﬁ@fl?rwe%geamrdt ﬁ@laaelfq b atandopinme erfdpm@msmﬁf el enent .
Once it detectsthat the user of the pen 8 has
ssi.on, conma

%hae chs:g QE a detpa%e xr;a %?h Se;jlnbmm r éeader 124 " may provgé a receptage gr recelvmgrt]he pen,

whereby the pen makes electrical contact and establishes a wired communication link (e.g. USB) with the

reader to communicate the user identifier to the reader.
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is interpreted 108 according to field type, and the
resultant formdata 12 is submtted to the application

wdaspowrat ed with the command. For exanpl e, tPer/AU2005/001123

digital ink service 13 interprets a mark in a checkbox

as_a check mark; it converts hhdwitten text in a

Asilpstrptedsip igurs Q) inp seqopd ppgfigypationhe toker aqages { Hrisastpeiptadwith the user 62 and
thertiset ﬂr¢sgfmhe reddafta it Skenl2€ OB tehded (D4 r@Bthd thket OTHRAL &&nﬂmcates the

QQQQ C}J %ttoetﬂe Iééat{é%geege}ilrgrel lT \galkc' é%r\]/gn% %I‘ xhlﬁ]::s b%lh%]evl\{lsetr E2 a.nfi SIF Hnnter 6. The

recor re of the US
wkeaiat ud é‘ém?ﬁht Hk-upigvesit gay idgntigy t@ensmtehfeexplmtm @ She seresn1 may be required

behddrih a Gtablade BookiSH6 trankl@p the BkdnN@:nlifigp mw&s«lih&; Nﬁte RA&E124 and
I?e\{léettﬁe wa%(utp eggn 196%[1 rt]h neg 6{) nglﬁm?yw%msﬁgeg PI‘ F}%e required to perform a

#?aftl?womp rtfgtraeﬁm tm ecﬂevﬂeltlﬁth &toen userdeatifisi. GInse thd servertgs identified the
SUQRd e SAKF 6 A rinIQRANEA HenBQO TR ser AR R th ki printer to be
Figyre 12 illustrates the flow of data in response to

i print request 110 from an application 4. Wen the
docunent service 1 reprints a set of inpressions 58 it
PRIPHABAbUe 126%}:' BORSchBIY o ufivhd 8 pARE sRANEWEL &l l&gted with the printer.
captured via those inpressions, and retrieves th

corresponding digital ink fromthe digital ink store

A9llustrpred in Eigakie @0, bech whenkhesser$? presediSa (okdnlogade 1125, D may be more convenient for
fﬁé %emzldlnt 1¥5 @rﬂgy %ﬁe@%&uméa‘mr{ lﬁtﬁ Qé'tgé:n the Q% %Edepbg UL thg ]S)rmter (or printer

record the inpression identifiers assig
tSé‘&raP%thettmhlp bese dpvsRRmyntoston ok sy et HEF Pr@semeﬁbxageure 19, the user
Qtsans theotslerd8s @ theitdkbnli2ll. Thelréabg 1250dddo @t tokari2a I’P}‘om the token it

Me'rr%«%q sﬁi)pt(‘r%? gHmmumathop fidk (P00 SLHI?C?Q 'PIXS yNgg na Vﬁ\l@ar r%twork (PAN)

ication O6f no ﬂf awar e a{:)ﬁr i ca
VHE s b Aglueeety wirdlest AP arrvieBerier 4 legs ead’é@’é‘ikl(b‘tmdﬁfsless link such as
IERE 80251 ldWGHﬂ)mBI’ilﬁaS alsd/‘ﬂ'&la|sﬁ)rta'aﬂ’ge bptidia liplaglr a8 WBAE Where the link requires a target
idg%%as és%?tlt 4,% gnrlgégcggéi g {)?f oth&,ﬁtﬁn ot' e s%{;lllleg & %:ggt%ﬁé‘rgs? N3 example, if the token
K3 gr Be priint 6 prentitivipase eemattm,utht«g the g @affemn ea@dés|tieitpsget airess instead of an

fiﬂﬁ&ssﬁdn(mw x05f lodd@dn@etd. fand ﬂh%p@ﬁk%ﬁcht & here & MY &ks ddf ﬂedﬂﬁrb Brget address (such

aﬁeu% AHE (%ge of ErBHL %6 }o?(e gk? 15? Y\I?]fe s E({l;!gfr?atéllarolQG fo cé‘rmmumcate a user
lstnafltfmth@ Bsipiers thkeg rf@tlea\MGn deoo Afiteerpdigterlidk@n igas DNepage tag pattern, then the tag
M&&r@ﬂ&@ the @Jm%@i Rl wmmse%dm'ﬁ&ho il prin%gggﬁr Wat s I’a'ﬂ

unent a print request
PR TRE R et YimeGrcuerig S e £ cramtioR v e
tapes Jocnrhieedader 2 teeqive§the fejdamefict fom khe ust reatees tieommunicates the
w4k ﬁ;ﬁe%g@ %%J}G:tpta Q)thgfl 69& %ew hgs hcﬁntme& ﬁ]lg fder dZScmcthé prmter 6, it

accessi bl e g% docunent service 1. Here the prin
ra?’r%?"nﬂép i F°f 16 gerad sends g e AENeS tqfiePHntidh e
docunent service 1 and records the printout 5 in the

]Ettﬂe Rb<AtE oﬁatugt{r ?okgnol%6 oxhlgér ‘% t!hé/ us@nr é2 '?1%? k{xg%&eg %&t\!ﬁ?r%‘ ]%b identifier

2 directly via the speci printer

ipip @ KpPatpsiapiat eﬂ‘d%eétﬂntféqws@tn@ptﬂntlmswd ofhe asea@cwetﬁq use a display-
habed irputcioviseassbéiaedadith e @finteritd @leét@lea idehtity dr3heli pendin Printout(s) from a list of
£aDyessent to specify a target printer. In the Netpage
systém however, printing often occurs in response to

user input via a printed form and it may be

Nnm@auﬂmhent to specify a target printer. In sone

EJ]XI&C[IS(Q&% c, tha %&)a% nyitem ac%t as F;lr \Illrrlilfap Fﬁn%:gll)lgeg or afsl)l’ ? ted document. The
Wtﬁpa&t %&re?m @Pt@tomrﬂvém ugers mhscasn-bqaedm“@efrf |t1eé*1etpmtEaplmmgfor browsing

aXtll kel RhgcoN@ e Bf‘;ﬁﬂtoﬂg inﬁlﬁt@iﬁ&l,byﬁ beuslas sBdd, dn@ fod Gbwing individual printouts
(erslc:rgetne{ncltlt@tx}/g tgeotr dtgtteal 1%9 ?’Eesllleq%ge Exp orrerreago s1|1pgoxts real-time display of streaming

digital ink, and so provides a basis for remote conferencing.
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such environnents it is useful to allow a user to
specify a target printer by walking up to it. Figure

waoshmsss t he fl ow of data in a wal k-up envi r oPOEAU2005/001123

Al print (and re-print) requefts 120 fromthe Netpage

aggl irﬁ)%lbon 4 are tépl cally de %rred. Ln response to a

AefsrPadiebpyer e Npteage istempssrports ecrehsddifiewd fynanie gbigets in documents, and the

rimmcd@luag frdymeniudbjots itd lob dtiensponi prihtedl impsdsidne  TRE2Nduygage Explorer supports
biankt W& ASH AR Subll B via B QIR RN i1

pr| n%louatln i nra%tgrl nt out ?c;eenéll né quetJiéa' 1?§%r&ltpﬁ&§d§m&e§slm’ as well

uchiofjegfhe possi bl e confi guration, each

prl nter 6 has an associ ated token reader 124, and t he

Pl RLESENt s @ token 126 to the token reader to

request actual printing of queued printouts via the

bRiP $fetiop deseribryfbreg Rismane mroBeyvarpniseachseispting p diffefent Rl Df nepprk distribution

andSdd@ekst Taduet, 17aheMONGhte uShg fubIR Nedagh seRices 13Ihﬁmtn@ k€8 distributed set of

re?\%%%'ﬁ th%zlérhp gﬁemre@ol)%? rfa? ¥t\’!arv|tm§ 2 103%91954 nel#sewﬁl ; %S‘u hc ]Flﬁxfnﬁt 133. Figure 21

Fhowe p prive's I‘fsvpmtswﬁgl Vlitbaﬁeltvhes 136 éqmermateé\étpvae@ecumentland digital ink services)

aﬁﬁhmron@&&%r&ﬂeﬁe@ @lﬂzf br@h’tE ﬁﬁrh&nBS the se"%@ﬁplﬂ:zﬁ@&eﬂ' and 8érs on the private
ser and the tokené}Z i.S

%’ aSSPCI aE? sl% WS a ers al # e syst 1tlé ingle personal
ds86ci afed “wi °h hpe B’% ftg?‘g 6° ef—“o}” SERNPT &7 PRYENE gkan
P@@d@rormetpmalldevmhéo user's Netpage pen 8, and the

Tl @tash 3t ﬁm)éd e %e taebnPRA £ Erﬁ%ag{gi Qgﬁg gcrag%]glloe%] %mﬁhures and product item

the c
E Q?"ﬁ‘@ ‘S&Pr%lﬂd’ai*ed&a@@%m%ﬁgﬁﬁ?wa‘f HEHYiNan 6 bifmeht
Sarivitcietpage siols, pewmith angd pivatydogsiderafi@8 mhyamotivatp fhe @fel of ¥ private digital ink
de3foe onl VG Jabmﬁtrsemcé grplume R AlB W SehQ 2GadPsd. K

bef or e ear | i erqueued but I'ower-priority printouts. ?’ﬁ‘gw document
SFOET BN 1SOAEY A f eAShIRERTONY dor g Bubdfe EQsumenb¥vife wal k- up

Mliotergtrently, fouritylad prient ®nidetatbns aaemorhhte e t@aackrwidizial ink to a constrained
N@&iﬂ%gﬁ 11‘]51(@%?@ queﬁeﬁ%eg{ dt ﬂg ‘prollfgrag&n)? Eéllmen{ ancteso I%%Qe g‘a%onal governments

may assl| ve assi v
N APV iR 4 18 Al roRE P ong) IS RGeS ¥ Prhen nteracing
aitiNatefaspaal H&gmﬁﬁﬁérﬂct’eﬂ A NetpRa hedX @1 iGQ€IS) &Ey therefore have knowledge of both a -
éMte thﬁe? E%hég é}g‘%bﬁgg%?‘gﬁe g%dg ma rguq alél?al 51}( pe ammg%o pflva% impressions to the
fosgerr andf ¢igigLisk egraingpe e pblic | mpremlpne F@Fth@)att«tra@ven Then 7 gigdepen’s digital ink

eliébs FBYYpubR: idPyssioR ARELTE nﬂiﬁ"ilﬂﬂ%@c&sﬂalet dﬂ% Ju}dlﬂ:ese@gr Ihﬂ%eéd%?ﬁhply that the
1“2rn§.1‘o l(Ja(i:rrrllpreas‘q“ionaor} 8Qrtuse(r:saof th [eader, t IS% e Lll g I ink.

aser or f 8 I Hens Ongllmpress%n autggﬁ 108 alggcceﬁ to that 1g1ta
convent i onal barcode readers or a Netpage sensing
devi ce; a nmagnet i REBEAGIHSURERIECODNGSREURIGR d I eader ;
ﬁ‘” nuchFl D reader. As illustrated in Figure 18, in a

QUClGNfi guration the token reader 124 is associ at ed

Wiet Netpape systeinnysesr a Gurfioed cadivg to Sebuepotiesestt pastiteesutfgiee with 2@eractivity in
Eo@_yuﬁd'ﬁ@n Wﬁ%fpa eTJEx?sufgecﬁqgers shdBas! tﬁ@%tﬁ%@ ﬁpieﬁ QKE he I aQJ]dlewer When

conmuni cat event to t t page server
Tlerye |a§§eﬂ’ﬂg SR B PTSES SBUEHe e S osiahit sveam whi
inthieatgs (bpth ttler iddtity Toifi ghetsodfaee re} R 6 redutidle toewitad thd@niivl devickDis moving, and the

aad paWthE Qeﬁﬁﬁé JeMcet&l&unliﬁe%gloQZ explicitly, or the
serve be required to performa database | ookup t

Tiis, Ao geiptieont o ﬁ“%%%t*?nf Feabres 9f reaNeRags e epdiitend asocited
dienticg@mapotoentsd hence the wal k-up event may identify

the printer 6 explicitly, or the server 1 may be

required to performa database | ookup to translate the
PEEMECIDNGHECYRIEY into a printer identifier. Once the
SwefaveCodinglBaskgralaat i fi ed the user 62 and the printer 6,

’h‘L I\feﬁgé’e SSE!@CSCOQIL%{&IQS% o% Ee%ged Ilarr]lgr tlfhggr oft tage acﬁ’x rg e%po esslg gvgm locatlon in the

plane. Each tag also encodes in conjunction thh adJacent tags, an identifier of the region containing the tag.
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Figure 18 shows the reader 124 and the printer 6 as
separate devi ces which are physically associated. The

wo eador26124 may be physically built into the ppCTA®ER008/001123

It may al so be electrically connected to the printer,
with the printer deljverin t he* wal k- up event to the
Ll (7aipn IOnfspunfapeamops ply regipny- 18 dsi Netppesnwstgm the Frgiop fypisallycomesponds to the

enBiye exibter (e ebgel hefavdukh aspnesident a itka ef ﬁaper.&l’hdheﬁ-l@ﬁérla&il Eylst¢m the region

1.1 t. el tin
LT A 5P LM 0 g o e
B3t 1Pa hreelagignip the faflpivipgdiscpssion sedfrengs teiggms Pr@steméleﬁdpr sa@lyst) correspond
wokirtgonpthone, pen, el ectronic pen (such as a Netpage

‘?lgeen 2 z)c? Iccggg l lisg&ﬁ:h%nag (s:outix t raX acgl%(s:cjt? SST{ %E})I‘f glew ar%oeBoeugh tooguarantee acquisition of
1t WG Jaglivlaee aneshpwp@ste& agfysitioh pf:the Dwofttltqeeg@ag@lt@ﬁngahe tag. Acquisition

bletheRg Qseﬁ‘ﬁgﬂar&teei ElﬁulﬁﬁdnerQfe td'g&&d@-ﬁm%%nﬂ%mﬁn%ﬂhﬂ%@egwn as well as

otﬁ ?apts%elc:lﬁg a];tzlio ETar S& Scﬁ cgr% %eego g%@gﬁwgs;fgé%%ge\%ech%{e a region ID and a tag
B@Wﬁmﬁmem Pusdly Jo¢ahintefagtiog withJSRed sutfdve, telgedurimpai®lickt ¢r tap on a coded surface
&ndepi cate the user identifier to the reader. As

illustrated in Figure 19, in a second configuration

the token reader 124 is associated with the user 62

anatoginphy Bekgmumisent s t he reader to the token 126. The
t@?&gﬁﬁph} %us@@%dp?otéch gengl%qgorlngéona% ﬁl@i@ﬂ_‘%ﬁ Iaﬁ:@ﬂl%nstlthgxd to authenticate

event to the L page server 1.
RAER L § EROFACHO E?reti’éet ‘PY°t° 3 ch SPPIgZraRky dp Wﬂeprﬁﬂ ‘H‘i é?creskey cryptography
diid uttliokercrypRgraphyd T]ite‘ffmget an@Hypatldoells prtedry @42 tbothrBlyssds dEdaypitdighaphy.

ge!&%t—ﬂ:ryl tﬁ)graﬁlye%ﬁw ﬂeféf'rédl %ras Qﬁnﬁgﬁoﬁﬁco&g{ﬂgl uddBhe Qﬁne ke to encrypt and

requife orm a dat abas fransrate t
SSRBi TRt | FIoGPTFnYging D ProARIgT meseRgTRt e syt arrapgeto rsea@trrexchange the
¢dtkapnd hence the wal k-up event rmy identify the user

| LG e Re hequired t
?%lufe%e?f l’yg{ogljax%ﬁz,bagsé é‘éf do Eou s a P’lg r% eph?' ﬂ.lées rt\éo ta'le?'ptlon keys. The two
e e infahematicpiy gelated inefuch eievm Fhpg sy m@qgeeenprbr@e%ewane key can only be
clﬂsa@ptbdjtﬁﬂl@ ke lo@el Key) €01ld S Ethesb Qeyaﬁ heh P@lighed, RhRS thea)thel' ks kept private. They are

T e
iz}%ieﬂréy ﬂllfehohilmt @fdlrpedlwte keyr  Qpod #rlcryptnd esutghkze pblikepra Besgage can only be
@ec@ﬁb’d Gsthg G- Priofieked d ThAstRo bdes Bdnl sBdufly exéande nlebbadet AtuRAle first having to

ure ser 62 presen
@b 158 15 B e B g e g e o e privat ke
togendate tepBblicgrivatd kpy par- t he cormmuni cation |ink between
f’d’l‘)ﬁc- K:%Bto&r@@ﬂ @4n bk atkd qucrEaIEeea @élﬂalrkﬁfgm& Off R IErSF the private key creates a

itse é nd the server f Si n% IS conmuni cati on

lmoFﬁl( asfi ot 3 message 818 dhefl 8ncB@ S rﬂsmg ﬂg pxix\ﬁte rL(F)@ Eﬂe'é anyepe celh@rlfy that the
erseptedasip ragtitni¢sghe signange’def thelidiert f theh@ivito kenwithZréspect lethat particular
&1&@&%@ rsm;lp‘?)5of & m% ﬁx@ et‘ic%gﬁ] hz;]sg ZsmgF tﬁ@&]bhchﬁ %Eck%f}}lr{% the hash against the

det erm_nes -ran communi cat | on
BrFasE eff 1 Sieppess i‘iﬁ?“dBCBm él‘eﬂ@f*sé%?n%l?“ thfr TEAPiFRE P ARRST ReS TR verify both that
tht meshags 6 gériuink arglutahit S ndbere hl@ek iy tranditr el ess USB or _
Ss?éﬁlgﬁg? canoaﬁso %e Lsgc(i: %l cregtre ?%Hfﬁgl\é@ad& &%@L\Q aﬂle\/\éilag\lagt;g% tlla Qéxature verification
%aﬁélf‘iberpérffﬁ'éedd’ﬁtaPWIP“W tﬂ@eé,el‘jifhkeés | rDA. Where the link
Tefjekerp@blicekey arfyf}@drapgl bR Stheré HaCH bAS Wah té BEtrBAS fubif keys which prevents
%&?&f&% h}l}ls 1E Eo%nglglﬁgﬂe %%}%lnﬁgg anrgiec:erltl %a%%&g%%gsr ?Z\ cemﬁca?e authority is a

exanpl e
rsEHRGe p%r%tgvhﬁhﬂtwwaw% the rﬁschéowbagveﬁm Rubliqiep ﬁr@mgort $ other entity’s

fEiﬁ][l@EU‘hé?dédﬂﬁea‘EeSauihﬁl‘&ir @iflesQfic 1d?dﬁt1t!y BPE@HHING Mehtls) do&m}énts etc., and then creates
aalg g’lggsla {gital cerp ﬁc’ate congatmmlg":t]}% 1dent ? zasllg ar(tc:i gublvqleays }I]onf, H/Lo trust, gle certificate
ayfhority Eymjuse nblicHeR s e fiesteetith adieh dedras of grgainis et inis gomuine. They just
token reader 126 to comruni cate a user identifier to

the printer's token reader 126. Again, if the printer

t oken uses BUBFHIUTESHBET(RULE26) RQYAlLLg
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pattern flags the conmand to conmuni cate the user
identifier to the printer reader 124. |f a range of

wa@oonaonec@at i on | ink types are supported, then PaEAUNSH001123

127 (e.g. tag pattern) can identify a particular Iink

ty The printer reader 124 reteives the user

DAYt Yot e GrrLs PersiBdecd Bespaiened 2§ e mert Bt Ptk pebgse public key is
téleknomh k- up event to the Netpage server 1. Once the

§§£c¥@€e claﬁﬁaribg%%:ﬂﬁ(% gcr&thc%%%?;ﬁg a?ygyr %¥ ic- E({}’S é}?)[‘ogrgé}gl utlps’as key lengths an

It retrieves

P& Rf @%@M@%ﬁrp it @fewﬂeu%i bitp F%‘tpéfdd withp feyBundisd Bitice of a
B&ser detaﬂ&ﬁd’lscilsgﬁn QF ciyfibdraphie aetafiqubs Bee BdMReiddSBY ABied @Yy pkENphy, Second

se r job identifier into a keypad
Edlé‘lon foh:{\gg WI %Qﬁls {9@9

assot € printer 6, with an opti onal
password. The user 62 may al so use a displ aybased

SJ&MRd@meﬁen@ssoci at ed with the printer to select

wg%%ﬁrnei;temeggguln t%g vetv\6)§elat Qendl ng printout(s) froma

user age Expl orer As discussed
above, the* l\isteléra’geelthsgnsetﬂemfacttsn as a virtual filing

cabi net fok @RkvdifoRtSdrGeMment. The Netpage system
les users wi h a screen-based browser -

herefo r Qv
PRt by of Grer' i dul b oRePrE T "deaiceting
Wotd ag it @mededz’rN efpage st @dingdentrid haeitho loytregpottingipompoes:

servi ce, andtoa@cfwéﬁ{h@%{'ceﬂlgnbtf&%&éhﬂé@' printouts
on-screen, including their digital ink. The Netpage

Expl orer afsB péeu??b%’fgf’@ of aeqfedifhwithp aPliymdP st r eani ng
Hia gset &lable mkdetesutigk tBOauphe0iityteSheasulbas taling 0f anri@fipthéh the user may be able to
&9@ efnﬁ,ﬁﬁédqgmm af#og.etﬁg laxégﬁgutﬁme{te ofth mNet page System

upports nam c_obj ects in
H&dhﬁ%ta@e teafﬂf@e R é‘“fﬂSFrFaﬁ‘ﬂ‘R:fOT # PR, féen thR ket abhf aycaf orging an item
tvnh dnC0@éntio Rsfa@todiig i8 toalilplichp e $iETatBding bftin a{tiR@ 8@n (and hence its ID). If

e E le ‘dQQ%nte %%' ﬁ&xg\éﬂegrﬁ th%F the fY! c()jf an i qgn? Esqti:(glé %rine u?lqlpe then the user may

suc ects VI a e Vvir view It provi
ﬁf“iﬂﬁt‘@b‘ ¢ ifpprivadiwids, as well as the dynam c I i nki ng of
Sihtﬁhheotl&:t&@& Surfafd @didg:tallo\éardaeamgsulIﬁ}érscn&ee&&/&a a0eR&E 1dBRS and a coded

hfr gllgrlen FBT: 10 al u?elrja%tti nV r Iggéglt oL tf?r the Sf“f%ﬁ cogﬁlg!é 8%)81% guthentlcatlon during
ﬁlfgl@nﬂé logat mmsm i ‘Sthtemumlsg mgnaratslin e flestopthe ensmrdeviced®ld of view.
dig4 nb UBﬂbr{]ﬁla%hslﬂp g&hs&%ﬂw@éﬂc?e@to@ 8t aulentR R6E [t§nsQHd 88 potentially wishing

rnet . servin ica and
BegbuFisk VRl 7 e Rarrsg R rapas S e sigon s wers. For
Wmlatltes uRedsiprhly o Sgure ehat opsiatoty ke sedre eignaiuBtkeysevit) usepy | vat e
m&ﬁ%ﬁ)lm {Mers @cﬂ‘gly i &Jlﬂi@dcce’sﬂg alﬁaﬁﬁlgﬂtﬁﬁé)uﬂté&rﬂ)p b @rgatprrfor the

re servers_on a Ivate intranet 13
SRR R G on SO Aa BRI Sl g ke plce inthe
absdneenfieline #ecqggsir e 22 shows a personal Net page system
W th services 142 running on a single personal
conputer or other personal device 140. In each case,
PrUIRPiseHstoP Net page content such as nmgazi ne adverts,
sadigbssguess inbCyptbgtaphs Backgrolingt athanicatioh &Iﬁbsl'dyi pafﬂq@]ﬂé &rrespondence
Bk lalaa DOBAE oPikar BHP rherdiRh 898%&%6# a§§£a¥drec &R greater the
runni ng on t ternet. In private
wyspgRhiReys of signapyrer fpsed utheniicaifer at i ons nmay m)t ivate the
Teeed D B ufifuedad werélorg prodilies b Biﬁls&&ﬁmgﬁ‘aﬁmﬁ‘ \Iﬁﬁihﬂbhﬁth&ltlwﬂ&l access is

g&xg}éggﬂs )&@ 8 %n\é{uﬁﬁn glglmgfjll%e hdo%snullngg assn%:;/ated mtEkhg L{%m ﬁ) in an authentlcatlon

unen servi
bt ??@esisfﬂwyheﬁwedamm Brthesticdter dﬂee repd@erwberelay be generated by any

suitable method, such as via a deterministic (pseudo-random) algorithm, or via a stochastic physical process.

A keyed hash or encrypted hash may be preferable to a random number since it requires no additional space

in the authentication database.
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More generally, security and privacy considerations
may notivate routing a user's digital ink to a

weonshimrnied set of digital ink services, independenios01123

of the proliferation of document services. Sone
nat| onal governments nay mandakt®% that their citizens'

& thy limi) cage AR signatuped aemeflyresiuirs Sinshie merk greserde of thiitesdP\jethe database
ﬁx\dﬁzfies\Aﬁlﬁeﬁ\tldlﬂyt 6wt Agusy\bilaRighdifr€linnabiregalo fSHRLIBRA he has actually
Egﬂw ces. A Netpage pen (or its relay) nmay therefore

ve know edge of both a private and a public digital
TnRrewaiokeeof aalsthtyieir moutehted [ ithe algndurdanystiretlatersnovgh tognake exhaustive

Radc &b Rpdat¥l ERESs Qﬁﬁe &%etamﬁenfléafonﬁﬁacaﬂlg ﬁ Eibrht8d usinB K key rather than
st o e kb Gy Pt et P i o deducing e
keygroedeévoriDaigdatirs paire riigratiieyofa dodisdrisl bits gncaasigrdisicere, whether
SREMEA usink Bﬁ@teraest%&etrk% il yf t thﬁt the owner of the

ssi on, _.or. 0 ers o e i npression,
LT e QUtip ghe i Rt ot rpayt e ipmgragtigp! 1 inglude gpeppsppignature in a
BERVAGE theleoteMi@t BEQIURIisiribute i g(aDis oI sighhtir acrdNehilaigietags. If each fragment

AV S GRS Rol&ion géatn@t(ﬁ% )i:) qgelnrﬂg gBaﬁ) 01* smu%né)gulal%ﬁt}%tég thhout increasing the
asswe surfaces wth i nt eractIV|t In CO‘\%SHC 10

éani“h% Retepalet ¥ehis Py e heaanygttie %\%‘a‘t‘ﬁé“l Pragen ﬁ@ !l length of the
sigtituteh@hdN@ibpBgethy ledtedf a e, dimé £fofged daigt phtdicAwiich fragment a user will

Mﬁ&m&%@g%f? %thfﬁ NI RAGAG %ﬂ%g}g P%}% §fmept verification, so

gener ates a %'v I Nk stream cate

pEEeptyEificitioy isg atfﬂr?@SSé)lfrwha%@hveé'gqeéﬁﬁo $ Bsigd puphenticgoripgveifpble.
Flagmeaerbfidathnd@Mire EagnfentTdviiftation AR@gnidi® maﬁ)wlbﬂcﬁy ﬁtﬁﬁﬂare@ for may more
g&? il epf‘l.l)qumt%x })}9 %Motdp \ eﬂsxé hl%oor%?ate ({% thell- Igs o%elC Ehe repetition of the

S optiona I ca ures-o
NEP?S“&Q@V%GF‘?“&&‘@%%‘HngagS and associ ated aut hent| cation
PhicQinEdikfth oBHRFANEIf EbAudNCa BREdIRINabBY RIS iR at least a few

%mﬁrkcggl uﬂ‘nq}lemﬁyaqe ancpl%%]@rla?a urPacer:cgchdl léeglesc 1?“ O d@tg %T lfsg 'gwercome this,

ense pl anar
the H%nmycm padded; fier thyp taheeffeaa/e Hhe p@gmammbm@&e@ it inpst vary from one ID to

ﬂn@ﬁHxU H&ECIE))QHE ﬂﬁﬂctu@ @éﬂh}ﬁﬁ@ﬂaﬁdo{ll_lﬁlglgbe; gﬁhl dél%ﬂﬂén'bt: ktbred igfthetaaﬁentlcatlon
| On
el AR W ridife e B P Re i Rt vortiess

Oiqme@ahdnycau@rqf espukrE sgragret frquirsithe wse ofaituget ofibfie duthentication device. The
bﬁgﬁ @eeswg f{ ﬁzﬁ @54 ﬁéﬁ@(hl 6%npﬂ)@2)§l'oqges%e b@msﬁﬁ%ﬁéh aqgw&aﬂtﬁgugh of limited

In t Hﬁ [“f’ Sétemterelont pi cal Pf/f

&38?°F%Q‘B’6 & aantbﬁ BrORHPRSIR VeGy a5gnaiie ping 2 Serstiry pecprpl gld in its
archaldegorye §ii this sckildric, b weyerpioia theprdctcat th @uppidit (gt patidifip, dnbit is impractical
E\Qﬂ toQle@&Jt ﬁlyre {hgh :I‘QEI évpéelzrgtvﬂc%g F&Hh &;A%SA (91&] chq{ &ggg{?gﬂeﬁ %‘Fth]g Ranner is

Itens and item I Ds (or sinp cOrr espoh
PPl 1t Tyhosthes ik TBoaF ngtrafnés e AR A Q- based rusted
effigelagtieticaron Héviek & rivhe appivatidnar ge enough to guarantee

ﬂn%%i‘a? Idésbl%rahe(%ianﬁela sc%mtil gffean); ;%gicjrl% nluﬂgdgﬁﬂu? NoH, I'tllcattign device, creators of

guar ant ee acqul si o)
Lot HRPR @keewe bg ralgctanA@qui thefrgpprep fignpies kmgo suffgt@wes and this is again
e BIt@NthieBSappliogbiiits bi shdhﬂle‘ﬂcfes fohh&hé @ghcsnohyvo d | rre nsi onal

Q)Q%n&zisto&ﬂ?% gumé cgtll%g e 31 natures {5 l%ene{a ed u51 the corrTsPondmg private

Sp Cl e SUT e CO ere ore
%Fyg érfaghlygragiésol de Ofﬂ@e a@bﬁmlqa@onaievl@glrlkmg IPEblig feys eenttritgplly hold any number
FRGblL k&8, aflikhiyg d@lgﬂddrt@xle_t‘le\l'eQ&ﬁdlllonél @ﬁt@lﬁ: 8854 bidddmWdt Na Atransient online
és:ogx?efe:tg)éy: v%/“h\r,ewg ? %r%%ungeg%n [19%{ \Iavlﬂga i?knm%sl ilt Ig:als(no c%gresE)oang pubﬂc S(-{g%gtlelr% key.

Untrusted offline authentication is likely to be attractive to most creators of secure items, since they are able

to retain exclusive control of their private signature keys.
A disadvantage of offline authentication of a public-key signature is that the entire signature must be

acquired from the coding, violating our desire to support authentication with a minimal field of view. A
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Crypt ogr aphy Background Cryptography is used to
protect sensitive information, both in storage and in

wo e@asideys and to aut henticate parties to a traPSEAURME/001123

There are two cl asses of cryp;ﬁgraphy in w despread
use: secret key cryptography ubl i c- key

©reBede abyRgaee Thedllingauphansisatighof amyti@rkpmpmrg Vé‘taéwscsuts ¢he ID padding is
ltmtsdgere&qas&eﬁnce flecBhtidalO@E agHaYire uSRELHESubKEYEnstirY Riy@eteARRYoth the ID and

al s re;ng dddmocagehexegmgletrl c cryptography, uses the
Sane o enc’f" pt and <§’ecr pt a nmessage. Two parties

qutqlitlwgof Proenes@éhaﬁged yEpag agt mqmlartyuonmus afpygengem prdinear swipe of a
&ﬁ&hﬁlﬂeﬂsu@ﬁm RG6ss b E&Ftﬁéﬁﬁﬁcg Bl%olﬁz@)f to ARl 'a&;mkeea‘!'l of the fragments of the

cr also referre 0
C r%tg . g}%e sgrﬁ & devg:% gany e?NBy er%(fgifweg H) slgg%; gtl.ggs[sh\éhe{l%aswg%}lged a full set of
fazmepinh bavsemedd aythengifagione ch scanning bber eanlay easilyatquanall of the fragments of

HESSAER. BOE u&toe@evtt@slnttgb@ﬁegmﬂedqmlmk&maem&ﬁ&wmhegthe tags
16% qgt he ot her One of these keys is

°rPé‘?§°“°?/\?‘ﬁals’§n ® other is kept prlvate They are

. Na@¢ bata@oblic-Geyasignitire mp;ulb:l ahtbengicackd plinv @it enylo€ifs fragments in the same way as any

LESRRCHHME! g¥neraTe|a ?an@éhhj( biGsil sgezysetré kegs &6l [Rtc8 DEHLY Rine@2¥or may generate

nessage i ntended for | der of the private key
EhBaR P Rl R @ﬂ‘faf?éews 7 padgigg, or %Yﬁt@ses%eg*eneﬁﬁexplmﬂy in the
oitkeiticlion deabhsy PTiedattesipproach bigviaes the ade@ toks@ye. thellDypaddingo
ﬁ(ﬂg gléo%t Qéﬁmx%%ﬁééﬁ g.ltﬁéntﬁ:étﬁ)n %QE m Q&3 M Lllgrq llgisej AuEﬂ?&tication even

havi ng t o exchange a secret ensu
Prep galing ageess toj a@%@éﬁ‘?’@“"ﬁ“’t‘ lsla’é’”lf‘hﬁf‘r rral f or the hoI der of
the private key to generate the public-private key

I key cryptography can be used to create a
dg%'g?sflé&dthgture If the holder of the private key
%“F‘@at“égfa&g%(nom hash of a message and then encrypts
t he hash um@gertth@bmpri«oa&agﬂﬁﬁgeke)tﬁmn anyone can ver|fy
that the encrLy % ammex chOEtltut es the "signature" of
the hol der of "t he PR VAT KeV "N th respect to that
pawrerdtl ar nmessage, sinply by decrypting the encrypted
hash usi ng.tgbgeray@ﬂagdulgey and verifying the hash

agai nst the nessage z) gﬂtature i s appended to
the message, “TR&ER t’aﬁees’gP qu %t° of the nessage can

verify both gehadte fignaturdy emyptingdD gelpadding usimgbrivitakeyi t

has not beenst@;égﬁgﬁglﬂd}taggs@g@xtdbyﬁgcr et-key can al so
be used to, create a grp ?qnature but. has the
ﬁr“té‘“‘?@

di sadvant age® 5f‘g‘§F“@°r? & ICRFISsigh al so be
Peing (iragraxalt-byedpauganticytiopusary to the secret key. To neke
publi c-key, clypt @9kaRMYs Work, there has to be a way to
di stribute public keys which prevents inpersonation.
This is nof n”éﬂ‘f";‘?p&sﬁﬁea’lﬁlélgﬁ"é‘"%gﬁg Hiffemta8s and
certificate @u&rhﬂﬁaghabr&Sumb@rR@fﬁoBiﬁbrCat e authority is a
trusted thirg ticates the

associ ation kn'@enrelﬁed\gml aﬁ%w and a person's or

ot her enti tymgsrtlb@ntrtgwnt anﬁrﬁegreet tqnfbprdewteamtw@wtoy
Ot (fiagitient-bueed) dehdhticiton bzylsta?@ﬂibdﬁlbdﬁ@) identity docunents
etc., and {h te ital certificate
cont ai ni ng];trlggl’l gg%a e“&a’gf’ mnunqbrhg% Te key. Anyone
who trusts® tﬁ@e‘@émﬁnﬁtém@méﬁtw ty can use the

public key-|d¢mmesu§;ﬁretﬁ£glneﬁt“ehwgﬁa&rea hi gh degree of

certainty that0 auth Sea onresupe usJhey justhave to verify
that the certificate nde&d been si gned by the

Q@W(Sfanmeased)?ﬁmm@mn(mbse public key is well-known.
To achi eve. cRpRRImMBLELLgECUrity to secret-key

lcrexgt ggr gﬁhy cqtpre lIr':))oslltl((:)nskagx51 Xn@tﬁg re?igWomlflatgL lises key

¢ generate signature from fragments
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10

15

20

25

30

35

40

order of magnitude larger, i.e. a few thousand bits
conpared with a few hundred bits. For a detailed

walc@eossron of cryptographic techni ques, see SedmaUens5/001123

B., Applied Cryptography, Secoq Edition, John Wley &
Sons 1996. ngt“é\)e%t}f)th%F nen We define item
security to have d" urposes to all ow

aut henti cat? cﬁiﬁ‘:’mﬁwmet“empub]@hwevent forgery of an

item The greabwmaab@uehmfwlﬁué&%te@ipfOr gery, the
greater the, of authentication. Wen an

t
itemis codedgp%lﬁ\lelf entlcanonrers'fttﬁese’codl ng security has two
correspondi ng purposes: to allow authentication of a

coded item to pr evenkniﬁmﬁswicﬁg@)tﬁﬁﬁg 'te'tth'th a
eterm ne e

rﬂgM11 Jf SmIDIf a user is able to
aut hen |C|ty of the surface coding of an item then
tThis segtieurdefingya dyefaca biding hed hatkeNawngé sybtan (eedrikka abosé iﬂﬂNetpage

At ctuk InibkEdtherRbbtReNt § \Y i i
LT acct‘h)ao o oLy p@t he ugt*acjrey vg@fe mt‘cé:xjggr f't:\); it ]E%n]rungloxﬁ \6v th etpage sensing

PBicet B astdﬁe][ tB?ﬁeﬁe"taP%@f Nespage vigrrof forging an item
Wihemintgracting witle mNetpags endédasogace @ et ape |sa1s1hgkiedlu¢>éeh&eﬂés Q dlghﬁ ink stream

Srllﬂlfcfl ﬁi@@at& @6th e 1d@1§t1t}ad? Xl rgggon rglsB/e q'rﬁ:h %rs]e%sm ‘Ief"ﬁeall? 211ov1ng, and the

user is able to determne
f“hSa‘“‘F Baﬂb?fﬂéi’r?e'ls’f‘%iiﬁ"icgmtk}“k@? ¥giey be uni que, then t he
user may assune that the itemis authentic. Since the
Netdapeosng face coding al l ows meani ngful interaction
tween a sensing device and a coded surface during a
%elt%?gei SBase cqding Epnsivts 9f@ fensq Rlanprgiligeefitaea fiach thexmeddasits own location in the

slaef Eaoh tag@ls ehgode inSbip@otidn w%ﬂﬁd}a%mt ka@ﬁﬁd 1981{1@&' bf threflon containing the tag.
out requiring an

Iﬁfntfé@rrléegééeeys?'éﬁéﬁf ﬁlle regfgg g/p %ly c rreeépénédﬁg thegenaré\ﬂ(t&né offtﬁleéf%gedosprface such as one
Vilefa shestqfrergio a priori relationship exists between
Back al ﬂsfrébre@éntea Hi? DRt GhiclRRd8Eind 6 RB.dH? geﬂ'rle%gr ¥he first kind of element isa
gte &{)HXW Ebe 959 ;aut. hentr cate such 1tenms, It
des e tooreq ur e g animage o4 qofledsprige ﬁ‘?dﬁ“?i’éfhﬁ\kféﬁﬁecnve distortion
%fl‘t]@é"fgd? ke ipferedy §@(S§0ﬂ¢l@¢d of slermapt i@ 2 mhdrodos Eadhd@stodod blc@det Be value of a

lsle@uﬂsblesehdaatabggn&ators share secret signature keys with

asonapl e for users to rely on
Jghr?rpf“%é“ ‘%1‘8%’“5%“’ B ‘béﬁ“gﬁ BT Secaht ao‘rayef g @lauit g pe aeaited it aproptical

imaging fyeteny andop pasticulaf byaw biniesl syseatwith g nhrfo@zﬁfnd reﬁiﬂiﬁéé&ﬂ hEhMr-infrared. The
palterh & @e&rryrpa%ﬁonroqh@suféa%sﬁg% nsrm%@w ke place

in the absence of onl ine access ecurr Scussron
As di scussed above in ' Cryptography Background',
B §T@peTivBRt i on relies on verifying the correspondence

2] é/\@%ﬁb“g@k@m@ o I c e four Blac

%O?ﬁ ?I fficult R'Ig’nzﬂ% %J;‘g[‘léttalé a26% Iq':fa a({% fc a%lﬁkcxrcrleé IF iaﬁggt The tag
78 (7T . s four i taionel yeisieey o ik blemiedl badli on.,  The

Eatle spuirBregion waptespis aamibdl ber, efdodaéh @H@M'r@iﬁéer@s Qﬁ‘sﬂlé of Rforfation. Each

s?rlngrn g4 Son IL the %E lsw&e%ytahu%ﬂ]u lgbaﬁ kl%n Ea %(fa%elsilé has an alphabetic prefix and a

numeric suffix.

Figure 24 shows the structure of a symbol 204. It contains four macrodots 206, each of which represents the

value of one bit by its presence (one) or absence (zero).

The macrodot 206 spacing is specified by the parameter § throughout this specification. It has a nominal

143 . .
value of HIM based on 9 dots printed at a pitch of 1600 dots per inch. However, it is allowed to vary
within defined bounds according to the capabilities of the device used to produce the pattern.

Figure 25 shows an array 208 of nine adjacent symbols 204. The macrodot 206 spacing is uniform both
within and between symbols 208.
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assuned, then the signature may sinply be a random
nunber associated with the itemID in an

waiokemsrgLat i on dat abase accessible to the trustEadU2005/001123

onl i ne aut henti cator. The random nunber nmay be
generat ed by any suitable net hbd, such as via a
18P8 PRTIAT S rderipgof e bty WHAA ™Mb 8%r i t hm or via a
Biteahagtis the iy sgnifithnt pAthia @S)Snbo]AZOk,&MQﬂeemsfd tH2 moRGhifibin € Note that this
bﬁg’nﬂlg rgar)flath@ tcp%]ce gr?eﬁxétmn%f {hg s;@nbola{bgoﬁile Wie Qstion S’tl a Cpg.ﬁlcular symbol 204 within

requires no t1 onal pace 1 n nen

8’51‘3& Bofis inigatedrby ﬂ1°|°ﬁ?l¥a“€%sf dhe r*ﬁ!?eléll@?féheaﬁ@wl ig tfaéalglslaglmys (see for example
FROURE)Edn ghbrblC Be bitatalidr of alp5yaibele 0® \afmntahﬁmlcﬁlﬁmgln&tlo@ the tag 200 is the

galf?n% c%%ﬁsi%%fi% the%?tlto(r:na(%f €S l‘l)t eeﬁt Iclcsegt%/oot}le cen trge o?t?xéé the use

K‘

orge ' he has
SQely Ei}ilfqa?O‘éQ‘Sg?ﬁf arelpartes the re@veematlcrn@f gse/myolé% ig ths paftemnt Thessquare outline 214
b symbol AOSik GJBH @dhib Qemﬁcﬂﬁ‘onstb &B@fcléirﬁy eliddte A st Bf a tag 204. Figure 27,
anu}g&lﬁus Jal eh E’aust jve se @ %/Ee%t% accesses
B7Phd TCRTA R S0 A& AEPA BYTET O gt ry 7k riHat in practice,
SR 286 %ewgﬂmqamewrrbaspt r andom y, then the |ength of
ure. so be | arge eno revent the
PRt AR i s SRy P AR R o | D B Giacup oved 0 vary i
g by 10 Giaghortng kRse &,ﬁabamésembmé &6k B bbducahepaapsi der ed
secure, whether generated using pri V@t7§9 or secret
ﬁégrset 202 iprhqreigplly piEeler vtk 4141qqmtah@arse@w PR CDdHagevtraiy is allowed to vary in
yedey, C de a ecure
Mat ur gccl%}ﬁg%o e capa\g@[l%ﬁ P Iétlh § frer ee %drte PrOgHeT baRalH™ o
mhe&ﬁg patdaiit 8 alldwe @ BALySn @hle By & t§ ﬁbQ%l ﬁ&oraﬁg oSk cHB&l)ﬂlhe@ bthe device used to

ch r nt. c bev |ed|n|slat|o
Eér@%l%% gl{lag) A d%ﬂge‘[ﬁmtﬁ‘ qpe ma scale 1s reco I ng tﬁ) e tag data to allow accurate

FfP’F@ﬂPth’&thnéanﬂAﬁst hout i ncr eaS| ng the senS| ng device
field of viewis achieved. The security of the
A(gag(%(h;ge still derives fromthe full length of the
signhature rather than fromthe Iength of a fragnent,
E4gne® age afrenegbintodarrmups 238.ddéhote snvb contdfins dynegitarrangedie  square. Each tag

WO'thhsecf]l{affggﬂfb%sﬂg ggﬁz esl AchVd? év?u;c%rrs }%%?%gacﬁégﬁﬁg B itd 8B thin the tag group
B e R F s 28 P AR R L A P PP al vy

Pesgs 2%$hewa/dlwrtagmbum ere agpeadsiSn b condinuonsUing of tage) dr@dptpattcdd ZM2. The tiling
guamay@kﬂea@ sBrof E)nlaagjz&mm%g 86d Joh&a;anpag sf%geﬂ'tﬁa@%zof ragment

% denti f |cat| on. Fragments nay be explicitly nunber ed,

Yrore econonically be identified by the
Thnmgnhonmmsﬁommahplaomd»mr Eholhyohtrf e fdud Ehdewddddud Mowih@ Figure 30. Each
repetition of th ure across a continuous tiling
eoHevoztyis of aTtivectyrdny ta@dg%q%n@teﬂrsdbmqnhedd [Dh¢ togefokds are labelled A, B, C and D.

Frﬁ‘én[eﬂlﬁibma@éh c@de@%%%fstﬁ“ﬁ&ﬂ%@éﬂbdt {hE }ég 2dodea| ly it should
st few hund 2{5 Net page and

fE//op o Twog e %u%g %ag eﬂ’é? alr re edgte a)Jop eg ceﬂewords 224 and are '

lla'@ﬁsi A W Bo Tk el thefefoss, entoldes up 0 40igs df nfqpiaulid@ chique @ thet .

tHe rgﬁ‘auﬁtfgftﬁg Eéd¥@or&s@§e Qﬁ?g 'tdwmmg bpc%oﬁéﬂsd l@gll gs bf e sc?lng gpe within a

ne 1D
d C and D,

o t he next
e e A A R TR R g M
ubreripaadtbly eagtrype.atiitagrpraip 2 Bobsefort ardedeedp thy60ltids of ififointaGon common to all tag

Q@Q%@gﬂdén&ggﬁglmg@mg cally generated fromthe ID
then it is worthless. Ofline authenticati on of

secret-key signatur e%ﬁﬁ#@go{vﬁé’WGf a trusted

ffline auth ntlcatlond\Ql4 THe Chl (se
RGeS P Bl BRGPR|” 300%)  pFOdPHERIR e past v &%) Rect
Jolnmos prh eodte & bitali ¢ Iﬁwghlt a'inbbls)nmd Ezdednecpmyl bity (i.c. Tiree 4-bit symbols)
ikbhck BIdPwdr @ NtsRBorRELGHAM) Hﬁﬁly i Bhure¥ @}rrﬁbt)ﬁé R éﬂo%ﬁgcﬁﬁgecayﬁfﬁg one symbol.

a secret key securely h inits internal nenory
this scenario, however, |t is inmpractical to support

per-1D padding, and it is inpractical
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25

even to support nore than a very few secret keys.
Furthernore, a QA chip programmed in this manner is

weumeppcrdhl e to a chosen-nessage attack. ThesePCT/AU2005/001123

constraints limt the applicability of a QA-chip-based
trusted offline authenticationf®evice to niche _

EigWP # LShpYsarfedewerd 28R pfesiehl symbpbs§t-tvth fivesymbels qperfing detppdordinates 230 and
Oifee aymbold @fidotlifig tedinddnt idofthates F3b1 MRe @uWdEI dobi@ktksOdfe indexed in coefficient
grg agngthe Sfl-taetﬁ‘ttoQJe% %1 o%v?&xggc%ewon?g@ I‘ S, i kely to be

UCt ant to entr r secre %nat ure keys to
§U&Ji]cn§i€d/ '20?? (SaﬁdRLelalsglo}ng’n @&@II{] aI ) Y15, 6) | Iegﬁl Stolo‘inlag code with seven

pl.i cabi | such devices to niche appllca
Eg MndRY Waﬂ“atesdf’f“?"ie% elhe (FREA coopditated pe Bie math B‘B‘Pﬁcaktéiﬂundmcy coordinates.
Fhegrdethay tesfolldwingg prig@ivepaynedinalsi ng t he correspondi ng
private keys) is highly pracﬁt cal,. An of fline
aut henti cati on devi ce utEh8¥ng ’buBI i'c keys can
el codedhad tire falbdvdingapaneranm pdigomabl: publ i ¢ keys, and may be
designed to retrieve additional, public keys on demand,
via a transient onlEaa® g‘b)nn(éct“l)gd‘n }Nhéh " ¥t) encounters
an ID for which it knows it has no correspondi ng

P&Q:&&w& H&Q@Eéﬁr oF R&@Solorgm crohlei trgfgr t& {Vflékérn§B aaH& bgdf"hh&g%% 9&3 Reed-

be attractive to nost creators

?%"é’f?ﬁ C"‘éef Wé%f'h@v”%f’@'saﬁ?%ﬁf% 1% Bp prnisRie P%l%recr&ﬂwreqed herein by
eferdndrei r private signature keys. A di sadvant age of
of fline authentication of a public-key signature is
that the entire signature nust be acquired fromthe
EBRTACORPBYARE $14GE our desire to support authentication
Thet thy @ordinkte BRte Hab &!'oCbrtﬁcfgoMil @&% labdied £ W@h&ﬂ@elﬂd\vﬂﬁtt&g&smw X axis
Rl bk LRE RUWAGALLE AL OR R0 PUDI TC-key signature i's

at acc ss to the TD ap§ ng I's no | onger required,
Sherfuiace| erding slpgs gt @mevrﬂ@ lecatipnof the dag pepratigate ppaceniginjog a particular tagged
SukfilJ3 Adiod iR dﬁ@r}(at@ﬁ Bﬁﬂlatta%scog}@&ehe tae Wil R&ektid e RABG. NBhis information is

a i gnar eq. ui St _
aé)ﬁecagon 8&)&? cg%%c [e]: & tt}le tag%e:a‘ éurlg%e 1?]%?1&6gﬁp%&egr@efpﬁlcanon which prints
bnesouws. theﬁmyer lﬁambmrd élF a¢tiaheffiet agdvprizatativh, and ttmsecbatned wed to normalise any
&gasmmbgi@aéh@eca@@rem sonﬁmafasl@ﬂh @htmee allows it to

%h t ujre all é afgggsnts of the signature
(oS P B el Rt S o5 i oS AGken o be h
pdaleomm"@wcmenfthettarbaslommp}herce@ma full set of fragnments
and has corrpl eted aut hentication. A scanning |aser can
al so eaS|I uire all of the fragnments of the
EA%WSTW‘ %E% nds of devices nay be programred to

Tableyt defres he imfoarndtibefidldscmbdadded imthesurfide @odirgg Tatld1Zldeinds @ow these fields map
RLERENGE of a signature. Note that a public-key
signature nay be authenticated online via any of its
fragnents in the saneTah@ay. Bieldalefiniiogsat ur e, whet her
gener at ed 5
onl i ne autlk

store the A
dat abase. [Ehe: Fa

store the |d3d§&ddtybg “Nbt e2al scrlhtslt/y@éosmee@dew o wb%s'ﬁéiof‘ o
aut henticdgti on may be used in [ a
aut henti cdti on even whep onli ng@@@ég(b 8?%%%?@35%”)
authenticator 1s available. Security Specification

Setup per ID range: generate public-private signature
key pair
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store key
generate |

using private key

pai r
D paddi ng

i ndexed by I D range Setup per
retrieve private signature key by
wo Bosgexses at e signature by encrypting I D and pedOAngos/001123
store signature in database indexed

1 Dt

by 1D encode signature acrosglmultiple tags in

repeat ed flgshtagn Onl i ne (fraghent based)
aut henti cation (user): acguite 1D from cguire
posi ti on grtag ypgnat ur e f_ragnenffhétypeﬁqfagtaggemenabfe
fragment nunber from position ob@&%)u@l (BW?H@%w)and 1 (0'11).
authenticgtor by ID triansmt|ID fragnent an
fragment ruideerdink@ tr ust ed3saut rraaumsmte@k ccﬁndnman@ofthe tag®.
(fragnent -lhased) authentication (trusted
aut hent i cdtyomoprdinateecei vie 1B, f r'ragnrmigneamdoq‘rdiaagemfnhe tag".
nunber frgmuser—ret+reve——si ﬁ‘,r‘.at tr-e—f+rom-database by
I D conpar|eaciigsied te@ fragnint |viflen "@lcgtmmﬁt@erth%}@sﬂ%a member
authenticgtion result tp user | Gf4d ddiee area. b1’ indicates membership.
(signaturg-hased) authentication (user): acquire |D
fromtags | at@uareeemgmsi | | ohs arAdlag ingitatingidefheagmastitesarea map
fromtags | generate signature .sr;%eew BYTRIatestd frb&Hes of
public signature key by| I D de¢crypt snggature usi g
public key conpare acquired Ilﬁ‘%(i%’ﬁ ipidhfdhp mep IS absent then
report autlhentication result {theuate oNBERAGR eBicjREAésived from
CODI NG | NTRODUCTI ON Thi b secti %EQ?\; | DEsh Q%8s field
codi ng usegd by the Netpaqe system c?esc_rlagé%léa{{raove |n)
' Net page Arghid£64 M ) | t 081 MhemAS REKMERSS tHa: iMfhediate eight
surfaces with interactiyity inm C.Oﬂgounctl on g\a t : tive area
Net page sensing devi ces| such af*PRERAHAGE PR A" '
t he Netpage viewer. Wep intej @Utihdigatw' mémberstiint page
coded Surfauc, a—Net pag sensirig—device—generates—=a
digital i nkdaa fraggyent 8 Afragment of an embedded data stream.
Only present if the active area map is absent.
per tag group
encoding format 8 The format of the encoding.
0: the present encoding
Other values are TBA.
region flags 8 Flags controlling the interpretation and routing
of region-related information.
0: region ID is an EPC
1: region is linked
2: region is interactive
3: region is signed
4: region includes data
5: region relates to mobile application
Other bits are reserved and must be zero.
tag size 16 The difference between the actual tag size
adjustment and the nominal tag size*, in 10nm units, in
sign-magnitude format.

'corresponds to the bottom two bits of the x and y coordinates of the tag
2allows a maximum coordinate value of approximately 14m

*Figure 29 indicates the bit ordering of the map
‘“the nominal tag size is 1.7145mm (based on 1600dpi, 9 dots per macrodot, and 12 macrodots per tag)
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whi ch indicates both the identity of the surface
region relative to which the sensing device is noving,
wanahehis7absol ute path of the sensing devi ce weehianaseo1123

regi on. SURFACE CCDI NG The hbtfage surface coding

consi sts of a dense planar tilf%g of tags. Each tag
encodes i tisregiamID ocati oh 196 t heThellnithe tegioh cbragniag the tags.
encodes, |p—€onuheton-wi-th—adi-acept—tags;

i dentifier| @RCthe region ctht clﬁn‘i:ﬂ@ *fftrg Qf@tg) datéh t he

Net page sygtem—the region_typgicatty corresponds—to

the entire ent of the gﬁged surface, such as one
side of a Sheet of pape . Each tag is represented by a

at t C tal
PRI St ol PRIEHE e Shat apge ™ 1 BETEY St Biapmpaps it ndex
inghepetive eremad Anpctian arparmgendwfatewlcd)etelxb cgugspandieg tagsaet members of an

ahilOéat REaRGS é&@s%'a&?w%ﬁ&ﬂgﬂén?&pﬁfed tngﬁ sihodfd bk anl%glately forwarded to
e secon ki nd enent 1s.a nacro ot

'@gf&c}% red, ygtipa% SEHE L uqeﬁ)éetvalr dbalsafallcavsﬁtfetNemﬁge sTngmg device to signal to the
pme&en@emmmmwbaammemamheﬁkattern is represented on the
coded surface in such as to allowit to be

acquired by an opti caTabfer?a pRRing pifields to gpdewqrds

particul ar
response i
typically
near-infra
structure
bl ack circ
overal | pa

of aaconpl etep t ag c3@wordgpd of

| es 202
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sane,

consistent with the bottom of the synbol

bei ng

cl osest to the centre of the tag. Only the nacrodots

wQ@o®carm7part of the representation of a synmbobCPAG2008/001123

the pattern. The square outli %214 of a synbol 204 is
used in this specification,t re clearly elucidate

t he structjureCaf a|tad:®04. chienordty@/, by way2 of all
illustratijon, shows the actyglppattern of a tag 2pD0
with every bit 206/ set. Nofle that, in practice, every
bi t 206 of gt ag 200 ranimevel tdysieeidjusthedBdr oda 206 i $5:2
nomnallyjcirculariwith a momnal dianetdgr of ' s
However, ift is allpwe®:160 vyaegonlB size byl % atcordi ng:0
to the capabiHities—of—therdevice—usedtagproducerthe
pattern. A tafget P02 & nomwperordtyrs rcullar wdth a  all
nom nal dijaneter of ' ' s | (bonever, it ils allowef to
vary in sijze by %according to the capabillities of the
device used to producegzﬁhe pediandPn. The tlag pattefn Rs4
al | owed t o—vary—inrsealeby—upto%according—toihe
capabilitiles 6fi the déW ce &Q%Vot%tym odude t e all
pattern. Any deviafion from@ie nom nal sicale is
recorded iln the tag data t@ allow accuratie generation
of positiagn sanpl es. TRG GR@gRE IPags 200 |ar e 18r r angead:22
into tag greups—2ig—Each—taggroup—econtairns—fourtags
arranged i|n a5®quare Each | cadpweottypas one of2 fouf  all
possi bl e tlag types|; each off (s ch is | abelled

according fto its lpcation Wwthin the tag igroup 218

The tag type | abel s 22®2ar¢réfign IR0, O 1 and 18, ap 57:40
shown i n Rigure—28—Fgure29—shews—how-tHag—groups—are
repeat ed ijn aPoont| nudis ti| lcP¢RyopttyReags, |or tég all
pattern 222. The t|ling guaggmees the any set of|four
adj acent tlags 200 rontainsione tag of eacgh type 2P0
CODEWORDS |The tag pont@ns | fregiom IDonpl et e |[codador ds. 75:58
The | ayout—ef—the—four—codewsrds—+s—showr—in—Fi-gufe

30. Each dodelord |s df0 a pepdawerdtgee ary v ' 2 ~all
Reed- Sol onon code. | The code:gmﬂ)s are labelled A B, C
and D. Fragnents of each codeword are digtributed

t hr oughout| t he t ag| 2009:2 Two rexfiortibe codewdr ds 1ar e 93:76
uni que to fhe—tagpoo—TFhese—are referredto—astpeal
codewor ds [224Dand hr e Habel| Icedpwardisier B, The tdg 200 all
therefore |encodes pp to 40 |biig) of information un|que
to the ta The remining fwo codewords gre unique to

a tag type, but comom:z o alrégidrdDs of theg san® type 95:94
wi t hi n a certigueus—titngref—tags222— Theseare
referred tlo as gl opal 1%6dem@ﬂﬂ3s 226 and are I1§bel ed at
and D, subscripted-by tagtype—Ataggroup—218

therefore encodes up to 160 bits of informati on conmon
Neje thptthertagdyrg F0H §‘°Wd1“’f‘ﬁ nelobalcpdptvpidiomaxinipe lpcakpodspwordagjlization. This in
fofnfchy Aok BN o IGEES] aNGorT6-8 12 s E@m&ﬂﬁp@ﬁxﬁﬂﬂ&ﬁhﬂé&hﬂlﬂm @onjunction with

go%ﬁ&tat%' 51%9%%? %“%veﬂ is elRC& S

e enco

decosding agd hayent aepn inpleded i thesphgifigaine ¢t tfm e (j . e,
4-bit synbols)

EMBEDDED DATA

%Pde%a ence o?gqu{)n defodmé fr¥¥1 g‘e\glon ID

t hr ee

If the “region includes data” flag in the region flags is set then the surface coding contains embedded data.
The data is encoded in multiple contiguous tags’ data fragments, and is replicated in the surface coding as

many times as it will fit.
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in each codeword. Its error-detecting capacity is
three synbols. Its error-correcting capacity is one

W@ yobol26# gure 3 1 shows a codeword 228 o f eiBtt/AU2005/001123

synbols 204, with five synbols_encodi ng data
ordln s 230 and three sy mbéf s encodi ng r edundanc
G G 19 P30ded auct o HEYIDH A LT B FERES Son B iR eAceding comaning
ith‘¢ emb@fiédl datia edtbe Quffibixnt to eendve theenth@tifa. [Thd scanid € $yktard reassembles the data
fﬁglnlr%ed: tpa%m %‘ﬁ@%@nﬁ{b fh Qs%rqﬁ{eﬁ g.\gﬂcmﬁ d%gtg&ltstﬂgv%@e(‘en iegw,ved without error.

- arrvy onon co

g?s -shop@gd agle |3 Prbit datacblagk enqodswl A8 itsof dath d[hﬁl@gpk data is encoded in the data
(ﬁagﬁdﬂts BEA e&ug&m@{&Q of 25Nds £-RARN 80k 6 Qfustt. nﬁtaﬁ Beldabo b bl@ck whose integer

c%orél? 91 ?t‘ﬂe tal% g?bggdmﬁjle ?m@ gly %tg’r‘h%%g gg:[:k(et%datf 1s?arr%1ogg_de 19_to gs with
Tisesasingdesodrdigate withinf inirdaging yrpgorgleéne rator polynom nal: (EQ

%)Jaé)ﬁ%gmn( Haybe tlsHifg Fonfellock whére gn ac@k Qred mbpAE pr@serg eﬁé\:‘/elv&%e missing

g;es r}(ﬁof Reed- Solg odes, refer to Wcker,
B aggﬁ&“ Y o e y5tphle Fraryanothersapyof theBloghpn  Codes and
Pagiof arlipay sizzad dnorded intb ERiperBlogaspsisiPfa cdntighoseetbEiIdcRs drafiged in a

l& S € ef (o) S CK W. C
(el SR AL L g S S s e

Jreeffsguniatte i deblogkaisaerdipdr divider y e ?“é%’b‘e‘i‘,‘tsizﬁl e‘f’&‘)““ W@HPCFbIOCk the data

tisnerangedsinto ibloeks xvith inciSasfdg k bdogdirtae wthi@ nfcte@big y cbdadiintet he

Rﬁg‘guﬁérﬁd&k% r@ﬁfll:acﬂfedgxpt!hp;uﬁ'acg Ot as |E§1y %Hgs &t %11%9,%cﬂxqmg gaert?ally along the
nat e ace

not specify the |ocatlon o tag coor
69810 rﬁheéﬁfaéeﬁﬂélf‘&l cul ar tagged surface, nor the
Ohé danteadoli@inn G subditlodkagy ﬁlﬂﬁdedlhoi’a':}irﬁlss ppLitforatidh, 1166 Preéde size

L
ﬁn(?orfnm%n SﬁH& Lé‘r% gxtenz Pé e§rof‘ (I{%O : [ogg‘nd/o(r)Porrlegho? de}tah et ag ge q

appl i cation- exa

surface is a sheet o ﬁ'aMEhbedldhﬂMatd’lﬁoﬂOm icati on.
which prin

actual off

to normali

conj uncti o h.the surfage. PRk N
atagis deg%ﬁ%el n units % f ta I%/ “Sgﬁt\?z% ol(r‘:r;D t{l(ﬂce
position is taken to b ¢ the po \éﬁlﬁsdﬂ?l‘éP the centre of
the target|closest to the ori diotypéAGohtdieRMELNAags
CONTENT Taple 1 defines|the i nfp_w%i on fields

enbedded i h the surface|codi ng e 2 defines how
these fielfds map to codgwor ds QTQHIV@NQSGFFlT@F\d

definitiong® L.Ullcbglunua to lII bottomtwo—birts—of—the

x and y copPeRMCEL Gt {hedt ag EE?I"Y'%U\B”BGWT" fnin blocks.

coordi nate I pi OXi mat m ur e

i ndi cat es %‘% t)b?otC%e' eri ngaof temé hr%gjt Q\?ﬁwe(%u%eé?r?%a\n boﬁ‘és'
size is 1.[44smm (based|ongd6(0gRILRISQL S per
macrodot, Aand 12 nmacrodots per] tag) Figure 32 shows a

tag 200 angdcRts ei ght imrets at|ean ORCHéFRLHISK dg@ach
| abel | ed wth—its r‘nrrmnnnr‘li g hit index in the

active areptotehp. An act i v&oar da map i ndi cates whet her
t he corresponrting—tags—are—werAbers of an

(o]
o]

CRYPTOGRAPHIC SIGNATURE OF REGION ID

If the “region is signed” flag in the region flags is set then the surface coding contains a 160-bit
cryptographic signature of the region ID. The signature is encoded in a one-block superblock.

In an online environment any signature fragment can be used, in conjunction with the region ID, to validate

the signature. In an offline environment the entire signature can be recovered by reading multiple tags, and

®CCITT CRC-16 [7]
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active area. An active area is an area wthin which
any captured input should be imedi ately forwarded to

wo b@coaxerespondi ng Net page server for interprepet/Aumos/001123

It aI so al  ows the Netpage seh%ng device to signal to
%t the i nput w iq;nadl ate effect.

“2"‘“ gb‘i%éhedf’“ﬂs?%?‘a%l’“f”df S@Bﬁlé‘ﬁb"ryd Befeppedimore dgtail in
N&idﬂo&efatdﬁcﬂmgmeuritagcttoyplewean be noved into a gl obal
codeword to maxi m se |local codeword utilization. This
in turn can allow | arger coordi nates and/or 16-bit

DfAF‘agment s (potentially configurably in
[faiejenibedidd@ata Whd i “MIME” die & SupPrbREN Bhialil) Multijavieasiterndt Ma8 Extensions

m%‘ 8% %&gmcgwﬁp@m?gg 6, P03 fq §oren§1919 ngg&r%osgﬁlmt Mail

has not een I nC
E’ﬁ@’é‘P?Sl(MH‘{I?)o ﬁmé‘t)net Frrgat of lpisretpgsmegripodies ARTC 3005, Negember 1996), RFC
204&@b@ieeumjddais$@ha§tan MuidiBurpose Irdaﬁaetrmlmﬁnsﬁdna@ﬂm; Fe@tTwo: Media

d}g)t sn ﬁr'%ezozw &f \?éc ger‘i%Tn[g re(f%?e%tl&bn S‘1‘h% 'ﬂh@rﬂ gi%etg coglsalsts Oof ta Oh‘eager followed by a

encode contlguous
'quagﬁveﬁfaéer lsmq@dffdsps P mﬁblwmldtext ﬁtrmmmeosdfﬂbm@ -hitothing lyngtls The body is

HB&Md §s| amﬁ'&bﬁ-‘fengtﬁ typé-Lpkcifid dotetldiBant &td ﬁﬁzll iRzt & b%@lg@férmat
rtial scan,of

N N (O WIS
REF 242(5, (Seqﬂo“tes; Tr bt Brnighaed F Hiawemnt 1A MIMEE @utenfType @camtongnformatlon
ﬁy@mmse&a&ae@béﬁ@ mw%@ Dl . 8hd T 864, 4Cad Wﬁpﬁss)uectory

L R R T L S

ROGcing coltdceinfoimatidn vehirh odghs app&O ord Husing§ cadiat a. The bl ock
data is encoded in the data fragnents of A contiguous
rou of 25 tags arranged in a 5x5 square. A tag

'?é‘foa NP ERATHE GORSINIROTN nt eger coordinate is the

ded ch bl k t
PSR T P BT 05 e
?o?oq{oq cm&ds%{)m ng {qg'%sg? .‘ga.ri(mog)rlgeegl (ng(?mon codew r%s Furthermore PEC

ragnment € m Sssi bl oc ere an act Ive
%p@gs %ﬁnqegn%ﬂf eong 2 rethgm:y@plt cefl pphosgiagat 1§ gongtant £per page) but whose
6aﬁagmmawofd3dada hkfetayy fhdeh 4 uifGDalicdt CPEC QIR RNALRQhit &OPY overlap in

eduegto b} aemoveme? of arbitrary size is encoded into a
FOFORECONSISti ng of a contiguous set of bl ocks
g g

é rdmtamky eipptiplegvith @EE gontling 2 sifgletag proep cofisistitgeof upegsbTerske grap contains a
S0 e viond 1BRGE ko e @5 @ouﬁb@ regﬂﬁte@ ﬁ)luQHrg:§ witifn @e ﬁgj B@L‘pbimg G unique B

er. coordmat e S, CO
SO ir s SOREIBIE L SO I8 e Gl elipein g s oup s
QOh@m%jmhaﬁxesl Candrlapsgle‘dorqisn Ooe Hltigeskesn b endpdédrisingthsiemgining one of PEC’s

@aﬁﬁfléjdgf%ﬁis \Wd BbrB cdn BELRARE MgY’E@Q @wmx@@éo@ewo;r(ﬂ €nd the remaining five can
superbl ock is. r e surface coding as many
BT o B o e L o PR s e

BidGiaposefa linhiteof 32 prique st adldeisesger THS @ovd altha caarzato alfdigk uinin cdilivespect this limit.

ﬁﬁtpa@sro %}%@& a (RN of e[ lnHﬂ@wH{ﬂ ofthPTEC Iﬂ@co&%ﬁ?of*tﬁﬁuﬁ& E%trési?&le this limit.
preci se size information, and nore extensive

lg?t?‘ %}?t fcﬂéfeé@f‘?b&ﬁ?aﬁﬁw & npber pfopriaBls cppsdinpte bity|the Agcodeword is modest,
ke cobedinghad zalodﬂdup)@kle ﬁ?ﬁé%mwbﬁh& EANIRE O o St a6RImay also be

1 at si - o ic! e .c e 0 appear in
Rl L AR, Ll S L b

IMAGING AND DECODING CONSIDERATIONS
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cryptographic signature of the region ID. The
signature is encoded in a one-block superblock. In an

wordosnecenvi ronnent any signature fragnent canpOEAUS®E/001123

in conjunction with the region ID, to validate the

signature. In an offline enviréhnent the entire
Shegpaimmamaess fgld o isvgemedio WaP‘é%Pdﬂ“r‘Pg‘wﬁﬂf Piepireiag by diameter of

a!ﬂds (ﬂ';l'( @RQ-))]"/_ﬁ Ll?o-lm artlor n b Qxllt dtween %e l‘acr:]egclaélggea&d the field of

corre pond| ng pub rc srg

viBw. G én adﬂcﬂﬂdt sﬂaang\agtlﬂ)%@[e &ﬁiﬂi\fe%@q@@dﬁdkgofsﬁﬁ oF 3. ir¥m.
%%? (;Dvre]:f ¥a]1 ra{l%] eell\c/:léulcjvaebfr:)g r theI rfe%etgtlr:se aalc% CSO% ?0{ filpfjnrmt %aérépng rates, assuming an
impeesenset sizvaf 128 Emhansn ons ( M ME) data according to RFC

2045 (see Freed, N orenst e "Ml ti pur pos .

| nternet Mail Exten&gar?ge 4(N’ ﬁ%l’:‘f"geslfghevﬂg&"ﬂﬁ%ﬁﬁ&" ace coding
I nt ernet Message Bodi fesdiffermCsarapling rates:cdat eitchl 9 9600dpi, macrodot
RFEC 2046 (see Freed, pitoh =am&lot§1 vi®WAh§ BistaRcE = 30mm, nib-to-FOV

"Ml ti pur pose | nter net Mai | Ext ensi ons
Two: Media Types" 18 = fpage Qg@%ﬁs'%ﬁw

rel ated RH
foll owed b
vari abl e- |
string len
vari abl e-1 ength type-specific octet sigwasy preceded by
a 16-bit s in hig-endian format  The bhasic

top-1evel ped2a t)pes descri bed in RF£7t3Q46 i ncl ude
text, | nagle; audi-o—video a_n_d_a_p_p_]_L_c_afl on REC 2425

L= 3~ B~ § e

(see Howes|, T3, M| Smith and F. Dawset)to“#8 M ME
Cont ent - Type—Fo+r—Di+eectory—tnformati-on—RFC 2045,
Sept enber 1998) and RFC 2426 (see Dawson, F., and T.
Siyewetbe préserCayrdcelvpdigs, BF saeespording Brcoding sefuencREEs R016;

Sept enmber 19fg§‘,}et§rg§scd'fbgg,le@t;gext subtype for directory
information s for. exanpl for encodi ng

cont act infoP#h?eFSBWt‘maﬁﬁfP%ﬁﬁ‘ﬁf“%ﬁpear on a business -
card. ENCOBPI $d@Bplahiid defebd\ahy MiE oOapISfolEdedeMofdNS The Pri nt
Engi ne. Cont gl ke LB UBRALLS oy BaBlGET! N0 Of {uo

I Onon codewor ds and

si x vari abl’es3 ndtdﬁij’)’e regpyirgd local (Agad B ogdawgrdpn

codewor ds. «Fendévved seduhéancyREGlSIapposd dlytdaect eedider i ng  of

tags via a,rgec ose |layout is

const ant (pe?nc%goqg%“ gﬁag%\/\%%)gg&vsg?%gbl e codeword data

may vary fr’oi’ﬁ‘eﬁ‘ﬁlée a1y logasipn, withyrefefracerieteg oriepEOndoes not

al | ow uni t «crfel 3 tagtrviemd fgt dridntédi@egdld r €Ct i on of page

nmovenent . A éljemn%mgg‘tl) )l(- aQ.ana‘E-(l) b!a Wlloc'?xonan%3$ I ns a

single tag group CONs! s tc FoUr

group cont ai fréerpingicrysiagea Aafesmﬁ aifpdpeationy mﬂq&s@remg tq 4?évetaa=g map

group but r-egﬂnérsxato&qifeédbwkbssbmmcﬁdalaﬁaEnti@s tag group,

and four um&tfle Btga:odee omlg The e can be encoded

using five o EP% I SPESE vari abl e codewor ds.

The tag groupmakso aE‘bnt@FQ‘i’S errfghltedfi e0HalC dAd Bnd D) codewords
codewords. Qa0 winlRsfigmeh:, Peh CREALEadisieNd t he

remai ni ng one ofhPE% va |ab e, codewor tm rg(‘)re can _
be encoded® udPR i %‘%ﬂncé’odéswor"ﬂg d P correct errors;
remai ni ng f|wéseq;am@@vetﬁfset@ed'ﬂmréctpnewmenmcemd:ctlont 0

the Tag Fog npe},fy%gg!,& Wtfckd FS) supplied to PEC. PEC
i mposes a limit qof uni que bit addresses per TFS

row. The contlitoge ‘B’F"r Wé’a‘{fﬁg“f“{?éi‘“l‘perespect this limt.

¢ determine encoding type, and reject unknown encoding

8 pl)t(els

¢ determine region flags

¢ determine region ID
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PEC al so inposes a |limt of 384 on the wdth of the

TFS. The contents of the unit cell respect this limt.
woldos/oidsag for a reasonabl e page size, the nunber/Atb005/001123

vari abl e coordinate bits in the A codewrd is nodest,

maki ng encoding via a | ookup t t&bl e tractabl e. Encodlng

of the B cdd@fsk reiop IP: aibraydeatipnt ol verpEy sarsip digigal ink

possi bl e. MNoto6e tilgiadl ink bd€onaegRad@azsSol onon code i s

dn t h appear
USRI 0Bl ol D R Al 207
MIQPDEMIPE @F\Bwﬂewqﬁi AAnrhgr#vaided gf the cddpeard)isdpund itaglg identical to an already-
hﬁqmg&ﬁdmkﬂmguarantee acqui sition of an entlre tag has

?tre aLongescrfptxon is Lge%f rlusiratlve %nd%he r?,léln?dl vborl%e W% él)xg f}e ewﬂé L??q,llé éeéogm'ze many
@G@Flongmé nlddlﬁ%éonfs thed dg n@ifdelwt éwn thEispiBrandiscpmef belbrpaddpamivaigpncept.
of 1 - - 1111 this gives a required field of view of
5.7mm Tabl e 4 gives pitch ranges achi evable for the
present surface coding for different sanpling rates,
assum ng an i nage sensor size of 128 pixels. Table 4.
Pitch ranges achi evabl e for present surface coding for
different sanpling rates; dot pitch = 1600dpi

macrodot pitch = 9 dots, view ng distance = 30mm

ni b-to- FOV separation = 1nm inage sensor size = 128
pi xel s G ven the present surface coding, the
correspondi ng decodi ng sequence is as follows: |ocate
targets of conplete tag infer perspective transform
fromtargets sanple and decode any one of tag's four
codewords deternm ne codeword type and hence tag
orientation sanple and decode required |ocal (A and
B) codewords codeword redundancy is only 12 bits, so
only detect errors on decode error flag bad position
sanple determne tag x-y location, with reference to
tag orientation infer 3D tag transformfromoriented
targets determne nib x-y location fromtag x-y

| ocation and 3D transform determ ne active area
status of nib location with reference to active area
map generate |ocal feedback based on nib active area
status determne tag type fromA codeword sanple and
decode required global (C and D) codewords (nodulo

wi ndow al ignnment, with reference to tag type)
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al t hough codeword redundancy is only 12 bits, correct
errors; subsequent CRC verification will detect

WE@RO06NEWDEE error correction verify tag group Pet/augigo001123

on decode error flag bad regiagn ID sanple determ ne
encodi ng type, and reject unkrfdwn encodi ng determ ne

WéGF‘B‘H flags determne region |ID encode region ID,

nib x-y location, nib active area status in digital

Nk X o Giedlql 2 Db RYsngNOhE t hat

regi on CFII;B t&eéo&?lﬁ{éra ee élgﬁ)otgsgrgggeuc:ogg‘h& he samg N?é e as

posi t3¥N%decodi ng. Note that decoding of a codeword

can b@prﬁtéﬁi ded if the codeword is found to be

i dentjcal to a ood codeword. The above

descri'ptl orkus‘?“ B %F“i rat e’ atglearpterh 8| ed

wor k e¥ pringsr @ngefﬁiswa@dwtb Fhe P@&’d,l Whereindpdngibeze  many :

vari ahé RBsraRe idbaef 4ng ak bﬁ'&[ﬂe‘i idehtier ifkeradl Qlch geqay &f tienmeWork user’s
I nventi ve cancept

th t . W\
P SrsRnhe s 15 F et ot S o B b o D er
the conputer network conprising: a server; a printer;

A net Wﬂbuﬂéﬁ&fwol‘kcla@&t'dufé t&8aih 1 w@reﬂﬁﬁé’ﬂ%rl&ﬁ?&f plﬁ:ﬁlnt}?@rs&a/ printers, each
t heir person; nter identifier associated
W“{ehasf"ﬁ‘éte‘g?”iﬂh‘inéPfthev%‘étrerelfi‘t% %“EISFFSH‘&“‘KF 2% he network user
I dent 4 flurdity efisdd netmrlprscrndeetrﬁersdiaﬂt unfquedy identifydg alifferestnetivork users.
that any of the network user's pending printouts are
sent to the printer for printing when the network user
S pr %ﬁ‘?nﬂ’ﬁ'ﬁb‘f) {V‘f?g( aﬁ?ordﬁrtgéq Claims 2 Weﬁﬂmihoé phe Aty ok pagr identifiers is a token

ad eoh offi tivgpribter iddnéifienshada toitve Feadensutinbat e tuswd pricselt@itheifitoken to the token reader
Bl oo bt Rl B! SualiRfihg b Gl PR} I prvr
a plurality of said network user identifiers, each
41ni que tympheetatwofkyacddetinditd demenihereat thxblkend e short-Ange RFID tag, a
%hm},atoggm tygcg[n}? agddcordi ng to clainms 2 wherein each of

e netvvor use entifiers is a token and each of
the printer identifiers has a token reader 'such that -

3.he U/S &fmpﬁtﬁﬁﬁ%ﬂ&c&hﬁigﬁo S enwhetrid throleR ke@der FdtiELaHRe server of the user’s

asso ed WIE1 rinters to request actual
AR EhE Rl P B G PRBTI o that rinter

4. A conmputer netvvork according to clainms 3 wherein

é.he t&&ﬁlﬂﬁteﬂfeﬁvoa( asb¥Ride 8 AIAE2 VARt dadhibe th@{)m ﬁkcfeﬁﬁi&g isQ@ltoken and each
net Wor

SRR B B SR B R crcor
notifies the server of the user's proximty to the

ASSOCA @J@Qteﬂfe%eraEcong@cldllﬂs 4 \Uﬁeﬂeni ¢ tBlkem'c%&r R Eull aéc'tr{)}gc stylus with an
ter network accor

@3@%*&*%&“@5?&%%6& PR ] Be PO ViEBied i etion e coded

data being readable by the optical sensors of each user’s electronic stylus.
8. A computer network according to claims 1 wherein the pending printouts are maintained in a queue
by the server and each pending printout has a priority such that higher-priority printouts are printed before

earlier-queued but lower-priority printouts.

9. A computer network according to claims 3 wherein the token readers identify both the user and the

printer to the server when the user presents their token to the reader.

10. A computer network according to claims 9 wherein the token identfies the user explicitly.
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of the network user identifiers has a token reader
associated with the user. 7. A conputer network

wa@ewendionyy to clains 6 wherein the token readepCT/aU2005/001123

el ectronic stylus with an Optlﬁﬁ sensor, and the

10 5 :3% 8§rﬁp%te§ne§ uorrl]: g:go%du?]g 0 919‘1%1 eréubt%e B nrﬂgs t&emdgr“ﬁer and the server
P@@ﬂfél&ld@a‘%ﬂV qulf@ to perislety |the %ﬁééﬂ%ﬁe@fﬂm@a‘éﬂﬁ ldefs*@f s
electronic stylus. 8. A conputer net work accordi ng to
{4 Ian’g lﬁé LP\Il\lﬁpegrrle%{qQk gcgc):rcri I‘ glg 9 g’g% nu‘i t%e o n ﬁeélgerg Il ent% % ;hrmter explicitly.
a priority such that higher-priority prlntouts are

ps.i nt ﬁ@orﬁﬁt&ﬁ&wc@l@&kér@ﬁg e WieiuB o whdilin IhOWRIer 1RE b Ridet Mentlﬁer ang the server
to clainms

nto LS ccor
Rl g oot SPRA B PR PR ST Reoeer “and
t he prlnter to the server when the user presents their

fpken Athm;Sule@ ndrfRe Llordindro chins 9 TR e RRIMERY 1 RGE e 1 separate
to claims 9 wherein the token identfies the user

dsj5ey Wyigh bgve §4 eleckical SARTEHIRY net wor k according to cl ai ms

9 wherein the token has a token identifier and the

$Er Vel chﬁ;;JteQ B@rmorﬁacg@&@?@ %ﬁmls 9 %&Qn Ih@ toké‘nqgéﬁér ‘ri’stpﬂystcglﬁl built into the
token identifier into a user identit . Aconputer
R@Sfor k according to clainms 9 mhereln the t oken reader
identifies the printer explicitly. 13. A conmputer

A t WO 969 e?\lvcﬂg actc&'d % cﬂ&sg w\M}Qﬁ ﬁl% Pkénhgadgrmg %@ﬂ‘ﬁate@that the user

reader ntl I er an e server orns a dat abase

‘ p'@@;@&’ﬁteg bto{(qn&wgqmeanr@tef then expligifly fetrfeueé Ithe juser’s:penglipg pyinteuts for printing.

printer |ndent|ty 14 A conmput er network according to
(le ai m‘ﬁ comy Wlae? Eeqwork ord' g tﬁ %lglmrs ?%ﬂg in %n g)kénqie sgtrulnﬁ agcess 3f ﬁentlﬁcatxon
Seépar ate devi ces I'C ave an el ectric connecti on
b&lge ;cardnput er network according to clainms 3 mhereln
the token reader is physically built into the printer.
16. A conputer network according to clains 3 wherein
the token reader inforns the printer that the user has
presented a token and the printer then explicitly
retrieves the user's pending printouts for printing.
17. A conputer network according to clains 3 wherein
the token is a security access or identification badge
or card.
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