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METHOD AND DEVICE FOR IDENTIFYING USER IDENTITY 

 

Technical Field 

The present application relates to the field of identity recognition technologies, and in 

particular, to methods for identifying a user identity and apparatuses for identifying a user 

identity. 

 

Background 

With the rapid development of information technology, more and more services need 

to be accomplished cooperatively via a plurality of platforms. For example, interactions 

between an e-commerce platform and a third-party electronic payment platform exist in a 

shopping process of a user in the field of electronic commerce. Apparently, a transfer of user 

information is involved during the interactions. 

Generally, a third-party electronic payment platform returns a parameter to an 

e-commerce platform through an interface to inform thereof a user ID (UID) of a current 

payer. At present, the third-party electronic payment platform returns the same UID to 

different e-commerce platforms. Since system security of most e-commerce platforms is not 

strong, it is very likely that a hacker may perform data collection on information of the 

different e-commerce platforms based on this UID, and the risk of a payment account of the 

user being stolen thus increases. 

For example, the same user "A" uses the same payment account to conduct 

transactions on two websites A and B respectively. The website A uses a joint login product 

of a third-party electronic payment platform to get a mobile phone number, a name, and a 

UID of the user after receiving an authorization from the user. The website B uses the joint 
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login product of the third-party electronic payment platform to get an ID card number, the 

name, and the UID of the user after receiving an authorization from the user. Suppose that 

databases of the two websites A and B are both leaked. A hacker can get information such as 

UID + name + ID card number + mobile phone number of the user using the UID as a 

connecting point. As more data is exposed, more information of the user is obtained. As 

such, the risk of the payment account of the user being stolen gradually increases. 

Therefore, a technical problem to be urgently solved by one skilled in the art at present 

is to provide a mechanism of identifying a user identity, to enhance the security of user 

information and reduce the risk of the user information being stolen due to data collection. 

 

Summary 

A technical problem to be solved by embodiments of the present application is to 

provide a method for identifying a user identity, to enhance the security of user information 

and reduce the risk of the user information being stolen due to data collection. 

Correspondingly, the embodiments of the present application further provide an 

apparatus for identifying a user identity, to ensure implementations and applications of the 

above method. 

In order to solve the aforementioned problem, the present application discloses a 

method for identifying a user identity. The method includes receiving a first request sent 

from a second platform at a first platform, the first request including a first identifier, the 

first identifier being a sequence number for identifying the second platform and allocated to 

the second platform by the first platform after the second platform accesses the first 

platform; obtaining a second identifier corresponding to the first identifier, the second 

identifier being a sequence number in the first platform for identifying an identity of the 
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second platform; obtaining a third identifier corresponding to the first request, the third 

identifier being an account of a login user currently logging on to the first platform; 

encrypting the third identifier using the second identifier to obtain a fourth identifier, the 

fourth identifier being a sequence number used for identifying the login user and returned 

to the second platform by the first platform; and returning the fourth identifier to the 

second platform. 

Preferably, the first request further includes a first service processing parameter. Prior 

to encrypting the third identifier using the second identifier to obtain the fourth identifier, 

the method further includes performing corresponding service processing on the first 

service processing parameter based on the third identifier to obtain a first service processing 

result. 

Preferably, the method further includes returning the first service processing result at 

the same time when the fourth identifier is returned to the second platform. 

Preferably, prior to receiving the first request sent by the second platform at the first 

platform, the method further includes presenting an authorization page; obtaining a 

call-back address corresponding to the second platform; adding a preset authorization code 

to the call-back address upon detecting an authorization operation of a user in the 

authorization page is detected, and jumping to a page corresponding to the call-back 

address; and returning a corresponding authorization token to the second platform 

responsive to a token request after receiving the token request sent by the second platform, 

the token request including an authorization code. 

Preferably, receiving the first request sent by the second platform at the first platform 

includes detecting, by the first platform, that the second platform uses the authorization 

token to call a corresponding API interface in the first platform; and receiving, by the first 
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platform, the first request introduced by the second platform through the API interface. 

Preferably, the third identifier includes a special label, and obtaining the third identifier 

corresponding to the first request includes positioning an API interface corresponding to the 

authorization token; checking whether parameters in the API interface include a parameter 

of the special label; and obtaining the parameter including the special label as the third 

identifier if affirmative. 

Preferably, obtaining the second identifier corresponding to the first identifier includes 

obtaining an association database, the association database including an association 

relationship between the first identifier and the second identifier; matching the first 

identifier in the association database; and obtaining the second identifier that matches the 

first identifier. 

Preferably, the encrypting the third identifier using the second identifier to obtain the 

fourth identifier includes obtaining an encryption key; and encrypting the third identifier 

using the encryption key and the second identifier to obtain the fourth identifier. 

The present application further discloses a method for identifying a user identity. The 

method includes receiving a second request sent by a second platform at a first platform, 

the second request including a first identifier and a fourth identifier, wherein the first 

identifier is a sequence number allocated to the second platform by the first platform for 

identifying the second platform after the second platform accesses the first platform; and 

the fourth identifier is a sequence number returned to the second platform by the first 

platform and used for identifying a login user currently logging on to the first platform; 

obtaining a second identifier corresponding to the first identifier, the second identifier being 

a sequence number in the first platform for identifying an identity of the second platform; 

and decrypting the fourth identifier using the second identifier to obtain a third identifier, 
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the third identifier being an account of the login user currently logging on to the first 

platform. 

Preferably, the second request further includes a second service processing parameter. 

After decrypting the fourth identifier using the second identifier to obtain the third identifier, 

the method further includes performing corresponding service processing on the second 

service processing parameter based on the third identifier, to obtain a second service 

processing result; encrypting the third identifier using the second identifier to obtain the 

fourth identifier; and returning the fourth identifier and the second service processing result 

to the second platform. 

Preferably, decrypting the fourth identifier using the second identifier to obtain the 

third identifier includes obtaining a decryption key; and decrypting the fourth identifier 

using the decryption key and the second identifier to obtain the third identifier. 

Preferably, after decrypting the fourth identifier using the second identifier to obtain 

the third identifier, the method further includes adding a special label to the third identifier. 

The present application further discloses an apparatus for identifying a user identity. 

The apparatus includes a first request receiving module configured to receive a first request 

sent by a second platform, the first request including a first identifier, the first identifier 

being a sequence number allocated to the second platform by the first platform and used for 

identifying the second platform after the second platform accesses the first platform; a 

second identifier acquisition module configured to obtain a second identifier corresponding 

to the first identifier, the second identifier being a sequence number used for identifying an 

identity of the second platform in the first platform; a third identifier acquisition module 

configured to obtain a third identifier corresponding to the first request, the third identifier 

being an account of a login user currently logging on to the first platform; an encryption 
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module configured to encrypt the third identifier using the second identifier to obtain a 

fourth identifier, the fourth identifier being a sequence number that is returned to the 

second platform by the first platform and is used for identifying the user; and an identifier 

returning module configured to return the fourth identifier to the second platform. 

Preferably, the first request further includes a first service processing parameter, and 

the apparatus further includes a first service processing module configured to perform 

corresponding service processing on the first service processing parameter based on the 

third identifier, to obtain a first service processing result. 

Preferably, the apparatus further includes a first result returning module configured to 

return the first service processing result at the same time when the fourth identifier is 

returned to the second platform. 

Preferably, the apparatus further includes an authorization page presentation module 

configured to present an authorization page; a call-back address acquisition module 

configured to obtain a call-back address corresponding to the second platform; an 

authorization code adding module configured to add a preset authorization code to the 

call-back address in response to detecting an authorization operation of a user in the 

authorization page, and jump to a page corresponding to the call-back address; and an 

authorization module configured to return a corresponding authorization token to the 

second platform responsive to a token request, upon receiving the token request sent by the 

second platform, wherein the token request includes an authorization code. 

Preferably, the first request receiving module includes an interface calling sub-module 

configured to detect that the second platform uses the authorization token to call a 

corresponding API interface in the first platform; and a request receiving sub-module 

configured to receive the first request from the second platform through the API interface. 
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Preferably, the third identifier includes a special label, and the third identifier 

acquisition module includes an interface positioning sub-module configured to position an 

API interface corresponding to the authorization token; an interface determination 

sub-module configured to check whether parameters in the API interface include a 

parameter of the special label; and an identifier obtaining sub-module configured to obtain 

the parameter including the special label as the third identifier in response to the 

parameters in the API interface including the parameter of the special label. 

Preferably, the second identifier acquisition module includes an association database 

obtaining sub-module configured to obtain an association database, the association 

database including an association relationship between the first identifier and the second 

identifier; a matching sub-module configured to match the first identifier in the association 

database; and a second identifier obtaining sub-module configured to obtain the second 

identifier that matches the first identifier. 

Preferably, the encryption module includes a key acquisition sub-module configured to 

obtain an encryption key; and an encryption sub-module configured to encrypt the third 

identifier using the encryption key and the second identifier to obtain the fourth identifier. 

The present application further discloses an apparatus for identifying a user identity. 

The apparatus includes a second request receiving module configured to receive a second 

request sent by a second platform, the second request including a first identifier and a 

fourth identifier, wherein the first identifier is a sequence number used for identifying the 

second platform and allocated to the second platform by the first platform after the second 

platform accesses the first platform, and the fourth identifier is a sequence number returned 

to the second platform by the first platform and used for identifying the user; a second 

identifier acquisition module configured to obtain a second identifier corresponding to the 
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first identifier, the second identifier being a sequence number used for identifying an 

identity of the second platform in the first platform; and a decryption module configured to 

decrypt the fourth identifier using the second identifier to obtain a third identifier, the third 

identifier being an account of the login user currently logging on to the first platform. 

Preferably, the second request further includes a second service processing parameter, 

and the apparatus further includes a second result obtaining module configured to perform 

corresponding service processing on the second service processing parameter based on the 

third identifier to obtain a second service processing result; an encryption module 

configured to encrypt the third identifier using the second identifier to obtain the fourth 

identifier; and a result sending module configured to return the fourth identifier and the 

second service processing result to the second platform. 

Preferably, the decryption module includes a key acquisition sub-module configured to 

obtain a decryption key; and a decryption sub-module configured to decrypt the fourth 

identifier using the decryption key and the second identifier to obtain the third identifier. 

Preferably, the apparatus further includes a label adding module configured to add a 

special label to the third identifier. 

Compared with existing technologies, the embodiments of the present application 

include the following advantages. 

In the embodiments of the present application, after receiving a first request and/or a 

second request, a second identifier corresponding to a first identifier is obtained according 

to the first identifier carried in the first request and/or the second request. The second 

identifier is used as a factor for encryption and decryption. The second identifier is a 

sequence number used for identifying an identity of the second platform in the first 

platform. In other words, after encrypting a third identifier using the second identifier as an 
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encryption factor, a fourth identifier so obtained is different for different identity of the 

second platform according to the embodiments of the present application. As such, fourth 

identifiers that are returned to different second platforms by the first platform are different. 

Accordingly, after different second platforms perform respective services for the same third 

identifier, user identities returned to the second platforms are effectively isolated from each 

other. 

Furthermore, the embodiments of the present application may also return different 

fourth identifiers for different identities of the same second platform, thus effectively solving 

the difficulty of recognizing a same user identity that is returned in a situation when a single 

second platform has multiple identities. 

 

Brief Description of the Drawings 

FIG. 1 is a flowchart of a first exemplary method for identifying a user identity according 

to the present application. 

FIG. 2 is a flowchart of a second exemplary method for identifying a user identity 

according to the present application. 

FIG. 3 is a structural block diagram of a first exemplary apparatus for identifying a user 

identity according to the present application. 

FIG. 4 is a structural block diagram of a second exemplary apparatus for identifying a 

user identity according to the present application. 

 

Detailed Description 

In order to enable the foregoing objectives, features, and advantages of the present 

application to be understood more clearly, the present application is further described in 
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detail hereinafter with reference to the accompanying drawings and exemplary 

implementations. 

FIG. 1 shows a flowchart of a first exemplary method for identifying a user identity 

according to the present application, which may specifically include the following 

operations. 

At Step 101, a first platform receives a first request sent by a second platform, the first 

request including a first identifier. 

In the embodiments of the present application, the first platform may be a service 

provider that provides a service, for example, a third-party payment platform, a third-party 

service platform, etc. The second platform may be a service requester that requests a 

service, for example, an external application platform (or referred to as an e-commerce 

platform or a partner platform) having a cooperation relationship with the third-party 

payment platform. 

The first identifier may be a sequence number used for identifying the second platform 

and allocated to the second platform by the first platform after the second platform 

accesses the first platform. 

In an implementation, the second platform may access the first platform in the 

following manner. The second platform registers a login account with the first platform for 

logging on to the first platform (the login account herein is referred as to a second platform 

login account, i.e., a UID of the second platform, in order to be distinguished from an 

account of a login user in the following description). After logging on to the first platform 

with the second platform login account, the second platform submits a real-name 

authentication request. The real-name authentication request may include a business 

license number of a corporation corresponding to the second platform. The first platform 
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performs a real-name authentication according to the real-name authentication request. 

The real-name authentication is an authentication of an Internet identity of the second 

platform, which may generally include verifying whether information such as the business 

license number corresponding to the second platform and other information is authentic. 

After the real-name authentication is passed, the second platform selects an access 

interface API in an interface database provided by the first platform as needed, and accesses 

the first platform through the selected access interface API. At this point, the first platform 

allocates a first identifier (which may be referred to as a PID (partnerID)) to the second 

platform to serve as an identifier of the second platform in an access relationship. 

For example, if a company A wants to use a quick payment function of the third-party 

payment platform in a website A thereof, the company A first needs to register an account 

(the account is a0001, for example) with the third-party payment platform, and provides 

information such as a business license to apply for a real-name authentication of the 

account. After the third-party payment platform successfully performs the real-name 

authentication on the company A, the company A uses the login account a0001 to sign up a 

quick payment product of the third-party payment platform (i.e., the company A uses the 

login account a0001 to select an access interface API corresponding to the quick payment 

function, and accesses the third-party payment platform via the access interface API). The 

third-party payment platform then individually allocates an identifier, i.e., a first identifier 

PID, to the account a0001, and the first identifier is also used as an identifier of the website 

of the company A in the third-party payment platform. 

In practice, the PID has an associated signature check key. When an external application 

platform uses the PID to interact with the third-party payment platform, the third-party 

payment platform uses the signature check key to perform signature check on the PID. 
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It should be noted that the first platform may also allocate a second identifier to the 

second platform after the real-name authentication of the first platform on the second 

platform is passed. The second identifier is a sequence number that a user of the first 

platform uses to identify the identity of the second platform. Generally, the second identifier 

is related to an identity document of the second platform, for example, the second identifier 

is related to a business license number of a corporation corresponding to the second 

platform. The second identifier may be represented as a CID (Customer ID) or Merchant ID. 

In a real application, a single CID of a second platform may be registered with multiple 

login accounts UIDs of the second platform, and a login account UID of the second platform 

and may have the same value as the PID. Specifically, an association relationship of 

CID-UID-PID of the second platform may be generated in the first platform, and the 

association relationship is stored in an association database of the first platform. 

In a preferred implementation of the embodiments of the present application, Step 101 

may include the following sub-steps. 

At Sub-Step S11, the first platform detects that the second platform calls a 

corresponding API interface in the first platform by using an authorization token. 

In a specific implementation, before the second platform sends a first request to the 

first platform to obtain resources such as protected user information from the first platform, 

the second platform needs to first obtain an authorization (i.e., an access permission) from 

the first platform. After obtaining the authorization, the second platform obtains an 

authorization token (Access Token), and the second platform calls a corresponding API 

interface in the first platform by presenting the authorization token to the first platform. 

Specifically, a process of authorizing the second platform by the first platform may 

include the following steps. 
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At Step S1, an authorization page is presented. 

In order to ensure the security and the privacy of data, the first platform may configure 

a URL of an authorization page in a menu and message, and guide a user (who may be a user 

who wants to use the service provided by the first platform in the second platform) in a form 

of a link in a webpage, for example, to enter the authorization page. The user is guided to 

accomplish a procedure of "login and authorization" through the authorization page. 

Specifically, a user can be guided to fill in information of a login user account (including an 

account and a password) through an authorization page. After logging onto the first platform 

using the login user account, the user further requests user authorization. 

At Step S2, a call-back address corresponding to a second platform is obtained. 

In a specific implementation, when a second platform accesses the first platform, the 

second platform needs to fill in a call-back address of the second platform (the call-back 

address may be a URL of the second platform) in an access configuration file. When filling in 

the call-back address, a local address may be filled in if still being in a test stage. The local 

address may be modified to an official domain name address after the local test is passed. 

The first platform may obtain the call-back address corresponding to the second platform 

from the access configuration file of the second platform. 

At Step S3, after an authorization operation of a user in the authorization page is 

detected, a preset authorization code is added into the call-back address, and the 

authorization page jumps to a page corresponding to the call-back address. 

The authorization page may include an "authorize" or "cancel" button. If the user 

selects "cancel", the page jumps to a page corresponding to the call-back address, and error 

information is returned at the same time. For example, error information of 

“error=access_denied, error_description=authorize%20reject“ is returned. 
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If the user selects "authorize", the first platform may add an Authorization Code and 

other parameters, such as a state parameter and an app_id, etc., into a page request 

corresponding to the call-back address, and the page jumps to a page corresponding to the 

call-back address, to return the authorization code and other parameters to the second 

platform. 

It should be noted that an authorization code in each user authorization is different. 

The authorization code can be used only once and has a validity period, and may be 

automatically expired if not used within the validity period. For example, if the validity 

period is one day and the authorization code is not used within that one day, the 

authorization code is expired automatically. 

At Step S4, when a token request sent by the second platform is received, a 

corresponding authorization token is returned to the second platform responsive to the 

token request, where the token request includes the authorization code. 

The authorization token (access_token) is a token used by the second platform to send 

a verification request (a user-related operation) on behalf of a resource owner (the user). 

The authorization token is a parameter that needs to be transmitted when the second 

platform calls the API interface of the first platform. 

In a specific implementation, after obtaining the authorization code, the second 

platform may generate a token request using the authorization code, and send the token 

request to the first platform to request the first platform to return an authorization token. In 

addition to the authorization code, the token request may further include AppSecret that is 

allocated by the first platform when the second platform accesses the first platform. The 

second platform then obtains the authorization token using an Http Post method, and 

obtains a returned value of the authorization token, which is returned in a json format. 
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Apparently, the second platform may obtain the authorization token in other alternative 

methods. For example, the second platform may call an authorization token exchange API to 

obtain the authorization token, which is not limited in the embodiments of the present 

application. 

It should be noted that the authorization token may include information such as a 

functional scope, a time duration, and other attributes of an associated permission. When 

the authorization token exceeds the time duration, a refresh token may be used to generate 

a new authorization token for continuous use. The refresh token may be used repeatedly 

until an expiration time thereof is reached. After the refresh token is expired, the user needs 

to be guided to perform a re-authorization. 

After obtaining the authorization token, the second platform may call the 

corresponding API interface. Specifically, the second platform may call the API interface by 

means of http calling or by https signature-free calling. 

At Sub-Step S12, the first platform receives the first request transmitted by the second 

platform via the API interface. 

When the second platform calls the API interface of the first platform, the first platform 

may receive the first request via a gateway of the first platform. In addition to the first 

identifier and a first service processing parameter needed for performing service processing, 

the first request may further include parameters such as an API interface name, a timestamp, 

AppKey obtained at the time when the second platform creates an application, and an API 

protocol version. 

At Step 102, a second identifier corresponding to the first identifier is obtained. 

In response to obtaining the first identifier according to the first request, the first 

platform may match the first identifier according to an association relationship between the 
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first identifier and a second identifier stored in an association database of the first platform, 

to obtain the second identifier corresponding to the first identifier. For example, a PID may 

be searched from data records stored in an association database of an account system in a 

third-party payment platform, to find a CID corresponding to the PID. 

At Step 103, a third identifier corresponding to the first request is obtained. 

In the embodiments of the present application, the third identifier is an account of a 

login user currently logging on to the first platform, i.e., a login account UserId used by the 

user to log on to the first platform, which is referred to as a user UID. 

In a preferred embodiment of the embodiments of the present application, Step 103 

may include the following sub-steps. 

At Sub-Step S21, an API interface corresponding to the authorization token is located. 

When the second platform calls the API interface corresponding to the first platform 

through the authorization token, parameter(s) transmitted by the second platform includes 

an API interface name. The first platform may locate the corresponding API interface 

according to the API interface name. 

At Sub-Step S22, a determination is made as to whether a parameter in the API 

interface includes a parameter of a special label, and the parameter including the special 

label is obtained as the third identifier if affirmative. 

A UID that identifies a user login account may be marked in advance in the first 

platform. A method of marking may include adding a special label to the UID. After the 

gateway of the first platform locates the API interface, a parameter with a special label is 

recognized from among the parameter(s) of the API interface, and a determination may be 

made that the parameter that includes the special label is the third identifier UID. 

In a specific implementation, after determining that a third identifier exists in the 
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currently called API interface, the first platform may perform corresponding service 

processing on a first service processing parameter based on the third identifier, and obtain a 

first service processing result. Specifically, after determining that a third identifier exists in 

the currently called API interface, the gateway of the first platform stores the third identifier 

in an interface calling context, and sends a first service processing parameter to a service 

system of the first platform. After receiving the first service processing parameter, the 

service system obtains the third identifier corresponding to the first service processing 

parameter from the interface calling context, to determine a specific user for whom service 

processing needs to be performed. The service system then performs service processing 

(e.g., obtaining user information such as a user address) on the first service processing 

parameter based on the third identifier to obtain a first service processing result, and 

returns the first service processing result to the gateway. The first service processing result 

also includes the third identifier for notifying the gateway about which user the current 

service processing result is specific to. 

At Step 104, the third identifier is encrypted using the second identifier to obtain a 

fourth identifier, and the fourth identifier is returned to the second platform. 

In a specific implementation, in order to ensure the security of user information, a user 

account that is returned by the first platform to the second platform for identifying a current 

user is encrypted account information. In the embodiments of the present application, after 

obtaining the first service processing result from the service system, the gateway of the first 

platform may obtain the third identifier corresponding to the first service processing result, 

and use the second identifier as one of encryption factors to encrypt the third identifier. 

In a preferred embodiment of the embodiments of the present application, Step 104 

may include the following sub-steps. 
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At Sub-Step S31, an encryption key is obtained. 

An encryption key for encrypting the third identifier may be configured in advance in 

the first platform, and the encryption key may be stored in a key management system of the 

first platform. When the gateway of the first platform needs to encrypt the third identifier, 

the corresponding encryption key is obtained from the key management system to serve as 

one of the encryption factors. 

At Sub-Step S32, the third identifier is encrypted using the encryption key and the 

second identifier to obtain the fourth identifier. 

After the first platform obtains two encryption factors (which are the encryption key 

and the second identifier), the third identifier may be encrypted using these two encryption 

factors. In an implementation, the first platform may encrypt the third identifier using a 

Triple Data Encryption Algorithm (3DES). 3DES is also referred to as Triple DES, and is a mode 

of DES encryption algorithm, which encrypts data three times using three 56-bit keys. 

The first platform may obtain the fourth identifier by encrypting the third identifier 

with the encryption key and the second identifier, and return the first service processing 

result and the corresponding fourth identifier to the second platform. The fourth identifier is 

a sequence number that is returned from the first platform to the second platform and is 

used for identifying the user. The fourth identifier may be represented as OpenID. 

As a second identifier is introduced in the process of encryption to serve as one of the 

encryption factors according to the embodiments of the present application, a fourth 

identifier OpenID that is returned to the second platform will be different for a different 

second identifier. For example, when an external application platform has multiple legal 

entities (for example, there are two legal entities: a corporation 1 and a corporation 2), a 

third-party payment platform may generate a different CID (for example, a CID1 corresponds 
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to the corporation 1, and a CID2 corresponds to the corporation 2) for each legal entity 

authenticated by the first platform. If the external application platform signs with the 

third-party payment platform in the name of the corporation 1, the third-party payment 

platform encrypts a UID for the CID1 to obtain an OpenID1. If the external application 

platform signs with the third-party payment platform in the name of the corporation 2, the 

third-party payment platform encrypts the UID for the CID2 to obtain an OpenID2. 

In the embodiments of the present application, after a first request and/or a second 

request is received, a second identifier corresponding to a first identifier is obtained 

according to the first identifier included in the first request and/or the second request, and 

the second identifier is used as a factor for encryption and decryption. The second identifier 

is a sequence number used for identifying an identity of a second platform in a first platform. 

In other words, in the embodiments of the present application, the second identifier is used 

as an encryption factor to encrypt a third identifier. A fourth identifier so obtained is 

different for a different identity of the second platform. Accordingly, fourth identifiers 

returned by the first platform to different second platforms are different, thus effectively 

isolating user identities returned to the second platforms after these different second 

platforms perform a service for the same third identifier. 

Furthermore, in the embodiments of the present application, different fourth 

identifiers are returned for different subjects of authentication, thus effectively solving the 

difficulty of recognizing the same returned user identity in a situation where a single second 

platform has multiple identities. 

FIG. 2 shows a flowchart of a second method for identifying a user identity according to 

the present application, which may specifically include the following steps. 

At Step 201, a first platform receives a second request sent by a second platform, the 
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second request including a first identifier and a fourth identifier. 

In a specific implementation, after the second platform obtains authorization from the 

first platform, the first platform may record the authorization, and does not need to perform 

the authorization again. When the second platform requests the first platform to perform 

service processing again based on the user authorization, the second platform may generate 

a second request, and transmit the second request into the first platform through the 

foregoing API interface. The second request may include a first identifier, a fourth identifier, 

a second service processing parameter, etc. 

In the embodiments of the present application, the first identifier is a sequence number 

that is allocated to the second platform by the first platform and used for identifying the 

second platform after the second platform accesses the first platform. For example, if the 

second platform is an external application platform, an identity of the second platform may 

be a corporation of the external application platform. When the external application 

platform uses corporation information (e.g., a business license number) of the corporation 

as a supporting means and requests to sign an agreement with a third-party payment 

platform (i.e., the external application platform requests to access the third-party payment 

platform using the corporation information of the corporation as a supporting means), the 

third-party payment platform generates a signed order accordingly, and audits the signed 

order. If the audit is passed, the third-party payment platform generates a first identifier PID 

(partnerID) for identifying a signing subject (i.e., the corporation information of the 

corporation, such as the business license number), and returns the PID to the external 

application platform. 

It should be noted that the first platform may further allocate a second identifier to the 

second platform of the first platform successfully performs a real-name authentication on 
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the second platform. The second identifier is a sequence number for a user to identify an 

identity of the second platform in the first platform. Generally, the second identifier is 

related to an identity document of the second platform, for example, the second identifier is 

related to the business license number of the corporation corresponding to the second 

platform. The second identifier may be represented as a CID (Customer ID) or Merchant ID. 

An association relationship between the first identifier and the second identifier may 

be generated in the first platform, and the association relationship is stored in an association 

database of the first platform. 

The fourth identifier (OpenID) is a sequence number that is returned to the second 

platform by the first platform and is used for identifying a login user currently logging on to 

the first platform. The fourth identifier is a user identifier in a form of a ciphertext. 

At Step 202, a second identifier corresponding to the first identifier is obtained, the 

second identifier being a sequence number for identifying an identity of the second platform 

in the first platform. 

After obtaining the first identifier according to the second request, the first platform 

may obtain a second identifier corresponding to the first identifier according to an 

association relationship between the first identifier and the second identifier stored in an 

association database. For example, a PID may be searched from data records stored in an 

association database of an account system in a third-party payment platform to find a CID 

corresponding to the PID. 

At Step 203, the fourth identifier is decrypted using the second identifier to obtain a 

third identifier, the third identifier being an account of a login user currently logging on to 

the first platform. 

After obtaining the second identifier and the fourth identifier, the first platform may 



 

22 
 

decrypt the fourth identifier using the second identifier. In a preferred embodiment of the 

present application, Step 203 may include the following sub-steps. 

At Sub-Step S41, a decryption key is obtained. 

An encryption key for encrypting the third identifier and a corresponding decryption 

key may be configured in advance in the first platform. Furthermore, the encryption key and 

the decryption key may be stored in a key management system of the first platform. When a 

gateway of the first platform needs to decrypt the fourth identifier, the corresponding 

decryption key is obtained from the key management system to serve as one of a number of 

decryption factors. 

It should be noted that the encryption key and the corresponding decryption key may 

be the same key if the present application employs a symmetric encryption and decryption 

algorithm. 

At Sub-Step S42, the fourth identifier is decrypted using the decryption key and the 

second identifier to obtain the third identifier. 

After obtaining two decryption factors (i.e., the decryption key and the second 

identifier), the first platform may decrypt the fourth identifier using the decryption key and 

the second identifier to obtain the third identifier. In an implementation, if the first platform 

performs encryption using 3DES, the first platform may perform decryption using the 3DES 

because the 3DES is a symmetric key encryption algorithm. 

After the fourth identifier is decrypted, an original second identifier and an original 

third identifier are obtained. If the original second identifier is the same as the second 

identifier in the ciphertext, the decryption is successful. Otherwise, the decryption fails. 

If the decryption is successful, the first platform may add a special label into the third 

identifier, store the third identifier (into which the special label is added) in an interface 
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calling context, and forward a second service processing parameter to a service system of 

the first platform. After receiving the second service processing parameter, the service 

system obtains the third identifier from the interface calling context, performs 

corresponding service processing on the second service processing parameter based on the 

third identifier to obtain a second service processing result, and returns the second service 

processing result to the gateway of the first platform. The second service processing result 

includes the third identifier. 

In response to receiving the second service processing result, the gateway encrypts the 

third identifier using the second identifier to obtain the fourth identifier, and returns the 

fourth identifier and the second service processing result to the second platform. The 

second platform determines the second service processing result corresponds to a 

processing result of which user according to the fourth identifier. 

In the embodiments of the present application, the fourth identifier is decrypted using 

symmetric decryption, and the fourth identifier is decrypted based on the second identifier, 

thus improving the security of user information. 

Because of the basic similarities with respect to the method embodiment in FIG. 1, the 

description of the method embodiment in FIG. 2 is relatively simple. Reference may be made 

to related portions of the description of the method embodiment for details. 

In order to enable one skilled in the art to understand the embodiments of the present 

application in a better manner, the embodiments of the present application are described 

using an example hereinafter. In the example, the first platform is a third-party payment 

platform, and the second platform is an external application platform. The third-party 

payment platform may include a gateway, a key management system, an account system, 

and a service system. The example may include the following steps. 
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At S1, the external application platform requests an authorization from the third-party 

payment platform. 

At S2, the third-party payment platform authorizes the external application platform, 

and the external application platform obtains an authorization token. 

At S3, the external application platform sends a first request to the gateway, the first 

request including the authorization token, a first identifier PID and a first service processing 

parameter. 

At S4, the gateway locates a corresponding API interface according to the authorization 

token, and obtains a parameter including a special label in the API interface to serve as a 

third identifier UID. 

At S5, the gateway stores the third identifier UID in an interface calling context, and 

sends the first service processing parameter to the service system, where the interface 

calling context is an interface between the service system and the gateway. 

At S6, after receiving the first service processing parameter, the service system obtains 

the UID from the interface calling context, obtains data corresponding to the UID from the 

service system, and performs service processing on the first service processing parameter to 

obtain a first service processing result. 

At S7, the service system returns the first service processing result to the gateway, the 

first service processing result including the third identifier UID. 

At S8, after recognizing the third identifier in the first service processing result, the 

gateway obtains a second identifier CID corresponding to the PID from a mapping 

relationship stored in the account system, where the account system stores mapping 

relationships between PIDs and CIDs. 

At S9, the gateway obtains an encryption key from the key management system. 
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At S10, the gateway encrypts the UID using the encryption key and the CID to obtain a 

fourth identifier OpenID. 

At S11, the gateway returns the first service processing result including the OpenID to 

the external application platform. 

At S12, the external application platform maps the OpenID to an account system 

thereof. 

At S13, the external application platform sends a second request to the gateway, the 

first request including the OpenID, the PID and a second service processing parameter. 

At S14, the gateway obtains the CID corresponding to the PID from the mapping 

relationship stored in the account system, and obtains a decryption key corresponding to the 

encryption key from the key management system. 

At S15, The gateway decrypts the PID using the decryption key and the CID to obtain 

the UID. 

At S16, the gateway stores the UID in the interface calling context, and sends the 

second service processing parameter to the service system. 

At S17, after receiving the second service processing parameter, the service system 

obtains the UID from the interface calling context, and performs service processing on the 

second service processing parameter based on the UID to obtain a second service processing 

result. 

At S18, the service system returns the second service processing result to the gateway, 

the second service processing result including the third identifier UID. 

At S19, after recognizing the UID in the second service processing result, the gateway 

obtains the second identifier CID corresponding to the PID from the mapping relationship 

stored in the account system. 
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At S20, the gateway encrypts the UID using the encryption key and the CID to obtain 

the OpenID. 

At S21, the gateway returns the second service processing result including the OpenID 

to the external application platform. 

For the sake of description, it should be noted that the method embodiments are 

expressed as combinations of a series of actions. However, one skilled in the art should 

understand that the embodiments of the present application are not limited by the 

described orders of actions, because some steps may be performed in a different order or in 

parallel according to the embodiments of the present application. Besides, one skilled in the 

art should also understand that the embodiments described in the specification all belong to 

preferred embodiments, and the actions involved may not be essential for the embodiments 

of the present application. 

FIG. 3 shows a structural block diagram of a first exemplary apparatus for identifying a 

user identity according to the present application, which may specifically include the 

following modules. 

A first request receiving module 301 is configured to receive a first request sent by a 

second platform, the first request including a first identifier, and the first identifier being a 

sequence number allocated to the second platform by the first platform and used for 

identifying the second platform after the second platform accesses the first platform. 

A second identifier acquisition module 302 is configured to obtain a second identifier 

corresponding to the first identifier, the second identifier being a sequence number used for 

identifying an identity of the second platform in the first platform. 

A third identifier acquisition module 303 is configured to obtain a third identifier 

corresponding to the first request, the third identifier being an account of a login user 
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currently logging on to the first platform. 

An encryption module 304 is configured to encrypt the third identifier using the second 

identifier to obtain a fourth identifier, the fourth identifier being a sequence number that is 

returned to the second platform by the first platform and is used for identifying the user. 

An identifier returning module 305 is configured to return the fourth identifier to the 

second platform. 

In a preferred embodiment of the present application, the first request may further 

include a first service processing parameter, and the apparatus may further include a first 

service processing module configured to perform corresponding service processing on the 

first service processing parameter based on the third identifier to obtain a first service 

processing result. 

In a preferred embodiment of the present application, the apparatus may further 

include a first result returning module configured to return the first service processing result 

at the same time when the fourth identifier is returned to the second platform. 

In a preferred embodiment of the present application, the apparatus may further 

include an authorization page presentation module configured to present an authorization 

page; a call-back address acquisition module configured to obtain a call-back address 

corresponding to the second platform; an authorization code adding module configured to 

add an authorization code to the call-back address and jump to a page corresponding to the 

call-back address after an authorization operation of a user in the authorization page is 

detected; and an authorization module configured to return a corresponding authorization 

token to the second platform responsive to the token request when a token request sent by 

the second platform is received, where the token request includes an authorization code. 

In a preferred embodiment of the present application, the first request receiving 
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module 301 may include an interface calling sub-module configured to detect that the 

second platform calls a corresponding API interface in the first platform using the 

authorization token; and a request receiving sub-module configured to receive the first 

request that is transmitted from the second platform through the API interface. 

In a preferred embodiment of the present application, the third identifier includes a 

special label. The third identifier acquisition module 303 may include an interface 

positioning sub-module configured to locate an API interface corresponding to the 

authorization token; an interface determination sub-module configured to check whether 

parameters in the API interface include a parameter of the special label; and an identifier 

obtaining sub-module configured to obtain the parameter including the special label as the 

third identifier in response to the parameters in the API interface including the parameter of 

the special label. 

In a preferred embodiment of the present application, the second identifier acquisition 

module 302 may include an association database obtaining sub-module configured to obtain 

an association database, the association database including an association relationship 

between the first identifier and the second identifier; a matching sub-module configured to 

match the first identifier in the association database; and a second identifier obtaining 

sub-module configured to obtain the second identifier that matches the first identifier. 

In a preferred embodiment of the present application, the encryption module 304 

includes a key acquisition sub-module configured to obtain an encryption key; and an 

encryption sub-module configured to encrypt the third identifier using the encryption key 

and the second identifier to obtain the fourth identifier. 

Since the apparatus embodiment in FIG. 3 is basically similar to the method 

embodiment in FIG. 1, the description thereof is relatively simple. Reference may be made 
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to related portions in the description of the method embodiment for details. 

FIG. 4 shows a structural block diagram of a second exemplary apparatus for identifying 

a user identity according to the present application, which may specifically include the 

following modules. 

A second request receiving module 401 is configured to receive a second request sent 

by a second platform, the second request including a first identifier and a fourth identifier, 

wherein the first identifier is a sequence number allocated to the second platform by the 

first platform and is used for identifying the second platform after the second platform 

accesses the first platform, and the fourth identifier is a sequence number returned to the 

second platform by the first platform and is used for identifying a user. 

A second identifier acquisition module 402 is configured to obtain a second identifier 

corresponding to the first identifier, the second identifier being a sequence number used for 

identifying an identity of the second platform in the first platform. 

A decryption module 403 is configured to decrypt the fourth identifier using the second 

identifier, to obtain a third identifier, the third identifier being a login account of the user 

currently logging on to the first platform. 

In a preferred embodiment of the present application, the second request may further 

include a second service processing parameter, and the apparatus may further include a 

second result obtaining module configured to perform corresponding service processing on 

the second service processing parameter based on the third identifier to obtain a second 

service processing result; an encryption module configured to encrypt the third identifier 

using the second identifier to obtain the fourth identifier; and a result sending module 

configured to return the fourth identifier and the second service processing result to the 

second platform. 
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In a preferred embodiment of the present application, the decryption module 403 

includes a key acquisition sub-module configured to obtain a decryption key; and a 

decryption sub-module configured to decrypt the fourth identifier using the decryption key 

and the second identifier to obtain the third identifier. 

In a preferred embodiment of the present application, the apparatus further includes a 

label adding module configured to add a special label into the third identifier. 

Since the apparatus embodiment in FIG. 4 is basically similar to the method 

embodiment in FIG. 2, the description thereof is relatively simple. Reference may be made 

to related portions in the description of the method embodiment for details. 

The embodiments in the specification are described in a progressive manner. The 

description of each embodiment put emphases differently from those of other 

embodiments. Details of the same or similar parts of the embodiments may be referenced 

to one another. 

One skilled in the art should understand that an embodiment of the present application 

may be provided as a method, an apparatus or a computer program product. Therefore, the 

embodiment of the present application may adopt a form of a complete hardware 

embodiment, a complete software embodiment or an embodiment of a combination of 

software and hardware. Moreover, the embodiment of the present application may adopt a 

form of a computer program product implemented on one or more computer useable 

storage media (including, but not limited to, a magnetic disk memory, a CD-ROM, an optical 

memory, and so on) including computer usable program code. 

In a typical configuration, a computing device includes one or more processors (CPU), 

an input/output interface, a network interface, and memory. The memory may include a 

form of computer readable media such as a volatile memory, a random access memory 
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(RAM) and/or a non-volatile memory, for example, a read-only memory (ROM) or a flash 

RAM. The memory is an example of a computer readable media. The computer readable 

media may include a volatile or non-volatile type, a removable or non-removable media, 

which may achieve storage of information using any method or technology.  The 

information may include a computer-readable instruction, a data structure, a program 

module or other data. Examples of computer storage media include, but not limited to, 

phase-change memory (PRAM), static random access memory (SRAM), dynamic random 

access memory (DRAM), other types of random-access memory (RAM), read-only memory 

(ROM), electronically erasable programmable read-only memory (EEPROM), quick flash 

memory or other internal storage technology, compact disk read-only memory (CD-ROM), 

digital versatile disc (DVD) or other optical storage, magnetic cassette tape, magnetic disk 

storage or other magnetic storage devices, or any other non-transmission media, which may 

be used to store information that may be accessed by a computing device. As defined herein, 

the computer readable media does not include transitory media, such as modulated data 

signals and carrier waves. 

The embodiments of the present application are described with reference to flowcharts 

and/or block diagrams of the methods, terminal devices (systems), and computer program 

products according to the embodiments of the present disclosure. It should be understood 

that computer program instructions may be used to implement each process and/or block in 

the flowcharts and/or block diagrams and a combination of process(es) and/or block(s) in 

the flowcharts and/or the block diagrams. These computer program instructions may be 

provided to a general-purpose computer, a special-purpose computer, an embedded 

processor, or a processor of another programmable data processing terminal device to 

generate a machine, so that the instructions executed by a computer or a processor of 
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another programmable data processing terminal device generate an apparatus for 

implementing function(s) specified in one or more processes in the flowcharts and/or in one 

or more blocks in the block diagrams. 

These computer program instructions may also be stored in a computer readable 

storage device that can instruct a computer or another programmable data processing 

terminal device to perform operations in a particular manner, such that the instructions 

stored in the computer readable storage device generate an article of manufacture that 

includes an instruction apparatus. The instruction apparatus implements function(s) that 

is/are specified in one or more processes in the flowcharts and/or in one or more blocks in 

the block diagrams. 

These computer program instructions may also be loaded onto a computer or another 

programmable data processing terminal device, such that a series of operations are 

performed on the computer or the other programmable terminal device, thereby generating 

computer-implemented processing. Therefore, the instructions executed on the computer or 

the other programmable terminal device provide a procedure for implementing function(s) 

specified in one or more processes in the flowcharts and/or in one or more blocks in the 

block diagrams. 

Although preferred embodiments of the present application have been described, one 

skilled in the art can made other variations and modifications to the embodiments upon 

understanding the basic creative concepts. Therefore, the appended claims are intended to 

include the preferred embodiments and all these variations and modifications that fall 

within the scope of the embodiments of the present application. 

Finally, it should also be noted that relational terms such as "first" and "second" herein 

are merely used to distinguish one entity or operation from another entity or operation, but 
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do not necessarily require or imply any such relationship or order among these entities or 

operations in practice. Moreover, terms "include", "comprise", or any variants thereof are 

intended to cover a non-exclusive inclusion, such that a process, method, product or 

terminal device that includes a series of elements not only includes such elements but also 

includes other elements not specified expressly, or may further include inherent elements of 

the process, method, product, or terminal device. Without further restrictions, an element 

defined by a phrase "include a/an…" does not exclude other same elements to exist in a 

process, method, product, or terminal device that includes the element. 

The methods and apparatuses for identifying a user identity according to the present 

application are described in detail above. The principles and implementations of the present 

application are described herein using specific examples. The description of the 

embodiments is merely provided to facilitate understanding of the methods and core ideas 

of the present application. At the same time, one of ordinary skill in the art can make 

variations to specific implementations and scopes of application according to the ideas of 

the present application. In summary, the content of the specification shall not be construed 

as limitations to the present application. 
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Claims 

1. A method for identifying a user identity, comprising: 

receiving, by a first platform, a first request sent by a second platform, the first request 

comprising a first identifier, and the first identifier being a sequence number used for 

identifying the second platform and allocated to the second platform by the first platform 

after the second platform accesses the first platform; 

obtaining a second identifier corresponding to the first identifier, the second identifier 

being a sequence number used for identifying an identity of the second platform in the first 

platform; 

obtaining a third identifier corresponding to the first request, the third identifier being 

an account of a login user currently logging on to the first platform; 

encrypting the third identifier using the second identifier to obtain a fourth identifier, 

the fourth identifier being a sequence number returned to the second platform by the first 

platform and used for identifying the login user; and 

returning the fourth identifier to the second platform. 

 

2. The method of claim 1, wherein the first request further comprises a first service 

processing parameter, and prior to encrypting the third identifier using the second identifier 

to obtain the fourth identifier, the method further comprises performing corresponding 

service processing on the first service processing parameter based on the third identifier, to 

obtain a first service processing result. 

 

3. The method of claim 2, further comprising returning the first service processing 

result when the fourth identifier is returned to the second platform. 
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4. The method of claim 1, wherein, prior to receiving, by the first platform, the first 

request sent by the second platform, the method further comprises: 

presenting an authorization page; 

obtaining a call-back address corresponding to the second platform; 

in response to detecting an authorization operation of a user in the authorization page, 

adding a preset authorization code to the call-back address, and jumping to a page 

corresponding to the call-back address; and 

returning a corresponding authorization token to the second platform responsive to the 

token request, upon receiving a token request sent by the second platform, wherein the 

token request comprises an authorization code. 

 

5. The method of claim 4, wherein receiving, by the first platform, the first request sent 

by the second platform comprises: 

detecting, by the first platform, that the second platform calls a corresponding API 

interface in the first platform using the authorization token; and 

receiving, by the first platform, the first request transmitted by the second platform 

through the API interface. 

 

6. The method of claim 4 or 5, wherein the third identifier comprises a special label, 

and obtaining the third identifier corresponding to the first request comprises: 

locating the API interface corresponding to the authorization token; 

checking whether parameters in the API interface comprise a parameter that includes 

the special label; and 

obtaining the parameter that includes the special label as the third identifier if 

affirmative. 
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7. The method of claim 1, wherein obtaining the second identifier corresponding to the 

first identifier comprises: 

obtaining an association database, the association database comprising an association 

relationship between the first identifier and the second identifier; 

matching the first identifier in the association database; and 

obtaining the second identifier that matches the first identifier. 

 

8. The method of claim 1, wherein encrypting the third identifier using the second 

identifier to obtain the fourth identifier comprises: 

obtaining an encryption key; and 

encrypting the third identifier using the encryption key and the second identifier to 

obtain the fourth identifier. 

 

9. A method for identifying a user identity, comprising: 

receiving, by a first platform, a second request sent by a second platform, the second 

request comprising a first identifier and a fourth identifier, wherein the first identifier is a 

sequence number used for identifying the second platform and allocated to the second 

platform by the first platform after the second platform accesses the first platform, and the 

fourth identifier is a sequence number that is returned to the second platform by the first 

platform and is used for identifying a login user currently logging on to the first platform; 

obtaining a second identifier corresponding to the first identifier, the second identifier 

being a sequence number for identifying an identity of the second platform in the first 

platform; and 

decrypting the fourth identifier using the second identifier to obtain a third identifier, 
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the third identifier being an account of the login user currently logging on to the first 

platform. 

 

10. The method of claim 9, wherein the second request further comprises a second 

service processing parameter, and after decrypting the fourth identifier using the second 

identifier to obtain the third identifier, the method further comprises: 

performing corresponding service processing on the second service processing 

parameter based on the third identifier to obtain a second service processing result; 

encrypting the third identifier using the second identifier to obtain the fourth identifier; 

and 

returning the fourth identifier and the second service processing result to the second 

platform. 

 

11. The method of claim 9, wherein decrypting the fourth identifier using the second 

identifier to obtain the third identifier comprises: 

obtaining a decryption key; and 

decrypting the fourth identifier using the decryption key and the second identifier to 

obtain the third identifier. 

 

12. The method of any one of claims 9-11, wherein the method further comprises 

adding a special label to the third identifier after decrypting the fourth identifier using the 

second identifier to obtain the third identifier. 
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13. An apparatus for identifying a user identity, comprising: 

a first request receiving module configured to receive a first request sent by a second 

platform, the first request comprising a first identifier, the first identifier being a sequence 

number used for identifying the second platform and allocated to the second platform by 

the first platform after the second platform accesses the first platform; 

a second identifier acquisition module configured to obtain a second identifier 

corresponding to the first identifier, the second identifier being a sequence number for 

identifying an identity of the second platform in the first platform; 

a third identifier acquisition module configured to obtain a third identifier 

corresponding to the first request, the third identifier being an account of a login user 

currently logging on to the first platform; 

an encryption module configured to encrypt the third identifier using the second 

identifier to obtain a fourth identifier, the fourth identifier being a sequence number 

returned to the second platform by the first platform and used for identifying the user; and 

an identifier returning module configured to return the fourth identifier to the second 

platform. 

 

14. The apparatus of claim 13, wherein the first request further comprises a first service 

processing parameter, and the apparatus further comprises a first service processing module 

configured to perform corresponding service processing on the first service processing 

parameter based on the third identifier to obtain a first service processing result. 
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15. The apparatus of claim 14, further comprising a first result returning module 

configured to return the first service processing result when the fourth identifier is returned 

to the second platform. 

 

16. The apparatus of claim 13, further comprising: 

an authorization page presentation module configured to present an authorization 

page; 

a call-back address acquisition module configured to obtain a call-back address 

corresponding to the second platform; 

an authorization code adding module configured to add a preset authorization code to 

the call-back address and jump to a page corresponding to the call-back address after an 

authorization operation of a user in the authorization page is detected; and 

an authorization module configured to return a corresponding authorization token to 

the second platform for the token request, after a token request sent by the second platform 

is received, wherein the token request comprises an authorization code. 

 

17. The apparatus of claim 16, wherein the first request receiving module comprises: 

an interface calling sub-module configured to detect that the second platform calls a 

corresponding API interface in the first platform using the authorization token; and 

a request receiving sub-module configured to receive the first request transmitted by 

the second platform through the API interface. 
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18. The apparatus of claim 16 or 17, wherein the third identifier comprises a special 

label, and the third identifier acquisition module comprises: 

an interface positioning sub-module configured to locate the API interface 

corresponding to the authorization token; 

an interface determination sub-module configured to check whether parameters in the 

API interface comprise a parameter that includes the special label; and 

an identifier obtaining sub-module configured to obtain parameter that includes the 

special label as the third identifier, in response to the parameters in the API interface 

comprising the parameter that includes the special label. 

 

19. The method of claim 13, wherein the second identifier acquisition module 

comprises: 

an association database obtaining sub-module configured to obtain an association 

database, the association database comprising an association relationship between the first 

identifier and the second identifier; 

a matching sub-module configured to match the first identifier in the association 

database; and 

a second identifier obtaining sub-module configured to obtain the second identifier 

matching the first identifier. 

 

20. The apparatus of claim 13, wherein the encryption module comprises: 

a key acquisition sub-module configured to obtain an encryption key; and 

an encryption sub-module configured to encrypt the third identifier using the 

encryption key and the second identifier to obtain the fourth identifier.  
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21. An apparatus for identifying a user identity, comprising: 

a second request receiving module configured to receive a second request sent by a 

second platform, the second request comprising a first identifier and a fourth identifier, 

wherein the first identifier is a sequence number used for identifying the second platform 

and allocated to the second platform by the first platform after the second platform 

accesses the first platform, and the fourth identifier is a sequence number that is returned 

to the second platform by the first platform and used for identifying the user; 

a second identifier acquisition module configured to obtain a second identifier 

corresponding to the first identifier, the second identifier being a sequence number used for 

identifying an identity of the second platform in the first platform; and 

a decryption module configured to decrypt the fourth identifier using the second 

identifier to obtain a third identifier, the third identifier being an account of the login user 

currently logging on to the first platform. 

 

22. The apparatus of claim 21, wherein the second request further comprises a second 

service processing parameter, and the apparatus further comprises: 

a second result obtaining module configured to perform corresponding service 

processing on the second service processing parameter based on the third identifier to 

obtain a second service processing result; 

an encryption module configured to encrypt the third identifier using the second 

identifier to obtain the fourth identifier; and 

a result sending module configured to return the fourth identifier and the second 

service processing result to the second platform. 
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23. The apparatus of claim 21, wherein the decryption module comprises: 

a key acquisition sub-module configured to obtain a decryption key; and 

a decryption sub-module configured to decrypt the fourth identifier using the 

decryption key and the second identifier to obtain the third identifier. 

 

24. The apparatus of any one of claims 21-23, wherein the apparatus further comprises 

a label adding module configured to add a special label to the third identifier. 

  




