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FIG. 1 

FIG. 2 

receiving identity information sent from a user, and authenticating the identity information 

generating first authentication data according to the authentication result, where the first 

authentication data includes the authentication result, an institution identifier of an institution 

that generates the authentication result, and an identity identifier of the user 

storing the first authentication data to a blockchain node of a blockchain network 

structure of authentication data 

digital signature of institution digital signature of user 

public key of institution public key of user 

authentication result 
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FIG. 3 

receiving an authentication request sent from a user, where the authentication request includes 

an identity identifier of the user 

acquiring authentication data associated with the identity identifier from a blockchain 

network, where a blockchain node of the blockchain network stores a mapping relationship 

between identity identifiers and authentication data 

performing identity authentication on the user according to the authentication data 
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FIG. 5 

FIG. 4 

generating authentication data according to the authentication result, where the authentication 

data includes the identity identifier of the user, an institution identifier of an institution that 

generates the authentication result, and the authentication result, and the authentication result 

includes authentication being successful/authentication being failed 

storing the authentication data to the blockchain node of the blockchain network 

acquiring, according to the service type of the service requested by the user, identity 

feature information of the user associated with the service type from an identity 

information management server 

generating authentication data according to the authentication result and the identity feature 

information, where the authentication data includes the identity identifier of the user, an 

institution identifier of an institution that generates the authentication result, an authentication 

event of authenticating the identity feature information, and the authentication result, and the 

authentication result includes authentication being successful/authentication being failed 

storing the authentication data to a blockchain node of the blockchain network 



 

 

 

4/5 

 

 

  

FIG. 7 

FIG. 6 
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