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SERVICE PROCESSING METHOD AND APPARATUS 

[0001] The present application claims priority to Chinese Patent 

Application No. 201510732329.1, filed with the Chinese Patent Office on 

November 2, 2015 and entitled "SERVICE PROCESSING METHOD 

AND APPARATUS", which is incorporated herein by reference in its 5 

entirety. 

TECHNICAL FIELD 

[0002] The present application relates to the field of Internet 

technologies, and in particular, to a service processing method and 

apparatus. 10 

BACKGROUND 

[0003] With the development of Internet information technologies, it is 

increasingly common to provide users with business services over the 

Internet. There are also more business service scenarios. A network 

business service can bring convenience to the users along with certain 15 

risks. To ensure that the network business service can be effectively 

provided, risk-monitoring systems are configured to perform risk 

identification upon users’ service processing requests. 

[0004] With increasing complexity of risks and service scenarios that 

require risk monitoring using risk monitoring systems, higher risk 20 

monitoring requirements and time-effectiveness are demanded. There are 

more rule models for risk identification with higher calculation 

complexity. Consequently, system resource and computational time 
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consumption for the risk monitoring system increase significantly. 

[0005] As such, a more suitable risk monitoring method is needed to 

improve risk analysis performance and reduce system resource 

consumption. 

SUMMARY 5 

[0006] Embodiments of the present application provide a service 

processing method and apparatus to reduce system resource consumption 

and improve risk identification performance. 

[0007] An embodiment of the present application provides a service 

processing method, including: 10 

after a service processing request of a user is received, 

performing fast risk identification on the service processing request based 

on an identification algorithm of a fast risk identification layer; 

after the fast risk identification is performed, if it cannot be 

determined whether the service processing request is risky, performing 15 

deep risk identification on the service processing request based on an 

identification algorithm of a deep risk identification layer, where a data 

volume used for the deep risk identification is greater than a data volume 

used for the fast risk identification, where duration of the deep risk 

identification is greater than duration of the fast risk identification; and 20 

processing the service processing request based on a result of 

the deep risk identification. 

[0008] Optionally, the performing fast risk identification on the service 

processing request based on an identification algorithm of a fast risk 

identification layer includes: 25 

determining, based on user data included in the service 

processing request, whether the user data is user data included in a 



 

3 

pre-stored trusted user list or risky user list; and 

if the user data is the user data included in the trusted user list, 

determining that the service processing request is safe; or if the user data 

is the user data included in the risky user list, determining that the service 

processing request is risky. 5 

[0009] Optionally, if the user data is neither the user data included in 

the pre-stored trusted user list, nor the user data included in the pre-stored 

risky user list, the performing fast risk identification on the service 

processing request based on an identification algorithm of a fast risk 

identification layer further includes: 10 

determining, based on the user data included in the service 

processing request, historical behavior data of the user, and a rule model 

used for user behavior profile comparison, whether current operation 

behavior of the user indicated by the service processing request matches 

historical habitual operation behavior of the user; and 15 

if yes, determining that the service processing request is safe; 

if not, determining that the service processing request is risky. 

[0010] Optionally, the performing deep risk identification on the 

service processing request based on an identification algorithm of a deep 

risk identification layer includes: 20 

selecting at least one risk theme from a plurality of 

predetermined risk themes based on a service processing type of the 

service processing request; 

selecting, for each selected risk theme based on service 

scenario information corresponding to the service processing request, a 25 

rule model used for second-level risk identification; and 

performing deep risk identification on the service processing 

request based on the selected rule model. 

[0011] Optionally, the method further includes: 
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performing comprehensive risk identification on the service 

processing request based on an identification algorithm of a 

comprehensive risk identification layer, where the comprehensive risk 

identification, the fast risk identification, and the deep risk identification 

are asynchronously performed. Data volume used for the comprehensive 5 

risk identification is greater than the data volume used for the fast risk 

identification and the data volume used for the deep risk identification, 

and duration of the comprehensive risk identification is greater than the 

duration of the fast risk identification and the duration of the deep risk 

identification; and 10 

updating one or more of the following information based on a 

result of the comprehensive risk identification: 

the predetermined trusted user list; 

the predetermined risky user list; 

the historical behavior data of the user; or 15 

the predetermined rule model. 

[0012] An embodiment of the present application provides a service 

processing apparatus, including: 

a first identification module, configured to: after a service 

processing request of a user is received, perform fast risk identification on 20 

the service processing request based on an identification algorithm of a 

fast risk identification layer; 

a second identification module, configured to: after the fast 

risk identification is performed, if it cannot be determined whether the 

service processing request is risky, perform deep risk identification on the 25 

service processing request based on an identification algorithm of a deep 

risk identification layer, where a data volume used for the deep risk 

identification is greater than a data volume used for the fast risk 

identification, and duration of the deep risk identification is greater than 
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duration of the fast risk identification; and 

a processing module, configured to process the service 

processing request based on a result of the deep risk identification. 

[0013] The previously described risk identification method and 

apparatus provide a solution for performing hierarchical risk 5 

identification on the service processing request of the user. At the fast risk 

identification layer, the identification is performed by using a relatively 

small amount of data and a short identification time. If it cannot be 

determined whether the service processing request is risky, the deep risk 

identification is performed by using more data and a longer time. A 10 

relatively obvious risky request or safe request can be quickly identified 

at the fast risk identification layer by using a small amount of data. 

Therefore, compared with direct execution of a complex risk 

identification algorithm, in the embodiments of the present application, 

identification efficiency can be improved, and system resource 15 

consumption can be reduced. In addition, relatively complex deep risk 

identification can be performed on a service processing request that 

cannot be easily identified, thereby ensuring risk identification accuracy. 

[0014] In addition, a preferred implementation of the present 

application further provides a method of performing comprehensive risk 20 

identification based on an identification algorithm of a comprehensive 

risk identification layer. The comprehensive risk identification, the fast 

risk identification, and the deep risk identification are asynchronously 

performed, so as to optimize an entire risk identification algorithm while 

ensuring smooth service processing. 25 

BRIEF DESCRIPTION OF DRAWINGS 

[0015] To describe the technical solutions in embodiments of the 
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present application more clearly, the following briefly introduces the 

accompanying drawings required for describing the embodiments. 

Apparently, the accompanying drawings in the following description 

show merely some embodiments of the present application, and a person 

of ordinary skill in the art can still derive other drawings from these 5 

accompanying drawings without creative efforts. 

[0016] FIG. 1 is a flowchart illustrating a service processing method, 

according to a first embodiment of the present application; 

[0017] FIG. 2 is a flowchart illustrating a risk identification method, 

according to a second embodiment of the present application; and 10 

[0018] FIG. 3 is a schematic structural diagram illustrating a risk 

identification apparatus, according to an embodiment of the present 

application. 

DESCRIPTION OF EMBODIMENTS 

[0019] In embodiments of the present application, hierarchical risk 15 

identification is performed on a service processing request of a user. At a 

fast risk identification layer, identification is performed by using a small 

amount of data and a short identification time. If it cannot be determined 

whether the service processing request is risky, deep risk identification is 

performed by using more data and a longer time. A relatively obvious 20 

risky request or safe request can be quickly identified at the fast risk 

identification layer by using a small amount of data. Compared with 

direct execution of a complex risk identification algorithm, in the 

embodiments of the present application, identification efficiency can be 

improved, and system resource consumption can be reduced. In addition, 25 

relatively complex deep risk identification can be performed on a service 

processing request that cannot be easily identified, thereby improving risk 
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identification accuracy. In addition, a preferred implementation of the 

present application further provides a method of performing 

comprehensive risk identification based on an identification algorithm of 

a comprehensive risk identification layer. The comprehensive risk 

identification, the fast risk identification, and the deep risk identification 5 

are asynchronously performed, so as to optimize an entire risk 

identification algorithm while ensuring smooth service processing. 

[0020] The following further describes the embodiments of the present 

application in detail with reference to accompanying drawings in the 

specification. 10 

Embodiment 1 

[0021] As shown in FIG. 1, FIG. 1 is a flowchart illustrating a service 

processing method, according to Embodiment 1 of the present application. 

The method includes the following steps. 

[0022] S101. After a service processing request of a user is received, 15 

perform fast risk identification on the service processing request based on 

an identification algorithm of a fast risk identification layer. 

[0023] In a specific implementation process, the fast risk identification 

can first be performed on the service processing request based on a 

pre-stored trusted user list and risky user list. Here, the trusted user list 20 

can include user data such as a trusted Internet Protocol (IP) address, a 

trusted Media Access Control (MAC) address, and a trusted terminal 

location. Correspondingly, the risky user list can include user data such as 

a risky application account, a risky bank card number, and a risky IP 

address. If user data in the service processing request is neither user data 25 

in the trusted user list, nor user data in the risky user list, the fast risk 

identification can continue to be performed through user behavior profile 
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comparison, based on the user data included in the service processing 

request and historical behavior data of the user. If whether the service 

processing request is risky can be determined through the user behavior 

profile comparison, the service processing request is processed based on a 

result of the fast risk identification; otherwise, S102 is performed. 5 

[0024] For example, whether an IP address currently used by a user to 

initiate a service processing request is a trusted IP address frequently used 

by the user can be determined first (a user account can be used to identify 

the user). If yes, it is considered that the current service processing 

request is risk-free. If not, whether the IP address is risky is determined. 10 

If yes, it indicates that the current service processing request is risky. If 

not, whether a current operation is risky can be determined based on a 

predetermined rule model used for user behavior profile comparison and 

by comparing current operation behavior of the user and historical 

habitual operation behavior of the user. For example, under the rule 15 

model, whether a current operation time of the user is within a historical 

habitual operation time period of the user, a status of matching between a 

current transaction item type of the user and a historical transaction 

interest of the user, a status of matching between a password input speed 

of the user and a habit of the user can be determined. Here, the historical 20 

habitual operation behavior of the user can be operation behavior in the 

user’s historical behavior record that has occurred more often than a 

predetermined threshold. If a determining result of the rule model is that a 

difference between the current operation behavior of the user and the 

historical habitual operation behavior of the user is large, it is considered 25 

that the current service processing request is risky; or if the difference is 

small, it is considered that the current service processing request is safe. 

If the difference is between a difference corresponding to risky behavior 

and a difference corresponding to non-risky behavior, whether the current 
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service processing request is risky cannot be determined. In such case, 

deep risk identification can be performed. 

[0025] based on statistics, risk identification results of at least 80% of 

user operation behavior can be obtained at the fast risk identification layer. 

The fast risk identification layer uses a small data volume to perform 5 

small amount of calculation, and consumes fewer system calculation 

resources and storage resources. Therefore, risk analysis performance can 

be improved and unnecessary resource consumption can be reduced. 

[0026] S102. After the fast risk identification is performed, if it cannot 

be determined whether the service processing request is risky, perform 10 

deep risk identification on the service processing request based on an 

identification algorithm of a deep risk identification layer, where a data 

volume used for the deep risk identification is greater than a data volume 

used for the fast risk identification, and duration of the deep risk 

identification is greater than duration of the fast risk identification. 15 

[0027] Compared with the fast risk identification, more refined finer 

risk analysis is performed in the deep risk identification. To obtain a more 

refined rule model through matching, the deep risk identification uses a 

relatively large data volume. For example, used data includes information 

about a service processing type (for example, fund transfer, payment, or 20 

sending red packet), service scenario information (for example, 

information about transaction types such as instant transfer or secured 

transaction, payment methods such as balance payment, fast payment, or 

e-bank payment, types of logistics such as physical transaction or virtual 

transaction, or transaction parties such as proprietary merchant or 25 

third-party merchant), etc. 

[0028] Specifically, the following steps can be performed. 

[0029] Step 1: Select at least one risk theme from a plurality of 

predetermined risk themes based on a service processing type of the 
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service processing request. 

[0030] Here, the risk theme includes, for example, an account theft risk 

(application registration account theft), a card theft risk (bank card theft), 

and a fraud risk (for example, modifying a bank card password of another 

user). For example, when the service processing type is payment, related 5 

risks possibly include the account theft risk, the card theft risk, and the 

fraud risk. Therefore, when a payment-type service is processed, the 

account theft risk, the card theft risk, and the fraud risk can be 

automatically selected. For another example, when the service processing 

type is transfer, the account theft risk and the card theft risk can be 10 

automatically selected. 

[0031] Step 2: Select, for each selected risk theme based on service 

scenario information corresponding to the service processing request, a 

rule model used for deep risk identification. 

[0032] Here, different service scenarios can correspond to different rule 15 

models used for deep risk identification. It is possible that different risk 

themes can correspond to different rule models used for deep risk 

identification even in the same service scenario. For example, instant 

transfer and the secured transaction (for example, pay at delivery) have 

different risk levels. Therefore, corresponding rule models used for deep 20 

risk identification are different. Similarly, balance payment and the fast 

payment can also correspond to different rule models used for deep risk 

identification. Moreover, account theft and card theft in secured 

transaction can correspond to different deep risk identification rule 

models. 25 

[0033] Step 3: Perform the deep risk identification on the service 

processing request based on the selected rule model. 

[0034] Here, rule model data selected through matching during deep 

risk identification can include a plurality of types of existing information 
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available online, such as information indicating whether the user 

performs a remote operation and merchant operating status information. 

[0035] In the present step, the rule model used for deep risk 

identification is selected for each selected risk theme. If there is a 

plurality of selected risk themes, the deep risk identification is performed 5 

for each risk theme. If a risk identification result in any risk theme is that 

the current service processing request is risky, it is considered that the 

current service processing request is risky. 

[0036] S103. Process the service processing request based on a result 

of the deep risk identification. 10 

[0037] In deep risk identification, more refined data calculation can be 

performed by using system resources saved from fast risk identification, 

so as to obtain a more accurate risk identification result. Deep risk 

identification only needs to be performed for a service processing request 

whose identification result cannot be determined in the fast risk 15 

identification. Therefore, the probability of failing to identify a risk can 

be reduced while the system resources can be saved. 

Embodiment 2 

[0038] In Embodiment 2 of the present application, a comprehensive 

risk identification layer is designed to further improve risk identification 20 

accuracy. The comprehensive risk identification process is 

asynchronously performed with fast risk identification and deep risk 

identification. That is, it does not affect the process of service processing. 

The result of comprehensive risk identification can be used to optimize 

user data and a rule model that are used for the fast risk identification and 25 

the deep risk identification. 

[0039] As shown in FIG. 2, FIG. 2 is a flowchart illustrating a risk 
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identification method, according to Embodiment 2 of the present 

application. The method includes the following steps. 

[0040] S201. After receiving a service processing request from a user, a 

service server performs fast risk identification on the service processing 

request based on comparing a trusted user list, a risky user list, or user 5 

behavior profile. If whether the service processing request is risky can be 

determined in the present step, S202 is performed; otherwise, S203 is 

performed. 

[0041] In a specific implementation, whether the user data is user data 

included in the pre-stored trusted user list or risky user list is first 10 

determined based on user data included in the service processing request. 

If the user data is the user data included in the trusted user list, the service 

processing request is determined to be safe. If the user data is the user 

data included in the risky user list, the service processing request is 

determined to be risky. If the user data is neither included in the 15 

pre-stored trusted user list nor the pre-stored risky user list, whether 

current operation behavior of the user indicated by the service processing 

request matches historical habitual operation behavior of the user is 

determined based on the user data included in the service processing 

request, historical behavior data of the user, and a rule model used for 20 

user behavior profile comparison. If yes, the service processing request is 

determined to be safe. If not, the service processing request is determined 

to be risky. Here, the historical habitual operation behavior of the user can 

be operation behavior in the user’s historical behavior record that has 

occurred more often than a predetermined threshold. 25 

[0042] S202. Process the service processing request based on a result 

of the fast risk identification. 

[0043] In a specific implementation, if it is determined that the service 

processing request is safe, the service processing request is responded to, 
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and a business service is provided for the user. If it is determined that the 

service processing request is risky, the service processing request can be 

rejected. 

[0044] S203. After the fast risk identification is performed, if whether 

the service processing request is risky cannot be determined, select at 5 

least one risk theme from a plurality of predetermined risk themes based 

on a service processing type of the service processing request; select, for 

each selected risk theme based on service scenario information 

corresponding to the service processing request, a rule model used for 

deep risk identification; and perform the deep risk identification on the 10 

service processing request based on the selected rule model. 

[0045] S204. Process the service processing request based on a result 

of the deep risk identification. 

[0046] Here, both the fast risk identification and the deep risk 

identification are online identification processes. If whether the service 15 

processing request is risky cannot be determined at a fast risk 

identification layer, it then needs to be determined at a deep risk 

identification layer, so as to process the service processing request based 

on an identification result. However, in consideration of a response time, 

data used for fast risk identification and deep risk identification are 20 

basically existing data available online, and a risk can still fail to be 

determined. For example, if the trusted user list is abnormal, fast risk 

identification results of subsequent service processing requests can be 

wrong. To perform more comprehensive risk mining, comprehensive risk 

identification is asynchronously performed in this embodiment of the 25 

present application. The comprehensive risk identification can be 

performed after the service processing request is processed, or can be 

performed during processing of the service processing request. In short, it 

does not affect the handling of the service processing request. 



 

14 

[0047] S205. Perform comprehensive risk identification on the service 

processing request based on an identification algorithm of a 

comprehensive risk identification layer, where the comprehensive risk 

identification, the fast risk identification, and the deep risk identification 

are asynchronously performed, a data volume used for the comprehensive 5 

risk identification is greater than a data volume used for the fast risk 

identification and a data volume used for the deep risk identification, and 

duration of the comprehensive risk identification is greater than duration 

of the fast risk identification and duration of the deep risk identification. 

[0048] During the comprehensive risk identification, more data 10 

features can be calculated and identified by obtaining data of the user 

from other service websites of other servers. Compared with fast risk 

identification and deep risk identification, comprehensive risk 

identification includes more comprehensive and complex risk calculation 

and analysis, and can be more time-consuming. 15 

[0049] For example, a comprehensive risk identification process can 

include: 

obtaining user data from another service website of another 

server and calculating user relationship network data, accumulated user 

behavior data, etc.; and performing comprehensive risk identification 20 

based on the obtained user data from the another service website, the 

calculated user relationship network data, the calculated accumulated user 

behavior data, user data used for the fast risk identification and the deep 

risk identification, etc. 

[0050] Here, the algorithm of the comprehensive risk identification can 25 

be the same as the algorithm of the deep risk identification, and a 

difference lies in the user data used. The user data obtained from another 

server can include transaction and payment information of the user from 

an external service website. The information may indicate whether the 
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user performed an abnormal operation on the external service website, etc. 

The user relationship network data includes data indicating whether the 

user has a direct relationship or an indirect relationship with another user. 

The accumulated user behavior data can include the number of logins 

performed by the user from a same IP address in specified time duration, 5 

a total remote payment amount within specific time duration, etc. 

[0051] S206. Update one or more of the following information based 

on a result of the comprehensive risk identification: the predetermined 

trusted user list, the predetermined risky user list, historical behavior data 

of the user, or the predetermined rule model. 10 

[0052] Here, the result of the comprehensive risk identification can be 

used to optimize the user data and the rule model used for fast risk 

identification and deep risk identification. For example, when a 

comprehensive risk identification result on a service processing request is 

that the service processing request is risky, an application account 15 

included in the service processing request can be retrieved, and added to 

the risky user list. As another example, for a service processing request 

whose corresponding IP address is included in the risky user list, if the 

comprehensive risk identification result is that the service processing 

request is safe, the IP address is removed from the risky user list. As 20 

another example, accumulated user behavior data obtained based on 

statistics collection can be added to user’s historical behavior data. As 

another example, if statistics collected based on a plurality of service 

processing requests show that, an identification result output by an 

original rule model used for user behavior profile comparison and/or an 25 

identification result output by a rule model used for deep risk 

identification do not match well with the result of the comprehensive risk 

identification, the previously described rule model can be optimized 

based on the comprehensive risk identification result to better match the 
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comprehensive risk identification result. 

[0053] Based on the same inventive concept, an embodiment of the 

present application further provides a risk identification apparatus 

corresponding to the risk identification method. The problem-solving 

principle of the apparatus is similar to that of the risk identification 5 

method in this embodiment of the present application. Therefore, 

implementations of the apparatus can be referred to the implementation of 

the methods. Duplicate implementation details are not separately 

described here. 

[0054] As shown in FIG. 3, FIG. 3 is a schematic structural diagram 10 

illustrating a risk identification apparatus according to an embodiment of 

the present application, including: 

a first identification module 31, configured to: after a service 

processing request of a user is received, perform fast risk identification on 

the service processing request based on an identification algorithm of a 15 

fast risk identification layer; 

a second identification module 32, configured to: after the fast 

risk identification is performed, if it cannot be determined whether the 

service processing request is risky, perform deep risk identification on the 

service processing request based on an identification algorithm of a deep 20 

risk identification layer, where a data volume used for the deep risk 

identification is greater than a data volume used for the fast risk 

identification, and duration of the deep risk identification is greater than 

duration of the fast risk identification; and 

a processing module 33, configured to process the service 25 

processing request based on a result of the deep risk identification. 

[0055] Optionally, the first identification module 31 is specifically 

configured to: 

determine, based on user data included in the service 
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processing request, whether the user data is user data in a pre-stored 

trusted user list or risky user list; and if the user data is the user data in 

the trusted user list, determine that the service processing request is safe; 

or if the user data is the user data in the risky user list, determine that the 

service processing request is risky. 5 

[0056] Optionally, the first identification module 31 is specifically 

configured to: 

if the user data is neither the user data in the pre-stored trusted 

user list, nor the user data in the pre-stored risky user list, determine, 

based on the user data included in the service processing request, 10 

historical behavior data of the user, and a rule model used for user 

behavior profile comparison, whether current operation behavior of the 

user indicated by the service processing request matches historical 

habitual operation behavior of the user; and if yes, determine that the 

service processing request is safe; or if not, determine that the service 15 

processing request is risky. 

[0057] Optionally, the second identification module 32 is specifically 

configured to: 

select at least one risk theme from a plurality of predetermined 

risk themes based on a service processing type of the service processing 20 

request; select, for each selected risk theme based on service scenario 

information corresponding to the service processing request, a rule model 

used for deep risk identification; and perform the deep risk identification 

on the service processing request based on the selected rule model. 

[0058] Optionally, the apparatus further includes: 25 

a third identification module 34, configured to: perform 

comprehensive risk identification on the service processing request based 

on an identification algorithm of a comprehensive risk identification layer, 

where the comprehensive risk identification, the fast risk identification, 
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and the deep risk identification are asynchronously performed, a data 

volume used for the comprehensive risk identification is greater than the 

data volume used for the fast risk identification and the data volume used 

for the deep risk identification, and duration of the comprehensive risk 

identification is greater than the duration of the fast risk identification and 5 

the duration of the deep risk identification; and 

update one or more of the following information based on a 

result of the comprehensive risk identification: 

the predetermined trusted user list; 

the predetermined risky user list; 10 

the historical behavior data of the user; or 

the predetermined rule model. 

[0059] A person skilled in the art should understand that the 

embodiments of the present application can be provided as a method, a 

system, or a computer program product. Therefore, the present 15 

application can use a form of hardware only embodiments, software only 

embodiments, or embodiments with a combination of software and 

hardware. In addition, the present application can use a form of a 

computer program product that is implemented on one or more 

computer-usable storage media (including but not limited to a disk 20 

memory, a CD-ROM, an optical memory, etc.) that include 

computer-usable program code. 

[0060] The present application is described with reference to the 

flowcharts and/or block diagrams of the method, the apparatus (system), 

and the computer program product according to the embodiments of the 25 

present application. It should be understood that computer program 

instructions can be used to implement each process and/or each block in 

the flowcharts and/or the block diagrams and a combination of a process 

and/or a block in the flowcharts and/or the block diagrams. These 
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computer program instructions can be provided for a general-purpose 

computer, a special-purpose computer, an embedded processor, or a 

processor of any other programmable data processing device to generate a 

machine, so that the instructions executed by a computer or a processor of 

any other programmable data processing device generate an apparatus for 5 

implementing a specific function in one or more processes in the 

flowcharts or in one or more blocks in the block diagrams. 

[0061] These computer program instructions can be stored in a 

computer readable memory that can instruct the computer or any other 

programmable data processing device to work in a specific manner, so 10 

that the instructions stored in the computer readable memory generate an 

artifact that includes an instruction apparatus. The instruction apparatus 

implements a specific function in one or more processes in the flowcharts 

and/or in one or more blocks in the block diagrams. 

[0062] These computer program instructions can be loaded to a 15 

computer or another programmable data processing device, so that a 

series of operations and steps are performed on the computer or the 

another programmable device, thereby generating computer-implemented 

processing. Therefore, the instructions executed on the computer or the 

another programmable device provide steps for implementing a specific 20 

function in one or more processes in the flowcharts or in one or more 

blocks in the block diagrams. 

[0063] Although some preferred embodiments of the present 

application have been described, a person skilled in the art can make 

changes and modifications to these embodiments once they learn the 25 

basic inventive concept. Therefore, the following claims are intended to 

be construed as to cover the preferred embodiments and all changes and 

modifications falling within the scope of the present application. 

[0064] Obviously, a person skilled in the art can make various 
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modifications and variations to the present application without departing 

from the spirit and scope of the present application. The present 

application is intended to cover these modifications and variations of the 

present application provided that they fall within the scope of protection 

described by the following claims and their equivalent technologies. 5 
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CLAIMS 

What is claimed is: 

1. A service processing method, wherein the method comprises: 

after a service processing request of a user is received, performing 

fast risk identification on the service processing request based on an 5 

identification algorithm of a fast risk identification layer; 

after the fast risk identification is performed, if it cannot be 

determined whether the service processing request is risky, performing 

deep risk identification on the service processing request based on an 

identification algorithm of a deep risk identification layer, wherein a data 10 

volume used for the deep risk identification is greater than a data volume 

used for the fast risk identification, and duration of the deep risk 

identification is greater than duration of the fast risk identification; and 

processing the service processing request based on a result of the 

deep risk identification. 15 

2. The method according to claim 1, wherein the performing fast risk 

identification on the service processing request based on an identification 

algorithm of a fast risk identification layer comprises: 

determining, based on user data comprised in the service processing 

request, whether the user data is user data in a pre-stored trusted user list 20 

or risky user list; and 

if the user data is the user data in the trusted user list, determining 

that the service processing request is safe; or if the user data is the user 

data in the risky user list, determining that the service processing request 

is risky. 25 

3. The method according to claim 2, wherein if the user data is 

neither the user data in the pre-stored trusted user list, nor the user data in 
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the pre-stored risky user list, the performing fast risk identification on the 

service processing request based on an identification algorithm of a fast 

risk identification layer further comprises: 

determining, based on the user data comprised in the service 

processing request, historical behavior data of the user, and a rule model 5 

used for user behavior profile comparison, whether current operation 

behavior of the user indicated by the service processing request matches 

historical habitual operation behavior of the user; and 

if yes, determining that the service processing request is safe; or if 

not, determining that the service processing request is risky. 10 

4. The method according to claim 1, wherein the performing deep 

risk identification on the service processing request based on an 

identification algorithm of a deep risk identification layer comprises: 

selecting at least one risk theme from a plurality of predetermined 

risk themes based on a service processing type of the service processing 15 

request; 

selecting, for each selected risk theme based on service scenario 

information corresponding to the service processing request, a rule model 

used for deep risk identification; and 

performing the deep risk identification on the service processing 20 

request based on the selected rule model. 

5. The method according to any one of claims 1 to 4, wherein the 

method further comprises: 

performing comprehensive risk identification on the service 

processing request based on an identification algorithm of a 25 

comprehensive risk identification layer, wherein the comprehensive risk 

identification, the fast risk identification, and the deep risk identification 

are asynchronously performed, a data volume used for the comprehensive 

risk identification is greater than the data volume used for the fast risk 
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identification and the data volume used for the deep risk identification, 

and duration of the comprehensive risk identification is greater than the 

duration of the fast risk identification and the duration of the deep risk 

identification; and 

updating one or more of the following information based on a result 5 

of the comprehensive risk identification: 

the predetermined trusted user list; 

the predetermined risky user list; 

the historical behavior data of the user; or 

the predetermined rule model. 10 

6. A service processing apparatus, wherein the apparatus comprises: 

a first identification module, configured to: after a service processing 

request of a user is received, perform fast risk identification on the 

service processing request based on an identification algorithm of a fast 

risk identification layer; 15 

a second identification module, configured to: after the fast risk 

identification is performed, if it cannot be determined whether the service 

processing request is risky, perform deep risk identification on the service 

processing request based on an identification algorithm of a deep risk 

identification layer, wherein a data volume used for the deep risk 20 

identification is greater than a data volume used for the fast risk 

identification, and duration of the deep risk identification is greater than 

duration of the fast risk identification; and 

a processing module, configured to process the service processing 

request based on a result of the deep risk identification. 25 

7. The apparatus according to claim 6, wherein the first 

identification module is specifically configured to: 

determine, based on user data comprised in the service processing 

request, whether the user data is user data in a pre-stored trusted user list 
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or risky user list; and if the user data is the user data in the trusted user 

list, determine that the service processing request is safe; or if the user 

data is the user data in the risky user list, determine that the service 

processing request is risky. 

8. The apparatus according to claim 7, wherein the first 5 

identification module is specifically configured to: 

if the user data is neither the user data in the pre-stored trusted user 

list, nor the user data in the pre-stored risky user list, determine, based on 

the user data comprised in the service processing request, historical 

behavior data of the user, and a rule model used for user behavior profile 10 

comparison, whether current operation behavior of the user indicated by 

the service processing request matches historical habitual operation 

behavior of the user; and if yes, determine that the service processing 

request is safe; or if not, determine that the service processing request is 

risky. 15 

9. The apparatus according to claim 6, wherein the second 

identification module is specifically configured to: 

select at least one risk theme from a plurality of predetermined risk 

themes based on a service processing type of the service processing 

request; select, for each selected risk theme based on service scenario 20 

information corresponding to the service processing request, a rule model 

used for deep risk identification; and perform the deep risk identification 

on the service processing request based on the selected rule model. 

10. The apparatus according to any one of claims 6 to 9, wherein the 

apparatus further comprises: 25 

a third identification module, configured to perform comprehensive 

risk identification on the service processing request based on an 

identification algorithm of a comprehensive risk identification layer, 

wherein the comprehensive risk identification, the fast risk identification, 
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and the deep risk identification are asynchronously performed, a data 

volume used for the comprehensive risk identification is greater than the 

data volume used for the fast risk identification and the data volume used 

for the deep risk identification, and duration of the comprehensive risk 

identification is greater than the duration of the fast risk identification and 5 

the duration of the deep risk identification; and 

an update module, configured to update one or more of the following 

information based on a result of the comprehensive risk identification: 

the predetermined trusted user list; 

the predetermined risky user list; 10 

the historical behavior data of the user; or 

the predetermined rule model. 


