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Receive application state transition request at DAG's acceptor node 601

Acceptance criteria met? 604

Generate new approval sequence number 607

'

Store record of approved transition, with approval sequence number and transition
data-set (if any) that is to be replicated, in local storage 610

'

Transmit approved state transition message(s) (including sequence number) to

immediate successor node(s) along currently known replication path(s) 613

— Reject state transition request; optionally, notify requester 616

l<

State transition request processing complete 61

FIG. 6
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Receive approved state transition message STM1 at DAG’s intermediate node 701

‘Missing” sequence numbers? 704

Optionally, submit retransmit requests for STMs with missing sequence numbers to
immediate predecessor node(s) of currently-known replication path(s) 707

y
Store approve record for STM1 (and/or additional approval records for retransmitted

STMs), with approval sequence number and transition data set (if any), in local
storage 710

'

Transmit approved state transition message(s) (including sequence number) to
immediate successor node(s) along currently known replication path(s) 713

Approved state transition message processing complete 716

FIG. 7
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Receive approved state transition message at DAG’s committer node 801

Commit criteria met (e.g., sufficient # of
replicas made)? 804

Store commit record, with commit sequence number (e.g., equal to approval
sequence number) and transition data set (if any), in local storage; optionally, transmit
STM to standby node(s) 807

l

Optionally, submit commit messages to one or more other DAG nodes (e.g., to
acceptor node for informing requesting client that state transition is committed) 810

“‘Missing” sequence numbers? 813

Optionally, submit retransmit requests for STMs with missing sequence numbers to
immediate predecessor node(s) along currently-known replication path(s) 816

v

Abort state transition 819

y
Approved state transition request processing complete 822

FIG. 8
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Detect occurrence of event that can trigger DAG configuration change (e.g., a “node
failure detected” or “available for service” message) 901

'

Determine that DAG configuration change is to be applied (e.g., using consensus-
based protocol among DCM cluster nodes) and generate configuration change
sequence number 904

l

Store record of DAG configuration change in persistent storage (e.g., by replicating
configuration change record at DCM cluster nodes) 907

l

Identify set of DAG nodes to which configuration-delta messages indicating the
configuration change (not necessarily the whole DAG configuration) are to be sent
910

'

Asynchronously with respect to each other, and without requiring a pause in state
transition request/message processing by the DAG nodes, transmit respective
configuration-delta messages (e.g., with configuration change sequence numbers) to
identified DAG nodes 913

FIG. 9
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Receive configuration-delta message with configuration change sequence number
from DCM at a DAG node 1001

Vissing configuration changes (i.e., messages wi
smaller CCSNs haven't been received)? 1004

No

Send configuration refresh request to DCM 1007
Store configuration change record in local storage, update local view of DAG
configuration including replication pathway(s) to use 1010

Immediate predecessor node has
changed, and no messages have been received from new
immediate predecessor?1013

No

Establish connection to new immediate predecessor, request STMs with sequence
numbers higher than highest-received sequence number 1017

Immediate successor node has
changed, and no messages have been received from new
immediate successor?1021

No

Establish connection with new immediate successor, start sending STMs to new
immediate successor 1024

!

- Configuration-delta message processing complete 1027 <«

FIG. 10
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Determine, at a committer node, that a suspension criterion for a state replication
group (SRG) such as a DAG has been met 1201

'

Stop/pause processing new application state transition messages (e.g., state
transition approval messages received from another node), and save commit records
to local storage if any remain unsaved 1204

'

Transmit suspension request to configuration manager, including highest committed
sequence number (HCSN) 1207

'

In response to sync requests received from other SRG nodes during a time window,
provide requested commit records 1210

'

Optionally, (a) perform clean shutdown and restart and (b) after coming back up,
transmit “available for service” message to configuration manager 1213

'

In response to re-activation message from configuration manager, update local view
of SRG configuration and resume state transition message processing 1216

FIG. 12
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Receive, at a state replication group node configured to store commit records, a
suspend command from a configuration manager, indicating a highest- committed
sequence number (HCSN) 1301

'

Stop/pause processing of application state transition messages; if local commit
record set is not up to date, request commit records with sequence numbers up to
HCSN from committer node (or some other designated source of commit records)

1304

'

Atter verifying that commit records with sequence numbers up to HCSN are stored in
local storage, provide sync confirmation to configuration manager 1307

'

Optionally, (a) perform clean shutdown and restart and (b) after coming back up,
transmit “available for service” message to configuration manager 1310

'

In response to re-activation message from configuration manager, update local view
of SRG configuration and resume state transition message processing 1313

FIG. 13
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Receive, at a configuration manager of a state replication group such as a DAG, a
suspension request from a committer node of the SRG, indicating a highest-
committed sequence number (HCSN) 1401

'

Save HCSN in persistent storage 1404

'

Send suspend commands including HCSN to some or all other SRG nodes 1407
In response to sync confirmation from an SRG node indicating that the node has
verified that its commit records are up-to-date, add node to up-to-date node list 141

'

In response to receiving an “available-for-service” message from an SRG node,
indicate the HCSN to the node if the node is not known to be up-to-date 1413

'

In response to confirming that a sufficient number of SRG nodes are available and in
sync up to the HCSN, finalize initial configuration of to-be-re-activated SRG 1416

'

Transmit re-activation message indicating the initial configuration to the nodes
included in the initial configuration 1419

FIG. 14
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Register one or more data stores with respective access interfaces (e.g., including
one or more relational databases, non-relational databases, in-memory data stores,
provider network storage services, or distributed cache instances) for transaction
management via a logging service that implements optimistic concurrency control
1901

'

Identify hosts to be used for replication DAG of a persistent change log and for
configuration manager; instantiate replication nodes at selected hosts 1904

l

Configure conflict detector, write appliers, and optional log read interface manager
1907

'

Enable flow of transaction requests 1910
Optionally, trim (or move to a different repository) older transaction records from
persistent change log instance 1914

FIG. 19
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Receive, at a logging service’s conflict detector, a transaction request descriptor for
transaction T1, e.g., indicating a conflict check delimiter (an identifier of a committed
state on which the transaction depends), a read set, and a write set comprising one or
more writes to respective locations at one or more registered data stores for which a
persistent change log has been established by the logging service 2001

:

Identify, e.g., using the conflict check delimiter, a set S1 of transaction records of the
change log that can be used to detect potential conflicts with the requested
transaction (e.g., transaction records of all committed transactions with commit
sequence numbers higher than conflict check delimiter) 2004

Conflict detected (e.g., T1's read set overlaps with Yes

write set of a transaction in S1)? 2007

Accept T1 for commit; initiate persistent storage of T1's transaction commit record
and write payload (e.g., at persistent change log’s replication DAG nodes) 2010

No
Replication succeeded (transaction committed)? 2013

Optionally, notify requesting client that transaction was committed 2014

v

Apply (e.g., using asynchronous write appliers) updates to respective data stores
indicated in T1's write set 2016

v

In response to read requests received via the data stores’ respective read interfaces,
and/or the log service’s read interface, provide responses that include the results of
T1's writes 2019

FIG. 20

Abort/reject T1 2022 <«
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Read-only transaction request descriptor (TRD)
2144 (e.g., for supporting ‘read-after-write” >
consistency)

Conflict check delimiter 2102A

Read set descriptor 2104A

Null write set descriptor 2106A

Null write payload 2108A

Write-only TRD 2145 (e.g., if read-write conflict
detection is not a requirement, or for
periodically flushing pending write-apply ~ ——— ™
operations)

Null conflict check delimiter 2102B

Null read set descriptor 21048

Write set descriptor 2106B

Write payload 2108B (can be null
for write-apply-flushing)

Strict-serialization TRD 214 >

Conflict check delimiter 2102C

Read set descriptor 2104C =
complete contents of data store(s)

Write set descriptor 2106C

Write payload 2108C

FIG. 21
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Transaction request descriptor 2444

4-byte read hash
signature 2464A

4-byte read hash
signature 2464B

4-byte write hash
signature 2465A

4-byte write hash
signature 24658
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N

16-byte sequencing hash (e.g.,
MD?3) signature 2466A

16-byte sequencing hash (e.g.,
MD5) signature 2466B

16-byte de-dup hash (e.g.,
MD5) signature 2467

N
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R-W conflict check delimiter
sequence number 2402

Read set descriptor 2404

AN

Write set descriptor 2406

Logical constraint descriptor 2408A

LC-type 2409A = sequencing

Seq. check delimiter 241

Required seq. signature 2412A
(transaction T1)

1

Required seq. signature 24128
(transaction T2)

Logical constraint descriptor 2408B

LC-type 2409B = de-dup

Dedup. check delimiter 242

1

Exclusion signature 2422

(Other logical constraint
descriptors, e.g., for data
integrity/validity, commit-by
deadlines)
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Receive, at a logging service’s conflict detector, a transaction request descriptor of
transaction T1, e.g., indicating one or more logical constraint descriptors for de-
duplication and/or sequencing with respective delimiters and signatures, a R-W

conflict check delimiter, and read and write sets 2501

Yes

Read-write conflict detected? 2504

Examine next logical constraint descriptor, identify range of committed transaction
records to be analyzed using logical constraint’s specified check delimiter 2507

ogical constraint type is de-duplication,
and duplicate is found ? 2510

Yes
Type is de-duplication,
and no duplicate found

Type is sequencing

Commit records of required predecessor No

transactions are found ? 2513

More constraint descriptors? 2516

Accept T1 for commit; initiate persistent storage of T1's transaction commit record
(e.g., at persistent change log’s replication DAG nodes) 2519

No

Replication succeeded? 2522

Optionally, notify requesting client that transaction was committed 2525

:

Apply (e.g., using asynchronous write appliers) updates to respective data stores
indicated in T1's write set 2528

Abort/reject T1 2531 -«
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