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CLAIMS

1. A method (40) for authenticating a user,

characterized in that the method comprises the following steps:
- a device (12) accesses (41) a key and at least one initial vector, the key being not
dependent on user authentication data, the at least one initial vector being previously
generated by using a first algorithm, at least one reference vector and reference user
authentication data, the at least one reference vector being previously generated
without using the reference user authentication data;
- the device accesses data (42) and provided user authentication data (46);
-the device generates (48) at least one intermediary vector by using a second
algorithm, the at least one initial vector and the provided user authentication data;
- the device generates (410) a cryptogram by using a third algorithm (22), the key, the at
least one intermediary vector and the data;
- a server (18) receives a request (414) for authenticating a user accompanied with the
cryptogram and the data;
- the server accesses (416) the key and the at least one reference vector;
- the server generates (418) a reference cryptogram by using the third algorithm, the
key, the at least one reference vector and the data;
- the server verifies (420) whether the reference cryptogram does or does not match the
cryptogram;
- if the reference cryptogram does or does not match the cryptogram, then the server
does (422) or does not (424) authenticate the user respectively.

2. Method according to claim 1, wherein, the data including payment transaction data,
the request for authenticating a user is further accompanied with a request for
authorizing a payment transaction and data relating to a user account and the server or
another server further retrieves at least one identifier relating to a user account based

upon the data relating to the user account.

3. Method according to claim 1 or 2, wherein the or each reference vector is valid for a

given transaction.

4. Method according to any of claims 1 to 3, wherein the user authentication data
includes at least one element of a group comprising:
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- a Personal Identity Number;
- at least one biometric print;
- user credentials;

- a password;

- a passcode.

5. Method according to claim 2, wherein the at least one identifier relating to a user
account and/or the data relating to the user account includes at least one element of a
group comprising:

-a Primary Account Number;

-a Dynamic Primary Account Number;

-a Primary Account Number alias;

-a Primary Account Number alternate.

6. Method according to any of claims 1 to 5, wherein the second algorithm is an inverse

algorithm of the first algorithm.

7. Method according to any of claims 1 to 6, wherein the third algorithm includes at least
one element of a group comprising:

-a Data Encryption Standard or DES type algorithm;

-a Triple DES type algorithm;

-a Message Authentication Code type algorithm;

-an algorithm using a symmetric key.

8. A device (12) for authenticating a user,

characterized in that the device is configured to:
- access (41) a key and at least one initial vector, the key being not dependent on user
authentication data, the at least one initial vector being previously generated by using a
first algorithm, at least one reference vector and reference user authentication data, the
at least one reference vector being previously generated without using the reference
user authentication data;
- access data (42) and provided user authentication data (46);
- generate (48) at least one intermediary vector by using a second algorithm, the at

least one initial vector Vx and the provided user authentication data; and
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- generate (410) a cryptogram by using a third algorithm, the key, the at least one
intermediary vector and the data.

9. A server (18) for authenticating a user,

characterized in that the server is configured to:
- receive a request (414) for authenticating a user accompanied with a cryptogram and
data;
- access (416) a key and at least one reference vector, the key being not dependent on
user authentication data, the at least one reference vector being previously generated
without using any reference user authentication data;
- generate (418) a reference cryptogram by using a third algorithm (22), the key, the at
least one reference vector and the data;
- verify (420) whether the reference cryptogram does or does not match the cryptogram;
- authenticate (422) or not (424) the user, if the reference cryptogram does or does not
match the cryptogram respectively.

10. A system for authenticating a user,

characterized in that, the system comprising at least one device (12) and at least
one server (18), the device being connected to the server, the device is configured to:
- access (41) a key and at least one initial vector, the key being not dependent on user
authentication data, the at least one initial vector being previously generated by using a
first algorithm, at least one reference vector and reference user authentication data, the
at least one reference vector being previously generated without using the reference
user authentication data;
- access data (42) and provided user authentication data (46);
- generate (48) at least one intermediary vector by using a second algorithm, the at
least one initial vector and the provided user authentication data; and
- generate (410) a cryptogram by using a third algorithm, the key, the at least one
intermediary vector and the data;

and in that the server is configured to:
- access (416) the key and the at least one reference vector;
- receive a request (414) for authenticating a user accompanied with the cryptogram
and the data;
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- generate (418) a reference cryptogram by using the third algorithm, the key, the at
least one reference vector and the data;

- verify (420) whether the reference cryptogram does or does not match the cryptogram;
- authenticate (422) or not (424) the user, if the reference cryptogram does or does not
match the cryptogram respectively.



