
 

 

1/6 

 

Smart lock 

200

Mobile 

terminal 

100

Processing 

server 300

Service 

server 400
 

FIG. 1 

  



 

 

2/6 

 

Mobile terminal 100 Smart lock 200 Service server 400 Processing server 300

1. Handle check-in

2. Request a device 

identifier

3. Return the device 

identifier

8. Request a digital key

4. Send a user identifier and the device identifier

5. Search for identity information 

corresponding to the user identifier from a 

reservation database

6. Send the identity 

information and the device 

identifier

7. Extract matching 

biometric feature information 

corresponding to the identity 

information from a biometric 

feature database

9. Return a collection 

request

10. Return collected corresponding biometric feature information

11. Perform user 

identification by using the 

information obtained in 

steps 7 and 10

12. Generate a digital 

key when the user 

identification is 

successful

13. Return the digital key

14. Store the 

digital key

15. Send the digital 

key for unlocking

 

FIG. 2 

  



 

 

3/6 

 

Mobile terminal 100 Smart lock 200 Service server 400 Processing server 300

1. Handle check-in

2. Request a device 

identifier

3. Return the device 

identifier

8. Request a digital key

4. Send the device identifier

5. Search for identity information of a reservation 

user corresponding to the device identifier from a 

reservation database

6. Send the identity information 

of the reservation user and the 

device identifier

7. Extract matching 

biometric feature information 

corresponding to the 

predetermined user from a 

biometric feature database

9. Return a collection 

request

10. Return collected corresponding biometric feature information

11. Perform user 

identification by using the 

information obtained in 

steps 7 and 10

12. Generate a digital 

key when the user 

identification is 

successful

13. Return the digital key

14. Store the 

digital key

15. Send the digital 

key for unlocking

 

FIG. 3 

  



 

 

4/6 

First device identifier acquisition and 

sending unit

First request information generating and 

sending unit

401

402

First collection request receiving unit
403

First biometric feature information 

collecting and sending unit

404

First digital key processing unit
405

 

FIG. 4 

  



 

 

5/6 

First request receiving unit

First collection request generating and 

sending unit

501

502

First biometric feature data receiving 

unit

503

First information receiving unit
504

First biometric feature data search unit
505

First user identification unit

506

First smart lock information acquisition 

unit

507

First digital key generating and sending 

unit

508

 

FIG. 5 

  



 

 

6/6 

 

Processor Memory

Bus interface

Receiver

Transmitter

602 604

600

605

601

603

 

FIG. 6 

 

Processor Memory

Bus interface

Receiver

Transmitter

702 704

700

705

701

703

 

FIG. 7 


