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SERVICE PROVIDER

SMART CARD

1234 5678 1234 5678

CARDHOLDER NAME

EXPIRATION DATE

405

410

420

415

101 417

416

FIG. 4A
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FIG. 4B

COUNTER 104

STEGANOGRAPHIC
ENCODING 117b

ACCOUNT NUMBERS
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CUSTOMER ID 107
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PROCESSOR
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COMMUNICATE WITH A CONTACTLESS CARD VIA AN ELECTRONIC APPLICATION
725

START700B

RECEIVE, BY THE APPLICATION AND FROM THE CARD, A PUBLIC KEY OF A KEY PAIR OF THE CARD
AND CARDHOLDER IDENTIFICATION INFORMATION OF AN ACCOUNT HOLDER OF THE CARD

730

INSTRUCT, BY THE APPLICATION, GENERATION OF A DIGITAL SIGNATURE BY THE CARD USING A
PRIVATE KEY OF THE KEY PAIR OF THE CARD

735

RECEIVING THE DIGITAL SIGNATURE FROM THE CARD
740

VERIFYING THE DIGITAL SIGNATURE USING THE PUBLIC KEY
745

ADDITIONAL
SECURITY MEASURE

REQUIRED
750

UTILIZE STEGANOGRAPHIC IMAGE FOR
AUTHORIZATION

770

SCANNING A FINGER OF THE USER
ASSOCIATED WITH THE FINGERPRINT
TEMPLATE USING THE FINGERPRINT
SCANNING DEVICE TO EXTRACT A
SCANNED FINGERPRINT TEMPLATE

FROM THE USER
755

COMPARING THE SCANNED
FINGERPRINT TEMPLATE TO THE
FINGERPRINT TEMPLATE OF A

STEGANOGRAPHIC IMAGE FOR A
MATCH
760

END

N

Y

FIG. 7B
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ENCRYPT, BY CONTACTLESS CARD, COUNTER VALUE USING MASTER KEY AND CRYPTOGRAPHIC
ALGORITHM TO GENERATE DIVERSIFIED KEY

765

START700C

ENCRYPT, BY CONTACTLESS CARD, DATA USING DIVERSIFIED KEY AND CRYPTOGRAPHIC ALGORITHM
767

TRANSMIT, BY CONTACTLESS CARD, ENCRYPTED DATA TO MOBILE DEVICE
770

TRANSMIT, BY MOBILE DEVICE, ENCRYPTED DATA TO SERVER
772

DECRYPT, BY SERVER, COUNTER VALUE USING MASTER KEY AND CRYPTOGRAPHIC ALGORITHM
TO GENERATE DIVERSIFIED KEY

775

ADDITIONAL
SECURITY MEASURE

REQUIRED
782

UTILIZE STEGANOGRAPHIC IMAGE FOR
AUTHORIZATION

790

SCANNING A FINGER OF THE USER
ASSOCIATED WITH THE FINGERPRINT
TEMPLATE USING THE FINGERPRINT
SCANNING DEVICE TO EXTRACT A
SCANNED FINGERPRINT TEMPLATE

FROM THE USER
784

COMPARING THE SCANNED
FINGERPRINT TEMPLATE TO THE
FINGERPRINT TEMPLATE OF A

STEGANOGRAPHIC IMAGE FOR A
MATCH
787

END

DECRYPT, BY SERVER, ENCRYPTED DATA RECEIVED FROM CONTACTLESS CARD USING DIVERSIFIED
KEY AND CRYPTOGRAPHIC ALGORITHM

777

VALIDATE, BY SERVER, ENCRYPTED DATA RECEIVED FROM CONTACTLESS CARD VIA MOBILE DEVICE
780

FIG. 7C
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