WD 2007/ 090961 PCT/ FR2007/ 000222 Protection of a cryptographic al gorithm
The present invention relates to the field of cryptography and nore
particularly to the protection of 5 information relating to cal cul ations
carried out according to a cryptographic algorithm Cryptographic

al gorithms ayhomobh,papyseul ar data to be encryptQQrﬁﬂﬁé@®0¢ﬁ©@0292be
decrypted. Such algorithnms 10 can also be used for nunerous ot her

applications. In fackhroteerieon o 20 cFFPLdOJraphid allgsPitthm O aut henticate
certain information. They nmay also be used in the field of tinestanping. 15

Such algorithms generally conprise a sequence of several operations or

cal cul ati onsThéat p&re%erwcceﬁsbnehwnapp&émlté@ atpl ecehef (fatead 0 b€
encrypted in _order to, obtai.n _a _piece af ncr ted qH%a or aln tg a piece
of encrypt ed“H¥PEOPRB e Ao TS5 Pﬁ5§ﬁﬁ 0-ft é?&%? tﬂ%?a Among

t hese aIgbrlihﬁsrmaomenarexﬂaumd&ﬂ omoa mmﬂmﬁlammmwatedarpiaﬂuIeuothers
are based on a m eg use Cr§8§ o d seegret . k s. 25 Whatever the type of
cryptographi% 8?5 ?lghﬁl n8 rd ? pFe§e99 ‘confidential character of
the algorithm secret keys and ot her |nfornat|on it is inportant that the

calculations gé£b§ga8#%e ngg sS€81Sh £H1§%ﬁ€;éﬁﬁg&ﬁﬁhy?gggageattacker

is able to de lons carried™o accordln _
cryptographlenargpteﬂh@mdﬂ@nnﬁatmehoabee§§Qﬂmnﬁ§dEﬁﬁm¢h0ahgorohhaﬁd br each

the CO”fldje”%éﬁ' £y apben gy EBe gﬁﬁ% erHﬁaﬁa tel%aaélgﬁ{s!th In sone

algorithns t rotect ron of the. co ent1 al rests on the fact
that the cal éapam o4l e SAB 200¥F090SGF Ve 2 LO PCFLER200F 008222  to

authenticate certain information. They may also be used
in the field of timestamping.

15 Such algorithms generally comprise a sequence of
several operations or calculations that are
successively applied to a piece of data to be encrypted
in order to obtain a piece of encrypted data or again
to a piece of encrypted data in order to obtain a piece

20 of decrypted data.

Among these algorithms, some are founded on a use of
private keys while others are based on a mixed use of
public and secret keys.
25

Whatever the type of cryptographic algorithm, in order
to preserve the confidential character of the
algorithm, secret keys and other information, it 1is
important that the calculations carried out remain

30 secret.

This is because when an attacker is able to determine
the calculations carried out according to a
cryptographic algorithm, he may then access secret
35 information and breach the confidential character of

the data according to this algorithm.

In some algorithms the protection of the confidential

character rests on the fact that the calculations are



carried out in a protected environnent that is not accessible to potential
attackers. In sone other algorithns the calculations may be 5 carried out
in an environment accessible to potential attackers. It is therefore
necessary for such algorithnms that they are resistant to tests called

"white box" {gshgo7Tbes8ciesSts aimto _attenpt to breashrribhg7 coobogenti a
character of the algorithmfromthe 10 cal culations carried out in the

course of inplementing the algorithm The docunent "A White-Box DES
| npl ementation for DRM Applications” by S. Chow, P. Eisen, H, Johnson and
P.C. 15 vanC@pFiefotoWk opdsed aPHRtAGHRA! | W HePprtectihat adsi naet

whit e-box tegtSestiBleWR8Npbhene9aP! gt@ack@pkement ation of the algorithmis
avai lable to the attacker. The technique used is based on the use of

tables allowi ng the operations of the algorithmto be 20 inplenented after
encodi ng W tfint hgoiﬂel poeheli ] @Qlgodithnfas theen ddtdwtieashdHetmeen pari ous
rounds of_the rithm, However, the docunment "Attacking an Obfuscated

G pher 55 bGAFRLER G Fibl A5 G NEAHTES SHCERSIBLR HORCHORBE Bhvard W
Felten in ZOQBtdt&ékgses at rret:h@d aHewd fitgre t heezesiseiryt Nnf @doirat | sacktsed in
t he execution,of t or according ta the nethod de cribe t he
previ ousl y c?}garﬂgﬁﬁﬁengh Fouitf-© 3%eﬁﬁ§§ﬁﬁﬁl it t@ﬁ fe- 8831 d

Crypt ogr aphy "ahdtanbAkS tbsmbenEWM£ma(ﬂésdﬁ/ain1GhmmatEémﬁiseo,bbbadhhnson

and P.C._vap Qo agala HORRS e aNaLREL |AP! RNt LL00: pRRed g b | &

principl es to hose st ocuime
|nplenedﬂht|onlbu&aDRNhApMannﬂadnnﬂt iButhencodinsg i af addedenansidg rounds.
3&1fg?;ﬁgggggﬁe‘a§9@r?€%ﬁFR2007/000222 The docunent "Cryptanal ysis of a

The document "A White-Box DES Implementation for DRM
Applications" by S. Chow, P. Eisen, H. Johnson and P.C.

15 wvan Oorschot proposes a method allowing protection
against white-box tests, i.e. when the complete
implementation of the algorithm is available to the
attacker. The technique used is based on the use of
tables allowing the operations of the algorithm to be

20 implemented after encoding with the help of bijections
has been introduced between various rounds of the
algorithm.

However, the document "Attacking an Obfuscated Cipher
25 Dby Injecting Faults" by Matthias Jacob, Dan Boneh and
Edward W. Felten in 2003 discloses a method allowing
the secret information used in the execution of the
algorithm according to the method described in the
previously cited document to be found.
30
The document "White-box Cryptography and an AES
Implementation" by S. Chow, P. Eisen, H. Johnson and
P.C. van Oorschot proposes another implementation based
on similar principles to those stated by the document
35 "A White-Box DES Implementation for DRM Applications".

But encoding is added outside rounds.



| mpl enentation” by Aivier Billet, Henri G lbert and Charaf Ech-Chatbi

di scl oses an attack on this other inplenentation. 5 Hence, the protection

nmet hods of this type have weaknesses that allow the confidential character
of the algorithmto be breached. 10 The present invention ains to increase

the confi de‘%i gé'%zz{@g?%?cti on level of; an algori t@f‘f/ﬁﬂf‘bq‘?%\@%ﬁ? box

tests. Afirs he present invention proposes a od for
carrying out a cryptographic calculation in an electronic conponent,
according to a specified cryptographic algorithmincluding at |least a first
and a secontherypagimeit ¢ opeyatiaorlyEie al gori tdhm WhiteeBognedAES

generate an enc te ata, bl.ock froman _20 ipitial data.hlock. The nethod
conpri ses t hngQ)%ﬁ%S ﬁglgpepsby(g)llé(dﬁryi ﬁb%&egi rsl'fergi)]er gtli%)ﬁ’glt s%“fiem to
the initialcHatafblEDck-Ghaitlobt alisoigpsed | aat antackedmt ehid5 daharbl ock,
said first ogﬁr stem corresponding to a conbination of at |east the

tioggl s¥
first crypto Bgﬁﬁ“‘é 85& dtion, a first random operation that generates a
determ ndte value with a defined probability value, a second random

operati on, bijectiv eratian; applkying..a s rational
systemto tﬁggn?ﬁf er (r?r:gl(% at%eroogca%cg&b?qgckrﬁggﬁlg%%t e fi n l% pr e%li gggg ep and
obt ai ni ng a weebkndsbrtertiredi atld odattieh| ki daitials evtvamchoper avf onheé system

correspondi nglégrgthﬁogpi pat 'bggagkeat_ | east the inverse operation of the 35
bijective operation of the preceding operational system the second

cryptographi c operation, and an operation that generates the value zero for

a val ue 1 sspaiat ed widdysai d; deber i pat eayabue: (WO 2007090961 - ¢he-
confidentiality protection 1level of an algorithm

against white-box tests.

A first aspect of the present invention proposes a
15 method for carrying out a cryptographic calculation in

an electronic component, according to a specified

cryptographic algorithm including at least a first and

a second cryptographic operation. The algorithm is

designed to generate an encrypted data block from an
20 initial data block.

The method comprises the following steps:
(a) applying a first operational system to the
initial data block and obtaining a first intermediate

25 data block, said first operational system corresponding
to a combination of at least the first cryptographic
operation, a first random operation that generates a
determinate value with a defined probability value, a
second random operation, and a bijective operation;

30 (b) applying a second operational system to the
intermediate data block generated in the preceding step
and obtaining a second intermediate data block, said
second operational system corresponding to a
combination of at least the inverse operation of the

35 Dbijective operation of the preceding operational
system, the second cryptographic operation, and an
operation that generates the wvalue zero for a wvalue

associated with said determinate wvalue;



(¢) repeating the steps (a) and (b) N tines, N being an integer determ ned
dependi ng on said defined probability value; and (d) determning the
encrypted data block fromthe 5 second internediate data bl ock(s) dependi ng
on the defined probability value. Thanks to these measures, the

cryptogr aphiﬁ00@§6@y@)9@§?lto be appli ed jaccordi ng t&@%%ﬁ@y@@@mﬁo be 10
e

protected renmain secret for any attacker. This is because they are applied
to data to be encrypted in conbination with at |east two random operati ons,
one of these two operations providing a determ nate value with a defined
probability. The étfectepsfattimics theststeprlonrnls apdr db)omNi $iadeantgeously

only cancel led.w th t i i .0f ot [ on. that: ge t he
val ue zero ?%%M% \%a Blgn%s %%:i gtgecgg\?\]nlﬁﬁdsgfeﬁegg% '[r;l%t %%l\}%.| ggf%ﬁce, from
t he applicatboababilheyfiasueraaddm operation and through to the

appl i cation of thea20RELAL AR Nalo USNELALESqZBE0 AT 1 R/ a5y A8RQCI at ed

wth the determ nate value, the data mani ated I'n _course carrying
out such Tal eatanrflonsnbetmpdsdbet edatagabheck4sl acterenrgdipgenorhethet hod

corresponds gzartHegapPbbsBt i 9pyofaduelirst and of a second operational
system al one, the associated value is equal to the determ nate value. It

shoul d be noted that the term "cryptographic 30 operation” corresponds to a

crypt ographi gngRREALOHdbe L8200 LAY, S@REE chyroddihid SpbBafl 8h80
denotes a succession of cryptographic operations.” The application of the
first operat F@nabesyﬁ@%%ﬁﬁijl BECRIA IS pokE t hEhe AN ontP n be

conmbi natin giotractB@ freshiflr YREEGERPhEErOPRAR! | QPrgeRE Al ifgig Ekrst
result of the first operational systemfromthe initial data bl ock; WO
2007/ 090961 PeSauspcrylipog¥FoRFRRied to data to be encrypted in

combination with at least two random operations, one of
these two operations providing a determinate value with
a defined probability. The effect of this first random
15 operation is advantageously only cancelled with the
application of the operation that generates the value
zero for a wvalue associated with said determinate
value. Hence, from the application of the first random
operation and through to the application of the
20 operation that generates zero for a value associated
with the determinate value, the data manipulated in the
course of carrying out such calculations are protected

against attacks.

25 When the method corresponds to the application of a
first and of a second operational system alone, the
associated value is equal to the determinate value.

It should be noted that the term "cryptographic
30 operation" corresponds to a cryptographic operation in
the broad sense, i.e. that this term also denotes a

succession of cryptographic operations.

The application of the first operational system may
35 correspond to the application in combination of:
- the first cryptographic operation generating a
first result of the first operational system from the
initial data block;



-"the first random operation generating a second result of the first
operational systemfromthe initial data block; - the second random
operation generating a third 5 result of the first operational system from
the initial data block; and - the bijective operation generating the first

i nt er mredi at ewgaﬁﬁoglflgg&giom the first, 5second and Pérf‘}ﬁﬁzéé’wbé@z?i t he

first operationa em 10 The appllcatlon of the Second era

systemnmay correspond to the application in conbination of: - the inverse
operation of the bijective operation of the preceding operational system
gener ati ng, fr om -1%Hehefimndter m"adidfme aim:aattﬁlmkgehteaianédgbp t becpnécedi ng

operational system jsabd.figskand secand hesyds.pfe dhe preceding,
oper at i onal sy?’tl & second ryp ograp |cyopera¥| on generah ng-a first
result of théasecbihdchper ational systemfromthe 20 first result of the

precedi ng operationgl sy, gé(feﬁ}l?h g oglpe(gﬁé $aé ggggrt?hgs athﬁhY jue zero

for a value aSSOC|ated W ernlna e va rom secon resul t
of the prrecedeaglopefathendlirsystomgratiomed garsren i fiom sleeobhdiresdl t of

t he second agtgpgiﬁgkonghdsystem and - an addition of the first and the

second result of the Second operational system generating the second

i nter nedi at e dat a-bl k. B0 Flehvei Rt it a demearivd ing sthendfihetsecond

| nt er medi at g dabenbhosks nayche whiakneddd Relynemial f gerLhsomdata of

the initial data data of the first intermediate
respecti vel y.thssdTﬁ@SflMc§t oindheeédmgtoppeaatdnarnls parsé@® -may be applied in
the formpf tables of values to the initial data block and to the first

i nternedi ate _data bl ock
The application of the second operational system may

correspond to the application in combination of:
- the inverse operation of the bijective operation
of the preceding operational system generating, from
15 the intermediate data block obtained by the preceding
operational system, said first and second results of
the preceding operational system;
- the second cryptographic operation generating a
first result of the second operational system from the
20 first result of the preceding operational system;
- the operation that generates the value zero for
a value assoclated with the determinate value from the
second result of the preceding operational system,
hence generating a second result of the second
25 operational system; and
- an addition of the first and the second result
of the second operational system generating the second
intermediate data block.

30 Each piece of data in the first and the second
intermediate data blocks may be obtained in polynomial
form from data of the initial data block and data of

the first intermediate data block respectively.

35 The first and second operational systems may be applied
in the form of tables of values to the initial data
block and to the first intermediate data Dblock
respectively.



respectively. WO 2007/090961 - 6 - PCIT/FR2007/000222 The first random
operation, which generates a determ nate value with a defined probability
value, may be carried out in a finite mathematical space in which 5 it
generates at nost one determ nate set of values; and in which the operation

t hat provideﬁotggoygbygagfro for a val ye _associ at eg~ 'ﬁ@g@g@ﬂoggﬁgﬁninate

val ue al so generates the value zero for the other values of sard set. 10
Hence, the nunber N corresponding to the nunber of iterations of steps to
determ ne the encrypted data block nay advantageously be equal to 1. 15
When the algorithmincludes a set of K additional cryptographic

operation(s) t we e fi nd cryp raphi Lons, K being
a positive i%ﬁggerfﬂrége ﬁ%rﬁ%) nafﬁgﬁgﬁﬂé¥ﬂoreh@%§%risgeﬁ%gé?%Flom?ng step
bet ween t he detpripahanadvahsesweph 18) .ded(nedapptghatef Bl timpeiud ohay

successive agdi Fgggg}eﬁ Onat e s) epgtabi aRdh L8k e)%%%féév ;v&gmci at ed

with said set o cryptographi c operation(s), eac It1ona
oper ati ofal sysgerrgerepatitngogt caddidateralinaiiersridi af evatieas bl agf (114)

fromthe 25 iptgrmedi ahe dakaaRlieck b7 SRR athdYvihge PEBSeELRY

operational system in which each additional operatjonal system corresponds
to a conbi nadi dfRrlBic apSsesdr et Wathr seaperdgticaminatyy) veflueheabfpect i ve

operation of stherpresedinag B0 @peratbonlr sysd estnbbe Rddidd el saig
cryptographi c operation (110) associated wth said additional operational
system an a8fFtional operation (111), a random operation (112) and a
bijectiwve operation (113). 35 In this case, the value associated with the

determ nate _value for which the function is_cancelled
Hence, the number N corresponding to the number of

iterations of steps to determine the encrypted data
block may advantageously be equal to 1.

15 When the algorithm includes a set of K additional
cryptographic operation(s) between the first and second
cryptographic operations, K being a positive integer,
the method may furthermore comprise the following step
between the step (a) and the step (b):

20 - applying a number K of successive additional
system(s) operational (108) respectively associated
with said set of additional cryptographic operation(s),
each additional operational system generating an
additional intermediate data Dblock (114) from the

25 intermediate data Dblock (107) generated Dby the
preceding operational system;
in which each additional operational system corresponds
to a combination of at least the inverse operation
(109) of the Dbijective operation of the preceding

30 operational system, the additional cryptographic
operation (110) associated with said additional
operational system, an additional operation (111), a

random operation (112) and a bijective operation (113).

35 In this case, the value associated with the determinate
value for which the function is cancelled
advantageously corresponds to the value resulting from

the application of the additional operation on said



advant ageously corresponds to the value resulting from the application of
the additional operation on said WD 2007/090961 - 7 - PCT/ FR2007/ 000222
determ nate val ue, or even from successive applications of additional
operations on the determ nate value. The additional operational system may

correspond tgothgo7pogppkicati on in canbi nation of ‘perifgrdiyesgse29peration
of the bijective operation of the precedi ng operational system generating,

from the internediate data bl ock provided by the preceding operational
system the first, second and third results 10 of the precedi ng operational
system the @@EEFW@ﬂéFecV§éP@grQghﬁyaﬂxﬁﬁﬂm(ﬁﬂcgﬁﬁﬁw%@|ﬁ@Dhl¢@FS@n$esult of

the additiongk 9pgfatbaRal opayateBhtr ef the hkketmiagwkt vafuehe preceding
operational system 15 - the additional operation generating a second

result of the additional operational systemfromthe second result of the

precedi ng opghat haRak i S¥al e Bperalt®nzANAYBLARL iy} Wb HeNasdd Ndo ackhi rd
result of the additional operational systemfromat |east one 20 of the

first, secon@PRhYCRRiLPH FESGPW@lﬁﬁtPHE Pféceding operational system and -

a bijective operati @RedeRRledisicN® A tdonade bﬁ@é@?@é%ﬁeﬂ&t@oﬁ' ock
fromthe first, aecond an thir result of the additional. ti ona

system 25 TRé tPBﬁSFgBBEr§HQﬁ?9ﬁ%P vahe hgRou IS S on TOPo an
identity opeehbi Ghtitthditinne: nakeat e ockalsrdwidedsbeasies . ptacedthga case,
the value associate .nat e val ue, . for ich.the 30 second
Speci 116 opePREFBA GEAer SVEE ST 2 arE VHad - (<Pt it oot LERy "BARAFt o thi s
determ rigd e wvél uke pkebeﬂuﬂg,opbeabupeaﬂlmgsmpﬂwatlons may advant ageously
correspond to linear bijgctive operations and REACE 1ic  operation

generating a first result of the additional operational

system from the first result of the preceding

operational system;

15 - the additional operation generating a second
result of the additional operational system from the
second result of the preceding operational system;

- the random operation generating a third result
of the additional operational system from at least one

20 of the first, second and third results of the preceding
operational system; and

- a bijective operation generating the additional
intermediate data block from the first, second and
third results of the additional operational system.

25
The additional operation may advantageously correspond
to an identity operation and hence make the
calculations easier. In such a case, the wvalue
associated with the determinate value, for which the

30 second specific operation generates a zero value, is

more precisely equal to this determinate wvalue.

Likewise, the Dbijective operations may advantageously
correspond to 1linear bijective operations and hence

35 reduce the calculations.

A second aspect of the present invention proposes an

electronic component for carrying out a cryptographic



35 reduce the calcul ations. A second aspect of the present invention

proposes an
2007/ 090961 -

i npl ement a nmethod for carrying out calculations 5 according to the first

el

ectroni ¢ conponent for carrying out a cryptographic WO

8 - PCT/FR2007/ 000222 cal culation according to a
cryptographic algorithm including at least a first and a second

cryptographigy 9§61 Abd961t hi s el ectranigc _conponentp®e} i 65 §hesh 3 O

aspect of the present invention. At |least one of the first random
operation, the second random operation and the bijective operation my

differ at ea@hcubpeifri oACEPTARBIfi £t @nd FAEUIRUIHR
Q her aspect spc8hdEngnd tadMHNages Al sl VENHeRBndM ¢iviDES

readi ng the description of one of its enbodinents. 15 The invention wll
better underSPebAtWPRh théSh&lpctdonife @PERPAGRLI RedROcHiesigmefirgol

illustrates {
plurality of

"

1¥AEHPUS oSt eRsc¥a @ £6FYPLAGHIRRGC hgorithmerapibaing a
0 cryptographic, operations;

the resistance_to attacks

i nst.cryptographic algarith in the_course
of so-calIedAﬁh#?§§EoPnFéé¥§?€??e%lﬁﬁggragﬁg i RSO dPof SEReRd

crypt ogr aphi eanfigar bpbratoohe andr athec teddj dct iasc egsd e €l d10 ey edi £ abr

k . To_this.30 .. t.h hi ' b | i ed
Gat a bl ock abEoFaLHy XU AT & Fate AFGor FEFm 1% B GPOTRELEIhre

changed.lHensgstemst ead of directly and successively applying the
cryptographi c operations of the algorithmto be protected, respective

oper at i onal

Other aspects, aims and advantages of the invention

will become apparent on reading the description of one

of its embodiments.

15

The invention will be better understood with the help

of the drawings in which:

- Figure 1 illustrates the various steps of a

cryptographic algorithm comprising a plurality of

20 cryptographic operations; and

- Figure 2 illustrates the main stages of a method

of carrying out according to an embodiment of the

present invention.

25 An objective of the present invention is to improve the

resistance to attacks against cryptographic algorithms

in the course of so-called white-box tests, i.e. when

the implementation of the cryptographic algorithm to be

protected is accessible to potential attackers. To this

30 end, the cryptographic operations to be applied to a

data block according to the determinate algorithm to be

protected are changed. Hence, instead of directly and

successively applying the cryptographic operations of

the algorithm to be protected, respective operational

35 systems are successively applied such that, on the one

hand, the output data obtained from these operational

systems differ from the output data obtained from the

cryptographic operations of the algorithm to Dbe

and_ - Figure 2 .illustrates the
mai n st ages ®FCATARRBOHC BReCALFFENGSBEEtaCéoFlrnTES AL RNSALHOR: of the
present invention. 25 An objective of the present invention is to inprove

et | opbyoriphsyst ens.
Rppar ent on

be



35 systens are successively applied such that, on the one hand, the output
data obtained fromthese operational systens differ fromthe output data
obtained fromthe cryptographic operations of the algorithmto be WO
2007/ 090961 - 9 - PCT/ FR2007/ 000222 protected and, on the other hand, the

output data §i§ofhohNeoyasious operatianal systens dechpEr20HPWOHHE22
confidentiality of the cryptographic algorithmto be protected to be

breached. 5 According to one enbodi nent of the present invention, each
operational systemis generated from each cryptographic operation of the
respective aPforeehad amdse opr ddisePiher nhandh sper avutendl 362 e 20

correspondi nght0o §,debgEM BRES %R Y¥RRAOT aRAIeRPEIR | Hbt randem vaehkabl es
are introduced. Then, at |east tw operational_ systens, anong the

operational S98feasnthadityerry atde f rBYPERAST BRI BUL LIS YR apiei cPe

operations ofrothecalgesi bBnbteabaeprotected, furthernmore conprise a 15
first and a second specific operation respectively. In addition to the

randomrmess i nt r oduced by the random operations introduced in each
operational sysbedinghese oh&n efPodi et tOREf athenpraiahite ehventive,

i nprovenent of 20 the protectjon of the cryptographic algqrithm in

particul ar i ﬁaf‘ﬁl at‘?ffﬁgﬁ‘tol? cr )?Hts(jf&rmaph?‘% op%?%%%%‘?‘n%& t%&tomar eSe&Pried out
bet ween t he twopcoypbpylaphoserapisat iohs the wWehesbetlhié viewoabger athmnal
systens that, include these two specific _o erationsﬁ&orreipond. Zg?ln fact,

the output dMPRSfrom each Obetati onhl sy&em i MBFEREAPEA het wB¥R tRese two
operati dral sgstresponidnobudiong tdet drmo repei d1yp oper apwh basopayabeonapt ur ed

conti Gent 1 al Ly Y I8 i R SRR T ey, fcted i BHoi o
i ncl uded bet wpenathenal systems, among the operational systems thus
generated from the various cryptographic operations of
the algorithm to be protected, furthermore comprise a
15 first and a second specific operation respectively.

In addition to the randomness introduced by the random
operations introduced in each operational system, these
two specific operations enable effective improvement of

20 the protection of the cryptographic algorithm, in
particular in relation to the cryptographic operations
that are carried out between the two cryptographic
operations to which the two operational systems that
include these two specific operations correspond.

25
In fact, the output data from each operational system
implemented between these two operational systems
including the two specific operations may be captured
by a potential attacker without that being able to

30 threaten the confidentiality of the part of the
algorithm to be protected which is included between the
two cryptographic operations of the algorithm that are
carried out within these two operational systems.

35 With the aim of protecting all the cryptographic
operations of the algorithm, the two specific
operations may advantageously be introduced in the
first operational system generated from the first



two cryptographic operations of the algorithmthat are carried out within
these two operational systens. 35 Wth the aimof protecting all the
cryptographic operations of the algorithm the two specific operations may
advant ageously be introduced in the first operational system generated from

the first WH@00Fdpe0964d61 10 - PCT/ FR20®7. 000222 @y tome Gpho CoPPRr ati on
of the algorithmand in the |ast operational system generated fromthe | ast
cryptographi c operation of the algorithm 5 The first specific operation
corresponds to a random function which generates an output_value in a
random manneFYPEPYEaREE putcRRYAfel s s PH nEhE detIRT it e Al uén WHE®R a

defined probphit it ppekd thaRaecosgs SORCI HetcapRica | OPr&ar r e3RONdBate a
function that generates the value zero as an output value for an input

val ue corres FrgreBlacvaPEEa5E8BCP AL Egev\i" ACTLRBYdet er ni nate val ue.
General |y speaking, this associated value corresponds to the transformation
15 under gone the determnate value, if need be, follow ng the

2ppl 1 cat fon BRE addiis onSPoGpo Gt 1B B oA GPEFARRP GRer S | GrataRgePens

i mpl ement ed behwetont hdidh rgénandtébe essecoutpapenatlivenainsyst eamd@cmor di ng
to an enbodipent of . the present inventign. 2 nsequent . in ener al
case, when a%aa%%ﬂ czE%‘il noélfecP u%ss‘()%l%? eagg}ﬂrnéggg%d Ogeg:ceorﬁmd1 1%apte% al %‘%%I
systens, as wilekcai Beflimbdveprobabiéitgrated a nunber of tinmes deternined as
a function of the value of the defined 25 probability, it is possible to
cancel the effect of the first specific operation through that of the
second ldpecThecsependt sprcassociomead biiomh darragaandshato eachunseionf fir st

and second ashgri ghad, JPELALLANGLIBSLAD S AdAYAYCOUALY. bey capst T uct ed

wi th different associ ated first and second specific operations, also
input wvalue corresponding to a value associated with

the determinate value. Generally speaking, this
associated value corresponds to the transformation
15 undergone by the determinate value, 1if need be,
following the application of additional operations of
additional operational systems implemented between the
first and the second operational system according to an
embodiment of the present invention.
20
Consequently, in a general case, when an application of
associated first and second operational systems, as
described above, 1is reiterated a number of times
determined as a function of the value of the defined
25 probability, it is possible to cancel the effect of the
first specific operation through that of the second
specific operation associated with it. Note that each
set of first and second associated operational systems
may advantageously Dbe constructed with different
30 associated first and second specific operations, also

different random operations and bijective operations.

Insofar as the effect of the first specific operation
is not cancelled, the information accessible to an

35 attacker during execution of the algorithm according to
an embodiment of the present invention differs greatly
from the data obtained from different steps of a direct
execution of the algorithm to be protected.



di fferent random operations and bijective operations. Insofar as the effect
of the first specific operation is not cancelled, the information
accessible to an 35 attacker during execution of the algorithmaccording to
an enbodi ment of the present invention differs greatly fromthe data

obtained frogdphherenpostieps of a dirert —executi osepfridEo?@eo22hmto be
protected. WD 2007/090961 - 11 - PCT/FR2007/000222 The data able to be

captured by an attacker at the output of each of the operational systens
not only do not correspond to the data that would be obtained by 5 directly
appl yi ng the correspondi ng cryptographic operations, but also have a random

character retabi vitd 0abhe dad apkhatasherbd g, obhaidtethcik@ncet pehenti al

attacks during the execution of such an algorithmare in vain._ 10_The
present inveREFBRt 8fd&aSH bRl RS (PSEFHIER] ofYS E8ManRIEg AT hndto

conpri sing angt Ukdririespind othdshecaddta r eHad hRiuIg abke durGerd@spynd to a
plurality of .crggiogr&g&%c operations. However, .i.t should be noted 15 that
no limtati of*FE°htYac b6 4%e ¢ of OTERFBPBGrAfhi CCRYREPIIARILFn fact

t he present bpgeations, mynteasisy heavepr i ednfiomamhavapicagr aphatiakgorit hm
conprising at | east fir nd.a nd ¢ togr.aphjc operatiop._20 In one
crbodi ment oFot paty iy Ehalorri T he SRERLSRES Aot gt iRb ate

i ntroduced i atthek§i dstrimguntche aagetheibastofr osnnch Boweadeyqrittien | ateoducti on
of these twp sggghfic operations may be foreseen at any step of 25 the

algorithn1tolBe protected. Figure 1 illustrates the steps of a cryptographic
al goritHmi conprising a plurality of rounds. In a step 10, a round of the

algorithnlcoﬁﬂéi%fg%éHgafﬁv@@ffon is described in its application

to an algorithm comprising a plurality of rounds, each
round being able to correspond to a plurality of
cryptographic operations. However, it should be noted

15 that no limitation 1is attached to the type of
cryptographic algorithm. In fact the present invention
may easily be applied to any cryptographic algorithm
comprising at least a first and a second cryptographic
operation.

20
In one embodiment of the present invention, the two
specific operations are introduced in the first round
and the last round. However, the introduction of these
two specific operations may be foreseen at any step of

25 the algorithm to be protected.

Figure 1 i1llustrates the steps of a cryptographic
algorithm comprising a plurality of rounds. In a step
10, a round of the algorithm comprising one or more
30 cryptographic operations is applied to an initial data
block X 101 to be encrypted. The application of the
cryptographic operations of this round is a round of
operations R;. A data block Y; is then obtained at a
step 11. It satisfies the equation:
35 Y;=R; (X)
Next, in step 12, the operations of the second round R;
of the cryptographic algorithm are applied to this



30 cryptographic operations is applied to an initial data block X 101 to be
encrypted. The application of the cryptographic operations of this round is
a round of operations RlL. A data block Y1 is then obtained at a step 11.

It satisfies the equation: 35 Y1=Rl (X) Next, in step 12, the operations of
the second rpango®z/o9bothe cryptographiz al gorithneer errped7 edodp22his WO
2007/ 090961 - 12 - PCT/ FR2007/ 000222 block Y1. A block Y2 satisfying the
foll owing equation is then obtained: Y2=R2(Y1l) The various rounds R, for

i between 1 and r, are 5 successively applied in this way. A step 14
represents th%oﬂhtglblécbkﬂcﬁ.¥hu%a%%§§¥h%@ shet FOlGRWBIRT ofTEaBIon

penul ti mate iguaﬁeﬁ&ogtaihég data bl ock satisfies the follow ng equation
Yr-1=Rr-1 (Yr-2 )_10 wb S, in step 15, the operations of the last round Rr
of the algorlthn1¥bﬂ§45é ed are applied to this block Yr-1 and, in step 16,
the en?r ypt e@:ihéatxaalbicmé( Y.’(fjourﬁtm Lafiyl i he fbétwaeng quﬂ% ofr,i sapbt ai ned:
Yr=Rr (Yr-i 2 _describes t e ste a net 0 carr ng out

S ypt ogt dphi EUEAPRRF AP FEnEPRAae iy T B Enb O ShaR T TFRERPEYE

i nventi on appheedata &ﬂxxﬁigmghthnuSOKﬂﬁspﬂﬂﬂin@ttohbhannﬂﬂﬂnrobedhabove

with 20 reference.to, Fi In ong e me of, the ent venti on,
when a oper%??gggfm§§§t Pféesngh?ﬁlj tatgb%?Ck F?%? gﬁéﬁh| ﬂ
oper ati ons tﬁobéowppbieduablan initial 25 data block X=(xI,..., xn) so as to

generate a data block, Z7( ., zn) resulting fromthe serles of

successive opera féﬁsrlgaﬁﬁ conponent of the resulting data bl ock
10 Next, 1in step 15, the operations of the last round R,

of the algorithm considered are applied to this block
Y,.1 and, 1in step 16, the encrypted data block Y.
satisfying the following equation is obtained:
Yr=Ry (Yr-1)
15
Figure 2 describes the steps of a method of carrying
out cryptographic calculations according to an
embodiment of the present invention applied to an
algorithm corresponding to that described above with
20 reference to Figure 1.

In one embodiment of the present invention, when a
operational system comprises a plurality of
cryptographic operations to be applied to an initial
25 data block X=(xl,.., xn) so as to generate a data block
=(zl,.., zn) resulting from the series of successive
operations, each component of the resulting data block
is expressed in a polynomial form as a function of the
various components x1,.., xn of the initial data block

30 X.

More precisely, when a operational system S to be
applied to an initial data block X to obtain a
resultant data Dblock Z comprises a succession of
35 operations, this data block X is decomposed into a
plurality of smaller data blocks, x1,.., xn. Each
component data block z; of the data block Z may then be

obtained in a polynomial form as a function of the



i S expressed in a polynomial formas a function of the various conponents
x1,..., xn of the initial data block 30 X Mre precisely, when a
operational systemS to be applied to an initial data block X to obtain a
resultant data bl ock Z conprises a succession of 35 operations, this data
block X is ' a plurality,of _smaller 5. ., XN,
Each conpoﬁ@ﬁ?ﬂgg?gg%Pgég z of the dat%gblock Z m%%%ﬁﬁé??ﬁ#ﬁ%%?%ﬁ%ed in a
pol ynom al formas a function of the WD 2007/090961 - 13 - PCT/ FR2007/ 000222
various conponents xi of the initial data block. In this way, each
conponent ofvaheodat xdimuientssulkti mf  them ihetdppl idwtd oblofckt.heIn
operations o e eration cQRsi ed. | e in ab
single trans%%%%a#?%ﬁ. néguéﬁmg%%%?gadﬁg,tt%é &%E%cgggggﬁ gﬁ%&%ﬁgnb

di stinction bfomhe tdyser agbphscatdapri stthg the opereridvhans systfem Bhelied is
then diffic As pot ial abhascker oo ACCeS be fof! aw ng

equati on naya%%gégigr% béggﬁétte%: Z:S%i? f%f gn nfége%.g%tmgen 1 and n, a
pol ynom & p$iegists Suahsiemmatign=pi (¥1,..sUckn) ¢opdigEomTHe foFhewi ng
sections useghfg-gppbhcatingn afhyar§pyeinctyBhogbaprhithopesgLiapsohs the
conbi ned form expressed above. 20 In a variant, it is also possible to
envi sage obt @PFPAFS1NAe (AP 0@PEGHIONEAt s ST RRRLBGcki? esBBRng from
the cryptographeccaper abroaspetehheadpatabicrasl taysie@ssi.n the form of
tabl es of values. 25 Whichever nethod of application is used, either in a
pol ynom al formor even in the formof tables of values, the operations to
be appliled acser dbDYowdngnequation may therefore be written:

Z2=5S(X) [1]
and for i between 1 and n, a polynomial p; exists such
that:

Zi=P; (X1, e, Xn) [2]

15
The following sections use the application of various
cryptographic operations in the combined form expressed
above.

20 In a variant, it is also possible to envisage obtaining
the various components of the data block resulting from
the cryptographic operations of the operational system
in the form of tables of values.

25 Whichever method of application 1is used, either in a
polynomial form or even in the form of tables of
values, the operations to be applied according to an
operational system are preferably applied in
combination, such that each component of the data block

30 coming from the operational system is obtained in a

single transformation.

In one embodiment of the present invention, the
algorithm to be protected is implemented by modifying
35 the rounds of operations R;, for i between 1 and r, as
described above. In one embodiment of the present
invention, at least one round of operations R; of the

algorithm is associated with an operational system S;



operational systemare preferably applied in conbination, such that each
conponent of the data block 30 com ng fromthe operational systemis
obtained in a single transformation. I n one enbodi nent of the present
invention, the algorithmto be protected is inplenented by nodifying 35

the rounds o&ooggé?&59@§65i, for i betwegn.1l and r,P@§/§ﬁ§@@@p§gO§@9ve: I n

one enbodi nent e present invention, at |east one round of operations
Ri of the algorithmis associated with an operational systemSi WO

2007/ 090961 - 14 - PCT/ FR2007/ 000222 which is a conbination of at |east the
round of opehachonssRiaof coReinagoent haft oabe peasectede arowaddoaf

operation A o,apgt 8chaNMRM QT AON 1Y bhal hrdeRer abes Brdeberginatg val ue v
with a defined 5 probability. A conmbinéd execution of the various

operati ons ofaBdeR cpReEAFEPRAI Ayst8Rf F  ENANR a§ESFSILL oA | YwsthaBat a

bllock to be gbhaiaeds resul dépgrhiRatEheyanid aly dajachl oGk i dcpigbagl €
transformati on. Hence, a potential, attacker is not able 10 to distinguish

the vari Gus BpePaPibhEYsepdr at@R1iNed shekeaubéCRot OF t Hdte t hBapiedent

invention isogbsarigasi |y applieduta theo?é&@t‘!ﬁ’@ﬁé@ ? r@%ﬁ_eﬁlfs opers?_ti onsI
e crypt ographi c._ operation. In
PhR

of the algorithm R corresponds to a si 1
a step 102, ﬁdVFPE?gﬁﬁéﬁiyioﬁii°§§st@n1§gtﬁs QiBFFedtotob hePheifgf dat a
]EJI ock 101. Nbé@uptelﬁbsefyomi Nclad Bk ° ][TErﬁa@f lealcYe g eaﬁnt al ny@ﬂgnég, this
irst 20 operational system corresponds .to applyi to the injti at a
bl ook 1017 nEEBREEREPRLAON, FRBCR T & BOAA A Seasione FanG | PRk
al gorithro t otbedpsetiagtiédh theheatrdndemopeenations Abkpaardeldy.- the first
random operation V; then conbining the various data bl ocks resulting from
t hese
It should be noted that the present invention is also

easily applied to the case where a round of operations
of the algorithm Ri corresponds to a single
15 cryptographic operation.

In a step 102, a first operational system S; is applied
to the initial data block 101. More precisely, 1in an
embodiment of the present invention, this first
20 operational system corresponds to applying to the
initial data block 101 in combination:
- the first round of operations R; of the
algorithm to be protected;
- the random operation 24;; and
25 - the first random operation V; then
combining the various data blocks resulting from these
three operations applied to the initial data block 101,
so as to obtain a first intermediate data block 107.
This combination is obtained by applying a bijective
30 mapping to the results of these three aforementioned
operations.

This operational system is carried out in the form of a
single transformation, allowing the first intermediate
35 data block to be obtained component by component from
the initial data block, as described above. It may also
be implemented in a polynomial form or even in the form

of tables of wvalues.



three operations applied to the initial data block 101, so as to obtain a
first internediate data bl ock 107. This conbination is obtained by applying
a bijective 30 mapping to the results of these three aforenentioned
operations. This operational systemis carried out in the formof a single

transformatigy, 2661 s Hgeihe first intersedi ate 35pERiErPOOTKOO2PE
obt ai ned conponent by conponent fromthe initial data bl ock, as described

above. It may also be inplenented in a polynomal formor even in the form
of tables of values. WO 2007/090961 - 15 - PCIT/ FR2007/ 000222 The fol |l ow ng
section details the operations to which the application of the first

operational gpgt %@1§%wﬁa‘§;¢0§§éi‘ﬂoﬂ Od%'ﬂafi'IEOddH@nbpgfraE%nBr LNt aMention
5 corresponds. The round operations Rl of the algorithmconsidered is

applied to t haej n@@Ph}C@I'é%%nle)‘%k the 0 L1584t clvrerRtusaadr i SYSTYS™ She form

of a data sepi@8rdidg- -to XAn AehBoliihishtr estll ttnkO3pirasehtal fedeht 08nt he
first operational system denoted Y1,1, corresponding to a data bl ock that

satisfie® t hNEOFEPFBRAIAY- equation: Y1 1=R3 (X) Note that Y1,1 is equal to Y1
as defined above with 15 reference to Figure 1. But such a result is not

accessible to a pot attacker, since_in_the cours of ca%ééing out the
operations cb rFQuﬁa °Qﬁ%ﬁ%&?%ﬁa3159§t§P@SP%§9%§§%%pC?§S B8%wi th
ot her operatsoapplddde wppthediandidescelatdedobborex 10120 xmic;momaﬁl form
or in the fo m of .tabl es. ofté%lugg { ﬁngithe function Vis Rplied to
the initial ﬂat"glbq Tk, 18 4 FBsiit F049% oBEALAEd Frov this “first
oper ati artal £yssenresuﬂhelﬂ6rmsﬁbhtaﬂneﬁtﬂmmk tidd Satssfypagathbenddl | ow ng
equati on: Ylsyégem(xbenoted Y, 1, corresponding to a data block that
satisfies the following equation:
Y1,1=R1 (X)
Note that VY;,1 is equal to Y; as defined above with
15 reference to Figure 1. But such a result 1s not
accessible to a potential attacker, since in the course
of carrying out the operations comprising the
operational system S; this step is mixed with other
operations to be applied and described above, in
20 polynomial form or in the form of tables of values.

Next, when the function V is applied to the initial
data block, a second result 104 is obtained from this
first operational system in the form of a data block
25 satisfying the following equation:
Y1,2=V (X)

By applying the random operation A; to the initial data
block X, a third result 105 is obtained from the first
30 operational system in the form of a data block Y3
satisfying the following equation:
Yy, 3=A; (X)

In a manner not allowing distinction of the three
35 results described above output from the first
operational system, a combination 106 of these three
results is carried out to generate the first
intermediate data block 107, corresponding to the



By applying the random operation Al to the initial data block X, a third
result 105 is obtained fromthe first 30 operational systemin the form of
a data block Y1,3 satisfying the followi ng equation: Y1, 3=A3 (X) In a
manner not allow ng distinction of the three 35 results described above

output fromyhezbotpboooperational systegm-a conbi natt orrAO7 phobhese three
results is carried out to generate the first internediate data bl ock 107,

corresponding to the WD 2007/090961 - 16 - PCT/ FR2007/000222 carrying out
of the first round of the algorithn1 according to an enbodi nent of the
present inveRRrevingHepet, af tBeeoufbustofrewadsieEt ©peratlgnnltBPstem S1

5 the inter n&é&é{«éiﬁ%t BobhAckmXbdimenebbai pad, psakikdkyingenth®nf 0l | 0w ng
equation: Xl 1=ML(Y1l,1; Y1,2; Y133) where ML is the bijective conbination
applied in the first operational system Sl1. 10 Advant ageously, the

i nt er nedi at eydata, bheckn¥l budihftersy fHOM 1 Re: dgparbt PeKkaY1lsohtained from
the first round ,according to the cryptographic algorithmwth reference to
Figure 1.° SuE}HealaFFF@?Qﬁgéedgé’stané%loé%‘a%f% tife %éq%q%dbl SekIFEYIRHi ch is
equal to thetHat aoblewkn¥leduatoohe found fromthe data block XlI1. Then a
second operational _sy tgﬁ]@O cor, eﬁponding to carrying out the second
round of the aIgo?F% (8. e 1120 pretlect ed according to an enbodi nent of the
present invewheoa, M;S appkhed Hhjédei ¢é r sombinharied asgpthtd ikl ockelO7. It
corresponds %o t he conbhged Zp Iigati%n of an inverse operation of the
bijective opeFatiofiPFfém °I'A gV@ &l Ry operational system the second round
of 25 opdrations fromthe algorithmto be protected R2, a random operation

A2, an operaf;0n,¢oLLE5R0d 9! A i mediate data block XI; differs
from the data block Y; obtained from the first round
according to the cryptographic algorithm with reference
to Figure 1. Such a difference does not enable the data

15 Dblock Y;, which is equal to the data block Y;,:, to be
found from the data block XI;.

Then a second operational system 108, corresponding to
carrying out the second round of the algorithm to be

20 protected according to an embodiment of the present
invention, 1s applied to the first intermediate data
block 107. It corresponds to the combined application
of an inverse operation of the bijective operation from
the preceding operational system, the second round of

25 operations from the algorithm to be protected R,, a
random operation A;, an operation corresponding to the
identity I,, and a bijective operation M.

This second operational system corresponds to the
30 application of the operations described separately in
detail in the following sections, but which are applied
component by component in a single transformation, as
for all the operational systems described according to
an embodiment of the present invention.
35
This operational system corresponds to the application
first of the inverse operation M;* 109 of the operation
M; on the data block XI; so as to obtain in a distinct



identity 12, and a bijective operation M2. This second operational system
corresponds to the 30 application of the operations described separately in
detail in the follow ng sections, but which are applied conponent by
conponent in a single transformation, as for all the operational systens

described acgersiheg, §9oogn embodi ment_of7the presensch wengoppoo@s2Jhi s
operational systemcorresponds to the application first of the inverse

operation ML-1 109 of the operation ML on the data block XI, so as to
obtain in a distinct WO 2007/090961 - 17 - PCT/FR2007/000222 manner the
three resul tBa@eetri bed fohrere st tsopslesdrdmad syiremthe 1; £vase and

Y1, 3. Next, LBer&fypheoOr&pPBEEMOPEL ati,PNS,0h ygg.roynd R2 of 5 the
cryptographic algorithmare then‘appli'ed to the first result Y1,1 110, and

a first result Y2,1 is then- obtained fromthe second operational system S2,

satisfying thext ol kaw ne-edked+ Hhi Y2obeRéti¥hsl)ofl OckBenJiRy oRerati on 12
is applied to the second result _fromthe precedi ng operational system Y1, 2

and a secondtheeGHYPHOG 3R Wbt &iLFed 1 ¥m eRe see®hd BT ohQ t8§stem
satisfying ther§el hewung eguat 100, %hd 2xYEirdtlordsulheyexampy ectdescri bed
bel ow, the i%ﬁgtitg opﬁﬁstion i S consi dered. But_thii operation nay be
different froRraiRcfdedtidy opBfat iSFEONbr eCGEREFAPPG, t HFXSUpRr atPon  may
be any operaghobsayinll th@0fdheowangoeyapetani:on A2 is then applied to the
third result frog1tb§ ﬁfeceding operational systemYl,3 to obtain a third
result 112 of the %écohd ‘operational system satisfying the follow ng
equati ort0 Y2TBeA2(Ye, Igptiat2iorY1I3) is2@pplied to the second result

from the preceding operational system Y;,, and a second
result 111 1is obtained from the second operational
system, satisfying the following equation:
Y2,2=Y1,2

15 1In the example described below, the identity operation
is considered. But this operation may be different from
an identity operation. More generally, this operation
may be any operation at all.

20 The random operation A; is then applied to the third
result from the preceding operational system Y;,;3 to
obtain a third result 112 of the second operational
system, satisfying the following equation:

Y2,3=A2(Y1,1; Yi1,2; Y1,3)

25
In a variant, it 1s possible to envisage the random
operation taking any subset of the three results Yi,;;

Y1,2; Y1,3 as input.

30 Next, referred to as 113, a bijective operation M, 1is
then applied to the first, second and third results
from the second operational system to obtain a third
intermediate data block 114 XI,. This data block 114
satisfies the following equation:

35 XIp=Mz(Y32,1; Y2,2; Y2,3)

In one embodiment of the present invention, the

operational systems S;, for i between 2 and r-1,



In a variant, it is possible to envisage the random operation taking any
subset of the three results Y1,1; Y1,2; Y1,3 as input. 30 Next, referred to
as 113, a bijective operation M2 is then applied to the first, second and
third results fromthe second operational systemto obtain a third

i nt er nedi at a I 4 X12. This_daga_bl ock 11 b G
foll ow ng egﬁgt?gg?/ggbiﬁgzwﬂ(Yz,1; Y2,g§ Y2, 3) In.gﬁgﬁg%%%%?ﬁg%§@%% t he

present invention, the operational systems Si, for i between 2 and r-1, WO
2007/ 090961 - 18 - PCT/FR2007/ 000222 correspond to the application of
operations starraspond tleosdralezpplbeatiwn hof efopemadd ong tshigniskenntdo

operati onal é%{lééém deELPMLHE aﬁ?&ﬁ desgeLpLha 11¢fS egg .tosgﬁgﬂae
variants of the application of the present Invention in ich the
oper ati ons nepedgtienadep¥Ademg on the operational systems. Thus, for
exanple, it is possible to envisage that in sone operational systens the 10
function | previously described is an identity function, while in others it
i s any funct FeANdi £Reri APOVEr ofasiE 1ndddm t vt § unict | RS NexEQ t AedufRal

operational $¥gt8Ats16FSkneORRRIRRRAS onl Dt A HdG £OSd hethapRt i 6at ian of an
operation corresponding to the inverse operation 117 of, the bijective

oper ati on M Y2ifRomttRe PREEESHGSop At | sHdf ey depsnded r otfd bhe
operations Rppetathenalgeniddems.0 THEs prebecegdmpard an opergbkgnbZy t hat
generates the 20 value zero for g val ue associ ated mn;h t he deternjnate

val ue v. ThetPol FBYRGISectitGis dét aifo%he WA G hppPYEEEP®n b St hese

various 1gper ghhelsonl t Bhoyréwieudlgt edgebatibag | nigachropeiathenal, system
Si, these 0@85%%&88? %E%fgn4ﬁegtﬂgrgoi quuéﬁb Eﬁaction differing

from the identity function.

Next, the final operational system 116 S, corresponds
15 to the combined application of an operation
corresponding to the inverse operation 117 of the
bijective operation M,.; from the preceding operational
system, the round of operations R, of the algorithm- to
be protected, and an operation Z, that generates the
20 value zero for a value associated with the determinate
value v. The following sections detail the separate
application of these various operations. It should be
noted that, as 1in each operational system S;, these
operations are applied in combination.
25
The preceding operational system S,.; generates an (r-
1)th intermediate data block XI,.;, referred to as 115.
The inverse operation 117 of the bijective operation
M,.1! generates the first and second result of the
30 operational system S,.; from the intermediate data block
XIr-1.

The round of operations R, of the algorithm to be
protected is applied to the first result Y,;,; and a
35 first result 118 of the operational system S, 1is
obtained, satisfying the following equation:
Yy, 1=Re (Yr-1,1)



The precedi ng operational system Sr-1 generates an (r- 1)th internedi ate
data block Xlir_1, referred to as 115. The inverse operation 117 of the
bijective operation M-1-1 generates the first and second result of the 30
operational systemSr-1 fromthe internmediate data block Xlir-1. The round

of operati oqﬁo@om/@@@eg?ﬁgorl thmto bejgprotected pspapRbo®d/ dGoshe first

result Yr-| and a 35 first result 118 of the operational system Sr is
obt ai ned, satisfying the followi ng equation: Yr, I=Rr (Yr-1, 1) WO

2007/ 090961 - 19 - PCI/FR2007/ 000222 The oper ati on Zv is applied to the
second resul Thef opheatpencédi hg epplaeidonal téestsmmond eswhd @f segend

result 119 %feg@&ﬁhﬁggpe ttll% lngszxgggerﬁoyquvg ng, gayatd Qyn a4 dregupg (Yr-1

2) 5 Now, IS seco corresponds to the secon result of
the first opbl&ti@n@btgyge@m wtzsfymngaéhe fallpwangaSauandos it he
operations 12,...y LL zl(@re, onsidered to be the identity operation, it has
not been 10 transforned by ‘the vari ous operational systens that have
succeede® the first operational system Hence, it is possible to wite:

Yr, 2=Zv(V (Xhow, 18nk8 hegseshiare ¥he ,0perabsddhds? to -thd Fsdchs
dlfferent from t he identity operation, this |ast && ation is no | pnger
n

satisfied BHESULR Phi $headdrSthOPar@tdaet PYSEa\v¥nt agedustSt chdBen so as

to generate gﬁet &@svéalvuﬂarzeer@héObpébatyahge 13550CiTat ethvé t Boh§ededeler m nat e
val ue V(X), i for the valLue which results fr mth transformati ons of

V(X) in the Gar. H&s Rl t FORRELE¥er é’tﬂ%l%steh’é SNextOt t hBefr st and
second rigsul tsanas€otimaadl | yycote nehirious operational systems that

have succeeded the first operational system.

Hence, it is possible to write:
Yy, 2=2Zy (V (X))
15
In the case where the operations 1I,,.., I,..1 are
different from the identity operation, this 1last
equation is no longer satisfied. But, in this case, the
function V is advantageously chosen so as to generate
20 the value =zero for the value associated with the
determinate wvalue V(X), 1i.e. for the wvalue which
results from the transformations of V(X) in the wvarious
additional operational systems.

25 Next, the first and second results are finally combined
to generate an r-th intermediate data block 120 XI,.
This last intermediate data Dblock satisfies the
following equation:

XI, =Yy, 1+Yr,2

30
In a general case, a minimum number of repetitions of
different versions of the algorithm to be protected
according to an embodiment of the present invention is
determined depending on the defined probability wvalue

35 with which the operation V generates the determinate

value v.



to generate an r-th internedi ate data block 120 XIr. This last internediate
data bl ock satisfies the follow ng equation: Xlir=Yr, I+Yr, 2 30 In a
general case, a mnimum nunber of repetitions of different versions of the
algorithmto be protected according to an enbodi nent of the present

invention isypde §66lg gependi ng on_the defined psepapidhdy, yahde35 with
whi ch the operat?gzﬁg generates the determ nate val ueﬁgk V[)éOO7/090961 -

20 - PCT/ FR2007/ 000222 Hence, for exanple, if the defined probability val ue
is equal to 2/3, the application of the set of successive operational
syst ens respégen¢eel yoassseinnt ed mﬁtNh@h@Eﬁmﬂedﬁpnﬂhqhka@mh?@lwgelations of

the al gori thay,gs Bodefined aboys,, shoul d beer epeated ale | sgstoLbrge ti mes

so as to be e to determ ne executi on t anong t he
| ast i nt er redparetdanal bl sicksembt diarpc ity c@ﬁ@@@p}@m t withe Bherypted

data bl ock agéer@fr‘gcr%ﬁtla&?abﬂh&' %pe%zﬂ?féﬁimbtfo e PLAR8%m, | - §s that 10

whi ch corresponds to t | ock . The set successi ve operationa
systens & edehRipedt ﬁbovgppﬁl@mdorke sé@mw@@ ﬁﬁe lepgtacitrest FEBe8escri bed

accordi ng tog@nagmbedbeenb1ef tHheidieastite idMet i Ofecubdnt FEsEe 88ta of
oper at i onal ﬁstens may differ from 15 each other at each neM/appllcatlon

They may in Ppafti BHCRE Bd'%hast ohnbPFReréater S3Fem RIS S | 8RE2aRE

di fferent bi ‘ivﬁ@&hveo@@ééébhﬁﬁs tontalf&?erIdl")ﬁﬂ\fédTﬁm es1 seiscakbeddiAgt he
preceding 20 s éﬁécww e fu tion i s introduced i.n the flrst
operational §9st aﬁ&lFﬁé FPohtH it Pﬁtﬁﬂﬂﬂﬁ%ﬁ ¢¢ t e §-asthe

operati armal ®&Ms$tRMchorseeeddf talataecacggssi Mivdio g potEnd i gletat backer
provi des information about the, |ntfrned|ate outp%¥ dat a
successive operationa systems o) each of the

applications satisfies the characteristics described

according to an embodiment of the present invention,

but these sets of operational systems may differ from

15 each other at each new application. They may in
particular be based on different random operations and

different bijective operations.

Thanks to the measures described in the preceding

20 sections, when the function V is introduced in the
first operational system and the function Z, is
introduced in the last operational system, no piece of
data accessible to a potential attacker provides
information about the intermediate output data

25 corresponding to the direct execution of the algorithm
to be protected.

The following sections describe a particular case of
the application of the present invention in which the
30 data block encrypted according to the algorithm to be
protected 1is determined by executing the method of
execution according to an embodiment of the present

invention a single time.

35 When placed in the finite body GF(2), any polynomial P
can take only two values, either 0 or 1. It is possible
to choose:

V(X)=(P(X)+V1,uw, P(X)+Vp)



25 corresponding to the direct execution of the algorithm to be protected.
The followi ng sections describe a particular case of the application of the
present invention in which the 30 data bl ock encrypted according to the
algorithmto be protected is determ ned by executing the method of

execution a r gl enbodi nent of,1 he presentped NN d y gl e
tinme. 35 thﬁgﬁggggéé?%@?%e finite bodyz%FKZ), any]%g?ynonﬂg?ﬁ%@ogga t ake
only two values, either 0 or 1. It is possible to choose:

V(X) =(P(X) +vl, ..., P(X)+vm WO 2007/090961 - 21 - PCIT/ FR2007/ 000222 Hence,
V(X) can assune oi¢ycewoVdKd f ereentasginesonlyi ther diNEferent valugs, or
vi=(vl+l, o ai¥pdd) - 5 In such a context, if the function Z, assunes the

value 0 at the values v and v', then a single iteration of the execution
of the algorithmto Ye(protected OCdccording to an enbodi ment of the present
invention 10 suffice§r;gvppﬁgip‘;hq)qata bl ock encrypted according to said
al gorithm WO 2007/090961 - 22 - "PCT/'FR2007/ 000222 ~CLAI M5 1. Method for
carryipg5out a cryptographic calculation in an electronic conmponent,
according tora speri hi edntexe! yROHRPN endt o84 | LhradNighalli ige abalgast a
first and a second cryptfgraphlc operation, said alggrlthn1beLng dES|gned
to generate &n2&ncdipiéd Hﬁ?aWﬂ%%i Vromgg??iénFFQ. Gat'd GO s@Fd net hod
conpri sing thgef old@ehitd o3t epse 1@hea) ARt a tbr stbeOpepdtosabdsyst em
(102) to the |n|élal dat a bl ock agd obt ai n ng,a first . :
according to an embodiment o he present invention
10 suffices to obtain the data block encrypted according

to said algorithm.



internedi ate data block, said first operational system corresponding to a
conbi nation of at least the first cryptographic operation (103), a first
random operation 15 (104) that generates a determ nate value with a defined
probability value, a second random operation (105), and a bijective

operati on (1@6)2064??099915? ng a second gperational sysiernfdibdoba2the
internmedi ate data bl ock generated in the preceding 20 step and obtaining a

second internedi ate data bl ock, said second operational system corresponding
to a conbination of at |east the inverse (117) operation of the bijective
operation of the preceding operati onafLAE¥Stem the second cryptographic
operation (118), and 25 an operation that generates the value zero for a
value associated with said determ nate value (119); (c) repeating the steps
(a) and (b) N-t MetdodN fa5ei eRFBLINt BHEr ad &t RMREERERIEFengr hgubAt 3aRd

defined probgbidd t ¥1¥akueniantcibdrbnlet acoridiagt heo ercr ypeedrdaga bl ock
fromthe _second interpedi ate data bl ock(s). depending on the, defined

probabi | ity GAYRECIPAPRAEHE IOF LoF rARTH BRI a2k yEESET Sohf Erehl 8BFat i on

35 accordi ngat @edoid dryp byl ¢ hepapatienl i eaief dMporidnst bepagati onal
system corresponds to the aﬁgllcatlon in COﬁbIn%{IOH oi: WO 2007/ 090961 -
23 - PCT/ FR2O8918869225° - IERBT RFPs @t r RELYPLEHI Cadifer AL PEK affng a

first resultifhi@3nloBathebliibekt operational systemfrom the initial data
bl ock; - the first random operation_generating a second 5 result (104) of
the i1 st opSRAth BRAROCy CPERFRRGRS FOS FRLLPALT gtk SBdck: - the second
random aper ati on generadpngirsy tai fd rstesabérdtiDabf st/Beet rct0dpecat i onal
systenlfronlkgg iﬂﬁ%%féldaaﬁngiocgio%ﬂd and obtaining a first
intermediate data block, said first operational system
corresponding to a combination of at least the first
cryptographic operation (103), a first random operation
15 (104) that generates a determinate value with a defined
probability value, a second random operation (105), and
a bijective operation (106); -

(b) applying a second operational system (116) to

the intermediate data block generated in the preceding

20 step and obtaining a second intermediate data block,
said second operational system corresponding to a
combination of at least the inverse (117) operation of
the bijective operation of the preceding operational
system, the second cryptographic operation (118), and

25 an operation that generates the value zero for a value
associated with said determinate value (119);

(c) repeating the steps (a) and (b) N times, N
being an integer determined depending on said defined
probability value; and

30 (d) determining the encrypted data block from the
second intermediate data Dblock(s) depending on the
defined probability value.

2. Method for carrying out a cryptographic calculation
35 according to Claim 1, in which the application of the
first operational system corresponds to the application

in combination of:



10 - the bijective operation (106) generating the first internediate data
bl ock (107) fromthe first, second and third results of the first
operational system and in which the application of the second oper ati onal

15 system corresponds to the application in conbinati on - the inverse
operation (Kg)®f7idodéiective operation of the mr c{qp@gﬁg onal
system generating, fromthe internedi ate data bl ock obt ai ned 20 by the

precedi ng operational system said first and second results of the
precedi ng operational system - the second cryptographic operation (118)
generating a first tBSulfixgttREYDECOHAPHHET NPVTRY 10y geaRIBtAmSt e fir st

result of the preceding: ?50@5’96@ kaRals 1 $%3t @Pera it 0P8 Al 4N £héh
generates the value zero a val ue associated with the "determ nate val ue

(119) fromthe Sekbirl rdat@tPbPCkhe precedi ng operational system hence

generating a secondihasutrff £Qﬁd§ﬁc@ﬁéra%qd?p%éﬁé9§€in§>’%t efdcehd -
addition of the first and the second result of the second operational

system generBeFHC t HéO4ecstd that ELfrsdi ARCIR P bcRYEEED) from 3themt hod

for carryingi@utial CAyphogréeki ¢ cal culation according to daiml or 2, in
whi ch each piece of data in he first and the second internediate data

bl ocks may be obt atR€d S§F yhERFSR PRSHAT AR J3ERSEREERE WD & 090961 -
24 - PCT/ FR2£)@§1AD©02225 i ift i ehed@tiashl cderndisledln of/stbm idHot neige at e dat a

bl ock respectlv od for arryi ng out a cryptographic calcul ation
5 according ¥t %Jr néit%/ebgockh Wl ch the first and second operational

systens lare applied the t e ffeartbvad  opalrlaed cof YalD6és genehetingt i @hedat a
bl'ock and tofipgt intermediate data Dblock (107) from the first,
second and third results of the first operational
system; and
in which the application of the second operational
15 system corresponds to the application in combination
of:

- the inverse operation (117) of the bijective
operation of the preceding operational system
generating, from the intermediate data block obtained

20 Dby the preceding operational system, said first and
second results of the preceding operational system;

- the second cryptographic operation (118)
generating a first result of the second operational
system from the first result of the preceding

25 operational system;

- the operation that generates the value zero for
a value associated with the determinate wvalue (119)
from the second result of the preceding operational
system, hence generating a second result of the second

30 operational system; and

- an addition of the first and the second result
of the second operational system generating the second
intermediate data block (120).

35 3. Method for carrying out a cryptographic calculation
according to Claim 1 or 2, in which each piece of data
in the first and the second intermediate data Dblocks
may be obtained in polynomial form from data of the



first internmedi ate data bl ock respectively. 10 5. Method for carrying out a
crypt ographic calculation according to any one of the preceding clains, in
which the first random operation, which generates a determ nate value with
a defined probability value, is carried out in a finite mathemati cal space

in which it (§ g@em&yﬁg%ft nmost one dejgrm nate se@crng%?W%o@mlzi n

whi ch the operation at provides the value zero for ue assocl ated
with said determi nate value also generates the value zero for the val ues of
said set that are different fromsaid determ nate value. 20 6. Method for
carryi ng outimitigpt sgtaphbtochl emdatdara adcotlae ngntermedisne oflatae
preceding clgigsx L¥ptbeiyrig conprising, when the algorithmincludes a

set of K additional cryptographic operation(s) between 25 the first and
second cryptographic operations, K being a positive integer, the follow ng

step betweensthgesheR AR @er§iegSbee &b)ery, MHNE acAVEREA KoRf |
successive additional operational systen(s)}?io respectively associ ated
30 with Sai d2SePreindddiq i SA&LTer ¥ptdgr #phi éNopdrbERori(ts , fé&sk a@@dt i onal

operational sysbeH SpReaRtICAG1aNsySEethd | gRal dgpiardredi at e hdat@ykh ogk (114)
fromthe internediate data bl ock g107,) ,q}ener at ed bg the precedin
operational §38t8f 035 YA 4@ cho kbR ddditiiddndlavpePAPFEn&nsyRR ekfle

corresponds figs@ ¢ABbinaliiancofiagh beask thepeaverseyoperati on (109) of
the bijective operation of the preceding operational system the additional
cryptographic r WO 2007/090961 - 25 - PCT/ FR2007/000222 operation (110)
associ atled whbt hMeahddadibid | camadtyimpeoati enalrgtsi@mplaitc addi tudaalionperati on
(111), a random gpgration (11gle 308 2n8' Leelds PR (1 3nicn
the first random operation, which generates a
determinate value with a defined probability wvalue, is
carried out in a finite mathematical space in which it
15 generates at most one determinate set of values; and in
which the operation that provides the value zero for a
value associated with said determinate value also
generates the value =zero for the values of said set
that are different from said determinate value.
20
6. Method for carrying out a cryptographic calculation
according to any one of the preceding claims,
furthermore comprising, when the algorithm includes a
set of K additional cryptographic operation(s) between
25 the first and second cryptographic operations, K being
a positive integer, the following step between the step
(a) and the step (b):
- applying a number K of successive additional
operational system(s) (108) respectively associated
30 with said set of additional cryptographic operation(s),
each additional operational system generating an
additional intermediate data Dblock (114) from the
intermediate data Dblock (107) generated by the
preceding operational system;
35 in which each additional operational system corresponds
to a combination of at least the inverse operation
(109) of the Dbijective operation of the preceding
operational system, the additional cryptographic



5°7. Method for carrying out a cryptographic calculation according to daim
6, in which each additional operational system corresponds to the
application in conbination of: - the inverse operation (109) of the
bijective 10 operation of the precedi ng operational system generating,

fromthe int i bl ock provided _by the i hona
system tLe ??F%gb?%g%gégfsecond F13;; %ﬁd t%ird (?%%?Fﬁ%gg??ggggé%%e

precedi ng operational system 15 - the additional cryptographic operation
(110) generating a first result (134) of the additional operational system
fromthe fireperesiubn of (1@ pressesdiiafasher atiitbnal saydt engddithenaddi ti onal

ti 1 i 0 f Pt I ti I
operation (134 gen6ali N & et0 sc00dal eobhin Oloddiaddi tianal opgrationa

system from e second result a > prece operational system -
t he random operdenonrerar}ogenétdd i agdaat bidgctigsupperaldspnof(life .
addi ti onal operational systemfrom 25 at |east one of the first, second and
third results of the precedi ng operational system and - a bijective

oper ati o (113) Mgehefatfiary ¢FeryHedi PHEna GHMRAERRIEC de@ BCWLBEKORr om t he

first, secopdcapdihfiraddeseldsmof ¢fhe addi {hopal epriAti 8@l tidRagystem
8. Method for carrying_out a cryptographic cal culation, _in which the

addi ti onal opeRARFOANEE115YS e GoF&RSPORdSopEPatith SRR LLSAMICEh tRe val ue
associ at ed webhipi het36ndefer m nate value is equal to the determ nate val ue.

according 1o a orypt o ape i 2005Fose8y (188) N hRooRyT Bpnszs

al gori thro i nepedangoat | east shéirsprasddéngecopfersat yphaur apsystemer ati on,

said a'goritgghgggggng?sﬂﬂﬂﬁﬁ the intermediate data block provided
by the preceding operational system, the first (131),
second (132) and third (133) results of the preceding
operational system;

15 - the additional cryptographic operation (110)
generating a first result (134) of the additional
operational system from the first result of the
preceding operational system;

- the additional operation (111) generating a

20 second result of the additional operational system from
the second result (132) of the preceding operational
system;

- the random operation (112) generating a third
result (136) of the additional operational system from

25 at least one of the first, second and third results of
the preceding operational system; and

- a bijective operation (113) generating the
additional intermediate data Dblock from the first,
second and third results of the additional operational

30 system.

8. Method for carrying out a cryptographic calculation,
in which the additional operation (111) is an identity
operation and in which the value associated with the

35 determinate value is equal to the determinate value.

9. Electronic component for carrying out a

cryptographic calculation according to a cryptographic



to generate an encrypted data block froman initial data block, said
conponent conprising: 5 - first neans for applying a first operational
system (102) to the initial data block and generating a first internediate
data bl ock, said first operational system corresponding to a conbination of

at |east theyfhfgh, §5y9EPr aphic operaggon, a firsgorg PG son 10
that generates a determnate value with a defined probability value, a
second random operation, and a bijective operation; - second neans for

applying a second operational system (116) to the internediate data bl ock
generated 181g9ribempriceidingeats dmisgener afiimgta suvdond | $eeon@di at e

data bl ock, - sa) e S6EQPH: EPBLRL LA S &I 2§0bEEPRANGIR] Cads £QibANAL T on

of at |east an inverse operation o € bijective operation of Tl
precedi ng neangenai@tsecond PR LAphiataopetackorframdaan ol vptati on

that generatggcihgiyakueszea0ocbfpoAeMns! ggmpﬁggﬁ'?at ed with said determ nate
val ue; - nmeans for repeating the application of the first and second

operatioal systems NEShedcanspefng APPINiger dELEFR neRLEHRPERMERAG on

said definedgydbeRr @abi | by thal ueitand admansda el esandidgiddea
encrypted data block from.the sgcond i.ntermedi ate data bl ock(s) depending
on the defi hadSpr IPHSTMAA; ARS8 ueata30 PLECKE 82+ Onifd *&SnpoReRet +¥Retar ryi ng
out a cryptegsaphi ectalesioridieny acsoadidyndidaliamm & bR MHoh ehel east
one of the first randog:n oger %ti on tgg. secon%f.f aq_‘dom o(ﬁ)er ation and the
bijective optthfFofi*YHIPPEFRIAE SREFAL4OByi & HPYYP sPPEhAts8%ond 35

operati drial spstengenerates a determinate value with a defined
probability wvalue, a second random operation, and a
bijective operation;

- second means for applying a second operational
system (116) to the intermediate data block generated

15 Dby the preceding means and generating a second
intermediate data block, said second operational system
corresponding to a combination of at least an inverse
operation of the bijective operation of the preceding
means, the second cryptographic operation, and an

20 operation that generates the value zero for a wvalue
associated with said determinate value;

- means for repeating the application of the first
and second operational systems N times, N being an
integer determined depending on said defined

25 probability value; and

- means for determining the encrypted data block
from the second intermediate data block(s) depending on
the defined probability value.

30 10. Electronic component for carrying out a
cryptographic calculation according to Claim 9, in
which at least one of the first random operation, the
second random operation and the bijective operation
differs at each repetition of the first and second

35 operational systems.





