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Systems and methods for managing access credential requests

Technical Field

[1] Described embodiments relate to systems, computer-implemented methods

and computer programs for managing access credential requests.

Background

[2] Many application servers and service providers rely on authorisation servers to
facilitate authentication or verification of an entity, such as an individual or a company,

attempting to access a resource server or network using user credentials.

[3] Any discussion of documents, acts, materials, devices, articles or the like
which has been included in the present specification is not to be taken as an admission
that any or all of these matters form part of the prior art base or were common general
knowledge in the field relevant to the present disclosure as it existed before the priority

date of each claim of this application.

Summary

(4] Some embodiments relate to a computer-implemented method comprising a
computer-implemented method comprising: receiving, from an authorisation server, an
access credentials read request associated with a user, the access credentials read
request comprising one or more access credential identifiers and one or more parameter
values, wherein the one or more parameter values are derived from a current state of a
set of requirements for authorising modifications to access credentials; traversing a first
event log associated with the user to determine one or more access credential values
associated with the respective one or more access credential identifiers based on the
one or more parameter values; transmitting, to the authorisation server, the one or more
access credential values; responsive to receiving, from the authorisation server, an

access credentials modification request comprising one or more modified access
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credential values: creating a first event object comprising the one or more modified

access credential values; and appending the first event object to the first event log.

[5] The first event log may comprise a historical record of prior modifications to
one or more access credentials associated with the user, each of which occurred prior to
setting of the current state of the set of requirements for authorising modifications to

access credentials.

[6] In some embodiments, the method further comprises: creating a second event
object indicative of a credentials read request; and appending the second event object to

a second event log associated with the user.

[7] In some embodiments, the method further comprises: responsive to receiving a
failure notification indicative of a failed attempt to modify the one or more access
credential values: creating a third event object indicative of the failed attempt; and
appending the third event object to a second event log associated with the user. The
second event log may be the first event log, or may be a different event log to the first

event log.

[8] Some embodiments relate to a computer-implemented method comprising:
receiving, from an authorisation server, an access credentials request associated with a
user, the access credentials request comprising one or more access credential
identifiers, one or more associated modified access credential values, and the current
state of the set of requirements for authorising modifications to access credentials;
traversing a first event log associated with the user to determine one or more access
credential values associated with each of the respective one or more access credential
identifiers, wherein the one or more access credential values are determined based on
one or more parameter values derived from the current state of the set of requirements
for authorising modifications to access credentials; responsive to determining that the
one or more modified access credential values comply with the current state of

requirements: transmitting, to the authorisation server, a response approving the
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credential modification request; creating a first event object comprising the one or more
modified access credential values; and appending the first event object to the first event
log; and responsive to determining that the one or more modified access credential
values do not comply with the current state of requirements, transmitting, to the

authorisation server, a response denying the credential modification request.

[9] In some embodiments, responsive to determining that the one or more
modified access credential values do not comply with the current state of requirements,
the method further comprises: creating a second event object indicative of the failed
attempt to modify the access credentials; and appending the second event object to a
second event log associated with the user. The second event log may be the first event

log, or may be a different event log to the first event log.

[10] Some embodiments relate to a computer-implemented method comprising:
receiving, at an authorisation server, a first request to modify a current state of a set of
requirements for authorising modifications to access credentials, the request comprising
a proposed set of requirements; modifying the current state of the set of requirements to
the proposed set of requirements; receiving, at the authorisation server, an access
credential modification request, the access credential modification request comprising
one or more access credential identifiers and associated modified access credential
values; providing, to an event logging engine, an access credentials read request
associated with a user, the access credentials read request comprising the one or more
access credential identifiers and one or more parameter values, wherein the one or more
parameter values are derived from modified current state of the set of requirements;
receiving, from the event logging engine, one or more access credential values
associated with the one or more access credential identifiers; determining, by the
authorisation server, whether the one or more modified values for the respective one or
more access credentials comply with the modified current state of the set of
requirements based on the received one or more access credential values; responsive to
determining that the one or more modified values for the respective one or more access

credentials comply with the modified current state of the set of requirements,
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authorising the access credential modification request; and responsive to determining
that the one or more modified values for the respective one or more access credentials
do not comply with the modified current state of the set of requirements, refusing the

access credential modification request.

[11] In some embodiments, responsive to authorising the access credential
modification request, the method comprises transmitting, to the event logging engine, a
credentials modification request comprising the one or more modified access credential
values to cause the event logging engine to store the modified values in an event log
associated with the user. The proposed set of requirements may comprise a first
requirement that at least one of the one or more of the access credentials values cannot
have been used as a value for a threshold number of previous access credentials. The
proposed set of requirements may comprise a second requirement that at least one of
the one or more of the access credentials values cannot have been used within a
predetermined period of time. The one or more parameter values may comprise one or
more of: (i) a threshold number of previous access credentials; and (ii) a predetermined

period of time.

[12] Some embodiments relate to a computing implemented method comprising:
receiving, from an authorisation server, an access credentials modification request to
modify one or more access credentials associated with a user, the access credentials
modification request comprising one or more modified access credentials values;
creating a first event object comprising the one or more modified access credentials

values; and appending the first event object to a first event log.

[13] Some embodiments relate to a computing implemented method comprising:
receiving, from an authorisation server, an access credentials read request associated
with a user, the access credentials read request comprising one or more access
credential identifiers; traversing a first event log associated with the user to determine
one or more access credential values for the respective access credential identifiers in

the first event log; transmitting, to the authorisation server, the one or more access
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credential values; creating a first event object for recording an occurrence of the access
credentials read request; and appending the second event object to the second event log.
The second event log may be the first event log, or may be a different event log to the

first event log.

[14] Some embodiments relate to a computer-implemented method comprising:
receiving, by an authorisation server, a subscription from an event logging engine to
receive event notifications associated with access credential requests for a user;
receiving, by an authorisation server, an access credentials authorisation request
associated with a user, the access credentials authorisation request comprising one or
more access credential identifiers and associated access credential values; transmitting,
to a database comprising one or more stored access credential value for the respective
one or more access credentials of the user, an access credentials read request, the access
credentials read request comprising the one or more access credential identifiers;
receiving, by the authorisation server, the one or more stored access credential values;
and transmitting, to the event logging engine, an event notification indicative of an

occurrence of the access credentials authorisation request.

[15] In some embodiments, responsive to determining, by the authorisation server,
that the one or more stored access credential values correspond with the respective one
or more credential values of the access credentials authorisation request, the method
comprises authorising the access credentials authorisation request; and responsive to
determining, by the authorisation server, that the one or more stored access credential
values do not correspond with the respective one or more credential values of the
access credentials authorisation request, denying the access credentials authorisation

request.

[16] The event notification may comprise an indication of whether the access

credentials authorisation request was authorised or denied.
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[17] In some embodiments, responsive to authorising the access credentials
authorisation request, the method comprises transmitting, by the authorisation server,
an authorisation token to a computing device to allow the computing device to access a

resource.

[18] Some embodiments relate to a computer-implemented method comprising:
receiving, by an authorisation server, a subscription from an event logging engine to
receive event notifications associated with access credential requests for a user;
receiving, by an authorisation server, an access credentials modification request
associated with a user, the access credentials modification request comprising one or
more current access credential values and one or more modified access credential
values; transmitting, to a database comprising one or more stored access credential
value for the respective one or more access credentials of the user, an access credentials
read request, the access credentials read request comprising one or more access
credential identifiers; receiving, by the authorisation server, the one or more stored
access credential values; responsive to determining that the one or more stored access
credential values correspond with the one or more current access credential values,
transmitting, to the event logging engine, an access credentials write request associated
with the user, the access credentials write request comprising the one or more modified
access credential values; and responsive to determining that the one or more stored
access credential values do not correspond with the one or more current access
credential values, transmitting, to the event logging engine, an event notification

indicative of an occurrence of a failed attempt to modify access credentials.

[19] In some embodiments, wherein responsive to determining that the one or more
stored access credential values correspond with the one or more current access
credential values, the method comprises transmitting, to the event logging engine, an
event notification indicative of an occurrence of a successful attempt to modify access

credentials.
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[20] The method may further comprise causing modification of the one or more
stored access credential values for the respective one or more access credentials in the

database based on the respective one or more modified access credentials.

[21] The method may further comprise receiving, at the authorisation server, a first
request to modify a current state of a set of requirements for authorising modifications
to access credentials, the request comprising a proposed set of requirements; modifying
the current state of the set of requirements to the proposed set of requirements; and
transmitting a rebuild instruction to the database to cause the database to construct one
or more new stored access credential values based on an event log maintained by the
event logging engine, the rebuild instruction comprising one or more parameters
derived from the modified current set of requirements. The database may be a mutable
data structure. The mutable data structure may be a data structure, such as an SQL data
structure. The one or more access credentials may comprise one or more of: user name;

user identifier; password; date; time; and location.

[22] Some embodiments relate to a computer-implemented method comprising:
subscribing to receive, by an event logging engine, event notifications associated with
access credential requests for a user; for each event notification received: creating a
respective event object for the event notification, the event object comprising
information derived from the event notification; and appending the respective event
object to the event log associated with the user; receiving, from the authorisation
server, a historical record request associated with the user; replaying an event stream of
the event log to generate an ordered list of information associated with access

credential requests for the user.

[23] The method may further comprise providing, to the authorisation server, the
ordered list; and extracting from the ordered list, one or more features for outputting on
a user interface of a computing device. The method may further comprise extracting
from the ordered list, one or more features for outputting on a user interface of a

computing device; and providing the extracted features to the authorisation server.
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[24] In some embodiments, the access credential requests for a user may relate to
one or more of: i) requests for modifying access credentials; ii) requests for modifying

access credential requirements; and iii) requests for verifying access credentials.

[25] Some embodiments relate to a system comprising: one or more processors;
and memory comprising computer executable instructions, which when executed by the

one or more processors, cause the system to perform any one of the described methods.

[26] Some embodiments relate to a computer-readable storage medium storing
instructions that, when executed by a computer, cause the computer to perform any one

of the described methods.

[27] Throughout this specification the word "comprise", or variations such as
"comprises" or "comprising”, will be understood to imply the inclusion of a stated
element, integer or step, or group of elements, integers or steps, but not the exclusion of

any other element, integer or step, or group of elements, integers or steps.

Brief Description of Drawings

[28] Embodiments of the present disclosure will now be described by way of non-

limiting example only with reference to the accompanying drawings, in which:

[29] Figures 1A is an example client credential grant flow for providing a client

application with access to a resource server;

[30] Figure 1B is an example authorisation code grant flow for providing a client

application with access to a resource server;

[31] Figure 2 is a block diagram of a system comprising an authorisation server in
communication with an event logging engine across a communication network,

according to some embodiments;
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[32] Figure 3 is a process flow diagram of a method of managing or processing
requests for modifying access credentials, the method being implemented by the event

logging engine of Figure 2, according to some embodiments;

[33] Figure 4 is a process flow diagram of a method of managing or processing
requests for modifying access credentials, the method being implemented by the event

logging engine of Figure 2, according to some embodiments;

[34] Figure 5 is a process flow diagram of a method of managing or processing
requests for modifying access credentials, the method being implemented by the

authorisation server of Figure 2, according to some embodiments;

[35] Figure 6 is a process flow diagram of a method of managing authentication

requests, according to some embodiments;

[36] Figure 7 is a process flow diagram of a method of managing access credentials

modification requests, according to some embodiments; and

[37] Figure 8, is a process flow diagram of a method of managing access credential

requests, according to some embodiments.

Description of Embodiments

[38] Described embodiments relate to systems, computer-implemented methods

and computer programs for managing access credential requests.

[39] An example client credential grant flow 100A is illustrated in Figure 1A. A
client application, as may for example be deployed on a computing device (such as
computing device 204 of Figure 2), transmits an access token request to an
authorisation server (such as authorisation server 202 of Figure 2). In response, the

authorisation server provides an access token to the client application. The client
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application then calls an Application Programming Interface (API) of a resource server

with the access token to secure access to requested data.

[40] An example of an authorisation code grant flow 100B is depicted in Figure

1B. A client application, as may for example be deployed on a computing device (such
as computing device 204 of Figure 2) transmits an authorisation request to an
authorisation server (such as authorisation or authentication server 202 of Figure 2). A
user provides access credentials to the authorisation server. The authorisation server is
configured to verify the user credentials, and responsive to verifying the user
credentials, the authorisation server provides an authorisation code response to the
client application. The client application requests to exchange the authorisation code
for an access token, and as per Figure 1A, the authorisation server provides the client
application with the access token (or a refresh token), and the client application uses the

access token to establish a session with a resource server.

[41] Described embodiments relate to the use of eventing or event sourcing to
facilitate or manage access credential requests for authorisation servers. Event sourcing
is an architectural approach which is configured to keep track not only of a current state
of a system, but also of an entire sequence of state transitions, or history of state
transitions (i.e. events) that led to the current state. The events are the “source of truth”

of the system from which the current state, or any past state is inferred.

[42] Some embodiments relate to an event logging engine which subscribes to
event notifications associated with access credential requests for a user, such as
requests to authorise access credentials and/or requests to change access credentials. On
receipt of an event notification, the event logging engine may be configured to create
an event object for the event notification (and comprising information derived from the

event notification) and append the event object to an event log associated with the user.

[43] The event log comprises one or more event objects, linked in time sequence.

The event log represents a historical record (which may be in the form of an ordered
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list) of prior state transitions or modifications to one or more access credentials
associated with the user. The event log may be immutable; in other words, the event
objects are not updated or changed in any way once they have been appended to the

event log.

[44] In some embodiments, the event logging engine may receive a request from an
authorisation server to modify access credential(s) associated with a user, or a request
to read or verify access credentials associated with a user or a request for historical
state transitions or events associated with a user, for example. The event logging engine
may traverse the event log, or replay the event stream to determine the required

information and provide a response to the authorisation server.

[45] Access credential or login systems that use mutable data structures as a data
store (i.e., non-eventing data stores) for access credential or login data may not support
post-hoc (post data storage) feature design and implementation. For example, changes
in front-end design or access credential requirements, such as password history rules,
cannot be accommodated without backend work. For example, it would need to be
known in advance how much login history will want to be shown, or how many

previous passwords a user cannot use again.

[46] With non-eventing data stores, such use cases need to be anticipated and
accommodated when designing non-eventing data stores at the outset, or the design of
the non-eventing data store needs to be updated to accommodate them. This requires
additional upfront understanding and work to make sure any data required is captured
from the beginning to use later when the features are added, and/or modification to the
system and database design when the feature is being added meaning no history of data

is available for features that require history to work effectively.

[47] With eventing or event stores as the data store for, or supporting, such access
credential features, with no additional forethought or work, a full history of data that

may be required is captured in the event stream for the user by the nature of how the
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described event logging engine and event data store function. Information isn’t lost
since data is only ever added to the event log. All state transitions may be captured as
the event logging engine subscribes to event changes. It is possible to reproduce any
past state of the system. Data synchronization may be easier; since data that has been
recently added can be determined, novelty can be propagated to other components of
the system, which enables the building of materialised views (e.g. representing your
data in search or analytics-optimized query engines such as ElasticSearch), and sending

notifications (e.g. to a browser UI), etc.

[48] Described embodiments facilitate the tracking of access credential events or
requests and allow for the creation of access credential requirements or additional

features on a post-hoc basis.

[49] Figure 2 is a schematic of a communications system 200 comprising an
authorisation server or system 202 (or authentication server or system 202) in
communication with one or more computing devices 204 across a communications
network 206. Examples of a suitable communications network 206 include a cloud
server network, wired or wireless internet connection, Bluetooth™ or other near field

radio communication, and/or physical media such as USB.

[50] The authentication system 202 comprises one or more processors 208 and
memory 210 storing instructions (e.g. program code) which when executed by the
processor(s) 208 causes the system 202 to manage authentication procedures for a user,
which may be an individual, a business, or entity, and/or to function according to the
described methods. In some embodiments, the authentication system 200 may operate
in conjunction with or support one or more servers, such as application server 216, to
manage the authentication process and in some embodiments, provide a token to the
user once authenticated to allow the user to access resources provided by the servers
216. For example, the authentication system 200 may be in communication with the

server(s) 216 across the communications network 206.
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[51] The processor(s) 208 may comprise one or more microprocessors, central
processing units (CPUs), application specific instruction set processors (ASIPs),
application specific integrated circuits (ASICs) or other processors capable of reading

and executing instruction code.

[52] Memory 210 may comprise one or more volatile or non-volatile memory
types. For example, memory 210 may comprise one or more of random access
memory (RAM), read-only memory (ROM), electrically erasable programmable read-
only memory (EEPROM) or flash memory. Memory 210 is configured to store
program code accessible by the processor(s) 208. The program code comprises
executable program code modules. In other words, memory 210 is configured to store
executable code modules configured to be executable by the processor(s) 208. The
executable code modules, when executed by the processor(s) 208 cause the system 202
to perform certain functionality, as described in more detail below. For example,
memory 210 may comprise an authentication module 212 to manage or process
requests for authentication, and/or requests for modifications to access (e.g. log in or
log on credentials) and/or requests for modifications to requirements for access
credentials, for example). Memory 210 may comprise an event notification emitter
module 213 configured to transmit or trigger event notifications to subscribers, such as
an event logging engine 220, discussed in more detail below. For example, the event
notification emitter module 213 may be configured to monitor for specific events, for
example, as may impact or be performed by authentication module 212 of the

authorisation server, and to transmit event notifications to the subscriber.

[53] The system 202 further comprises a network interface 214 to facilitate
communications with components of the communications system 200 across the
communications network 206, such as the computing device(s) 204, server(s) 216
and/or other servers (not shown), database 218 and/or an event logging engine 220, as
discussed below. The network interface 214 may comprise a combination of network
interface hardware and network interface software suitable for establishing,

maintaining and facilitating communication over a relevant communication channel.
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[54] The communications system 200 may further comprise the database 218,
which may form part of or be local to the system 202, or may be remote from and
accessible to the system 202, for example, via the communications network 206. The
database 218 may be configured to store data associated with the authentication system
202. The database 218 may be a centralised database. The database 218 may be a
mutable data structure. The database 218 may be a shared data structure. The database
281 may be a data structure supported by database systems such as one or more of
PostgreSQL, MongoDB, and/or ElasticSearch. The database 218 may be configured to
store a current state of information or current values associated with various attributes
(e.g., “current knowledge”). For example, the database may be configured to store a
current state of user credentials associated with a user, such as a user name and
password. In some embodiments, the database 218 may be a SQL database comprising
tables with a line entry for each user credential information. For example, the line item

may comprise entries for a user name, and a user password.

[55] The communications system 200 further comprises an event logging engine
220 in communication with an event store 222. The event logging engine 220 is in

communication with the authorisation server 202 across the communications network.

[56] In some embodiments, the event store 222 may comprise one or a plurality or
cluster of event logs, each configured to store one or more event streams associated
with particular applications and/or systems and/or users. The event store 216 may
comprise a set of event logs 224 for the authorisation system 202. Each event log may
be associated with a specific user. The event log comprises one or more event objects,
linked in time sequence. The event store 222 and the event logs may be immutable; in
other words, the event objects are not updated or changed in any way once they have

been appended to the event log.

[57] The event logging engine 220 comprises one or more processors 224 and
memory 226 storing instructions (e.g. program code) which when executed by the

processor(s) 224 causes the event logging engine 220 to operate according to the
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described embodiments. The event logging engine 220 may be configured to subscribe

to and respond to events, such as real-time events.

[58] The event logging engine 220 may comprise a subscription module 230
configured to subscribe to events associated with systems, servers and/or computing
devices such as authorisation server 202, computing device(s) 204 and/or application or
resource servers 216. In some embodiments, the subscription module 230 may be
configured to subscribe to receive event notifications associated with the authorisation
server 202. The subscription module 230 may be configured to receive event
notifications from the event notification emitter module 213 of the authorisation server

202, for example, for events for which it has subscribed.

[59] Memory 226 may comprise an event object management module 232. The
event object management module 232 may be configured to respond to, or action, event
notifications received by the subscription module 230, or other requests received by the

event logging engine 220.

[60] In some embodiments, in response to receipt of an event notification (e.g., a
write request), such as a change of user credential by a user, or a verification or
authentication request by a user, the event object management module 232 may create
an object comprising details or information associated with or derived from the event
notification, and append the event object to an event log 224 of the event store 222.

The event log 224 may be associated specifically with the user.

[61] In some embodiments, in response to a request for information, such as a read
request, as, for example, may be received from the authentication module 212 of the
authorisation server 202, the event object management module 232 may be configured
to identify the event log 224 associated with the particular request, for example using
an identifier such as a user identifier, and to replay the event stream, or instances of the
event objects of the event log, to determine the relevant data. For example, the read

request may relate to a request for a current password, which may be a hashed



WO 2023/027595 PCT/NZ2021/050150

16

password, associated with the user. The hashed event object management module 232
may be configure to replay the event log of the user to determine the current state of the
password and provide the current state of the password to the authorisation server 202
to allow the authorisation server 202 to determine if a password entered or provided by
the user matches with the current state of the password as provided by the event object

management module 232 of the event logging engine 220.

[62] In some embodiments, in response to a request to store or save information,
such as a write request, as, for example, may be received from the authentication
module 212 of the authorisation server 202, the event object management module 232
may be configured to identify the event log 224 associated with the particular request,
for example using an identifier such as a user identifier, and to create an object
comprising details or information associated with or derived from the request, and

append the event object to an event log 224 of the event store 222.

[63] The database 218 may be synchronised with the event store 222.
Synchronisation may occur periodically or on an ad hoc basis. In some embodiments,
where a “write” request is processed by the event object management module 232, and
for example, an event object is added to the event log, such as a change in a user
credential, the event object management module 232 may be configured to send a
notification to the database 218 to update or replace a current stored state of, or value
for, the user credential with a new state or value, as reflected in the event object of the

event log 224 in the event store 222.

[64] In some embodiments, “read” requests (e.g., a request for the value of a user
credential) may be diverted or transmitted to the database 218 and “write” requests
(e.g., arequest to change a value of a user credential) may be processed or handled by
the event object management module 232. For example, the “read” requests may be
diverted or transmitted to the database 218 by the authorisation server 202 or by the
event logging engine 220. In some embodiments, “read” requests for a user may be

associated with a “read” event stream for the user and “write” requests for a user may
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be associated with a “write” event stream; in other words, “read” events and “write”

events may be associated with their own separate or individual event streams.

[65] In embodiments where a current state of a set of requirements for authorising
modifications to access credentials is changed or updated to a new or modified set of
requirements, the database 218 may be required to construct one or more new stored
access credential values based on an event log 222 maintained by the event logging
engine 220. For example, the rebuild or reconstruction of the database 218 may require
the database to store current and a number of previous user access credential values for
each access credential, as may be required by the modified set of requirements. A
rebuild instruction may be transmitted to the database 218 by the authorisation server
202 and/or by the event logging engine 220. The rebuild instruction may comprise one

or more parameters derived from the modified set of requirements.

[66] In some embodiments, despite the nature of a “read” request, the event object
management module 232 may be configured to identify the event log 224 associated
with the particular “read” request, for example using an identifier such as a user
identifier, and to create an object comprising details or information associated with or
derived from the “read” request to record the activity in the event store 222. However,
where the “read” event stream is diverted to the database 218, the event object
management module 232 need not provide any response to the authorisation server 202
as the authorisation server will receive the necessary response from the database 218
instead. By maintaining a synchronised database 218, and diverting or transmitting
“read” events to the synchronised database, the capacity, throughput, and/or efficiency

of the event logging engine 220 and/or event store 222 may be increased.

[67] The event logging engine 220 further comprises a communications module
228 to facilitate communications with components of the communications system 200
across the communications network 206, such as the computing device(s) 204, server(s)
216 and/or other servers (not shown), database 218 and/or the authentication system

202, as discussed below. The communications module 228 may comprise a
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combination of network interface hardware and network interface software suitable for
establishing, maintaining and facilitating communication over a relevant

communication channel.

[68] The computing device 204 of system 200 comprises at least one processor
236, one or more forms of memory 238, a user interface 240 and a network interface or

communications module 242.

[69] Memory 238 may comprise volatile (e.g. RAM) and non-volatile (e.g. hard
disk drive, solid state drive, flash memory and/or optical disc) storage. For example,
memory 238 may store or be configured to store a number of software applications or
applets executable by the processor(s) 236 to perform various device-related functions
discussed herein. In some embodiments, activities or functionality performed by the
computing device 204 may be reliant on program code served by a system or server,
such as authorisation server 202 and executed by a browser application 244. In some
embodiments, memory comprises an authentication application 246 to communicate
with the authorisation server and facilitate the processing of access credential request,
for example for verifying or authorising user identity and access to a resource, such as

may be provided by an application server 216.

[70] The user interface 240 may comprise at least one output device, such as a
display and/or speaker, for providing an output for the computing device 204 and at
least one input device, such as a touch-screen, a keyboard, mouse, microphone, video
camera, stylus, push button, switch or other peripheral device that can be used for
providing user input to the computing device 204. In some embodiments, the user

interface 224 comprises a display, a speaker, a microphone, and/or a video camera.

[71] The communications module 242 may comprise suitable hardware and
software interfaces to facilitate wireless communication with the authorisation server
202, other servers or systems, such as application server 216, other computing devices

204, database 218 and/or event logging engine 220, for example, over a network, such
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as communications network 206. For example, the network interface 126 may
comprise a USB port, Ethernet port, a wireless adapter or a Bluetooth module, and/or

suitable hardware and software interfaces to facilitate wired communication.

[72] Referring now to Figure 3, there is shown a process flow diagram of a method
300 of managing or processing requests for modifying access credentials. Method 300
may be implemented or performed by a system, such as the event logging engine 220
of Figure 2. In some embodiments, method 300 may be performed by a system, or
combination of systems, such as the authorisation server 202 of Figure 2, and in some
embodiments, the authorisation server 202 and the event logging engine 220 of Figure

2.

[73] The event logging engine 220 may subscribe to receive event notifications
associated with access credential requests for a user. In some embodiments, the event
logging engine 220 subscribes to receive event notifications associated with “read”
requests such as requests for verifying or reading access credentials. In some
embodiments, the event logging engine 220 subscribes to receive event notifications
associated with “write” requests such as requests for changing access credentials. In
some embodiments, the event logging engine 220 subscribes to receive event
notifications associated with both “read” and “write” requests. The event notification
may be user specific. A separate event stream may be used for read requests for the

user and a separate event stream may be used for “write” requests for the user.

[74] Access credentials may comprise information capable of identifying a user as
an authorised user. For example, access credentials may include a user name; a user
identifier, a phone number, an address, a password, a date, a time; an answer to a

“secret question(s)”, a location, biometric data etc.

[75] Access credential requests may comprise requests for modifying access

credentials and/or requests for verifying access credentials, for example.
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[76] At 302, the event logging engine 220 receives, for example, from the
authorisation server 202, an access credentials read request associated with a user. The
access credentials read request may comprise one or more access credential identifiers
and one or more parameter values. The parameter value(s) may be derived from a
current state of a set of requirements for authorising modifications to access credentials.
In some embodiments, the access credential identifier(s) and/or the parameter value(s)
may be received from or retrieved from a system, server, database 218 or computing

device 204 other than the authorisation server 202.

[77] For example, the set of requirements for authorising modifications to access
credential may include a rule that at least one of the one or more of the access
credentials values cannot have been used as a value for a threshold number of previous
access credential, and/or a rule that at least one of the one or more of the access

credentials values cannot have been used within a predetermined period of time.

[78] The parameter value(s) derived from the set of requirements may comprise a
threshold number of previous access credentials, a predetermined period of time, and/or

a specific range of event objects.

[79] At 304, the event logging engine 220 traverses a first event log associated with
the user to determine access credential value(s) associated with the respective one or

more access credential identifiers based on the parameter value(s).

[80] The first event log may comprise a historical record of prior modifications to
one or more access credentials associated with the user, each of which occurred prior to
setting of the current state of the set of requirements for authorising modifications to

access credentials.

[81] The event logging engine 220 traversing the event log 222 may comprise the
event logging engine 220 replaying the event log (or event stream of the event log) to

determine whether the modified value(s) comply with the current state of the
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requirements. For example, this may involve the event logging engine 220 replaying
the event log 222 to reconstruct an ordered list of a history (or historical record) of
value(s) for respective access credential(s) for the user. The ordered list may be an

ordered list of, or including, hashed value(s).

[82] In some embodiments, the event logging engine 220 replays the event log 224
in accordance with the parameter values(s) received in the access credentials read
request. The event logging engine 220 may replay the event log 224 (or event stream of
the event log) from a start or beginning of the event log; in other words, from the first
object of the event log 224. In some embodiments, the event logging engine 220
replays the event log 224 from a specific point in time, for example, as may be
specified by a timestamp associated with event objects of the event log 224, or as may
be specified by an identifier of a specific object (e.g. replay all event objects after event

object X).

[83] At 306, the event logging engine 220 transmits the access credential value(s)

to the authorisation server 202.

[84] At 308, the event logging engine 220 receives an access credentials
modification request from the authorisation server 202. The access credentials
modification request comprises one or more modified access credential values.
Responsive to receiving the access credentials modification request, the event logging
engine 220 creates a first event object comprising the one or more modified access

credential values, and appends the first event object to the first event log.

[85] In some embodiments, the event logging engine 220 creates a second event
object indicative of a credentials read request, and appends the second event object to a

second event log associated with the user.

[86] In some embodiments, the event logging engine 220 receives a failure

notification indicative of a failed attempt to modify the one or more access credential
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values. In response to receiving the failure notification, the event logging engine 220
may create a third event object indicative of the failed attempt and append the third

event object to a second event log associated with the user.

The first event log may be the same as the second event log, or the first event log may

be different from the second event log.

[87] Referring now to Figure 4, there is shown a process flow diagram of a method
400 of managing or processing requests for modifying access credentials. Method 400
may be implemented or performed by the event logging engine 220 of Figure 2. In
some embodiments, method 300 may be performed by a system, or combination of
systems, such as the authorisation server 202 of Figure 2, and in some embodiments,

the authorisation server 202 and the event logging engine 220 of Figure 2.

[88] The event logging engine 220 may subscribe to receive event notifications
associated with access credential requests for a user. In some embodiments, the event
logging engine 220 subscribes to receive event notifications associated with “read”
requests such as requests for verifying or reading access credentials. In some
embodiments, the event logging engine 220 subscribes to receive event notifications
associated with “write” requests such as requests for changing access credentials. In
some embodiments, the event logging engine 220 subscribes to receive event
notifications associated with both “read” and “write” requests. The event notification
may be user specific. A separate event stream may be used for read requests for the

user and a separate event stream may be used for “write” requests for the user.

[89] Access credentials may comprise information capable of identifying a user as
an authorised user. For example, access credentials may include a user name; a user
identifier, a phone number, an address, a password, a date, a time; an answer to a

“secret question(s)”, a location, biometric data etc.
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[90] Access credential requests may comprise requests for modifying access

credentials and/or requests for verifying access credentials, for example.

[91] At 402, the event logging engine 220 receives, for example, from the
authorisation server 202, an access credentials request associated with a user. The
access credentials request may comprise one or more access credential identifiers, one
or more associated modified access credential values, and a current state of the set of
requirements for authorising modifications to access credentials. In some embodiments,
the access credential identifier(s), the associated modified access credential value(s),
and/or the current state of the set of requirements for authorising modifications to
access credentials may be received from or retrieved from a system, server, database

218 or computing device 204 other than the authorisation server 202.

[92] At 404, the event logging engine 220 traverses a first event log associated with
the user to determine one or more access credential values associated with each of the
respective access credential identifier(s). The access credential value(s) may be
determined based on one or more parameter values derived from the current state of the
set of requirements for authorising modifications to access credentials. In some
embodiments, the access credentials request comprises the parameter value(s). In some
embodiments, the event logging engine 220 determines the parameter value(s) from the
current state of the set of requirements for authorising modifications to access
credentials. The event logging engine 220 determines whether the modified access

credential value(s) comply with the current state of requirements.

[93] At 406, in response to determining that the one or more modified access
credential values comply with the current state of requirements, the event logging
engine 220 transmits, to the authorisation server, a response approving the credential
modification request, creates a first event object comprising the modified access

credential value(s); and appends the first event object to the first event log.
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[94] At 408, in response to determining that the one or more modified access
credential values do not comply with the current state of requirements, the event
logging engine 220 transmits, to the authorisation server, a response denying the

credential modification request.

[95] In some embodiments, in response to determining that the one or more
modified access credential values do not comply with the current state of requirements,
the event logging engine 220 creates a second event object indicative of the failed
attempt to modify the access credentials and appends the second event object to a

second event log associated with the user.

[96] The first event log may be the same as the second event log, or the first event

log may be different from the second event log.

[97] Referring now to Figure 5, there is shown a process flow diagram of a method
400 of managing or processing requests for modifying access credentials. Method 500
may be implemented or performed by the authorisation server 202 of Figure 2. In some
embodiments, method 300 may be performed by a system, or combination of systems,
such as the event logging engine 220 of Figure 2, and in some embodiments, the

authorisation server 202 and the event logging engine 220 of Figure 2.

[98] At 502, the authorisation server 202 receives a first user request to modify a
current set of requirements for authorising modifications to access credentials for a
user. The user request may comprise a proposed set of requirements for authorising

modifications to access credentials.

[99] At 504, the authorisation server 202 modifies or sets the current state of the set

of requirements to the proposed set of requirements.

[100] At 506, the authorisation server 202 receives an access credential modification

request to modify one or more access credentials for a user, for accessing a resource,



WO 2023/027595 PCT/NZ2021/050150

25

for example. The access credential modification request may comprise one or more
access credential identifiers and associated and associated modified values for the

respective one or more access credentials.

[101] At 508, the authorisation server 202 provides or transmits to an event logging
engine 220, an access credentials read request associated with the user. The access
credentials read request may comprise the access credential identifier(s) and one or
more parameter values. The parameter value(s) may be derived from the modified

current state of the set of requirements.

[102] In some embodiments, the event logging engine 220 traverses a first event log
associated with the user to determine the access credential values associated with each

of the respective access credential identifier(s).

[103] At 510, the authorisation server 202 receives, from the event logging engine
220, access credential value(s) associated with the one or more access credential

identifiers.

[104] At 512, the authorisation server 202 determines whether the modified value(s)
for the respective one or more access credentials comply with the modified current state

of the set of requirements based on the received access credential value(s).

[105] At 514, responsive to determining that the modified value(s) for the respective
access credential(s) comply with the modified current state of the set of requirements,

the authorisation server 202 authorises the access credential modification request.

[106] In some embodiments, in response to authorising the access credential
modification request, the authorisation server 202 transmits, to the event logging
engine, a credentials modification request comprising the modified access credential
value(s) to cause the event logging engine to store the modified values in an event log

associated with the user.
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[107] At 516, responsive to determining that the modified value(s) for the respective
one or more access credentials do not comply with the modified current state of the set
of requirements, refusing the access credential modification request. The authorisation
server 202 may prompt the user at the computing device 204 to input different value(s)

for the user credential(s).

[108] Referring now to Figure 6, there is shown a process flow diagram of a method
500 of managing access credential authorisation requests, according to some
embodiments. Method 600 may be implemented or performed by a system, such as the
authorisation server 202 of Figure 2. In some embodiments, method 300 may be
performed by a system, or combination of systems, such as the event logging engine
220 of Figure 2, and in some embodiments, the authorisation server 202 and the event

logging engine 220 of Figure 2.

[109] At 602, the authorisation server 202 receives a subscription from an event
logging engine 220 to receive event notifications associated with access credential

requests for a user.

[110] At 604, the authorisation server 202 receives an access credentials
authorisation request for example, seeking approval to access a resource. The access
credentials authorisation request may comprise one or more access credential

identifiers and associated access credential values.

[111] At 606, the authorisation server 202, transmits to a database 218, an access
credentials read request. The access credentials read request may comprise the access
credential identifier(s). The database 218 may comprise one or more stored access
credential values for the respective access credential(s) of the user. The database may
include a mutable data structure. The mutable data structure may be an SQL data

structure.
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[112] At 608, the authorisation server 202 receives the stored access credential

values from the database 218.

[113] At 610, the authorisation server 202 transmits, to the event logging engine, an
event notification indicative of an occurrence of the access credentials authorisation
request. For example, the event notification may comprise an indication of whether the

access credentials authorisation request was authorised or denied.

[114]  In some embodiments, in response to determining that the stored access
credential value(s) correspond with the respective credential value(s) of the access
credentials authorisation request, the authorisation server 202 authorises the access
credentials authorisation request. In some embodiments, the authorisation server 202
provides an authorisation token to a computing device to allow the computing device to

aCCeESss a resource.

[115] Inresponse to determining that the stored access credential value(s) do not
correspond with the respective credential value(s) of the access credentials
authorisation request, the authorisation server 202 denies the access credentials

authorisation request.

[116] Referring now to Figure 7, there is shown a process flow diagram of a method
700 of managing access credentials modification requests, according to some
embodiments. Method 700 may be implemented or performed by a system, such as the
authorisation server 202 of Figure 2. In some embodiments, method 300 may be
performed by a system, or combination of systems, such as the event logging engine
220 of Figure 2, and in some embodiments, the authorisation server 202 and the event

logging engine 220 of Figure 2.

[117] At 702, the authorisation server 202 receives a subscription from an event
logging engine 220 to receive event notifications associated with access credential

requests for a user.
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[118] At 704, the authorisation server 202 receives an access credentials
modification request associated with a user. The access credentials modification
request may comprise one or more current access credential values and one or more
modified access credential values. In some embodiments, the authorisation server 202
first receives an access credentials read request comprising the access credential
value(s) and subsequently, for example, once the read request has been received and
approved by the authorisation server 202, the authorisation server 202 receives a

modification request comprising modified access credential value(s).

[119] At 706, the authorisation server 202 transmits, to a database, an access
credentials read request comprising one or more access credential identifiers. The
database comprises one or more stored access credential values for the respective

access credentials of the user.

[120] At 708, the authorisation server 202 receives the one or more stored access

credential values.

[121] At 710, responsive to determining that the stored access credential value(s)
correspond with the current access credential value(s), the authorisation server 202
transmits, to the event logging engine 220, an access credentials write request
associated with the user. The access credentials write request may comprise the one or

more modified access credential values.

[122]  In some embodiments, responsive to determining that the stored access
credential value(s) correspond with the current access credential value(s), the
authorisation server 202 transmits, to the event logging engine 220, an event
notification indicative of an occurrence of a successful attempt to modify access

credentials.

[123] At 712, responsive to determining that the stored access credential value(s) do

not correspond with the current access credential value(s), the authorisation server 202
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transmits, to the event logging engine 220, an event notification indicative of an

occurrence of a failed attempt to modify access credentials.

[124]  In some embodiments, the authorisation server 202 receives a first request to
modify a current state of a set of requirements for authorising modifications to access
credentials. The request may comprise a proposed set of requirements. The
authorisation server 202 modifies the current state of the set of requirements to the
proposed set of requirements, and transmits a rebuild instruction to the database 218 to
cause the database 218 to construct one or more new stored access credential values
based on an event log 222 maintained by the event logging engine 220. The rebuild
instruction may comprise one or more parameters derived from the modified current set

of requirements.

[125] Referring now to Figure 8, there is shown a process flow diagram of a method
800 of managing access credential requests, according to some embodiments. Method
800 may be implemented or performed by a system, such as the event logging engine
220 of Figure 2. In some embodiments, method 300 may be performed by a system, or
combination of systems, such as the authorisation server 202 of Figure 2, and in some
embodiments, the authorisation server 202 and the event logging engine 220 of Figure

2.

[126] At 802, the event logging engine 220 subscribes to receive event notifications
associated with access credential requests for a user. For example, the event logging

engine 220 may subscribe to the authorisation server 202.

[127] At 804, for each event notification received, the event logging engine 220
creates a respective event object for the event notification and appends the respective
event object to the event log associated with the user. The event object may comprise

information derived from the event notification.
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[128] At 806, the event logging engine 220 receives a historical record request
associated with the user. For example, the historical record request may be received

from the authorisation server.

[129] At 808, the event logging engine 220 replays an event stream of the event log
to generate an ordered list of information associated with access credential requests for

the user.

[130] In some embodiments, the event logging engine 220 provides the ordered list
to the authorisation server 202. The authorisation server 202 may extract from the
ordered list, one or more features for outputting on the user interface 240 of the
computing device 204. In some embodiments, the event logging engine 220 extracts
the feature(s) for outputting on or to the user interface 240 of the computing device
204, and may, for example, provide the extracted features to the authorisation server

202.

[131]  The extracted feature(s) may be used to provide specific information or
functionality to the user interface that may not have been conceived of or deployed
when at least some of the event objects of the ordered list of information associated
with access credential requests for the user were created. In other words, by using the
event logging engine and event store to create and store event objects associated with
event notifications, an entire history of the event notifications associated with access
credential requests of the user can be availed of, and from which features may be
extracted to populate or rely on for new features and/or functionality provided to the

user via the user interface 240.

[132] It will be appreciated by persons skilled in the art that numerous variations
and/or modifications may be made to the above-described embodiments, without
departing from the broad general scope of the present disclosure. The present
embodiments are, therefore, to be considered in all respects as illustrative and not

restrictive.
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CLAIMS

1. A computer-implemented method comprising:

receiving, from an authorisation server, an access credentials read request
associated with a user, the access credentials read request comprising one or more
access credential identifiers and one or more parameter values, wherein the one or more
parameter values are derived from a current state of a set of requirements for
authorising modifications to access credentials;

traversing a first event log associated with the user to determine one or more
access credential values associated with the respective one or more access credential
identifiers based on the one or more parameter values;

transmitting, to the authorisation server, the one or more access credential
values;

responsive to receiving, from the authorisation server, an access credentials
modification request comprising one or more modified access credential values:
creating a first event object comprising the one or more modified access credential
values; and

appending the first event object to the first event log.

2. The method of claim 1, wherein the first event log comprises a historical
record of prior modifications to one or more access credentials associated with the user,
each of which occurred prior to setting of the current state of the set of requirements for

authorising modifications to access credentials.

3. The method of claim 1 or claim 2, further comprising:

creating a second event object indicative of a credentials read request;
and

appending the second event object to a second event log associated with

the user.

4. The method of claim 1 or claim 2, further comprising:
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responsive to receiving a failure notification indicative of a failed attempt to
modify the one or more access credential values:
creating a third event object indicative of the failed attempt; and
appending the third event object to a second event log associated with

the user.

5. The method of claims 3 or claim 4, wherein the second event log is the first

event log.

6. A computer-implemented method comprising:
receiving, from an authorisation server, an access credentials request
associated with a user, the access credentials request comprising one or more access
credential identifiers, one or more associated modified access credential values, and the
current state of the set of requirements for authorising modifications to access
credentials;
traversing a first event log associated with the user to determine one or more
access credential values associated with each of the respective one or more access
credential identifiers, wherein the one or more access credential values are determined
based on one or more parameter values derived from the current state of the set of
requirements for authorising modifications to access credentials;
responsive to determining that the one or more modified access credential
values comply with the current state of requirements:
transmitting, to the authorisation server, a response approving the
credential modification request;
creating a first event object comprising the one or more modified access
credential values; and
appending the first event object to the first event log; and
responsive to determining that the one or more modified access credential
values do not comply with the current state of requirements, transmitting, to the

authorisation server, a response denying the credential modification request.
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7. The method of claim 6, wherein responsive to determining that the one or
more modified access credential values do not comply with the current state of
requirements further comprising:

creating a second event object indicative of the failed attempt to modify
the access credentials; and

appending the second event object to a second event log associated with

the user.
8. The method of claim 7, wherein the second event log is the first event log.
9. A computer-implemented method comprising:

receiving, at an authorisation server, a first request to modify a current state of
a set of requirements for authorising modifications to access credentials, the request
comprising a proposed set of requirements;

modifying the current state of the set of requirements to the proposed set of
requirements;

receiving, at the authorisation server, an access credential modification
request, the access credential modification request comprising one or more access
credential identifiers and associated modified access credential values;

providing, to an event logging engine, an access credentials read request
associated with a user, the access credentials read request comprising the one or more
access credential identifiers and one or more parameter values, wherein the one or more
parameter values are derived from modified current state of the set of requirements;

receiving, from the event logging engine, one or more access credential values
associated with the one or more access credential identifiers;

determining, by the authorisation server, whether the one or more modified
values for the respective one or more access credentials comply with the modified
current state of the set of requirements based on the received one or more access

credential values;
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responsive to determining that the one or more modified values for the
respective one or more access credentials comply with the modified current state of the
set of requirements, authorising the access credential modification request; and

responsive to determining that the one or more modified values for the
respective one or more access credentials do not comply with the modified current state

of the set of requirements, refusing the access credential modification request.

10. The method of claims 9, wherein responsive to authorising the access
credential modification request, transmitting, to the event logging engine, a credentials
modification request comprising the one or more modified access credential values to
cause the event logging engine to store the modified values in an event log associated

with the user.

11. The method of any one of the preceding claims, wherein the proposed set of
requirements comprises a first requirement that at least one of the one or more of the
access credentials values cannot have been used as a value for a threshold number of

previous access credentials.

12. The method of any one of the preceding claims, wherein the proposed set of
requirements comprises a second requirement that at least one of the one or more of the

access credentials values cannot have been used within a predetermined period of time.

13. The method of any one of claims 1 to 5 or 9 to 12, wherein the one or more
parameter values comprise one or more of: (i) a threshold number of previous access

credentials; and (ii) a predetermined period of time.

14. A computing implemented method comprising:

receiving, from an authorisation server, an access credentials modification
request to modify one or more access credentials associated with a user, the access
credentials modification request comprising one or more modified access credentials

values;
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creating a first event object comprising the one or more modified access
credentials values; and

appending the first event object to a first event log.

15. A computing implemented method comprising:

receiving, from an authorisation server, an access credentials read request
associated with a user, the access credentials read request comprising one or more
access credential identifiers;

traversing a first event log associated with the user to determine one or more
access credential values for the respective access credential identifiers in the first event
log;

transmitting, to the authorisation server, the one or more access credential
values;

creating a first event object for recording an occurrence of the access
credentials read request; and

appending the second event object to the second event log.

16. The method of claim 15, wherein the second event log is the first event log.

17. A computer-implemented method comprising:

receiving, by an authorisation server, a subscription from an event logging
engine to receive event notifications associated with access credential requests for a
user;

receiving, by an authorisation server, an access credentials authorisation
request associated with a user, the access credentials authorisation request comprising
one or more access credential identifiers and associated access credential values;

transmitting, to a database comprising one or more stored access credential
value for the respective one or more access credentials of the user, an access credentials
read request, the access credentials read request comprising the one or more access

credential identifiers;
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receiving, by the authorisation server, the one or more stored access credential
values; and
transmitting, to the event logging engine, an event notification indicative of an

occurrence of the access credentials authorisation request.

18. The method of claim 17, further comprising:

responsive to determining, by the authorisation server, that the one or more
stored access credential values correspond with the respective one or more credential
values of the access credentials authorisation request, authorising the access credentials
authorisation request; and

responsive to determining, by the authorisation server, that the one or more
stored access credential values do not correspond with the respective one or more
credential values of the access credentials authorisation request, denying the access

credentials authorisation request.

19. The method of claim 18, wherein the event notification comprising an
indication of whether the access credentials authorisation request was authorised or

denied.

20. The method of claim 19, further comprising:
responsive to authorising the access credentials authorisation request,
transmitting, by the authorisation server, an authorisation token to a computing device

to allow the computing device to access a resource.

21. A computer-implemented method comprising:

receiving, by an authorisation server, a subscription from an event logging
engine to receive event notifications associated with access credential requests for a
user;

receiving, by an authorisation server, an access credentials modification

request associated with a user, the access credentials modification request comprising
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one or more current access credential values and one or more modified access
credential values;

transmitting, to a database comprising one or more stored access credential
value for the respective one or more access credentials of the user, an access credentials
read request, the access credentials read request comprising one or more access
credential identifiers;

receiving, by the authorisation server, the one or more stored access credential
values;

responsive to determining that the one or more stored access credential values
correspond with the one or more current access credential values, transmitting, to the
event logging engine, an access credentials write request associated with the user, the
access credentials write request comprising the one or more modified access credential
values; and

responsive to determining that the one or more stored access credential values
do not correspond with the one or more current access credential values, transmitting,
to the event logging engine, an event notification indicative of an occurrence of a failed

attempt to modify access credentials.

22. The method of claim 21, wherein responsive to determining that the one or
more stored access credential values correspond with the one or more current access
credential values, transmitting, to the event logging engine, an event notification

indicative of an occurrence of a successful attempt to modify access credentials.

23. The method of claim 21 or 22, further comprising:
causing modification of the one or more stored access credential values for the
respective one or more access credentials in the database based on the respective one or

more modified access credentials.

24. The method of any one of claims 21 to 23, further comprising:
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receiving, at the authorisation server, a first request to modify a current state of
a set of requirements for authorising modifications to access credentials, the request
comprising a proposed set of requirements;

modifying the current state of the set of requirements to the proposed set of
requirements; and

transmitting a rebuild instruction to the database to cause the database to
construct one or more new stored access credential values based on an event log
maintained by the event logging engine, the rebuild instruction comprising one or more

parameters derived from the modified current set of requirements.

25. The method of any one of claims 21 to 23, wherein the database is a mutable

data structure.

26. The method of claim 25, wherein the mutable data structure is an SQL data
structure.
27. The method of any one of the preceding claims, wherein the one or more

access credentials comprise one or more of: user name; user identifier; password; date;

time; and location.

28. A computer-implemented method comprising:
subscribing to receive, by an event logging engine, event notifications
associated with access credential requests for a user;
for each event notification received:
creating a respective event object for the event notification, the event
object comprising information derived from the event notification; and
appending the respective event object to the event log associated with
the user;
receiving, from the authorisation server, a historical record request associated

with the user;
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replaying an event stream of the event log to generate an ordered list of

information associated with access credential requests for the user.

29. The method of claim 28, further comprising:
providing, to the authorisation server, the ordered list; and
extracting from the ordered list, one or more features for outputting on a user

interface of a computing device.

30. The method of claim 28, further comprising:
extracting from the ordered list, one or more features for outputting on a user
interface of a computing device; and

providing the extracted features to the authorisation server.

31. The method of any one of claims 28 to 30, wherein the access credential
requests for a user relate to one or more of: i) requests for modifying access credentials;
ii) requests for modifying access credential requirements; and iii) requests for verifying

access credentials.

32. A system comprising:

one or more processors; and

memory comprising computer executable instructions, which when executed
by the one or more processors, cause the system to perform the method of any one of

claims 1 to 31.

33. A computer-readable storage medium storing instructions that, when executed

by a computer, cause the computer to perform the method of any one of claims 1 to 31.



