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W RELESS NETWORK BACKGROUND OF T Technical Field Thi

invention relates generally to d M‘GWU ons, and in 10 pa%\t@dlﬁﬁdﬂﬂﬁ
to data conmmunications in a Loca k (LAN). Specifically, the

i nvent i onwesisbdsmct ed to nanagi ng wi r'é¥€’s access to acrihbboidgscri ption of
the Related Art 15 The need for personal w reless comunications is
expanding rapidly with the advances iln digital conmunications and personal

comuni cations systens. The progress in wireless radio technology and the
growh. rate of the wireless tel ephone systens over the |ast several years

is indicative 20 of trﬁwggﬁgwﬁ% ﬂ?ﬁi%ﬂﬁ_@é nNeBFaki on i ndependent
comuni cation via W releéss access. ny o e current wirel ess networks
architectures are primarily designed and optim zed for voice

communi cations and w de area coverage. Wth the proliferation of personal

and porta%&&gmu&eg.% RBfrroyocal area networks, it is envisioned that
[

data services and applications 25 such as file server access, client-server
execution, and electronic mail will require wirel ess access to the LAN
envi ronnent supporting distributed conputing. The use of wreless

conmuni catreeknisaistoyrd to transmt data traffic utilizing nobile devices
whi ch communicate with a hardwired -network, such as a LAN or a wi de area

nelvor k(U0 oSS RERIOR 54 dgmieat, APULLE LIRS can e comnect et
G R T

i ndleased or exanple, may use
Wi rel ess EBPRGHTEAY inven&ion s Wrﬁﬁteﬁlﬂﬁ waé*aa%ﬁg wirEl SRe ROCES T 8°tar ack

i nventoryLa®d repl enish stock. The transportation industry may use such
systens at | arge outdoor storage 35 facilities to keep an accurate account

of incom pEsaAgeHlFoia0raahiMBARLS. i n manufacturing facilities, such
systens are useful for tracking parts, conpleted products and defects.
SinCe the char cterls |cs and.profile of da raffic, dlfferent
fromthose of Vol E&%4 4 ‘fergona%hmreless cgléur‘sunl?%g%ssgspro o% g ‘%&‘%’ efficiently

accommodaféth ke \?é’ﬁ?c‘iﬁ/h%r‘?f%ltéhd’°’ﬁ'ﬂ'f"s‘ia§i°nﬁoa“r‘?a‘ﬁf? B CFBPAT T8 i c.

systems. The progress in wireless radio technology and the growth rate of
the wireless telephone systems over the last several years is indicative

20 of tremendous market demand for location 1ndependent communication via
‘wireless access. Many of the current wireless networks architectures- are
primarily designed and optimized for voice communications and wide area
coverage. With the proliferation of pe:sonal and portable combuters, and

‘ local area networks, it is envisioned that data services and applications

25 . such as file server access, client-server execution, and electronic mail
will require wireless access to the LAN enviromment supporting distributed
computing. The use of wireless communication systems to transmit data
traffic utllizing mobile devices which communicate with a hardwired
network, such as a LAN or a wide area network (WAN), bes become

30 w1despread A mobile worker can be connected everywhere on an office -
building or business campus, which translates into increased productivity.
Retall stores and warehouses, for example, may use w;reless communications
systems with mobile data terminals to track inventory and replenish stock.
The transportation industry may use such systems at large outdoor storage

35 facilities to keep an accurate account of incoming and outgoing shipments.
In manufacturing fac111ties, such systems are useful for tracking parts,
completed products and defects. Since the characteristics and profile of
data trafflc are very different from those of voice traffic, the wireless
access protocol must efficiently accommodate the very dynamic and bursty

40 ‘nature of data traffic.
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30 DEC 2005 WO 03/096626 2 PCT/ GB03/01910 A typical wreless comunications
systemincludes a nunber of fixed access points (also known as bas 20
stations) interconnected by a cable nmediumoften referred to as a syqu&r?p%
backbone 5 Associated with each access point is a geographic cell. The cell
IS a geogx@piegs2er €a in which an access point has sufdddgsibioni gnal
strength to transmt data and receive data froma nobile device such as a
data termnal or tel ephone with an acceptable error rate. Typically,
access points will be positioned along the backbones such that the
conbined cell 10 ar ea coverage fromeach access point provides full
coverage of 8 RULbELA0. Ol S Le, un'fgart%épsz#%w}nclaﬁesagggﬁem a1, r OVi des 11
frequent | fCF?Fér@li“EE éﬁbﬁ‘?l ?P&’%r?ﬁ bagy SERHES)| HEERIPReFEE! PR SRS dat a

capaci ty, medhweotthe relpaed tty af a tshetenmReciloPpk is a function of the nunber of
access points. So a user 15 typically has access to several different

accgss poi nts h&o@ﬂ%eg'vﬂ@lﬂ eaJc}pQ@Je'SQrboa.rM)bd Eegeg@t\ébﬁﬁsc&llch’rﬁ& kel ephones,
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W rel ess dermigal ®atjederiiset weehan @ﬁ%ﬁpﬁ%elﬁr%\??"@e éﬁﬁlcéhlyac?:“é@’és point to

whi ch t he pabiis| @lldend pesitned egomst ereebhckpmet ochobat thedearipéeedr edAs from one
celiy t 0 angthebverhli® rrabidneadtesd eeingi ddoviagpizetll kyvedesecoi stivrildingh t he
access poift QL. t:3e 35, BV QUSc&8h lpotdpF0gics tiar mipst RinldieiacB@Sa poi Nt
associ at e, W | uldeye DEVE GEl e Jéﬁgg%@%mafgqa&@amh@g ek glig8snt 0Cal area

net wor ks t.and e opt ed and
has gai ned"’e‘éﬁ‘i‘ ;}Pa‘f'?&és §6 i&ﬁ’é‘?‘?‘ RS I‘;SSéL cc the ca%%%g(cggr? gl’fgdl cal

communi t i @stworkels| EFEngdon thgt%‘ﬁ%ﬁfrﬂf f BTCCRRLANS P s 20 8t%flard for systens
t has oper ayeidahly hes a@ces®(-o2s8B 15NN sph dgseseirpiintss gt émf Y and nedi cal

(1 SM bandocaddienl SM band i s avail abl e worl dwi de and all ows unlicensed
operation of spread spectrumsystens. The | EEE 802.11 RF transm ssions use

multiple si gna}mﬂg %V%Q%Eﬁ agr&qgg!h@;xéso%)ge:@t sifde1entidata rates to
del iver a sLIdGChdl. o PACKE! DELIECH W LA §854RUSLORE caliga | At est | EEE
802. 11 wi "8

1 ]gL uenC| :Lle &av:.c ap f.l.Or direct
sedfdence §5F%’§B°‘§‘péltﬁ F’(ﬁ‘i‘iam th%fﬁﬁﬁ s& 6R R et il dao
short - r angemsRAPRIARE Wihies ths 6YI6H P2giRHh vis WH‘Féeﬁl ERIETHER ié’?d?‘?g‘?ﬂaa (see
WWw. bl uet cbe hnoboirg) devibe aBfl @etayoeds point to which the mobile device is .
registered. As the mobile device roams from one cell to another, the

mobile device will typically deregister with the access point of the
25 previous cell and register with the access point associated with theunew
cell.

Recently a standard for wireless local area networks (WLANs) known

as the IEEE 802.11 standard has been adopted and has gained acceptance

30 among the industrial, séientific and medical communities. The IEEE 802.11
standard for WLANs is a standard for systems that operate in the
2,400-2,483.5 MHz industrial, scientific and medical (ISM) band. The ISM
band is available worldwide and allows unlicensed operation of spread
spectrum systems. The IEEE 802.11 RF transmissions use multiple signaling

35 schemes (modulations) at different data rates to deliver a single data
packet between wireless systems. The latest IEEE 802.11 wireless LAN uses
a band of frequencies near 2.4 Ghz for direct sequence spread spectrum
transmissions. Another recently adopted short~range standard has evolved
known as the Bluetooth standard (see www.bluetooth.com). The Bluetooth

40 standard is a low-cost short range wireless connection which uses much of
the same range of frequencies for its frequency-hopping spread spectrum
transmissions as the IEEE 802.11 standard. In some applications, it is



40 standard is a | owcost short range w rel ess connection which uses much

of the sanme range of frequencies for its frequency-hopping spread spectrum
transnissions as the | EEE 802.11 standard. In sone applications, it 3& pBCQugs
DEC 2005 WO 03/096626 3 PCT/ GB03/ 01910 appropriate to use systens enpl oyi ng
| EEE 802. Moonmedsrently with other .systens using therRpdfieeth standard.
In | EEE 802.11 wireless LAN technology, there is a shared 5 transm ssion
medi um bet ween the access point and chient devices. Since an access point
can only be receiving data fromone client at a tinme, a given client can
nonopol i ze t hat channel effecti veI y reduci ng throughput available to

ot her clients. LExa I €y t eguest and of ten,

be grant eap%f°ar i ‘ofa r‘?o?}’lfl e tl?‘ E‘Ebgf;?lztd\/lvlE ﬁcurjﬁfmbr |w§¥ﬂprgo}{}lrem i's
further eR&¥sB? &Fﬁtﬂf H}F FH’@WQ&BtStH‘P&FdWAN is a data packet based
technol ogy. Wth digital cellular systens, transm ssions are connection
based, so the i gideabocel Iwméaéssseztmpedhhdsxouﬂ tbaRr guarsaatede bandwi dt'h to

thescl | eNtranSRl s WA Ne@ihin @Rt Roen AL AcbERANSITL S ShoNg t @kt Caddéest ¥ sihdd aature, so
bandw dt [ ggsr p A osfnyaﬂ?j@géemgo&aacg%m afie QALANLCE dind SaARGEY di nal y,

there is need ﬂ 1 m and nethod, 1:t at prevents a
singl e cl Fé’rﬁmo t98°RG f"éﬁ &% Rﬁiﬁ’lr oropol i ZIngethe  net wor k bandwi dt h.
SUMVARY  ORVafEb leNvEREHEON 13 entiEn é%é?ﬁ&ﬁ?’}‘é’lw Fﬁe&ti)g@tef?qéﬁs%nbodl nent, a
met hod andlasysdwaneisen, wanagigmgrted rrdvi gt épogtioniteatioynt ioh Pandwifel-ess | ocal
araa net Wehis psobi@t avirdefther ckh@evateal@Ssne oAl that emames woddtal ;rckerdes a
pluralityyofeaCldfiiSay.t hln 266858 dhfu1RLtpbrcks | RELUEIsBshsaeess node over a

wirel ess @&egmon%ésgﬁngﬁ ! *alléi%iy 2801 BY oERENACLIsENan GhaPBRLL OTI NG AT OUGY

t he access no na y tained |d Xing clients
that are 'f 1&‘3(8?‘9’9""8?11 T HY 8’%& Id(é"\y’leltr"’I T Banaw %’Eeh utIYI zati on,
wher ei n Eﬁé‘aﬁﬁﬁesﬁ‘?&a&d‘i‘”&‘iélt %‘gﬁ%’tte? (FFFRSEE 8540 SFRAE PPoPB e nunber of
clildnts @atddriiniohy beardwisde tringowrgh inheheaetesy AGHeenTEMethefe

transm sskpdt pfevant3Oa cliefle- d10ageod tBé¢ ghadlesn LR Spons@obd igingetpgest - t 0- send
si gnal regeiwedpbx@maercl ients on the list is prevented. In an alternative
enbodi ment, a nethod of managi ng bandwi dth utilization in a wireless |ocal
area net i i nprising 35 nonitoring the bandwi dth utilized
by each c L‘é‘ﬁ%"? Er“%g e&gccess node; dynamically maintaining a |ist

idéAtifying clients that are currently
In accordance with a preferred embodlment -a method and system of

managing bandw1dth utilization in a w1reless local area network is
provided.™ The wireléss local area network includes a plurality of clients
that access the network through an access node over a wireless medium.

25 Bandwidth utilized by each client is monitoring through the access node,
and a list is dynamically maintained identifying clients that are
currently exceeding a threshold level of bandwidth utilization, wherein
the threshold level is determined as a function of the number of clients
utilizing bandwidth through the access node. Then, the transmission of a

30 clear-to-send signal in response to a request-to-send signal received from
clients on the list is prevented.

In an alternative embodiment, a method of managing bandwidth

utilization in a wireless local area network is provided, comprising

35 monitoring the bandwidth utilized by each client through the access node;
dynamically maintaining a list identifying clients that are currently
excgeding a threshold level of bandwidth utilization, wherein the
threshold level is determined as a function of the number of clients
utilizing bandwidth through the access node, and preventing the

40 transmission of a clear-to-send signal in response to a request-to-send
signal received from clients on the list.



exceeding a threshold | evel of bandwi dth utilization, wherein the

threshold level is determned as a function of the nunber of clients
utilizing bandwi dth through the access node, and preventing the 40 3 DECZ%S
transm ssion of a clear-to-send signal in response to a request-to-sen

si gnal omclients on the list. 3.0 DEC 200 6626 4
PCT/GBO3/§Q%¥§H?%gan alternative enbodi nent, a nethod§8m@#g%é%3ng bandw dt h
utilization in a wirel ess |local area Q@tmork i's provided, a nethod of
managi ng bandw dth utilization in a wireless | ocal area network is

provi ded, wherein the wreless |ocal area network includes a plurality of 5
clients that access the network through an access node over a wreless

medi um and t h&n petaisemebivsr ebpdigentet methvdmf Parginederafvidtansn ssi on
bandw dt h uiiiilzatziah i iana fvdteleas Nocdli &b metwdrRelsphrovddddat \a oéthod iocént s and a

total trapgmHsst hbandwudthAvai Lkl @ ivauahal Bee254668 node; and
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access node provides wireless connectivity between clients in the wireless
local area ﬁetwork. A plurality of clients access the network through the

25 access node over a wireless medium, wherein the access node monitors the
bandwidth utilized by each client through the access node. 2nd, a storage
device dynamically maintains a list identifying clients that are currently
exceeding a threshold level of bandwidth utilization, wherein the
threshold level is determined as a function of the number of clients

30 utilizing bandwidth through the access node, and wherein the access node
will not transmit a clear-to-send dignal in response to a request-to-send

signal received from clients on the list.

35 BRIEF DESCRIPTION OF THE DRAWINGS

The novel features believed characteristic of the invention are set
forth in the appended claims. The invention itself however, as well as a
preferred mode of use, further objects and advantages thereof, will best
40 be understood by reference to the following detailed descriptioh of an
illustrative embodiment when read in conjunctu.on with the ac:company:.ng
drawings, wherein:



signal received fromclients on the list. 35 BRI EF DESCRI PTI ON OF THE

DRAW NGS The novel features believed characteristic of the invention are
set forth in the appended clains. The invention itself however, asj OJt( 288
a preferred node of use, further objects and advantages thereof, w Il best

40 be undewstisodedey reference to the follow ng detail egGemshiot i on of an
illustrative enbodi nent when read in conjunction with the acconpanyi ng
drawi ngs, wherein: 30 DEC 2005 WD 03/ 086626 PCT/ GB03/01910 5 5 10 Figure 1
depicts a radio system all owi ng conmuni cati on between a plurality of
renote stations, applications and data residing in a conputing system and

L enent ed | BHGE SA06EAd b PLALSI LEG STOMLIENL, 81 UG Eoen!

i nvention; #A\delctsa station an -station “f the radio

system in accor NG P2 15P 0T BRSPS oo e @qulﬁé Brsent

i nvent i on; SPIRYEIE ssebuand Heleeared &y seeardersmmtiah taoptsdetrehe renot e
stations aneditrat dsehest@seoninvehtidehgure 1, in accordance with a preferred
enbodi ment of the present invention; Figure 3 shows a flow diagram of a

method for trackizad BaRdlcHl R pakd 3t o2l ok s W] [ B QRS 00! area

network, in accordance wi e preferre e ‘present
i nventi on; E% Ur &~ £°¢ %gﬁn/sceamftp wg’éﬁffﬁﬁ""regrﬁmg?c{}ge%?%&h © FoT*ftanagi ng bandwi dt h

utilizati ohn‘feﬁt“a?nw rel ess local area network, in accordance with the 20
preferred enmbodi nent of the present invention; and Figure 5 shows a flow
di agtam of a netibee pfsheenag Ag:bandvdndidimodlth lhoBAkthORehdte atuilel ess | ocal

area net Wokkg tméﬂbéé‘ecgrad%geofv\ﬂgn,—.@& Al é&e%k&é/@m%fg ebfLd. pnpodi ment of
t he preseng i paventi; gf)r\ihe enl,_A LEQ DESCRI PTI ON OF | LLUSTRATI VE EMBODI NENT

Wth reference now |gures “and in particular wwth reference to
FIG 1, there is shown a |local area radio system all owing comruni cation 30
bet ween a pl ur PSP dEhPEnditdos figgreh et Fomethod f9n tragkdng Bangiitappl i cati ons
andldat a resitthatgen in & ciorpski Rgakysdéeemtvarkd impden@nteditm taccor dance
with a preferesddenbadhernés ofie bheepr esRAtidmAventi on. The conputing system
typically includes a Wrel ess Network Manager (WNM or Wrel ess Network
Figure 4 shows a flow diagram of a method for managing bandwidth
utilization in a wireless local area network, in accordance with the
20 preferred embodiment of the present invention; and

Figure 5 shows a flow diagram of a method of managing bandwidth
utilization in a wireless local area network, in accordance with an
alternative preferred embodiment of the present invention.

25
DETATILED DESCRIPTION OF ILLUSTRATIVE EMBODIMENT

With reference now to the figures, and in particular with reference

to FIG. 1, there is shown a local area radio éystem allowing communication

30 between a plurality of remote stations 10, 12, 14, and 16 and applications
and data residing in a computing system, and implemented in accordance
with a preferred embodiment of the present invgntion. The computing system
typically includes a Wireless Network Manager (WNM) or Wireless Network
‘Controller (WNC) 18, (the WNM or WNC is typically a card that is inserted

35 into a computer system) with attached monitor 20 and keyboard 22, of a
local area network (LAN), generally indicated by reference numeral 24,
having a plurality of attached workstations or personal computers (not
shown for simplicity). Also attached te the LAN are one or more access
points 26 and 28 with which the remote stations 10, 12, 14, and 16

40 communicate. These access points are augmented according to the invention
to provide certain radio system management functions which coordinate the
remote stations' access to the common radio channel. Communications



Controller (WNC) 18, (the WNMor WNC is typically a card that is inserted

35 into a conputer system) with attached nonitor 20 and keyboard 22, of a-

| ocal area network (LAN), generally indicated by reference nuneral 2430 DEC 2005
having a plurality of attached workstations or personal conputers (not

shown for gj i cjty). Also attached to the LAN are on access
points 26 gh&ﬂhﬂgﬁ\?\“h whi ch the renote stations 10, 121?(31%2(1],30?&{?20 16 40

communi cate. These access points are aggnented according to the invention
to provide certain radi o system nmanagenent functions which coordi nate the
‘renpte stations' access to the common radi o channel. Conmunications 3 0 DEC
2005 WO 03/b096626 PCT/ GB03/ 01910 6 between renote stations is supported via
rel ay t hr odgh thé SIREESTE TGP HfssupParged, i Fglavashropginihe nagrepe pdittai | i n

FIG :A a?acPésd pdi fitoyn 26 mare 2Btailywin EFF-ndd be aacamerpodntisi ohak 28,

m cr oconpuwi¥ch tresbe alshhlveud apiae midfbcbiptesd, ehhs & NAR dabsSes| 0t 1@Rgegonnect ed
to LAN cablih ngbd?2 s10bhghdVWvind&eq teyPiaGadabyidl $0 o e €QNVYGALLAYAL o,

m cr gconput elonaid s L6 ! Ui g, f I.r&ct access. storage devices
( DASDs) SUF@ nﬂgf&g P& A IR l%d:g'l'g‘ &l 0 2G5S iﬁ %&5%?%]‘ 34 inserted

ar.d di not. shown), .al'so has a
in a bus sﬁgﬁrgg%ge‘(’:lgﬁsné%%ﬁ‘tS‘dc}i_ﬂf\l%S’é R g‘?.t SPRE) L AN =° d38 R &% 30 and 34

and the LARFRABT PAGEFEEddRthERE fHAthandaseraettefaiocl 2N epd it 82 € Theh&AN AN 24.

The LAN 243¢apteis gbaveat isvdaibedesighlinhe baetlss Wlhpalrdost@Geor 28 al so
has an RF twmhscee\be Iayl@pt ehe 36N 24pic BERbAEGNASNA]l dREigAt @de Gick&ddi t card
which is i|pseesed dn2@abusnsd of reftrhieDAS G Bb AL AN imp1 LEARSE QL T adapter
36 i ncl udes;a:SPeeady SREG! LT LARIEAILYET, Ofh, GODVERthANAL, deslan.
Transcei ver ad eﬁggrr ag)aGtha§6an la%enna- 8 g?\;?vfﬂn ch a radi o ISARCR0 s
‘establ i shedrvvl‘?, one. or ot e-Feibt & VFERT BTt aRHceiYSF °45 or 16. The
remote st afTPSFPHEAL (5Pt Penschusidedrerer 8¢ rraFrtasserenifubemhgfh a
convent i ontAdieldériyno difdestrbRehedheithcwess paientenotd stariprsovidetk, wi4,h an
ant&nna 42oxah6. ah¢ remseaitweionagapttesiidde adlaaa-HedPloeepted a@mpaeprdsnt ed
circuit castvertiiadnli Gesidsand,etivennd RUS:sShhe Ofi ¢ tAen,CoRUt Ly JLhe
transcei vescadapiLhnd4, thhkR: 208660, VE, 24APLET30ed DCL dr§§%% spread 20
SPectTum ! £L308Gelalwdly Ik MLalof 83100 NG DARE, SLALLON & Te remote
stations atrrgn;cueriterer rovi ded w h so,‘fvvare, genera’myﬁn cated by _
reference NUNerals A6 and a8 e TFRaei VR =Phfh ¢t drpdpdet® sRERE respective
traffscei veP APt ErEce s MiGsinglashérpd ot -hEhe BrficosteyieremE tmpencte bot h t he
renot e st attPeirss v further avoelied poinssftohrdr| @nedallFhiediatkobsyst em i ncl udes
a transceineferened apteenl366 ahd 44, cennrecivelly,t dhichesuepsmUiREr 30spskaivkhe
conput er' scrhnsceivdit @abage. 52. The transcei ver section is itself divided
into an RF transceiver 54, which may be a comercially avail able spread
Speﬁ%trljn1 FIG. 2 shows the radio system common to both the remote stations and
the access points of FIG. 1. The radio system includes a transceiver
adapter 36 or 44 connected to the computer 50 via the computer's bus
interface 52. The transceiver section is itself divided into an RF
transceiver 54, which may be a commercially available spread spectrum
30 transceiver, and a dedicated microprocessor system 56 which controls the
transceiver via an interface 58. The microprocessor gystem 56 further
includes a system interface 60 which interfaces the transceiver section to
the computer section 50. The microprocessor gystem includes a dedigated
- microprocessor 62 containing high-resolution time interval determination
35 hardware or "timers" typical of real-time microprocessor systems.
Microprocessor 62 is connected by a memory bus 64 to program storage 66
and data storage 68 as well as to interfaces 58 and 60 providing
attachment to bus interface 52 and'RF transceiver 54, respectively,
Program storage 66 is typically read only memory (ROM), while data storage
40 68 is static or dynamic random access memory (SRAM or DRAM) . Packets
received or to be sent are held in data storage 68 and communicated to or
from the RF transceiver 54 via interface 58 under control of serial



30 transceiver, and a dedi cated m croprocessor system 56 which controls the
transceiver via an interface 58. The m croprocessor system 56 further
includes a systeminterface 60 which interfaces the transceiver sec}g)q)gctz%
the conputer section 50. The m croprocessor systemincludes a dedicate

m cr opr ocewsBiB&scont ai ni ng hi gh-resol ution time inteMalpeslelofr M nation 35
hardware or "tiners" typical of real-tine mcroprocessor systens.

M croprocessor 62 is connected by a memory bus 64 to program storage 66
and data storage 68 as well as to interfaces 58 and 60 providing

attachnment to bus interface 52 and RF transcei ver 54, respectively
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transcei verraggapiceraddbredr3eddr mharibu&siﬂmteffhea:ezSZ. in a preferred

enbodi nent, the wireless network operates in 20 conpliance with the | EEE
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Alternatively, the system may be employed utilizing the TEEE standard

25 802.11 "Frequency Hopping Spread Spectrum Physical Layer Specification" or
any other protocol transmitting portions of packets at varying modulations
and data rates. The standard defines three physical methods as well as
two types of networking. The three different physical layer methods
include two using radio frequency and one using infrared. The two radio

30 physical 1ayers operate in 2.4 GHz frequency range, one using frequency
hopping spread spectrum (FHSS) and the other using direct sequence spread
spectrum (DSSS). The one infrared physical layer operates using baseband
infrared. Over the air data-rates of 1 Mbps and 2 Mbps are defined in the
standard. The IEEE 802.11 standard defines two types of networking, one

35 being ad hoc networking and the other being infrastructure. An ad hoc
network is a network composed solely of statioms within mutual
communication range of each other via the wireless medium. With ad hoc
networking, the wireless clients communicate to each other without the
need for a wired network or access points. An infrastructure contains one

40 or more access pointes which provide wireless clients with access to the
wired network. ‘
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In 802.11, the DSSS PHY defines both 1- and 2-Mbps peak data rates.

25 The former uses Differential Binary Phase Shift Keying (DBPSK) and the

' latter uses Differential Quadrature Phase Shift Keying (DQPSK). The
standard defines the FHSS PHY to operate at 1 Mbps and allows for optional
2-Mbps operation. The PHY uses 2~ or 4-level Gaussian Frequency Shift '
Keying (GFSK) modulation. Both DSSS and FHSS WLANs will operate in the

30 same frequency band and neither requires site licenses or permits
throughout the US, Eurcpe, and Asia. The IEEE 802.11 standard specifies
that the WLANs operate in the 2.4-GHz band that regulatory agencies around
the world have set aside for spread spectrum usage.

35 One of the key advantages of the RF PHYs is the ability to have a
number of distinct chamnels. The channelization allows ALAN users to
co-locate channels in the same or adjacent areas to boost aggregate
throughput or to deploy a cellular-like array of chamnel that support
roaming clients. In the case of DSSS, different channels simply use

40 - different frequency bands. In the case of FHSS, the hdpping sequence used
differentiates one channel from the next, but all channels operate in the
same wide frequency band.
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server fofta=EiifyRa- V\LAN cell or channel. Comunications between node A
and node B actually flow fromnode A to the AP and then fromthe AP
The 802.11 standard specifies that the MAC layer handle

25 ackﬁowledggment and that the MAC layer resend lost frames resulting in
more efficient usage of the available bandwidth and quicker
acknowledgement. The 802.11 frame format relies on an interframe spacing
of 50 microsecs. The standard requires that the receiving station send an
acknowledgement 10 microsecs after the end of each frame providing the CRC

30 check is correct. The 10 microsec limit ensures that the receiving station
cah take immediate control of the airwaves rather. than competing with
other nodes for medium access ag would be required 1f it waited past the
50-microsec interframe spacing. LANs that handle acknowledgement in layers
above the MAC can’t meet the strict timing requirements and therefore

15 essentially compete for medium access and send é standard frame to convey
each acknowledgement. The MAC-layer implementation eliminates the
latencies of medium access and allows the acknowledgement to use some of
the interframe spacing time period in which no other activity would occur
in any case.

10

The_collision avoldance scheme adopted in 802.11 requires a station
to avoid transmitting while other nodes are actively transmitting. The
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intervals until it receives. a CTS. In accordance with a preferred
embodiment of the present invention, the access point places a device that
has been monopolizing a channel on a Restricted List, and regulates

28 bandwidth on the network by not returhing a CTS to any client on the
Restricted List.

Figure 3 shows a flow diagram of a method for tracking bandwidth

utilization in a wireless local area network, in accordance with the

30 preferred embodiment of the présent invention. The procéss gtarts at step
300 and proceeds to step 302, where the aggregate bandwidth utilization
for each active client within the local area network is calculated. In a
preferred embodiment, these bandwidth checks would be handled by
monitoring signals at the network ODI layer 3 and identifying bandwith

35 usage. Firmware at ODI layer 4 would track the percent of bandwidth used
across all connections on the access point and track the changes. This is
performed by tracking the IP address of each client and counting the
nunber of data packets sent by .each client over a defined time period.
For example, in a preferred embodiment, this time period‘would be set to

40 ten minutes within which the aggregate bandwidth utilization for each
active client is measured. This time period can be set by a policy
previously defined by the system designer or user. The firmware would



protocol provides that each client sends an RTS with a tinme duration when
that client needs to send-information over the LAN. if the access point s
free and not servicing another client, it will send a CTS and "free2330 }@ft ;
(i.e., reject requests for bandw dth) other clients on the LAN during 2005
the time dwoasmeesrsdefined in the RTS. If the access pgdﬁcﬂg/% ghot respond
wth a CTS, the client will continue to resend the RTS on regu

intervals until it receives a CTS. In agcordance with a preferred

enbodi ment of the present invention, the access point places a device that
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If the determination at step 304 is that the aggregate bandwidth
utilization is greater than the threshold level for a glven cllent, the .
process proceeds to step 306 where a determination is made whether the
client that has exceeded the threshold level is on a Restricted List. The
30 Restricted List is a list of client IP addresses for clients that have
aggregate bandwidth utilizations that exceed the current ‘threshold level.
The Restricted List is stored in the access point and is accessed during
step 306. If a determination at step 306 is made that the threshold
exceeding client is not on.the Restricted List, the process proceeds to
35 step 308, where the threshold-exceeding client is added to the Restricted
List stored in the access pointf Thereaftei, the process returns to step
302 to again calculate the aggregate bandwidth utilization for each active
client. 1If a determination is made at step 306 that the threehold—

exceeding client is on the Restricted List, the process returns to step
40 302.



| evel . Again, the threshold levels are driven by policies. In a preferred
enbodi nent, the policy would set the threshold to a fifty 15 percent | evel
if the wirel ess LAN currently has only one active user. An active client

is defined as a client that has utilized bandwidth within the 30 DEC 200
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Restricted List stored in the access point is searched to determine if the

25 IP address of the client requesting bandwidth is found. If the client's
IP address is found on the Restricted List, its bandwidth utilization has
exceeded the current threshold, and the access point will not respond to
the client's RTS with a CTS. This leaves the access point accessible to
other clients who require network bandwidth and are sending an RTS. If

30 the determination at decision block 404 is that the client is not on the
Restricted List, the process proceeds to step 406, where the access point
responds to the client with a CTS and will free up the reguested channel
for the client. Upon expiration of the time duration requested in the
RTS, the process returns to decision block 402, where the access point

35 awaits receipt of a new RTS.

Over time, since the Restricted List is dynamically updated, the
bandwidth utilization of the restricted client will eventually fall below
the threshold because the client will continually be denied additional

40 bandwidth. Once the client's bandwidth utilization drops below the
threshold, its IP address is removed from the Restricted List, and,
thereafter, its received RTS at step 402 will be serviced at step 406



10 level for its aggregate bandw dth utilization, the process proceeds to
step 312, where the client is renoved fromthe Restrlcted Li st.
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alternative preferred enbodi nent of the present invention. The process
starts at step 500, and proceeds to step 3Q2, where bandwi dth utilization
by clients within the wireless LAN is nonitored. The process then 1@ ?EC 2005
proceeds to step 504 where a list identifying clients that are currently .
exceeding a threshold | evel of bandw dt hc:HHx ization wthin the wirel ess
LAN is dynam cally maintained within the acCess node. The threshold | evel
is set by a policy as a function of the nunber of users accessing
bandwi dt h. The*d i st* PeEhaY R4 Mrpaging basdwidtai yiddizetion irhatwigeless lopeinprekb
reduces its banetwhxk wherein thetvigelegn dodrlopma retewkaindbiden ed piratskob s
level it is takésnteffharhackissthe AdteoiH ExO6gh ir)QEceRE MBE@Fed 8 VLEIR506,
where the tranealesi erpefsing:CTS in response to an RTS is prevented, when
the RTS is received froma client on the |ist generated at step 504.
Thereafter, the pr ' ts the pracess flow. Wiile the 20,
invention has h gng&gr%tg fﬁggg?@ %ié%%@%ﬁ ze?eb c?al‘%e%q'\?\ﬁ’rt ﬁ£ﬁ°§¥¥ér“§ﬁ€§°f’8 a
preferred. enBodrment. 1t ol T BE°lh ﬁ?t%‘oﬁ”ﬂ?"t‘ﬁd“é‘éus’kﬁ"f‘e‘ﬁ P rivpptdon t
that various Hal§eRPRT £§ 3 eah Yitizine Pangeisth EAERVOR HHEP cicAeas nasisat
departing frorf¥Raecaldyraintpiping cppéstoddentidyingy ehientwnthaRR8R2O8E&tNRW Page:

29 April 2004 exdee@ling S GEhrRHCIR0ETR110f Pardeidebdditdlizavivagiang dravaheili h
utilization irnhe vehxekessn lopcaklatamn-sdagtdipidl, invbespehde tha wirel ess | ocal
area net work iregledelas-SenBl sty fateBea Ghh @Nd1Seddad cREGESS t he network

t hrough an access node over a wireless medium conprising: nonitoring the
bandwi dt h util,i zed C A : ) cecess. . hode:. determning a

t hreshol d | ev%&ggglﬁéﬁ% tﬁi‘ﬁ‘?l i‘&zgtul}ggﬂa%ﬂge%ug%t%i ?ﬁip%f‘a% AeFnunber of
clients utilizing bandwi dth thr ough the access node; dynamcally
maintaining a list identifying clients that are currently exceeding said
t hreshol d [ evel ofd"ﬁﬁfﬂfﬁi“tﬁ/f‘l’ 149PRL, STanEmtss inaPaIreAsh e ki zatden for 8shi ssi on
of a cl ear -t of5ERH ofi theapiwritiFeefcidents angd a peglicdypuamdssionbandwidel recei ved
froma client 3ilae thirgugh the kcasst hot: asdcl ai ned in claim 1, wherein said
monitoring step conprises: determ ning individual transm ssion bandw dth
utilization for eamhpardhi @nd individial Mrakisaldsiyn Binavld@niS1ondicn s aden

transm Ssion brERAWWEEN safy Gideadh€ thebisaiiol BeaRERaSkINONonaNEacONPari ng
the individual transm ssion bandwi dth utilization for each client with

sai d_threshol d {1 AsaTsalaRRARIILLH bl 12ALLRM A% $2ld,AigNgnt ion step
; g
prevents a pagédl.:.gyo!ng‘{ bcﬁﬁ&% Ih&%hugﬁ;c%sgnode until it is no longer

determined that the particular olié}x:’a individual transmission bandwidth
is greater than the threshold transmission bandwidth utilization. )

3. The method of claim 1 ox claim 2, further comprising the step of:

accessing the list in respomse to receiving a request-to-eend sigma
from a client to datermine if the client is on the list. b

4. The method of any preceding claim, wherein the threshold level isg
determined as a function of the total available bandwidth through the
access node.

S. The method of any preceding claim, further comprising the step of
storing the list in the access node.
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addi ti onal bandw dth through the access node until it is no |onger
determ ned that the particular client a indsvidual transm ssion bandvm' dth
is greater than the threshold transm ssion bandwi dth utilization. 'rE]hB '
met hod of claim1 or claim2, further conprising the step of: acceSS|3 £ 8005

list in responsg tO'rhEGrﬁ.kﬁUdn& foy BB oea&eﬂdédigr@n cEIQm & Ghi EP&@EO

determne if thg gl sbfe el srt hod any precedi ng
claim wherein the tEres?loldmﬂLé\&ef Fgier t":eOrQﬁtPne °8% a functlon of the

total avail abl e bandw dth through the access node. 5. The nethod of any
precedi ng cl ai n"r f uFPhHELERE Brﬁfrw PRICEHRT LB, pheredn ghe wireleas [Local ayeat he
access node. AVENDED WEEETs inscmelianesyeith2he NFER (80200 40t3nrBEC 2005 6. The
met hod of any preceding claim wherein each client is identified in the

list by a uniqse |nhesyeedin Bsrohoaeingaddaaach uriliddteonVis flOdu@ies%nyoch qcedi ng
cl ai m wherei nnbh@r¥i cBhReSigocal area network operates in conpliance with
tshe | EEE 602. 11 standard 8. A system for managi ng bandwi dth utilization in
a wreless |ocal ?,aa at provides

ess
wirel ess connect 'f_\{,' %/ Bfe?&%dg crxgt ov; es rafp 3\3\5"?%‘?%5@’?[:368&?“5? é’éiﬂ’é"fv\or k)
a plurality of ‘¢IT&nts® °ﬁ5t °£3k C’é?s““ttﬁ‘é‘ hetwor k through the access node
over a wireless nmedium wherein the access node nonitors the bandw dth
utilized by each cl? @herai§oagifliarks shatcacserodle nenvdrin thtousinghe desdsee t hat
dynam cal | y mahtReapyry d vireless geditunf yhaygin chd esrtess ibde marieomsutxeent | y
exceedi ng a t hbeskpdh wweiideddfy bichcilieichehroighl theaddcess ns@i cniahr eshol d | evel
of bandwi dth utilization being determned as a function of the nunber of

¢clients ut|I|2|ng ban dt throu t he cess node; and erein the
access node wil] rijof g?“ge derdel 8"’? ?g’é quaaf 1taf 1 §’p§¥r‘|§% to a

request - t o- sentiEPTh AP %’E:eeFVé'a’“fl?’cﬁfF%th’tgi Rrit=eshotntevel of bagdwidthyst em as
claimed in cl aPrit8EFEEPR heatdcBiathold Agrel REabrpdrisich gatideatinn fginandi vi dual
transmi ssi on bRTNGed agtd FRcEionopt the pundar [of cdlients ushlizieg phadwaddnt y of
clients and a thspegh thkepcqesg iedey alandwi dt h avai l abl e t hrough the access.
node; means for conparing the individual transm ssion bandw dth
utilization for eachefdihane abctds Skl Nnes Reddnde AN 8-S 86-Raad 30hah dtsh

s response to a request-to-send signal received from a client on the list.
9. A system as claimed in claim 8 further comprising:

means for determining individual transmission bandwidth utilization
for each client of the plurality of clients and a total transmission
bandwidth available through the access node:

means for comparing the individual transmission bandwidth
utilizatiou for each client with saild threshold transmission bandwidth
utilization; and -

means responsive to a determination that a particular client’s
individual transmission bandwidth is gxeater than the threshold
tranamission bandwidth utilization, for prohibiting a clear-to-send
xesponse to a request-to-send by the particular client, thereby preventing
the particular client from utilizing additional bandwidth through the
accese node until it is no longer detexrmined that the particular client‘s
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utilization; and neans responsive to a determnation that a particular
client's individual transm ssion bandw dthiéi s. greater than the threshold
transm ssion bandw dth utilization, for prohibiting a clear-to-send 3 DEC 2005
response to a request-to-send by the particular client. thereby preventi r%

the particul ar gloeihaf OMRshiddibg bhnadsli {4 gmLubmg‘Aéﬂt&ero ygh the

access node untyl, it Ls, ONGET, ned that the particular client's
AVENDED SHEET 1gn3 § Dﬁgﬁé’go%g?# ?@'}zg{}a “transm ssion bandwi dth is greater

than the threshgld _transm ssjon bandwi dth utilization. V 10. The system of
glaim8 or clai o, TRASVEFH thetatRches dife? arbeseiibshe poresp ingge jafcesssponse
t0 receiving - kG SN FIFPRIRIES FERATInG b Hequest-Fewend siondbifepmianelieft t he
¢lient is on the ddteimindlif TheccHpst A af ex@nyie®f clainms 8 to 10, wherein the
threshold level is determined as a function of the total avail able

bandwi dt h through the access node. 12. The systemof any of clains 8 to
‘T1, wherein eacfi' cl FEhEYIREM Equmt pF ichtimF P hdlq wharedsy the Ghagheld hevel et

Prot ocol addr eSgterpdnedrps asfuareiopoff Hieytashl @vailpelegbangwileh thhembithet he

wi rel ess | ocal agresa nadet wor K operates in conpliance with the | EEE 802. 11
standard. AVMENDED SHEET new page: 29 April 2004

12. The system of any of claims 8 to 11, wherein each client ig
identified in the list by a unique Internet Protocol addrass.

13. The system of any of claiﬁs.B to 12, wherein the wireless local area
network operates in compliance with the IEBE 802.11 standard.
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