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val idate and certify location stanping of digital docunents and
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geographic position of a wireless device can be used to increase the security of
transactions conducted over wireless media. Specifically, attaching information about
the geographic position of a wireless device with a message or information
transmitted from the device is called “location stamping” and is analogous to more
widely known time stamping of documents. However, ways of altering the location
information associated with a message or information transmitted from a wireless
device are also known. Accordingly, there exists a need for a way to validate and

certify location stamping of digital documents and information transmitted from

wireless devices.

Brief Description of the Invention

The present invention provides a method for certifying location information
with respect to a specific wireless device, and associating the certified location
information with data, information, documents, and/or transactions originating from
the device. According to the invention, a wireless device may be any device that can
transmit and receive information over a wireless medium. In addition, the invention
may be used in connection with hard-wired devices that are location aware, or the

location of which may be determined by virtue of it’s connection to a network. The



| ocati on of which may be determ ned by virtue of it's connection to a
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location certification server may be any computer that can prepare and verify digital

signatures. Optionally, a location certification server may have the processing power
and software necessary to encrypt and decrypt messages. According to a further
option, a location certification server may have the ability to maintain secure
connections with wireless devices and/or other computers, in which case it need not
use digital signatures for authenticating between parties. The location certification
server may optionally add its digital signature to the request, and forward it to a
location determination server where the geographic position of the device is computed
according to methods known in the art.

According to the present invention, a location determination server may be
any computer that can compute the geographic position of a wireless device and
prepare digital signatures. Optionally, a location determination server may have the
processing power and software necessary to maintain secure connections with other
computers, for example, location certification servers. The location determination
server then adds the location information to the request, certifies it with its digital

signature and sends the signed request back to the location certification server which
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In instances where the location (geographic position) information is computed
by the wireless device itself, the wireless device may add the location information to a
document and self-certify the location information by adding a digital signature. If
the wireless device does not have sufficient computational power to generate a digital
signature in a commercially reasonable period of time (in the context of wireless
transactions), the wireless device may encrypt the document and the geographic
location information using any known encryption system, and may transmit the
encrypted document and geographic location information to a location certification
server which decrypts the document and geographic location information and adds a
digital signature. Then, depending on the configuration of the system and/or the
wishes of the wireless device user, the location certification server may return the
document bearing the geographic location information and the digifal signature to the
wireless device, forward to an intended recipient identified by the user of the wireless

device, and/or archive it. In both of the instances where the location information is
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server, Odocument.

According to a further optional feature of the invention, a secure connection
may exist between any two or more of the relevant actors. That is, a secure
connection may exist between the wireless device and the location certification server,
or between the location certification server and the location determination server, or
between the wireless device and the location determination server. According to this
optional feature of the invention, the digital signatures may be dispensed with
whenever there is a secure connection between two parties, except that a digital
signature is always appended to the document, together with the location information,
by the location certification server when the location stamp is prepared.

The foregoing aspects of the invention may be summarized as follows:

1) A request for certified location information originates from the device

a) the device calculates its own geographic position;
b) an LDS calculates the device's geographic position;
ii) A request originates from a party to a transaction with the device

a) the device calculates its own geographic position;
b) an LDS calculates the device's geographic position.



bet ween the wirel ess device and the | ocation determ nation server.
According to this optional feature of the invention, the digital

si gnat ur ewonmyot2di spensed with whenever there is a secwa/SGnoessi on
between two parties, except that a digital signature is always appended to
t he docunent, together with the locatign information, by the |ocation
certification server when the location stanp is prepared. The foregoing
aspects of the invention nay be summarized as follows: i) A request for
certifi ed Hack af ihese dcefiafodaiill®e desdriped &l @ord detdll bdlew et etorert): td te devi ce
calcul ates its own geographic position; b) an LDS cal cul ates the device's
geogr aphi &™¥¥88%ion; ii) A request originates froma party to a transaction
with the device a) the device calculates its own geographic position; b)
an LDS cal cul ates the device's geographic position. W 03/007542
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Figure 1 is a %’F%’Eﬁ?&? %Bﬁoﬁlﬁfl}alg’fa&%lﬂ‘g’fr?tﬁg F\Eﬁl?téﬁné%’f’g’ﬁg’}‘ﬁeﬁ eBE‘F%_etE?’F entities

that per hefin? BE& Al RN cAAER" Y iR rERnt RGeS ent '”Y]?_”t' on. Figure 2 is a

flowchart “show ng steps perforned by a location certification server

accordi ng to offeguserBasia flewthayt shomeng stepsipterormedbyalasaon seraﬁtaitmm:gart

showi ng st eps performed by l.ocat i deter.m nation server according to
SR PTG GrS B aRekp b e oS

one enbodi | dFEa f1owchart showing steps
perforned by aFihirebess leRVh&EsHWiRg &b FérfoRAEd Yy b SUAESE QbteRFiaMSH N to one
enbodi nent of the invention. Figure 5 illustrates the steps according to
one enbodiSerEAt aceprdingstogaefenbedimant gf thgiineene, devi ce aspect of the

i nvention. Fi gy Is I ps ing.to anot.her epbodi ment
of 'the seif- D ad PLPRLES ol SARRAREE O iR RRRERS: SR oG

Descri pt i partptequbgoicebriingetd dnsleatotins opthe ifi@ntigventi on Figure 1 presents

a general overvjew of the processes and relationships of the )
g Figure 5 illustrate‘sj the steps according to one embod1m%nt of the self-locating

wireless device aspect of the invention.
Figure 6 illustrates the steps according to another embodiment of the self-

locating wireless device aspect of the invention.

Detailed Description of the Preferred Embodiments of the Invention

Figure 1 presents a general overview of the processes and relationships of the
invention. According to a first aspect of the invention, a wireless device 10 or a third
party requestor 11 sends a request to a location certification server 16, over a network
14. The location server 16 signs and forwards the request to a location determination
server 18 for determination of the geographic position of the wireless device. The
location information is then sent back to the location certification server 16 and the
location certification server 16 sends the location information back to the requestor,
which may be either the wireless device 10 itéelf or a third party requestor 11 that is
conducting or has conducted a transaction with the wireless device. Information
Importer 22 checks whether the information sent to the location certification server is
valid and optionally converts it to a standard format, if necessary. It may also
perform pre-processing of the data (information) received. Information Processor 24
performs the processing for location information stamping and related processes, e.g.,

digital signing. External Interface 20 interacts with external entities such as the



invention. According to a first aspect of the invention, a wreless device
10 or athird party requestor 11 sends a request to a |location
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| ocation information is then sent back to the location certification server
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to anot her aspect of the“invention, a wreless device 12 conputes its own
geogr aphi entpadsidtreapientWir exempledwukless dexscet I2ecan defsunmreiisosin power to
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i nformation to%ééf%aglggﬁ b%{]\%lleé}etjsls fl?\)(/:iﬂ?ﬁ %r?&%%?‘?/%&o%ubgg Hﬁﬂ”\lfl&e%rag rel ess

devi ce 12posidpabiretrafsniioadigithlngsiphel Avlagoner apleicsahetwiofs4,it®R can transmit
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verify and certify the location information. For example, location certification server
16 can request that location determination server 18, separately determine the
location of wireless device 12. If the location determined by the wireless device 12
matches the location determined by location determination server 18, the location
certification server 16 may then forward the twice certified message to the intended
recipient. For example, location certification server 16 can forward the twice certified
message to third party requestor 11 over a network 14. A copy of the twice certified
message can also be sent back to wireless device 12 over a network 14.

Preferably, when a wireless device 12 capable of computing its own
geographical position is utilized the software for location determination and
generating the digital signature is stored in the device in a tamper-resistant fashion.
That is, if an attempt is made to tamper with the mechanism for determining location
or for generating a digital signature, these mechanisms, or optionally the entire
device, can be disabled.

In another embodiment, a wireless device 12 is capable of computing its own

geographical location, however, the wireless device 12, lacks the computational



verify and certify the location information. For exanple, |ocation
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over a network The~l ocation certi |cat on se ver n decrypts the
| ocati on Bi@hmamsa@é}wmﬂm ewrypmediogatioanl 1nﬁmma’a¢mrsesentrdirebﬁy wamdket he

d f third ty. I tor 11,
fetur ve ¢ ittt BeviEnE21sr BF rRadiot secitent BRI pde HE s Brise 2 Sliice 12, or
ar chi ves hiwsdg%@aﬂ@hﬁwtéd ]o@zﬁldﬁQﬁfé)FiﬁQﬂion ﬂora AR bRGY r&Las NMEBlethat

includes a wirel ess device 12 capabl determining its owl geographi cal
| ocati on Befworké4pdbe ﬁuﬁlfpaptb’ddq}@ﬁﬁ@glh qmogher #itendsid geipignte carstheessage beari ng

I d
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message beaﬁﬁmoﬁmdmﬁﬁfbaheﬁ afthe modaﬁf)@{ﬂm&lﬂnt Asavitiihe dePivéd daphsiguest or
11, over a network 14. The third artkl uestor 11, or other intended
reci pi ent © f generatmg dligital signatures, preferably the software for location determination and

for encrypting the location information is stored in wireless device 12 in a tamper-
resistant fashion.

As previously stated, the request for location information verification can
come from a third party requestor, which is an entity, other than the wireless device,
that seeks location information certification. For example, if the wireless device user
is conducting a wireless transaction using his or her wireless device, the party on the
other side of the transaction, for example, an e-commerce vendor, may desire to verify
location information provided by the wireless device user as part of its e-commerce
security measures. In such circumstances, the third party, having received a
document containing a location stamp from the wireless device, can forward it to a
location certification server for verification and certification of the location
information.

The location certification server can then verify whether the wireless device
identified by the document has subscribed to location verification services, and
whether the user of the subject wireless device has authorized the server to provide

location verification to the third party. The location certification server can then sign



forward the nmessage to the location certification server 16, for
decryption, verification, and certification of the |ocation information.

As with ttwe @geerages capabl e of generating digital signatuygsscmoefssr ably
the software for |ocation determnation and for encrypting the |ocation
information is stored in wireless deviﬁce 12 in a tanper- resistant fashion.
As previously stated, the request for Tocation information verification can
come froma third party requestor, which is an entity, other than the

wirel ess digyvdde@ment St fobRal 3t th AeAlobAlbnl dtePimBitibR Ber9 8l fok fitieAkhMon &OT
exanple, if the wirel ess device user is conducting a wreless transaction
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transacti - e.vendor,, may desire t.o verify
ocaron e dloBiiEEon 88 AT 1 1RReL et ik e bt i ] 1 1
e- comer Cehe dozathent shdreRBAN RS sighdtl Gdétitheit BRUAG HRI6&Sion cbifichiisrd party,
havi ng recei ved_a docunent containing a |l ocation stanp fromthe wreless

devi ce, caMVelorigrlacationcgrtificalineseryes shengreyidesthe infarmationde theghirderi fi cat i on
and certif, ' : > At 4 L. Df: ele | ocation certification
server ca%blﬁﬂgfn%\r}lé?h}f%g%g%fo?E’éwl\?aﬁ%%Isa[}slég@\%pce "identified by the
docunent has swWieoratively, the thiodpdriyomay baviefrecaatddand@amentom aanidelesshet her t he

user of the .suhject wireless vi ce has aythorized the server tq provide
| ocati on VEYFS FRLEGERDS Wqﬁﬁe‘fﬁﬁtamp‘&%‘?‘?n%%rqé@gﬁli shgnafiEge AEsEdBon ser ver

can then § o WA 07 SR RETHSTI: OBy nhy LbeHARGHIERLRRCLSS O verd it to

the | ocation determ nation server for éet ernt nati on e Wrel ess
devi ce' s gewyptdptinfomaationion merfydvatidate ¢lrd digitatsigmatuné. Inhtbislcasethiedhird

i nformati gn_provided he do nt..The location determ nation _server
then sign® mfﬁ@ %Hgﬂﬁqgﬁ? &% epgtérﬁelr‘?gatloﬁecegffgﬁqﬁﬂn %&ﬂ,{lghée%wnto thehe

| ocati on teatibh inFédinaRidn of @Ed6Rling offie ﬂi@ﬁﬁtsﬁ@t&@ hhd/bl veflc@flor S ther t hen
provides the information to the third ™ par z) or to the wrel ess device for

f or war di népcetion indonmition apdier Jigital signahme.i Vbe locatidrecartificatiopaenvgr may have
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the informatjon _aor verify/validate the digital signature. In this case, the
third verity/validate the digital signature, the third party can provide additional security by
having the location certification server certify the location information and/or digital
signature received from the wireless device.
The more detailed aspects and optional features of the invention will be
described with reference to Figures 2-4.
Figure 2, shows a preferred flow diagram of the operations of a location
certification server. The location certification server can be any computer that has the
capability of preparing and verifying digital signatures. In figure 2, the location
certification server receives a set of digital information 200, for example, an on-line
purchase order, and a request for a certified location stamp from a wireless device or a
third party requestor. The location certification then prepares a request to an
appropriate location determination server 202. Such preparation can include adding a
digital signature certifying the request.
A request is then made to an appropriate location determination server 204.
The location determination server computes the location of the wireless device and
transmits the document back to the location certification server together with the

certified location information. The operations performed by the location-



party can forward the docunent to a |location certification server for
decryption of the |location information or decoding of the digital

si gnat ur ewaygd/gatisgyeri fication of the [|ocation informtiorp@Emti@nodigital
signature. The location certification server may - then certify the |ocation
information with its ow digital signa§ure. Even if the third party has the
capability to decrypt the location information or verify/validate the
digital signature, the third party can provide additional security by
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conputes the location of the wreless device an transmts the docunent

back to tluely@®8ti on certification server together with the certified
| ocation infor ion. The oper.ations.perforned the.l ocation 03/ 007542
PCT/ SG01/ 00148 e&%‘k“é?tﬁf’}%aag‘?rﬁﬁei@%% P lst}’@acgeyebsyc? VigleSs iy Bedet ai |
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val i d, theofrest?t iIfihe efubstifoCatdrificREMBIM B Isahide i Hthsrdigagydocument and
the information subm tted for certified |ocation information, now
cont ai ni n&FRHOT, the confirmation query can take the form, for example, of “A request was

made by (third party e-commerce vendor) for your location. Your location has been

certified by the location determination server as follows: Pennsylvania Ave., N.W.,

Washington, D.C. Is this information correct? Do you wish to provide (third party e-

commerce vendor) with certified location information?”

If the location certification server receives from the wireless device a signed

response to the confirmation query, the location certification server optionally

validates the device’s signature and analyses the response, for example, to see if the

user of the wireless device has confirmed the location computed by the location

determination server, or to confirm that user of the wireless device wants the location

certification to proceed 210. If there are any errors in the submitted information, the

system is intimated 214, and the process is terminated 216. If there are no errors, the

data structure for the stamp is prepared, attached to the document and the resulting

certified location stamped information sent to the device or archived if requested by

the device 212.

In an alternative preferred embodiment, the location certification server may

receive a document from a wireless device to which location information has already



signatures, the signature of the |ocation determ nation server and the
signature of the location certification server, is forwarded to the

W rel ess geyisagaAs a confirmation query 208. If the requagstt d@ofias
certified location stanp is made by a wirel ess device, the confirmation

gquery can take the form for exanple, lgf "A request was nmade by you for
your | ocation. Your |ocation has beenCertified by the |ocation
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party e- commerce vendor) with certified location information?" |If the
| ocat i on aesrnafthewirpless deatogeand/arceghiessthe doenmens wifhrthe egtifidélocettora si gned

response t . confqi r i_Qn..quer the |location.certif.ication server
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exanpl e, tdocweenti in thiinstdSe, tiRfloddion vetiGkgssh sterr aRiyRREREDBIIgiHEd t he

| ocati on conput ed@tgiié the location determ nation server, or to confirmthat
Y

user of t §ENAFREC the\dosemapibypdding its oevx disitel stgmpturg snsbretvemtheo proceed -

210. If t r S 1 i I I, O stemis
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t he at a rejue eccusenrandl/oe aharhd docpmepar ed, attached to the docunent an
h d statf it eeusien) rand o ' d hed he d d

the resulting ertified | ocation st ed informati on sent to the device or
archived if reJE‘@QE‘@c?“BW@‘Pﬁhﬂ%‘?}Tlg@ﬁg’g@mWC%W? many Yamsy dher r ed

enbodi mentycatibs abh AR s ibddics Bl Ser : of ]| ocunment from
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PCT/ SQ01/ (i¥orBatiob)arobival iafpematedald/ort drgptepraphie sisforteatione Iddhiey | ocat i on

S W B A e R RIS e
si gnat ur e ys@Nér ihiratiod E@lcgﬁﬁﬁg@ﬂgnsgl&ignhe wi rel ess device, forward the
docunent to a third party e-comrerce vendor at the request of the
Location information can include any position identifying information, for
example, longitude and latitude or position with respect to a fixed landmark.
Preferably, the location information includes the time that the position was
determined.
Payload information can include information relating to the content of a
document, a transaction or other data. For example, the payload may contain the
content of the content itself. If the content is included in the payload, preferably, the
content is encrypted. The encryption algorithm and scheme can then also be included
as part of the payload information. Alternatively, a cryptographic hash of the content
can be included as part of the payload information, in which case the cryptographic
hashing algorithm is preferably included.
Archival information can be included if the location stamp is to be archived.
Archival information can include archival period, location of archive, and/or access
permissions, for example, login/password or SSL with client authentication OR some
other scheme.
If a secure connection exists between the location certification server and the

wireless device or between the location certification server and the location



user of the wireless device, and/or archive the docunment with the certified
location information. Alternatively, the wireless device may have

di gi tal | yws) @nwecssbhe docunent. In this instance, the |00@@1mC0umn4s
certification server may verify the digital signature, certify the
docunent by adding its own digital s;g?ature and return the certified
docunent to the wirel ess device, for d the docunent to a third party at
the request of the user, and/or archive the docunent. The data structure
of the cerdelethBeltib0saidrOM &oRRIi SRRIrEAHKR VRIT afiH hBreofRBy opRERITyHR St anp
can include identity infornmation, |ocation information, payload
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may optional |y Fixire 3, shows a preferred flow diagram of the operations of a location

determination server. Location determination servers have the capability of
authenticating themselves using digital signatures, for example IETF’s PKIX RFCs,
or other methods known to those of ordinary skill in the art. When the location
determination server receives a certified request from the location certification server
300, the location determination server validates the location certification server’s
signature 302. The location determination server then verifies the privileges set by
the wireless device’s owner for location services, against the request by the location
certification server 304. That is, the location server may be an optional service
available by subscription. If there are any errors or inconsistencies in the operations
described above, the system is intimated 310, and the process terminated 312. If there
are no errors, the location determination server computes the geographic position of
the wireless device 306. The location determination server then attaches the location
information to the document, certifies it by adding its digital signature and sends it to
the location certification server 308, before terminating 312.

Referring now to Figure 4, the detailed operations of the requestor of certified
location stamping will be described. As discussed gbove, the requestor may be a

wireless device or it may be a server at an e-commerce vendor with which the
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device may transmit the response to the location certification server 410. If the

wireless device has digital signature capability, it may apply a digital signature to its
response. The wireless device will then receive a location information stamping
acknowledgement response from the location certification server 414, before
terminating 416.

Referring to Fig. 5, a block diagram for the operations in the wireless device
according to a preferred embodiment in which the wireless device itself computes the
location is shown. According to this embodiment, a typical public key solution is
employed. The wireless device has a private key 504 embedded in tamper-resistant
manner 502 in the wireless device. The device is connected to a network 500, which it
uses to compute its location at 506. The information, including the message 508,
user/device identification, and location information, is signed and/or encrypted at 510
and sent to the location certification server.

Referring to Fig. 6, a block diagram for the operations in the wireless device

according to a preferred embodiment in which the wireless device itself computes the
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connected to a network 500, which it wuses to conpute its |ocation at 506.
The information, including the nessage 508, user/device identification,
and | ocation information, is signed and/or encrypted at 510



and sent to the location certification server. Referring to Fig. 6, a block
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The device is connected to a network 600, which it uses to conpute its

| ocation using 606. The information, including the message 608, user/device
i denti fi cdt ifomethpddor asgeqrtingrinfonmetiemednsernitggeegephicpositioatof aaviredessr ypt ed
hash usin 4. .Ihi s | 8. n 1 ust ed agent. for exanple the

| ocati on gg‘?l? ¥ il%a ml’saodr{{S %%Jr%@grif‘)%pv\ﬁgﬁl% HV%’ECF % @?Vé%e’ t %lggnséﬂ%'r ypted hash at 616
usi ng 604 redetvilih@dta siiginatiidomnf wirelBdsi deicathaGh agsbfi@phit posivibn; pri vate key
614, and the . signed informatign i s sent to the external party, as described
above. HaPPRYBSITeration qaucernipg thergepraphis Ppsifion of said Wirelesh@evieshr eci at ed by

t hose ski - : i J r within a wde
range of a% ér?l(aéllri erlgLR %%E |a%9%)a%ah}e%dt€¥§$l %lr%tg{é %&?ﬁgﬁtﬁgﬂéﬁrdt%?%% fromthe
spirit andrassopingdaid deta origivetiig fiom s¥id vizd100 dodize ROIAHEEOLAIOGINE 14 W
claim 1. A n%%\#gd.f r. associ ating informati on concerning geographic

posi ti on @PPERdGH Mga ¥enaiuGi ce with data originating fromsaid wrel ess
device, conprising: receiving data originating froma wreless device
havi ng a geographi c position; obtaining information concerning the

geogr aphi &. gosicthodncedfrdingitel claim &} whereiehie data origimetinglfrom awitelgss al si gnat ure

to said dﬁta ori gi nati%% &rgrm sai.‘g wilrelcgess device; transmtting said data
ori gi nati g F¥ ST EAYY WY 898 HLUVEE ST Gy her with said appended digital
signature. 2. A nethod according to claim1, wherein the data originating

froma wrel ess _ _ ] L )
A method according to claim 2 wherein the data originating from a wireless device

is received over a secure connection.

4. A method according to claim 2 wherein the data originating from a wireless device

is received together with a digital signature.

5. A method according to claim 1, wherein the data originating from a wireless

device is received from a third party.

6. A method according to claim 5 wherein the data originating from a wireless device

is received over a secure connection.

7. A method according to claim 5 wherein the data originating from a wireless device

is received together with a digital signature

8. A method according to claim 1 further comprising computing the geographic

position of said wireless device.



device is received directly fromsaid wireless device. 3. A nethod
according to claim2 wherein the data originating froma w rel ess device

i s recei vew @wers4a secure connection. 4. A nethod accordi rREwsGoaioaismn 2
wherein the data originating froma w reless device is received together
with a digital signature. 5. A nethod gccording to claim1, wherein the
data originating froma wireless device is received froma third party. 6.
A nmet hod according to claim5 wherein the data originating froma wrel ess
device i 9. reearihoddiconrdingdo shim Refuttberroatpriding apperdingeintisrchatiogor di ng to
claim5 wherein the data or.i inatiqg froma wireless device, .is received

t oget her WPREFTEDE YL Bgperaphyn Resitien ot saxd wielssdeyicede a1id gateprigingligg 1 f ur t her
conpri si NGy 8RMtiraGst B&igeographic position of said wireless device. WO
03/007542 PCT/ SQ01/00148 15 9. A nethod according to claim8 further
conprising appending information concerning said geographic position of
said wirel.ess deyice to.said data origi.nati n% .fromsaid w rel ess devi ce.
10. A net ﬁ@dﬁh@géogiaﬁ@rg%gé? 8]ia1rﬂ1i C8’5’|1?‘§F1in§ir?f§1 SRR REOBTARYICROSIHPBphi ¢ posi ti on
i nfor mat | ¥oRRALdnl dpecifid tda WiteRlse asviSleNbfQ WHEBsReMidHBPideSEer Vi Ce provider.
11. A method according to claim 10 wherein said geographic position
information is requested over a secure connection. 12. A nethod according

to claim rel g or o _geoqgr.aphic_position . i.nfor.mation

cont ai ns éqd?gﬁf ﬁfﬁgﬁ%ﬁa?gr?%g@% 1iwrlg§%h%%1§§%o§rgﬁwgp?%u%} lgf?ﬂr’@a%ésr ein the
dat a ori giretpicsted ofdrarsetire cohtficetiess device is transmtted to said wireless
service provider. 14. A nethod according to claim 13 wherein the data
originating froma wireless device is transmtted over a secure

connecti on: I 21 al: ' ori gi nating
froma w rq %l gggeﬁgga&%g@ing%t??%g% r'?ngt“{h g{fﬁi %lgl;e %g?%@mg{%ogr ah?%ipt%g{ﬁ%gi ghat ure
16. A net hddrmagooraintainstaodigitaisignhfire onpri si ng recei ving back fromsaid
service

13. A method according to claim 9 wherein the data originating from the wireless

device is transmitted to said wireless service provider.

14. A method according to claim 13 wherein the data originating from a wireless

device is transmitted over a secure connection.

15. A method according to claim 13 wherein the data originating from a wireless

device is transmitted together with a digital signature

16. A method according to claim 10 comprising receiving back from said service
provider the data originating from the wireless device, to which is appended

geographic position information for said wireless device.

17. A method according to claim 16 wherein the data originating from a wireless

device is received back from said service provider over a secure connection.

18. A method according to claim 16 wherein the data originating from a wireless

device is received back from said service provider together with a digital signature.



provi der the data originating fromthe wreless device, to which is
appended geographic position information for said wireless device. IT A
met hod aceey @iogssb0 cl ai m 16 wherein the data origi nati ng ggmgea/onisgel ess
device is received back fromsaid service provider over a secure
connection. 18. A method according to ¢laim16 wherein the data originating
froma wreless device is received back fromsaid service provider
together with a digital signature. WO 03/007542 PCT/ S&1/00148 16 19. A
net hod acagr di AGthod aetertiifigko Wlagh 8iwhesélh daill RhfFHRIdOddNEENERItHE Ng t he
geographic position of said wireless device is obtained froma wreless
service (geogtapkie posigon af spid wirgleatdeyiesi ingbteined fipnne Wingless ssrmiceai d

i nformatiQp,Gegcerning the geographic position of said wireless device is
recei ved fromsaid wirel ess device. 21. A nethod according to claim 20
wherein said informati on concerning geographic position is received over a
secure co ectiogPHZZ. A nmet hod according to claim20 wherejn said

i nf or mat i off- CoREROAiaRePTawg to glaup  apran syd infornatinn corFaiREth ess devi ce
received f i A+ i i LOLEal S 4re generated
by sai d itk o S0Rt HoUEE b3 AR e A KPR P Pl e 7
software for conputing said geographic position and for generating said

digital si,gnature i.s stqred in.sajd.wreless device in a . tanper-resistant
fadhi on. 29 Bfclo Satoinog ar AR 2b Sk 58 Tingrauon colr ik EavsRion
concer ni Ngokifien iNREAVEPE S aRBrt t@heSforsai d wirel ess device received from

said wireless device has been encrypted by said wireless device. 25. A
met hod according to claim20 wherein said information concerning the

geogr aphi ¢,pqsj. ti f i i reless device.received fromsaid wrel ess
devi ce | s%za&glr?%%ﬁiagc rgl?liggo é*gga?@ Vﬁ]ﬁg‘gﬁg Sai@.mf%%aﬁoﬂc?an%eé’&’&ggl?%g to claim?2
conpri si NgebgrapiEtpbiitiog ofshidlwitaless @vidi Bedivdidrd Q8d visd16ks\Wevigt €ss devi ce,
together with said appended digital signature, to said wireless device.
27. A net hedudss aoligita §ignafueg gangrabeddomerd wirelgssdeiesni tti ng sai d data

originating from

23. A method according to claim 22 wherein software for computing said geographic
position and for generating said digital signature is stored in said wireless device in a

tamper-resistant fashion.

24, A method according to claim 22 wherein said information concerning the
geographic position of said wireless device received from said wireless device has

been encrypted by said wireless device.

25. A method according to claim 20 wherein said information concerning the

geographic position of said wireless device received from said wireless device is

accompanied by a secure hash.

26. A method according to claim 2 comprising transmitting said data originating from

said wireless device, together with said appended digital signature, to said wireless

device.

27. A method according to claim 5 comprising transmitting said data originating from

said wireless device, together with said appended digital signature, to said third party.



said wirel ess device, together with said appended digital signature, to
said third party. WO 03/007542 PCT/ SG01/00148 17 28. A nethod for

associ at i Rgoiogyh@s4mt i on concer ni ng geographi c position of acTMGHBIARSS
device with data originating fromsaid w rel ess device, conprising:
receiving froma requestor, data origi g?ti ng froma wrel ess device having
a geographic position; transmtting said data to a service capabl e of
conputing the geographic position of said wireless device; receiving from
sai d servize Adhdhsliblo assobiatibelinTens8iof tamititing 88d dripic pdsiigar¢rat i on for said
w rel ess device and o‘l)ig_%i’tal signature of said service;” appending a second
digital siyHelesydevice dptel griginatingifremsaidivirelpssglevige.ccodwirisingt oget her with

sai d geographic i ti i romtion, sai igital signature of said
service, and sarlegagfen on(gna ngq egsr’sdla%no&gb agl,ng %SQE%WEefe@%ﬁee‘g‘Eeol}aym%. A

met hod accgeogtapbictipositioat m 28, wherein said requestor is said wreless
device. 30. A nethoqd according to claim28, wherein said requestor is a
third party. 31ranemiitingseididgta tgasseiesqangple Af ermpitingihe sengeanhiong geogr aphi ¢
position O%cgﬁionvgfrsﬁfd%ﬁelgs%vde%%ew th data originating fromsaid wreless
devi ce, conprising: conputing the geographic position of said wreless
devi ce; appendi rgeivimgdram taid servive eiiniatag irchidih pesographtt positioai ti on to a set

of data; .appending a digital signature.to.said set of data including said
appended ?%Wﬁ_ﬁ‘??‘&ﬁa%o é?ﬁiq%@lgcaéﬁ ﬁ@&ﬂ#%@ﬁ&g%’?%‘??%fma;sm tting said set
of data,, ijpehdifli B9ectiddidigbibRbus 19R8HYLR; &Rf said information concerning
geogr aphic position 32. A nethod for associating information concerning

geogr aphi ¢ posi transmitbing saidwiatagtogstherwith sad\geograpkit aostiominferratign fsagin sai d
Wi rel ess devige, ¢c rkskng: . conput.i.ng the,. raphi c_posjtion of said
wirel ess lgﬁt@é?gn&%ﬁn?éﬂ%?ah‘ggﬁW?y ts?lgr?g%ogﬁgiéﬁﬁ?%‘é“g%edtogﬁlfjg‘iﬁﬁb‘?ﬁ@ posi ti on
to a set of data; encrypting said set of data and sai d appended

i nformation concerning said ?e_ographi c_position; W 03/007542
PCT/ SG01/ 0 448 method according to claim 28, wherein said requestor is said wireless device.

30. A method according to claim 28, wherein said requestor is a third party.

31. A method for associating information concerning geographic position of a
wireless device with data originating from said wireless device, comprising:
computing the geographic position of said wireless device;
appending information concerning said geographic position to a set of data;
appending a digital signature to said set of data including said appended
information concerning geographic position;
transmitting said set of data, including said digital signature and said

information concerning geographic position

32. A method for associating information concerning geographic position of a
wireless device with data originating from said wireless device, comprising:
computing the geographic position of said wireless device;
appending information concerning said geographic position to a set of data;

encrypting said set of data and said appended information concerning said

geographic position;



18 transmtting said encrypted set of data and appended information
concerning said geographic position. 33. A nethod for associating

i nf or mat i @iy @GaeARLNI Ng geographic position of a wrel ess agyW@aowisgh dat a
originating fromsaid w reless device, conprising: receiving froma

wi rel ess device an encrypted docunent .gonprising a set of data and

i nformati on concerning the geographic gosi tion of said wrel ess device
conput ed by said wirel ess device; decrypting said docunent; applying a

di gi tal signat wasthPtiSodaill SREVIENSet oSt bh@ RS Morfinkidn docWRAE bearing
said digital signature to a third party. 34. "A nethod according to claim]l1,

further comgrgcegtaphic pasigentting to said wireless device a request for
authorization to conply with a request for certified |ocation information.
35. A nethod according to claim11, further conprising transmtting to said

wirel ess 3deW methad fecisastatinglinfuhin doatérihgt @og@ERic)howitibh ofar equest for
certificatioon of location information. 35. A nethod according to claim 28,
further cOYHsISsS ARyt WaRSAatarigmpting fiom spiduvitglessdevigrs gpmatising'equest f or

aut hori zati on g GANPEYmMY WiteBsd @IHESh ch@ypRf dob SR ichiPriSihgaQEAS# ON

i nformation.
data and information concerning the geographic position of said wireless device

computed by said wireless device;
decrypting said document;
applying a digital signature to said document; and
transmitting said document bearing said digital signature to a third party.

34. A method according to claim 1, further comprising transmitting to said wireless
device a request for authorization to comply with a request for certified location

information.

35. A method according to claim 1, further comprising transmitting to said wireless
device a request for authorization to comply with a request for certification of location

information.

35. A method according to claim 28, further comprising transmitting to said wireless
device a request for authorization to comply with a request for certification of location

information.



