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.- 1 DESCRI PTI ON COVMUNI CATI ON SYSTEM COVMUNI CATI ON
APPARATUS AND COVMUNI CATI ON METHOD AS WELL AS PROGRAM
5 Technical Field The present invention relates to a’
conmuni cati on system a conmmuni cati on apparatus, and
a communi cation nethod as well as to a program and
in particular, to a communication system a
comuni cati on apparatus, and a communi cation 10 met hod
as well as to a program capabte of acquiring the
advantages of a plurality of communi cation protocols.
Background Art Recently, wi reless conmunications, for
exanpl e, 15 Wrel ess LOESCRAPEaOMet wor k (W.AN),

Bl uetooth (regi stered trademark) (hereinafter,
appr op‘?@@i@ﬂ Vitat Etfr aSOBFUN EARAON SRFABATUSan

i ntegr ' ' Q). card system and the |ike
have bﬁ:@@%ﬁ@%@@ﬂ?mﬁ WELL Ay FRRFRPMe, t he
| C card system anong these 20 wireless

conmuni cdations, a reader/witer generates an

Te?hgfégfcr?;%rh%i c wave to thereby forma so-called radio

réquency ) field (magnetic field). Then, when an
ool Rl REELAA A S B bR re piokrgten,
* ranem 11e0 beraon the. Todos Pl RO Relfiod as
welkagerfoma trafogram, and in particular, to a communication
system, a communication apparatus, and a communication

method as well as to a program capable of acquiring the

advantages of a plurality of communication protocols.

Background Art

Recently, wireless communications, for example,
Wireless Local Area Network (WLAN) , Bluetooth (registered
trademark) (hereinafter, appropriately abbreviated as BT
communication), an integrated circuit (IC) card system, and
‘the like have become a focus of attention.

In, for example, the IC card system among these
wireless cémmunicdations, é reader/writer generates an
electromagnetic wave to thereby form a so-called radio

frequency (RF) field (ﬁagnetic-field). Then, when an IC

card is brought into vicinity of the reader/writer, the IC

card is supplied with power by electromagnetic induction as

well as data is transmitted between the IC card and the
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There are specifications called a type A and a type B
as the specification of the I C card enbodi ed at
present.. The type A is enployed as M FARE system of
Philips, and 5 data is transmtted froma
reader/witer to an IC card by encoding data by
Mller, and data'is transmtted fromthe IC card to
the reader/witer by encodi ng data by Manchester.
Further, the type A enpl oys 7206 kil obyte per second
(kbps) as a data transmission rate. 10 In the type B,
data is transmtted froma reader/witer to an IC
r &I Ry-i66odi ng data by NRZ, and data is transmtted
fromthe 1C card to the reader/witer by encoding
dat ahbyeNREel spEUL E@st i de B y K%}b%
as a data tranlgm' ssiﬂgih rate.c;a%%%lguﬁ %@ gsa—%ﬁeal B
agailt; splkendicatppaposethe By H0m fabodeleati pefent .
comuni cation protocol to be used froma plurality of
confbiRi E¥PEOR Ppsotebiedipd MHEARE BYsaemCOofTRHI IGats,0Bnd
by the sel ected communi cation protocol (refer to, for
dabeq sl rapspahted CReR ai fredicmaarittemp ol eat IOncakD by
Pub].i cat.i gn glo Og- 276249). Incidentally, in the IC
SRR Sy SPEfh QY sHOSety iand Sefandse taresaiihed Parerithe IC
lLi.cat.l.o0 [ L on .No. 06-..276249, although a
Cdc%gpm%ni%ggt fq%%éigg{ﬁg{e&%&ebé’ute@&%ng %fﬁ%ﬁ‘r giyi I{R@n ester.
FGHEH eaL| rtgr&g_!'f B s ﬁ[péruia' 5
pr gggcol %ogggguged |s§%seﬁgtgfé%,ﬁof% e cgﬁrgm%%‘ga %o&wkblpss)
as3a exeautednbyitbeosetact.ed conmuni cation protocol.

In the type B, data is transmitted from a reader/writer
to an IC card by encoding déta by NRZ, and daﬁa is
transmitted from the IC card to the reader/writer by
encoding data by NRZ-L. Further,'the type B employs 106
kbps as a data transmission rate. |

Further, as the IC card, there is proposed a system foi
selecting a communication protocol to be used from a
plurality of communication protocols and executing a
communication by the selected communication protocol (refer
to, for example, Japanese Unexamined Patent Application
Publication No. 06-276249).

Incidentally, in the IC card system disclosed in
Japanese Unexamined Patent Application Publication No. 06—
276249, although a communication can be executed by a
plurality of communication protocols, after a communication

protocol to be used is selected, the communication is



Accordingly, after the communication protocol is

sel ected, the communicatiof cannot be executed by the

ot her communi cation protocols. In contrast, a

comuni cation protocol, which executes a

communi cation by specifying, for exanple, an IC card
a_co ni catj on opponent, is enployed in, for

as . :
eX@XANDE DY t HeS Feleared sy i FaFtABr PTate6ftuni cati on

Acé%ﬁ@£ﬁ%i¥,mﬁf@@r €/ thansAibadaba BloRosReedshigherrey,
than that of the current 1C card system is enployed

the ncofpin ekappbe, c8Motobruakeatited. bctbedphgky, if a
cofIHAL£aL) 90, PLOLOTEl  can be switched to a
conmuni cat i pro?ocol for executing BT conmunication

i n, If otorxeapt £, a t BemhEh casdisyspesratbel wBRchCegakdtes
as a conmuni cati on opponent is specified, data can be
3 ¢oREM TR etPatPYi FPeShEBENIMEar sBERTPLEal BY, IEnCatHi &5

a &&Rfunider A 0L A98SH O] ?spéﬂ%%g%EM of , ceguupLca hgv the

protocol s can be obtalined in a comuni cati o
IC oppohesiystemn Dersipec) f & edobyubheatoomupkoabioh, which

rotocol.emploved. in the,lIC. card ste nd_further
ca R B et Thrichi 11 ShOSe ThPGREspheh byaEnat the
cuﬁxﬁﬁmﬂﬁ@%ﬁiﬁwl$W§&émp|i§0ém§16ﬁé8iﬂﬂ,Bfor example, BT

conmuni cation. Disclosure of the Invention Exanple
COTEMOHT HEHIS: AFrexdtdby a EbnAuAPBEENbRat Eapapretefrol

caﬁugﬁnéﬁfﬁbﬁgﬁ 9§%§q5§ﬁﬁ§?féa@i8£uﬁ?&%5¥09ffor executing
conmuni cation 4 protocols.

BT communication in, for example, the IC card system after
an IC card as a communication opponent is specified, data
can be transmitted at high speed. More specifically, in
this case, the advantages of a plurality of communication
protocols can be obtained in that a communication opponent
can be specified by the communication protocol employed in
the JC card system, and further data can be transmitted at

high speed by the communication protocol for executing BT

communication.

Disclosure of the Invention
Example embodiments can execute a communication
capable of acquiring the advantages of a plurality of

communication



According to a first aspect of the present invention,
there is provided a connunifation system having a
plurality of communi cation apparatuses, characterized
in that each of the plurality of comrunication
apparatuses conprising: first comuni cation neans for
executing a comuni cation between the comruni cation
Prodgpetrlat-us and ot her conmuni cation apparatus by using

a fj - icati P 0¢ol ; change. nmeans_ for. .
e e b ST D S o s ac pa it Hon
thertee Irsegpectidesl  armmirciada oibappastedmsesving a

18X cutiggia communi cation using a second , ,
P %ﬁéiﬁﬁﬁ !QQWWHQﬁQﬁﬁﬂOWrﬁﬂRﬁﬁﬁFq§?SeV%ﬁ@%&ﬁ%@rlzed in
thaROMEAEH G 110 RS1L0C0! Sy O £ SR 2 QPR AbbSrat 1485
exchangi ng bei ng between the conmuni cation apparat us
comgrid e :otfHers tc orammitiatd oo ppearss uScanekedieting a

i is . carried out by the comunication
corf AT W e TR s SOl Gl o 508 2n
othmn taudhintugh irearishrf efpp e H16i g i dten ¢ comEd e@t i on

bet ween the conmuni cati on apparatus and the other

COMERBIMAR AT ST Apiat-ait (FIHOIT MeATDiRMi Tt g ing
conBRAWHRd Jisiing dhe i d sty Sopmuni catjan, tﬂ{%’tf’é’ﬂgeé@ive

the_connunlcatlon executed using the secon
commpmndFEtcan appprettocds o sseporidl rep mnureirat i Dra ean s

usi Y eéggﬁ&in the.QquHpicat%Pn yéﬁﬁ%ﬂ% Rge.second
UM CA o ProYucst - bdt et @ FehtiBn
avadfpaial Wemraitd dhiel it Refo B SRAtI RN GPREF ad pisa hases,
on the communication information exchanged by the
thEEﬁgﬁgﬁ@glﬁgamﬁlngibetween the communication apparatus
and the other communication apparatus and the exchanging
is carried out by the communication executed using the
first communication protocol; switching means for
switching the communication between the communication
apparatus and the other communication apparatus from the
communication executed using the first communication
protocol to the communication executed using the second
communication protocol; and second communication means for
executing the communication by using the second
communication protocol between the communication apparatus

and the other communication apparatus based on the

communication information exchanged by the exchange means.



According to a second aspect of the present invention,
there is provided a communigation apparatus for
executing a conmuni cation betmeen t he conmmuni cati on
appar atus and ot her comuni cati on appar at us,
characterized by conprising: first conmunication
means for executing a conmmunication between the

corftfifift T ont Apbar et W shtP e Obt heP RBRHERF cation
inARPRA @t Us: jisi g @ ;Efcsﬁd&c@w&&ﬁﬁx;?@at%m&gﬁ?ér%%us for

ach|S|t|on means for acquiring 1 nformtion
exeﬂuﬂinﬂﬂ&eQmmmmmnmﬁmlmm1mﬁKWQEmltmé theman heation
nlcat aratus through the co ni cat
PRERU B GeT HES T HEOPIPRC LohmintRBe F o Br otbebreterized
by &:Xﬁﬁ:ﬂfhgﬁr[@ﬁnﬁlfﬁ cEeang 110016 ORBEAE CAG T OBxecuting a
|nfornat|on associated with the respective

COTER T Tt d?ﬁ*@ﬁ:%ﬂ athfE exompin bx@elen ngoparatus and the

[
e i R s I e P
pragidverl ; mﬂommmrﬁmac@@mm@hﬂmijcbnga*biad)mgof
tion aratu n e ot her '
.an(ﬁﬁéﬁléh%ﬁl ?ﬁﬁﬁﬁﬁgﬁéﬁﬁﬁs%ﬁéﬁ%%%feaﬁhg%@.% $% carried
con@iiin ia ttiven éﬁﬁﬁﬂﬁﬂdﬁ“ﬂH%bd%ﬁEQHﬁ@dcéﬁmﬁﬁhéi@héﬁréﬁecuted

conmuni cation protocol; swtching nmeans for swtching
us e fé‘cﬁnﬁﬁrﬁ?dhtwwurb?ew@aﬁ tHe0 eoRedini %mhmg@ap@am usor

exéH%h#} €Hf§¥h @Eaégg é{é%%é w1t %ﬁﬁ

nlcatlon execu ed Tusin §$ﬁ comuni ca
regpreattoced dmmmmcmmmmp;mﬁmmcmﬁdex&m@m@ea
second comuni cation protocol; and second

AT O Ishrfs FOTORk TR $ el O% RFRINGE2E i on
indISidid tihe SRecond Lo GALd 0N B 05 RGOLco1s of the other

communication apparatus, the exchanging being between the
communication apparatus and the other communication
apparatus and the exchanging is carried out by the
communication executed using the first communication
protocol; switching means for switching the communication
between the communication apparatus and the other
communication apparatus from the communication executed
using the first communication protocol to the
communication executed using the second communication
protocecl; and second communication means for executing the
communication using the second communication protoceol
between the communication apparatus and the other
communication apparatus based on the communication

information exchanged by the exchange means.



bet ween the communi cati on apparatus and the ot her
conmuni cati on apparatus based on the conmunication
i nformati on exchanged by the exchange neans. 5
According to a third aspect of the present invention,
there is provided a nmethod of executing a
conmuni cation between a communi catjon apparatus and,
ot HeTC bR tatd o1 5pparaeas, ©EhahacPerfell byvention,
th&RAPL L ShAGy i @ed 1 4 She t16OAMYARI éﬁébQEiﬁ% eR ObmAReHLERNEN
conmuni cati on between the comuni cation apparatus and
betwreent heroryonniued thel onprappavat asdusthgr achinmghication
co ni cat.ion protocol;, an__acquisition step, of
SPICT P1 g e KT o Pt i Bh SR RA SR04 [ AbF i
CorIE €8bmh Oftt 45 0 DCoOkeOfit ihg Ot BOKmuEOARUDLEabEOReen
apparatus by the comruni cati on executed wusing the.
the | ¢IIMEHRRInt Yat 3PP Hr ot dcald BheexEhakgecspepication

apiSXERARY! 0 COMMUA LA | OB, 2L IBE LML ASEACHRL e Lh
the respective conmmuni cation apparatluses for executing
acquisonhemi satd onf ustamgl aisecbnd tofmumatathonfpant oco

i ncl.uded in avail.able co nicatiLo rofocols of the
2w E e B o e St PR SHBRR ! no et e
comRiMBEeN 1he a euFanh £ aty ohhapparnahiscapdoh hexetheed

conmuni cation apparatus and exchanging is carried out

ushyg e Eoptiufatibicakbent BEOUGFR; t e $¥FREnge step

of G %g‘i Oébmﬂiﬁ(g&@ién aiﬁﬁéhﬁ&%f&n%ggoé?{ﬁ%t%"i_‘icﬂg

the co ni cati on etween the conmmuni catl on appar at us
thante dhec ol hercomommite thdn oapappat ates foonekbeuting a
coﬁ%ﬂg%ggéfggcﬁgfggxénégtond communication protocol
included in available communication protocols of the other
communication apparatus, the exchanging being between the
communication apparatus and the other communication
apparatus and exchanging is carried out by the
communication executed using the first communication
protocol; a switching step of switching the communication
between the communication apparatus and the other
communication apparatus from the communication executed
using the first communication protocol to the
communication executed using the second communication
protocol; and a second communication step of executing the
communicaticn using the second communication protocol
between the communication apparatus and the other

communication apparatus based on the communication

information exchanged at the exchange step.



using the first communication protocol to the

conmmuni cation executed using the second conmmuni cation
protocol; and a second comruni cation step of executing
the comunication using the second comuni cation
protocol between the communi cation apparatus and the
ot her communi cati on apparatus based on the

cofHfififi B % © ihfist et e RsChatgeth atPThee e change
infiof AREY dﬂ@%ﬁ&ﬁé@%t&@fmtf éﬁ&sm?%sgnt

invention, there i's provided a programfor causing a
COmIpHRM €10 tepi BTt @IUOMMLTE Tt qrr groaeessy ngef oexecuting
a &?eQH}h%Q:R? o n“gation bet ween. a connunigatioqj

APPAr TR aHY POrRE" o Fom Ap Rt it es an
ot M dngiuidicai fdd Hpp LM cadih®r step: of exesyting a

communi cati on between the communi cation apparatus and

COmMHE itaterore Gk That e PR at SR Led o Berdeen
] r : S .
e e ey e Ut I SRploation
apprmttocolbyofudiey ot il o mmmioat ¢ oni orappasat asl byat he
cannqplcatlon eéﬁcuted.u5|n . t he fIrSHh annunlcatigghe

ac%loclan: SHER R A oft 1}1195? P an avai

con@@UNWHGA] YPrdif I AthasSad At@thmwid fed heon
respecti ve_ conmmuni cat1 on appar at uses for executi ng a

SPREGTRFNE at itde A adcyndxoria cativh phot oot

oIl el ST e AL L
contretnigert itdre 1 rcionmet icat | 09 agpipared usi E@ndcidierashective
coﬁ%ﬂg?ggé¥gﬁ(g£paratuses for execﬁting a communication
using a second communication protocol included in
available communication protocols of the other
communication apparatus, the exchanging being between the
communication apparatus and the other communication
apparatus and the exchanging is carried out by the
‘communication executed using the first communication
protocol; a switching step of switching the communication
between the communication apparatus and the other
communication apparatus from the communication executed
using the first communication protocol to the
communication executed using the second communication
protocol; and a second communication step of executing the
communication using the second communication protocol
between the communication apparatus and the other

communication apparatus based on the communication

information exchanged at the exchange step.



apparatus and the exchanging is carried out by the
communi cation executed using the first conmmunication
protocol; a switching step of switching the
conmuni cati on between the comuni cati on apparatus and
the other communication apparatus fromthe
communi cati on executed using the first conmunication
pr ot VAR ¢ he P edHAtRT € at ’F%ﬁ gRBRURégataPRgIFhaXecuted
be BREANG (LOTTUMERL L2010 R' 9 0G0LEudNna BREOBHner
comuni cation step of executing the communication
Commungpatmp@e@@m@r@buﬂuhycaheoﬁlpsbtoommunbeamEen t he
ap aratu and the o conmuni. cat i. on
pr g (O el ER T e BRR e PR Aol FPBPHALFah Lo
pr@«ﬁf@ﬁ%@aﬁlaﬁh@ ey Chiga g8 Bé £PcofmuhNc8X@BRl Bpparatus is
enbodi nents, the comruni cation i s executed between the
acq,lblnl?ﬁm]%ﬁ% apparatcat hed erecwERdr bycbhfiuhii&ati on
Y, st iC 0
B The R hr crral T onT o he EhbnaerRLBLBE®en | ocol
1nﬁﬂmmdt&nmam@c¢$aanyh9® Cloemuoicat i oat appacatusted by the
i red t he, conmruni cati on executed by the first
Se?ﬁﬁﬁ%ﬁﬁ?ﬂﬂ%&ﬁ??ﬁ%@ocol Further, the conmunication
i nformati on necessary to the connunication execut ed by
the second communication - 8 protocol included in
t he conmuni cati on protocols available by the other
communi cation apparatus i s exchanged between the
communi cation apparatus and the other conmunication



apparatus by the comruni cati on executed by the first 5
comruni cati on protocol. Then, the communi cation
bet ween the communi cation apparatus and the ot her
comuni cation apparatus is switched fromthe
comuni cation executed by the first comrunication
protocol to the communication executed by the second
comuni cation protocol, thereby the 10 comruni cation
by the second conmmunication protocol is executed
based on the comunication ithformation. Brief
Description of Drawings Fig. 1 is a view show ng an
exanpl e of an arrangenent 15 of an enbodi nent of a
Pruimmmi datdlowledy $henhé ocovirinahi dats orppesestol SVER i bl e
Is applied. Fig. 2 is a view explaining a passive
> otfief. comimun hogk ok @R atatiusy isneachangeddostween
tFi . 4 is a _block diagramshowi ng an exanple of an 20
G ¢ EAPT2RRAET O AR U FtEEE | ePrmppbeatinses
f e i ng. a NFC communi ion. FLg. 5is a
ap%%r%tgﬁovbm%)égg %%%%%chgantdl% erX&célttiegﬁ{)Yb‘glfl $the
R G310 ol t c ' Wely!
“appar ;Htagggg r?%&%&%ndsrgg n@:%%ﬁ g:rggaﬂrﬂ%?/ggn%la%rf befuigen, the
- colmigatioV ShouENGA Sef e ofergh PEER AR - 9
Fig. 7 is a view showing a format of an NFCl P-
appeadéns iBi guiBchad & nenewhehebind@naciolditeefcBRIA R the
/AVAI LABLE MEDI A Request. Fig. 9 is a view showing a
firstngempinbaaief protocol to the communication executed

b

by the second communication protocol, thereby the
communication by the second communication protocol is

executed based on the communication information.

Brief Description of Drawings

Fig. 1 is a view showing an example of an arrangement
of an embodiment of a communication system to which the
present invention is applied.

Fig. 2 is a view explaining a passive mode.

Fig. 3 is a view explaining an active mode.

Fig. 4 is a block diagram showing an.example of an
arrangement of a portion of communication apparatuses 1 to 3
for executing a NFC communication.

Fig. 5 is a view showing a corresponding relation
between the communication protocols of the communication
apparatuses 1 to 3 and an 0SI hierarchy model.

Fig. 6 is a view showing a format of of NFCIP-DL PDU.
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5 AVAI LABLE MEDI A Response. Fig. 10 is a view show ng
a format of Data of MEDIH A HANDOVER Request. Fig. 11
is a view showing a format of Data of MeEDI A HANDOVER
Response. 10 Fig. 12 is a view show ng a comuni cati on
phase by NFCIP-DL. Fig. 13 is a flowhart expl ai ni ng
processi ng executed by an initiator. Fig. 14 is a

fl omchart explaining processing executed 15 by a
target. Fig. 15 is a block di agram of exanpl es of
functional arrangements of.2 the communication
apparatuses 1 and 2. Fig. 16 is a flowhart
expl ai ni ng processi ng executed by the conmuni cati on

appdigt udess 12 antew . siROviFigy a Térinataohl &c kil BRFAMheader.

showi,ng an exanpl e of an arrangenent of an enbodi nent
of &i8onput@ratBlsihi hevtime apifeseat ¢hveRta ot i s

lLied. de for Carrying Qut the Invention 25
Aﬁﬁ%}ﬂBigs &igaﬁggﬁﬁﬁﬁie of an arrangenent of a - 10
conpguni catj S to .which_the present invention is
appl R {syeran Tef sl oo nia SRR SR ot
ABINABAE USRI A CRUPLSYsM th each other logically, and it

does noT matter ‘whether or not the apparatuses having
respeglive £ af FARGeERBWEng’ 8 AGERTsdatied J nd he sane

cabi net) '

MEDIA HANDOVER Request.

Fig. 11 is a view showing a format of Data of
MEDIA HANDOVER Response.

Fig. 12 is a view showing a communication phase by
NFCIP-DL.

Fig. 13 is a flowchart explaining processing executed
by an initiator.

Fig. 14 is a flowchart explaining processing executed
by a target.

Fig. 15 is a block diagram of examples of functional
arrangements of the communication apparatuses 1 and 2.

Fig. 16 is a flowchart explaining processing executed
by the communication apparatuses 1 and 2.

Fig. 17 is a block diagram showing an example of an
arrangement of an embodiment of a compufer to which the

present invention is applied.

Best Mode for Carrying Out the Invention

Fig. 1 shows an example of an arrangement of a
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In Fig. 1, the conmmunication systemis conposed of
three communi cati on apparatuses 1, 2, and 3. Each of
the - comuni cati on apparatuses 1, 2, and 3 can execute
a conmunication by a plurality of protocols. 10 Note
that comuni cati on apparatuses constituting the
communi cation systemare not limted to the
comuni cati on apparatuses 1, 2, and 3, and the
comuni cation system may Qelo conposed of two or four
or nore comruni cation appardatuses. It is needless to
say that the comrunication system 15 shown in Fig. 1
can be enployed as an I1C card-systemin which at
COTEYLL Gt o8F SYRéE SBokRUNREGR | B RpRAcRtus@yentipn iand
.S arfr e S a reader/witer. and .at | east one of
a@leleagt ¥ rsglggnrrﬁrﬁnfzgg’??%ﬁda% o &t 1ty T apgazafyses
S r r,_the.co ni_catio
gig%ﬁ%ﬁﬁ%%g? gﬁ%ﬁo$g§%9tg%g¥%%$}(ﬁi%ﬁa 3&”&5%%05??0 slter

wipRRITalds @9 tlhd, appirdt@ses MRy tr%rs?e%%liﬁ_eh_aw ng a
comruni cation function such as a "personal digital

amssicementt s( BDA) acpentodate OMUIRr &R capibli) e
phone, wrist watch, pen, and the like. That is, the
condonFédt i bn Bipparatusesatiod, sgsteld akecaapotddridred
to the 25 | C card, the reader/witer, and the Iike of

thyse cerpgpdcation apraesiusay the2, ehd dermBackacf drhe

§ﬁ§ten1%an be arranged so as to include, for exanple,
CARUE B4r-G arBPar 2t R r it énconsent GEERYLE 2

onal | C tem.in .addition to th
AR AP R h ot SR Pr RosfEss 8" 1 thi's case

ho“ﬁ&@é’tﬁ@@hcéﬁmﬁﬁ%%é%%@%“Qbﬁgkgeﬁses constituting the
communication.system are not limited to the communication
apparatuses 1, 2, and 3, and the communication system may be .
composed of two or four or more communication apparatuses.

It is needless to say that the communication system

shown in Fig. 1 can be employed as an IC card system in
which at least cne of the communication apparatuses 1, 2,
and 3 is arranged as a reader/writer and at least one of the
other communication apparatuses 1, 2, and 3 is arranged as
an IC card. Further, the communication system may employ
the respective communication apparatuses 1, 2, and 3 as
mobile terminals having a communication function such as a
personal digital assistant (PDA), personal computer (BC),
mobile phone, wrist watch, pen, and the like. That is, the
communication apparatuses 1, 2, and 3 are not limited to the

Ic card,_the reader/writer, and the like of the IC card
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apparatuses 1, 2, and 3 has a function for executing a
W rel ess communi cation, and a plurality of
comuni cation protocols include Near Field
Comuni cation (NFC). NFC is a comruni cation protoco
for a near field 10 comruni cati on executed by
el ectromagneti c i nduction using a single frequency
carrier wave, and, for exanple, 13.56 MHz and the
i ke of an Industrial Scientific Medical (ISM is
enmpl oyed as the frequency oflthe carrier wave. The
near field comuni cation neans a communi cation 15
which is possible even if a di stance between
syappat at Beeshet pnihmi ainiung caitt bneagbt ok hedn ite Wrtrkinged
several tens of centineters and includes a '
socafmtifi thclvde exEautesdmipy e, appai &t used abdse cabi nets
are in contact with each other. In NFC a
reEERF(NT EheF ofoREN LI i@¥e dureavepLiapal 0l ¢ sanshisyattieon 1in
adﬁggeg. The_two communi ¢cation nodes include a passive
&%4n

H° ahP BT TVE HEAE L oM BRPARAERERRt trorf /i $15ard
t o, e, nj i O etween the .
co%%%%%ge’aggg%ggggesgﬁa%g - RgnLcation
apBAPHEALEAtL O ANRAY &f UBESalrudet 18Redr d 1L AGBASSI Ve
node, one of the conmunication 25 apparatuses P5aRd 2,
wikeleex adqtitunider icanmaatcat poard 2i t APPRAr&rkt®int cat ion
transmts data to the comrunication apparatus 2 as
prohecol Heinchndriiiczat Farldppanatnschdyiswdwrali.ng (a
carrier wave corresponding to) the el ectromagnetic
waVEC deher £EUBy CRhECR oPFRikT @&l i T appearat Bseld
| i kewi se,the 1C5 card system descriped above. The

CO%%“%&E?%%&WWﬁ?%ﬂﬂﬁ%ﬂapﬁse ectromagnetic induction using a

single frequency carrier wave, and, for example, 13.56 MHz

and the like of an Industrial Scientific Medical (ISM) is
employed as the frequency of the carrier wave.

The near field communication means a comnunication
which is possible even if a distance between apparatuses
communicating with each other is within several tens of
centimeters and includes a communication executed by
apparatuses whose cabinets are in contact with each other.

In NFC, a communication can be executed by two
communication modes. The two communication modes include a
passive mode and an active mode. When an attention is paid
to, for example, a communication between the communication
apparatuses 1 and 2 of the communication apparatuses 1, 2,

and 3, in the passive mode, one of the communication

apparatuses 1 and 2, for example, the communication
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transmts data to the communication apparatus 1 by
| oad - nodul ating (the carrier wave correspondi ng to)
the electromagnetic wave generated by the
comuni cation apparatus 1. 10 In contrast, in the
active node, any of the conmmunication apparatuses 1
and 2 transmts data by nodulating (a carrier wave
corresponding to) the electromgnetic wave generated
by it. Wen the near filed i mruni cation is executed
by 15 el ectronmagnetic induction, an apparatus, which
begins a communication by outputting an
el ectromagnetic wave first, that. is, which takes the
agRFTECHE] yetBRNEREL & o¥aiimi teattiben commund bt don sapparatus 2
initiator. The,injtiator executes the near field
2 ST BRE ] BB T T2t APERG % (o miaRASEFREIAS L1 {0 a

. ' ' t, th nmuni cat j
e e SRR TP D e S eCeamtRmE Hhd e
geHRIRNBHCBY! Ol CBRANPNLMCHLELURS | NE: LEPPANSS e

the conmahd fromthe initiatdf is called a arget.

catlieBykt ehSASsPPOSEH . afe .eXahR! ontllat cibfon Zbparatus 2
‘communi cation apparatus 1 begins to oufput an 13 -

trenent tendgtette veyeandintieatabruabgatet v th ¥haoad:
communi cati on apparatus 2, the communi cati on appar at us

- moglul gEingasthhecanirigat wave cheresppudisation tdpgpar at us

2 acts as the target as shown in Figs. 2 and 3. As
cleRERANRANETHC VS UaNeE 3b&8s PYe thedeommpei cat ion

apparatus 1.

In contrast, in the active mode, any of the
communication apparatuses 1 and 2 transmits data by
modulating (a carrier wave corresponding to)} the
electromagnétic wave generated by it.

When the near filed communication is executed by
electromagnetic induction, an apparatus, which begins a
communication by outputting an electromagnetic wave first,
that is, which takes the initiative of the communication, is
called an initiator. The initiator executes the near field
communication by transmitting a command (request) to a
communication opponent, and the communication opponent
returns a response to the command, and the communication
opponent which returns the response to the command from the
initiator is called a targef.

When it is supposed, for example, that the

communication apparatus 1 begins to output an



communi cation apparatus 1 as the initiator transmts
data to the communication apparatus 2 as the target -
by continuously outputting an el ectromagnetic wave
and nodul ati ng the el ectromagneti c wave out put

t hereby. Then, the conmunication apparatus 2
transmts data to the comunication apparatus 1 by
| oad nodul ating the electromagnetic wave out put by
the comuni cation apparatus {;as the initiator. In
contrast, as shown in Fig. 3, when the comrunication
apparatus 1 as the initiator transmts data, it
transmts the data to the comunication apparatus 2

a8l EREr TRGEL LBy ithitRgCPRMMGHFe HAth the
I | [ by jtself . | at] it
SFERMPTBIEY CotBERY o' AL (AP TSR LBt o

COPPYIN £ ahlkoRa apParaldish bR QULRUAt ARG AREs 2 acts as
el ectromagneti ¢ wave. Wien the comuni cati on appar at us

2ths tdrfyett asgshowt ansmiys. datend Bt al so transmts the
data to the comunication apparatus 1 as the

i niti dsSophpyn bayifie-ng,t &0 Wit passane aheds r dirggnet i ¢
wave by itself and nodulating it. After the

t FABIALSSF b9 APRIECHAL & 3% FieniBhbtRtPhdransnits data to

PR PRRELL R RO AR 300 ) S R Bt Bonbfpionsty

a@u@d&aggnsﬂtepéct?ﬁmaeﬁ&%,wm chaexsgut 85 N +NEC
e

conmuni cati on, of conmuni cati on apparatus 1 in

Feectiromblghetibatawt noepbtpoidétans, Wheah execute the
NFC communi cati on, of the other

communication apparatus 2 transmits data to the
communication apparatus 1 by load modulating the
electromagnetic wave output by the communicaticon apparatus 1
as the initiator.

In contrast, as shown in Fig. 3, when the communication
apparatus 1 as the initiator transmits data, it transmits
the data to the communication apparatus 2 as the target by
beginning to output an electromagnetic wave by itself and
modulating it. After the transmission of the data is.
finished, the communication apparatus 1 stops outputting the
electromagnetic wave. When the communication apparatus 2 as
the target transmits data, it also transmits the data to the
communication apparatus 1 as the initiator by beginning to
oﬁtput an electromagnetic wave by itself and modulating it.

After the transmission of the data is finished, the

communication apparatus 2 stops outputting the
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‘communi cati on apparatuses 2 and 3 of Fig. 1 are
arranged simlarly to the communication apparatus 1
of Fig. 4, the explanation of themis omtted. An
antenna 11 constitutes a closed |loop coil and 10

out puts an el ectromagneti ¢ wave by changi ng a current
flowwng in the coil. Further, a current flows in the
antenna 11 in such a manner that magnetic flux passing
through the coil as the antepna 11 changes. A receiver
12 receives the current flowmng in the 15 antenna 11,
tunes and detects the current, and outputs it to a
denodul ator (13. The denodul at or 13 denodul ates a

e G FFAmagnSSAIc ¥8VEr om t he receiver 12 and supplies it

to coder 4.. The decoder .14 decodes, for exanpl e,
\anSREEC of Tongh ShOWK 148 SGHRLSS Gbp b e F FBATRIRE OF @

I 1 ' 20 dat t ai ned
e R R s S T T

PEREATSRE ok aByeeHE €5 PrHflGiRy MinedypECeRSENG; , Lased
con t he déﬁa gﬁ%plied fron1tﬁ§fdgbodg?E§4Eﬁ Er?ﬁ%??

pdrid cthat, awhtiehesgetutd HPNFE TR cURLER, | SFtod&ther
transmtted to other apparatus, to an encoder 16. 25
comreindgedden dfpercooess ttherdhtia cfupphi ell dremthendglat a
- 15 _processor 15 to, for exanple, Manchester Code
sigfdagR¥ FpkEhe apemuypisldtden mpperateel cobrFig. Mhehe
sel ector 17 selects any one of a nodulator 19 and a
e%ﬁi& 2h5881 8 oF RSB LHPMGdEsut s the signal supplied

fr Ot Qx?t&?r?a? dlelr c]b%stcgthlggSSaS gﬁ.ggég dlorg)p‘j ucloaitlo ra'nd
outputs an electromagnetic‘wave by changing a current
flowing in the coil. Further, a current flows in the
antenna 11 in such a manner that magrnetic flux passing
through the coil as the antenna 11 changeé.

A receiver 12 receives the current flowing in the
antenna 11, tunes and detects the current, and outputs it to
a demodulator 13. The demodulator 13 demodulates a signal
supplied from the receiver 12 and supplies it to a decoder
14. The decoder 14 decodes, for example, Manchester Code as
the signal supplied from the demodulator 13 and supplies
data obtained as a result of decode to a data processor 15.

The data processor 15 executes predetermined processing
based on the data supplied from the decoder'14. Further,
the data processor 15 supplies data, which is to be
transmitted to other apparatus, to an encoder 16.

The encoder 16 encodes the data supplied from the data
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The selector 17 selects the nodulator 19 or the | oad
nmodul at or 20 under the control of a controller 21.
When a communi cation node is the passive node and the
comuni cation apparatus 1 acts as the target, the
controller 21 nakes the 10 selector 17 to select the
| oad nodul ator 20. Further, when the comrunication
nmethod is the active node or when the construction
node i s the passive node as well as the comrunication
apparatus 1 acts as the imiibPator, the controller 21
makes the selector 17 to select the nodul ator 15 19.
Accordingly, in a case in which the comuni cation
pietdreebd S5t te, passi gramplle, athdHet@AUAECALHOfhe 1ike
apparatus 1 acts as the target, the signal output
anG giinrdd esndédép 26sedectuppli.ed The tshéekboad Do B s
20 through the selector 17. 1n the other cases,
AHoVEFe Pt EhBOdPgARPT | 59 sshla depach moldslatonodl atdr 19
rqugh,the.selector 17. el ectromagneti c_wave
o e 138 B L i T SPROGaRY B T o
sé%@&%%dtgﬁdﬂﬂéﬁgPa 11 to radiate (the electromagnetic
wave) of a carfrer wave having a predeterm ned single
freguensyy 1 rri.er
v e AR e AP T R L R 18
moaiilenda 20 bydéneried eadrtaRIBE hC WRY¥ o P PU1 UNipihlB g
according to the signal supplied fromthe selector 17.
connuhicehisnopedationhea hasattvennadilanadi®d eSordinication
el ectronmagneti ¢ wave obtai ned by nodul ating the

APPFFRFEF hadetackdridingarges t tbedabatoot et I omlidse the
15 to .t he encoder 16. :

at r essor
.seQec%oB ?9 Lo select the load modulator 20. Further, when

the communication method is the active mode or when the
construction mode is the passive mode as well as the
communication apparatus 1 acts as the initiator, the

controller 21 makes the selector 17 to select the modulator

-19. Accordingly, in a case in which the communication

method is the passive mode and the communication apparatus 1
acts as the target, the signal output from the encoder 16 is
supplied to the load modulator 20 through the selector 17.
In the other casés, however, the signal is supplied to the
modulator 19 through the selector 17.

An electromagnetic wave output unit 18 flows a current
to the antenna 11 to cause the antenna 11 to radiate {the
electromagnetic wave) of a carrier wave having a
predetermined single frequency. The modulator 19 modulates

the carrier wave as the current, which is flown in the
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The | oad nodul ator 20 changes i npedance when the coi
as the antenna 11 is observed fromthe outside
according to the signal supplied fromthe sel ector

17. When an RF field (magnetic field) is fornmed in
the vicinity of the antenna 11 10 by an

el ectromagneti c wave output by other apparatus as a
carrier wave, the RF field in the vicinity of the
antenna 11 al so changes as the inpedance when the
coil as the antenna 11 is di¥served changes. Wth this
arrangenent, the carrier wave as the el ectromagnetic
wave output fromthe other 15 apparatus i s nodul at ed
anteorali hg o thiee edieghabmagpetiedvdvomutidhe sakectgr

17, thereby the data output fromthe data processor
2450 rhdebigdei gneli supphhedi ftoad the tsedeather 17. With

arat us .that outputs the el ectromagneti c wave. Here,
t@ﬁ% RUFE1PBduF A BREEARBRK thngAdiaies ami fflecp@omagnetic
G DRl b R AR5 S 5o e oA Ao AGPAF G 2050
e RS P oy thp a8 g el 1P0 THokh Lt ode 16.
Vodul St 1 on (0N and 1 ne SE0 s e REe el tne coi

aenglopatdenkarthets cbslegrae fommadl ahk8hde ddco®ing to
anplitude is not limted to the values from8%to 30%

thBposionedosupplied fidke, tlandsedrcappr OPLi aliBeN shnRITER eld
be selected. The controller 21 controls the
MeFEeCi véebiibcks Eormdtin (iengichaitprmintbatangrenna 11
kn?p a%ﬁ%%%r%ﬁaé%é%ygﬁwé%QHQQQPut by other apparatus as a
carrier wave, the RF field in the vicinity of the antenna 11
also changes as the impedance when the coil as the antenna
11 is observed changes. With this arrangement, the carrier
wave as the electromagnetic wave output from the other
apparatus 1s modulated according to the signal supplied from
the selector 17, thereby the data output from the data
processor 15 to the encoder 16 is transmitted to the other
apparatus that outputs the electromagnetic wave.

Here, amplitude modulation (ASK (Amplitude Shift
Keying)), for example, can be employed as a modulation
system in the modulator 19 and the load modulator 20.
However, the modulation system in the modulator 19 and the
load modulator 20 is not limited to ASK, and Pﬁase Shift
Keying (PSK), Quadrature Amplitude Modulation (QAM), and the

like can be also employed. Further, a degree of modulation
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22 supplies necessary power to the respective bl ocks
constituting the conmunication apparatus 1. Note that,
in Fig. 4, lines showing that the controller 21
controls the respective blocks constituting the
comuni cation apparatus 1 10 and |Iines show ng that
the power supply 22 supplies power to the respective
bl ocks constituting the communi cation apparatus 1 are
omtted to prevent the figure from being nade
conplex. In the case descri bed above, the decoder 14
and the 15 encoder 16 processes Manchester Code.

ver, it .is ossi ble for the decoder 14 and the
oL MR culs 15" poledindnad B ot SauNe Soft 2T Edr Pi 9%
50, 1MABS Rfq ¢adesiguch Imodi fied mrrqr code,
NRz,” and t he |igkg,l§igh 203 T PRSP Matendads Badee 20
sdlgdthey., when the communi cation apparatus 1 operates

only as the target of the passive node, the

comThei cahtpoll@ppal ataistrbiGamrhBeraspangede Whi HOr
providing the selector 17, electromagnetic wave
cowtpiutdnot the, camdunbeanbaulaiparath. 1Fur hkhebwet Neupply
this case, the power supply 22 obtains 25 power from
2% SUPBLARS BECARSRXY ePPRET dicedtheomagpetts veabioekd s -

CA%?%EEY%d by hhe antenpa 11. As described above, the
c Hi-¢BE bAS appEPERicRision apparghis3lar eNakeabptd in

Eﬁ%ﬁﬁ?étﬂﬁheghgﬂo&fﬁ ?t%%?é e%%gggggi %Lgﬁi gg%tggls the

| Ity of “conmuni C

rﬁiﬂ%ﬂ%ﬂb@abl98k§xé3ﬂ§€¥¥&3ﬁﬂbh%h@rEQHQSHEQ%t?ganﬁbafgtus 1
and lines showing that the power supply 22 supplies power to
the respective blocks constituting the communication
apparatus 1 are omitted to prevent the figure from being
made complex. |

In the case described above, the decoder 14 and the
encoder 16 processes Manchester Code. However, it is
possible for the decoder 14 and the encoder 16 to select and
process one of a plurality of types of codes such as a
modified mirror code, NRZ, and the like, in addition to
Manchester Code.

Further, when the communication apparatus 1 operates
bnly as the target of the passive mode, the communication
apparatus 1 can be arranged without providing the selector
17, electromagnetic wave output unit 18, and the modulator
19. Further, in this'case, the power supply 22 obtains

power from, for example, an external electromagnetic wave
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NFC i s one of the communications executed by the
plurality of communication protocols. As the
plurality of communication protocols, there can be
enpl oyed, for exanple, International O ganization for
St andardi zati on/ I nternational 10 El ectrotechni cal
Commi ssion (ISOIEC) 14443 that regul ates a

comuni cation by an I C card, 1SQO |EC 15693 t hat

regul ates a conmunication gf Radi o Frequency Tag (RF
tag), Bluetooth, and furth 18\7\LAN, and ot her

cammuni cation protocols, in addition to the NFC 15
Fig. 5 shows a corresponding rel ati on between the

TRt &t ithe préepral S1lof the communi cation

apparatuses . to 3 and _an OGSl hierarchy nodel. In the
corr?f‘usn idgéstciréﬁegp%&?‘é‘?’usté? Fomprundisgtaont gppasdamsice, 1, 2,

t t Licati f | e, Text 20,
{fiess dmion o manls, e e 0
T 7 i . . i
byt RIPLurand tyt Be Ebﬁﬁﬁnlfgg&éﬁrﬁ?béﬁégl%ra%%%p?ication

applications can be enpl oye to seventh

c icatiah GRPEHEES by MRS arSiatde egengaLio '
Layer, and a fifth Ses%i on Layer. 'Il'nﬁgﬁs%gsgif%h %olhsilrn(ﬂ

N dtsoowle CFCEhe tisemurbateagroan 2xdduetacsy (ADDiuand ty
the like, for exanple, can be enployed - 19 - to

off SerpNntcanhiparpretyeals .| nther idte Platretdty(¢P) and the
i ke, for exanple, can be enployed to third Network

COPIE Ca8EEBNBT PP P 1S mikhedipe capaehembioveldd fant example,

In#%%gét&ga%ggbggénfééyiégp%%Eogt%%%ggdg%égiéélfﬂgeéﬂyiional
Electrotechnical Commigsion {ISO/IEC) 14443 that reguiates a
communication by an IC card, ISO/IEC 15693 that regulates a
communication of Radio Frequency Tag (RF tag), Bluetooth,
and further WLAN, and other communication pretocols, in
addition to the NFC.

Fig. 5 shows a corresponding relation between the

communication protocols of the communication apparatuses 1

~to 3 and an OSI hierarchy model.

In the communication apparatuses 1, 2, and 3, for
example, Internet Applications (for example, Hyper Te#t
Transfer Protocol (HTTP), File Transfer Protocol {(FTP), and
the like), and other arbitrary applications can be employed
to seventh Application Layer as an uppermost layer, sixth
Presentation Layer, and a fifth Session Layer.

Transmission Control Protocol (TCP), User Datagram

Protocol (UDP), and the like, for example, can be employed
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Access Control Layer (MAC | ayer). In the comuni cation
apparatuses 1, 2, and 3, Near Field Comrunication
Interface and Protocol Data Link (NFCIP- DL) is

enpl oyed to the LLC layer. Here, NFCIP-DL is a 10
conmuni cati on protocol of a part of NFC and can be
controlled fromthe upper |ayer thereof through
Service Access Point (SAP). In NFCIP-DL, the

i nformati on of a conmunication protocol that can be
used by a conmuni cation 6bﬂ nént (hereinafter,
appropriately called available 15 protoco

information) is obtained through NFCIP-1 to be
taesetiBed naasportFbayhaer, NFCI P- DL exchanges

i nf tion %hereinafter, %fpropr[ately call ed

co FERELoRTOT AT nbt B ordnd vikiecRike, néeeseranple, can

t i [ b i cati to |
oSS, C3 T HTEa e Bler Sty i cal 1 ayer)
swi tsebeddl HQry NFGHP-1L, §%1§ reth b ag'%ﬁeii{ e nxifpéro a

request fromthe upper yer,

IEEINITE Al  that t oty
LENIBBLNITEAKI 0Bn8PPRr B 3 gézms%é?% )eégﬁafgﬂgy%c Jte'hgn_ |

by NFCIP-1. Then, N es ndovers
AgmaautioaatrbdnLayet o@c frpmAYFCl P-1 to a communi cation
25 protocol corresponding to the exchanged
condinteat ¢@mmel c4 tifoor mppiaeatiBes esponsesdd 3,helear
request fromthe upper layer. Note that the
RIEEEE BAT PPt brlesrr Eadet ehveld PobordFQDé:d Lirsk (NFCIP-
.ected-fro ahl e conmuni cati on protocols

Iﬂ?:gfeggﬁ%gﬁe y€¥ﬁigﬁnk%q d5VETpr of'sEdl NREERTRE idgh.a 5
cohtutlesati Bed, AhoySs, Wien, NEGLP PLyks moynted on the
controlled from the upper layer thereof through Service
Access Point (SAP). In NFCIP-DL, the information of a
communication protocol that can be used by a communication
opponent (hereinafter, appropriately called available
protocol information) is obtained through NFCIP-1 to Se
described later. Further, NFCIP-DL exXchanges information
{hereinafter, appropriately called communication
information), which is necessary to execute a communication
by a communication protocel of MAC layer (and further a
physical layer) switched'from NFCIP-1 therethrough in
response to a request from the upper layer, between it and a
communication apparatus that executes a communication by
NFCIP-1. Then, NFCIP-DL switches (handovers) the
communication protocol from NFCIP-1 to a communication

protocol corresponding to the exchanged communication
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comuni cati on apparatuses 1, 2, and 3, the apparatuses
can sw tch (handover) the comruni cation protocol of
MAC | ayer (and further the physical |ayer). NFCIP-1,
| SO | EC 14443-2, 1SQ | EC 14443-3, and | SO I EC 10
14443-4 enployed to the 1C card, 1SOIEC 15693-2
enpl oyed to the RF tag, Bluetooth, and further W.AN
and ot her protocols, for exanple, can be enployed to
MAC | ayer. Note that it is 2assunmed in the enbodi nent
that a plurality of conmunication protocols including
NFCI P-1 are enployed to the MAC | ayer in, 15 for
i BKSRI8, i.catiop, apparatuyses 1, 2, and 3.
LR Qo) B SRR b PR PP R il G Phar i wver
NONEE et delee chmmvhe N it g Lot Rpd
the vicinity, and &Eg%oﬁop{g§%§§5 Eﬁ?gxgggggégﬁ,ﬁFéfb"l
1 \FGH Rk calitfrots avan 1 8b 26t ¢ SIRENeLHS oM YR oLALIE the RF
field by itself). 20 Further, when a comuni cati on
repERsedekivsthei avahtaRre pgradotiolt Ratlf oirfatWhgn
NFCILP-1 is brought into vicinity of the comrunication
oppbfieAESCRPeP-abetr aivien dEALPFDbalsamoh®d on the

~onpase ,0f random nunbers fromthe comuni cati on
0“5%33%5 OB gPRBRALRPRAt bs 4 BAYt Be tbenenbeatiwses can

i fvi it by ID. Th IS, di
o PR SRl05, PEE LyblLdo  B o131 e S0

(26 FurkRekhen¥i GhPilys0fqdJer)@ user can specify an

apparatus acting as a co ni'cation protocol fromthe

pl UNBECIRY1 Of T SUYEHALUSAS -2NATSOPTRD £24 £5- M L B&o /15
appar atus without executing an operation for sel écting

L4tiHe-8 epphopedstactheag@sarde TOONERECab E05-PRAGNCHd to
tﬁgr%g]ggg, Bluetooth, and further WLAN and other protocols,
for example, can be employed to MAC layer. Note that it is
assumed in the embodiment that a plurality of communication
protocols including NFCIP-1 are employed to the MAC layer in,
for example, the communication apparatuses 1, 2, and 3..
Here, NFCIP-1 is a communication protocol of a part of
NFC and detects whether or not an RF field exists in the
vicinity, and when no RF field is detected, NFCIP-1 outputs
an electromagnetic wave (forms the RF field by itself).
Further, when a communication opponent exists in the RF
field, that is, when NFCIP-1 is brought into vicinity of the
communication opponent, NFCIP-1 obtains Identification (ID)
composed of random numbers from thé communication opponent

and communicates with the communication opponent by

specifying it by ID. That is, according to NFCIP-1, when a
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plurality of the apparatus. Specifically, in, for
exanpl e, WLAN conposed of a plurality of conputers,
when one conputer transnmits and receives data to and
fromthe other one conputer, the other 10 one conputer
‘must be specified by a user in such as manner that
the user ‘selects the icon representing the other one
conmputer, to and fromwhich the data is transmtted
and received, froma pluraljity of icons displayed on
a screen to represent the plurality of conputers
constituting WLAN. In 15 this case, when WLAN i s
9 AP t [ bhur densone for the
pusg$9?§9522rch tﬁgggggng%gpreé%n gt HEL T8t Rér 1hned user

caonppE e £y ldh cppaiashs ARt NG £5 1a éﬁﬂﬂﬁnl%akiohoﬁ%gggcol

inthe vicinity of a conmunication opponent,
ot dilns p yraltiityh of28ppSr&OIPOS %cpfccﬁr@eﬁh‘iﬁ@aﬂggbﬁfﬁh the
of the communi cation opponent and conmuni cates wt
aggﬁ;qﬁyﬁn”ﬂuﬁgﬂtoﬁxgppbne@tamyopemﬁﬁmohyﬁbg sbleytidly the
Therefore, according to NFCIP-1, since the user can
RIRFARYS £UdRIuAS c b oreyuIsRat oy RpPanesomine Ceitd on

nent for_ exanple, causing the 25
'péﬁ%%%uw cég?gﬁ %BB?BTE%Si (2 or 3) to approach over an

consbePRRIEAL s ML S Horil, TR SobSesst ik ai"ﬁea
A e O R s
re@edveisedalty aocanduftGatiHN HHeLoegk @HHﬁQﬂ@g, the other
one computer must be specified by a user in such as manner
that the user selects the icon representing the other one
cbmputer, to and from which the data is transmitted and
;eceived, from a plurality of icons displayed on a screen to
represent the plurality of computers constituting WLAN. In
this case, when WLAN is composed of many computers, it is
burdensome for the user to search the icon representing the
other one computer.

In contrast, in NFCIP-1, when it is located in the
vicinity of a communication opponent, it obtains ID, which
is composed of random numbers, of the communication opponent
and communicates with the communication opponent by
specifying it by ID. Therefore, according to NFCIP-1, since
the user can execute a communication by specifying a

communication opponent only by, for example, causing the

communication apparatus 1 (2 or 3) to approach over an
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in MAC | ayer by the communi cation apparatuses 1 to 3,

are enployed to the first physical layer. That is, in

NFCI P-1, 1SO1EC 22050, for exanple, which regul ates

devi ces dedi cated for a communication by NFC (NFC

Devices) and 10 Cartridge Menory Device, can be

enpl oyed to the physical Jlayer. In |ISOIEC 14443-2,

| SO | EC 14443-3, and |1SO | EC 14443-4, for exanple,

| SO'| EC 14443, which reguLaé s_conpatible I C Cards,

can be enployed to the physrcal layer. In ISOIEC

15693-2, a device dedicated to a communication by 15

the RF tag,can be enmpl oyed to the physical |ayer.
SHRAPHER, "I AL Bt Dot desliness teedrtacedas  a

' Lon. b | uet oot h (Bl uetooth devices) can be
Coerrp: ogég%% ?%gn%}%/s% YsgrereefurPhepxeqyte Here

j cat j r I C layer of WLAN and the
kﬂ%?%ggggghiég é%f%%g éﬁ%iggggefo a 20 communi cati on

by A& h@e B &lhieon i REOT QR 9L, C cfe‘éng o the
physi cal | ayer. Ngxt,:L Fig. 6E1§h%£]v\%q§e orﬁ%&egfa éata

cormansnatien @nsbutreRt eiwed chbomandcht o NIt dd %A oved
part of the NFC. In NFCIP-DL, the datais transmftte

ingM8Cr baytw e ithea copfumnichttahl efpPrat e 1data 3Unite
(NFCIP-DL PDU). - 23 NFCIP-DL PDU has the sane format
emploRedaekdihe thigsnphsdcahdlnperi vetham iRoi it NECIP-1,

oD BV e ion SR BED AAEH PP NP B RBE has
ettt o TGP EN ha ELBB ety
Cartridge Memory Device, can be employed to the physical
layer. In ISO/IEC 14443-2, ISQO/IEC 14443-3, and ISO/IEC
144434, for example, ISO/IEC 14443, which regulates

compatible IC Cards, can be employed to the physical layer.

In ISO/IEC 15693-2, a device dedicated to a communication by

the RF tag can be employed to the physical layer. Further,
in Bluetooth, devices dedicated to a communication by
Bluetooth (Bluetooth devices) can be employed to the
physical layer. Further, in the communication protocol of
MAC layer of WLAN and the like, other devices dedicated to e
communication by the communication protocel can be employed
te the physical layer.

Next, Fig. 6 shows a format of data transmitted and
received to and from NFCIP-DL as a part of the NFC.

In NFCIP-DL, the data is transmitted and received in a

unit called Protocol data Unit (NFCIP-DI PDU).
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di sposed fromthe | eading end thereof. Start Mark has,
for exanple, 1 byte of 7Eh (h shows that a value in
front of it is a hexadecimal nuneral) disposed

therein as a start mark showi ng the start of NFCIP 10
DL PDU. Address has, for exanple, 1 byte of FFh

di sposed therein as predeterm ned data. Control also
has, for exanple, 1 byte of 03h di sposed therein as
predeterm ned data. In NFCLE- DL, the data di sposed in
Start Mark, Address, 15 and>Control is the sanme as

that in PPP. Protocol has, for exanple, 2 bytes of

0001h disposed therein. Wen 0001h is disposed in

Pr ot’HEiP P BEP, bps Fhe agmenftmatagst ke pdakatdi sposed

' ta has n art.icul ar _nmeani ng. However, when

CEOBTI 1 Wi EEF ST ERr G OBEIIT 1 BPANTE Frmitocohe (PPP)
+RAF ol ndled as NFCILP-DL PDU.  NFCl P- DL
REEKEY 4ty el B RnRiel s moRen e P bpsad e,
t hengion pwhinCBpwi hhs ber £xphai fed with o reference
to Fig. 7. Data has necé@ﬁ%?§§d§$§kggépo§88tr? @ré%é#OCOl'
NIR(P {135 Hagcleig Badupdaney ARewid it RGbpade: 251y

di sposed therein which is determned for ress,
diGprngesl from24¢he Peativngl endFGd2<Bl header, and Dat a.

End Mark has, for exanple, 1 byte of 7Eh as an end

mar RtaghoMpnl haer efel ofxaNpCel- DLbPEY. oFherkncth aidesi S

ttﬁg sang as that in PPP. 5 Fi%. 7 shows a format of
QQ1_ﬁH¥§ ue FﬁfSFﬁﬁFi%ﬁ i1t is a hexadecimal numeral)

disposed therein as a start mark showing the start of NFCIP-

DL PDU. Address has, for example, 1 byte of FFh disposed

therein as predetermined data. Control also has, for

~example, 1 byte of 03h disposed therein as predetermined

data.

In NFCIP-DL, the data disposed in Start Mark, Address,

and Control is the same as that in PEP.

Protocol has, for example, 2 bytes of 0001h disposed

therein. When 0001h is disposed in Protocol in PPP, it is

~ assumed that the data disposed in Data has no particular

meaning. However, when 000lh is disposed in Protocol in
NFCIP-DL, the packet (PDU) is handled as NFCIP-DL PDU.
NFCIP-DL heéder has 6-bytes of header information
disposed therein which will be explained below with
reference to Fig. 7. Data has necessary data disposed
therein. CRC has Cyclic Redundancy Checking (CRC) code

disposed therein which is determined for Address, Control,
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di sposed in NFClI P-DL header. The header information is
conposed of 6 bytes as described above. Codes 4Eh,
46h, and 43h, which show the characters N, F, C of
NFC, are disposed in Byte 1, Byte 2, 10 and Byte 3
fromthe | eading end of the header information. A

val ue showi ng the version of NFC is disposed in Byte
4. Note that, in Fig. 7, the value showi ng the
version of NFC is 21h. Bytg,5_is Reserved for Future
Use (RFU) and has 00h 15 disposed therein in Fig. 7.
Byte 6 has Directive Code di sposed therein which shows

vari ous equests and responses to them That
Prlos’oco;g %%grﬁgdﬁ?%gﬁg.arlﬂ RatawFC, a conmuni cati on

I's @xfc t l.ni ti,ator an e target in

such g %%%%e?g?hgﬁﬁgdé%gﬁg%eﬁigi%WEF ??aﬁ% i3% ap end mark
sHRAWRS te nand nkhg t @F @t et S r onse to the

r qulgzt Directive Code %sﬁi%ﬂcogréles%%\% BETR e he ﬂe‘ﬁf&“{e
asanthattheénr @pponse i s disposed in the sixth byte. As

descri bed above, in NFCI P-DL, avail able protoco

i nf Bigmt 7 osh@ss teheformbar bEt k08 Rbade £OTRERYGALIQN

protocol 25 that can be used by a conmuni cation
digppsRentni JFebbablndwader25 and communi cati on

i nf tion, which is necessary to execute a
coﬁﬁ%%?%%???ﬁ1%ﬂFQ§m€§FP§ihsc@ﬁﬂnﬁ$@®t¢ﬁnﬁ pytesc als

oek B8 IRyt T 0L 2 BT OB N BLSLSCOLS
copschannach, her, JEGHR o8, stihaben (HR'Y Shyike,
and Byte 3 from the leading end of the header information.
A value showing the version of NFC is disposed in Byte 4.
Note that, in Fig. 7, the value showing the version of NFC
is 21h.

Byte 5 is Reserved for Future Use (RFU) and has 00h
disposed therein in Fig. 7.

Byte 6 has Directive Code disposed therein which shows
various types of requests and responses to them. That is,
as explained in Fig. 4, in NFC, a communication is executed
between the initiator and the target in such a manner that
the initiator transmits a request and the target returns a
response to the requesf. Directive Code as a code showing
the request and the response is disposed in the sixth byte.

As described above, in NFCIP—DL, available protocol
information as the information of a communication protocol

that can be used by a communication opponent is obtained,
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NFCI P-1 to a conmuni cation protocol corresponding to
the exchanged communi cati on information. AVAI LABLE
MEDI A Request is transmitted fromthe initiator to
the target to request the avail able protocol 10

i nformation. AVAI LABLE MEDI A Request is transmtted
fromthe initiator to the target to request the
avai | abl e protocol information. AVAILABLE MEDI A
Response is transmtted fr% the target to the
initiator as a response Al LABLE MEDI A Request .

15 Further, MEDI A HANDCNER Request is transmtted from
the initjiator to the target to request to swtch
apf aFIgVEH Cat Logp b Rceation, prbidols nvEBISAaMANDOVER: cute
Rg& onse i.s transn1tted fromthe target to the

2 RPETAHG S ™h e 8p 5REEA LR oCNEBIAL FaNDOVERORe R és d nebaded
A mAYALABLE NEDL fpsngneey o Shiccti e code s et

for exa

aﬁﬁlﬁﬂﬂlé|ﬁ%0t%%6ﬁ“ﬁh§@£h9@l@£0t cgf% %g g¢any e usﬁSCIP—

by the conmuni cati on opponent ere rget)
DI espigsihed, ( thdbﬁerg§S@@éeébﬁﬁhﬂ%ﬁé%lo%5pEHg%Q§£' %Q&n
usability of a particular comunication - r ot ocol
NF@iRﬁiqmesEedommuhheatbanlwmdﬁﬁddEWdﬂﬁ%@@ﬁehdiﬂg to the
AVAI LABLE MEDI A Response, information show ng the
%ﬁhﬂﬂQ9ﬂ épmmeﬁhﬁﬂhl@@tlmﬁpxmanxmnol i s disposed to
%E Nbre speC|f|caIIy, ig. 8 shows a format of Data
A Pvﬂ%ﬂ@%thésljga@nsmwt@cﬁ fiven the

L. cul
1ﬂ¥yfﬁt%¥ %o the target to request the available protocol

information. AVAILABLE MEDIA Request is transmitted from
the initiator to the target to request the available
protocol information. AVAILABLE MEDIA Response is
transmitted from the target to the initiator as a response
to AVAILABLE MEDIA Request.

Further, MEDIA HANDOVER Request is transmitted from.the
initiator to the target to request to switch (handover) a
communication protocol. MEDIA HANDOVER Response is
transmitted from the target to the initiator as a response
to MEDIA HANDOVER Request.

In AVAILABLE MEDIA Response, a directive code is set to,

for example, 22h, Further, when the information of all the

_communication protocols that can be used by the

communication opponent (here, target) is requested, 01h is

disposed to Data.

Further, when usability of a particular communication
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comuni cation protocol is requested to the
communi cati on opponent in AVAI LABLE MEDI A Request.
Length of PDU Data (n), which shows the data | ength of
Data, is disposed to the |eading end of Data. Media
Pack 10 Count, which shows the nunber of Media
Par anet er Packs to be described later, is disposed
behind the data | ength. Then, Media Paraneter Packs
as many as the nunber shownzby-Media Pack Count are
di sposed behind Media Pack Count. Media Paraneter Pack
is conposed of Media Code and 15 Attribute disposed
prétddils ier deueReabybernd Mmdhah showi ng the
connunicatioﬁuprotocg% Fgédispéggggggoﬁbggﬁ%egﬁ ™ and
AVRﬁRﬂBﬁELM@@IasRbepbhengﬂMﬂﬂmﬁgﬁb@ns@b%gg%gkhe articular
represented by a nedia code disposed to di a de 1s
CHMPESed 100 PAPtecblUt Bs @spaseVALLABLEE . VEDI A
“Response, when, for exanple, availability of two
comihf cAFOht Bt bbol Bl .t Bashpys a| AstmaUtef dfata of

R Do G o BER VEA SARP B S1 861 Roar BerbaabbEed 1o

R T Rl REr atiolEe. Tncu enmaomaaon

E Rl B oy e e e R i 2 code
behi nd Neci 8 Pack Count. T 1 1 AUA CABLE. MEDIR PoapBAga of

Dageg,t he dbuporese tto HheAIALUABEE.MEDD A Reeles tedile pack

directive code is set to, for
Count, which shows the number of Media Parameter Packs to be

described later, is disposed behind the data length. Then,
Media Parameter Packs as many as the number shown by Media
Pack Count are disposed behind Media Pack Count. |

Media Parameter Pack is composed of Media Code and
Attribute disposed in this order. One byte of media code
showing the communication protocol is disposed to Media Code,
and information as to the communication protocel represented
by a media code disposed to Media Code is disposed to
Attribute.

In AVATLABLE MEDIA Response, when, for example,
availability of two communication protocols, that is,

Institute of Electrical and Electronics Engineers (IEEE)

802.11 that reqgulates WLAN and Bluetooth are requested to

the communication opponent, two Media Parémeter Packs, that

is, Media Parameter Pack, in which a media code representing
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exanpl e, 23h. Further, in AVAI LABLE MEDI A Response,

i nformati on showi ng a conmuni cati on protocol that can

be- used by an apparatus (here, the target as an

apparatus that receives AVAI LABLE MED A ‘Request) is

di sposed in Data. 10 More specifically, Fig. 9 shows a

format of Data of NFCIP-DL PDU as AVAI LABLE MEDI A

Response. Length of PDU Data (n) is disposed to the

| eading end of Data |ikew 88 the case shown in Fig.

8. Further, Current Phase, Status, and Error Code are

sequentially di sposed 15 behind Length of PDU Data
TEBR802Hare, i OdikpBle BN ased Shans, EQ BxPk P ;

bel ongs to any gf t he phases ofIkF hgysglgggkér%%gﬁthh a
méciteercod®t atepseshonsng Ml pesedt i ati@poskal Uske Ofiisposed

NFCI P-DL PDU, and Error Code shows a code -
bedgmde destidi FgckoCoamt error that occurs in any

processing. 20 Media Pack Count is disposed behind

Er r OF &62%@13%&@8@@%@ sHoWbet hespembrertof

e S T - S
Aot Ay 00 AR R
ISR BBl T AT
ey, ehCepRaEions 3008 COPLRERRL 8 LU i ne o
LeAVAVEABREAMEERIE MEIRSqRestiesteC b asspovddd ABL EDAVED! A

Response transmtted by
More specifically, Fig. 9 shows a format of Data of

NFCIP-DL PDU as AVAILABLE MEDIA Response.

Length of PDU Data (n) is disposed to the leading end

of Data likewise the case shown in Fig. 8. Further, Current

Phase, Status, and Error Code are sequentially disposed
behind Length of PDU Data (n). Here, Current Phase shows
that NFCIP-DL PDU belongs to any of the phases of NFCIP-DL
described later. Status shows the present state (status) of
NFCIP~DL PDU, and Error Code shows a code corresponding to
an error that occurs in any processing.

Media Pack Count is disposed behind Error Code. Media
Pack Count shows the number of Media Parameter Packs
disposed behind it.

Media Parameter Packs as many as the number shown by
Media Pack Count are disposed behind Media Pack Count to

show each communication protocol that can be used by NFCIP-
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: tl,\lll\/%E_DEIA HANDOVER Request .

the target in response to AVAI LABLE MEDI A Request and
recogni zes a communi cation protocol that can be used
by the target referring to Media Paraneter Pack in
AVAI LABLE MEDI A Response. 10 Note that when A h is
set to Data of AVAILABLE MEDI A Request fromthe
initiator, the target transmts AVAI LABLE MEDI A
Response, which has Media Paraneter Pack as to all

t he conmuni cati on protocols dghat can be used by it,
to the initiator. Further, Data of AVAI LABLE MEDI A
Request 15 fromthe initiator is as shown in Fig. 8,
pE,h ar r i.Ls AVALLABLE- MEDI A Res sg, which

D Rt o S 2rRe thE RO POt (obeghs Parameter

has i nformati on er orn

PEEEPECTIFME. GO RHhed r 0 A netng Lo
Medi a Pair@grreter Packggﬁg %%A?%%%L T\é%]h{&%?gglug%g %b the
exhbanai tdatdrered® e MzDtPAeANDOVER Request, the
directive code is set to, for exanple, 24h. Further,
i nf dheatindfiiston, conieinileat i toranspricttedo kvhangone nethT A
fromNFCIP-1 is disposed to Data. Mdre specifically,
ReqUP st IsKeises PURFBABLE NEREA (fesHuEGePtBanBilk asd by

25 Length of PDU Data (Il1n),
H Lond £REPAEFS F%@YWLA]%@)@‘DI%BSQW& darposed
Medi.a .  Paraneter Pack as

di f. Dat a.
it AP S o Waloyoeed Ch o WS ALY the

tdiiged $ResediRght st faanleg@g te i hce
t he arrangerlreﬁt of tiﬁ%dh;%la ara%ecerlﬁa%%@g—&%’g
Respcsistehe sane as that described in Fig. 8, the

expl anat i on
Note that when 0lh is set to Data of AVAILABLE MEDIA

Request from the initiator, the target transmits

AVAILABLE MEDIA Response, which has Media Parameter Pack as
to all the communication protoceols that can be used by it,
to the initiator. Further, Data of AVAILABLE MEDIA Request
from the initiator is as shown in Fig. 8, the target
transmits AVAILABLE MEDIA Response, which has information
whether or not it can use the respective communication
protocols corresponding to Media Parameter Pack of
AVAILABLE MEDIA request, to the initiator.

In MEDIA HANDOVER Request, the directive code is set to,
for example, 24h. Further, information of a communication
protocol handovered from NFCIP-1 is disposed to Data.

More specifically, Fig. 10 shows a format of Data of
NFCIP-DL PDU as MEDIA HANDOVER Request.

Length of PDU Data {lln), which shows the data length
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thereof is omtted. In MEDIA HANDOVER Response as the
response to MEDI A HANDOVER Request, the directive code
is set to, for exanple, 25h. Further, predeterm ned
data is disposed to 10 DATA in MEDI A HANDOVER
Response. Modre specifically, Fig. 11 shows a format of
Data of NFCIP-DL PDU as MEDI A HANDOVER Response.
Length of PDU Data (04h), Current Phase, Status, and
Error Code are sequenti al Iy “di Sposed to Data fromthe
15 | eading end thereof. Since Length of PDU Dat a,
Current ~Phase, Status, and Error Code are the sane as
of Holea, éplddishededntfi ghe 9ledadimexpidandt DaRat hereg@fsi s
omtted. AVAILABLE MEDI A Request and AVA!LABLE MEDI A
PRAYIe Fagke 261 BAsHi FOREIBaiden pretinbli htndovarkd
: et b 20 NFCLP-1, thereby the initiator
f’%%‘gc%%@ét% 3E ghBAr R bething disc éilaD?/rE]g@I;@*ah- bteNQltﬁ%d:hat
B t heg, | N equest . and
S AR R R 05 o BR e RPN L O et (e 10
id NiHd akee aRdthle dasgety, iglF%_P'. 1? Lhereby, the .
initiator and the target handoveérs fform a

 theomoiniecabmbbtdy. NFCI P-1 to a communi cation by a

certain 30 conmunication protocol recognized by the
i ni TRalMBPIA_HAEINER ®espoheei akt i ofepithdda 4 ar get
execute a communi cation by the comruni cation protoco

MEDI Ao HANRQVER efpieat, 3-Nexdireat toenuodeat s asetphase oy
exgﬁg£g;D%5ﬁﬂllFé¥%her, bPredetermined data is disposed to

DATA in MEDIA HANDOVER Response.

More specifically, Fig. 11 shows a format of Data of
NFCIP-DL PDU as MEDIA HANDOVER Response.

Length of PDU Data (04h), Current Phase, Status, and
Error Code are sequentially disposed to Data from the
leading end thereof. Since Length of PDU Data, Current
Phase, Status, and Error Code are the same as those
explained in Fig. 9, the explanation thereof is omitted.

AVAILABLE MEDIA Request and AVAILABLE;MEDIA.Response
are transmitted between the initiator and the target by
NFCIP-1, thereby the initiator recognizes a communication
protocol that can be used by the target. Further,

MEDIA HANDOVER Request and MEDIA_HANDOVER Response are

transmitted between the initiator and the target by NFCIP-1,

thereby the initiator and the target handovers from a

communication by NFCIP-1 to a communication by a certain
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explained wth reference to Fig. 12. A conmuni cation
by NFCI P-DL has six phases, that is, 1dling phase P1,
Li nk establishment-waiti-ng phase P2, Link
establ i shnment phase P3, Authentication phase P4,
Network 10 | ayer protocol phase P5, and Link
term nati on phase P6. In the comuni cation by
NFCI P-DL, first, a process goes to Idling phase Pl as
an initial phase. In Idling3phase P1, detection of
the RF field described above and the |ike are
executed. 15 In Idling phase P1, when it is requested,
cirgrurgxaplos, protodel ecécamappingt Ushd hat teafoprke an
NFC communi cation, the process goes to Link
Thegiegditeenmehe- dai tingoprnd PR targewhieghctihe a
$%Panatus thgt can make the NFC communi cati on begins
PP CREAPENEY. TRBt €O L G Y Guesocmbyagbert ot
héﬁgoggg.phase P1, Link estab!ishnent phase P3, or Link
term nati on phase P6 from Li nk establishnent-waiting
pha P2, W&Rund .exanpl he rat us, that can
rraklgg}ti%éz?\lFC conrrji’r%}tllc;%glt ' oﬁngBHnggfgﬁ rY"lLliln%e
e:@ShabbiSRIERt repédme 3% Bhgse 182, the process goes to
Li nk establishnent phase P3.” - 31 In Link
est Abtérghmeinta tiitas &yPRFCEP-ponpasedi f pi daNdemat ig
nunber (hereinafter, appropriately referred to as NFE
1dlppgi ghasecByni Zbuk igstlabik seseah-vahoeng whase P23 tank
[eco ize an _apparatus as a_comruni cation opponent of
eSFABLRPESNE Gr b dithgngigatink PhasstRd iNsttewrko

la&gg protocol phase P5, and Link termination phase Peé.

In the communication by NFCIP-DI, first, a process goes
to Idling phase Pl as an initial phase. In Idling phase P1,
detection of thé RF field described above and the like are
executed.

In Idling phase P1l, when it is requested, for example,
to detect an apparatus that can make an NFC communication,
the process goes to Link establishment-waiting phase P2, in
which the apparatus that can make the NFC communication
begins to be/searched. Note that the process may go to
Idling phase P1, Link establishment phase P3, or Link
termination phase P6 from Link establishment-waiting phase
P2.

When, for example, the apparatus that can make the NFC

communication is detected in Link establishment-waiting

phase P2, the process goes to Link establishment phase P3.
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comuni cati on opponent whose NFC ID is recogni zed.

Note that the process may go to Idling phase P1,

Aut hentication phase P4, or Link term nation phase P6

fromLink establishment phase P3. 10 Wen the link is

establ i shed to the communication protocol whose NFC

IDis recogni zed, the process goes to Authentication

phase P4. |In Authentication phase P4, nutual

aut hentication is executed hetween the apparatus and

the comuni cati on opponent whose NFC I D recogni zed.

Note that 15 the process may go to Idling phase P1,

ry 0 e ,.or Link term nation

o S e R B0 8 T ccliperediar  neranaami
sl naid:enpltase, Phop Ay DRI BRI Oy TO0re ) i

exanpl e, the nutual authentication is 0 "Succee

rédyeigeierd He apparastisb Biehmd P8, tbNeecognize an
comuni cati on opponent whose NFC ID is recognl%ed’Z In

APRATREMS @&t Ronophastcddornt pppheaess fgers tipc Net wor k-

| ayer, protocol phase P5. In Network |ayer protocol
C%%%CPG}Onneééés%\rlylrdﬁt@ iestejedhahgddtét thsni tt ed)

et Lhe %ggarat us 25 and the communi cation opponent
BT CREECT DPPRORRYo gioAsd N¥82 IDNG S erefagni 2ad pr dlodss

£ HARY ' hase P1 or. Link term nation phase .
B £ BRebiet iH 0B S delone Bhiase Bl Siirausiioron
phh@yebspr g+ ook Phass R fopsexamle, it is
requested to term nat S%tlﬁ\gqﬁgésgofﬁ?mn?%@t'%ﬂf the 5
espabtésEmgespiiasd in¥ term nati on phase P6. In Link
When the link is established to the communication

protocol whose NFC ID is recognized, the process goes to

- Authentication phase P4. 1In Authentication phase P4, mutual

authentication is executed between the apparatus and the
communication opponent whose NFC ID recognized. Note that
the process may go to Idling phase P1, Network layer
protocol phase P5, or Link termination phase P6 from
Authentication‘phase P4. PFurther, Link termination phase P6
may be skipped.

When, for example, the mutual authentication is
succeeded between the apparatus and, for ekample, the
communication opponent whose NFC ID is recognized in
Authentication phase P4, the process goes to Network layer
protocel phase P5. In Network layer protocol phase P35,
necessary data is exchanged (transmitted) bet the apparatus

and the communication opponent whose NFC ID is recognized.
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term nation phase P6, the link to the communication
opponent whose NFC ID is recognized is interrupted,
and the process goes to Idling phase P1. Next,
processing between the initiator and the target 10
will be explained wwth respect to Figs. 13 and 14 when
an NFCI P-1 conmunication is started between the
initiator and the target and thereafter the

conmuni cati on protocol of -MA@ -Layer (and further
Physi cal layer) is handovered from NFCIP- 1 to other
comuni cation protocol. 15 First, processing executed

Nd¥e tHrat Rkl | e laj;ned. First, the
i ni tti attor Fsﬁglgg%%% +%yba%o %‘P elads]tlé‘tgepg?sﬁt%% orjlink
tetimdmneafibar phhbe Pai i@ WetdRBS MLQILS Slfo,ste
S0 00 ot i ety b M e RS WS EB Rt RiAf S B -

exednt Betwpok | ingf eiroteguesbhRge NFE | R and h
initiator goes to step S3. At step S3, eth'e °ni t%%g gﬁe'

itydfermrHestafetheremrinatet theeNECi BomIESRANSS t @ Hhe
pol | i ng fromthe target. Wien it is determned at step
Pr85eFRaf thet? ki amdpeitideon pbate Phe [l Iliing at
3, the initiator returns to step S2 - 33 and
-te?}ég*e}% TR asﬁﬁnal?tépr &'g@s%ilﬁﬁ tReEbaf ¢@mugation opvenent
hbkel Sreefsrid .step.S3.that there is the
" reépoﬁgeﬁ?oﬂlf %%ﬁgf‘ﬁl%ﬁg’, ltghénfb‘ﬁirﬂl%??ﬂ' §&&s the srepess
go@k ¥WiTdmidg aguesps NFC ID to the target from which

the 5 response is returned and receives NFC I D
t r afesthl, t pedckbBihg between the initiator and the target
will be explained with respect to Figs. 13 and 14 when an
NFCIP-1 communication is started between the initiator and
the target and thereafter the communication protocol of MAC
Layer (and further Physical layer) is handovered from NFCIP-
1 to other communicétion protocol,
First, processing executed by the initiator will be
explained.
First, the initiator is placed in an idle state at step
51. |
Thereafter, the initiator goes from step S1 to step S2,
at which the initiator forms the RF field and executes
polling for requesting NFC ID, and then the initiator goes
to step S3. At step $3, the initiator determines whether or
not there is a response to the polling from the target.

When it is determined at step 83 that there is no response

to the polling at step S3, the initiator returns to step S2
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the target in response to the request. The initiator
specifies the target as the comruni cati on opponent by
NFC I D. Thereafter, the initiator goes fromstep $S4 to
step S5 at which it executes nutual authentication
between it and 10 the target recogni zed as the
comruni cati on opponent, further exchanges a
transaction ID and a transaction key therebetween,
and the initiator goes to-st3gp-S6. Note that after
the transaction ID and the transaction key are
exchanged, the initiator and the target encrypt data,
aWli ' ans t b. en.t hereafter, using
thefa%éraztnésztg%eir on ID%%ge%Egﬁgr%%%:?fi%%rkey as a
cryaghaphi Ghekeytr A 8é€H36ed he idid %%%n%@%*ﬁéﬁ is
the target a comunication protocol that can be usé
thy tdmparmegeto ame 2010606} Ve the Bivaidal)r sPrat 0e8h 54
i nformation of the available conmmunicati’on protoco
at AHSH tittedepemtshdFEaiBeto ithe riesprits&riom thech the
request. That is, at step S6, the initiator transmts
TRVNNSABLE WEBPANREgaedt reeeivRs tHIQED dAndnseiectvésfrom
V, BLE.MEDI A Respopse as a response to AVAI LABLE
tl%E%:akAgfé Réq 68§P°Pﬁ8rr£? he'e digestw t Abenilsispetari on,
' iRt k@t ok _ - e ni zes the avail abl e
i, Ehkotazodt b PRI AEniat 360 wRBpEart by Wi 10.
| Ni thatesre&k eCtiSe a4 ,0aSih LgaLion tocol
(hereinafter, approﬁ??%fgﬁs ?g?g??géﬁ ék%% %%qﬁ%§¥?§bss
atprbtictoliy érecutse motFAINiERheAR iPEOY860bStween it and

.the target recognized as the communication opponent, further

exchanges a transaction ID and a transaction key
therebetween, and the initiator goes to step S6. Note that
after the transaction ID and the transaction key are
exchanged, the initiator.and the target encrypt data, which
is transmitted therebetween thereafter, using the
transaction ID and the transaction key as a cryptographic
key.

At step 86, the initiator requests the target a
communication protocol that can be used by the target and
receives the available protocol information of the available
communication protocol transmitted from the target in
response to the request. That is, at step 86, the initiator
tLransmits AVAILABLE MEDIA Request to the target and receives
AVAILABLE MEDIA Response as a response to AVAILABLE MEDIA

Request from the target. With this operation, the initiator
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that can be used by the initiator and the target and
goes fromstep S6 to S7. At step S7, the initiator
exchanges comunication information, which is
necessary to a conmunication by the desired protocol,
between it and the 10 target and goes to step S8. At
step S8, the initiator switches (handovers) the
comuni cation protocol of MAC Layer (and further
Physi cal Layer) from NFC-P3% to the desired protocol.
That is, at step S8, the initiator transmts MED A
HANDOVER Request to 15, the target and receives
rNRIAARLE tMeD S . sponse.to D
FANDOVER Fenuear oot he rard S8 Rl Ph e or
taswrgtches the conmuni cation protocol of MAC Layer (and
further Physical Layer) fromNFCIP-1 to the desired

pr offdegleatpor Thegneahtiariatidie senictiat ar dg9sed r om st ep

S8 tog S9 at which it terminates the NFC
CEEMRMEtaCPoR T ORP ¢k  thrreirarfitienat kopropridee NFGeferred
S RE GBS PFOTUEe)) MR e ERBmuobmuNDR A SatDools
et SR, R e Ut 0
S Redon Th Fef oronceh &7a. FRGWERSF 12 b1 rhepges
<t Mosaa AL e ginle o <o
commgeigesion by the desired protocol, between it and the
target and goes to step S$8.

At step S8, the initiator switches (handovers) the
communication protocol of MAC Layer (and further Physical
Layer) from NFCIP-1 to the desired protocol. That is, at
step S8, the initiator transmits MEDIA HANDOVER Request to
the target and receives.AVAILABLE;MEDIA.Response as a
response to MEDIA HANDOVER Request from the target. Then,
the initiator switches the communication protocol of MAC
Layer (and further Physical Layer) from NFCIP-1 to the
desired protocol.

Thereafter, the initiator goes from step S8 to S9 at
which it terminates the NFC communication. After the
termination of the NFC communication, the initiator makes a
communication by the desired protocol based on the

communication information obtained at step S7 and returns to

step S1 after the termination of the communication.
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polling fromthe initiator, it goes fromstep S21 to
S22 at which it transmts a response to the polling
to the initiator and goes to step 523. At step 523,
the initiator waits for a request for an NEC I D from
the initiator, 10 creates NFC ID by a random nunber,
transmts it to the initiator, and goes to step 524.
Here, for exanple, the request for the NFC ID from
the initiator includes the NyC. ID of the initiator
and the target specifies the initiator acting as a
comruni cati on opponent by the NFC ID of the 15

i ni{zhat or.... T r, targ goes from.step
S5 R SRy Tt et BEber Eeah qal ve
exaplbiasti wath ofe REtMREN Lnifigior specified
xgag t he contuni cati on of&rﬁ%o&;ﬁgﬁ{é JJ#\IF%&?D fa'd?fd
furFhest exchangagea tisapsacthoin!f anfld 4Qte at step
transaction key between it at the tinme of nutug
S23ut hentication and goes to step S25. Note that, as
explained in Fig. 13, after the transaction ID and the

t r ahekR3G1e ke yhgre Exchengeplet hehd argeetamdchlioes

hﬂitiaéor _ﬁpcnypt,data, which is transmtted
POrnaPepet W ed nétdafiter,; 25 gephgfrdie Streams$ddt iton SED at

whabBg fhe ction key as a - 36 - cryptographic key.
At step , q:ﬁeat ézlgﬁg%énﬁﬁl {?g FoF Relidg &9 dheof a
infeomest foy R AV igggkesggnnu jcatio rotocol, from

the initiator and transmts the ékﬁﬁ:%gé'et pﬁ&&&ﬁator
waltd ofomtd ofecmeal &oEOBAUNFEaEH 0P & QlRCqh, rihi gl can

be used by the target,
creates NFC ID by a random number, transmits it to the
initiator, and goes to step 524. Here, for example, the
request for the NFC ID from the initiator includes the NFC
ID of the initiator, and the target specifies the initiator
acting as a communication opponent by the NFC ID of the
initiator.

Thereafter, the target goes from step SZ3 to step 3524

at which it executes mutual authentication between it and

the initiator specified as the communication opponent by the

NFC ID and further exchanges a transaction ID and a

transaction key between it at the time of mutual

authentication and goes to step S25. Note that, as
explained in Fig. 13, after the transaction ID and the
transaction key are exchanged, the target and the initiator
encrypt data, which is transmitted therebetween thereafter,

using the transaction ID and the transaction key as a
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to the initiator. That is, at step S25, the target
recei ves AVAI LABLE MEDI A Request fromthe initiator
and transmts AVAILABLE MEDI A Response as a response
to AVAI LABLE MEDIA Request to the initiator as
avai | abl e protocol information. 10 Thereafter, the
target goes fromstep S25 to S26 at which it
exchanges conmmuni cation i nformation, which is
necessary to the communi cati®én—by the desired protoco
explained in Fig. 13, between it and the initiator and
goes to step 527. 15 At step 527, the target sw tches
crvRpeprantsic tdeyy. communi cati on protocol of MAC Layer
(and further Physical Layer) fromNFCIP-1 to the
desifeFtHPof8eol thehbaryet watitsstfop 52Ansmhestat get a
receiv§% MEDI A HANDOVER Request from the initiator

TERET dritdmitts SVEBILAPHANERIVIIR s ions e ned 05020 frems pidrs e

- NEDI NDOVER Request to the initiator. Then, the
l%éﬁ{ﬁggﬁgﬁﬂﬁkﬁgghﬁﬁéggo rﬁ?ﬁﬂ%%%%epEHPG@&PlanK#KmathD

_oﬁqyanm&%ﬁ%a&ﬁﬁhhgggFggiLF%hﬁ#ie?%&ﬁ%%??%%%&%gé t%arget,

the desire pr ot erea
td rom shepigRért o SR8t a i ot 1 ' the .

NFC connunication.g%}t%?'%ﬁ%wﬁx§gszgér%?%;??%ggkﬁr§qﬁives
AVRHCABGENMEDTAL Reguethef taf Gole MRKES aRorCARRUNL SAL{ QN

by the desired protocol based on the conmunication
AVAL3EHEL MBRIBbRaS pelsatastee preSPHnard t bEAVANEABLI MHIER
R821 %fter the termnation of the comunication. 5

L WRehPftinktiatemes avedlekampbeotohal imrmation.

Thereafter, the target goes from step 825 to 526 at

which it exchanges communication information, which is
necessary to the communication by the desired protocol
explained in Fig. 13, betweeﬁ it and the initiator and goes
to step S27. | |

At step 827, the target switches {handovers) the
communication protocol of MAC Layer (and further Physical
Layer) from NFCIP-1 to the desired protocol. That is, at
step 527, the target receives MEDIA HANDOVER Request from
the initiator and transmits MEDIA HANDOVER Response as a
response to MEDIA HANDOVER Request to the initiator. Then,
the target switches the communication protocol of MAC Layer
(and further Physical Layer) from NFCIP-1 to the desired
protocol.

Thereafter, the target goes from step S27 to 828 at

which it terminates the NFC communication. After the
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comuni cation apparatuses 1 and 2 can nake both of a
comruni cati on by NFC and a commruni cation (BT

communi cation) by Bluetooth, processing will be
expl ai ned which is executed by the comunication
apparatuses 1 and 2 to execute the NFC 10

communi cation first and then to handover the NFC
comuni cation to the BT comunication. Note that Fig.
15 shows an exanpl e of functjyonal arrangenents of the
conmuni cati on apparatuses 1 and 2. Mre specifically,
in Fig. 15, the communication 15 apparatus 1 has an

] [ h-an [ d.a. BT .conmuni cation unit

e e W Pom EE e Piot Sonderoah Rpkes o
caatiitiéLeidrobyht 8 Isgat Lan. ypit 62.
The NFC connu%?catio%sﬁﬁ??gpggfgﬁgpggsggegﬁtgﬂFhe NFC
coummitaatdronn faptat hen Blbeoimadi Hatdr@pd 4hkt $,32,-800ns
62 20 execute the BT communication. Fig. 16 is a

- L9 | ¥wmhadidl efskai hhagtprotessiog X etit edmmbyi E8€1ion.

communi cati on apparatuses 1 and 2 when the NFC
comifitcatP6R 15 exaammed,i rior esemglée hethat the
connuniqftion a garatuses 1 and 2 as the initiator

CARY T g 8PP AR S8S t hetchf ejant RekRF®th of a
SR ion. i andovered to .the BT -_38 - ) ,

© com’ru%agta‘?‘f:oinoE’.y %Qs??é)t%ecq{ﬁf@%ﬁpcé@'? OFCTHRR L et ipp)

byt B8 deiddt@at 0 00| |3 t_ste 51,. and NFC
yf:orrTrueIr:E:iOtéjf}\:?1 i'o%raﬁ%(%%{lge%‘ggl olt hﬂeé1 t% éi?)glgtl ny cslil‘b%t% thexecuted

bypaltel rgmaiins t&pi $5 Z@nd ddaRsit §,3 2 %ﬁsé%%@?té %G

polling to the NFC comuni cation unit
communication first and then to handover the NFC
communication to the BT communication.

Note that Fig. 15 shows an example of functional
arrangements of the communication apparatuses 1 and 2.

More specifically, in Fig. 15, the communication
apparatus 1 has an NFC communication unit 51 and a BT
communication unit 52, and the communication apparatus 2 has
an NFC communication unit 61 and a BT communication unit 62.
The NFC communication units 51 and 62 execute the NFC
communication, and the BT communication units 52 and 62
exXecute the BT communication.

Fig. 16 is a flowchart explaining processing executed
by the communication apparatuses 1 and 2 when the NFC
communication is executed first using the communication
apparatuses 1 and 2 as the initiator and the target, and

thereafter the NFC communication is handovered to the BT
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at step 552. \When the response to the polling is
transmtted from the NFC conmunication unit 61, the
NFC conmuni cation unit 51 receives the response and
requests an NFC ID to the NFC 10 conmuni cation unit
61. The NFC conmmunication unit 61 receives the
request for the NFC ID fromthe NFC conmunication
unit 51 and transmits the NFC ID thereof to the NFC
conmuni cation unit 51 in regpoAse to the request. The
NFC conmuni cation unit 51 receives the NFC ID fromthe
15 NFC communi cation unit 61 and specifies the NEC
c&RHIAARAGALKON unit 61 (communi cation apparatus 2) as a
comuni cati on opponent by the NFC ID. Note that the

reqaestt, f ohe t eC NESmb 102098 1hed 55 oM the, NRC tiﬁFor
|

communi cation unit 51 to the NFC communi cation un

egcutesl pdeditheahFELeP $51 2Qind errFCoRRIAYALEALH Ohit 61
uniit 51, and the NFC comunication wunit 61 specifies

ag HéeNtergefminareAveontmigolilng( @ametiapcas? ofind transmits
apparatus 1) as a communi cati on opponent by the NFC

2 SSPPREFebPt BRS ROt LR dint Hidwst NESt commingi exietut athit 51

e 25 the NFC conmunication units 51 and 61 by
Eﬂ?%kggng?%rng data - 39 for nutual authentication:

PSSR A0 et L T AR

ID and a trans _ ey ar
E arcabiafunale s A0S LAY, RELERNEG G s 1
regsiimgst tiee trevsacdd aihd Reaidst Beah @R ach i KeY a% a
communication unit 61. The NFC communication unit 61
receives the request for the NFC ID from the NFC
communication unit 51 and transmits the NFC ID thereof to
the NFC communication unit 51 in response to the request.
The NFC communication unit 51 receives the NFC ID from the
NFC communication unit 61 and specifies the NFC
communication unit 61 (communication apparatus 2) as a
communication opponent by the NFC ID. Note that the request
for the NFC ID transmitted from the NFC communication unit
51 to the NFC communication unit 61 includes the NFC ID of
the NFC communication unit 51, and the NFC communication
unit 61 specifies the NFC communication unit 51
(communication apparatus 1) as a communication opponent by
the NFC ID.

Thereafter, mutual authentication is executed between

the NFC communication units 51 and 61 by transmitting data
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cryptographic key. Note that the nutual authentication
may be skipped (may not be executed) as descri bed
above. Wen the nutual authentication is succeeded at
step 555, the NFC conmunication unit 51 goes to step
S56 at which it 10 transmits a request for avail able
protocol information that 1is can be used by the
comuni cati on apparatus 2 (AVAI LABLE MEDI A Request) to
the NFC conmmuni cation unit- 8B, - and the NFC

communi cation unit 61 receives the request. At step
557, the NFC communication unit 61 transmts the 15

favariabie qpridtatdlcaitabar GREFOPethaln GAN feused by, 4 he

conmuni cati on apparatus 2 (AVAI LABLE MEDI A"Response
fepther a NRGrsmatdeinc 2Di end uni tréisadidd ReyNE€e exchanged
communi cation unit 51 receives the avail able protoco
at ik netion. Therepfsetaséata hes NEGremrimtedC At EOSe N He

recogni zes 20 that_the communi cation apparatus 2
NI IR G TRRE BRL RO i Grf tekor Re. anar yaibics

. i nf i i ved from the NFC
i AT i orD 1 % aReactRar £he oo o
CRITBHY AL tetmines to switech th
e R S A R R S
bet e IppRsas Mg A6t 119¢ CelcdthBla add e eomUBlEALl on s

hi gher than that of the NFC communi cation nd thus
t heWBEncbheumiioatl Grutlentoeatag ant ageouseddii %%eg S55,
at

NEC comuni cation to transnit a |arge anount of
thse tifiSe Fominal gabhemi Wit $i gppar abusesp 1SBAR.wiE dhn it
this,%ase, at step S58, conmunication information
transmits a request for available protocol information that
is can be used by the communication apparatus 2
(AVATLABLE MEDIA Request) to the NFC communication unit 61,
and the NFC communication unit 61 receives the requeét. At
step 557, the NFC communication unit 61 transmits the

available protocol information that can be used by the

~communication apparatus 2 (AVAILABLEHMEDIA Response) to the

NFC communication unit 51, and the NFC communication unit 51
receives the available protocol information.

In this case, the NFC communication unit 51 recognizes
that the communication apparatus 2 can execute the BT
communication from the available protocol information
received from the NFC communication unit 61.

It is assumed that the communication apparatus 1
determines to switch the NFC communication to the BT

communication because the transmission rate of the BT
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necessary to the BT comuni cation is exchanged between
the NFC communication units 51 and 61. The

communi cation information. necessary to the BT

comuni cation includes, for exanple, Bluetooth Device
(BD) address for specifying a 10 conmuni cation

opponent in the BT communication. That is, the BT
comuni cation unit 52 of the conmuni cati on apparat us

1 and the BT communi cati on %ait_ 62 of the

communi cation apparatus 2 have uni que BD addresses,
respectively, and the BD address of the BT
co(}&%ni ation u lth52 is transmitted 15 fromthe NFC
comunrcatfonSuft 284 thett HdaFe T diruNFE acorymniration
; d exNF uni,catian unit 61 receives the BD
arg%é:rhggs tgltg sB?Je(go L et S BOTst 8fvVaBRageqRs Bhan the
NFd doRssn i 3 icati nit 62 is

transm’ﬁ%rl i ggt%ggmﬁghe N tc%‘m%%%ig(%af‘ PRt Fita Petisen
thF€onaOMUBAE Abh Cibpddt Usbs an@nd0ot he NFC

communi cation unit 51 receives the BD address.

TheFeathss cddwe MECstepnBbscatboumiddt iDh ihabshhts of

request for switching thé NFC communication to the BT
NeEERFARRY chP i be (VEDIONMHMANDEVERNRequestarided e thNe@n the
NFéormuni cation unit 61, and the NFC comruni cation unit

1COEMPREER GERR (e tswrilc ARAg 6RequBke ermgindraS5en

- e BT - 41 0 nication unit 52 transmts a
| l#@?@%%%%n(%%aﬁm%&%&e BLs pomERy ¢t iave iawiluesisng for

R o et o uaee STV aBBREE 1k sresistaas

C conmuni cation unit rece
co?t??%ﬁgghn5cﬁﬁ%&%ﬁ&tgﬁ’tEQerogg%mﬁﬁfggﬂygnqpp%agkuis}
the BT communication unit 52 of the communication apparatus
1 and the BT communication unit 62 of the communication
apparatus 2 have unique BD addresses, respectively, and the

BD address of the BT cdmmunication unit 52 is transmitted

from the NFC communication unit 51 to the NFC communication

unit 61, and the NFC communication unit 61 receives the BD
address at step S58. Further, at step 558, the BD address
of the BT communication unit 62 is transmitted from the NFC
communication unit 61 to the NFC communication unit 51, and
the NFC communication unit 51 receives the RD address.
Thereafter, the NFC communication unit 51 transmits a
request for switching the NFC communication to the BT
communication (MEDIA;HANbOVER Request) to the NFC
communication unit 61, and the NFC communication unit 61

recelves the switching request at step S59. Then, the BT
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(handovers) the NFC comuni cati on executed by the NFC
communi cation unit 51 to the BT communi cation executed
by the BT communication unit 52 at step 561. Further,
the comunication apparatus 2 al so swtches
(handovers) the NFC 10 conmmuni cati on executed by the
NFC communi cation unit 61 to the BT communi cation
executed by the BT communication unit 62 at step 562.
The NFC conmmuni cation units gl_and 61 term nate the
NFC comruni cation at step é 3. Thereafter, at step
564, the BT 15 conmunication is executed between the

ni cation its 52 and 62 based on the
C%ﬁﬁ% O MR 32@??8@%&% HarffsPonge JMEPIBSBANTURER

j L LOn unit 52 executes the BT
R%%%%%%?c?%igﬁggéag%g%#$9iFﬁﬁ? BE PofEnNESt i on uni t
&Amas ca2q d hcat j t by the BD address
O s T o T OAf | T Uiy B5” Ponllpedoniop ke o1

reyomimeni ¢aki 08spbhke 54 Atestep 558. Likewi se, the BT
conmmuni cation unit 62 also execute the BT

confhareafton, byhes peirfyiing tibe BlpS e €ad) i t
52 as a conmuni cation opponent by the BD 25 address
(hemdoyersT EoamiifF cormmum Lmittioh? ekecet¥@do Pyt kb ardEC 42
ca %Pnnuglcation unit 61 at step S58. Accordingly, in
FHEEREE0" t et BT® b oriniiec & eamunni sat 5on ekt by
trexequte the. BT comuni catjon by specifying the

COMMUNT Cat i Jb%a%lpcbrbn‘@}i‘ttsas\ﬁ Pﬁoﬁ%ePh%doem Bwelthiem dthet he
cohm@OTBRPL SALL AL QRRANENtS execu cdegy(ﬁgﬁgggérs) the NFC
communication executed by the NFC communication unit 61 to
the BT communication executed by the BT communication unit
62 at step S62.

The NFC communication units 51 and €1 terminate the NFC
communication at step S63. Thereafter, at step S64, the BT
communication is executed between the BT communication units
32 and 62 based on the communication information exchanged
at step S58.

That is, the BT communication unit 52 executes the BT
communication by specifying the BT communication unit 62 as
a communication opponent by the BD address of the BT
communication unit 62 received by the NFC communication unit
51 at step S58. Likewise, the BT communication unit 62 also
execute the BT communication by specifying the RT

communication unit 52 as a communication opponent by the BD

address of the BT communication unit 52 received by the NFC
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More specifically, when there are many BT devices
capabl e of executing the BT communication, the
respective BT devices transmts information between
them and the other BT devices and collect information
as to the other BT devices. 10 In the respective BT
devi ces, icons show ng the other BT devices are

di spl ayed on screens based on the coll ected
information. In this case,_ when the user intends to
transmt data fromone BT deVice #1 of the many BT
devices to other one BT device #2, the user nust

cggﬁuggatg.the BT 15 device #2 as a conmuni cati on
DPOReTt -1 Wit idh elhatdateri 8§58t ransmitted by

seanchiNg;; icon of  the BT device #2 from the icons
of t%}gc’%ﬁ‘/@@*dé{}i @% S ffdxiayd & ceamypieahiof urtites
5 Bt e 41 LIRNLpUl ating the icaon. In contrast,

accor di ng t()%%%gug%n%gﬁiégt? TGt hogs by2grprgfying the
comrern it i@ re ppbnBRAY ¢ LPRBIN | Q) ;apparat use -

simlar to the communication g%%%f%?ﬁgggtioPoo  FR%en
canmuinti caitd annbppdaent © dxansidd atafeem the

conmuni cation apparatus 1 to the conmuni cat i on

app¥Paeusrecifhealdat,a whan thertr apsrhid e rpitde

co ni cation apparatus 1 to the 25 conmuni cation
Caﬁ’sggga‘?ésez*eaﬂtyn%ytlmopﬂ‘rom;m@imeiéa, ERATREE CHIQR BT
aedhpaLatus 1 to t he_ communi cati on apparatus 2. More -

Y

spect f PPy tF ntt iR g hetin Peateon thearatdises: bthardpr
e S S e S Y e
Insggéeggggﬁgfﬁ§€iﬂ¥1dg%ikgg,h%gbﬁgngkg%fﬁgiéﬁg J@ﬂgraB%D
devices are displayed on screens based on the collected
information. 1In this case, when the user intends to
transmit data from one BT device #1 of the many BT devices
to other one BT device #2, the user must designate the BT
device #2 as a communication opponent to which the data is

transmitted by searching the icon of the BT device #2 from

the icons of the many BT devices displayed on the screen of

the BT device #1 and manipulating the icon.

In ;ontrast, according to the communication system bf
Fig. 1, when there exist many communication apparatuses
similar to the communication apparatuses 1 to 3, even if it
is intended to transmit data from the communication
apparatus 1 to the communication apparatus 2, the data can
be transmitted from the communication apparatus 1 to the

communication apparatus 2 only by approaching the
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the like as information necessary to the BT

communi cati on are exchanged between the conmuni cati on
apparatuses 1 and 2. Further, in the conmunication
apparatuses 1 and 2, the NFC conmmunication is
swi t ched (handovered) to the BT 10 communi cati on, and
the BT communication is executed by specifying the
comuni cati on opponent based on the BD address.
Accordingly, the user can_a%%que t he advant ages of
both the NFC communi cation and the BT conmmuni cati on.

15 More specifically, when, for exanple, the
transmssion rate of the BT comrunication is higher

CYRRH L FR 3t APRETRERS EoRPHRS se9IBRInided iseappatytus 2.
apppRaeh 08 - nication apparatuses 1 and 2 each
ot her angiﬁégglé%gﬂgké%hfﬁP%iﬁQﬁ%%nFSFtéEEC@P@@?@ﬁQﬁqﬁﬂl
€D MITURY [ 0 urt.her can .20 transmt

Hdat a ?t}&ﬁil éc %%g pggggggﬂé COhmUHI Tt idn 1SNEREOIR1 24  that

thd ddenprieesshngspaescidded ahoy cuted by
dedi cated hardware or nay be execgiggxgypﬁ%o war e.

copremitdad iser bpstibé PFrOCRSGUNGET S o@XeaHbed BY 08 ess and
sof tware, a programconstituting the software 1s
thendidel ¢ 28fornmat generalegmanyose CHBPETefom@ini cation
m croconputer, and the like. - 44 Fig. 17 shows an
al@kEﬁﬁgéngﬁdaﬁeEW?%md@ﬁbﬁpmwﬂnéCa¢dnpuapparﬁtwﬂdsﬂlzand 2.

amfor, executing the series of processings is
F‘ﬁ%@%rl ad. El‘f‘ﬁec?f?%}%te&ﬁ Bergrafneas! y awtdt,déde NFL

co@ﬁ?ﬁ%g%EQ?ﬁgiéigafygié% Rgghﬁg%e%%d? %gcégé“§¥; nediqn1
communication, and the BT communication is executed by
specifying the communication opponent based on the BD
address.

Accordingly, the user can acquire the advéntages of
both the NFC communication and the BT communication.

More specifically, when, for example, the transmission
rate of the BT communication is higher than thét of the NFC
communication, the user only approaches the communication
apparatuses 1 and 2 each other and need not execute a Jjob
for specifying other communication oppeonent and further can
transmit data at high speed by BT communication.

Next, a series of the Processings described abovermay
be executed by dedicated hardware or may be executed by
software. When the series of processings is executed by the
software, a program constituting the software is installed

on a general-purpose computer, a microcomputer, and the like.
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conputer. Otherw se, the program may be tenporarily or
permanent|ly stored (recorded) in a renovable recording
medi um 111 such as a flexible disc, conpact disc read
only 10 nmenory (CD-ROM), nmgneto optical (M) disc,
digital versatile disc (DVD), magnetic disc,

sem conduct or nenory, and the |ike. The renovable
recordi ng medium 111 as descri bed above can be

provi ded as so-cal | ed packagg _software. 15 It should
be noted that the program may be transmtted froma
downl oad site to the conputer by wreless through a
digELaI qgoagcasting artificial satellite or to the
conput®er * 't AFSUGNE A $FXBRILE i He afepRdRRISENT asf Loca

t c {L Ipternet, and the |ike, and

c%ﬁé?%ﬁ?ﬁﬁﬁ?g&lﬁ%yég%r?égg?v OF HE ST ey SRsf 8pFéas of

PRI RHANRY ia gﬁgggfigﬁion unit 108 and install it on
the hard disc 105 built therein, in addition to that

t he Theogragram dd1stisy | Wb fr :
renovabl e recordi ng néﬁ%zn11f?%éggg£€%€§b3%Egg%%gfdfﬁg

1ompdt @r RAMs1@3 canta ate s00RRS me@iuRi buf{ PUn 104 25
built therein. An input/output interface 110 is

CEpeted - 45 to the CPU 102 through a bus 101, and

mheﬂ ﬁ command .is input to the CPU 102 t hrough the

i npUFFBEYHIR: ithSe PregeE aT maybde at emmyrasid yrem pul at es
' upit 107 conposed of a keyboard, nouse,

pe%ﬂ‘é‘?%ﬁﬁ%xe#%e tifeeﬁrqjﬁsie,dqt He epErRovailexeeannd e

meRR 08 &M stefedd 1, e Ji¢8d (c)ir1“5¥, nggr%a}/ct( mc read only

memory (CD-ROM), magneto optical (MO) disc, digital
versatile disc (DVD), magnetic disc, semiconductor memory, -
and the like. The removable recording medium 111 as
described above can be provided as so-called package
software.

It should be noted that the Program may be transmitted
from a download site to the computer by wireless through a

digital broadcasting artificial satellite or to the computer

through a fixed-line network such as Local Area Network

(LAN), the Internet, and the like, and the computer may
receive the thus transferred program by a transmission unit

108 and install it on the hard disc 105 built therein, in

- addition to that the program is installed on the computer

from the removable recording medium 111 as described above.
The computer has a central processing unit (CPU) 102

built therein. Aan input/output interface 110 is connected
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103. Otherwise, the CPU 102 | oads the program which
is stored in the hard disc 105, thﬁ pro?ranL which is
transferred fromthe satellite or the network,
received by the transmission unit 108, and installed
to the hard disc 10 105, or the program which is read:
out fromthe removable recording medium 111 nounted
on a drive 109 and installed to the hard disc 105, to
a random access nenory (RANM51Q4 and executes it.
Wth the above operation, the CPU 102 executes
processi ng according to the flowhart descrl?edfa?gve
[ according to the arrangenment o e
B 558 g i = RESCHOL 10Ut seroauti Lo
- G8ssSi far, n_output unit 106 conposed of a
lé%‘g%%redr) and c{lﬁ;’e O%EEEFHF%EQ € tHePY ﬁ’(HWP?‘Gt ﬁnfilerzflgi 110
' f b ' ' rom.t ransm s
o9 U0 bl Qi 808K 43 pld QPG ot Lalorl osi 0p
kd@inadd) toesepeai trephbRs, @,mprtqgeeaauﬁgg ﬁlgpc%grl? 2
describing the programfor causing t ¢ conpdter
Ss@distse thar poograhy pesred i QORS HRGS oAGINBRL -8/ VRYF)
be processed in tine series according tdo a sequence
1QfescAthedvitaer hehe| GRENEI2 126G dandhienpl-ugesmpr AEESS| 1195
executed [n parallel or - 46 individually (for

StRESIE, t ﬁrgFFgldﬁ?%dﬁg§iﬁ@§ progprocewsingsiexecut ed
3 géhe%tg. rther, the pro%ran1nay be processed

t%%ésa glngIeF RohPtit E Ot itgy OFe throretEenkdi xerasitad by

1jﬁyt§aﬁkﬁi§gigﬂ ﬁgit5ﬂﬁg”%%%¢&%3talled,to the hard disc

105, or the program, which is read out from the removable

recording medium 111 mounted on a drive 109 and installed to

the hard disc 105, to a random access memory {(RAM) 104 and
executes it. With the above operation, the CPY 102 executes
bprocessing according to the flowchart described above or
processing according to the arrangement of the block diagram.
Then, the CPU 102 outputs a result of the processing from an
output unit 106 composed of a speaker and the like through
the input/output interface 110 or transmits it from the
transmission unit 108 and further records it to the hard
disc 105,

In the specification, a processing step for describing
the program for causing the computer to execute various
types of processings need not always be processed in time
series according to a sequence described in the flowchart

and includes processings eXecuted in parallel or
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Note that, the enbodinent is applied to a wirel ess
comruni cation, the present invention nay be al so
applied to a cable communication and to a m xed
conmuni cation of the wreless comunication and the
cabl e communi cation. 10 Further, although the NFC
communi cation is swtched to a communication by other
comuni cation protocol in the enbodinent, it is also
possi ble to switch a comminiggati on by an arbitrary
conmuni cati on protocol to a conmunication by other
arbitrary communi cation protocol, that is, to switch,

1 ildbi i 8. I 1?4 -3 tq Bluetqoth, and the
i ke. F’&?’{rﬁéf? N l§'i|t %E‘gh %”géhl\%cl SO ERPPoRTi s

pravidsied st @xetheeBTogogRUbfAtd 0N in the enbodi nent,
it is also possible to further switch the BT

comfumtbat} othé¢ CpBOCEMINH C M PRoBYssBA0BHEE single
comruni cation protocol thereafter. 20 Industria
CORpIteEabi] ey g@ plesce s utl dikavetedgebydanglipalig of
resent invention, there can be executed a
Cd%@ﬁ%ﬁﬁﬁcation whi ch can acquire the advantages of a

plu It f mmuni cat.i on _protocols. 47 - CLAIMS 1
A cl(()rgnjrcr%n'iy%% 10 esf&ba?ﬂlwgwng%a@mwiw pfwireless

R T o R P e POt b gippiiod to
R A S L T R v AL
wigehesscoomuumioattiiah and the cable communication.,

Further, although the NFC communication is switched to
a communication by other communication protocol in the
embodiment, it is also possible to switch a communication by.
an arbitrary communication protocol to a communication by
other arbitrary communication protocol, that is, to switch,
for example, ISO/IEC 14443-3 to Bluetooth, and the like.

Further, although the NFC communication is switched to
the BT communication in the embodiment, it is also possible
to further switch the BT communication to a communication by

another communication protocol thereafter.

Industrial Applicability
As described above, according to the present invention,
there can be executed a communication which can aéquire the

advantages of a plurality of communication protocols.




apparatus using a first comuni cati on protocol;
exchange neans for exchangi ng comruni cati on
informati on associated with the respective

communi cati on apparatuses for executing a

conmuni cati on using a second comuni cation protoco

i ncluded in avail abl e communi cati on protocols of the
ot her communi cation appaf &'us, the exchangi ng being
bet ween the comruni cati on apparatus and the ot her
communi cati on apparatus and the exchanging is carried
out by the comunication executed using the first
conmmuni cati on protocol ;I8 chi ng nmeans for sw tching
t he conmmuni cati on %%3§$n t he conmuni cati_on appar at us

L. and ctoﬁ]_re“u%%'f]aetrloncg 189 appafttudY Pémthe
codMHHB&Bk9§£'éBbé%é%ﬁH&?P,éﬁ%ﬂﬁ%te&@?aﬁHﬁ?ghQQWEQHi%%tERQ

protocol to the conmmunication executed using the
plisedang 6ONMamMiGALhONoDHRGAkhsadte&85aReny:

communi cation neans for executing the comrunication

usi g atheogmenhde tiommmeagat ifon pretwcioly betweenniddie on

connunbcation apparatus and the other conmuni cati on

DTSRy 506 CHLEY “6h PR RRITRTNSC 4P oRCHH GRRERR&FAL1ON
apitaRanoed n DY, Lhe. eXChANAS-IEANS o 2. A communi cati on

apparat us for executing a - ommunrcati on between
t he-xeprmysi Iﬁ@éﬂsprfo%p@%l%d@ir@n@o%ﬂﬁfcaﬂ%ﬁ‘@?f&ﬂﬁdﬁ%n

apparatus, characterized by conprising: firs
asscomrednivd 8l itba mepas iforoeN@cUiting peaitated ¢ati on

bet ween the communi cati on apparatus and the ot her
executing a communication using a second communication
protocol included in available communication protocols of
the other communication apparatus, the exchanging being
between the communication apparatus and the other
communication apparatus and the exchanging is carried out by
the communication executed using the first communication
protocol;

switching means for switching the communication

between the communication apparatus and the other
communication apparatus from the communication executed using
the first communication proteccol to the communication

executed using the second communication protocol; and

second communication means for executing the

- communication using the second communication protocol between

the communication apparatus and the other communication
apparatus based on the communication information exchanged
by the exchange means.

2. A communication apparatus for executing a



communi cation apparatus using a first conmunication

protocol ; acquisition neans for acquiring information

of an avail able comrunication protocol of the other

comuni cati on apparatus through the comrunication

executed using the first communi cation protocol;

exchange neans for exchangi ng comruni cati on

informati on associated*iith the respective

comuni cati on apparatuses for executing a

conmuni cati on using a second comuni cation protoco

included in avail able comuni cation protocols of the
commun dhd PR CBRFHATIC AF oreIapE ar Al oF , aHrieabxs hEmyiothebei ng

bet ween t he onnug#cation, apparatus and the ot her

pp

CONN IR B G B pp R HARE AASE Y CERERARHTg s carri ed

£OMLt %msisgwim%%woﬁ uednysing, the first
conmunil cat 1 on prot ocol; swtcni ng ans or sw Crhl ng

betweer hB1eC ebNMIL CAIdidR BEp¥ESud RRq eREMAMHGAt i on appar at us
and the ot her communication apparatus fromthe
communigHERGRI eRbd At usx eslteda USimg themfihistt icanpuntcadli on
rotocal to the conmmuni cation executed using the
ASELGHE LB oA At GRIPE Bt GinfosRat S5z orfd an available

e B B R e Bt FONeRPSCOG6: DETYT ho

usi ng tne second communi cat

througit @HeUBb&RlA QR taBRAL L Mt AN, stiRg ehder; .comuupieatd Qn o,
apparatus based on the comunication informtion

protocadxchanged - 49 - by the exchange neans. 3. A
communi cati on apparatus according to claim 2,
LIrheREEeTP IR Tqh spdvhrngheg commmiication exéeramon

, uginq the first and second . i
associated with the respective communication apparatuses for executing a

communication using a second communication protocol included in
available communication protocols of the other communication
apparatus, the exchanging being between the communication
apparatus and the other communication apparatus and the
exchanging is carried out by the communication executed using
the first communication protocol;

switching means for switching the communication between the
communication apparatus and the other communication apparatos
from the communication executed using the first communication
protocol to the communication executed using the second
communication protocol; and

second communication means for executing the communication
. using the second communication protocol between the
ocommunication apparatus and the other communication apparatus

based on the communication information exchanged



communi cation protocols is a wirel ess conmuni cati on,
and, when the other comrunication apparatus is
| ocated in the vicinity of the comrunication
apparatus, the first communication nmeans executes the
conmuni cation using the first conmunication protoco
bet ween t he connunlcatlon appar atus and the ot her
cormmuni cati on apparat us.f?4. A communi cati on appar at us
according to claim3, characterized in that, in the
first conmuni cation protocol, the connunication IS
executed by specifying the other comrunication
by the s¥ehragasndassated in the vicinity of the conmmunication
paratus, 5. A nethod of executing a comuni cation

a
3. RAgq “""méﬁa%lowﬂ?&ﬁﬁeaf.W%ﬁﬁasaa*fasc v heparacterized
in that%?:@uebﬁwp&ﬁeaagéé ed %@gkg%ﬁef 'tzl%%tbxng JPLLS ng:

st communi cation ep of "éxecuti
communiﬁyﬁHUﬁlpﬁﬁﬂdﬁblsb@EW@GWhﬁéﬂ%s%OHBHﬁﬁﬁfﬁdﬂ¥6napQﬁ&ahHﬁﬂ@nd
the other communication apparatus using a first
the otlpgmegnitcal coni pr crpechfuani adguiasietli on iepieinity of
acquiring informati on of an available comrunication
the COHBPBESEBJrO%faHH@éaGPﬁert%rﬁﬁfﬁﬁicﬁ@%ﬁlwﬁapat peay  the
xecut ed u3|ng the first communi cation

executes & oco%%nancgkéﬁgnagl% “of *ERENSHEIHY Eorifilini cat i on
protoccﬂ @@twé@zfl Of R td R AS SLE] M %%p%&l@ué hﬁlcf esRestiye

conmuni cati on apparatuses for executing a
'communumammunlapﬁanmtu53|ng a second comuni cati on protocol

i ncl uded in avail abl e conmuni cati on protocols of the
4. A ggppupication apparatus according to claim 3,

characterized in that, in the first communication protocel, the
communication is executed by specifying the other communication
apparatus located in the vicinity of the communication
apparatus.

5. A method of executing a communication between a
communication apparatus and other communication apparatus,
characterized by comprising:

a first communication step of executing a communication
between the communication apparatus and the other
communication apparatus using a first communication protocol;

an acquisition step of acquiring information of an available
communication protocol of the other communication apparatus by
the communication executed using the first communication
protocol;

an exchange step cof exchanging communication



conmuni cati on apparatus, the exchangi ng bei ng between
the communication apparatus and the other
communi cation apparatus and the exchanging is carried
out by the communi cati on executed using the first
conmuni cati on protocol; a switching step of swtching
t he communi cati on between the conmunication apparatus
and the ot her communi cati®n apparatus fromthe
comuni cation executed using the first comruni cation
protocol to the communication executed using the
‘ second conmmuni cation protocol; and a second
informapiffunpeatiro steptiof ressectivengottthel o apcatt eRs for
using the second conmuni cati on protocol between the
exe UL WAL FPELE T O EPp AP BRYI? &iTE O He COMEY CRbARTINP RaRaceR
includ&P %r%@Hgl%eeq:o%ﬂuhggatfo%%gﬁzgact)isonof rtljngro téron
exchanged at the exchange steép. 6. A pr ogram-for

commun etSiond aBp £LNFUS, €Eh s Oc LXRGIH 8 gCRITMN IALELER the
processing for executing a communi cation between a
commun igHhmeni epPd atusappdr gtesotare obhenncorfivni eabaotus and

' apparatus, conprising: a first communication step of
the ex*‘e*%é&ﬂ#ﬂngs AT riREh Pegt PBnthe somEenl e dlel o mraRited i wring

the £1ARPALALYS: BN hNe, QLden ;communi cation  apparatus using
a Tirst COmmni cati on protocol ; an acquisition step of

2 OSFHM dHiRg g’aé;ﬁra@tsw@ecein@%ea\é%_}dnaméatf‘i%m&&@éa Phe
protocol of the other conmunication 51 apparatus by
commun da 100 MapPa Getuiso Ané Xetdl teath ebt'S bB@uinte:afti b8t apparatus
conmuni cati on protocol; an exchange step of exchangi ng
from theo meifflehtd oipn Akeewedd orviagsobeatiestwith the

.re%pectiv co ni cation aggaraiuses for i
communication protoco 0 the commuhlication executed using the

secpnd communication protocol; and

a second communication step of executing the communication
"using the second communication protocel between the communication
apparatus and the other communication apparatus based on the
communication information exchanged at the exchange step.

6. A program for causing a computer to execute communication
processing for executing a communication between a communication
-apparatus and other communication apparatus, comprising:

a first communication step of executing a communication
between the communication apparatus and the other communication
apparatus using a first communication protocol;

an acquisition step of acquiring information of an

- available communication protocol of the other communication




executing a conmunication using a second comruni cation
protocol included in avail able communicati on
protocols of the other communication apparatus, the
exchangi ng bei ng between the conmuni cati on apparatus
and the other conmunication apparatus and the
exchanging is carried out by the comrunication
executed wusing the first communi cati on protocol; a
swi tching step of switching the conmunication between
t he conmuni cati on apparatus and the ot her
communi cation apparatus fromthe comuni cation
apparagygchy edhausiongunheafiarstexeconp@iniciatg ahepfodtocol to

the conmuni cation executed using the second
communt 53 €APFOTPr ot ocol ; and a second conmmuni cati on

t ecuting th conmuni cation using the second
azlo%%ﬁg%%g%(isgcr? For %t o¢ o1 M het e SR Eoiiuni cat i on

informdPPak alslégci@x@gql twli'_@h Qb e s£OLN | SALINO £ 18R ga%EQ;al{ﬁ tpsa%gg

on the communi cation information exchanged at t he
executérghangemsiheépation using a second communication protocol
included in available communication protocols of the other
communication apparatus, the exchanging being between the
communication apparatus and the other communication apparatus
and the exchanging is carried out by the communication executed
using the first communication protocol;

a switching step of switching the communication between
the communication apparatus and the other communication
apparatus from the communication executed using the first
communication protocol to the communication executed using the
second communication protocol; and

a second communication step of executing the
communication using the second communication protocol between
the communication apparatus and the other communication
apparatus based on the communication information exchanged at

the exchange step.




