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LOCK MANAGEMENT FOR FLASH COPY I N N-WAY SHARED STORAGE
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relates to the field of conputer storage controllers,

and particularly to advanced function storage

controllers in n-way shared storage systens providing

a Fl ash Copy function. Background of the Invention In
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without unacceptable disruption to a using application's operation.

Once established, the second copy can be used for a number of
purposes including performing backups, system trials and data mining. The
first copy continues to be used for its original purpose by the original
using application. Contrast this with backup without Flash Copy, where
the application must be shut down, and the backup taken, before the
application can be restarted again. It is becoming increasingly difficult
to find time windows where an application is sufficiently idle to be shut
down. The cost of taking a backup is increasing. There is significant
and increasing business value in the ability of Flash Copy to allow

backups to be taken without stopping the business.
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possible to implement fault tolerant Flash Copy, such that (at least) two
CPU complexes have access to a copy of the metadata. In the event of a
failure of the first CPU complex, the second can be used to continue

operation, without loss of access to the Target Image.

However, the I/O capability of a single CPU complex is limited.
Though improving the capabilities of a single CPU complex measured in
terms of either I/Os per second, or bandwidth (MB/s) has a finite limit,
and will eventually impose a constraint on the performance of the using
applications. This limit arises in many implementations of Flash Copy,
but a good example is in Storage Controllers. A typical storage
controller has a single (or possibly a redundant pair) of CPU complexes,

which dictate a limit in the performance capability of that controller.
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The main drawback of such a system, and the reason that it is not

widely used, is that the burden of forwarding each I/O request is too
great, possibly even doubling the total system-wide cost, and hence

approximately halving the system performance.

It is known, for example, in the area of distributed parallel
database systems, to have a distributed lock management structure
employing a two-phase locking protocol to hold locks on data in order to
maintain any copies of the data in a coherency relation. However, two
phase locking is typically time-consuming and adds a considerable
messaging burden to the processing. As such, an unmodified two-phase
locking protocol according to the prior art is disadvantageous in systems

at a lower level in the software and hardware stack, such as storage area
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cached positive confirmation and to subsequently request a lock afresh.

Preferably, a reduced cache storage area is managed by selectively

discarding a cached positive confirmation.

Preferably, a positive confirmation for said region of data further
comprises any positive confirmation for a further region of data that is

contiguous with said region of data.

The present invention provides, in a second aspect, a method of
storage control in a network of storage controller nodes having an owner
storage controller node operable to control locking of a region of data
during I/0 activity, a messaging component operable to pass at least one
message to request a lock, grant a lock, request reléase of a lock, and

signal that a lock has been released, the method comprising the steps of
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lock, grant a lock, request release of a lock, and signal that a lock has
been released, to perform the steps of performing I/O on data owned by any
said owner storage controller node, subject to compliance with lock
protocols controlled by said owner storage contreoller node; maintaining
Flash Copy of said region of data in a coherency relation with said region
of data; and caching a previous positive confirmation that said region of
data has been left in a coherency relation with any said Flash Copy image,
and performing I/0 activity on the basis of said previous positive

confirmation.

The presently preferred embodiment of the present invention employs
a modified two-phase lock messaging scheme to co-ordinate activity among
plural storage controllers (or nodes) in an n-way system. The messaging
co-ordinates activity between the nodes in the system, but each node is

still responsible for performing its own I/O. Each of the nodes is
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As an example, consider an n-way system implementing Flash Copy.

- Assume every node has access to the storage managed by the co-operating
set of n nodes. One of the nodes is designated as an owner (102) for
metadata relating to all I/O relationships of a region of storage. The
other nodes are designated as clients. In a presently most preferred
embodiment, one of the client nodes is further designated as a backup
owner and maintains a copy of the metadata in oxrder to provide continuous

availability in the event of a failure of the owner node.

Consider a host I/0 request arriving (104) at a particular client
node ('C'). Suppose that the host I/O request is either a Read or Write
of the Target disk, or possibly a Write of the Source disk. Client C
begins processing by suspending (106) the I/0. C then sends (108) a

message REQ to the Owner node O, asking if the grain has been copied.
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between a region of data andya Fl ash Copy i nage of

the data; Figure 2 shows the system conponents of a

system according to the preferred enbodi nent of the

present invention; and Figure 3 shows the additional
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designated as clients. In a presently rrost preferred

enbodi nent, one of the client nodes is
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avai lability in the event of a failure of the owner
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thINEsBRS®B0Essociated with the original request. This is, however, not
required by the Flash Copy algorithm itself.

In the case of a write (to either Target or Source) C must perform
the copy-on-write (127). Having completed all steps of the copy-on-write,
and with the original write I/0 request still suspended, C issues (126) an

UNLC request to O.

0, on receipt of an UNLC message, marks (128) in the metadata the
region affected as having been copied, removes (130) the lock record,
informs (132) any waiting requests that the area has now been copied, and

then issues (134) an UNLD message to C.

C, on receipt of a UNLD message, releases (136) the suspended write
operation, which will some time later complete, and then C completes (138)

the write operation to the host.
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The system and method thus described are capable of handllng
distributed lock management in an n-way shared storage controller network,
but have the disadvantage that there is considerable messaging overhead in
the system. This is not burdensome in systems containing relatively few
controllers or where there is relatively little activity, but in modern
storage systems, such as very large storage area networks, there are
likely to be many controllers and a very high level of storage activity.
In such circumstances, the_avdidance of unnecessary messaging overhead

would be advantageous.

Thus, to improve the processing performance of the system, in the
most preferred embodiment of the present invention, each client node is
provided with the ability to maintain information which records the last
response received from an Owner. Specifically (described in terms of the

additions to Figure 1 according to Figure 3), the client node C is



Recovery paths are required to cater for the situation

where a disk 1/Ofails, or the nessagi ng system
wo 2004851403 a node fails, but the requiremnment SPErdB2003/003567

i npl ement ations of these are yell understood in the

art. The above description was fromthe point of view

of asingle I/O and a single Cient C. But it is

cl ear how the schenme continues to operate in the
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noder n storage systens, such as very | arge storage

are n%t V\Qrcach ! heverh%r ﬁre%snF%{/éfgp?xggd NB¥aiment requ:.t:es

con roI ers an orage aCtIVItXache

ceytpin RFnges G&n’é’teaﬁ&e%nt F‘Fl‘”e c&ﬁﬁc&aﬂ%eéfaﬁf‘mi‘mngtre%s ari?
muste s agiingabisedherd) (wulisdivetadhrantaidesegions must be copied)
each time a Flash Copy relationship is started (300a). This might be

the present

driven in a number of ways, but a message from Owner to Client is the most
straightforward to implement. Second, any time a client node might have
missed a message (300b) indicating that the cache has been reinitialised
(perhaps because of a network disturbance), the client must assume the

worst case and reinitialise (301) or revalidate its cache.

Further extensions and variations are possible, as will be clear to
one skilled in the art. For example the cached information is
discardable, as it can always be recovered from the owner node, which has
the only truly up-to-date copy. Thus, the client could have less metadata

space allocated for caching information than would be required to store



Thus, to inprove the processing performance of the

system in the nost preferred enbodi nent of the
w@emgesi47i nvent i on, each client node is provi BENGBR0B/003567

the ability to maintain informati on which records the

| ast response received from t8nowner. Specifically

(described in terns of the additions to Figure 1

according to Figure 3), the client node Cis WO
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region, findin | s infor e
magngpiy or ‘Epé?rcﬁjr (fé’é‘@’ﬂtge(r36’43c “wi tHFofi aﬂn§2ﬁ| o] ane %pfa% méggfon of
datzpdtkeyése nEMeincdpde’ a@esqus@qaco%a?éﬁede%@sm?@ﬁ #pyell as

sigaS€dearoyiesaedbe then aappreach weededsidighhe medesent|y
nost preferred enbodi nent of the present i nvention.

This neans that the client need not '
up- Tl't? HE&S@T’W {rﬁlen{lhoé’l Bavh 5}1.1%553%. IR od:te]ljéeag a co purt%g)r/ program

prddaft der wae Hi'dn aneetiitep siyeteopi 8L a’arﬂd'PEa%m%PFJé?ﬂ By
compyiida savies ¢MNAGK)utled Sayable doesruroionsHeweheer fidddeon a

tan%I:Li)PJ] tnem Q@éﬁe Es ba? lcbrﬁﬁ{ﬁ:ek hﬁztad%h. Ahea fiasshe %Earﬁ;fl@ ed

e DA oy, P25 ARS oLeanlgel B0k €508 L
systRangés & gofpe oF| PR FHerEdY éE‘t'l‘i?pe?‘éetrl GHEDE| ?sﬁanglble
medibi®, daeh&iingusit bet ilimitedl ts et {30l pr(dmalogk catreutipations
1kl dLOh oS PUSLs DSy GoRliRd) g isrrenazlﬁhﬂ@hb@@pmt limited
to I;n?LJ?gwla\org,Sqln z!mrsedsz[)rar gr (t:;,‘QIQS 1ss:|.on %egﬁrg. eg.e The series of
computer readable instructions embodies all or part of the functionality

previously described herein.

Those skilled in the art will appreciate that such computer readable
instructions can be written in a number of programming languages for use
with many computer architectures or operating systems. Further, such
instructions may be stored using any memory technology, present or future,
including but not limited to, semiconductor, magnetic, or optical, or
transmitted using any communications technology, present or future,
including but not limited to optical, infrared, or microwave. It is
contemplated that such a computer program product may be distributed as a
removable medium with accompanying printed or electronic documentation,
for example, shrink-wrapped software, pre-loaded with a computer system,

for example, on a system ROM or fixed disk, or distributed from a server



driven in a nunber of ways, but a nessage from Omner

to Cient is the nost straightforward to inplenent.
weemansi47any tinme a client node m ght have niBSEGB2003/003567

nmessage (.300b) indicating that the cache has been

reinitialised (perhaps becabse of a network

di sturbance), the client nust assune the worst case

and reinitialise (301) or revalidate its cache.
or BUEdIRhi @ BLENE]iaNBoaddowa! haddt@Btk aAE6r P@xahlles, ti&S Internet or
wOrWhlzJudQew&o ear to one skilled in the art. For exanple

e cached information is discardable, as it can

al ways be recovered fromthe owner node, which has
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i nformati on than woul d be required to store WO :

2004/ 051473 PCT/ GB2003/ 003567 10 all the netadata

held on all the nodes. The clients could then rely on

|l ocality of access for the I/0Os they process to ensure

that they continue to benefit fromthe caching of the

| ock nessage information. In a further extended

enbodi ment, a NACK nessage (and al so the GNT or UNLD

messages) can carry back nore information than that

relating to the region being directly processed by

t he REQ GNT/ UNLC/ UNLD nessages. Information

concer ni ng nei ghbouring regions that have al so been

cl eaned can be sent fromowners to clients. It wll

be appreciated that the nethod descri bed above w ||

typically be carried out in software running on one or

nore processors (not shown), and that the software

may be provided as a conputer program elenent carried

on any suitable data carrier (also not shown) such as

a nmagnetic or optical conputer disc. The channels for

the transm ssion of data |ikew se may include storage

medi a of all descriptions as well as signal carrying

nmedi a, such as wired or wireless signal nedia. The

present invention may suitably be enbodied as a

conmput er program product for use with a conputer

system Such an inplenentation may conprise a series

of conputer readable instructions either fixed on a

tangi bl e medium such as a conputer readabl e medi um

for exanple, diskette, CO-ROM ROM or hard disk, or

transmttable to a conputer system via a nodem or

ot her interface device, over either a tangible



medi um including but not Iimted to optical or
anal ogue comuni cations |ines, or intangibly using
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cohegefiyn refatdat Figh rarrﬁargsaydo*"é%itlﬁ GPRY) magerregﬁ% opgertorm I/0
act¢ohporentheopariabbe sadd paegiats besigtiveenfiegwddgent o
request a lock, grant a |ock, request release of a

2. | 0% aanyra%ugr;%' gmd 3 gﬂams hesn: J eleasod: perforning

er form ng onent oper.able

coma@?ﬁm&r ie I‘?P@rﬁﬂed'é‘i’ aeﬁr@dabﬁﬁchaﬂ SAFt % r%‘?*olﬁgg%nd to
subgemiemglly ereanetea Baglhj ®tesbo said 1/ O perform ng

3. An apparatus as claimed in claim 2, wherein a reduced cache storage

area is managed by selectively discarding a cached positive confirmation.

4. An apparatus as claimed in claim 1, wherein a positive confirmation
for said region of data further comprises any positive confirmation for a

further region of data that is contiguous with said region of data.

5. A method of storage control in a network of storage controller nodes
having an owner storage controller node operable to control locking of a

region of data during I/O activity, a messaging component operable to pass
at least one message to request a lock, grant a lock, request release of a
lock, and sigmal that a lock has been released, the method comprising the

steps of:



conmponent's conpliance with lock protocols controlled

by said owner storage controller node; wherein any
wo-b@ghs@apy | nage of said region of data i s naPer/aBa@®d003567

in a coherency relation with,said region of data; and

wherein said I/O perform ng conponent is operable to

cache a previous positive confirmation that said

region of data has been left in a coherency relation

Wi t bersfoymigi U/ d-loasdatGopynddihgenyasaidt owiper fbernagk/ @ntroller
nod®Ct kytil¥e O EOG 1085 woEn SBLR JHoeYEAEScpRSbiiaeby said owner
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& SR 58" 17°8%herforming  conponent is operable to

di scard a cached positive confirmation and to
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area i s managed by sel ectively discarding a cached

positive confirmation. 4. An apparatus as clained in
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corG9Nt i guous with said region of data. 5. A nethod. of

stor age control in a network of storage controller

nodes having an owner storage controller node
6. Opex adekod escalatimed ihocldimgs offugthqregprmnrigingigbe step of
di sBHFdiING &/QcAEd ipbhldivedcdISERHiDE SANPANRRLN§r Adfuestihg a
10@Fa§€zes§¥ | east one nessage to request a |lock, grant a

oCck, request release of a |ock, and signal that a

| ock has been rel eased, the nmethod conprising the
7. st epgmethod WO 200x¢D314TRIRCT/ EBRUBS/ 00BBEFing] ganaging a
reddBéd @aBhdGrbldle0arddaba Meeeh WYy adlyscafdithgosMaikched @palE ve
con® P J:QLL er node, subject to conpliance with |ock

protocols controlled by said ower storage controller

node; maintaining Flash Copy of said region of data in
8. a Colmeteacys qlefimed dn dain Saiwtereigi srpasitieg gonfggation for
saiGaEdYiBE E RAEY iFQHEheR06biH Y Be£ @AY | pd¥at i @8N cbhifitrms@idh for a
furkﬁ%%gPJn 0t R 2 Na% e DEENchef JuchB i cHODEICREY: ohebAldaex.

w th any sard Flash Copy 1 nage, and perfornmng I/O

activity on the basis of said previous positive
9. corf icomputiegrprogram product tangibly embodied in a computer-readable
storage medium, comprising computer program code means to, when loaded
into a computer system and executed thereon, cause storage control
apparatus in a network of storage controller nodes having an owner storage
controller node operable to control locking of a region of data during I/0
activity, a messaging component operable to pass at least one message to
request a lock, grant a lock, request release of a lock, and signal that a

lock has been released, to perform the steps of:

performing I/0 on data owned by any said owner storage controller
node, subject to compliance with lock protocols controlled by said owner

storage controller node;

maintaining Flash Copy of said region of data in a coherency

relation with said region of data; and

caching a previous positive confirmation that said region of data

has been left in a coherency relation with any said Flash Copy image, and



6. A nethod as clainmed in claim5, further conprising
the step of discarding a cached positive confirmation
wan4eslagequent |y requesting a |ock afresh. 7pCHGB2003/003567
method as clainmed in claim®6, further conprising
managi ng a reduced cache. storage area by selectively
di scarding a cached positive confirmation. 8. A
met hod as claimed in claim5, wherein a positive
pegdepmigat{QRctbritysal dhe dgsbn off saiat ardvwirtharositive
copOipaitses. any positive confirmation for a further
region of data that is contiguous with said region of
data. 9. A conputer program product tangibly enbodi ed
in a conputer-readabl e storage medium conprising
conmput er program code nmeans to, when |oaded into a
conputer system and executed thereon, cause storage
control apparatus in a network of storage controller
nodes having an owner storage controller node
operable to control |ocking of a region of data during
I/O activity, a nmessagi ng conponent operable to pass
at | east one message to request a lock, grant a | ock,
request release of a lock, and signal that a |[|ock has
been rel eased, to performthe steps of: performng I/O
on data owned by any said owner storage controller
node, subject to conpliance with | ock protocols
controll ed by said owner storage controller node;
mai nt ai ni ng Fl ash Copy of said region of data in a
coherency relation with said region of data; and
caching a previous positive confirmation that said
region of data has been left in a coherency relation
with any said Fl ash Copy inage, and WO 2004/ 051473
PCT/ GB2003/ 003567 14 performng I/O activity on the
basis of said previous positive confirmation.



