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- i - DESCRI PTI ON DATA PROCESSI NG METHOD AND | TS
APPARATUS 5 TECHNI CAL FI ELD The present invention
relates to a data processing nethod, its apparatus,
its program a sem conductor cjrcuit, and an

aut henti cati on appar at us usef it in the case of
conducting a transaction through a network using.an IC
10 (integrated circuit) nEdarIPRIOM card or a nobile
term nal apparatus. BACKGROUND ART At the present

ti me, conmunication systens using IC cards etc for
transactions through the Internet and other

net wor ks e ht |on
Cystem. aETRCERECESYPEDRETLOD BD exan%?ﬂh
reader/witers of IC cards or PCs (persona

conputers) processing requests using the |IC cards and
perforns_user authentication, data encryption and
decr ypt FBRHNISBLEEEEPher processing. I'n the above
expl ai ned communi cati on system however, it is
envi si ofked Pheseptotavenbjonegabatesf to a ldatge prodedysing
of IC cards will be received sinultaneously or in

shethodlj nets pppa®dts)Sitd gritigraaasa, sé:ﬁfcéﬁ&ﬁéi:obelﬁrcult

to be able to efficiently 2- handl'e such processi ng

r@ﬂ&e&ﬁsauthentlcatlon apparatus useful in the case of
éonducting a transaction t:hrough a network using an IC
; (integrated circuit) built into a card or a mobile terminal
apparatus. |

BACKGROUND ART

At the present time, cémmu’nication systems using IC
cards etc. for transactions through the Internet and other
networks are being developed.

In such a communication systems, a server receives

from for example reader/writers of IC cards or PCs (personal

computei:s) processing requests using the IC cards and
performs user authentication, data encryption and decryption,
and other processing.

In the above explained coﬁmunication system, however,
it is envisioned that processing requests for a large nu@er
of IC cards wlill‘ be réceived simultaneously or in short time
periods. |

In this case, the server has to be able to efficiently
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‘to the 25 server ‘Using persona

Further, a server sonetines executes a plurality of
application prograns for processing for procedures

relating to a plurality of settlenent businesses and
performs 5 processing using_sel ected application

prograns in accordance wth the processing requests.

Such processing requests also have to be efficiently
H@%ﬂﬂgﬂ.SFGhtP@PFeFﬁiPEer&BB#@t@%plained communi cat i on
system the application program executed by the

server Fasther lOadeecvebesomdeimesi pgelayeisntoplmriadity of
for accessing IC cards and operational conmands for _
%Bﬁ.@:ﬁﬁibh%i‘&;ﬁﬁﬁg%oﬁ"?&:@nes@l@lgkﬁﬁri Sc88L+E8 Pélating -
operati onal commands can be known only by the manager

: %oth?%EL%{%it&f oBXBEEL BReRRC Yiidihe¥sad AP %‘at:l%’]fg{ﬁns

usi ng cards. 15 Therefore, 1 n the past, .
manager _of the server roduced apd custom zed.t he d
BEPTEAP TR YR SRECHHEH APRENSEPIPP BhGREnE bhocordance
service providers. Wth the manager of the_ server

g bt cFhry PHaEe sind Fegued thop Fuch PEACEFsipdnkeqpests also
this way, however, there 20 is the problemthat the
|hawde oo the efifiagéenbdyohssddedat. Further, in the

above expl ai ned server, for exanple, application

pr ogr anBu®fheér plid dhiet ¥beteCérfl fifad i ¢£EioRsystem,
ot her busi nesses run. Such application prograns are

R DYatibn ﬁﬁb&kﬂﬁalaxguaitaas £§S thlad s@%p%%g to

: conputers etc. 3
HRL AISY AR w INPYEY iWREILLRS APLYE §XRLELISY 1C cards

and operational commands for operating the IC cards. Here,

the key information and operational commands can be known

only by the man:ager- of the server if expecting security of
transactions using the IC cards.

Therefore, in the past, the manéger of the server
produced and customized the application programs upon
request. f_z.':om the above service providers.

With the manager of the server producing and
customizing application programs in this way, however, there
is the probleml that the load on the manager becomes great.

Further, in tﬁe above explained server, for example,
application p“r:dgrams of a plurality of credit card companies .
or other businesses run. Such application programs' are
produced by the individual businesses énd downlocaded to Fhe

server using perscnal computers ete.
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server runs application prograns of a plurality of

busi nesses, it is necessary to ensure that the

processi ng of each application program not be

monitored or tanpered with hy 4 another application

program On the other hand, there is a demand for

providing diverse services while transferring data

bet weerPEpFRt2iReR akntRyr havevan + When thei ebdual explained
busi-nesses downl oad their 10 application prograns to

-t pervervams appilidelign hbeagrams adt arglancel ity bfriivedinésses,

When i ndi vi dual busi nesses downl oad application
pibgianBeteskhgys oV ehstiredaiiig (s prduddHRld OWE each
prograns in this way, however, it is necessary to

péﬁ#fi‘éaﬁieﬂfﬁ%g}ﬁd ao@%es%\f%[ta‘f % ,Lé&'&ixh by

t anper ed MA a techni que f |Z|ng t
XA igcatsothe t echni que of authentlcatlon
proceSS|n SiRg key PrPdAfhti on when accessing the

server. USuaIIy such key information is stored in
the merfd?ythe *aﬂta%?nhﬂafi:aﬁbarat &€& 20depenshfor providing

conmputer), however, so there is the possibility of
idiverse sexrvimes wbide trangpfebtiny idatscbaetwepn-application
Further, the LSI form ng the above expl ai ned server
ipxngr&m&lt-in CPU. The CPU soneti nes accesses a

menory outside of the LSI chip. 25 In such a case,

dat a flmuscryse! iﬁ@l@y&uaiOBﬁgﬁﬁngE@Banﬁlofaﬁe thai

chip and ext er hal menory, So ata can Vi ewe

appllcatlon programs to the server, then debug them in
accordance with need.

When individual businegses Qownload application
programs to the server orxr debué those application programs
in this way, however, it is necessary to prevent programs
in the server from being illicitly tampered with.

As a technique for realizing this, for example, there
is the technique of authentication processing using kéy
information when accessing the server. Usually, such key
information is stored in the memory of a terminal apparatus
(personal compuﬁer), however, so there is the possibility
of illicit use énd there is a problem in security..

Further, the LSI forming the above explained server

‘has a built-in CPU. The CPU sometimes accesses a memory

outside of the LSI chip.

In such a case » data flows over the bus provided between
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by probing the bus. Wen the above expl ai ned server
perforns e-comercial transactions, persona

aut henti cation, and other highly 5 confidentia

processi ng, however, as expl ained above, there is a
problemin security if the datais probed. Further,

t he above expl ai ned server is sonetines conprised of

&hel agiiechippatidrextaridl sneeras;, aosthgtedseapdeibe viewed
runs a plurality of 10 prograns relating to a

Py idddhPiemeiges provided by different

busi nesses. Wien those services handl e highly

confid I a C i there | .

the  praprotnliiBopl e falida SN PN bl S Roercial

onfidential data owned by each, busj ness bein .

AR ohy RARATIAL Y PR SHeAP h BJSRERRE, highly

busi ness. Further, there have been the fol|low n '
tdn Preses iR oRPERVESnaR S g@%ﬁ%n%@gm‘@: there

as, the above explained conputer. FIG 133 shows the

Bas iac powiflieguriat i secwfity gefietld d26€a chspptebed0l. | n

the conputer 601 shown in FIG 133, a CPU 602

per f or Farhesss Yhed abuwviy i ditfdd Wdivins pddseateinks

a programread froma nenory 603. The CPU 602 out puts

2Bm29915888 JfeOr, a.ﬁg,‘%ﬁ%l xﬁ;_n?t mory 25 603 to an
aggl ess bus 604. _ur‘%lrﬁ r, %I;Ee CPU 602 reads from
the neggr¥hgg35g;évw;”§§ngle computer runs a plurality of

programs relating to a plurality of services provided by
different businesses. When those services handle highly
confidential data such as with settlements, there is the
problem that there is a possibilify of the hj.ghly
c-onfidential data owned by each business being illicitly
acquired or tamperéd with bf{ ancther business.

Further, there have been the followiﬁg problems when

using a conventional general computer as the above explained

- computer,

FIG. 133 shows the basic configuration of a general
computer 601.

In ﬁhe computer 601 shown in FIG. 133, a CPU 602
performs pro&essing using the instructions and data of a
program read from a memory 603.

The CPU 602 outputs an address for adce'ss in the memory

603 to an address bus 604.
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in it according to a control signal S602. The nodul e
A, nodule B, and nodule C stored in the nenory 603
are processing units of a program having specific 5
functions. A debugger 605 chegks the operation of the
CPU 602 at the tine of devel opment of a program It
uses a HALT signal to tenporarily halt the operation
of the BREESL, theadPU|iGQ2 realdsi fHif ok theimemoety 608 PWrites
602, and informthat 10 information to the program
diavel bpetcoti®ing t8 kl Gont23l shightlassgped that the
nodul e A has a basic function used by the nodule B or
the nodmie o r ha i pe €.
basi c functidﬁu$%d$ﬁdg§aﬁggt%é %%ggﬁgaﬁyésehfgﬁfkﬁ in the

' ' I .1 case,. since the nodule A . ..
%g&gé%ggdcfl Eﬁcgféﬁfggﬂ'ngs rrlf'éé‘sesdsfa W r?%“?s‘i“&%ﬁ_‘a’e"%ﬁpecéflc
ﬁgvironnent.enabling t he devel oper of the nodule B or

HRFEWE 0 devel op its program As one nmeans for

"this, there is the nethod of distributing a library.

This | $ dghuags 605 achécker thdi operabiguageé bbewsed 602
20 a hi gher | anguage and nmachi ne | anguage (normally '
cetl khd time ‘cfsdevbllyphenguef el profrhmanpt Yi®es hHALT signal
relati-vely easy. There 1is a high possibility that the

P QRN d¥h 10U} 1K1 Of tiRe PEPGESPL oflCSET Eflat 8pBE 668P! reaa
confidential wll end up becom ng known. Furt her,

as
R RS PTNE (RS R ke JeBa SR ASHR Bher

O A YD Lt oSBT Y, D

Here, in FIG. 133, it is assumed that the module A
has ‘a basic function used by the module B or the module C.

Here, assume that the routine of the basic function
included- in the module A is highly confidential. Ix; such
a case, since themodule A is a basic function, it is necessai:y
to provide an env_ironment enabling the developer of the
:module B or module C to develop its program. As one means
for. this, there is the method of distributing a library.

This is expressed in an intermediate l'anguage Bgtween

a higher language and machine language (normally called an

- "assembly language"), but analysis is relatively easy. There

is a high possibility that the processing routine of a program

- desired to be kept confidential will end up becoming known.

Further, as another means, the basic module (in this

example, the module A) is stored in the. memory 603 in advance



the software assuming that the basic nodule is present
at a specific location. Even wth this neans,
however, there is the problemthat it is not that
hard for the devel opers of the nodules B and Cto
read the nodule A stored in the nenory 603. At this
time, the read content is in % Thachine | anguage of a
| evel which the CPU 602 executes, but there are tools
andf Oratharerhaig using NRCIidea 1aBgHRGe theaRiaeiOpllrY develops
| anguage. The routine can be anal yzed relatively

the €3%ifitharEUldf@imidd eERat s e BaoRbemddiAle 1D present at a

devel opers of the " nodules B and C can tenporarily

Spegggictfgagggﬁytion by the CPU 602 in the mddle of

“execution of the nodule A at the devel opnent stage of

thel r_ progr . S0 as to.Jearn the.data . handl ed qr. th .
bt P Y8R S Trding @ iRy R A0 R b1 hae it

N rocessing routine of the program of the nodule A

is BoFi RBAC TR TRAEFONIBTBUPERFP uREi PPt e cand C to
expl ai ned server handl es key data, charging data, lo

readgthe prdulg: ferstexpd steuthey memerYs 0Dy Rhethipyitdme, the
provider, so there has been a demand for protecting

readtcénpbent| iscip Eampatiing cranguade oof ng. 1Enbddwhenrhs the CPU
of the present invention seek to provide a data

602 pegecuteag kmtthochemsenatenduweiler £or cobhyeatingr ahia@mMmachine
able to efficiently perform processing in accordance

landidde 7to ar ddgSenbBIPeLaffuige e ThieNOr&PeiiRSt San be analyzed
Enbodi nents of the present invention seek to provide a
reldively easily.

Further, there is the problem that the developers of the
modules B and C can temporarily halt the execution by the CPU
602 in the middle of execution of the module A at the
development stage of their programs so as to learn the data
- handled or the content of the same and thereby learn the entire
‘processing routine of the program of the quule A.

Further, an application program running on the above
explained server handles key data, charging data, log data, and
other high security data set by the service provider, so there
has been a demand for protecting it from illicit tampering or
monitoring.

Embediments of the present invention seek to provide a data

processing method, semiconductor circuit, and program able to

efficiently perform processing in accordance with



processi ng net hod, sem conductor circuit, and program
enabling a wuser to produce and custon ze an
application programof the user to be executed by a
server without allow ng the user to learn highly
confidential information. Enbodi nents of the present
i nvention seek to provide a dat’a= processing nethod,
sem conductor circuit, and programable to prevent

a Pafde | mdivddl sl pRiiddssahngorepiagiam from bei ng
i nfluenced by another application program when the

SaRRLSANMERBS USE Okhe ChEENLA L UAVeRLPoN 8Lk VL8 provide a data
appl i cation prograns. Enbodi ments of the presen

proE@%Sﬂﬁboﬁe§ﬁSE,tgem£8¥£gﬁc@ogaafrcaiﬁce§§&”g:€§£££denabling a

sem conductor circuit, and program alf{ow ng ansf er
f .da applLication_prograps_Ln accordance
usel b B R B R 8 R BRP T Br et SR BR g oy the user
frombein iJlicitly tampered with, nopitored, etc.
to ke t%’ée%%%erdo Yaﬁ‘ot‘?he}e/‘r""a’:ap"fB’r' AW AL HPELPEMtRf e SERe to learn
. me sem ¢onductor circuit runs a plurality of
hlg§S§IFeﬁ?%gﬁnﬁ+%br%ﬁﬁfrﬂﬂﬁﬁﬂﬂ"nents of the present
i nvention seek to§£;0Vide a data processing nethod,
sefirbedimerts efrthrtpPrasenbnincentieor apphr e erowide a data
program enabling the content of access to a server or

progefginge meddirduct semitondicetan barcuitii grell program able to
accordance” with rights to the same. - 8 Enbodi nents

preyéntheaph etredi videasi tapgrl isedid dno pricgwiate from being influenced
sem conductor circuit and data processi ng net hod

by eambtheg tasplientidientpigram Ofwhdal a the beafiBi Nta@hie€&nductor
even when transmitting highly confidential data

cirbaiveeins g SO LONGH GO appliCdti o prdgrams .

Embodiments of the present invention seek to provide a data
processing method, semiconductor circuit, and program allowing
transfer of data between application programs in accordance with
need while preventing _each application program from being
illicitly tampered with, monitored, etc. by the user of another
application program when the same semiconductor circuit runs a
plurality of application programs.

Embodiments of the present invention seek to provide a data
processing method, semiconductor circuit, authentication
apparatus, and program enabling the content of access to a server

or other semiconductor circuit to be restricted in accordance

with rights to the same.



sem conductor storage circuit through an external bus.

Enbodi nents of the present invention seek to provide a

data processing apparatus enabling the

confidentiality of instructions and data to be

mai nt ai ned between prograns when executing a

plurality of programs. Enbodirferits of the present

i nvention seek to provide a seniconductor circuit
eNBlboAgnéhes CHY | ARl | prbb¥nel anPéREia tRek)€to provide a
executed to be inproved. Enbodi nents of the present

semli BYRBHELSr S RBK- A tP ANEdC A a3 0 REREATS Ifkhod enabling the
apparatus, its method, and its program €nabling the

conf E&Hﬁ{:iﬂl Y aQe al&'éac 356 Ofe P En%g.rx-&?:.%%gn ieI%%no nwﬁg'r? transmitting

server to be inproved when providi a Service using

. | C or..qther i ntegrate circuyit. DI SCLQSURE OF THE .
nioflyeReREi AP ELr] CagBhobatneRt’ e, smiisrcntiny fiatt and a
erfgrned q% a sem.conductor circuit in accordance
se‘“&f?ﬂ 1B r e T3PS PRt s SR ughe gRe SkEERBh PRSI ng
the steps of: generating job nanagenent data

| NELbEENEed 0D SEECEREI ?Be@éﬂ%r i83ba +3BAMsREKARO HIvidle a data
- 9 execution of a plurality of jobs formng

proBLOSERG BPphPafeS OLIA g VLD AoRE ?tﬁgééig]ﬂiiégq%fsinstmctions

and status data show ng the state o progre

execut i of the pluralify,of jobs for each of the .
and chaé% Q:r& ;:e mafntalneé eﬁ’ﬁé"s ’n S%:F%%:f% &,‘Rgrj oﬁxecut:.ng a

plurality of processingr
agenent data fromthe generated plurality of job
Plu%%ﬂ%ﬁ%ﬁ%#hpﬁﬁﬂﬁfnﬁhsed on a predeternined rule,
sel ecting a job to be executed next based on the

stERRAMmARESn®L h&hEr cRESSPRY oleientiatn gRekheto provide a

sel ect ed
semiconductor circuit enabling the confidentiality of a program to

-be executed to be improved.

Embodiments of the present invention seek to provide a data
processing apparatus, its method, and its program enabling the
security of an application program running on the server to be
improved when providing a service using an IC or other integrated
circuit.

DISCLOSURE OF THE INVENTION

Disclosed herein is a data processing method performed by a
semiconductor circuit in accordance with a plurality of processing
requests, comprising the steps of: generating job management data

including job. execution order data showing an order of



j ob managenent data, executing the selected job, and
updating the status data of the selected job
managenent data in accordance wth the execution of
that job. The sem conductor circuit nmay generate job
managenent data incIqugg_job execution order data
showi ng an order of execution of a plurality of jobs
form ng processing in accordance with a processing

exet@gi6nt ofiNdl SlwddlS AlGE STUBY FdriAagShabee8biNGOgh €8Scordance
of execution of the plurality of jobs for each of the

withl W ddebsshgPAULARIN Gk fUMESESs dRLa SERLGRAGUEHR state of
circuit may seél ect” one job nanagenent data fromthe

at.ed N ' t _gda a
Pr°%‘?§§£et Ié’? me%lg g “?’H’Iéy Oﬁw ehis)éér# con g u c%o rogi #%Igt §§%y Tk of the
1us8i € i tge job to.be executed next based on the
PLuffiify gf Provesting TeqNeTYy oPOLPCHIRS SPe (JGP management
sel ected j ob managenent data. - 10 _The sem conduct or

datR| FEAP Tife T BEARRS IS¢t of Pob. mypagement data based on

sem conductor circuit may update the status data of

a prreetsEpipneddribs. nERAGERERY datigbi toadkeorensruted tnext based
execution of that job. In a first aspect, there is

on phevetatus dabdcandutherprocessing hemdery datlmtef the selected
processing circuit and data input/output processing

job chagagément eltia), eaaichidaion Htheoeelecrgdcieblli Andngpdisting the
and outputs data with a bus outside of that

states earduEOr thél ellkcithoUlh fahsgdnder | AL/ QY Padcordance

processing circuit, and said data 1 nput/output

witﬁifﬁgiékeéﬁggaﬁnéf(ggétiiwgn fromsaid data

The semiconductor circuit may generate job management data
including job execution order data showing an order of execution
of a plurality of jobs forming processing in accordance with a
Processing request and status data showing the state of progress
of execution of the plurality of jobs for each of the plurality
of processing requests.

The semiconductor circuit may select one job management data
from the generated plurality of job management data based on a
predetermined rule.

The semiconductor circuit may select the job to be executed

next based on the status data and the processing order data of

the selected job management data.



processing circuit in units of predeterm ned data

| engths and outputs the sanme to said bus, decrypts
data input fromsaid bus and outputs the sane to said
data processing circuit, and perforns data

I nput / out put transacti ons t hrough said bus in units

of m nunber of data input/oatpdt “transactions when

Nc/ Nbo=n where the bus width of said bus is Nb and the

dafr lsefdtBniatchioragdrtiet | b8t i Olige MRSt 30 .

or nore is m wherein, said data |nput/output

Cl‘fhc\ewsterri ‘M’&%‘& %Q:%g:s ?J%g:th %ghc %E:gg.%%_ %t % g:%s data of the

circult TOU sal bas I rst a

on1sa|d dat rocessin rcuit conver
se1ediid dob Fadlgrmet? BeBa iR oAt atn et vt i hon of that
access said sem conductor storage circuit in units of
3P he storage areas in which the data of Nc is stored
and uses said second address to access said
séif GofdFetopspegitagthetpr £8i Provikdedia semipenduptor circuit
i nput/output circuit scranbles the 10a first address
havingm @ saited pregegsdipgssinguitrandtdae gormpratauttdnt processing
second address. Disclosed herein is a data processing
ciragudtthocherapni: s sagdadasheprotespiind | aigrddnict sirgiuts dalda cutputs
of the selected job managenent data, then selecting

dataoneiflbandnpgesatiidat £ reHad heepl dédindyor Okidati@t through
nodul es. The data processing nethod may further

saidONtse fnSiePo@iputel Sebédds j ebr&@PegeNBAl dakdd data
fromthe plurality of data nodules after updating the

inputl/RhMPpudat Fidfadiie Seérﬁ.gﬁﬁ: d OlgadBnageoent gata. -Is_ggd data

data processing nethod may further conprise a step of

processing circuit in units of predetermined data lengths and
outputs the same to said bus, decrypts data input from said bus
and outputs the same to said data processing circuit, and
performs data input/output transactions through said bus in units
of m number of data input/output transactions when Nc¢/Nb=n where
the bus width of said bus is Nb and the data length is Nc and the
smallest whole number of n or more is m, wherein, said data
input/output circuit, when accessing a semiconductor storage
circuit through said bus based on a first address input from said
data processing circuit, converts éaid first address to a second
address so as to a;ccess said semiconductor storage circuit in
units of the. storage areas in which the data of Nc is stored and
uses said second address to access said semiconductor storage

circuit, wherein said data input/output circuit scrambles the



del eting the job managenent data when all jobs form ng
the processing in accordance with the processing
request finish being executed. The data processing
nmet hod may further conprise a step of receiving the
processi ng requests froman integrated circuit having
a storage unit storing data_to be used for processing
for a procedure perforned WP&h~t he seni conduct or
o circuit - 11 or a conmunication apparatus inputting
firsthpddnesa t¥yep darddwileha phecerstggarddcuitcypt genbsate the
di scl osed herein is a sem conductor circuit for
secqncb@ekltiesg .data i n accordance with a plurality of
processing requests, conprising an interface for
| mticliosgd eexdi ald ty Qdta ppO6EESENGg! RGURSES, cdmprising a
storage circuit for storing job nanagenent data
step Nt Ughdgt iy EXECYELONs OBdes dt ahehe1RE+38 Gblemaphgement
execution of a plurality of jobs formng processing in
datACCHLRNEE e MLkl B0kl 0§65 SinQHa{;@ﬂHﬁ'ﬁt adhd #-8husndatAurality
showi ng a state of progress of execution of the

of d¥d¥ dJddMeqf jobs, and a control circuit for
generating the job managenent data for each of the

i put plurality of. processing requests and storing it
| G, st froRe il et o P BRECS Do BRELERCR( StoP OF
ld ta fromthe enerated plyrality of |[ob managenent

selegii®9 s*Pecdiohy gWERt ARGt HEHLEES Rivdddfterf data

‘next based on the status data and the processing ]
modyleser afiiey oppidking| dbeedstabusnfitfehe st Hhea, selrreted Job

updating the status data of the selected job
managemeddnsigta.data i n accordance with the execution of

that j ob.
The data processing method may further comprise a step of

deleting the Jjob management data when all 3jobs forming the
processing in accordance with the processzing request finish being
executed.

The data processing method may further comprise a step of
receiving the processing requests from an integrated circuit
having a storage unit storing data tc be used for processing for

a procedure performed with the semiconductor circuit



The interface may input a plurality of processing
requests. The control circuit may generate job
managenent data including job execution order data
showi ng an order - 12 of execution of a plurality of
j obs form ng processing in _aigogdance with a
processi ng request and status data showing a state of
- progress _of execution of the plurality of jobs in
or acCePBHREeEaliPh ARERaprbtval Lppustipgosadsiongrrsgiegt slata with
and stores themin the storage circuit. The contro
the cintednated) ajalawdtt.one j ob nmanagenent data from the
plurality of job managenent data. The control circuit
nedlse| ediscliwbeakethdreiirhe 0b 4 0 YeEnicxehuited nedircuit for
based on the status data and the processing order
procedésimf Hhtaseirechedordansanagietient dslwralickyw pdft @rocessing
the status data of the selected job nanagenent data
reqiids 86 C b SRICEs Mg Man et Hod Nlpdtiling\t4e plurality of
di scl osed herein is a programto be executed by a
prod&dld Rih s td " QUiskof8hePERERAS NS0t fotihg job management
accordance with a plurality of processing reguests,
O S a ti AP [ [ l.0b t
dat ORI SO Aok ionSEiEL | e AR TR oxder o
exe&ggietgn ocIf eaz(%cil{ltfa(th f of Qloi%r alfggc%igf eégggeés?{nm niq'l accordance
processing irn accordance wth*3 prog ST Ng redﬁes ETTo
...Status data show ng the state of prqgress.of .
WAt B RIS G h S PR ST | 90 TEATOS PR cZBRVERS R State of
plurality of processing requests, a routine for
Progxass  Phg SFREUBP Mgt nPLHERLLEY 0 Ft HiPRfoneRBd g control

. plurality of job managenent data, a routine for
c:.rga.éq.i'ecfpﬁgggﬁgr?g'bng e jecb management data for each of the

input plurality of processing requests and storing it in the
storage circuit, selecting one Jjob management data from the
generated plurality of Jjob management data, selecting and
executing thé job to be executed next based on the status data
and the processing order data of the selectéd job management
data, and updating the status data of the selected job management
data in accordance with the execution of that job.

The interface may input a plurality of processing requests.

The contrel circuit may generate Jjob management data

including jrob execution order data showing an corder



to be executed next based on the status data and the
processing order data of the selected job managenent
- 13 data, a routine for executing the selected job,
and a routine for wupdating the status data of the
sel ected job managenent data in accordance with the
execution of the job. Also di d& osed herein is a data
processi ng nethod perfornmed by a. sem conductor

of Chk&&htidtNHANG adNp@RRALERYT 08F Pr P AMARMing 05888L8Ying in
relating to a procedure u3|ng an integrated circuit,

acc¥PBLRLE %E%hsgm% &l&’éé Céﬂdvgg%us data showing a

correspondence |nstruct|ng data |nd|cat|ng

s tawc.g r roefS p%g:gﬁgggs b ec.IuA.Ne G 3 o o?ﬁ e Q:%%es ?Q%’I. '9% i’ Ui ljobs in

progran1to oper a int e
n the Nages ft erati tha 's
2coBRRPATF oM Thafbe, PISTRRG en o SRR g and stozes
recei ve as_input an operation describing program
theﬂe%ﬁrF?ﬁrﬁf??é??nﬁﬁ%ﬁq s of the application program

usi ng the operation nanes, and having the

seﬁ?%oﬁﬁﬁ%%%% SIFERE BAY aFRleRk %%%réﬁ?dﬁa%%@%%ent data from

corresponding to the operation nanes described in the
thegpiural by des crobhimanagemandmdaba.vi ewi ng t he

correspondence instructing data and use the obtained

opthat icontrodlescirerudef inky t helpebcansd rgregfuttehethe job to be

application program The data processing nethod may

exctlitédicheRONBaESE bAVithe dMRALWROIIAP UM processing oxder
instructing data further show the correspondence

datRebeeRet Re1eRREA! i50B %M$%M@{M¢ﬁhé§e&.e status
when t he |ntegrated circuit perforns -

data of the selected 3job management data in accordance with

execution of that job.

Also disclosed herein is a program to be executed by a
semiconductor circuit for processing data in accordance with a
plurality of processing requests, comprising a routine for
generating job management data including job execution order data
showing an order of execution of a plurality of jobs forming
processing in accordance with a processing request and status
data showing the state of progress of execution of the plurality
of jobs for each of the plurality of processing reguests, a
routine for selecting one job management data from the generated
plurality of job management data, a routine for selecting the job

to be executed next based on the status data and the processing

order data of the selected job management



operations corresponding to those operation names and
havi ng the sem conductor circuit obtain the key
informati on corresponding to the operation nanes
described in the operation describing program by
vi ewi ng the correspondence instructing data and use
that obtained key informatiof3t5 define the
processing of the application program The data
datd) Of &5l Hithd THJI0 dxdathinkt Ree selpetse HaW| Ngnd € routine for
sem conductor circuit generate job managenent data

upddOGdI0ENY beReusXasthi B8 RhdelsdatRedN U b MRS data in
of execution of a plurality of jobs form ng

acc@ﬂ%ﬁ?ﬁ%i ijﬁmgb%g%gygfggtBgntgkogggp1and status data

the state of progress o xecution of the

pl yral it f_Lqgb select the job to be executed next

haddd oo iiPREosEd, HerSin; £5aRdSehe BFSRERErAY Byiye porformed
data of the job mapagenent data, execute.the, selected

by @oengfp F t fit*SPht uSvUBRERI0AN haPPLtfREteRy pggoram for
managenment data in accordance with the execution of ) )

ProgegiinghrelaLing Se| aseForedsrs Usingsam coHmEagred circuit,
circuit for running an application program for

whexrit or thag penieonidngter| acimguib acapr octidw e ee¥yrppondence
an integrated circuit, conprising a storage circuit

insfouctsirgr | Rpteor rieslicaddnge coskespbhdendat cbé ket idipration
correspondence between operation codes used for the

cod@PPhé SR EON LI OFPHPIN ¢t DRE S SGe AL €id Cilitegrated
15 and nanes of the operations, that is, operation

cir&@ESand@Neht NhEhESCEEl Vhel UGN WEHALION the operation
descri bi ng program describing the operation of the

nam@@,p ! 'h%%h%“ %Qgr@}&@dx{&é&% circuit receive as input an

operaticn describing program describing the operations of the
application program using the operation names, and having the
gsemiconductor circuit obtain the operatioﬁ codes ‘corresponding to
the operation names described in the operation describing program
by wviewing the correspondence instructing data and use the
obtained operation codes to define the processing of the
application program.

The data processing method may further comprise having the
co.rrespondence instructing data further show the correspondence
between the operation names and key information used when the

integrated circuit performs



operation names, and a control circuit for obtaining

the operation codes corresponding to the operation

nanes -.described in the input operation describing

program by view ng the correspondence instructing

data and using the obtained operation codes to define

t he processing of the applicatli4dor program The

interface may input the operation describing program
ope£RELdN D dir b sHERY 1) Hodd ol £ Ihdy AHPMRaving the

using the operation nanes. The control circuit may
semO ik £die QRhAld %t%‘i&’xe%hecﬂ%&eiﬂﬁeﬁfn%i&& ct:gfresponding to

operation nanes described In the input operation

i.hi Vi e, he corr ondence., .
the Id%gé‘lritg!&'g % %g#é: ¥)Ie Wlﬂgtile O efag§gn esct'..ﬁ:léb:l.ng program

tructin contiol Ccrrcurt nay usSe

b Qht ai.ned ggeration codes to define the pé&gessin% of

Y tHEYAPS i CATI o T UH UM A o 1 BFEEPEEERTh R PO, use that

rogramto be executed by a sem conductor circuit

°bt$’cffﬁ'ﬂ ngdtsh ARFIEATAP priyr ARFiGe 19 oBE9RpSSing of the
igocessing relating to a procedure using an integrated

appeteakian RIAFHISi ng: a routine for inputting an
operation describing program describing an operation
of Thehedapp| pratessingr ngthod usapg furtbernameprilse having the
operations for the integrated circuit, that is,

semipEidict@Y NANBite Jadrdie (b \haVidignait IRARONARIISRling job
instructing data indicating correspondence between

exed@Pici |d¥liéfz.0dﬁﬂ:d1%%wb.ﬁg hReopARti 621 LRBCRELS 388 T plurality

operating the integrated circuit and the operation

of §BESEL LR %Poé@besﬂpfr@f | Gl %&ﬂfﬁ?%% and status
data showing the state of progress of execution of the plurality
6f jobs, select the job to be executed next based on the status
data and the processing order data of the job management data,
execute the selected job, and update the status data of the
selected job management data in accordance with the execution of
that job.

Also disclosed herein is a semiconductor circuit for running
an application program for performing processing relat:i.hg to a
pProcedure using an integrated circuit, comprising a storage
circuit for storing correspondencg instructing data indicating -

correspondence between operation codes used for the application

Program to operate the integrated circuit



to the operation nanes described in the operation

describing program and a routine for using the

obt ai ned operation codes to define processing of the
application program Also disclosed herein is a data
processing nethod performed by a sem conductor

circuit executing an applicatilén program conpri sing
the steps of: protecting each of a plurality of

and Priagiedn grdulgs f gpatRgi bAS, apphd €atiON RBLAGLRRLAY Rames, an

firewal| allocated to the progran1nodyle in advance
intdPrdcd! UEy, tyiﬂ%utéiﬁfwalalns' , gﬁ&kélfféﬁng eskr98588) program
nodul e linked with firewall identification

aestELSLIR! LAR T80 AR 44 "L AT RIR Lol LOSOLEY Wbl the

gram ul'e;” and executi e progr

di tional th i strat bei f .. Th
opefRTETy GRS oMbt fod SRASPUr (FTELrpPCee Rt the

al | owin ata transfer_.or data,view ng anong a ) )
oPeRR AR ‘?‘i/g%-“r CHTRSFRANHTRUIEs tP@gP?Fégé'a%i %ﬂ'&ﬁs vigferibed in
the same firewal|l identification information and,
the o dHRYR | nGPEERELIPRanHTICEIPENT or PHRFEAD| elthg ¥ABHEng  the
a plurality of program nodul es registered |inked with

corxgspendence | irskructiguntdsta andusingr ke i optaimrd operation
data processing nethod may further conprise the steps

codes : to edefirer | tle Pyweeg=dmaonodulthel apphérakinkeprogtdm.
downl oad key information to be Used when downl oadi ng
t heher dgrtemfaedu|may r @Aputhetit spdeatiohh@lescribing program
sem conductor circuit to the sem conductor circuit

desé@bibindiehee Cppertdtich depnithrd Lesiesdtidd pBegPaRJi@ding the
nodul e, using the downl oad key information registered

opet& P46 Mirhdls . the program nodule to judge if downl oad
i s possible and

The control circuit may obtain the operation codes
corresponding to the operation names described in the input
operation describing program by viewing the correspondence
instructing data.

The control circuit may use the obtained operation codes to
define the processing of the application program.

Also disclosed herein is a program to be executed by a
semiconductor circuit running an application program for
rerforming processing relating to a procedure using an integrated
circuit, comprising: a routine for inputting an operation
describing program describing an operation of the application

program using



downl oadi ng the program nodul e when judgi ng that

downl oad is possible. Disclosed hereinis a

sem conductor circuit for running an application

program protecting each of a plurality of program

nmodul es forming the applicatjon programby a firewal

all ocated to each programmbdule in advance in a

plurality of firewalls, registering a program nodul e
namksnkefl wopbratiensl | fodenthéi Cahtagratdd Or 8BE¢WIE f Orthat is,

identifying the firewall allocated to the program

opePRLULR, natidls £ Gt tithd P RAGWARGTRAH-8sp8AMEAEENBhs tructing
on the registration being perforned. D sclosed herein

dathS iAdRCAGLAR (AR PeRdnRd Weﬁveé?%f@@gt‘f&‘?r codes used by
circuit for - 18 executing an appl I cation program

theCAPPiishBfoR pPYGLAE £OF ﬁég%gﬂi afll?té) r ed circuit and

plurality of ‘program nodufl’ I catron

p Lrewal | _.al t.ed to e
the ng%gq%'gxag\%ﬁ%e%n of?q;p urg'll_'h?y %?r? rP &8 a°°rre5p°nd"ng
ut|nefo sterl amrmdulellnkede
to t"q"r ewa Fra n?l ﬁgs?’ﬁ%?araﬁnonu?%r PEFHECP ﬁescrlb"ng
the fire aIIocat d to the ogram nodul e, and a
Proglt| B o ERBELS n§°¥ =178 gFa Bt aRA RERRA il codes to
on the regi! stratl on bei ng performed. Disclosed herein
define PEREE HT S a¥donoPREETRY - a
sem conduct or ci rcw t for executing an application

prdtpaniiserynd sherpiheistapdabé : procepsintenieyhod performed

executing a plurality of application prograns
by @ osewiedniyctorewsitanitr egiketeting ian agpdieetion program,

condition for allow ng conmunication between the
comprising the steps of: protecting each of a plurality of
program modules forming the application program by a firewall
allocated to the program module in advance in a plurality of
firewalls, registering a program module linked with firewall
identification information for identifying the firewall allocated
to the program module, and executing the program module
conditional on the registration béing performed.

The data processing method may further comprise a step of

allowing data transfer or data viewing among a plurality of

pProgram modules registered 1linked with the same firewall

identification information and prohibiting data transfer



appl i cation prograns perfornmed through the firewalls,
judging if a conmunication request satisfies the
regi stered condition when an application program
generates a request for comunication with another
application program and executing comruni cation
bet ween the applicati oh ¥t dgrams in accordance with
the ::conmuni cati on request when judging that it

or &&td SHiRfirnd antgy H Y1 a00RY biEOBrobhan! ASQE1 HST Lidk stered
is a sem conductor circuit which independently

1inleS@ G @5 B MRl 184 rShwadRPliliedti Rcd i oR! PRES Ration .
protected by firewalls, registers in advance a

CoONghLi 9 ¢af Q- o3lelsQULR0 CQATN g&g; Lfg%@%&mceo?ngﬁ%ﬁ the steps

appl i1 cation prograns “perfornmne gh the Trreéewa

oz SRR SRR, oot a2 LTS ovmtons vy

) ener ates a request for communication with another
infR TSR i th Profrath whre dosnderadirgnthifi RdggEm module from

between the application progranms in accordance wth

the ﬁ@téaﬁﬁumfca'sﬁ%n sepdgesduciRen Jireiity thatthet semiconductor
satisfies the registered condition. The sem conduct or

cireuit yand maheam degresidaind ya edmouicada regluersdl | t \aof the program
application prograns protected by firewalls. The

modisky] ocnichyr thhie cowtlichdTkey 2HESHRA LI 6n atgiEtered linked with
condition for allow ng conmunication between the

the apPtofdn Onod1RYr B PRIdgY Meck t MRhabdd e fd r edibie and

The sem conductor circuit nmay judge if a communi cation

dowd ESitEiig S ehbSThRyde ﬁsahiaernﬁ%ncogdhémg YHER ABownload is
application programgenerates a regueSt Tor
poséEﬂEEU“ cation with another application program

Disclosed herein is a semiconductor circuit for running an
application program, protecting each of a plurality of program
modules forming the application program by a firewall allocated
to each program module in advance in a plurality of firewalls,
registering a program module linked with firewall identification
information for identifying the firewall allocated to the program
module, and executing the program module conditional on the
registration being performed.

Disclosed herein :i.s_ a program to be executed by a

semiconductor circuit for



The sem conductor circuit may execute communi cation
bet ween the application prograns in accordance wth
the comunication request when judging that it
satisfies the registered condition. Disclosed herein
Is a programfor making a sem conductor circuit
execute a routine - 20 for ~i A8ependently executing a
plurality of application prograns protected by
exedh VR |  AgUldaA8 IOl prRghrShe! | EGm%BiQﬂHQnCQ outine for
condition for allow ng conmunication between the

pro@@@il:ir@t L9Bh £ gé ?‘g‘iu!i}is?&% n%‘%m;ﬁ%g t Hgdﬁiégr@olrﬁi’ing the

a routine for judging a co cation reques

[ sfles registered condition en_a
2 E B PLAED P dGrsBy By (o o FPRRa117 ot hOF R to ecach progrem
communi catjion wW.th anot her_ applicatjion prqogram and a
modylS the FERRSR IR My BEBTAIARLaPForf TR 1 he Zoutine for
application prograns in accordance with the ) . .
regiy T &t | BRCFER R W nt iR ngl Hihatirewakt | dfenkification
the registered condition. Disclosed hereinis a data
infermpleion fpmeidantifiying dtheafizewrddnaliconted b theprogram
a sem conductor storage apparatus accessible by the
modebej coAddct @ Cfoutine dofwit oadseaupingr acher upricygram module
the sem conductor circuit, conprising the steps of:
condibidithl eh StHE eaitfllstireition Beihghpee£arfmelt war e
structure conprised of a plurality of |ayers and

hayi $éh sk | 1ack 51 WAt Eaty PiddLAdi ) Kdhod performed by a
i nformati on corresponding to each |ayer able to be

semn‘.’é%éyrt I'Le.i.m&o%lfm @k %iugg.\%ht ' a.ﬂav‘ja liggtion program,
~sem conductor circuit verlfy owll oad sighature

comf.;:g']{g{z?g'a t 'LIQQ g%@séato d iir:luzlependently executing a plurality of
application programs protected by firewalls, “registering in
advance a condition for allowing communication between the
application programs performed through the firewalls, judging if
a communication request satisfies the registeredcondition when
an application program generates a request for communication with
another application program, and executing communication between
the application programs in accordance with the .communication
raquest when judging that it satisfies tl"xe registered céndition.

Disclosed herein is a semiconductor circuit which

independently executes a plurality of application



accordance with a downl oad request using the downl oad
signature verification key information when receiving
t he downl oad request, and having the sem conduct or
apparatus 21 allow the issuer of the downl oad request
to downl oad a program of a |ayer corresponding to the
downl oad signature verificati &® -key information used
for that verification conditional on the downl oad

proékgﬂétﬂEStéEEQ&ﬂ%§'fEEéWHﬂML"%H& iR 1;h§dgghée a condition

proceSS|ng met hod may further conprise a steps of

ha¥i5]8w %Q&H&AE&HP& ag&’e%?éte ﬁ{h‘”e Pplidar gﬁﬁt Chrograms

°Tkey on correéespon Syef

t 0 be. down aded be on havi n
Pergaf”ﬁsﬁt | ?% FPBR o ortie ey oAl ol " Solmini cation

request to the sem conductor CIrCUIt and _having the
requefheMAtdSTiES s aegisteEed hgonditicn mheperarkepPplication
information to generate the downl oad signature
Proghfyr ngenerabee 2 r areaest hfioowemopwdicagagpyurwith another
information to the sem conductor circuit. The data
apppigstisnngpregiad, nend urddssruteonprhoesauaishepenof between the
_ havi ng an aut henti cati on apparatus store
applileatibhcptbgrams N radddrinrie Withs @leC @danth2tation request
circuit and having the authentication apparatus

wheRN§hMEinySehibeit dadid#ad 10 AHialdoBoRd: RE8AD
text using the access master key 1nformation to

ge@ﬁéatseﬂeﬁehaaétaﬁst§ir5&yt %naihaageaée¢§fy tddlcute a

downl oad nmaster key infornmation t0 generate t
'pluggm@Lgagf gﬁgfféé%loﬂrgégéggﬂén%roteé%ed by firewalls.

The semiconductor circuit may register in advance a
condition for allowing communication between the application
programs performed through the firewalls.

The semiconductor circuit may Jjudge if a communication
request satisfies the registered condition when an application
program dgenerates a request for communication with another
application program.

The semiconductor circuit may execute communication
between the application prog?ams in accordance with tﬁe
communication request when Jjudging that it satisfies the
registered condition.

Disclosed herein is a pxograﬁ for making a semiconductor

circuit execute a routine



Di scl osed herein is a sem conductor circuit having a
software structure conprised of a plurality of

| ayers, wherein the sem conductor circuit is able to
vi ew downl oad signature verification key information
corresponding to each layer, verifies downl oad
signature information generaté® im accordance with a
downl oad request using the downl oad signature

for VEAHEPERUE DLy KE¥e bREDAGBAI 1 uMAAR Lie R \Hﬂfiﬂ.l%atlon programs
downl oad request, and allows the issuer

Mc@agyr %ﬂ%@ﬁ&lig dawil Qad A PESPT @gb:f?été"rir?é{ €in advance a

corresponding to the downl oad signaturée verification

con&:.eélz..oﬂ n g%r'mkﬂgw!ﬂﬁ%d é&xfm&:@éaé’fc!d f lb%@:“egﬂ t'ghé haatppl:l.cat:l.on

sem conduct or circurt or sem conduct or st 0

rcui t cessib by .t h sem conduct or C|r
Progiifi (PRAETTR HeTohh §%a ERSRERAVE: *PFSiEd faoﬁ—’c’r judging
bei n jtimate. The sem conductor circuit of t
Rat ‘F\g‘%‘ﬁ'g'c atjon hESAPRFEN 50 SHiRsn Flé%er“’ﬁﬂf'rﬁtﬁreg condition
downl oad request, may verify the downl oad signa
when #n, 3Rk iGe F%F@HaEOEP€§ﬁéﬁ&Fn§ redeest fefovFruspication
request using downl oad signature verification key
with hpppivher o RPPiieaddonc dprRrEtaR, chpduia reyting oforheexecuting
i ssuer of the download request to downl oad a program
commyinicdticy hehwesnpdhei appltike tdonnboadranyg nm taecordance with
verification key information used for that
the veomiucdtathoto tdmptessenwbendupidyimgy r €hat drt asatisfies the
sem conductor storage circuit accessible by the
regiera ol ddetdirci®nr.cuit condi ti onal on the downl oad -
23 - signature information being legitimate.

Disclosed herein is a data processing method by which a

if

semiconductor ecircuit or a semiconductor storage apparatus

‘accessible by the semiconductor circuit downloads a program

running in the semiconductor circuit, comprising the steps of:
having the semiconductor circuit have a software structure
comprised of a plurality of layers and having download signature
verification key information corresponding to each layer able to
be viewed by the semiconductor circuit, having the semiconductor
circuit verify downlocad signature information ¢generated in
accordance with a download request using the download signature
verificatioﬁ key information when receiving +the download

request, and having the semiconductor apparatus



Di scl osed herein is an authenticati on apparatus used
for . authenticati on when downl oadi ng a program runni ng
in a semconductor circuit to a sem conductor circuit
having a software structure conprised of a plurality
of layers or a sem conductor storage apparatus
accessi ble by that seniconduac®dr~ circuit, storing
access naster key information corresponding to a

alldwyehet 9s¥hibeh ot RO MRl Cledniede HoWabaadedd a program
bel ongs, transmtting the downl oad request to the

of éeﬁhQQBd%EQ_[esﬁBh&%&’ toa%&%&&&yvﬁ s%.f?q%ﬁ:ﬁaf@st;ﬁification

key Tnformation to géenerate the oad signature
key! 9.}@‘5 &:ana%%eadr apé:{:n tti'xla 9 tehraffi%%WOoad r‘f’cli.:lg@fgzya[f on the
Information to the sem conductor circuit. e

t hent.i cation apparatus nmay transmt. the downl oad
S e LS T
aut henti cation apparatus may use access naster key
i RSt it AW RHSIh e M faprgiery qemprise ‘a steps of:
i nformati on. The authentication apparatus may transmt
havipg dewnl Yehentipatiae arPensdusonstoreheaccess master key
sem conductor circuit. Disclosed herein is a program
infpymhbienecorrespyndingetpcandayeor toi wbdich la\pmgram allowed
software structure conprised of a plurality of

to |y edswnToaped Sbedords,a Haotiriheth®r avkhehyibgtion apparatus
downl oad signature information generated in

trad6ROEdanEe dbivhloaad9waladd RIUS JRBRINERIINGiS¥Ht, and
a downl oad request using the downl oad signature

haviﬁgi %@atéﬂéﬁ%cajtq%%r %aﬁ:&ﬁ & rﬁ?é'po?gl:ggsl & ker key
in"the plurality of layers, and a routine for

infglcing%&g tl:ge gie%SeLf{:%rteOftﬁeh edggn clagé‘ds:ri.e la'{ tc’:}:et cJ').nfozrn'tation and

transmit that download signature information to the

semiconductor circuit.

The data processing method may further comprise a steps of:
having an authentication apparatus store identification
information of the semiconductor circuit and having the
authentication apparatus ancrypt use the identification
information as plain text wusing the access master key
information to generate download master k.ey information and use

that download master key information to generate the download

signature information.



downl oad a program of a layer corresponding to the

downl oad signature verification key information used

for that verification to that sem conductor circuit

or a sem conductor storage circuit accessible by the

sem conductor circuit conditional on the downl oad

signature information being &% ti nate. Di scl osed

herein is a sem conductor circuit having a data
Dis¢leERS Shagethl GlH  a andmddoadudRbl/ QiRMIiPr H&ﬁfﬁé Nd software

circuit, wherein the data processing circuit inputs
stradeu It Rbnpriade Wdf 22 RUs-a8itydecel §188brs, wherein the

sem conductor circuit through the data i nput/output
senfEQCRRSIYW CLifdiiy apgd tgﬁlgat ol NRHLLP UL RN Sd CUWignature

encrypts data input fromthe data processing circuit

j £ d re ] data_| engt hs.and qut put.s
ver:it.ﬁlecés%.réeét ﬁ?ﬂe ggﬁg%gfgn coagfasgona.tfagf ] Q:o ackl)lus layer,

Ecrypts a rnpu om t K€

d s t to th dat a. [ ircuit,
ST R WA -

..the bus in units of mnunber of data _input/output . )
with 3 ot AP BT Wher EorRiopdsshPRRiuEt Yerification
bus is Nb and _the data |l ength is Nc and the small est
key pfrniisg whsp Feseivdnrg psdpymlogd ypguest, and allows the
~sem conductor circuit may input and output data with a
issypp okt Sheledevnipedssatuenatiuteodownicadt at brogyhmt od a layer
data input/output processing circuit. The data
coryegrandiuicput tei r dinet ndgwrelhmad/pt sippatiate | weatifibatdon key
the data processing circuit in units of predeterm ned
infakatzcidrengskd afelr ozt Svebefseaeisdn tde Rhat Tdémiconductor
data input/output circuit may decrypt data input from
circuit or a semiconductor storage circuit accessible by the
semiconductor circuit conditional on the download signature
information being legitimate.

The semiconductor circuit of the 14th aspect of the
in_vention + wWhen receiving a download request, may verify the
download signal information generated corresponding to that
download request using download signature verification key
information.

The semiconductor circuit may allow the issuer of the
download request to download a program of a layer corresponding
the download signature verification key information used for that
verificaticon to that semiconductor circuit or a semiconductor

storage circuit accessible by the semiconductor «circuit

conditional on the download



the bus and outputs it to the data processing circuit.
The data input/output apparatus nay perform data
i nput/out put transactions through the outside bus in
units of m nunber of data input/output transactions
when Nc/ Nb=n where the bus width of the bus is Nb and
the data length is He and t ie23sal | est whol e nunber
of n or nore is m The data input/output circuit, when
sigagtess | igf ermBeivre Mediief Aedbitdmade .Circuit based on a
first address input from the data processing circuit,
NEyi $6Iveéd hbeelihr Sis addr efstHdh i caX8N lapPlslF £68s SAsed for
as to access the sem conductor storage circuit in
auth@htSc2fidd OF @liBndl RESmIbAMIHY 1he Al Norighing in &
stored and wuses that second address’to access the
semPESHGHD 1 043 SLR{ 2985 ? " sGhi S ductdl @ éf‘fcg{}iﬁ: having a
aspect, there 1s provided a data processing nethod
r semi.cond or_gcircuit when_accessi.ng a
SOfg‘g%%onguc{or‘&?t o?gégrﬁlg%éui \Aﬁenpgugg%%nfuct JAyers or a
-semfcizér‘f ‘Lttgnd gai desaem' conéjuctor storage circuit are,
EORNERT B ¢ FFOTRAT SRRAT2 T4 AR YD R IR nfbepnductor
._conprisjng the steps of: encrypting data to be .
c"rW;{'T‘Ir)t FET TR AFERT TETHRE KV LHEGBALLPRUFPEFRSRARYARg to a
of predeterm ned data | engths and outputting the sane
layesn &0 dwhagl YedXAstuamy aadavwpdpuko f kem sevalpadedadeplongs,
perform ng data input/output transactions through
transmitbirg | theanfewndtad meabest ¢ ddien semiddmebiqiwir circuit,
transacti ons when Nc/ Nbo=n where the bus wdth of said
and hysing Nbhatnd aseedsdatsssteangkayi sifivoraadibhe tsmaehesate the
whol e nunber of n or nore is m wherein, when
downbs®d Sisignature information and transmitting that download

rsignature information to the semiconductor circuit.

The authentication apparatus may transmit the download
request to the semiconductor circuit.

The authentication apparatus may use access master key
information to generate download signature information.

The authentication apparatus may transmit the download

signature information to the semiconductor circuit.

Disclosed herein is a program to be executed by a
semiconductor circuit having a software structure comprised of a

Plurality of layers, comprising



a sem conductor storage circuit through said bus based
on a first address input fromsaid data processing
circuit, said first address is converted to a second
address, and the second address is used to access
said sem conductor storage circuit in units of the
storage areas in which the dat2# of Nc is stored,
wherein said step of converting said first address to

a réﬁkgné efQ:P dv@ﬁﬁfﬁﬁg S60RIL38S sf’.‘gﬁg@lﬁ’ré’ finformation generated

scranbl i ng. Al di sCl osed herein”is a data processing
COHP Ing ge Cer stori.n
o HEHES IR A G it ven o

tation .circuit for cce the st orage ci
dowg Rl ReFuEP hindifieg ofie | PRERLAD 35.19@#%& exididition xey

instructions and data of the _pluralit ranms to
infrmatien (e HISATHSSRPIGANG 0dPIRE, 18 ﬁne?:mgltyz% layers,
switching circuit interposed between the transm ssion
and| apngouhine t fior sablewing | ¥eei isseer sof tthy) déwnload request to
transm ssion line and the storage circuit to one of a
dowgbpmidcta opreguam afd di skaywwecicoomespbatindpased thea download
control signal, a connection control circuit for
sigaebteratvai Picatith Gt Aofckn@tdbnl QEe@0Bbt Othd P B€tification
the transm ssion line and the storage circuit to one

to Bhaf SERVESAGOPLSE abfraihe & S§OBARFELAMMSEAM SsBMSEEL circuit
on access range defining data defining an address

accéé‘é‘ﬂ?lé n ﬂ?e tﬁ'lepr %gog'ﬁ’&ctto@bl %J..tl‘.‘gu?ﬁe ?ur aF:gof{\Qil on the

ecorrputatlon clrcult 1's executing t |tyo
dowg%gga L Pend QL= L AC 18P B g m;ﬁ.@ﬁegf ans,
ess orage crrcurt =f
tiop ci rCUI t i ssues an access
sc osed herein is semiconductor circuit having a data

processing circuit and data input/output processing circuit,
wherein the data processing circuit inputs and outputs data with
a bus outside of that semiconductor circuit through the data
input/output processing c¢ircuit, and the data input/output
circuit encrypts data input from the data processing circuit in
units of predetermined data lengths and outputs the same to the
bus, decrypts data input from the bus and outputs the same to the
data processing circuit, and performs data input/output
transactions through the bus in units of m nmumber of data
input/output transactions when Nc¢/Nb=n where the bus width of the
bus is Nb and the data length is N¢ and the smallest whole number

of n or more is m.



request, and executing programinstructing information
which which programin a plurality of prograns the
computation circuit 1is executing, and an input/output
interface circuit for inputting and outputting data
with the conputation circuit through the transm ssion
line and inputting and out put#bng data with the
out si de of that data processing apparatus. The data
pﬁﬂﬁ§S§é£$béH&EE@5NSciréﬁfée&@%l¥n£9€ GRAANBEELAR data with a
control circuit nmay generate the control signa
bus | BULEGAHANI I $8le UG ARTLES O?i%égﬁ}:]ang?%&?gh the data
storage circuit 1 n a connection state en e
. ss .in . the st.orage circuit for which the
1“P§§Z§ﬁﬁ%ﬁ?(ﬁ¥?ﬁﬁﬁﬁh39'%@%ﬁ%@gan access request is inside
t he adgress,ran%9 correqundin%rto a %éo ran1bein%. .
ex W1 ARBUS/ BYPHE ST Bfe RFTF hothat gata input
and generates the control signal indicating to set _
from heher dAkR| BEPERSFLRE SATCPAE dPomRdds GfF REqdeipmpined data
di sconnection state when it is not inside that
lengiehl and ratigaits the samso t@i $heobud- herein is a
sem conductor circuit for executing a program
coffinel slaty alrdputsfoutyarts néisdwit | mae, dacrgpdr dg¢a input from
circuit for storing instructions or data for executing
the thes i) fABpwR sC AT Hoa tthen daithCpikbeé 85 ing ek twpt based
on the instructions read through the first
tresm SEQ) | iReufd/eudhe Shepadtes CUhdy 2 péFSdrm  data
connection switching circuit for setting t%e first
inpﬁifﬂﬁ%ﬂéé'EE&AéJE%f%?LFiﬁ&éﬁéﬁf¥5é06££§&& 'ﬂugngnotngts of m
connection state and di sconnéction state based on a
numﬂéfS&fCSQEQOEnPﬁkzgégpu% %%%%QQcEQQHSC%hgﬁ ﬁ@/k%ghn%here the

circurt or se
bus width of the bus is Nb and the data length is He and the
smallest whole number gf n or more is m.

The data input/output_ circuit, when accessing a
semiconductor storage circuit based on a first address input from
the data processing circuit, may convert the first address to a
second address so as to access the semiconductor storage circuit
in units of storage areas in which the data of Nc is stored and

uses that second address to access the semiconductor storage



second transm ssion |line outside of that sem conduct or
circuit and the first transmssion line in one of a
connection state and disconnection state based on a
second control signal, and a connection contro
circuit for outputting the second control signa
i nstructing disconnection to t2® second connection
switching circuit when outputting the first contro
cirsiigRal instructing connection to the first connection
switching circuit and outputting the second contro
sigpal_ i ti ne n .
comhcs | BabEld, %%n%"% FEbLEE ash BEERENS dasa procsssing
LSt ¢C troI sjgnal instructin dlsconnectlo
mEtI.‘o?stp il %ﬁ s%m F@ﬁ’t‘ﬁa éFFgSFt SRR ﬁan ddtessing a
connectlon swtching - circuit may be connected
semiGPBAYRtPhe SSOFEHE t‘f’aﬁ%’rﬁ“ss‘t‘%ﬁ“l PreSeteopdiiieggerircuit and
_apparatus at the outside of the sem conductor circuit.
saidy srmigerdyrporatitorager eircuidadyre reenagtashsthirangh a bus,
the storage circuit, the connection control circuit
saigpdagat prreceseing methoohtgwipsisgingl thist steps ngf: encrypting
connection to the first connection switching circuit
datantdoobépwt sttde HeCcodiit cosiiddnduidtpinlstioralgeuetirBgit in units
di sconnection to the second connection swtching

of Preldtermingd (if€d 038AgHERE Clahd So PSR GRNJUEL Okame to said
CIrCUIt for executlng a program conprising an

bus$Nd, C&é/'@ét ' Qﬂpﬁ{:r ‘?E‘:Hotn sg:ﬂi ﬁhgr ' G rﬁéyfgﬁﬁng data

i nstruc |ons or data of the program encryptlng dat a

:an{élg(&giéé& lﬂ%ﬁggggﬂggng %C?%?fxrggig' ?3?1' oq_ n:t.ts of m number

sem con Cclirculi orage

r n
of D& at:l.%%htao%tput transactions when Nc/Nb=n where the bus

width of said bus is Nb and said data length is Nc and the
smallest wheole number of n or more is m, wherein, when accessing
a semiconductor storage circuit through said bus based on a first
address input from said data processing circuit, said first
address is converted to a second address, and the second address
is used to access said semiconductor storage circuit in units of
the storage areas in which the data of Nc is stored, wherein said
step of converting said first address to said second address
comprises a step of scrambling.Also disclosed herein is a data
processing apparatus comprising a storage circuit for storing
instructions and data of a plurality of programs, a computation
circuit for accessing the storage circuit through a transmission
line and using the instructions and data of the plurality of

programs to execute the plurality of programs, a connection



decrypting encrypted instructions or data i nput
through the first transmssion |[ine fromthe storage
apparatus, a conmputation circuit for performng
conmput ation using the decrypted instructions or data,
a selection circuit for selecting whether to allow
communi cation between a second transm ssion |ine
outside of the sem conduct#8&iTcuit and the
conputation circuit based on a control signal, and a
switching| qinaniitt inferxnasnd t bagweent the setachiizsion line and
circuit ;the control signal for instructing to
thedissaidage corouibt cEbroksettithg beheeerahbmisefondline and the
transm ssion |ine and the conputation circuit while
stokhgeC @IRthAR Ofo COREUbE a5 RMHALI N PEDELSEhAYAESEBEnection
instructions or data of the program D sclosed herein

stakd BafalidoR! RCESSEASH APRAM AL USy CUHNd i 20onttBh288rcuit for
circuit for storing in predetermned storage areas a

geng#35§#§ty of application programs each conprised of a

plural'ty of data nodul es including processing
routi ne data describing processing routines for
communi cating with an integrated circuit to provide a
service and storing nmanagenent data showi ng |inked
together a data nodule, first key data used for using
anot her data nodule in processing according to that
data nodul e, and second key data used for
transferring data with the integrated circuit in
processing according to that data nodule and a
sem conductor circuit perform ng processing relating
to a service based on a data nodul es, view ng the
managenent data in that processing, using the first
key data corresponding to that data




nodul e to use anot her data nodul e, and using the
second key data corresponding to that data nodule to
transfer data with the integrated circuit. The
"storage circuit my store as a data nodul e at | east
one of |og data of processi n% performed perforned
using the data nodule, progr#&h data 31 showing a
routine for registering the data nodule in a storage

theaé@@tr@lOgiéﬂ&ﬂanrSBBWEﬂglatboggﬂniﬂéntfgﬂéﬂﬂéglon line and
registration of the data nodule fromthe storage

the 8l 8Rorafd PrAFATLdal@, SBAW NQA TOULLBRLEQE GET T BidGe  ana
the stofage area for storing the application program

' ' | t t . I s
s 00 EPGE S M AGF LD 00 B 0 R S

S conductor .circuit _ uses the mana n ata to .
an SERCATREL 18 B8 2 ohR0R, SORAUAG SBLS | hp b addessed while
th predet rgi ned data.nodul e and the first kez dat a
© CEPPERBMITAG REPAE dhcr CRHtinpabhe BIFFasity( Rf Programs
other data nodule fromthe predeterm ned data nodul e
for izaghy ¥k ethf L UERHEY | PhBTHFITRr G AIBPIIGTF §he storage
. key data matching. Disclosed herein is a data
cirghide e S0 g e FRo dt R er @pRPutation c oriceetidr &FpugPt 4mr access
communi cating with an integrated circuit may perform
requRdtesandy esepunbinde program cdnstausftdng dnfaermatibom which
storage circuit, conprising the steps of: , when the
which rogeron ronid plurasityn f ooed@erand cths t esmmetofieat circuit
a plurality of application prograns each conprised of
is exquuttialg ! \andfanddnpurydulpati AakddEAge PEDESSSE Nfor inputting

routi ne data descri bing
and outputting data with the computation circuit through the
transmission line and inputting and outputting data with the
outside cof that data processing apparatus.

The data processing apparatus , preferably the connection
control circuit may generate the control signal indicating to set
the transmission line and the storage circuit in a connection
state when the address in the storage circuit for which the
computation circuit issues an access request is inside the
address range corresponding to a program being executed defined
by the access range defining data and generates the control
signal indicating to set the transmission line and the storage

circuit in a disconnection state when it is not inside that

address range.



processing routines for conmmunicating w th an
integrated circuit to providing a service and stores
managenent data showi ng |inked together a data
nodul e, first key data used - 32 - for using another
data nodule in processing in accordance with that
data nodul e, and second key data used for transferring
data with the integrated ciccggt—-in processing
according to that data nodule, having the
semi conductor circuit performprocessing relating to
a Meti E3sdesedn hareidat dodul esemigpriduptide circuit for
sem conductor circuit view the managenent data in the
exegtyiqes sanPragdtam . ngompribéngera/i €eérand wsmdnhiesdiiarst l1ine, a
key data corresponding to a data nodule to use
stomsd heirclaita fodulstordmd hinetigiddi®onss adi CAALHCERNr executing
circuit use the second key data corresponding to the

the dat progeahf hNcBhpaeseiBs tekahiRdrbe LPera®iNyCeal@d on the
transfer data with the integrated circuit. Di Scl osed

instRIARdnsS Fedd OThATUER . Qﬁee?ﬁh%@dtMnﬁui T, £ OpglCt t%'i:om the

circuit for conmunicating with an Integrate circu

.f. prQc LRg .f yidin ervices_an .
st o ST o 15LR0CLAL LY O SREN “rAI r soreans
thev%gggéhg st or age cb{puit stores in gredeternined_
Storage areas B urdts 13701 TAPpPFFeRRIDNCHFOYt hntn one of a
each conprised of a plurality of data nodul es

- ConNSTALRR FEAFoBSs Al §oPBRerhicHathatRdeaTed mp @ first control

__processing routines for communicating with an
signad.eghat B8CME c omnecdipnoy ubtching casiravd tst §pgs setting a
managenent data showi ng |inked together a data
secargliuteansnisiideylilné a ouded deoroflisthgt asemiebndubtor circuit
data nodule in processing according to that data
and k| B rsncbransmission line in one of a connection state and
disconnection state based on a second control signal, and a
connection control circuit for outputting the second control
signal instructing disconnection to Vthe second connection
switching circuit when outputting the first control signal
instructing connection to the first connection switching circuit
and outputting the second control signal instructing connection
to the second connection switching circuit when outputting the
first control signal instructing disconnection to the first

connection switching circuit.

The second connection switching



second key data used for transfer of data with the -

33 integrated circuit in processing according to that

data nodule, a routine for perform ng processing

relating to the service based on the data nodule, a

routine for view ng the managenent data in processing
relating to the service and"uéPng the first key data
corresponding to that data nodule to use the other

cirdifittd maPBd ot ied GHASRH Whdl Sdbid S8 MIG % line to

data corresponding to that data nodule in processing

a strcﬁ:laajel Rppaathe atehueC8utilikansf the I8dmi ¥bddadtiy circuit.

integrated circuit. According to exanple enbodiments,

| tyH@RY Phe P t&tli%n pé:@.’étg:.eta %Q[i@ pir?%i{l%ns from the

met hod, sem conductor circult, program

sto:leaé{' Céf‘Pé :Yt pe 8r @o%r oc%%.%'nn%o %ro&czgggp& 3 m?._\é output the

e nu pr oCeSSI Ng reques
Ie enbodi nent s, ossi bl e provi de.a )
£izsh ata 6P85223|5bg%% hoﬁnsggﬁ?gbﬂ ucF8PRer %ﬂ? ggnd%h first
rodram enabl | ng a user to produce and custon1ze an
c°m§a§ﬁ%1°6’at FUf'rtcle"ggr afF Bt he ARtk ouEPHESexERE e3PFRR] heontrol

server wthout informng the user of highly
Signadnf | TREHETRGEING or FBEFORRe M di ¥R t&hexaﬁﬁlcend connection
enbodi nents, it nmay be possible to provide a data
Wiﬁﬂh&aassﬁ#guﬁﬁbhod, sem conductor circuit, and program
able to prevent each - 34 application programfrom
b&lsy | rlilsmdeced byheamdipherisap@ | caniconducigramadlrenit for
running a plurality of application prograns on the
execiiiihgs @it ikt Orcdiigiliiing an encryption/decryption circuit

.for storing encrypted instructions or data of the program,

encrypting data to be output through a first transmission 1line
outside of that semiconductor circuit to a storage apparatus, and
decrypting encrypted instructions or data input through the first
transmission 1line from the storage apparatus, a computation
circuit for performing computation using the decrypted
instructions or data, a selection circuit for selecting whether
to allow communication between a second transmission line outside
of the semiconductor circuit and the computation circﬁit based on
a control signal, and a control circuit for outputting toc the
selection circuit ;the control signal for instructing to disallow

communication



According to exanple enbodi nents, it may be possible
to provide a data processing nethod, sem conductor
circuit, and program nmade in consideration of the
above explained prior art and allow ng the transfer
of data anong application prograns in accordance wth
need whil e preventing each angiCation program from
being illicitly tanpered with, nonitored, etc. by a
betwsai the SSOONE! tPMMMTAE i) DIl ad WIed EoHPLEEFon circuit
plurality of application prograns on the sane
whiB&MtHNdEehBhtaEL{SN toi ARY diBY ﬁ&f&%@e processing using
enbodi nents, it nmay be possible to provide a data

: @5gﬁg§% Jreihad, 1.C r circuit,

s aut hent |é3§ai%| on apggfg:tw&s?gg’#% program able to restrict
t he, nt ent. of .access to.a sem conductor circuit of a. .
s et LA B R R PERCFRE PR P SH £} (rfpTieing a
t o _exanpl e . enbodi nents, it may be possible to provide

storagenicd ﬁb‘ﬂr%t o?o°’&i FEGFERIn - RaPreFeseERirRg Miqrswe areas a
able to maintain the confidentiality of data even )

plungldty r ohsAPPLLIARELIPR gREGIEBNE | Garhi sompaigefePfieen plurality
the sem conductor circuit and sem conductor storage

of @ateyi roduiesghingluskingr nakobessingcaralitiget odekanplescribing
enbodi nents, it nmay be - 35 possible to provide a

Procisssiny acasisinegs afypareaimsaraidetirgy wisints nidteyrated circuit
confidentiality of instructions and data between

to PEOGLdEBaVBERvEXECHhHNG tdrRhY’ Mdrnayetlon® GAtAshowing linked
According to exanpl e enbodi nents, it may be possible

togdtheP! ViddR a2 riIAIPNAELCE OF f:leg(c Wde A0l Sod 0£boP LW3fg another
the confidentiality of the program execut ed.

data module in processing according to that data module, and
"second key data used for transferring data with the in.tegrated
circuit in processing according to that data module and a
-semiconductor circuit performing processing relating to a service
based on a data modules, viewing the management data in that
processing, using the first key data corresponding to that data
module to use another data module, and using the second key data
corresponding to that data module to transfer data with the
integrated circuit.

The storage circuit may store as a data module at least one

of log data of processing performed performed using the data

module, program data



According to exanple enbodi nents, it may be possible
to provide a data processing apparatus, nethod, and
program able to inprove the security of an
application programrunning on a server when
providing a service using an | C or other integrated
circuit. BRI EF DESCRI PTION OF3¥HE DRAWNGS FIG 1 is a
view of the overall configuration of a comrunication
shovﬁi}é QN fu tihel HRA IRl tQfr il dMeLMte MWAWRAL QB a2 storage
Fl 2 is a view for explaining the software
onf. i . ' ) ' . ElLG.: .
arefQTIG (Blte Ui L o B dpeihy Fegisfration
in F | S j fqQr_explainin
of EROTRA: didyle Fhbh Mid Bl el Firerem data
s‘hcmEi_InG a5 i]:%u%.}/ljae ofrordegfl aljlni % inftorrmti on stored ir,l: i
an s ext &rnalRems’y OF tHe SAM GnittoFRGmn 355 £°r storing
th FIG..6 is a view for explaining service definition
© @FREC3FAPR BR8FF™n FIG 5. 36 FIG 7 is a view for
expl aining the processing in a SAM chip using the
séﬁ\ﬁ%é’%%ﬁmgorm AFECTRARCAN € r pPPLhY¥ gk module may
shown in FIG S. FIG 8 is a view for expl aining
be exniaweds bysadspmigonguster peipeelt anfhe| @migegnduetor circuit
functional block diagramof the SAM chip shown in
uses-|ihe Imanagement data to obtain first key data corresponding

to the predetermined data module and the first key data
corresponding to the other data module and uses the other data
module .from the predetermined data module being executed
conditional on the obtained two first key data matching.
Disclosed herein is a data processing method whereby a
semiconductor c¢ircuit for communicating with an integrated
circuit may perform processing to provide a service transfers
data with a storage circuit, comprising the steps of: , when the
storage circuit stores in predetermined storage areas a
plurality of application programs each comprised of a plurality
of data modules including processing routine data describing
processing routines for communicating with an integrated circuit
to providing a service and stores management data showing 1inked_

together a data module, first key data used



FIG 10 is a view for explaining. the data stored in
a storage unit shown in FIG 9. 10 FIG 11 is a view.
for explaining the format of 1C card entity data
generated by the SAMchip. FIG 12 is a state
transition chart of the IC card entity data shown in
FIG 11. FIG 13 is a view foB2expl aining a processing
routine 15 of an IC card procedure nmanagenent task

for UMY | Indtier 18ataFhiBauid i ap:‘:’é@é\égﬂ{g exRl acRbRHance with
the overall operation of the comunication system

[ I | i : >)
eneS IR NG, dndGock iaan I 9 NSy daa

I nLFEIG 1. 20 FIG. 16.i.s.a view for._explaini,n
£h .
with b Tcharaten Giatot i Redhesd :re Aarroniosh that data
& hi p. hFI G 17.is a functignal block di agram show ng )
modu} o 8¥&BP1 | EBR| ySERLCPRARETOR HFRitr RIFFIAM PFogessing
shown in FIG 9. 25 FIG 18 is a view for explaining
relalingheko nfdeseivice Pazpd op tihe Siakahmedules, llaying the
a view of the overall configuration of the
senicompygitont camcyyjst avewl the owipedement dhthhdnprtbsepirocessing
invention. 5 FIG 20 is a view for explaining the
relasdhibwiee theo ricryuice! ank afsel heSANret keyh@ata orr@sponding
19. FIG 21 is a functional block diagramof an |IC of
to &h@&ata module to use another data module, and having the
semiconductor circuit use the second key data corresponding to
the data module in processing relating to the service to transfer
data with the integrated circuit.

Disclesed herein is a program to be executed by a
semiconductor . circuit for communicating with an integrated
circuit to perform processing for providing services and
transferring data with a storage circuit, comprising, when the
‘storage circuit stores in predetermined storage areas a
- plurality of application programs each comprised of a plurality
of data modules including processing routine data describing
processing routines for communicating with an integrated circuit
to provide services and stores management data showing linked
together a data module, first key data used for using another

the data module in processing according to that data module, and

second key data used for transfer of data with the



IC card shown in FIG 19. FIG 22 is a view for

explaining information stored 10 in the storage unit

shown in FIG 21. FIG 23 is a view for expl aining an
external menory of the SAMunit shown in FIG 109.

FIG 24 is a view for explaining the format of nodul e
management data shown in FIG3237 15 FIG 25 is a

functional bl ock diagramof the SAM chip shown in

FIG 1. FIG 26 is a view for explaining tasks

integradere dipcuitthelriChRbr sdmeging &tdcording Ft& tRIti dada module,

flow chart for explaining the operation 20 for

a rdowshheadfdr erdRiiiiedt | ProPséOHSH R IelBding pesSAR service
conputer to an external nmenory shown in FIG 19. FIG

basedB dif Bhél awtshabhuhel, eXplAItINY £He 9Pk Ahy OBhe Ofhanagement
the SAM chi p executing an application program shown in

data HL= :}gcegéir_% Gre?.gt.{ﬁ atxi .%Wef eﬁ?&meai%ﬂc{]gltlémg the first

operation during 38 - eXecution of an application

r I i.s,a yiew f.or _explaining the eral
key (@%%%a?{g 6'}?% s?f’ r%%ggcgr?m\%la\gaf’f‘&ﬁ‘ 5\%&%‘% OV i %}/‘?I gther data
dué_9. FIG .31 is a functional block diagramshow ng nore
MOl ho FYt cafl y THEF et FBR bIPRY of TPfe SREPEfli p key data

shown in FIG 25. FIG 32 is a view for expl aining
- correspeRdingp e Jihakglata module in processing relating to the

service to transfer data with the integrated circuit.

According to ekample embodiments, it may be possible to
provide a data processing method, semiconductor circuit, and
program able to efficiently perform processing in accordance
with a large number of processing requests.

According to example embodiments, it may be possible to
provide a data processing method, semiconductor circuit; and
program enabling a user. to produce and customize an application
- program of the user to be executed by the server without
informing the user of highly confidential information.

According to example embodiments, it may be possible to
provide a data processing method, semiconductor circuit, and

program able to prevent each



of the SAMchip. FIG 33 is a view of the overall
configuration of the 10 communication system of an
enbodi ment of the present invention. FIG 34 is a
view for explaining the software configuration of the
SAM chip shown in FIG 33. FIG 35 is a functional

bl ock di agram of an | C of t fie3415 1 C card shown in
FIG 33. FIG 36 is a view for explaining the

35. FIG 37 is a view of the external nmenory of the

proguA whiid Miihithdg M RblaraBi t@0cE! SopBBcifidn V%E&?__I‘:&Es on the

expl ai ning AP sel ection data shown in FIG 3

same3 Bl cdn¥Wo b0k XL @i Ning inter-AP comruni cati on
data shown in FIG 37. FIG 40 is a functional bl ock

gllq%rsﬂa?ce‘lfngtw é%%?al ning t cﬁ:g\'g'ks EQeEI‘f’(‘ﬁ% bigh%g%ﬁ?le to

pro k@wn, |rh4:d Péﬁlgce I?{‘FM | 4 Vi ew £ for ggg{:allﬁg? q(ulq: and

I
unctlons enen proce33|ﬁ§

F FIG 43 flQw chart )

_ng 9 Mt T nepridetather o (e ihee aelained prior are
ni cation task shovvn in FIG 41. FIG 44 is a view

and mgal'lm%gtlfar@sﬁqﬁ f afa among application programs in

aqcord.ance with ne.ed while preventing each application program
from being illicitly tampered with, monitored, etc. by a user of
another application program when running a plurality of
application programs on the same semiconductor circuit.

According to example embodiments, it may be possible to
provide a data processing method, semiconductor circuit,
authentication apparatus, and program able tc restrict the
content of access to a semiconductor circuit of a server etc. in
accordance with its right.

According to example embodiments, it may be possible to
provide a semiconductor circuit and data processing method able
to maintain the confidentiality of data even when transmitting
highly confidential data between the semiconductor circuit and
. semiconductor storage circuit through an external bus.

According to example embodiments, it may be



conmuni cation task shown in FIG 41 FIG 45 is a view

for explaining, the overall operation 10 of the

comuni cation systemshown in FIG 33. FIG 46 is a

functional bl ock di agram showi ng nore specifically

the function bl ocks of the SAM chip shown in FIG 40.

FIG 47 is a view for expl arn?Ag-anot her node of use

15 of the SAMchip. FIG 48 is a view of the overall
pos<ibifé gurat ippovdidet ha  QEBAINPERICeeBiAYSt @fpREadlis able to

enbodi nent of the present invention. FIG 49 is a

mairnvt£it f Ohe exphi8eRPid ey ObEVaIR trdt§8RLT Al 4L Obetween
the SAM chip showmn in FIG 48. FIG 50 is a

proditied v ebﬂe%lﬁiﬂhaﬂrﬁﬂh9£1§9yaaf herdd.cald on unit of

a business using the application programshown in

Fl @;cc%&diﬁbe toglei\cha?]}lgi %\Mlnfo(a'im%ﬁ@lsei ry.ﬁgrvr%{}e rl}:f%régég{]ble to

of the 257 nutual enticatlion uni't 's [

40 _ FI ' view for explaini the function
p_"ﬂo‘%fodet he adow%eg'g'éobraggiezggi ngczuﬁ?'tughom%?ﬂfqn %G sprove the
con&cfintSSialii a _fun gi onal bl ock di ag%am of an

ATHemodaYi 6F GRPt PEPIRR PSRRI E Yevel oper of a

handl er .5 layer shown in FIG 48. FIG 54 is a view

f oPSERFAAPH] RNt FEPCLIeES /. dblinM8¥gPe possible to

. processi ng unit shown in FIG 53.
provide a data processing apparatus, method, and program able

to improve the security of an application program running on a
server when providing a service using an IC or other integrated
circuit.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a view of the overall configuration of a
communication system of an embodiment of the present invention.

FIG. 2 is a view for explaining the software configuration
of a SAM chip shown in FIG,-l.

FIG. 3 is a functional block diagram of an IC of an IC card
shown in FIG. 1.

FIG. 4 is a view for explaining information stored in a
storage unit shown in FIG. 3.

FIG. 5 is a view for explaining information stored in an
external memory of the SAM unit shown in FIG. 1.

FIG. 6 is a view for explaining service definition table

data shown in FIG. 5.
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FIG 55 is a functional block diagram of the

aut hentication unit of the manager of the SAM chip

shown 10 in FIG 48. FIG 56 is a view for explaining

the function of the download,processing unit shown in

FIG 55. FIG 57 is a view fo? expl ai ni ng t he exter nal
menory of the SAMunit shown in FIG 48. 15 FIG 58

is a fuhE€i ohalsbhovkedi fgraexpfllatindnGAMRhiHrocd¥Bihg in a
in FIG 48. FIG 59 is a flow chart for explaining the
opiMathim udirg diielseadiite AFARRIiGA! itaB1e 8EEAMALOMR ript
a personal - conputer to an external nenory shown in
btogfsm 2RothGinberss & view for explaining

processing for a transaction using an |IC card of the

conmuni i ste shown in FIG .48. FIG 61 is a, .
functi oﬁngaf' g?o%{ Adi g}g?gmggﬁoﬁfﬁgaﬁﬁfgg §B§'E'iaﬁdé‘alqsfd in a
t erfu ction bl ocks of the SAM chip shown in 25 FIG

PR PTRIEME2 is a view for explai ning anot her
mode of use of the SAMchip. FIG 63 is a view for .
expl ai Ay P gt ifomdtoiondl bl ahimmtantoHntisy SAMN chip
shown in FIG 48. 5 FIG 64 is a view of the overall
chwwiguiatF o6, of . t he comuni cation system of an
enbodi nent of the present invention..

FIG. 10 is a view for explaining the data stored in

'~ a storage unit shown in FIG. 9.

FIG. 11 is a view for explaining the format of IC card
entity data geherated by the SAM chip.

FIG. 12 is a state transition chart of the IC card

~entity data shown in FIG. 11,

FIG. 13 is a view for explaining a processing routine
of an IC card procedure management task shown in FIG. 10.
FIG. 14 is a yieW'for-explaining the overall operation

of the commuhidation.system shown in FIG. 1.
' fIG. 15 is a view for explaining the overall operation

of the communication system shown in FIG. 1.

FIG. 16 is a view for explaining communication protocol

between an IC card and SAM chip.

FIG. 17 is a functional block diagram showing more

- specifically the function blocks of the SAM chip shown in

25

FIG. 9.

FIG. 18 is a view for explaining another mode of use
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FIG 65 is a view for explaining the software

configuration of the SAMchip shown in FIG 64. 10

FIG 66 is a view for explaining the external nenory

of the SAM unit shown in FIG _64. FIG 67 is a

functional bl ock di agram of “tRE SAM chi p shown in

FIG 64. FIG 68 is a view for explaining the relation

befweba SAM hdpGPU, bus scranble unit, and external

menory shown in FIG 66. FIG 69 is a view for

expl ai NFRG.t e bsldi asiew RACeheDBl LR 1t BEnERHLRAion of the

external. nenory shown in FIG 68. FIG 70 i§ a

foodhhanah thbac lkyd f S e unit

shown in FI G 67.}!@;’% @1%“5%2&\%%% °2§S*rrf§% Rt
j ation of the external nenory by the bus

;%?%gn%?gséhit shown in FIG 67. FIG 72 is a flow

chart ol; (tr,he 8peration shown in FIG 25 71.. 42 FIG °

73 is a ¥rewrPofSeRpViprHi fgraerpiaisgagatihen sof tuane

external nenory by the bus scranble unit shown in FIG

genfiguragionsof thewSéMachipf shieemoper &tTiGan 1shown in

FIG 5 73. FIG 75 is a view for explaining switch

proces¥E¥g. X is sCfamioltdokay bloaksaiafRhd K8Yan IC of the

managenent unit shown

IC card shown in FIG. 19.

- FIG. 22 is a view for explaining information stored
in the storage unit shown in FIG. 21.

FIG. 23 is a view for explaining an external memnory

of the SAM unit ghown in FIG. 19!

FIG. 24 is a view for expiaining the format of module
management data shown in FIG. 23.

FIG. 25 is a functional block diagram of tﬁe SAM chip
shown in fIG. 1.

FIG. 26 is a view fﬁr explaining tasks executed by
the CPU shown in FIG. 25.

FIG. 27 iéra flow chart for explaining the opération

for downloading an application program from the personal

_computer to an external memory shown in FIG. 19.

FIG. 28 is a flow chart for explaining the operation

of the SAM chip executing an application program shown in

. FIG. 19.

FIG. 29 is a view for explaining the operation during
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~in FIG 70. FIG 76 is a view for explaining switch

processing 10 of a scranble key in a scranble key
managenent unit showmn in FIG 70. FIG 77 is a view
for explaining switch timng a scranble key in the
scranbl e key managenent unit Shown in FIG 70. 15
FIG 78 is a view for explaining swtch timng of a
se¥FamBriorepfi ant BpPddcartision lpeyogrenmgenent unit shown
in- FIG 70. FIG 79 is a view for explaining pipeline
process¥hg. Iy iz pipbbw P AGASTINIGE Rk SlredBii operation
shown in FIG 70. 20 FIG 80 is a view for expl aining
i eerabhmApeEatiel s sihs EHHINIGAER tem
Shown T PimARELALION Sysiclf SHIM i I W
di agra oW 10; e L fica the.function bl ocks
of the "SI chi S RBEEhhai bybcks Suntan, Showing more
V| | aj.pi ng _anot her de of use - 43 - of the °
SR Lo P s "FuRBRR OR: bl pifo HheyiShlt Ahist shown in
%&Euter used in electronic settlenent formng a

tetPart of the present invention. 5 FIG 84 is a
view for explaining the software structure of a
conput ¢ Gf 32 Gs 83 vdrew Howerhgdiaminglfaddthdy asld of use
i nventi on.
of the SAM chip.

FIG. 33 is a view of the overall configuration of the

~ communication system of an embodiment of the present

invention.

FIG. 34 is a view for explaining the software
configuration of the SAM chip shown in FIG. 33.

FIG. 35 is a functional block diagram of an IC of the
IC cérd éhown in FIG. 33.

FIG. 36'is a view' for explaining the information stored
in the storage unit shown in FIG. 35.

FIG.l37 is a view of the external memory of the SAM
unit shown in FIG. 33.

FIG. 38 is a view for explaining AP selection data
shown in FIG. 37.

FIG. 39 is a vigw for explaining inter-AP communication
data showp in FIG. 37. |

FIG. 40 is a functional block diagram of the SAM chip

shown in FIG. 33.
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FIG 85 is a view for explaining the types of IC cards
handl ed by the conmputer shown in FIG 83. 10 FIG 86
is a view for explaining the storage state of the
msrmry shown in FIG 83 before witing. FIG 87 is a
view for explaining the store? e state of the nmenory

.shown in FIG 83 after witing. FIG 88 is a view for

expl ai HIGg #ie isomar asipondRic exdhieingcrasbe executed by
application progranms and types of |1C cards shown in

Ehe o1 sHowa 89 Frga adew of the configuration of a
computer according to an enbodi ment of the present

t 9 at | on of
;”JV Coghen 308 PR SR 4IRS £E the

f t f fetch d t t
Skl R B ing, (ARK, #%%p”ﬁgﬁé'n[f“'

fetch access_range _defining data shown in FIG 91. 25°

Fl G o81Fs 43\1ew dilawchinthEor ARpdaining ghieopragessing
defining data shown in FIG 91. FIG 94 is a view of '
efie thenfngerafiPorogimue ireed orf Utkgsienghart Clih t FREOWAL L N

FIG 90. FIG 95 is a view for explaining read access

range FSGdedidniBgadataws Fown é:df:l@:.ﬁ:.n%“ tHd Gnbrlsnid

view for explaining read inter-AP call” relation .

 E6ihBh8a¥2bA TAGW shibwh Tn ¥he. 41

FIG. 45 is a view for explaining.the overall operation
of the communication system shown in FIG. 33.

FIG. 46 is a functional block diagram showing more
épecifically the function blocks of the SAM chip shown in
FIG. 40. |

FIG. 47 is a view for explaining another mode of use

of the SAM chip.

FIG. 48 is a view of the overall configuration of the
éommuniqation system of an embodiment of the present
invention.

FIG. 49 is a view forrexplaining the software
configuration of the SAM-chip shown in FIG. 48.
| FIG. 50 is a functional block diagram of an
authentication unit of a business using the application
prﬁgram shown in FIG. 48.

FIG. 51 is a view for explaining the function of the

mutual authentication unit shown in FIG. 50.
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FIG 97 is a view of the configuration of a wite

“judgnent circuit shown in FIG 90. 10 FIG 98 is a

view for explaining wite access range defining data
shown in FIG 97. FIG 99 is %dvi ew for explaining

wite inter-AP call relatiof%etini ng data shown in

FIG 97. FIG 100 is a view for explaining another

enbodi FEG. 5B5 iaf at vdewr €oaniexplwdntingn thel GunktlidnS of the
vi ew for expl ai ni ng anot her enbodi mrent of the present
doweilldad priddassdildy ivnft VERYGRS ih hBTg§ONEHgur ati on of

a sem conductor chip of a first enbodi nent of the

presengyg20 gian\wenty %ngé&n%f%)ié?l?odni%\é%mﬁgof an

expl ai ning the software conflgura

i conduct.ar_chip. sho in G 102. FIG 104 is_ a
SHERERL SRIBOR M e %o%?%ﬂ?ﬁ%i %ﬁv'aoaeﬁrsﬁr npandler
podul e shown in FIG 102. 25 FIG 105 is a view of the':
La¥ergFhemo A FEE 438 seni conduct or chip of a second
enbodi nent of the present . invention. FIG 106 is a
view f BiGexpHlaimi agviike fomf egplatindng theafpnediam of the
nodul e shown in FIG 105. 5 FIG 107 is a view for

- dsphdbadnproke ssiing einENEBE On BIE, degryption

performed by the encryption/decryption circuit shown
In Fl Grd0558n4 5P lEhA3lohal block diagram of the

authentication unit of the manager of the SAM chip shown

in FIG. 48.

FIG. 56 is a viey for explaining the function of the
dowpload procesSing‘unit shown in FIG. 55.

FIG. 57 is a view for explaining the external memory
of.the SAM unit shown iﬂ FIG. 48.

FIG. 58 is a functional block diagram of the SAM chip
shown in FIG. 48.

FIG. 59 is a'flow chart for explaining the operation
for downl&ading an application program from a personal
computer to an external memory shown in FIG. 48.

FIG. 60 is a view for egplaininé procesging for a
transaction using an IC card of the communication system.
shown in FIG. 48.

FIG. 61 is a functional block diagram showing more
specifically the function blocks of tﬁe SAM chip shown in

FIG. 58.
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FIG 108 is a view for explaining key information

table held by the encryption/decryption circuit shown

in FIG 105. 10 FIG 109 is a view of the overall
configuration of a conmmuni ca‘fison system of the

present enbodinent. FIG 110 a view for explaining
another SAM chip which the SAN chip shown in FIG 109
comuniBE@ esbiih.a Hemr £l dxgplmdniiany faiotthdd AIUNBE use
anot her SAM chip 15 which the SAM chip shown in FIG

O tlosmsmMcshes. Wi th. FIG 112 is a functional block

di agram.of an IC card shown in FIG 109. FIG 113 is

| LG 1
Lo EOLI ) S8 e BN SR ! BBl By chidon or

R lodesr R R N AL B AR 5

extern menory shown in FIG. 109. FIG 116 is a view '

for %lI:ﬁ ni ‘énaaHbFY’c‘a?Né#P ey reanfiutatien of the

FI G 115 - 46 FIG 117 is a view for explaining the
rgicatiieoon agipt temtoHrmel enbodidentt dPEtREOPResBnt

FIG 116. FIG 118 is a view for explaining the

pnveatdsiong of the SAM chip shown in FIG 109. 5 FIG

119 is a view for explaining the conmands used in an

II ﬁ car s d-z?rlJere%t QN JMRGIRr FUPUL BEAA Rl PHRYT S03 SHoNN
configuration of the SAM chip shown in FIG. 64.

FIG. 66 is a view for explaining the external memory
of the SAM unit shown in FIG. 64.

FIG. 67 is a functional block diagram of the SAM chip
shown in FIG. 64. |

FIG. 68 is a view for explainingtthe relation between

the CPU, bus scrambLe unit, and external memory shown in

FIG. 66.

FIG. 69 is a view for explaining the address space
between the CPU and external memory shown in FIé. 68.

FIG. 70 is a funqtional block diagram of the bus
scramble unit shown in FIG. 67.

FIG. 71 is a view for explaihing a write operation
of'the external memory by the bus sqramble unit shown in
FIG. €7.

FIG. 72 is a flow chart of the operation shown in FIG.

71.
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FIG 120 is a view for explaining the AP managenent
storage area shown in FIG 115. 10 FIG 121 is a view

for explaining the AP managenent table data shown in

FIG 120. FIG 122 is a vi ewfs expl ai ni ng the SAM

ID. FIG 123 is a view for alningthe APP t abl e

data shown in FIG 120. 15 FIG 124 is functi onal

bl ock EE@r df3 ofs taheriSAM i pexpshoimindg £lx¥ead Qpeddfion of
125 is a. view for explaining tasks, programs, and

diied etipdnthl MmdhCrFaiPrdhs NS sdrafhia Wit HEn 18P rFic.
is a view for explaining the format of the 20 IC card
gtity data 73-x. FIG 127 is a view for explaining

the state transition of the entity status data shown
in Fl Gpgl26 4FL |safo art. of the

processﬁ% perf"gr?re %, PR3k ‘t\% E:E‘Fd°5?5€§ﬂﬁ?e5h°wn in FIG.
%nagement task. 25 FIG 129 is a view for explaining *
t'he processi ng which 47 the SAM chi p perfornms when
accessi ng processing or data defined by other

appl i c&dtn ™ dreet atva OE éxplhainingnseitehtpracessing
routi ne defined by application elenment data APE when
efeauticugmbleotkey bi ep $IdafblEl ey lm8nagefibft 439t Shown
a view for-explaining the processing whic t he SAM

gl preer f;r s when accessi ng processing or data

defined by other application elenent data APE in

accord@&&? 76 is a view for explaining switch ?rocessing‘
of a scramble key in a scrawble key management unit shown
in FIG. 70, |

FIG. 77 is a view for explaining switch tlmlng of a

scramble key in the scramble key management unit shown in

"FIG. 70.

FIG. 78 is a view for explaining switch timing of a
scramble key in the scramble key management unit shown in
FIG. 70,

FIG. 79 is a view for explaining pipeline processing
by a pipeline processing control unit shown in FIG.-TO.

FIG. 80 is ajview'for explaining the overall operation
of the communication system shown in FIG. 64.

FIG. 81 is a functional b;ock diagram showing more
specifically the function blocks of the SAM chip shown in
FIG. 67.

FIG. 82 is a view for explaining another mode of use
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with a routine defined by application el enent data APE
when executing a job at step ST4 of FIG 128. 10 FIG

131 is a view for explaining the overall operation of

the conmuni cation systemshown in FIG 109. FIG 132

is a viewfor explaining the d¥erall operation of the
communi cation systemshown in FIG 109. FIG 133 is a
wiEWwHersaiptRipi ng the prior art. 15 BEST MODE FCR

WORKI NG THE | NVENTI ON Next, enbodi ments of the present

| nvent igf Widd 0 a%&ﬂﬁgag bilolR! ALS0Een 8 t;ecomputer

attachedq draw ngs. First resen

: f an enbodi nt cor espondi n O to
FIER Bl d e L e T e O RN, e fotad art of the

view of the overall configuration of a comunication
Rraaap ’cﬂ"?'h'%l?ﬂ‘esent enbodi rent. As shown in FIG

1, the conmunication system1 uses a server 2, IC

card 3FI&ar 84riendeviari for ekplpdmsonpthecnmpftwisire 22 ycture

"ASP (application service provider) server 6, and SAM

43 a seayneteap Bt GPIE ONS BD&kH €an UBbodih8neO B RheAtR-esent
through the Internet 10 and perform settl enent

ANYeRSidH] Or processing for other procedures using
the ICcard 3 (integrated circuit of the present

iaﬂ\éegt EX%) cﬁg 19(serﬁegongaﬁcfﬁpigﬁggﬂakﬁén?% r%é&ﬁ cards
k‘nﬁ%ﬂ“ og%y 3:“_‘ The SAM cﬁléohc?m?afnt heGsoftvvar e

FIG. 86 is a view for explaining thg storage state
of the memory sﬁowulin FIG. 83 befdre writing.

FIG. 87 is a view for explaining the storage state
of the memory shown in FIG. 83 after wfiting.

FIG. 88 is a view for explaining the correspondence
between the application.érograha and Eypes of IC cards s#own'

in FIG. 84.

"FIG. 89 is a view of the configurétion of a computer

according to an embodiment of the present invention.

FIG. 90 is a view of the configuration of a judgment
circuit shown in FIG. 89.

FIG. 91 is a viéw of the configuration of a fetch
judgment circuit shown in FIG. 90.

_FIG. 92 is a view for expiaining fetch access range
defining data shown in FIG. 91.

FIG. 93 is a view of fetch inter-AP call relation
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in FIG 2. As showmn in FIG 2, the SAM chip 8 has,
froma bottom 10 |ayer toward a top |layer, an HW
(hardware) |ayer, OS layer, |ower handler |ayer,

hi gher handl er |ayer, and AP | ayer. :The | ower handl er
| ayer includes a driver | ay“er4.4 Here, .the AP | ayer
i'ncludes application prograns AP 1, AP 2, and AP -3

diefflimingy ple£dsticwn | oh p8€. 0b1the I C card 15 3 by
credit card conpani es or other businesses 151. 15L2,

and 15g¢esha i L3 ev- o:é' Rta&% céﬁ?f%&%%&iélg o'tEha read

application progranms AP 1
Y&k ol €5 RF de between  themwith

?‘ ?{gﬁfﬁ,{{af}%‘ﬁé%@ e ap 1:[')ca%‘llébn rogram AP -1 is
def i neg, ?:y ?é ater explained service definition table
dat a. (E6FresPorderft F16%hHI% @FRipntng peadapacsesi pange
program (operation describing program) 21_1 stored in*

éi@f‘-@lgnéf atipeghrgwiy imMHBIGppP4 cation program AP -2 s
deflned by a later 25 explained service definition
t abl e BaGa @®0uirse s oridan B>l exp Nsidig | fgadloi Mte2O0RP call
and script program (operation describing program 21
BesSheiod darlife Myl sHBAP #h FIc Thegapplication
program AP -3 is defined by a | ater explained service

definig{gn bagb a s onde instructin
data) 203" and é‘%r %pﬁﬁ%%é\%i%op%%ralgo% atddt (9hipgirite
in the external nmenory 7. The SAM

, %S%mﬁm: %%%ﬁ?fté' EF Py FRyF L5 - Sé’é‘ port, the

FIG. 98 is a vxew for explalnlng write access range
defining data shown in FIG. 97,

FIG. 99 is a view for explaining write inter-AP call

- relation defining data shown in FIG. 97.

FIG. 100 is a view for explaining another embodiment
of_theiﬁresént invention.

FIG. 101 is a view for explaining another embodiment
of the present invention.

FIG. 102 is a view of the configuration of a
semiconductor chip of a first eﬁbodiment of tﬁe présent
invention.

FIG. 103 is a view for explaining the software

configuration of the semiconductor chip shown in FIG. 102.

FIG. 104 is a view for explaining the configuration
of a program module shown in FIc. 102.

‘FIG. 105 is a view of the configuration of a
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Et hernet, etc. to the ASP server 6. The ASP server 6
is connected through the Internet 10 to a plurality
of term nal 10 apparatuses including a persona
conmputer 5 of the end user and personal conputers.
161, 162, and 163 of the busi*8esses 151, 15 2, and
15 3. The personal conputer 5, for exanple, is

semieonelictidy eiglp B | Alcdid terodSRPO &st Phd ;E}‘élpent
type card 15 reader/witer 4. The card reader/witer

Lagknzdenf Or exanple w rel ess comuni cation
corresponding to the physical level with the IC card

3. Ope i 0 I mrands t the I C card 3 and response
: packetgil ro%@théglé hE v 95’ g%ﬂfﬁ?ﬁﬁ igption

g 20 the SAM uni.t 9 si de. Therefore the card
? aaePFWFFf“E'rmﬁ dule shen danBiG%r 5 .and ASP server 6

i nt erposed between themonly act to store the
comanBi3Corl ¢'k4dgon ¥d evofer eucpilaindate thayobid o}fOsEﬂid:ﬁfpt:Lon
and relay the sane. They are not involved in

amdr gpcryptiondperfpiined bl dilede g@%ﬂdﬂ¥ﬂéé¥¥ﬁf¥5n
ca -

and ot her actual operations in the | rd 3

diecnft SSReknCOAPETE! S1881aniboa Q&.{éh 3 can downl oad
the later explained script progran1 e SAM ch|p 8

tOCUSﬁ&”&a"\gJ Bp) k&atd fogn
and AP 3 ? v? e £gad cﬂ’e %}ﬂ)%yl W ﬁ‘\“a'il%‘l‘i"ahle
& & gned. | C. Car FIG 3 is a functional
5 OCEj%dI ésr%?r? ‘éﬁof‘ %ﬁ tion circuit shown in FIG. 105.
FIG. 109 is a view of the overall configuration of
a communication system of the present emﬁodiment.
FIG. 110 is a view for explaining another SAM chip
which the SAM chip shown in FIG. 109 communicates with.

FIG. 111 is a view for explaining another SAM chip

- which the SAM chip shown in FIG. 109 communicates with.

- FIG. 112 is a functional block diagram of an IC card
shown in FIG. 109.
FIaG. 1;3'13 a view for explaining the memory shown
in FIG. 112,

FIG. 114 is a view for explaining the software

- _structure of the SAM chip shown in FIG. 109.

FIG. 115 is a view for explaining the storage areas
of the external meﬁory shown in FIG. 109.
FIG. 116 is a view for explaining an application

program AP shown in FIG. 115.
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~the 20

3. 'As shown in FIG 3, the ICcard 3 has an IC
(integrated 10 circuit) 3a provided with a storage
unit 50 and processing unit 51. The storage unit 50,
as shown in FIG 4, has a storage area 551 used by a
credit card conpany or other 4Busi ness 151, a storage
area 55 2 used by a business 152, and a 15 storage

area 5p1d.used by & Qfli%'wn% 1a:. r%-%frthe RSl 2L % he

unit 50 stores key information “use Judg g the

t e tor area 55 1 ey,

?%?grixrifg:t?%% ug‘%gle%& ds Jying tsr%'é %8&51# H &0 the
storag and |nfornat|on used for j udgi ng

F1ge @%gr%ahﬁ f'aef% SRS 1R1BY $her RFemsAing of
553. That  key information is used for nutual
thensft ehipoghowandny FiLiGon 108/ decryption of dat a,
etc. Further, the storage unit 50 stores :
i dent i FT@at 159 isnaoviek dorokexpleinCngatiel commairls used
user of the IC card 3. 25 Next, the SAMunit 9 will

e £x Qi eefd | dpehed €idn ﬁcro[mml mbgdgfa:@shown

5is a view for explaining the data and programs
St oped. i 1 ghe external nenory 7 shown in FIG 1. As
shown in FIG 5, the external nenDry 7 stores service

5 defi é 6ab|e data 201 and g eration
Macr o connand terf pftpr ohPANFER abPlPﬁe gﬁsﬁﬁe?@“f@fme“t

Further t he external nenDrX 7 stores service
storage 'area shown in F .

FIG. 121 is a vieﬂ for explaining the AP management
table data shown in FIG. 120. |
FIG. 122 is a viewrfor explaining the SAM ID.

FIG. 123 is a view for explaining the APP table data
shown in FIG. 120.

FiG. 124 is functional block diagram of the SAM chip
shown in FIG. 109.

FIG. 125 is a view for egplaining tasks, programs,
and data stored in the memory shown in FIG. 124.

| FIG. 126 is a view for explaining the format of the

IC .card entity data 73 x.

FIG. 127 is a view for explaining the state transition

‘of the entity status data shown in FIG. 126.

FIG. 128 is a flow chart of the processing pérformed
by the IC card procedure management task.

FIG. 129 is a view for explaining the processing which
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definition table data 20_2 and I C card operati on nacro
command script program 212 of the business 152. 10
Further, the external nenory 7 stores service

definition table data 20_3 and I C card operati on nacro.
conmmand script program 213-oft7t he busi ness 15.3. The °
service definition table data 20 1, 20 2, and 20 3

khwe shive chape phordiins lﬁxézﬂjrééb%'ssigﬁre' nr.]lso e?l%ﬂﬁ or data

operation macro conmand script pr 2, and
; [ |. 0. conmon cro ., Further,
ta.%glgérayl e‘;écrg{&l: ﬁtﬁr%ln&t‘% Te Gata %%%ggggﬁ RS ance
nd, | C card. opeyration cro caommand script prograns
98¢0 14 “Siind ety B eppddtimd oro ebehert o8 tanAPRcvhen

ext er nal nenpr% 7. The scranbl ed data and prograns are
frecrEiDRTel 3PPt At SkRPCISTY 9Ff FIG.hd2f-esent

enbodi ment, the script progranms 21 1, 21_2, and 21_3

ar e .privteicddQdisng vihew pis expll adoimid €éhe pPScdbiing which
162,  and 163 shown in FIG 1 by the businesses 151. 52

B2, samMdcHip Jpapdoning when aaded siRGopadddi M idata |

8 to the external nmenory 7. Further, "the service

digfined I otddre afdhd 2Q ibn %geéxﬁtaagtggﬁﬁgg:ﬁn qfcordanc_e

produced by the manager of th unrt
R G Ehbtnl] B0ERIRAIY] APRIRGFRenceloneRt it iR AR phen
¢=.=-.t;'érjlebc|:uetidnagt 4 2joo' at step ST4 of FIG. 128. |
| FIG. 131 is a view for explaining the overall operation

of the communication system shown in FIG. 109.

FIG. 13? is a view for explaining the overall operation
of the communication system shown in FIG. 109,

FIG. 133 is a view for explaining the prior art.

BEST MODE FOR WORKING THE INVENTION

Next, embodiments of the present invention will be

explained with refe:_:ence to the attached drawings.

First Embodiment

The present embodiment is an embodiment corresponding
to the first to sixth aspects of the invention.

FIG. 1 is a view of the overall configuration of a
communication system 1 of the presént embodiment.

As shown in FIG. 1, the communication system 1 uses
a sarver 2-, IC card 3, card reader/writer 4, personal computer

5, ASP (application service provider) server 6, and SAM



As ' shown in FIG 6, the service definition table data

201 has entries of service type elenents (operation
nanes), 10 addresses, service nunbers (operation

codes), key version information, and key infornmation.

The "service type el enent" -shBws the nane assigned to
the service provided by the application programof the
hsetaess applicie ore my YRS 9BY detrfilhi

i dent i fi e%@lS vi emdh?arﬁggdng?ﬂf he ser(%/l CEHITRET Hhrough
the ' inC i cati,qn praogram of the

e, REUhe o dnd B3 e et s et i o

éPQ%Q%sisgnFlg‘ 6, sRc", "Rd", "WI", and "W" are used
SOFREIRAVIOE PiBETePERSSC rest usiagdhg &C card 3

gﬁ;i nition table data 20 1 corresponding to 20 the

FREEated ) cirguife ofr dbenpremiendi devventile) .C card

operation macro comand script program 211 define

servi céhe @ifdémnidodbhasngn expionsl nlemdfy Seavwdca §MMechip
el ements and reflects this into the |ater explained
(eminchduttéy dfkauiibobrMenadprBibntalidhentith)2s 0

be able to provide a service conbining services 53

- COrrespNgi it V] e_elenments.

For exanpl g,w ghgg%%a;g ?gﬁol}gﬁ?fﬁggges‘g%ﬁéégfgEl?ga%? prown

dpt@rdromnthe 1.C card 3 and a service for witing data

In the Server 2 can be defined in the IC card entity
data. .5 The service nunber in the service definition

t abl ePS45PLWR0in; EI1Gy dpethei MM cleprfhths o Sirnin ta bottom
the 1C card 3 and anal yzable by the .1C card 3 when

10 lgyepptpwagdyassepi tayer, an HW (hardware) layer, OS layer,

15

20

25

lower handler‘layex, higher handler layer, and AP layer.

The lower handler ia&er ihcludeg a driver 1ayer;

Here, the AP layer includes applicatio_n programs AP 1,
AP_2, and AP 3 defining procedures for use of the IC card
3 by credit card companies or other businesses 15 1, 152,
and 15_3 shown in FIG. 1.

In the AP layer, the application.prdgrams AP 1, AP 2,
and,APfB and the higher handler layer are provided between
them with firewalls FW.

The application program RP_1 is defined by a later
ekplained service definition table data (correspondence
instructing data) 20_1 and script program (operation
describing program) 21 1 stored in an external memory 7.

The application program AP 2 is defined by a later

.explained service definition table data {correspondence
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provi ded by the business 151. The "address" in the
service definition table data 10 20 1 indicates the

address at which data relating to a procedure
relating to the correspondi ng service type elenent is
stored. The "key version inféesmation” in the service
,definition table data 201 shows the version of the

inf.0 konused en _prqviding that service.
St LR 02002l e B i
201 is the key informati on used when providin
848 EInt R 05EARY 21, 3] Frora it Gt Exe AL RAEY 7.

accessing the 20 storage area 551 of the 1C 3a of the

| C cartPs IWphhcathon pprrgBanyAPn3 der defdned byi & dater
table data 201 is set. Further, in the service

il ainednsenviceddefiffionk épbilel datal | (@drysethoiiRihce
accessing the storage area 55 2 of the IC 3a is set.
Distoucheng datape26eBvaaa gekipit peRgrahl qopalratddm

54 key information used when accessing the Storage

cﬁé’ﬁi&:ﬁgﬁxg %r&éj‘ﬁaﬂlp 3# §Sg ESI:engﬁt- 'thgh gf%%r\%%&fj mbeénory 7.

operation macro conmard script program

expl aified.aps .t _progragm i S progr.am f or

defining the Hg‘ﬁﬁs%a’% ST Pt Eéfn]%'fr‘ﬁf’g‘ﬁu s POy, the
nning on the SAM. chip 8 and-the procedure of

F{t):r oecr&s ,ngeta:e.r f'f)?r?é‘be PReyyer 6. The ASP server 6 is

conneqted through the Internet 10 to a pluraiity of terminal
apparatuses including a personal computer 5 of the end usef '
and persona_l computers. 16_1, 16_2, and 16_3 of the businesses
15 1, 15_2, and 15_3.

The personal computer 5, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 4. The card reader/writer 4 realizes for

example wireless communication corrésponding to the physical
level with the IC card 3.

Operational commands to the IC card 3 and response
packets from the IC card 3 are generated and analyzed at
the SAM unit 9 s:i.-de.‘ Therefore, the card reader/writer 4,
personal computer 5, and ASP servér 6 interposed between
them only act to store the commands or response content in
data payload portions and relay the same. They are not
involved in encryption or decryption of data, authentication,

and other actual operations in the IC card 3.
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card 3 when executing that application program In the
present enbodi nent, as explained [ater, as shown 10
in FIG 7, the SAM chip 8 uses the service definition
table data 201 and script program 211 to generate IC
card entity tenplate data-3@P, -an i nput data bl ock 31
-Xl, output data block 32-x2, |og data bl ock 33-x3,
and comhel pler@ondaf idenpht F'e]e 4 he
procedure ?g ating to the &%albﬁsfi)'ngls%@{'mﬁiﬁé% ‘lg%n

Ao¥WnaWaldOkneXpL aLpi 1he,&qNTEN ﬁ%ﬁ%g%{ﬂ%ﬁﬁj the ﬁ&P‘ chip

descri bi,ng the 1 C card operation

rQqr =212, .and -213. I n the commands, commands
?o?‘gt %@%ﬁh]ic §i g)t%’@’w"i SHRICRE1en REQEFARSHAR |} stAP_2, and
%ﬁtger "S", while commands relating to operation of

e~I'C card 3 are given the first letter "C'. Further,
the second letter is selectively used in accordance
with tHexkppthe somponefdis ekewpl B FIG. BWwiildSberexplained.
setting declaration of the ICcard 3, it is "I", for a
servi céIR5Cayde3gl enent declaration, it is "S", for a
sinple read - 55 declaration fromthe IC card 3, it
is "Rigr&orzaisi Jp i desl.ak atyl. L C rd
3 e g e FantEa Rl BToR A aE bR a1 dara
gonputation definition, it is "F'. The commands used

for describing the script prograns 5 211, 212, and
conmand, SL

213 i I%%E,an.sc conmand, SO command, Sl

commart SBeYRI RS- s ARArERdcATS & basean IC (R ntegrated
command, and CW conmmand.

circuit) 3a provided with a storage unit 50 and processing

unit 51.

The storage unit 50, _aé shown in FIG. 4, has a storage
area 55_1 used by a credit card company orlother businesé
15 1, a storage area 55_2 used by a business 15 2, and a
storage area 55_3 used by a business 15_3. |

Further, the storage unit 50 stores key information

. used for judging the access right to the storage area 55 !1,

key information used for judging the aécess right to the
storage area 55 2, and key information used for judging the

access right to the storage area storage area 55 3. That

key information is used for mutual authentication,

encryption and decryption of data, etc.
Further, the storage unit 50 stores identification
information of the IC card 3 or the user of the IC card 3.

Next, the SAM unit 9 will be explained in detail.
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The SC command i s a command.decl aring the nunber of

t he maxi mum nunber of 1C card entity data which the
SAM chip 10 8 can process sinultaneously. For
exanpl e, when the SAM chip 8. can sinultaneously
process 1000 IC card entity d@&ta, "SC 1000" is
described. The SO command is a conmand for declaring

the da{exbepiklf REmbeyntng the output data bl ock 32x2
in which the 15 data read fromthe IC card 3 IS

st or edr8g0NY ig dAlRy, kflog'cgsct 1R50Yh t C% %mg/lpro rams

8 when perforn1ng processi ng u3|ng t

basgeds0 | ai ned | rd ent|t data. For
exaﬁ% egj]rl %%ega B‘F&S’Ifg 7 tsg‘ *y F%vilded,
20 mhg@ S r|n the data read fromthe IC card 3in

the ddtS SEMEckn F 16 ofy 1the exfersplipemonyd storeameniice

a command for declaring the data block for form ng:
‘F%l%bmn dbehle| daka320xl andwACc katride opeatatitom bmcro
witten in the ICcard 3 is stored anong the data 25
yeked psowipiedpragraa SAMLCBIED tBeWBas ipeisiso s Ag
processing - 56 wusing the IC card 3 based on the

| at er RlENeGHE ERésrn SNk t X
when the data bl ocks 1 t% 10 g%%ggrgvfgggeg %prgce

i t the,C
PO NS 40eR U2 080 1 LlFm epeRRiady Racto
s _.a command fo%tkgclarln the data block

C%orm ny %%"W%d%%?’é% Rk3thgrbusipedg LRe2log

Further, the external memory 7 stores service
definition table datz_:i 20 3 and.IC card operation macro
command script program 21 3 of the business 15 3.

The service definition table data 20 _1, 20 2, and 20_3
have fhe same format. |

Further, the IC card operation macro command script

programs 21 1, 21 2, and 21 3 are writtén using common MACro

. commands .

Further, the service definition table data 20 1, 20 2,
and 20_3 and IC card operation macro command script programs
21_1, 21 2, and 21 3 are scrambled to be stored in the
external memory 7. The scrambled data and programs are
descrambled at the SAM chip 8.

In the present embodiment, the script programs 21_1,

21 2, and 21_3 are produced using the personal computers

16_1, 16 2, and 16_3 shown in FIG. 1 by the businesses 15 1,
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data relating to an operation anong the data bl ocks
provided in the SAMchip 8 when perform ng processing
using the 1C 10 card 3 based on the later explained IC
card entity data. For exanple, when the data bl ocks 1
to 10 are provided, when sta?lng the log data in the
data block 4, "SL:4" is described. The SF command is
d5c8nmand fl6r 3pramd direg ddv Idaided Mhidwak €108 'g0g Lhep 8
conmput ation defining data block 34x4 describing the

tef thiet egtethallhtienRrgt 70N bet ween the service type
el ements relating to the IC card 3. The content of the

comput gk Reflef 4l 14.4ata QL‘?EFE'&?E 50T 38, 1, 20 2,

pre-processing I nformation

T nd d for decl h
2020 3G 1 RS P Yol By o SR upon

the business defined by the CI command

, Cfyin
thEbraCtife Feomathe ppeinaroeratint ofl S 1% @81 15 3.

card entity data. - 57 The CS command is a command

for deIGrihdssamilewdeouexpdpdninigothefl sarpiceadéfinition
of services to the IC.card 3 by «citing service type
wlehendstaT@ LS command can al so declare a function
defining processing anong service type elenents. 5

For e miHdwir tin S’Iﬁosﬁ' bi-g degLar
"CS:"Rc"+"W"+"WH'f It Bas%da% e‘%%% o 10? ??E}?Igata
P eRBEY LSS G vi ce type elements (operation names),
addresses, service_: numbers (operation codes), key version

information, and key information.

The "service type element" shows the name assigned

to the servj.ce provided by the‘application program of the

business 15 1. The service type element is an identifier
viewed instead of the service number of the service which
the application program of tﬁe business 15 1 caﬁ use.

In the present embodiment, as shown in FIG. 6, "Rc", l
"RAY, "Wd", and "Wc" 'are used as the servicé_ type elemeﬁts
of the sérvice definition table data 20_1 corresponding to
the business 15 1.

In the present embodiment, the IC card operation macro
command script program 21 1 define service content combining
a plurality of service type elements and reflects this into
the later explained IC card entity data.l {(job ma;ﬁagement data)

so as to be able to provide a service combining services
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~block to the |

el ement designating information of the IC card entity
data and processing order information are determ ned.
10 The CR conmand declares to store data read fromthe
IC card 3 in a designated data bl ock when the rel ation

~anpong service type el ements®3s not defined (when SF

conmand is not described). For exanple, when storing
therdapandiag ffood gl i hp SArsbAride tHdaL PallREK
1, "CR SO I|="Rc"" is descri égd. The Q/Vc\f')s?‘ﬁ'andfe ’
decl ar psrt Oxdhbi& doLash¥ed ) f:8;desi anat ed dat a .
B % card 3%8{? gﬁgg%g ggi%%ergr%ocng%or reading

[ y el nts. i.s not defined. For exanpl|e, .

B4 Eohl RECTE R & 41 (1 AN SED TR Wathing data in
%Ee— |C card 3, "CWSI:2="W"" is described. ,The CF

FnBREVEECParal bre definssd dox e &S Inand entity data.
conput ati on content spanning services. For exanple, :
when dERkerFerv§ceonpabari én thet eerviswadifinisaran cesble
in the SF data bl ock 1, "CF:.CES FUNC=SF:1" 25 is
detar20ecl. i58anfFoptitationad Songhdndl Hsled t@Sthe IC card
described in it, for exanple, 11"WC11=If ("W">10)

3 hard didlyzadidie WY ThE TH0 884 Whahdt pdPES | i
expresses the o\pt)%r ation 019 subtracti n% 1% ﬁgég?%gser‘uce
Headd ¥ engi Qi ng nunber of services W

1?&&';’6' argeryfhang%ﬁgﬁaég%d?ﬁga'a nunber of points
correslqloend,wgdéé)sg,% of t\:/E‘aas currul ative _points to W.

in service definition table data
2Q_1 indicates the address at which data relating to a
procedure relating to the corresponding servicé type eleinént
is stored.

The "key version information" in the service

. definition table data 20 1 shows the version of the key"

information used when providing that servicé;

The "key information" in the service definition table
data 20_1 is the key information used when providing that
service.

For example, key inforﬁation used when accessing the
storage area 55;1 of the IC 3a of the IC card 3 shown in
FIG. 3 by the service definition table data 20_1 is set.

| Further, in the service definition table data 20_2;
key information used when accessing the storage area 55 2
of the IC 3a is set.

Further, in the service definitién table daﬁa 20_3,
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[SAM Chip 8 FIG 9 is a functional block diagram of
the SAMchip 10 8 shown in FIG 1. As shown in FIG
9, the SAM chip 8 has an ASPS comuni cation interface
unit 60, external nenory communication interface unit
61, bus scranble unit 62, rahdom nunber generation
unit 63, encryption/decryption unit 64, 15 storage
ket i6ForaRdiGRUd | I
tagger-resistant %§§LH§%AQ%%§%¥ cg%ﬁhﬁﬁﬁﬁﬁ%ﬁlarea 55_3
b#t ehbage 4ai 5.6Q.s an interface used for input and .
out put of data Wi th 'the ASP server 6 shown in FIG 1.
conmuni cation interface unit 61

20 The er pal nor
is an F%%‘érfgg‘l% gge&#&r OPRF AR MEGERUCoBmanst FaRipt
the external nepory 7. The bus scranble unit 62
gf?ﬁﬁﬁ?eglgﬁtH&@ldbﬁaeﬁﬁéalaﬁgbranbles i nput dat a when
i nputting and outputting data 25 through the external:
nenor yTee merirbinmyran &Xf dedsuai pro@rambfior Méfining the
random nunber generation unit 63 generates random
appbieatiisatbpbgid df BhePbudinay 16341 PERREAGCSH! Pe saM
The encryption/decryption unit 64 encrypts data and 5
SRLH VP Sn 8NN ‘ s nit 65 2a
&bl Ae JF %g.’sgcoéégﬁ':% I%etrtgon;an%% /by the IC

expl ai ned |later, stores tas progr

58 ?Iywlrlgl? Qgcgéing thaﬁ application program.

In the present embodiment, as explained later, as shown

in FIG. 7, the SAM chip 8 uses the service definition table

data 20_1 and script program 21 1 to generate IC card entity

template data 30_1, an input data block 31 _x1, output data
block 32 x2, log data block 33 x3, and computa;:ion defining
data block 34 x4 used for the proéedure relating to the
business 15 1.

FIG. 8 is a view for explaining the commands used for
describing the IC card operation ma;cro command script
programs 21 1, 21 2, and 21 3.

In the commands, co:ﬁmands for the SAM chip 8 itself
are given the first letter "S", while commands relating to
operation of the IC card 3 are given the first letter "C".

Further, thé second letter is selectively used in
accordance with the application. For example, for an issuer
setting deélargtion of the IC card 3, it is "I ; for a service .

type element declaration, it is "S", for a simple read



10

15

20

25

The CPU 66 executes a predeterm ned program (program
of the present invention) to execute the |ater
expl ai ned 10 script downl oad task, script
interpretation task, entity generatlon task (job
managenment data production~ta8ky and |C

car d- procedure nanagenent task (j ob nmanagenent data

depdgeatibnt 8566k, tROTOLRLA 4 asiks i sNext , £de téﬁhﬁle write
progranms, and data stored in the 15 storage um

¥ebhaPete¥R *bNefle Echaég BS e VigWh pr % Yervice -

t he tasks progr ans, dafa store orage

AN TR UM LT

entity_generation task 20 71, IC.cgrd rocedure

managehght SPaBRnds uged Loy Qﬁﬁﬁ%&b%ﬂg recBtpepRPgrans
script frograns 211 to 213, service definition tables -
28_1,1 3128, 3andREaBdivnlide senPt atenmand, S0lcémmand, ST
30 3,, ICcard entity data 73-x, an input data bl ock
Gdmmandpushutonatadh| stk caamxad | eg daimaldClesSTomhand,
and 25 conputation defining data bl ock 34-x4. - 60

dRecemmand, danal eRdcbamkn89, as shown in FIG 7,
domnloads the service deflnltlon tabl e data 20 1 to 20

?oads t?ﬁﬁnl gﬁﬁyhgwﬁ%hﬁl STﬁgcéggggbn%ﬁ%egumger of

i B affiees b g ?%%?%Hlfﬁ%évm' Fat BhiRD the A hip

entity plate data, an input data bl ock, output data
8 can process s:t.multaneously

For e;xample, when the SAM chip 8 can simultaneously
process 1000 IC card entity data, "SC:iOOO" is described.

The SO command is a command for declaring the dat'-.a
block for forming the output data block 32 x2 in which the
data read from the IC card 3 is stored among the data blocks
provided in the SAM chip 8 when performing processing using
the IC card 3 based on the later exi)lained Ic card entity
data.

For example, when the data blocks 1 to 10 are provided,
when storing the data read from the IC card 3 in thé.data
block 1, "S0:1" is described.

The SI cortlmand is a command for declaring the data
block for forming the input data block 31_x1 in which the
data to be written in the IC card 3 is stored among the data

blocks provided in the SAM chip 8§ when performing processing
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bl ock, | og data bl ock, and conputation defining data
bl ock for each business. 10 The nunber of data bl ocks
generated for each business is not particularly

limted. When the entity gener tion task 71 receives

from for exanple, the ASP setver 6 an entity

production request, it conducts polling with the IC
AN, théyeFC geard a dsasdd 6 thecdadeenkikpyadakd usedard
for processing of a procedure between that IC card 3
andcitpudatess using the IC card entity plate data
corresponding to that business. At this tinme, the IC

card emtds ¥xBlpie ,d@hén R8ROARL A BPoEkESE toai‘? hAa:{% 6¥Yided,

entity data is generated as an I nstance of

GHASS - ; 0 i r.geperation_of e | C card

ent | tys"?o%a%t ; t}{?{et %g%én? |gt {ﬁgg‘égégg?f‘oﬁntﬁgﬁ ifti GfFd Hdn the
| ai.ned .in_detai| later. The 1C card procedure :

%%é—"g&:ﬁ%‘fkst a2$*ke§7'2 lﬁf‘és%'t e bhedeseriBed- 1 C card

entity data 73-x present in the storage unit 25 65 to .

execut &% flessmapnid sy aprassehnd frof wierlahing Ghardata

- 61 - 3 and businesses 151 to 153. In the present

bAbodi donming pher doigt dath plloeksSBng3 Fer presddy’ €he log

performed between a plurality of ICcards 3 and the

HetbneasasiAg do tah bpedaRioheeflofyMhd Q{éﬁé%llﬁ'llécﬁ% BPEvided

| C card procedure managenent task™ 72 executes t

PhUkBk SAMIhRE0 e S f Rrocedures in parall el .

The 1'C card pr cedurgﬁ?rgr?gg:errenltnq %ﬁocﬁs%ie)rf%t‘é??%ethe Ic
card 3 based on the later explained IC card eﬁtity data.

For example, when the data blocks llto 10 are provided,

when storing the log data in the data block 4, "SL:4" is

- described.

The SF command is a command for providing the data
block forming the computation défining data block 34 x4

describing the definition of the relation between the service

type elements relating to the IC card 3.

The content of the computation defining data block
34 x4 becomes the Pre-processing information of the Ié card
entity data.

The CI command is a command for declaring the issﬁgr
of the IC card 3 (business).

The information specifying the business defined by
the CI command becomes the IC card type information of the

IC card entity data.
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IC card entity data 73-x when the series of procedures
have been conpleted. 10 The processing of the I1C card
procedure managenent task 72 will be explained in
detail later. The script progranms 21 _1 to 213 are

i nput by the script downl cad%task 69 from for
exanple, the external nenory 7 to the storage unit

65. 15 THecseemmigndefd Bl bbARahabtSr Gl 20hd 9;
are input by the script domn?oad task 6549 lﬁgitaneous

VW Eiod "o §)§ﬁ59§izcéfr@f yse ?en%l g‘; aé?gaggl.?' by

storage unit 65.7 The | ard en

%’q_%g %gg [ at eq }/ t he S Lé)% E=I nt er prg%;té!l(;osno declare

geratlng ICcard entlty data 73xof t he

%r BRgited fefiPing RECTREsiRg pIRANY Sewiaetyps. elEhents.
IC card entity data 73-x is generated by the entity

gener afedn epamplel ddi g tdredi®learth elddlard enpl at e

data 301 to 30_3 as for exanple classes as an

" OSt: AR 10" WS cl asses. 62 The input- data bl ock

31 x1, output data block 32-x2, |og data bl ock 33-x3,

and coppetat baNtH8l tBheEndaLe PLACKs géﬁ?:gsﬁtﬁ?oseﬁel?e type .

generated by the script |nterpret ation
peBnshy Bkt flhtihe hBobietybho g EnS LB TpARE oy data
ent ate data qf a correspondl ng busi ness
o8B Bea pEdog, Jermp ERoRES PRI n ( he

SAM Ch'.lt'ge CR command declares 'to store data read from the
IC card 3 in a designated data block when the relation among
service typé elements is not defined (when SF command is
not desqribed)r.' |

For example, .nhen storing the data read from the IC

card 3 in the data block 1, "CR:SO:1="Re"" is described.

The CW command declares to write data stored in a

.designated data block to the IC card 3 when the relation

among service type elements is not defined.

For example, when writing data stoa.'ed in the data block
é in the IC card 3, "CW:SI:2="Wa"" is.de_.scribed.

The CF command declares the data block describing
computation content spanning services. |

For example, when describing c'.omputa‘tion content
spanning services in the SF data block 1, "CF:CES_FUNC=SF:1"

is described.
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‘el emént designating in

SRS SRR 24 00 SEASE) 0Bl Bt compnses the

~descriptor

when for exanple the SAM chip 8 receives a processing
request for processing using the IC card 3 and the
application program 10 of a predeterm ned busi ness
fromthe ASP server 6. FIG 11 is a view for
explaining the format of the 58 C card entity data
73-x. As shown in FIG 11, the IC card entity data

73- X hamur tRiag RN IsED Aakheb1bBkOf MRl & Qe 8015881 1y 10 for
information 15 81, entity status information (status

Gilap B2, 'hqnga;ﬂftypﬁ?api@{n@ﬂégn 83, service type

informati on 84, processing order

i nformation 87. 20 The managenent gointer i nformation _
gheration,of vt Asting 1Y cfrem thanvalng efeWpCwhen the
card entity data 73-x in the storage.unit 65. The :
&FELp YNy phnberaef oreBrices Wed sf bargerethi@stl0 and adding
for-generation of 1C card entity data. 73 X, ' '
@omnuinbeat odnpointal cottespan@ioly REOgRCHE, Weche! cafulative
or the rest of a series 63 of processing using the IC
pahiatentdd wgdata 73 x. The entity |[ID information 81
al so becones a return value given to the end user
The en&bhﬁ %Eihn% rmation 81 corresponds to the

[ e ogening afilein a general file
systeng é Tpe.enti%% status_information 82 shows the ]
state bF°-pPoyfedstBrckigpalchlirek eiagrag p§ she 8AM chip
card 3. The basic states of the IC card entity data
$3zhPHB| BB FIG. 1.

As shown in FIG. 9, the SAM chip 8 has an ASPS

communication interface unit 60, external memory

‘communication interface unit 61, bus scramble unit 62, random

number generation unit 63, encryption/decryption unit 64,
storage unit 65, and CPU 66.

The SAM chip 8 is a tamper-resistant module.

Tﬁe ASPS communication.interface,unit 60 is an
interface ﬁsed for input and output of data with the ASP
server 6 shown in FIG. 1.

The eﬁfernal memory communication interface unit 61
is an interface used for input and output of data with the
external memory 7. |

The bus scramble unit 62 scrambles output data and

descrambles input data when inputting and outputting data

through the external memory communication interface unit



10

15

20

25

as shown in FIG 12, the state of processing for
investigating the services which the I1C card 3 can

use (RS), the state 10 of processing by which the SAM

chip 8 authenticates the IC card 3 (Al), the state of
processing by which the 1CcdPd~ 3 authenticates the

SAM chip 8 (A2), the state of processing for reading

éat.a fromthe I1C card 3 (R), and the state of

processing for witing data in the ICcard 3 (W. 15 .

I n t herReepSAlRMPRAMIE Yend Lt VL ST &S &g{arer?ﬁ‘eas Sﬁﬂldom

i nvestigating the business, the processing

' thenticat.e the 1 C.card .3, the processin
PllnBerd Ml NS Hig 0 Ausifirtatintey Brocess iie.
processing for reading data fromthe 1C card 3, and
the pr SBESERREYPSLoBY SRCTERYS OBa R it G #naT Rty data and

correspond to jobs. A "job", as explained later, is a
drrryptspepeaypitegl dadra.whi ch an order of execution is
determined by the 1 C card procedure managenent task

72. NoThetsiatrage and tABS], cindxipd aidiill adieht)eBtbeaki ©8sks,
25 processing between the 1C card -3 and SAM-chip 8.

Phograhkheand Bakhe uReeS 8 thEbediy R, considering

the  comunication tine on the Internet 10, the :
above-gpnt lonegs gig' ates a as. shown in the
state transllgﬁi on ¢ aér"?tg%fa‘ QEJ{?%‘% RF WA etprogram
éﬁtg%%ost-stattuﬁ éalﬁer i ssuance 5 of command) states
ahd-eBrpT 8EBRE(APYEPtigBi Frngrreysondde lataieexplained
%Eepificallxr the state of processing using the IC
script download task, script interpretation task, entity
generation task (job management data production task) and
IC card procedurae management task (job management data.
ménagement task), and other tasks.

Next, the tasks, programs, and data stored in the

storage unit 65 will be explained.

FIG. 10 is a view for explaining the tasks, programs,

and data stored in the storage unit 65.

As shown in FIG. 10, it stores a script download task
69, script interpretation task 70, entity generation task
71, IC card procedure management task 72, IC card opération
macro command script programs 21_1 to 21_3, service
definition tables 20_1 to 20_3, IC card entity templaté data
30_1 to 30_3, IC card entity data 73 x, an input data block

31 x1, output data block 32_x2, log data block 33 x3, and

computation defining data block 34_x4.
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card entity data 73-x is managed by the instance
generation (IC card entity data generation) state, RS
post-startup state, 10 RS conpleted state, Al
post-startup state, Al conpleted state, A2
post-startup state, A2 conpl éied state, R post-startup
state, R conpleted state, Wpost-startup state, W

conpl etrath At ithldsd 2058, (46 caLdg Q“t%gdﬁié)

del etion state. The I C card type | hif OF el

[ r spe t he Ss 1ssuin
RIS L seis SR et tnPlier, RbTnatnbn B0.1e toep0_3
ith i rnatlo deflned by the C command in the
- the ‘b?fb@?*aﬁ?ﬁtolﬁ heugipesges and loads
eneratlon of the IC card entity data 73-x. 20 The
g:é'leﬂ Shse SMembrie dbsignating i nformation 84 shows
t he serV|ce type el enments of the service defined in
t he sefMhiec scodpitniiniterpritLaita acde 0 sEHCERS| H8rvice
using the IC card entity data 73-x. The service type
SbETRAL id0S t@hld Rt ta A8 &b 8% r dfrarh Stée%%%%gte the

- one or nore service type el ements ‘desl gnat ed

b%QﬁdCQHHEngMh{Qed Q%eom%{]t' %%.tgr %l.l.g) pro a%{ryg data

at the tine generatro
- order information_ 85 sho t
5258k o1 56, Ba8R BhodR. cord compRroBbeR detipARPhdata block
Eroce55|ng using 5 the ICcard entity data 73 x, that
ter eRehsPuEdneBgnsition shown in FIG 12. That is,

the processing order information 85 uses the
The number of data blocks generated for each business

is not particularly limited.

When the entity generation task 71 receives from, for
example, the ASP server 6 an entity production request, it
conductg pelling with the IC card 3, then generates the IC
card entity data used for processing of a procedure between
that IC card 3 and a business using the IC card entity plate
data corresponding to that business. At this time, the IC
card e_sntity plate data becomes the class, and IC card entity
data is generated as an instance of that. class.

The processing for generatz.on of the IC c'.ard entity
data by the entity generat:.on task 71 will be explained in
detail later.

The IC card procedure management task 72 uses the one
or more IC card entitir data 73_x present in the storage unit

65 to execute processing for a procedure between the IC card
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service type elenments to show the order of execution

of jobs corresponding to the basic operations of the

IC card 3. 10 Here, the jobs, as explained earlier,

correspond to the RS, A, A2, R and Wshown in FIG

12. Specific operations on ®Hle-IC card 3 are realized

by the order of processing designated using the jobs.

BOGneK M iheddls IPOLSSA N5 Uping an 1C card 3 with

only reading wth no nutual -aut hentication, 15 the
rocessi.n rder infornmption 85 is set wth "RS->R"'. -~ |

Furt heri,‘} Fhe| REeasnt SPOCUANERE  aRdbIRFRLAGYWPENPToCessing
tual authentication, the processing order

FRFoPFRGEGneS iRexfqrmegd thetwenen. 4 plagca byyof TRE cards

processing order information 85 is set wwth the 20

&r 8ad dhe bysiglessed 151G td 2 5 @ rpesposst nginol tirecusly.

order of service elements designated in the CS -

commantthenItheardiecamnié Mathgeldid HA=M72MeWaetes the
generating the 1C card entity data 73-x. The

B1ArAN9&9S SN BV TRl %égsfﬁegﬁ{rég R e ApFe1 2°

server 6 side w th nmandgenen per f-orm ng

. procesgi 6.-.4sing the IC card entjty data, 73-x..
For - exih8r1E ehed pidet dfke PREE RO hulroh 48 deletes the
,th points of a conputation formula of a _service
, ,%S‘F?;ﬁ‘gt%‘atlhﬁ daka g'!%_d%\t“é‘eﬂ shr serigpt afrprofedugns have

i nter-service conputation function is not defined,
baenpeampletedsing information 86 is set with the

“request ed processing charge.

ihe processing of the IC card procedure management
tgsk 72 will be explained in detéil later.

The script programs 21 1 to él__B are input by the script
download task 69 from, for exa.mpie, the external memory 7
to the storage unit 65.

The service definition table data 20_1 to 20_3 are

input by the script download task 69 from, for example, the

external memory 7 and stored in the storage unit 65.

The IC card entity template data 30_1 to 30_3 are
generated by the script interpretation task 70 and used as
jl:emplates {(classes) when generating the IC card entity data
73_x of the procedures relating to the respective busine-sses.

The IC card entity data 73 x is generated by the entity
generation task 71 using the IC card entity template data
30_1 to 30_3 as for example classes as an instance of the

classes,
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For exanple, in the case of settlenment, the state
relating to the anmount of charge or nunber of points
given 10 etc. is set. The post-processing information
87 is set with data of the processing result of the
IC card entity data 73-x réqﬁ?réd at the ASP server 6
side. For exanple, in the case of settlenent, it is

set W tTheatmpstodats B:ttec]em:st;enpeaué;ﬁ:@fd@w%m:: 32 x2;
end to the settlenment. Next, a routine for processing —

Vo h@atd BasEKkPBACcREUr
FlcégI 1?) relating to g pgﬂggleletﬁ %[EE[EE é car é.%liﬂ_ﬁ‘ﬁ%ta block _

S e s eraRpd B %‘* TN 31&&&5@@@@#% Eapk 0.

is for exanpl sta beln started up on the. CPU

66 of t‘ﬁ "a"s' ﬁ%%%?cgr 1'%4’ 3?@? '93_=|=|‘GJ:O 13 Ig explained.
flow chart of the proceSS| ng perfornmed Dby the IC card’
procedur® rihafRFRenEEER data B3 Sceps TenebatedhesliGy IC
card procedure nmanagenment task 72 selects one I C card
grand gngdty TSnplabe datacafiagoikespontipngasessnégs already
out of the plurality of I1C card entity data 73-x

' greasanited by hén 61 0F agenéPh£ibR- t§sﬁrh?1n§hhgﬂeogm chip 8

selection of that IC card entity data 73-x nmay be to

FaGEESE Ebingel Sl ORI UL 8Ly Ltk oont
for processing using the IC card 3 and the application program
of a predetermined business from the ASP server 6.

FIG. 11 is a view for explaining the format of the
IC card entity data 73 x.

As shown in FIG. 11, the IC card entity data 73 x has

management pointer information 80, entity ID information

81, entity status information (status data) 82, IC caxd type -

information 83, service type element designating information

84, processing order information (processing order data)
85, pre-processing information 86, and post-processing
information 87.

The management pointer information 80 is a
bidirectional pointer for manéging the IC card entity data
73 _x in the storage unit 65.

| The ent;ty ID information 81 is used for a request
for generation of IC card entity data 73_x, confirmation

of the state of progress, deletion, or the rest of a series
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and select by priority in the order of the highest

priority. Step ST2: 10 The IC card procedure

managenent task 72 judges if the job of the IC card
entity data 73-x selected at step ST1 has al ready

been started up. Wen judgimng3Ihat it has been

started up, it proceeds to the processing of step ST5,

Vit ha- Ml s 4 j e A5 . t ed .
proggeds 1i5 gisii%gt g?tgcieéy ng %?&&QS,S%%% J(=‘3|bu’5511'|%:‘-""m::"ty
The J rocedur nagenent task 72 judges from

S e SO PER B ML SRR n ok e S to the
the, ICcarg entity data 73-x selected at step ST1

VIR H]%1 Th® BRtEEE P aivfermasienoRlcrarresponds o the
FIG 12 the processing relating to that entity data
idesqripkercehersopening fobileéoihecacgenarald fiéle fyetem.
the processing order information 85. At this tine, ;

t he pr dies smigi ©F detatud b Fat86n 82 drbiBCEnbN8tate of
order of execution of jobs using the service 68

Prigilss O 4 pibeeadiy! co14elhg! £LOM! 28! 8add! 3 as

expl ai ned earlier. Step ST4: e | C card procedure

manage gt ‘ tarts,,u the jqh .select at |

step S‘ﬁ%‘. tﬁ&é%cj %fﬁecfa 8?0%%%&5320%%5&%% d?gi??jsl-i‘ include,
exec}lljt es .t hs 'O:P using the data blocks relating to

fTa? 78D 4 {rﬁle 2, the'state of processing for investigating
the services which the IC card 3 can use (RS), the state

of processing by which the SAM chip 8 authenticates the IC

card 3 (Al), the state of processing by which the IC card

3 authenticates the SAM chip 8 (A2), the state of proceséing

for reading data from the IC card 3 (R) ;, and the state of
processing for writing data_ in the IC card 3 (W).

In the present embodiment, the processing for
investigating the business, the processing for the SAM chip
8 to authentiéate the IC card 3, the processing for the IC
card 3 to authenticate the SAM chip 8, the processing :;:‘or
reading data from the IC card 3, and the processing for
ﬁriting data in the IC card 3 correspond to jobs.

VA "job", as explained later, is a unit of processing
for which an order of execution is determined by the IC card
procedure management task 72.

Note that Al and A2 form the mutual authentication

p_rocessing' between the IC card 3 and SAM chip 8.
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above-nentioned i nput data block 31 xI, output data
bl ock 32-x2, log data bl ock 33 x3, and conputation
defining data 10 block 34-x4. At this tinme, the IC
card procedure managenent task 72, when issuing a

~command to the IC card 3 in étecution of a job, uses

‘the service el enment corresponding to that job as a

key topgeahel ! BLOUGR (e el iGdIRhdd | t%}sg.bci%ri}r?g the

data to obtain the service nunber corresgondi

L\ l.enent erational nd qf 1C card,

LBk iBRNiEh T4RE O 5 TREoPeek T8, e mireYErher fioned
%C card procedure- managenment task 72 uses the
BEAPHEFALES) BEE mEFH SR iids e Fidinndirani tien |chart
card 3. 20 Further, the I C card procedure managenent
PEHIG 212, mmanagedidiaides] Ay tpir@ st sthemkdpfter issuance
information is required for accessing a storage area -
of ¢hemai)aschBas amboonidetedY (hEtet! PERBiving response)
corresponding to that job to search through the
seavkge definition table data and obtain the key 25

i nformati on corresponding to that service el enment.

Furt he - I ar ro re managenent. ta

75 uoepeiibieal Y | Enet OB BB B o Yhe xc

encryption and

aut henticati on w the 1C card 3, .
SR EERY Fedl T3 4 1F BenepechbECERS 1P taRF HeneFation
the right to access a predetérm ned 5 storage area of :
{He qaedepfisy dakagesesation) state s RSepoatnetianbup state
the 1 C card procedure

RS completed state, Al post-startup state, Al completed state,

A2 post-startup state, A2 completed state, R post-startup

state, R completed state, W post-startup state, W completed

state, and instance (IC card entity data) deletion state.

The IC card type information 83 is information for

‘'specifying the business issuing that IC card 3.

The IC card type information 83 is set with information
defined Ey the CI command in the above-mentioned script
program at the time of generation of the IC card entity data
73_x.

The service type element designating information 84
;hows the service type elements of the service defined in
the service dé.finition table data used in processing using
the IC card entity data 73_x.

The service type element designating information 84

is set with one or more service type elements designated
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managenent task 72 issues a command to the I1C card 3
and is waiting for the processing result of the IC
card 3. 10 Wien the I C card procedure nanagenent task
72 receives the processing result fromthe I1C card 3,
it sets this in theICcardﬁfntlty data 73-x. Step
ST6: The 1 C card procedure nmanagenent task 72 updates
the 15 entity status information 82 of the IC card
kntthy Ghitcomi@and ighdihe iaboNeGmehtioned Isiceigdy priogram at
t he present enbodi ment, the I1C card procedure .

e aghiendf t gee¥atponf 6£NEh@r DCeaskAJeh @it data 73 x.
plurality of 1C cards 3 present in the SAMchip 8 in

par al Iele Z0rdbé s £1:58! &E&éf glﬁ@oﬁﬁQ@ioﬁ hgs | ghSﬁEdthe order
entity data 13-x for the plural |ty of IC cards 3.

Jgeeg]f%cﬂ.{telorl ¢ gaMgOLp ?W] g a{‘heogaséé’cé’égf gﬁ‘i’;smg

processi ng even rece|V|ng rocessi n

requests for pr.ocedures_using a . pJurality of ca
P G plla a0 Brm Tdoar athah 47, (e SO

70 - systen1shown in FIG 1 will be explained. FIG 14
et B BEGard2vi ews for expl aining the overal

~operation of the communication system1l shown in FIG

1. StEpatSizl,: theTpeobeskhagsesdadb linfordhstDon BPpardes the
requested by those businesses produce script prograns

Fedvidd Ly d1edbn 088 CER S P bRARESH AL fLbution of jobs
transactions perforned by

corresponding toc the basic operations of the IC card 3.

-Here, the jobs, as explained earlier, correspond to

- the RS, Al, A2, R, and W shown in FIG. 12. Specific operations’

on the IC card 3 are realized by the order of processing
designated using the jobs. For example, for processing using

an IC card 3 with only reading with no mutual authentication,

- the processing order information 85 is set with "RS->R".

Fu;rther , in the case of reading and writing with mutual
authentication, the processing order information 85 is set
with "RS->A1->A2->R~D>WY.

The processing order informatioﬁ 85 is set with 1l::he

order of jobs shown in FIG. 12 corresponding to the order

©of service elements designated in the CS command in the

above-mentioned script program when generating the IC card

entity data 73 x.

The pre-processing information 86 is set from the ASP

server 6 side with management data for performing processing
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t he businesses using the I1C card 3 for exanple on the
personal conputers 161, 162, and 163 shown in FIG 1
10 Further, the manager of the SAM chip 8 produces
service definition table data 201, 202, and 203
corresponding to the businesses 151 to 153. Step '
ST22: The service definitiof%able data 201, 20 2, and
20 3 15 produced in step ST21 are stored in the

O 10F Nethe NEOOEYrd - enEiEyN@Atat 8 geript programs 211,
212, and 213 produced at step STZ1 are downl oaded from

the pq&&p%aéamgqup%arﬁréﬁargc}]gzsiA Nggshxllfgénw#_%ﬂ;bé he set

I nternet 10, ‘ server 6, S, 8tot

external_.nmemoary 7. That, 20 downl qad ‘processi.ng i.s .
TSR n L BR omei oy SRR B L A, R pigmated
task 69 in_the SAMchip 8. Step ST23: The script

Imteher A2tm PLeRK70 in the SAM chip shown in FIG

7 uses the service definition table data and script.: :

25 pr Apxthan, gdmn ar interGenviceweryupabiendfunction
input 71 data bl ock, output data block, |og data

i aokt definedpthat poa-pgebcassingaiafbmakibar 86atk set
busi ness. The generated data is stored in the storage

witE e AqidetSNbLEERsSisloRatge FIG 9. 5 Step
ST24: The user is issued the"IC card 3. As shown in

FI G [L"ort IL%:a%pQLrea,g & nlLl&e 5(98.5% gpes'ét&f’énent, the state

relating to the amount of charge or number of points gi;ren
etc. is set.

The post-processing information 87 is set with data
of the processing result of the IC 'cagd entity data 73__#
required at the P_LSP server 6 side. For example, in the case
of settlement, it is se._t with data showing the existence
of a normal end to the settlement.

Next, a routine for processing by the IC card procedure
management task 72 shown in FIG. 10 relating to a plurality
of IC cards 3 using a plurality of IC card entity data 73 x
will be explained.

The IC card procedure management task 72 is for example
constantly being stari:ed up on the CPU 66 of the SAM chip
8 shown in FIG. 9.

FIG. 13 is a flow chart of the processing performed
by the IC card procedure management task 72.

Step STI1:
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- serverThe gighbled ¢6 §ﬁ§95$®PEhP

of the I1C card 3 stores key information used for
transactions wth the business the user contracts
with. 10 Note that the user and a business nay al so

‘contract w th each other after issuance of the IC

card 3 through the Internet 10 etc. Step ST25: For
exanpl e, when the user uses ¢he personal conputer 15

5 to access the server 2 through the Internet 10 to

try tdtheuiChased pisasdete rditagiaet thdlSSMEeSedects one
processi ng request through the Internet 10 to the ASP

BCT¥&Ed Gen o] Ad€a ARP 26fV€lela dfiGHlY She AL B3V sing
request. fromthe server 2, it accesses the persona

SQEPYECLLE %ﬁ]ﬁQHQEtgzgft he LaLar 08k 10 qhyLt t}§ Lx, %?hasent

shown in FI processi ng request 1ssue
car rea?eéémw iter or the IC card 3 is transn1tted
%ﬁrouﬁh R B%rggﬁgl onputer 5, Internet 10, and ASP

server 6 to the SAMchip 8. Step ST26: 25 The ASP_ ‘

E Bhak Eftpayd7entity data
production request. That entity production request
%3 ox amay e rhvn suge sstiowilyy seRecitsElecand el $3€ deetrad 73_x
3. Step ST27: 5 Wien the SAM chip 8 receives an entity
PESOskt i 1D thee gtoThgeatn$ B08H di thl &5s518B a igric¥idiE byder
polling with the I1C card 3.
and select by priority in the order of the highest priority.

Step STZ2:

The IC card procedure management task 72 judges if
the'job of the IC card entity data 73 x selected at step
ST1 has already been started up. When judging that it has
been started up, it proceeds to the processing of step STS,
while when judging that it has not been started up, proceeds
to the processing of step ST3.

Step ST3:

The IC card procedure management task 72 judges from
the entity status information 82 shown in FIG. 11 of the
IC card entity data 73 _x selected at step ST1 which state
of the state transition chart shown in FIG. 12 the proceéssing
relating to that entity data is in and decides on the job
to be executed next from the processing order information
85,

At this time, the processing order inforﬁation 85

defines the order of execution of jobs using the service
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Step ST28: The entity generation task 71 of the SAM

chip 8 judges 10 if the nunber of the IC card entity
data 73-x present in the SAMchip 8 after the end of
the polling is within the maxi num nunber defined by
the SC command of the script program |If within the

.maxi mum nunber, it proceeds 68 the processing of step

ST29, while if not, it ends the processing. 15 Step
SI2fienthe st iy WeNaaaividie (ESfiniltiheaidies iLhs
business' IC card entity plate data, to use based on
bhe1alimer midon,showi ng the issuer of the IC card 3
stored i.n the entity production request for exanple
and us@geal,Naipg20 specified IC card entity plate data
to generate the IC card -entity data 73x. This

corresg nds to t i nst ance generation shown in FIG
12. St E*es cazsl PrecSenmrregsmenh Fask (e skgsts up
server 6 the entity 73 ID of the IC card entity data

ey Igbnsediaatad &% FeRrBE3. Step ST31: The IC card
procedure managenent task 72 of the SAM chip 8

i nvest Thet §€ ¢hed guracadsrevnatagdrentCtaakd72 esacubes the
use. This is processing corresponding to the job RS
§6bWirsing fhe dbta blocks relating to that job in the
above-mentioned input data block 31 x1, outputA data block
32 x2, log data block 33 %3, and computation defining data
block 34 x4. |
At this time, the IC card procedure ma-nagement task
72, when issuing a command to the IC card 3 in execution
of a job, uses the service element corresponding to that
job as a keﬁ to search through the service definition table
data to obtain the service number corresponding to that

service element (operational command of IC card 3 able to

be analyzed' by the IC card 3} . Further, the IC card procedure

" management task 72 uses the obtained service number to issue

a command to the IC card 3.

Further, the IC card procedure managerﬁeht task 72,
as‘ explained using FIG. 4, when key information is required
for accessing a storage area of the IC card 3a, uses the
service element corresponding to that job to search through
the servié.e definition table data and obtain the key

information corresponding to that service element. Further,
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Step ST32: The I C card procedure nmanagenent task 72 of
the SAM 10 chip 8 authenticates the legitimcy of the
IC card 3. This is processing corresponding to the
job Al shomn in FIG 12. Step ST33: The IC card 3
aut henticates the legitimacy9f- the SAM 15 chip 8.
This is processing corresponding to the job. A2 shown

i,h F 12. By steps ST32 and STI3 I C cargd. 3,apd
Wik 774 nieSiife Aetadtrent Staskn 2 vefs it Rey
corresponds to FIG 20 16C.. Step ST34: The IC card
ity EeehA R P TR RRtyal o?uFﬁ%n‘swttﬂP pwithethe IC
and wites data necessary for the procedure wth the
agardal d Sncerpitier and pdecrerthon cefrdapandang ethenre
jobs Rand 74 Wshown in FIG 12 and FIGS. 16D and
ptdcedsiddicsindt detdin celid pighedus cantaaageaeptetiatkriiined
uses a conputation formula specified based on the

N SrgOCLSSA NGE N OfBtasa 86 of the 1C card entity
data 73-x to perform5 predeterm ned processing for

comput@t i ing the data read fromthe IC card 3.
St ep 5%%{9%*@

Step ST5 is performed when the IC card. procedure
management task 72 issues a command to the IC card 3 and
is waiting for the.processing rasult of the IC card 3.

When the IC card procedure management task 72 receives
the_processing rasult from the IC card 3, it sets this in
the IC card entity data 73 _x.

Step ST6:

The IC card procedure management task 72 updates the
entity status information B2 of the IC card entity data 73 x
shown in FIG. 11;

In this way, in the present embodiment, the IC card
proceduré management task 72 performs processing for a
plurality of IC cards 3 present in the SAM chip 8 in parallel
while selecting in order the IC card entity data 73_3 for
the plurality of IC cards 3. Thereforg, the SAM chip 8§ can
simultaneously proceed with the prqcessing' even when
receiving processing requests for procedurés using a
plurality of IC cards 3.

Next, the overall operatibn of the communication
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As shown in FIG 16F, the IC card procedure managenent
task 72 of the SAM chip 8 outputs the processing
result of 10 step ST34 to the ASP server 6. Step
ST36: For exanple, the IC card procedure managenent
task 72 deletes the IC cardoentity data 73 x. As
expl ai ned above, according to the communication 15

siple generat e, the IC card
égﬁ%éﬂn%ESWA 5% ﬁﬁ? Peac%f 7 OCEoR %g ?gra procedur e
occurr IC card 3 and. to have the I1C card
pr oce&‘ ﬁgiﬁ%ﬁr 15 &re vveys Faexplainl pgtha operall
card entity data 73-x to sinultaneously proceed with
gperakiomef okhe erumeniegtben spstanchrekoen for FEE:,
according to the authentication systeml1, since it is

suffi cdteapy 82kt ore the 1C card entity data 733
actually used for the processing of the IC cards 3 in..

the sty agfsididsdib, 18 (1160 POSSE be 5%3&&5@%t1?€quested by
storage areas 25 of theé storadgée unit efficiently

1.71505{ %Ji‘ﬁ{eﬁ"&é %g:,&&\gcé Oy ébﬁ%@ U%PSQL%&@ 2PN SY51ed 1ang

own 1 n since t procedlre
4ﬂgggqgnent task 72 nanqgis t he st ates, of execu%lon gfb
BRI REPOT UL FPhe BEPRRRCEL AP (BB gFREd by
and conpleted states, it 5 is possible to start the
thebusisrsgpsineipghe ke rFES‘tChStfo’f BEappPdecen thp personal

relating to another job in the state while waiting
dawpuwiades Y@M { 6 | L, candl B6_Thelhewwrin FIGI slpossi bl e

Further, the manager of the SAM chip 8 produces service
definition table data 20 1, 20 2, and 20 3 corresponding
to the bus.inessea 15 1 to 15 3.

Step ST22:

The service definition table data 20_1, 20_2, and 20_3
inroduced in step ST21 are stored in the external memory 7.

Further, the script programs 21 1, 21 2, and 21 3

produced at step ST21 are downloaded from the personal

computers 16_1, 16 2, and 16_3 through the Internet 10, ASP

server 6, and SAM chip 8 to the external memory 7. That

- download processing is managed, as shown in FIG. 7, by the

script download task 69 in the SAM chip 8.
Step ST23:
The script interpretation task 70 in the SAM chip shown
in FIG. 7 uses the service_ definition table data and script. =

program to generate the IC card entity plate data, ‘input
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to elimnate the wait tine caused by transfer of data
wth the IC card 3 through the Internet 10. 10
Further, according to the authentication system 1,
the service definition table data describes a nane
showi ng the type of service provided by each

busi ness, that is, the service type elenent, the
nunber_ of that service used in the IC card 3 and the
4&53|Wﬁ?ﬁ¥mu?¥$P%§e@aﬁheh19¢EV|EpﬂgdiEatthCSer@née
This is held in the external nmenory 7. Therefore,
¢rmpyeation 1ddfining dahatblievk| 6persack bhsibAMschip
8 can produce their own application prograns for

runni rthed yeridita i/l @it Bs bytdhed s | e PEOGERGE dAit 65
212, and 213 and downl oad them through the SAM chip 8

d.f]tghg, hearexdieih ag ggo{m@ﬁny?f 0f _custom zation. That
is, wthout being infornmed key i nformation,

oper a algepmands for directly operating the IC
card:éé%h éﬁﬁer highly confidential information to

t he busi nesses 151 to 153 these busi nesses can

cust o™ 1955 et i e i Bh %r3ns. Furt her,

when 25 a busi ness custon1zes its application program

it dods wdowrs imdd& + d kihe siterage nfidr Bt iodh the IC 3a
card operational conmands, so the |load on the

dfitheebs daxd Bohtenes kdy ﬁ.hbﬁhna&iﬁﬁhfﬁétg flor thansactions
aut hentication system1l, since it is possible to

wiedt r@xémﬂﬁéé)ntmn&m SHRPPANEs widnPlurality of

servi ces, is possible to provide diverse services
combi gy 1%14 tY. { Seqviges ran}g f

Servi ces execmﬁJ kit aneouslctiluﬁ"f%ss A6V S A CPETact
wi%h each other after issuance of the IC card 3 through the

Internet 10 etec.

Step ST25:

For example, when the user uses the personal computer
5 to access the server 2 through the Internet 10 to try to
purchase a product, the server 2 issues a processing request
through the Internet 10 to the ASP server 6.

When the ASP server 6 receives a processing request
from the server 2, it accesses the personal computer 5 through
the Internet 10. Further, as shown in FIG. 16A, a processing
reques;: issued by the card feader/writer 4 for the IC card
3 is transmitted through the personal computer 5, Internet
10, aﬁd ASP server 6 to the SAM chip 8.

Step ST26:

'Tl_xe ASP server 6 outputs to the SAM chip 8 an entii:y
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card 3 side. Further, according to the authentication
system 1, 10 by introducing the concept of a data
bl ock, the data input and output with the IC card 3
and the log data can be easily nmanaged. FIG 17 is a
functional bl ock di agram showng nore specifically
the function bl ocks of the SAM chip 8 shown 15 in"
FIG, 9,.As shown in FIG 9, the SAMchip 8 is
PERNREFA™: FPSYSR T -an internal bus 90 to an ASPS -
comunication interface unit 60, external nenory
communfRati sRtitYePraduclionr sequsss steraspiafgrmation
62, random numnber generation unit 63, 20
sheripgi theddssywer of thiet 184 cagidoBage unit 65, and
CPU 66. In the SAMchip 8 shown in FIG 17, for
exanpl steg sehown in FIG 18, it is also possible to
connect a card I/F wunit 91 connected to the internal
bus 90wké&n aBnBFSAACEREHOR HealFhssLan eﬂ%!ittﬁg%r%%ﬂﬂ%n
of the SAMchip 8 25 and transfer data wt he 1C

by n{ a yst 7 t hrough an, ant enna
§3eie ol PRRGR B MGy AR A F b BRSO EIAG Ry ene
Enbodi t The present enbodi ment is an enbodi nment
tor PR oﬂding 5 to the seventh to ninth aspects of
the invention. FIG 19 is a view of the overal
confi g¥kewi ®H28t a communi cation system 101 of the
present enbodi nent. _ _

The entity generation task 71 of the SAM chip 8 judges

if the number of the IC card entity data 73_x present in
the SAM chip 8 after the end of the polling is within the

maximum number defined by the SC command of the script program.

If within the maximum number, it proceeds to the processing

of step ST29, while if not, it ends the proéessing.

Step 8ST29:

The entity generation task 71 specifies which
pﬁsiness’ IC card entity plate data to use based on the
information showing the issuer of the IC card 3 stored in '
the entity production request for example and uses that
specified IC card entity plate data to generate the IC card
entity data 73_x.

This corresponds to the instance generation shown in
FIG. 12.

Step ST30:

The SAM chip 8 outputs to the ASP server 6 the entity
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As shown in FIG 19, the comunicati on system 101 uses
the server 102, 1C card 103 (integrated circuit of the
present 10 invention) card reader/witer 104,

per sonal conputer 105, ASP (application service

provi der) server 106, SAM{seguwe application nodul e)
unit 109, personal conputers 1161, 11621 and 1163,

A (At R L Henae b ok bee ST29.

settlement processing. or other processing for a :
pr ocedireP *\%%?1‘@ an 1C card 103. The SAM unit 109 has

an external nenory 107 (seniconductor storage circuit

of t h&hr eE@neardvenededyre apanSgdmehtptagR 72 of the SAM
(sem conductor circuit of the present 20 invention).
dinip M uheptiltbasthbesaetlivasewhanhi gheallicogdasxdodn can
in FIG 20. As shown in FIG 20, the SAM chip 108 has,,
dg®m the bottomlayer toward the top | ayer, an HW
(hardware) layer, 25 OS layer, |ower handler |ayer,

hi gher, I er...and, 78 - AP lLaver,in.that .o [
The | Y [ il aa ok eaddnd G kg ald Bor? e smown
Her the. AP | ayer has application prograns AP 1, AP

ey ﬁiﬁd ﬁ%--s defini ng procedures using the IC card

103 by the 5 credit card conpani es or other businesses
1151, Stegp SBI: 1153 shown in FIG 19. In the AP

~layer, the application prograns AP 1, AP 2,

The IC card procedure management task 72 of the SAM
chip B8 authenticates the legitimacy of the IC card 3.

This is processing corresponding to the job Al shown

in FIG. 12.
Step ST33:
| The IC card 3 authenticates the legitimacy of the SAM
chip 8.

This is processing corresponding to the job A2 shown

in FIG. 12,

By steps ST32 and ST33, the IC card 3 and SAM chip
8 mutually authenticate each other. This corresponds to _F;[G.
16C.

Step ST34:

The IC card procedure management task 72 of the SAM

) chip 8 reads and writes data necessary for the procedure

with the IC card 3.

This is prodessing corresponding to the jobs R and
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and AP -3 and the higher handler l|ayer are provided

between themwth firewalls FW(firewalls of the

present invention) . 10 The SAM chip 108 i s connected

through a SCSI port, the Ethernet, etc. to the ASP

server 106. The ASP server_ }06_is connected through

the Internet 110 to a plurality of term nal apparatus

including a personal conputer 105 of an end user and

PefloKAl 1BoFBG-eA2 2nel FIGH62 1 6ndntl @FE.15 of

busi nesses 1151, 1152, and 1153. The personal conputer

105, fBurthemplthe I canmdestededtbe aigiagensait #hsROT2 uses

or USB port to a Dunb type card reader/witer 104.

dheomyp tla t Eaflef dintinl £Tspldid £ R bR d Bh thX P Processing

Wi rel ess communi cation correspondi ng to the physi cal
ehiutt et c ef.at.i I

hEoBUSL ! e BF e T 51 R W o oo

enerated and. anal yzed at _the SAM

he.lC card 103 are ]
B3 b ERi Rl PrdlFafE0E Fan oblhya Sl antier 19 (ther Saba Tead

ersonal conputer 105, and ASP server 25 106 between

¥ bheylGcrard 3tore the commands and response 79
content in the data payload portion and relay the sane
and a¥eemo$TBAvol ved in the encryption or decryption

of data, authentication, or other actual operations

in thed Gleakd inlB8G. ﬁﬁh&t@ib%&ﬁ&?ﬁé@dué&ﬁ%na@%ent
1153 use their personal conputers 1161, 1162, and

€3 10 &F OChic S o APRY AL fHaihg Mstrre of -

T AR G gy R chiph ecﬁﬂ!ﬂm R‘.rh%glbq:%scessz.ﬂg result of

step ST34 to the ASP server 6.
Step S5T36:

For example, the IC card procedure management task

.72 deletes the IC card entity data 73 x.

As explained above, according to the communication

system 1, it is possible to generate the IC card entity data

. 73_x for each processing for a procedure occurring with the

IC card 3 and to héve the IC card procedure managemgnt task
72 use the plurality of IC card entity data 73 x to
simﬁltaﬁeously proceed with proceésing for a pluraiity of
IC cards 3. |
EﬁrthEr,-according to the authentication system 1,

since it is sufficientlto.store the IC card.enﬁity'data 73_§
actually used for the processing of the IC cards 3 in the
storage unit 65, it is possible to usé the storage areas

of - the storage unit 65 efficiently.
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produced application prograns through the

authentication wunits 1171, 117 2, and 1173 through

the SAM chip 108 to 10 predeterm ned storage areas in

the external nenory 107. At this time, since the

busi nesses 1151, 1152, and- %453 have no relation wth

each other, the storage areas in the external nennry

107 wh he application prograns, AP 1, AP 2, and

AP 3 cgﬁgﬁﬁe’éc)mﬁﬁsgaéanﬁo 8, Ehgocn &B&“tﬁcPﬁlg&véﬁéé:em 1
whet her one has the right to download to such a

SR GTHGED At T o e hen SCTARF A i csbir ¢ iagrement

whi| e the application prograns AP 1, AP 2, and AP -3

srEkptt Rgnages the, staked OfcembEBtEWR e thiecjobi@rocessed

transfer and view ng of data anong the application

P1videdsing0d APst-sABRriupamstadils3 andeomileticdnditices, it

the application prograns AP 1, AP 2, and AP 3 to the .

FAMEBsRb188 Lot Beadit! ReR! e&luM NS ohk/ jJ:Jb théh start

~.and 117_3, as explained |ater, perform nutual

h?f&b&é&iﬁa We&.gt'ilﬂ %Ma%wt%e%OSbbpr Od%%e I?:ate while
down 1on,

oad 25 S|gnature erificati it O et
etc . 80 . Next onents hown in FIG 19 wll be

BEFITA ST PrEactiom 108 LeIaardd .| theratnna i dfal s Fasaible
d|aq#an1of the IC card 5 103. As shown in FIG 21,
minate 1bhe i hrtite qawsed by dirasigfiay Of Wdm with

provided with a storage unit 150
the IC card 3 through the Internet 10.

Further, according to the authentication system 1,
the service definition table data describes a name showing
the type of service provided by each business, that is, the
service type element, the number of that service used in
the IC card 3, and the key information used when providing
that service. This is held in the external memory 7. Therefore,
businesses 15_;_1 to 15 3 not developers of the SAM chip 8
can produce their own application programs for runn:;Lng‘on

the SAM chip 8 by the script programs 21 1, 21 2, and 21 3

'. and download them through the SAM chip 8 into the external

memory 7 for customization. That is, without being informed

of key information, operational commands for directly
operating the IC card 3, or other highly confidential

information to the businesses 15 1 to 15_3, these businesses

can customize their own application programs. Further, ‘when

a business customizes its application pProgram, it does not
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and processing unit 151. The storage unit 150, as

shown in FIG 22, has a storage 10 area 1551 used by

a credit card conpany or other business 1151, a

storage area 1552 used by a business 1152, and a
storage area 1553 used by a usiness 115 3. Further

the storage unit 150 stores key information wused for

| udgi.ng the existence of the right to the storage 15
ﬁ‘r‘%‘g tpsknow the kepol REPFBRAtLCR #F 6RYF RRATRE19RAh copgands,
right to the storage area 155 2, and key information

R ckhe oloadueni bhet husineessisi §hghtenede storage area
1553. That key information is specifically used for

nmut ual Furekhdentacedrdimgetor yhé i anthedtdestiphi egseém 1,
data, etc. 20 Further, the storage unit 150 stores

s1eas i {1 Gal PR siblOtBBYELINOf cdiffddt L S shfanning
card 103 user. Next, the SAMunit 109 will be :

j ' ef.alls: raal ¢ 71 _Fl 23,.i
ERLEIAD LES ol PPN Wl dlcee
ext er nal ngggr%.lO?. 8 Ai,sho in FIG 23, the |
TIOTHTRS T HRIBING B BAPERNALY RENBPYVIBFSi 4B Bd&2gge °f
AP storage area 120_1 storage area_for storing the
IPHY1ees  oxeprbgdaninpliangpushy withnapproyallatafhspIC
storage area 1202 for storing the application 5

gaxdrainside:- 2 of the business 1152, an AP storage area
1203 for storing the application program AP -3 of the

busi ne&frtHd® 3, addo AL NG NES CERE L a i Rt AL £8n 13¢skardl,
by t he manager ' .

by introducing the concept of a data block, the data input
énd output with the IC card 3 and the log dat_a can be easily
managed.

FIG. 17 is a functional block diagram showing more
specifically the function blocks of the SAM chip 8 shown
in FIG. 9.

- As shown in FIG. 9, the SAM chip 8 is connected through
an internal bus 90 to an ASPS communication interface unit
60, gxternal memory communication interface unit 61, bus
scramble unit 62, :andom number generation unit 63,
enéryption/decryption unit 64, ;torage unit 65, and CPU 66.

.In the SAM chip 8 shown in FIG. 17, for example as
shown in FIG. 18, it is also possible to connect a card I/F
unit 91 connected to the internal bus 90 to an RF
reception/transmission unit 92 oﬁtside_ of the SAM chip 8

and transfer data with the IC card 3 by a noncontact system
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of the SAM chip 108, and a key information storage
area 122. The application program AP_1 stored in the
AP storage 10 area 1201 is conprised of a plurality
of program nodul es. Access to the AP storage area
1201 is restricted by the -f7rewall FW1. The
application program AP 2 stored in the AP storage

fhe ' Lse lurality of program. .
EPEE M prteRae ek Rholf b ntion il faion unie
stricted by the firewall FW2. The application

‘prbgran1AP-3 stored in the AP storage area 120 3 is

conprised of a plurality of program nodul es. Access

to t hee9eend fubediment 1203 is restricted by the 20
firewall FW3. In the present enbodi nent, the above

pr ogr dFhenkesent, embodimenitmiis amidmbdalinlerad edriesponding
exanple fromthe outside of the SAMunit 109 to the |,
oxt eiaateventh ytd Odindheaspabes off +h8ei RERALABK .

nodul es form ng each application programcan 25 be

freel t ' - 1.he. £0 S di business., 82

Furt hgr,&t ﬁ%@aﬁﬁ? %’f‘%vgno{)r%ga%g%ﬂ,c Lguraigp of a
= tored. in the ext al _nmenory 107 are scranbl ed.
cﬁ%ﬁﬁ%ﬁﬁ?éaﬁgtﬁ¥ﬁﬁ$%dﬁ@£éﬁfr%%% Preder heempRAtnent 108,
Further, the application prograns AP 1, AP 2, and AP

-3 5Asyphowpgin EEGpl8, phederrmmunbics htoh mistessd9l uses
1151, 1152, and 115 3 using the personal conputers
thes3erte 84,020 EC daiB 19B0(im teyFd €id 19 rafd tA6 £ the present
downl oaded t hrough the SAM

invention), card reader/writer 104, personal computer 105,

ASP (application service provider) server 106, SBAM (secure
application module) unit 109, personal computers 116 1,
116_2, and 116_3, and authentication units 117 1, 117 2,
and 117_3 to communicate through the Internet 110 and perform
settlement processing or other processing for a procedure
using an IC card 103.

The SAM unit 109 has an external memory 107

' (semiconductor storage circuit of the present invention)

and SAM chip 108 (semiconductor circuit of the present
invention) .

The SAM chip 108 has the software configuration shown -
in FIG. 20.

As shown in FIG. 20, the SAM chip 108 has, from the
bottom layer toward the top iayer, an HW (hardware) layer,

OS layer, lower handler layer, higher handler layer, and
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chip 108 to the external nenory 107. Access to the AP
managenent storage area 121 is 10 restricted by the
firewall FW4. Note that the firewalls FW1, FW2, FW
3, and FW4 correspond to the firewalls FWshown in
FIG 20. The AP managenent_ sigprage area 121 stores the
nmodul e managenent data 130 shown in FIG 24. 15 The

| e mapagenent data 130 registers the nodule nanes

u
' 4§xi§¥§$niﬂﬂEﬁﬁYmﬁEﬂ%§-dommloaded fromthe personal

conmputers 1161, 1162, and 1163 in advance and the

downl & Iavpmthandler  ¥ayer | bnckedes nd odnirennlayer .
(downl oad key information of the present invention)..

20 Th#ternss, tHew® dageafhas pppdriaiatindipeogsanklznad ap 2,
condi ti onal on the nodul e managenment data 130 having =

alrlte AT Bl OBTh Bl e SEEaNBE f ﬁsﬁﬁit;OEhJé eYci BAPATROB0By the
registered in it in advance. Further,  the nodul e )

JERRAGETRIYG %tuga}&gsh8§_ 5 eﬂ%&‘%% el%qglg‘g_lgg ltlgg_g , and

program nodul es executed by the

xecution sigpature verification key information
1&%936 s%owcfx jin f’%ﬁ]ﬂ“ﬁ .

registere is, the right for a program
nodul e to_be_executed by the SAM chip 108 is obtained

condi ffoithe BR laerpdihe appligaiyon progrems 38 1, AP 2,
havi ng the execution signature verification key

andf 8P iaowdt thei bighest handflern lageanaee prbeidedubetween
managenent data 130, as shown in FIG 24,

them with firewalls FW (firewalls of the present invention) .

The SAM chip 168 is connected through a SCSI port,
the Ethernet, etc. to the ASP server 106. The ASP server
106 is connected through thfa Intez_:net 110 to a plurality
of terminal apparatus including a personal ;:omputer 105 of
an end user and personal c:ompﬁters 116 1, 116_2, and 116 3
of businesses; 115 1, 115 2, and 115 3.

The personal computer 105, for example, is connected
through a sérial‘port or USB port to a Dumb type card
reader/writér 104. The card reader/writer 104 realizes for
example wireless communication correspondiné to the physical
level with the IC card 103.

The operational commands to the IC card 103 and

response packets from the IC card 103 are generated and

analyzed at the SAM unit 109 side. Therefore , the card

reader/writer 104, personal computer 105, and ASP server

106 between them only act to store the cbmmands and response
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shows the correspondence of the firewall nunber of the
firewall restricting access to the program nodul e
(firewall 10 identification information of the present
invention), start address, address |ength, downl oad
signature verification Kkey7gnf-ormation, execution
signature verification key information, and nodul e

for du] e of .the | icati
B 3h Wl B TR B oS estan ap el Belfg he,game and
storaqf areas 1201, 1202, and 1203. Here, the firewal
diRl ek Hurthe eACETRtien rendecryptipr ot data,
access to that program.nodule is restricted. The ‘

_ WW&M\@&W sactuahdopesstibdng hin 26he IC card

storage area for which access is restricted by that
Hoewal|. The address |ength shows the address |ength
of the storage area for which access is restricted by

that fpple¥Ridinedie 0wy cad signat u,ey ey f4 Cl?éé Ofh&keY -

information is the key Tnformati‘on used for the

[ t_4r t 0 ownl oadi ng
r3 tiamoé-ﬁffﬁéﬁ?hiﬁg@ b oS S e R (3P TEekE Yene
Eésrn menory 107. The executi on sg%natur
"qu{:’&Fai“}ﬂ‘ St B _Ziss afise r apdr dpynpigad the
the signature information given to .a program nodul e
Preshicede apri ldgeatian mogransdchieudly the @&igntheption
108. In the present enbodi nent, for exanple, each
upfiegr anmuduliad 2 giawn m'grmtwﬁougrﬁ OfFHERISIM SO DOB to

its legitimcy. Wien that program nodul e has been
pb'e'cﬂe@etrlxdined storage areas in the external memory 107.

At this time, since the businesses 115 1, 115 2, and
115_3 have no relation with each other, the storage areas
in the external memory 107 where the application programs
A.B__l, AP 2, and AP 3 can be downioaded to are decided in
advance and whether one has the right to download to such
a storage area is verified by the SAM chip 108.

Further, while the application programs AP 1, AP 2,
anci AP_3 are being executed, the -firéwalls FR restrict the
transfer and viewing of data among the application progi:ams
AP 1, AP_2, and AP 3.

When downioading the application programs AP 1, AP_Z .
and AP 3 to the SAM chip 168, the authentication units 117.1,
117 _2, and 117 3, as explained later, perfo‘fm mutual

authentication with the SAM chip 108, produce the download

signature verification key information, etc.
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nodi fied or tanpered with, it is possible to use the
execution signature verification key information to
verify that 10 signature information to confirmthe

| egitimacy of that program nodule. The nodul e nane is
t he nane assigned to that -pmsagr-am nodul e. The key
informati on storage area 122 stores the 15 encrypted

key information K C used en accessing the . rage
ar ea - 'oft}%%é:qu@oé‘é?’ﬁ:ﬁ Eyitellish ﬁiﬁﬂﬁq‘l d '2‘2‘%%‘*
execution of the application programAP 1, the
%ﬁﬁiﬁhﬂ key information K -C2 used when accessi ng

the storage area 1552 of the IC card 103 shown in

FI G dXQaxdd®3lon of 20 the application program AP

2, and the encrypted key information K C3 used when
acces ¥ty tle ist ar fpacieanalShlochkfi dihgrhfa o&r #h&03C card
shown FIG 22 by execution of the application program
13 3. The key information KO, K-C2, and K -C3 are
encrypted 25 by the key information K -X. 85 Access

onl y By PReAL ARG SLCTA & Mgt 207 oy ST

Y59 Bash iy S0 18 PROVIAEA SR P EpEausgunt hel 50
SAM chi p 108 has an ASPS communication interface unit
angp preqessiag erdy 1 51.

The storage unit 150, as shown in FIG. 22, has a storage
area 155-1 used by a credit cardrcémpany or other business
115 1, a storage area 155 2 used by a business 115 2, and
a storage area 155_3 used by a business 115 3.

Further, thé étoraée unit 150 stores key infofmation
used for judging the existence of the right to the storage
area 155_ 1, key information used for judging the access right
to the storage area 155_2, and key informatioh used for
judging the'aécess right to the storage area 155 3. That
key information is specifically used for mutual
authentication,"encryption-and decryption of data, etc.

Further, the storage unit 150 stores identification
information-of the IC card 103‘or IC card 103 user.

Next, the SAM unit 109 will be eicpllained in detail.

[External Memory 107]

FIG. 23 is a view for explaining the storage areas

of the external memory 107.
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conmuni cation interface unit 161, bus scranble unit
162, signature processing unit 163, authentication
processing 10 unit 164, encryption/decryption unit
165, storage unit 166, and CPU 167. The SAM chip 108
is a tanper-resistant nodu g3 _The ASPS conmmuni cation
interface unit 160 is an interface used for input and
out put. of data_ with the ASP 15 server 106 shown in
FIG P& shremeipcFiG ddndhp ssaragecaredn aftdef gesernal
unit 161 is an interface used for input and output of -
meRar i 14 tireclese camalhP neboryge 0dreTht20ut stomapeearea
unit 162 scranbles output data and 20 descranbl es
fiowp i tadaieg Wies applicatoantroyiant APNY €At thet BusigBss
t he external menory conmunication interface unit 161.
1 5] grahr 8tBragesakrad ¥ t2 1k ax il PiRedappiShation
produces a signature and verTfies a signature en 25 .
]qug]l [ I i on. prLear.am_t hy gugh t he
I'nt era%gﬁ%og&éﬂlgr# “? e ex grl%za'ngﬁoég %Pfaﬁl%l Afisan 1203
xecyting the ap Iifation program The_aut henticati on
'%‘ocse sti"%bg uﬁ?‘? RRL LSRR PFRIFR AR 3 pef f Bhegbusiness
nut ual aut hentication wth the other party 5 when
1d&u 0 ani A managprenhitsorrggeogren LALloeeed tthe the manager

Internet 110 to the external nenory 107. The

odnthyppshMndldin ri(a | andiai ke Gin fimiaicn daloraapdarea 122.

The application program AP 1 stored in the AP storagé
area 120_1 is comprised of a plurality of program modules.
Access to the AP storage area 120 1 is restricted by the
fifewall FW 1.

The aﬁplication program AP_2 stored in the AP storage .
area 120 2 is compfised of a plurality of program modules.
Access to the AP storage area 120 2 is restricted by the
firewall FW 2.

The applicatiop program AP 3 stored in the AP storage

area 120_3 is comprised of a plurality of program modules.

- Access to the AP storage area 120 3 is restricted by the

firewall FW 3.

In the present embodiment, the above program module
:-i.s the minimum unit downloaded for example from the outsi&é
of the SAM unit 109 to the external memory 107. The number
of the program modules forming each application program can

be freély determined by the corresponding business.
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decrypts encrypted data. The storage unit 166 for -
exanpl e stores the key 10 information K X for

decrypting the key information K Cl1, KC2, and K C3
stored in the key information storage area 122 of the
above-mentioned external nmegery 107. The CPU 167

executes tasks as explained |ater based on a

predetermi ned program (program of the present

i nventfwibhen s threrRbieh ion Rregnars A8_ApAE ¢t Rowt AP_3
programin accordance w th execution of the tasks.
fagedin sthe vexbefmal onghaiyi HY7 t e t skaniekead Ut Bley are
by the CPU 167. As shown in FIG 26, the CPU 167
desatdinds] dd aviiavwnt odl inbo task 210, cisystrom f ask 171,

AP task 172 (program of the present invention), and

sett | eithd¥ OCRESAHSL { QL1 B8 azgﬁ&a&@apw? AWl Qadh pp 3

task 170, as explained later, p orms TProcessing for —

wnl i n. appligcati rogram from oufside of . _
R S e, B B KR Bl eBhefol TRt Sh1s 2,
a?{(#er | menpry 107. 87 The systemtask 171 is a task
lﬂg-t%r‘?ﬁ’rfgg 4 e spimd cFmRu teRR bt 6 ohs LM Rie and
to the 1C card 103, and other processing. The AP task
118 T ahavweheirs i BAG y Fhrmgtsardcdencendah ticaigh hehe SAM
application prograns AP 1, AP 2, and AP -3 perforned

- chiign Iidee tSAMME gk téddhd e Gednv@Sy a7 0cessi ng request

from _the ASP server 106 or el sewhere outside of the
SAM Chikel¥Bto the AP management storage area 121 is

ﬁestricted by the firewall FW 4.

Note that the firewalls FW 1, FW 2, FW_3, and FW 4
correspond to the firewalls FW shown in FIG. 20.

The AP management storage area 121 stores the module
management data 130 shown in FIG. 24.

The mogiule management data 130 registers the module
names of the program mod_ules downloadgd from the personal
computers 116 1, 116 2, and 116_3 in advance and the download
signature verification key information (download key
information of the present invention).

That is, download of a program mcdule is allowed
conditionél on the module management data 130 having the
dbwnload-signature verification key information registered
in it in advance.

Further, £he module management data 130 has the module

names of the program modules execui:ed by the ‘SAM chip 108
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The settl enent processing routine task 173 deci des

whi ch of the application prograns AP 1, AP 2, and AP_3
to 10 use when for exanple the SAM chip 108 receives

a processing request relating to the I1C card 103 from
the ASP server 106. Next,_ gxanples of the operation

of the communication system 101 will be expl ai ned.

[ Qperation for Downl oading AP to External Menory] 15 -
and; they exeqniqny iamaturs weapl Hieabipn Heepporfeipation
of downl oadi ng an application programAP -1 fromthe

negrisdreted cignpiter 1161 shown in FIG 19 to the
external nmenory 107. Step ST101l: The persona

conputttiatlie] shewidht oo alfrbgrasMdduletd Bet BRecuted
SAM chi p 108 adownl oad request designating the nodul e

D isaGh Jorge!
b?'ﬁe auSt hent |]c%ﬂaﬁmuﬂ%%l S‘fe%rg&%%%ggf%]ﬁ "ERHlodute

"%%“&ne%%“é B, G VAN e et SRR { he

authentlcatlon unit 117-1 connected to the

Hhtve infopmation, gaghs tefrd enckt simeadvance.
Iegitinacy is confirnmed by the nutual authentication,
t he pEbeewodudeomanagpmEitOdataslipy f asnsbowd hot BIG. 24,
that, in the present enbodinent, it is possible to
shoersy ahie0 i riredipitindlétccaof thd eRifdwiia ifimidditof the
mutual authentication, but for exanple the follow ng
£lieeadUeebricting access to the program modiule (firewall
identification information of the present 'j.nvention) , start
address, address length, download signature verification
key information, execution signature verification key
information, and module name for each program module of the
application programs AP 1, AP 2, and AP_3 stored in the AP
storage areas 120_1, 120 2, and 120_3.

Here, the firewall number shows the number of the
firewall by which access to that program module is
restricted.

The start address shows the start address of the
storage area for which access is restricted by that £ irewall.

The address le:_lgth shows the address 1'ength of the

storage area for which access is restricted by that firewall.

The download signature verification key information

~is the key information used for the signature verification

performed when downloading a program module through the SAM
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used. Both of the authentication unit 1171 and SAM

chip 10 108 hold identification information of the

SAM chip 108, that is, the SAMID, and the nutua

aut hentication master Kkey information. Further, the
authentication unit 1171 engpypts the 'SAMID by the

mut ual aut hentication master key information 15 and .
transmits it to the SAM chip 108. The SAM chip 108

hddr 8 tohdhe @thapaharsieer ¥M I D by the nut ual

aut hentication master key and conpares it wth the

SAM | Bhiet ekelcudions gliffnatufrenwechEngatibnckali infothation
| egitimacy of the authentication .unit 117-1.

ilsUniderY forewenSfing Nilte §$ighDAM € N PedBBa2DoRNGEVEhSto
the SAM I D by the nutual authentication master key

ad ProGTRl ARG WhHaRS Eietuitlinkl thi® e.!.lﬁlag%mld g@h&ﬁ@ by the

unit "117 1. The authenticatidn unit ecrypts

i ved ted SAM ID by.th | ‘
P Rt 1 UR0 6l hPpER ool Lhnddahafec FB2, pramphg, each

 SAMID it hqglds itself. If matching, 25 it confirns

PERETREy MRS 35t PHEes A e rugginfoguatiap ophayripg: its
The downl oad task 170 judges whether each nodul e nane
lggditdmacyd Wharhdhidwpmrae pabilathas dpedT1Dllieitly
regi stered in the nodul e managenent data 130 stored in
mble £ eAR faaapeiFRid ws thl, age iR sl ol hige @HeLeR@Ention
menory 107. Step ST104:

signature verification key information to verify that

signature information to confirm the legitimacy of that

program modula.
The module name is the name assigned to that program
module.

The key :i.n‘formation storage area 122 stores the
encrypted key information K Cl1 used when accessing the
storage area 155*1 of the IC card 103 shown in FIG. 22 by
éxecutién of the application program AP 1, the egcrypted
]Fey information K C2 usgd when accessing the storage area
155_2 of the IC card 103 shown in FIG. 22 by execution of
the application program AP_2,- and the encrypted key
information K €3 used whén édceasing the storage area 155 3
of the IC card 103 shown FIG. 22 by execution of the
application program AP 3.

The key information K C1, K C2, and K _C3 are encrypted

by the key information K X.
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The downl oad task 170, when judging at step ST103 that
it is not registered, ends the processing w thout
perform ng the downl oad processing, while when

judging that it is 10 registered, perforns the
processing of step ST105. _ §£p. STIOS: The

aut hentication unit 1171 encrypts the SAMID as plain
text using the AP master key KEY-A to generate the
downl eI ke ukke vkey finformatikeny shbvagat avea 182 is
Further, it transnits that downl oad signature

adekoved adnlby keythafwamageonofr thegsaMuehipniiosnat i on
produced using that downl oad signature verification

key ifdaMneRi®mé®]the SAM chip 108. Step ST106: 20
The downl oad task 170, when receiving the downl oad

si gnatgie, vey ijfd %a!shﬁegksxawwéaﬁ? 490985 SEERm W% chip
judges if the received downl oad si gna?ure

verifid cation jgformati on matches with the
1d@mﬁ%%%&s}%ng?%fei§éri fication key information of

t he correspondi ng nodul e nane in the 25 nodul e
managdtfe PR A1 FC 9025 FubhacFAM; glaip ohfB chast akASPS
170, when receiving the signature information at step
cSmsriealion hn tenwfikcadunst gh@o ur external catmonykey

i nformati on of the corresponding nodule nane in the
gt el RN Bitte fbd e 130 £ 01 6VJ0BubhechahBUEt HAREY 162,
of that signature information. Step ST107:

signature processing unit 163, authentication processing

unit 164, encryption/decryption unit 165, storage unit 166,
and CPU 167.

The\SAﬁ chip 108 is a tamper-resistant module.

The ASPS communication interface unit 160 is an
interface used for input and output of déta with the ASP
server 106 shown in FIG. 19.

The external memory communication interface unit 161
is an iﬁterface used for inpﬁt and output of data with the
external memory 105. |

The bus scramble unit 162 scrambles output data and

'descrambles input data when inputting and outputting data

through the external memory communication interface unit
161.

The signature prqceséing unit 163 as explained later |
produces a signature and verifies a signaturerwhen

downloading an application program through the Internet 110



The downl oad task 170 proceeds to the processing of

step ST108 when judging that they match at step ST106

or when judging that the signature information is
legitimate 10 and ends the processing in other cases.
Step ST108: The downl oad taglg 170 specifies the

address in the external nenory 107 corresponding to

the nodul e nane designated at step ST101 by vi ewi ng
imEhgritiersah agersm 198 and whenoexeem bishm &d%Pthecatmn
program nodul e fromthe personal conputer 116_1 to
prvgxayeci fi ed address on the external nenory 107
(Operation for Execution of Application Prograni FIG

28 i s the laamthdidtilcd o gt ddd $ithd NP ared 06 exdbl Himed
whi ch the SAM chip 108 shown in FIG 19 executes the
1Y Gl kY QAR P ad theh €Pc b ddd wm?ntﬁ@eo% party

chip 108 receives a request for execution of the

BB, 850 SRR SR TAR U BASHRAR LA S140Fp B

the 91 - proceSS|n of step, ST112. Step ST112: Before

- 1di0e b thyieternade rmeTy HPbgram modul e of  the
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appllcatlon program AP 1, it can obtain execution 5
si-gnaflinee em@wmtem/mqmuwrbmmm d85cencrypésddaga and
to the nodul e nanes of the program nodul e by

degirgfptisn ericrytgiedatite.

The storage unit 166 for example stores the key
information K X for decrypting the icey information K C1,
K C2, .and K C3 stored in the key information storage area
122 of the above-mentioned external memory 107.

The CPU 167. -ex.ecutes tasks as explained later based
on a pref:letermined program (program of the present invention)
and executes a designated application program in accordance
with execution of the tasks.

F_IG..26 is a view for explaining the tasks executed
by the CPU 167.

As shown in FIG. 26, the CPU 167 executes the download
task 170, system task 1-'7'1,r AP task 172 (program of the present
inyention) . and settlement. processing routine task 173.
| The download task 170, as explained later, performs
processing for downloading tan application program from

outside of the SAM unit 109 through the SAM chip 108 to the

external memory 107.
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managenent data 130: Step ST113: The AP task 172 uses
the execution signature 10 verification key

i nformati on obtained at step ST112 to verify the

| egitimacy of the signal information of that program
nmodul e. That is,.it judges igf; the program nodul e has
been illicitly altered or tarrpered wth. 15 Step

ST114: When.the AP task. 172 verifies at step ST113

“that The syisfem drasK FHF et iortdsk [foy tpemfiaeming driver
proceeds to the processing of step ST115, while when
manggeiged | bpegatdiond egiilguente, thé Bhdxand1d03, and other
processing. 20 Step ST115: The AP task 172 executes
pritedy€agiam nodul e for which the signature

i nformati on has beenjudgedto be legitinate. Note

t hat I ;
L1 | D O PR T A G ) o

I S Topy B P kg B3, Y. Bl b, 2 pexforme

expl a| ni r%é he operatl on for execution of an
R a8 e 1a RIRFETHENAeIRRS § 75rom
execut es a code in a programnodule 5 through the
e d88ssagvehold ior ElGewd@re butsddesofindic &AM chip 108.
code to be executed next is a.code instructing data
The settlement processing routine task 173 decides

which of the application programs AP 1, AP_2, and AP 3 to
use when for example the SAM chip 108 receives a processing
request relating to the IC card 103 from the ASP sexrver 106.

Next, examples of the operation of the communication

 system 101 will be explained.

[Operation for Downloading AP to External Memory]

FIG. 27 is a flow chart for explaining the operation
of downloading an application program AP_1 from the personal
computer 116_1 shown in FIG. i9 to the external memory 107.

Step ST101:

The persoxial computer 116 1 shown in FIG. 19 t:;ansmits
to 'i:he. SAM chip 108 a download request designating the mm:lult;_a

name of each program module to be downloaded through the

.authentication unit 117 1.

Step ST102:
The download task 170 running on the SAM chip 108 shown

in FIG. 26 performs mutual authentication with the
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transfer or data viewing with another program nodul e.
Step ST122: When the AP task 172 judges that the code

to be executed 10 next does not instruct data

transfer or data viewing with another program nodul e,

it proceeds to the processing of step ST124, while

when it judges that it does Instruct the sane,

proceeds to the processing of step ST123. Step ST123:
apfhgnt e tian urAt dkdclieanndnted fdethe gregp @Rl domputer
The AP task 172 for exanple perforns error processing

13 € HoutFrexidoart | rghéhadachdethdlext Jegheivueyail confirmed
operati-on of the comrunication 20 system 101 shown in
Byt @hel Gutiddl et didithior)] @he3Pricted Min@WoffOk tep ST103
expl ai ning the overall operation of the comunication

i Y ddeghown in FIG 19. Step ST131: The

busi nesses 1151 to 1153 or a party requested 25 by |

t hese _pysi nesses .prqoduces the application prograns AP.
155 Mok JRRIES L e Bt PRGB! igeaoppgeible
perform processing relating to transactions perforned
LR R MRELaes dadnigmesm ashdhse teshaimenferethatiprtual
1162, and 1163 shown in FIG 19. 5 Further, the
avdivegeri asftiidre, $AM deip ekdBipdendhat €ollbhdngodekcbnique is
managenent data 130 shown in FIG 23, scranbles

used.

Both of the authentication unit 117 1 and SAM chip
108 hold identification information of the SAM chip 108,
that is, the SAM ID, and the nﬁitual authentication master
key information.

Further, the authentication unit 117 1 encrypts the

"SAM ID by the mutual authentication master key information

and transmits it to the SAM chip 108. The SAM chip 108 decrypts
the received encrypted SAM ID by the mutual authentication
master key and compares it with the SAM ID it holds itself.

If matdhing, it confirms the legitimacy of the authentication

uanit 117 1. Further, reverse to this, the SAM chip 108

encrypts the SAM ID by the mutual authentication master key
information and transmits it to the authentication unit 117 1.

The authentication unit 117_1 decrypts the received

encrypted SAM ID by the mutual authentication master key

and compares it with the SAM'_ID it holds itself. If matching,

it confirms the legitimacy of the SAM chip 108.
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it, and stores it in the external nenory 107. Step
ST132: The application prograns AP 1, AP 2, and AP -3
are 10 downl oaded t hrough the authentication units
1171, 1172, and 117_3 fromthe personal conputers
1161, 1162, and 1163 to thggSAM chip 108. At this
time, the processing explained using FIG 27 is
performed. 15 Step ST133: The user is issued the IC
card fFeP ATXhbn in FIG 22, the storage unit 150 of
the IC 103a of the IC card 103 stores the key

i nf or fikte dewdeadd daskt 130 sedden swibytlide adr meidile name
the contracting business. 20 Note that, the user and a
dussiiestediyy athe EoWalose r@g@@gtraets 8pogghoihes
Internet 110 etc. after issuance of the |IC card 103.

:.%ge.&at%rx;e%f' 1rFQh§)ﬁ§:lmllee ni@ﬂ\ etnl'é%@%ai +d138% ts'?:%fgél in the

personal conputer 25 105 to "access e server

raouah the 4 niernet 110 ¢t %‘ hase a
td:én TEtI N SS9 4 %&sl £k (,%?%‘l%ﬁ N&ke ﬁg‘?try 107.
Y
through the Internet 110 to the ASP server 106. The
ASP s& R SBIP4when recei vi ng a processing request
fromthe server 102, accesses the. personal conputer
105 5The doyhlead taskrhitd, wben fudgheg, athetep ST103 that
processing request for the IC card 103 issued by the
itaid nebdegididinid, 1@hds the processing without performing
the download processing, while when judging that it is
registered, performs the processing of step ST10S.

Step ST105:

The authentication unit 117 1 encrypts the SAM ID as
plain text using the AP master key KEY-A to generate the
download signature verification key information.

Further, it transmits that download signature
verification key information or signature information
produced using that download signature verification key
information to the SAM chip 108.

Step ST106:

The download task 170, when receiving the download

. signature verification key information at step ST105, judges

if the received download signature verification key

- information matches with the download signature verification

key information of the corresponding module name in the

inodule xhanagement data 130.
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is transmtted through the personal conputer 105,

Internet 110, and ASP server 106 to the SAM chip 108.
Step ST135: 10 The SAM chi p 108 sel ects an application
program by the settlenment processing routine task 173

in accordance wth the progggsing request received at
step ST134 and executes that sel ected application
program The praocessing, expl ai ned using FIG 28_and

FIG J9Thhern thi domlerdntaskthAQ. apheR cherBAving the
programis then performed. Step ST136: The SAM chip
sognabtepat snfornationtabf strpcEFLOA, oiseghghe download
application programto the ASP server 106. 20 As
eigphatuaee whoif cacicnr Gaygihfobhationnamittad icatresponding
system 101, as explained using FIG 27, since the SAM
wédPle 108ns!SHS e @&J@tni&?édr@ibwlda%allﬂsb tlolal?dge the

and 1173 to authenticate the downl oader of the

aﬁ%*ﬁﬁﬂéé N, Preﬂéénélﬁﬁgt? & gﬁfBQﬁ t%ggload of the

I cati'on program o an authori zed st or age

“area ip the rnal nmenory 107, it 95 1is possible to
preveré]t%f?} %ﬁﬁ(ﬁfhorlzed party fromillicitly

exchangi ng or xtm'ge“ ng with an application programin

t he e rdgyn r§aslio717E preceeda cker dhegrrecefssing of
communi cation system 101, 5 when the SAM chip 108

step SCP0rvhen yjwdgpgl thati theprogtahsat skepestfas or
transfer and data and code view ng anong

when judging that the 31gnature information is legltlmate
and ends the‘processing'in other cases.

Step ST108:

The download task 170 specifies the address in the
external memory 107 corresponding to the module name
designated at step ST101 by viewing the module management
data 130 and downloads the program module from the personal
computer 116 1 to the specified address on the external
memory 107.

{Operation for Execution of Application Program]

FIG. 28 is a flow chart for explaining the operation
by which the SAM chip 108 shown in FIG. 19 executes the
application program AP 1.

Step ST111:

When the SAM chip 108 receives a request for execution

of the application program AP 1 for example from the ASP

server 106, the AP task 172 shown in FIG. 26 executes the
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application prograns are restricted by the firewalls
FW1, FW2, and FW3, it is possible to prevent

processi ng of each application programfrom being
illicitly interfered with 10 or tanpered with by

anot her application programgiFurther, it is possible

to inprove the confidentiality of each application
rogram_Further, according to the comunication

Ploﬁ”#e"r’f‘l11'(5’1"ft %te@(p?%]:?e'd using FIG 28, when

executing an application 15 program by verifying

whet h&tePh&T1d@51 i cati on programis being tanpered

with, it is possible to avoid identity theft or other

i1l cBefages thas@®® drasdn 173 ietddytdmnpgreogmnt module of
application program Further, according to the

THRAIMAPP IGAE taloB AR i ]ap 20 Dy 6anpebeang a@réBution
application programby a pTurality of program .

émgiﬁﬁze krtar'i%i%%stﬁ'o@# ke %@M&@oﬁ%ﬂk@ﬁ%{l@%g‘ to the

menory 107 1n units of program nodul es. Fur

di [ ' 101. b
TBERHS ARG® 7 SRR OUEPR I TS &Y FRE-REGAE o the module

- confidential 25 key information used for operations

managementc dafx 3380 96 encrypt it and storing it in
the external menmory 107, it 1is possible to inprove

t he sétepi SFTISvel of that key information. Further,
according to the comruni cati on system 101, 5 since
the appki a®t itaRK IR aisge iy exeanct gl | @hgeature
decryption at. the tinme of code access by a bus

v%(i:"i@}f@a%ion key information obtained at step ST112 to verify
the legitimacy of the signal information of that pi:ogrgm
module,

That is, .it judges if the program module has been
illicit;y altered or tampered with.

Step S5T114:
. When the AP task 172 verifies at step ST113 that the

signature information is legitimate, it proceeds to the

. prodessing of step ST115, while when it judges it is not

legitimate, it ends the processing.

Step ST115:

The AP task 172 executes the program inodule for which
the signature information has been judged to be legitimate.

Note that, the prog‘-ram module may als'o be éxecuted
by the CPU 167 shown in FIG. 25 as a subroutine in the program.

[Operation During Execution of Application Program]
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function, it is possible to prevent an application
program .stored in the external nenory 107 from bei ng
illicitly analyzed etc. while halting the processing
of the SAMchip 10 108. FIG 31 is a functional block
di agr am showi ng nore speC|Q¥§ally the function bl ocks
of the SAM chip 108 shown FIG 25. As shown in
FIG 31; the SAMchip 108 is connected 15 through an
i nt er FG bAY B & ovidwe ASPSxphaimingttis opatatiemefor
unit 160, external nmenory communi cation interface
difidutiin d¥ISa® Cappli€atbbh pB3gramcr ypti on/ decryption
unit 165, storage unit 1.66, and CPU 167. Part of the
functi &fpqtd¥e. si gnature processing unit 20 163 and
aut henti Cati on processing unit 164 shown in FIG 25

are r 4 the CPU,167. _I.n the SAM
SO T AT ERTIC RN T
FIG 32, it is also possible to connect the card 1/
thrqualy the Rraqess g (therhid B16 v 88 146 tJ&dQﬁSRrﬂhfs‘-her

reception/transm ssion unit 192 outside of the SAM

e radB8 9y berekecabedcneyht iswat podheincteucingldpga
a noncontact system through an antenna 192a of the RF
theta{fid O i rdaca ebéwing Wi th 183ctRBirr frbgbadli nedule .
The present enbodi nent i s an enbodi nent correspondi ng
to theeldy pfi@sl2th aspects of the invention.

When the AP task 172 judges that the code to be executed

next does not instruct data transfer or data viewing with

‘énother program module, it proceeds to the processing of

step STléd, while when it judges that it does instruct the
sahe, proceaeds to the processing of step ST123,

Step ST123:

The AP task 172 executes that code.

Step ST124:

The AP task 172 for example performs error'piocessing
witﬁout executing that code.

Next, the overall'operatién of the communication
system 101 shown in FIG. 19 will be explained.

FIG. 30 is a view for explaining the overall operation
of. the communication system 101 shown in FIG. 19.

Step ST131:

The businesses 115 1 to 115 3 or a party requested

by these businesses produces the application programs AP 1,
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FIG 33 is a view of the overall configuration of a
comruni cati on system 201 of the present enbodi nent. As
shown in FIG 33, the comrunication. system 201 uses
10 a server 202, I1C card 203, card reader/witer 204,
personal conputer 205, ASP d=®pplication service

provi der) server 206 SAM (secure application nodul e)

A%;é 2094 opal gggters 216 1, 216 2, and 216 3,
ST e ToR R ing7the bygipessag berpgregrm
conmuni cat e through the Internet 210 15 and perform
RERTFRTEIY TRIREWY e drransngtinwe auwstfygriest using the IC
procedure using the IC card 203. The SAM unit 209 has
@ArdxEed Mo thenper oA landrfAiterchil 208, 1Tl6e 2SAMmh|1|a6 3
208 has the software configuration shown 207in FIG
shbwrAsis®r®. in9FI G 34, the SAM chip 208 has, from -
the bottomlayer toward the top |ayer, an HW

(har duA{;Ahd2Y Sfhe AThdGYE of! NG
hi gher handlé¥ Ié@er é%%g %% ye?ﬂﬁn tﬁ%t ordéeneﬁgtes

ndIe | ayer es a . dri yer.
R md Y b Rlons Weka L ST S G s 2Faperambles
AP 2, and AP -3 defrnrng procedures using the IC card
'B@ FHFLS ot (10 oFRE ce¥rparnel Bemer¥ietObusi nesses
2151 2152, and 2153 shown in FIG 33. 5 1In the AP

Iayerﬁﬁﬁﬂa&ﬂﬂﬁ3=cation programs AP 1, AP 2, and AP -3
and the higher handler |ayer are provi ded between

The application programs AP 1, AP _2, and AP_3 are
downloaded through the authentication units 117_1, 117_2,
and 117 3 from ther personal computers 116 1, 116 2, and 116_3
to the SAM chip 108. |

At this time, the processing explained using FIG.'27
is performed.

Step ST133:

The user is issued the IC card 103.

As shown in FIG. 22, the storage unit 150 of the IC

103a of the IC card 103 stores the key information used for

. transactions by the user with the contracting business.

Note that, the ﬁser and a business may also conclude
a contract through the Intefnet 110 etc.‘after issuance of
the IC card 103.

Step ST134:

For example, when the user uses the personal computer

105 to access the server 102 through the Internet 110 to
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themw th firewalls FW The SAM chip 208 is connected
through a SCSI port, the Ethernet, etc. to the ASP
server 206. The ASP server 10 206 is connected
through the Internet 210 to a plurality of term na
appar atuses i ncluding the peasonal conputer 205 of
the end user and personal conputers 2161, 2162, and

0 S| s 21 2152 2153. The .
S E5h b SRR nPE5RNCE, s Shee=" T2 s L propgseing
t hr ou the serial port or USB port to a Dunb type
%ﬁﬁ%ﬁggeﬁﬁﬁ?vaﬁi?B? SpheTnat LaPqteekber PAF| PEFVaE4106.
realizes for exanple wreless conmunication
cor r espimm@SEgsesvend Qfhywhenlrededminaairedres$ g aeguest
203. The operational conmmands to the I C card 203 and

- fihwn e rsspoaselPAckateebsam the pEreandl2@3mputer 105

generated and analyzed at-the SAM unit 209 side.

s @i ehe t PRtE2REL 128deRiMERLLE! £R4. pPBEagREhg reqﬁest .
conputer 205, and ASP server 206 interposed between

fJE”%ﬂ@'%caG r&olégoiggggg B?”Eﬁ&déarﬁrr%§§2?2§%§§er'104

contents I n data pay portions and re
sane. They ar ot involved in the encryption or
1o AT S g Phauath the BRetoReic SOMBH tagy 109 fnternet
actual operations in the 1C card 203. The busi nesses
01 and 5EP servar3l@6ete hehecfAnehip cbAPut ers 2161,
2162, and 2163 to produce the .application 5 prograns
AP 1, sge STIRbAP -3 and downl oad the produced
application prograns through the authentication units
2171, The SAM chip 108 selects an application program by
the‘settlement processing routine task 173 in accordance
with the processing request received at step ST134 and
executes that selected application program.

:The processing explained using.FIG. 28 and FIG. 29
in the execution of that application program is then
performed.

Step ST136:

The SAM chip 108 outputs the result of execution of

- the application program to the ASP server 106.

As explained above, according to the communication
system 101, as explained usihg FIG. 27,.§ince the S&M chip
108_uses the authentication-units 117 1, 111_2,rand 117 3
to aﬁthenticate the dqwnloa&er of the application progrém
and allows the download of the apélication—érogram,only to

an authorized storage area in the external memory 107, it
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2172, and 2173 and through the SAM chip 208 to
predeterm ned storage areas in the external nenory
207. At this tinme, since the businesses 2151, 2152,
and 10 2153 have no relation with each other, the
storage areas in the exter?al- nenory 207 where the
application prograns AP 1, AP 2, and AP -3 can be

i Sy xaned wf Frabéﬁ%t £h e no el gaexgtg,e)hj?ﬁv ?Ll%t?%&tly

right to download to those storage I's veri
. ' 08. 15 .Further he tr.ansfer and .

bR Vlhutiind Sl AAE prea i Pt s ip the
)@EZ nd AP -3 e restricted by the firewalls FW
e eer%fﬁ‘é?f?‘?’@ét’r@?r units 2171, 217'21 and 2173, as

expl ai ned later, performnutual authentication wth

t he $ANIthRYD Zoocordighycke ddvm| eemnehirative gpPstem 101,

verification key information, etc. when downl oadi ng -
whgiptheaf A chp polP @nsnéRa pludid 14 tynaf ApRidatidieppbirams,

chip 208. Next, the conponents shown in FIG 33 w |
siifze il t1hs £8r [ddd (@ Eh 2034 cod@0viEifhg3anbiga

functional bl ock diagramof the I1C card 203. As Shown

w th a storage uni

aﬂﬂi%a@i&?’ aazttﬂfralng %g‘.{?d I%Q:%rll%%e%’] b&cthg ? S. %g%giggaﬁg-—]‘ .

circuit) 203a provi

‘mprocesg Eﬁﬂgpit 251. The itora e unit 250, as shown in

FlzG. an algtl(ﬁ’ gagsxb e toprevent processing of each.
application program from being illicitly interfered with.

or tampered with by another application program. Further,

it is possible to improve the confidentiality of each

"application program.

Further, according to the communication system 101,
as explained using FIG. 28, when execut-:ing an application

program, by verifying whether that application program is

being tampered with, it is possible to avoid identity theft

or other illicit acts based on an illicitly tampered with
application program.
Further, according to the communication: system 101,

by comprising each application program by a plurality of

‘Program modules, it is possible to download to an external

memory 107 in units of program modules.
Further, according to the communication system 101,

by performing the usual scrambling on the highly confidential.

key ipfonqaﬁion .u‘sed,' for operations on an IC card 103 to
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area 2551 used by a credit card conpany or ot her

busi ness 2151, a storage area 255 2 used by a

busi ness 2152, and a storage area 255 3 used by a

busi ness 2153. Further, the 10 storage unit 250 stores

key information used for - Ww&gi-ng the exi stence of a

right to the storage area 2551, key information used

' ' n . ght t he, st orage ea 52

el Btk e L ASEERT LLOM tRe DR cEERRERenBLE% 00, e
. to the. storage, area 255 3. That .key_ information is 15
13 RRTTIRET | 09 (URRETES R LAPOABE FEnLPEaLi OF, that key
_encryption and decryption of data, etc. Further, the
infymafel?hit 250 stores the identification

information of the I1C card 203 or the user of the IC

car d Rg3:hea), Nesgordirey 34 tine t c@@funithtbenespbbiemedol,

in detail. [External Menory 207] FIG 37 is a view
siiitde extipd adppIcd btost Progean pagfoehst BRAceypeiosal and

menory 207. As shown in FIG 37, the storage areas of
adde Sl et e BRHR ¥ 20dakNgLudEsanyt 9 BUS dbeamble

22 in which the 101 application program AP -1 of

t he business 2151 i.s .stqred a storage area,2202 in
EqpRr e d 3l PRAR RIS Ry PR At B0 dppdigasien prgoran
215 2 is stored, a storage area 220 3 in_, which_.the

-staxad dn ithe Fopmsamemorr 102 frenkeing)53licisly

stored, and an AP nmanagenent storage area 221 used by
ansiey aechagjer. ofhitllee h@ANMigid FhR0@rocessing of the SAM chip

108.

‘FIG. 31 is a functional block diagram showing more
specificgny the function blocks of the SAM chip 108 shown
in FIG. 25. |

As shown in FIG. 31; the SAM chip i08 is connected
through an internal bus 190 to the ASPS dommuniéation
interface unit 160, external.memo;y'communication interface
unit 161, bus scramble unit 162, encryption/decryption unit
165, storage unit 166, and CPU 167.

Part of the functiops of the signature processing u;xit

163 and authentication processing unit 164 shown in FIG.

. 25 are realized by, for example, the CPU 167.

ITn the SAM chip 108 shown in FIG. 31, for example as

shown in FIG. 32, it is also possible to connect the card

I/F unit 191 connected to the internal bus 190 to an RF

‘reception/transmission unit 192 outside of the SAM chip 108
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The application program AP -1 stored in the AP storage
area 2201 is conprised of a plurality of program

nodul es. Access to the AP storage area 2201 is
restricted by the 10 firewall FW1. The application
program AP -2 stored in theéAPstorage area 220 2 is
conprised of a pIuraIity of program nodul es. Access

-arIc_P &%sﬁﬁhﬁ'ﬁ:ﬁ% cﬁ%drﬁ% ?)arggergoxg%oﬁggcif: sr%sdtem

firewal | FW2. 15 eapp catlonp ram

bl 5 $H0h095 105000 B! R QRSB emieaion

-siorﬁgé area 220_3 is restricted by the firewall FW

u Zhe present enbodi nent, the above program nodul e
20 is the m ninumunit downl oaded for exanple fromthe
out siXhirdfEnbpdigpdnnit 209 to the external nmenory
.207. The nunber of the program nodul es form ng each :
appl iTsd ipaesenigeabodihente i br £ emitted it ¢ @b ipe ddtthding
correspondi ng business. Further, the application

P ABLK\Fed  126h 2as§@étépof 3 tth ialB8hedohn the

external nmenory 207 are scranbl ed They are 102 -

descbaﬂi[) when, read into the SAM the

the app |%| on pr‘gger arrs£Ag‘i O‘A‘?’ri aﬁﬂng\bg“§ag:§?é‘ of a
for exa oduced by the bu3|nesses 2151, 215' 2,

Commye %{f'ﬁ‘ﬂ% 221 sohatheonpasent smpodimend:.o.

and 5 2163 shown in FIG 33 and are downl oaded t hrough
t he SRAVEheNnpinJsLa o 3he thet comuiinfpatign2§ystem 201 uses

a server 202, IC card 203, card reader/writer 204, personal
' computer 205, ASP (application service provider) server 206,

‘SAM (secure application module) unit 209, personal computers

216_1, 216_2, and 216_3, and authentication units 217 1,

217 2, and 217 _3 to communicate through the Internet 210

and perform sett.lement processing or other processing for
a procedure using the IC card 203.

The SRAM unit 209 has an external memory 207 and SAM
chip 208. |

The SAM chip 208 h'ag tﬁe software confiéuration shown
in FIG. 34.

As shown in FIG. 34, the SAM chip 208 has, from the
bottom layer toward the top 71aj(er,: an HW (hardware) léyer v
os layer, lower handler 1ayer higher handler layer, and
AP 1ayer in that order

The .‘_l.ower handler layer includes a driver layer.
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Access ‘to the AP managenent storage area 221 is
restricted by the firewall FW4. Note that the
firewalls FW1, FW2, FW3, and FW4 10 correspond to
the firewalls FWshown in FIG 34. The AP managenent
storage area 221 stores the9®\P- selection data 231 and
the inter-AP communication data 232 as shown in FIG
37, hekke, AP SEhPEL] PRcfahas2 EBLEr AR
. conmuni cati on 1% data 232 ar gﬁpﬁggagggﬁppéogrms A1,
aApegi s i nce at the time of setting up the
L) ChEG 8RS AA¥TRIR brblRhale, ubiny tha £ AT 203
bi nh%rj-AP c_:gm’run%cati on data 232 can only be rewitten
Hy P RER A FRTFOMRadRN et Pusigesses 315 ¢ e5_2,
for_explaining the AP-selection data 20 231. As shown
and, 3% 3 sghowReinpFEEl e8Bi-on data 231 shows the IC
card type information and. AP identification :
i nf or¥ratthen AP hagedxt, ogbthapplibatiénopregting AP 1, Ap 2,
infornmation shows the type of the 25 1C card 203 T
a3 ardd @hShidfer Hin @AM Krerd Sire Pbvided between
identification information of thé credit cardlcorrpany
tH&d fr el g thament for a transaction using the
IC card ZOS%I%EIIA identification information, as
sho i n 5 34 is identification information of
the apsi is&ﬁc&wppr?o‘b?a’rﬁ RRetred threnghap SSpdr pext,

t he. SAM chi p 208.

‘the Ethernet, etc. to the ASP server 206. The ASP server

206 is connected through the Internet 210 to a plurality

of terminal apparatuses includiﬁg the personal computeir: 205

of the end user and personal computers 216 _1, 216 2, and

© 216_3 of the businesses 215 1, 215 2, and 215 3.

The personal computer 205, for example, is connected
through the serial port or USB port te a Dumb type card
reader/writer 204. The cal;-'ci reader/writer 204 realizes for~
ex_ample wireless comunication cor-respondi‘n.g to the physical
level with the IC card 203.

The operational commands to the IC card 203 rand the
fesponge packe‘ts from the IC card 203 are generated and
analyzed at. the SAM unit 209 side. Therefore, the card
reader/writer 204, personal computer 205, and ASP server
206 interposed between them only act to _s.t_:'érer the commands

or response contents in data payload portions and relay the

 Ssame. ‘l'heyl are not involved in the encryption or decryption
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FIG 39 is a view for explaining the inter-AP
communi cation data 232. The inter-AP comruni cation
data 232 shows whet her 10 conmuni cati on anong the
application prograns AP 1, AP 2, and AP_3 shown in
FIG 34 is possible Specifieally, this shows if the
comruni cati on request to an application progran1at a
o em.igsue appligcation programat, a col
of Hrd P Ru R e PPk Rebiaf Rt efptd 11 the
exa a connunlcatlon request by the, application
T fﬁg&% -3 to the application program AP.1 is
al |l owed, but a camrunication request to. the
appl ithet busingssgsa?iAPL2 335 2] eode?15 2B vag thememsonal
shown in FIG 37, the AP managenent storage area 221 .
cdugmtasr s (A1 -IAP2a6N2ynafdt2 D 3 ity pgedaceatidapiskibation
for communication {transfer of data) with an

drfRIARPNL  PAPYP AMhnbSAM SR WlmdRdd Qhe"’%r}cﬁitﬁ:ed
functi onal~bl ock—di agram ot t he SAM chip - 104

El e SAM ¢
ap?g%v%asf%"ﬁ: bRgsting EneQBUf, e Clitnaiids ddif o ‘%8 .
t.er nal coymuni cat.i on |nterface unit 261, bus
e2anBRe 415 2esl ChEepghng SR Ttk 408 te Rredigiprmined
authentlcatlon ‘processing -"unit 264,
%qmtawwewy’pwoﬁxuﬁma%gemgmr a§d -unit 266,

At this.time, since the businesses 215 1, 215 2, and
215 3 have no relation with each other, the storage areas
in the external memory 207 where the application preograms
AP 1, AP 2, and AP 3 can be downloaded are predetermined.
Whether they have;the right to download to those storage
areas is verified by the SAM chip 208.

Further, the transfer and viewing of data among the
application programs AP 1, AP 2, and AP 3 are restricted

by the firewalls FW. The authentication units 217 1, 217 2,

~and 217 3, as explained later, perform mutuai authentication

with the SAM chip 209, ﬁrodnce download signéture
verification key information, etc. when downloading
application programs AP 1, AP 2, and AP 3 to the SKM.Chip'
208.

Next, the coﬁponénts shown in.FIG- 33 will be
expiained.

[IC Card 203]
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and CPU 267. The SAM chip 208 is a tanper-resistant
nodul e. The ASPS conmunication interface unit 260 is
an 10 interface used for input and output of data with
the ASP server 206 shown in FIG 33. The externa
menory conmuni cation interfieee-unit 261 is an
interface used for input and output of data with the

g)é: Zn%?éés out putgdglt%c]%n a(adkeﬁi c?%%‘%?gﬁg dé{seg h&prd

2(}]%puttlng and outputting data through the externa

hory communication interface unit 261. That is, the
external nenory 207 stores data in a 20 scranbl ed
st at s THeown gt BEE. pPdeetben§Cunard2883 haserpl Cned
| ater, produces a signature and verifies a signature

(inreegrabed| chdenit hin2 @pal preti dad pebich oan & thywcaoph urtite 250
Internet 210 to the external nmenory 207 and when

amX getibéags dAgapplecabion 25 program 105 The
authentication processing unit 264, as expl ai ned

| at erTh@ertfoer o i g%@%@%}t%@u Opr¥i tdE tRg %%%ﬁqage

party mhen |ng an app lcatl on proqran1t rou

0Ot t t 207
adde 8 %ee%?‘%ﬁ ST St R afaPAhe s iness

decrypts encrypted dat a.

'215_1, a storage area 255 2 used by a business 215 2, and

a storage area 255 3 used by a business 215 3. Further, the
storage unit 250 stores key information used for judging
the existence of a right to the storage area 255 1, key

information used for judging an access right to the storage

area 255 2, and kéy information used for judging an access

right to the storage area 255 3. That key information is
specifically used for mutual authentication, encryption and
qeqryption of data, etc.

Further, the storage unit 250 stores the
identification information of the IC card 203 or the user
of -the IC card 203.

Next, the SAM unit 209 will be explained in deeail-

[External Memory 207}

FIG. 37 is a view for explaining the storage areas
of the ekternal memory‘ 207. |

As shown in FIG. 37, the storage areas of the external

-metnory 207 include a storage area 220 1 in which the
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The storage unit 266 stores the data required for the
processing of the CPU 267. The CPU 267 executes |ater.
expl ai ned tasks based on 10 a predeterm ned program
(program of the present invention) and executes an
appl i cation progran1desibnﬁ%%d‘in accordance wth
execution of the tasks. FIG 41 is. a view for
appiplcaitiiong phragiesue i Ut esf bhe thes R426715 16 #6 sbexed,
in FIG 41, the CPU 267 executes a downl oad task 270,
a Syoade azka?220 APihagkidK2th&ehphLiBALiBAOSLSSLAN AP 2
routine task 273, inter-AP comuni cation task 274, and™
of Hhel peAVHIYCH 1) Jaske27% J 84 $3§K3 in

270, as explained—tater, perfornms 20 ocessi ng for

l,9adi_ng an plication pragramfraom .outside o
wrd 20 O a3 Sl R 3 (KR gtiadRg 21
. external nenpry 207. The systemtask 271 is a task -
is,stoFad ngnd i@ AP managansht frade areatylieused by
the 1C card 203, or other 25 processing. 106 The AP
thegglamaper fodr tdea @it clodan@@thensi vel y manages the
execution of the application progranms AP 1, AP 2, and
AP 3Ther &pplRdavhon prdgogn P I E@Rded 9inf €6l Xedsb¥rage
the SAMchip 208 fromthe ASP server 206 or other

w000t eSS SIS F. oAt Aokl
Access to the AP storage area 220 1 is restricted by the
firewall FW_1.

The application program AP 2 stored in the AP storage
area 220_2 is comprised of a plurality of program modules.
Access to the AP storage area 220 2 is restricted by the
firewall FW__2

The application program AP_3 stored in the AP sfor—age

area 220 3 is comprised of a plurality of program modules.

.Access to the AP storage area 220 _3 is restricted by the

firewa]‘.l. FW_3.

In the present embodiment, the above program module
is the minimum unit downloaded for e:éample from the oujtsidg
of the SAM unit 209 to the external memory 207. The number

of the program modules forming each application progi'am can

be freely determined by the corresponding business.

Further, the application programs AP 1, AP 2, and AP_3

sf.oréd in the external memory 207 are scrambled. They are
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a processing request relating to the 1C card 203 from
the ASP server 206, the settlenent processing routine
task 273 obtains identification information of the AP
corresponding 10 to the I1C card type information

i ncluded in that processingo2request based on the AP
sel ection data 231 shown in FIG 38 and sel ects and

a&xecuhes. 4 I|c p r ans AP 2, and AP
R b 157 ife AR AR, e e

[ nformatl on. 15 The inter-AP comuni cation task 274

manad®F thedmithe 2RR bcakbomn RuRI AR ARalli OMEpR o iedhBP_3

FIG 43 is a flow chart for explaining the processing.
anst, tier ereeprla powdudechbyotheabksiiéssker @15t e 2157 2,

explanation will be given illustrating the 20 case of
andl @ hidiatg orthe g sondP domsaueRg 21601MURILGAaRI, 0And

request for witing data in the AP 2. Step ST2017 \Wen

21591 ARMIGALEID FIE OB RBAP s:le D8hMAT SXEEY! eﬁrbaéﬂe%hea SAM
comuni catl on request for vvr|t| ng data to AP 2] 25

RO I e SRS R BT 465 0. 107 - Siep.

202 T e communi cation req I ssued at step ST201

is ecei Ve%’b%\"?h%ﬁlt nt er - AP comTunl cati on task 274
St ep it SRR R 3ER%k 294

views the inter-AP communi cation data 232 shown in

repitgicieda Ry jthey s newalie FW 4.

Note that the firewalls FW 1, -EW_Z, FW_uB,.and FW 4
correspond to the firewalls FW shown in FIG. 34.

The AP management storage area 221 stores the AP
selection data 23i and the inter-AP communication data 232
as shown in FIG. 37,

Here, AP selection data 231 and inter-AP communication

- data 232 are, for example, registered in advance at the time

of setting up the SAM chip 208. Further, the AP selection
data 231 and.interﬂaP communication data 232 can onlﬁ be
rewritten by the manager of the SAM chip 208.

FIG..BS is a view for explaining the AP selection data
231.

As shown in FIG. 38, the AP selectiqn data 231 shows‘
the IC card type information and AP i&eﬁtification |
igformation linked togefher.

The IC gard type information shows thée type of the

IC card 203 shown in FIG. 33 and, for example, is
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application program AP -1 can comruni cate with the AP
2. Step ST204: Wien the inter-AP communi cation task
274 judges at 10 step ST203 that conmunication is
possible, it executes the processing of step ST205
whil e when. it does not,-il1C&nes the processing. In
this exanple, from FTG 39, the application program

| iaBR ik iU IR MIE SAl A M o h&éfa@pegfrg SEEIPEBRBERLN

of 15 step ST205 is executed. e

. of .the inter-AP conmunication task 274; e
pel¥lehlnd old Bl Madly LT L Sk SN o find, the 1

C i cation storage area 233 shown in FIG 37. 20
ca§%gg%%T206: The inter-AP conmmuni cation task 274

notifies the fact of the data being witten to the

appl Fegt A8n iglesdrifhoation iqifqreTi@y,; dheshown in FIG.

application program AP -2 reads data fromthe 25 :
34, Nt & ri-de toidhine ot oo iiof cemertdgm arfethe 3ppili e program

with 108 the notification received at step ST206. Due

opk@alting aQOMREIMALILRDAFOGL K0 BRI ) CREEON
prograns AP -1 and AP -2 relayed through the firewalls

2 SO 305 8 Vi B SR 6 S 21
cofnBMRLE 553 halR D5

The inter-AP communication data 232 shows whether
communication among the application programs AP 1, AP 2,
and AP 3 shown in FIG. 34 is possible

Specifically, this shows if the communication request
to an application program at a row item issued by an
application program at a column item shown in FIG. 39 is
allowed or not.

For example, a conununiéation request by the
épplication program AB;_:B to the application pi‘ogrﬁm AP.1
is allowed, but a communication request to the application
pregram AP 2 is rejected.

Ful_:th:er, as shown in FIG, 37  the AP management storage
aiéa 221 has an inter-AP communication storage area 233 used
for communication (transfer of data) with an ap_pliéation
program, |

[SAM Chip 208]

FIG. 40 is a functional block diagram of the SAM chip
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i nter- SAM comuni cati on task 275 of an SAM chi p 208x
outside of the SAM chip 208 and i ssue a renote
conmand to the inter-SAM conmunication task 275 of

t hat SAM chi p 208x. 10 Such a renote command is issued
by the inter-SAM conmunicabdor task 275 of the SAM
chip 208 to the inter-SAM comruni cation task 275 of

28 esiéM chy, Pr2@8X350 request that the SAM chip 208x
execute at least part of the processing assigned to

t he M chip 208 n r example the processing 15

| oad “6F éﬁ&ﬁﬁs 6%?%‘2%@’b§§82§§“|&b§8 3ﬁ§ %Fsc%ﬁhéﬁps

suitably performthe processing. Next, the overal
capunteakior tnkerbafantriti 860 s pxternadl memany i n

FIG 33 will be explained. FIG 45 is a view for

camminl i bion hintecfate upétaRiédn LG cicrsmble unit 262,

communi cati on system 201 shown in FIG 33. Step ST231:
sikfrea tuse NEEsEss2ingluha®t22633 akthePdilos iU §HREs Ping
.these busi nesses produce application progranms AP 1,

urft 264 284 APt FnYdddIQPti WUNRAS 28T Qe BEL 8%595% 266,

processing for 25 transactions using the IC card
aéqlégﬁr sonal conputers 109 2161, 2162, and 2163

shown in G 33. Step ST232: The application -

prograns. AP 1, AP 2 and AP -3 are downl oaded through

t he WM iR 2dfi1s 2 1vampex7yesistant peduder, om

the personal conputers 2161, 2162, and 2163 to the

SAM @fiep KBRS communication interface unit 260 is an
interface used for input and output of data with the ASP
server 206 shown in FIG. 33.

The external memory communication interface unit 261
is an interface used for input and.output of data with the
external memory 207.

Thg bus scramble unit 262 scrambles output data and
descrambles input data when inputting and outputting data

through the external memory communication interface unit

261.

That is, the external memory 207 stores daté in a
scrambled state.

The signature proc_-:essing unit 263, as explai'ne_.d later,
preducés a signature and verifies a ;ignature when
downloading an application program through. the Internet 210
to the external memory 207 and when executing an applicafiqn

program.
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Step ST233: The user is issued the I1C card 203. As
shown in-FIG 36, the I1C 203a of the IC card 203 10
stores the key information used for transactions with
a business which the user has contracted with. Note
that the contract between fdfe user and a business may
be concluded after issuance of the IC card 203 through

t he tern 210 etc. 15 Step ST234: For. exanple, .
when e 88FhaB L pBY ey Brocenatsg Said 2otonpa BRPhoBRed
to access the server 202 through the Internet 210 and
lagere. \RECERTPEoMltral; puthenfdcakipn withs theppsbesspagty

request through the Internet 210 to the ASP server
whepglovnl ypding lrn ABPlderatdror?pogeeni tlesowglptheeIstagnet

request fromthe server 202, it accesses the persona
210ohputhe 2&Terinalougindiie 40t ernet 210. Further, the

processing request for the I1C card 203 issued by the

car drheadRE+y Wi bRY ddldy it ot Whnilh é%ﬁggnw—ﬁ-g%f 89%al and
conput er 205, Internet 0, 25 and ASP server 206 to

de%gfggéwbﬁgkgg%%?iﬁ%ﬁ%i' Step ST235: The SAM chip 208,

ccor € processing request received at

step,.ST234, selects the application _ programby the
set t T BReRtOFIER é%'%’r'ﬁgz‘fe%tﬁt?‘ﬁ'éast dhe dataspaagigedcfipssthe

the selected application program In the execution of

rropassipgl pEathenCBlod6dm any

The CPU 267 executes later explained tasks based on
a predetermined.program (program of the present invention)
and executes an application program designated in accordance
with execution of the tasks.

FIG. 41 is a view for explaining tasks executed by
the CPU 267. | |

As shown in FIG. 41, the CPU 267 executes a download

task 270, system task 271, AP task 272, settlement processing

routine task 273, intei—AP communication task 274, and

inter-SAM communication task 275,

The_download task 270, as explained later, performs
procéssing for downloading an application piogram from
outside of the SAM unit 209 through the SAM chip 208 to the
external memory 207.

The system taskA271 is a task performing Qriver
management, operations unique to thé IC card 203, or other

processing.
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conmuni cati on perfornmed between application prograns

is perforned by the inter-AP comruni cation task 274

as shown in the above-nentioned FIG 43. 10 Step

ST236: The SAM chi p 208 oui uts the results of

execution of the applicat B programto the ASP

server 206. As expl ai ned above, according to the

cCoNMitieC AP 88skSYIL NERD bxanfp 1 )0vBmpRehkas i¥e1§Nflanages

FIG 37, the application 15 prograns AP 1, AP 2, and
AP chathBe1asid# CERE L5911 SLEESSI ,?eogégtns OhBei, ap 2, and

by.firewalls, so it is possible to prevent — "‘

(I ' r ' [ (Llicitl | 1Qr

2RI LA LTS DEOREOR' PloleLE CLL ! YolRIVLE B tne

and ™ tanpered wt er, 1T°1S possi ove

ool By 98, B0l Bt KBl aRir At s Py S

by the inter-AP comuni cation task 274 shown in FIG
ofy theiSft e A#P%mnagenent storage area 221. of the
external nmenory 207 shown in FIG 37 to performthe
pr oc@ssishgpwehouan FIG FI42, wiin cdmmSiathign 228 weeceives
application prograns is allowed 25 in a preallowed
a paRgRessinkl reddes €f BéBatidg i 6o POSS | Dt EcaBAPPOYI ffom the
di verse services by synchronization and cooperation
as¥ Rl 2ol Y ife Ml‘e&%}h‘t"{lx%g%égﬁi ﬁéﬁt%wéhtﬁsk 273

di verse service, for exanple, there |
t.omat.i el.ecti.on of. | i gati on_progr by the .
B e O RS oty PHRTRE Os R T2 S S hBuR O T ReppeEnding

1

41, _
to the IC card type iqformation included in that processing

‘request based on the AP selection data 231 shown in FIG.

38 and selects and executes the application progiamé AP 1,
AP 2, and AP 3 coi:res_pondingr to that AP ident_ificé.tion
information.

The inter-AP communication task 274 manages
communication among the application programs.

'FIG. 43 is a flow chart fér «_axplail;ing the proceséing.
of the inter-AP communication task 274. |

Here, the explanation will be given illustrating_ the

case of the application program AP 1 issuing a communi_catioh

request for writing dat:a_ in the AP 2.

Step ST201:

When an application progx.jam AP 1 being executed is sﬁes
a ‘communication reqﬁest for wri-fing data to Ap 2 ,l the

processing of step ST202 is performed.
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That is, while the sane | evel of conputation content,

for settlenent processing differing in settl enment

protocol according to the issuer of the I1C card 203,

if the type of 10 the 1C card 203 is known, the

correspondi ng applicati on 1@¥ogram can be

automatically determ ned. Therefore, by registering

t he %ﬂ%gl%ﬁﬁﬂi processing at the |evel of the

settl nt processing routine task 273, the type of

t he card 203 nd the corr ondi pg applicati .

pr oglrrg'm CHpE 'brﬁaet%ea?tf yﬁ’tféfeﬁrﬁ'he tefbu‘%T?gl is

this, the | oad on the devel oper of the application
refeigretiRathe 1nepr< &%0001“’1“6"1‘%%?10‘&0%%?@ Ad4to the -

comuni cation system 261, since the information stored
in t BteaxtSMAA: nenory 207 is scranbled by the bus
scranble unit 262 of the SAM chip 208 20 shown in .

FI G mHa ihkereAPScamtiin dedtich itaswpRl +BsPealhd Onter-AP
anal ysis fromthe outside. Further, according to the

AR DAL 0SS 123D 2Hown Diin LREG PT 991 $58N318% aQeJ.f the.
i nt er - SAM comuni cation task 275 shomn in % G?

=BG B ot B C G PR FatRond ‘i{ie' |

mounting the SAM chip 208 in a store server etc. which
has %F?RﬂqﬂQQFaneously handl e processing requests for
settlement processing froma plurality of termna
appaFaeasdde iintieg AR swirplun iiqa ise tthesk WBte | Drdgés at
the inter-SAM comruni cation 5 task 275 to inprove the
stept SRS tthato eeamiundcatiahi st ysosum:mg aipl ur:abut:yesoi:he
SAM chi ps 208.
processing of step ST205 while when it does not, it ends
the processing.
In this example , from FIG. 39, the application program
AP 1 can communicate with the AP 2, so the processing of
step ST205 is executed.
Step ST205:
Under the control of the inter-AP communication task
274, the application program AP 1 writes data in the inter-AP
communication storage area 233 shown in FIG. 37.

Step 5T206:

The inter-AP communication task 274 notifies the fact

of the data being written to the application program AP 2.

Step ST207:
The application program AP 2 reads data from the

inter-AP communication storage area 233 in accordance with
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FIG 46 is a functional block diagram show ng nore
specifically the function bl ocks of the SAM chip 208
shown in FIG 40. 10 As shown in FIG 46, the SAM
chip 208 is connected .ghﬁgﬁgh an internal bus 290 to
the ASPS commruni cation | face unit 260, external
menory conmuni cation interface wunit 261, bus scranble
thenino P61 cahbtoy preoaidedr ypt seapusTrR06265, st orage
unit 266, and CPU 267. 15 Part of the functions of the
Si gnaiuy ecPrains,s | gt 1 ca €66n apdraséheshé CaphPication
processing unit 264 showmn in FIG 40 are for exanple
pf&ﬁ':éxi@ dhidy1 teq G iZGZelJi?SdSéMSG}FH Zﬁé F QQ%allris is
FI'G 46, for exanpl® as shown 1in 7, may a
ﬁﬁgﬂgg the card I/F unit 291 connected 20 to the
9 ernd? bus 290 to an RF reception/transm ssion unit
292 Sld §M§ SAM chi p. 208 and transfer data w th
t he rz‘é 9°‘&‘“HBF188??P881 £33% 1%/ ¢ RFoBlAWARR FIG.
ant enna 292a of the RF reception/transm ssion-unit
499An ERPIFAERER Wit negd Theanefibudenamplessgart up the
enbodi ment corresponding to the 113 13th to 16th
irdspeSAM contdun iicatdnin €askFRTE i anSSAMVdlelp Fodheutside
overal |l configuration of the comunication system 301

ofobnbEpERSBE 0 BRA0 IBR a ASSREWMbninhdd & di ﬁ'&%: SAM

- communi cati on system 301 uses 5 t he server 302,
t t it h
.Cogﬁ{lg'll?t%%:])(dfp &iha f’PS Cfléfr ;%\iﬁlait: gérl\% %h r e§&5‘x

I nventi on card rea 0 %ersonal conput er

305,
‘ Such a remote command is issued by the inter-SaM

communication task 275 of the SAM chip 208 to the inter—SAM

‘communication task 275 of the SAM chip 208x to request that

the SAM chip 208x execute at least part of the processingﬁ

- assigned to the SAM chip 208 when for example the processing

load of the SAM chip 208 becomes large and it cannot suitably
perform the processing.

Next, the overall operation of the communication

system 201 shown in FIG. 33 will be explained.

FIG. 45 is a view for explaining the overall operation
of the communication system 201 shown in FIG. 33.
Step ST231:

The businesses 215 1 to 215 3 or a pari:y requested

‘ bj( these businesses produce application programs AP 1, AP 2,

and AP _3 for those businesses to perform processing for

_transactions using the IC card 203 on the personél éompizte-rs
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ASP (application service provider) server 306, SAM
(secure application nodule) unit 309, persona
conmputers 3161, 316 2, 316_3, 3164, and 3165,
aut hentication units 3171, % 3172, 317 _3, 3174, and
3175 (authentication appéré ses of the present
invention), and the ICE (in-circuit enulator) 318 to
21(ﬁ)rilrmrﬁlc€iat25, tamad e t heshowar iat 80 aad devel op or
custom ze software of the SAM chip 308, perform
set t IssapntsTa@20cessi ng using the 1C card 303, etc. 15
The SAM unit 309 has an external nenory 307
(semiqggen s tagfyt es
i nvent i o%ﬁ;lgﬁfé Sl,(’i:rl\vlagét:]f.&d’E?&O‘AEKSIé (%%‘n c[)hﬁ%'up%f ogﬂ%:ll lrlgtriat “of
d e N4 on The, SAM chi p 308 h
i SR 2'%‘ i ‘%*u‘%ng‘éﬁ%ﬁ“tiﬁa Ll Bintrn 27l 4317 2.
eiaipo$n F G 49, the SAM chip 308 has, fromthe
an S PErHEPEL RN et 2L dhot ifiale)and 216_3
| ayer, Iayer | ower handl er [ayer, higher handler
tqzﬂhﬁ S&ﬁthkﬂxﬂQ%allon (AP) layer in that order. 25
The |l ower handler layer is a |layer defining the - 114
pr ocStepn@M2@3 :dependent on the application program
and corresponds to the transport |ayer, network

| ayerrnean@dedatia ildstled aRd 1d ddygs Qa3 protocol . The
| ower handl er layer includes a driver layer. 5 The

driver Laves ﬁ% Y Y Detfor]ﬂ} ’%Sfrocfes&”gxc card 203

relating to the operatidn o

stores the key information used for transactions with a
busipess which the user has contrécted with.

Note that the contract between the user and a business
mﬁy be concluded after issuance of the IC card 203 through
the Internet 210 etc.

Step ST234:

For example, when a user desires to use the personal

computer 205 to access the server 202 through the Internét

‘210 and purchase a product, the server 202 issues a processing

request through the Internet 210 to the ASP server 206.
When the ASP server 206 receives a processiné request
fro:g tﬁe server 2Q2, it aécess‘es the personal computer 205
through the Internet 210. E‘urther-, the processing request
for the IC card 203 issued by the card readef[writer 204
:|.s sent through the per-so;nai computer 205, Internet 21b,

and ASP server 206 to the SAM chip 208.
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The hi gher handler layer is a |l ayer defining the.
processi ng dependent on the application program and
corresponds to a layer higher than the transport | ayer
in 10 OSI protocol. Here, the OS |l ayer corresponds to
the first layer of the prdddnt-invention, the |ower
handl er | ayer, driver layer, and higher handler |ayer
- corr espgpdsieahe second |ayer of the present
invention, and the AP |l ayer corresponds to the 15

thir of..the esent _inventiaon AP | ayer ]
|nclggk e ap% |g§PYoﬁ“p?8§P§ Qﬁgifinﬁﬁ§ﬁf SKpping
-3 de |n|n the procedures for use of the IC card 303
TEYRT dF?c Bﬁ'péﬁ'FEs STR3 4ot Relasiks ddhww appbication
AP, 315 AP2 and 315 AP3 shown in FIG 48. 20 In the
prgrapcby the spptilemendnproogssingi\rdutisfe XaskrRlArand
-3 and the higher handl er |ayer are provided between :
exéowres t théi sedekitedEdppilliicawdldns pafoddaan pr esent
invention) . In the software configuration shown in
FI G HP, thdeexdbulddf! ofethlgsSa ?Q‘i%%%’i% ?%grfanp, Lty
each business, for 25 exanple, the content of
£oe0d US| he 1 C,115 card 303._ The,
ciﬁ%ﬂiﬁSlngo ggg§recgﬁyﬁoﬂg?é |nggﬁ%cﬁ55 ard © %ﬁﬁ??s
%E%%ﬁgd gg Eﬁ l a grs of the higher handl er Ia on
5ARhe ot BESBEAP S CEBRHBICAF AR [Fadtfe 24dp as Shown
server 306 5 through a SCSI port, the Ethernet, etc.
inrthergdaweveentbened EbfnedBed t hrough the | nter net

Step ST236:

The SAM chip 208 outputs the results of execution of

~ the application program to the ASP server 206.

As explained above, according to the communication
system 201, as shown in FIG. 34 and FIG. 37, the application
Programs Ap 1, AP_?,'anduAB_Blare festricted,froﬁ accessing
each other by.fireﬁallé, so it is possible to prevent
application prog;ams_from being illicitly monitored and

tampered with. Further, it is possible to improve the

confidentiality of each application program.

Further, according to the_communiéation system 201,
by the inter-aAP communication task 274 shown in FIG. 41 using

the'AP management storage area 221 of the external memory

- 207 shown in FIG. 37 to perform the processing shown in FIG.

25

43, communication between Applicati_on programs is allowed

in a prealloéowed rangé;
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. byesgeidtabiizd teobAMd BbspSPStidh eoEeéSB!ilﬁlcaﬁ'E%%%r

310 with the personal conputers 305, 3161, 3162, 3163,
3164, and 3165. The personal conputer 3161 is used by

t he business 10 315 AP1 of the application program

AP. 1 executed by the SAM ﬁhip 308. The persona

conputer 3162 is used byt &lbisi ness 315AP2 of the.
application program AP -1 executed. by the SAM chip
308. TherHfeonees Sdndbk wospibes 64 Grdwidis el vardd@ervices
busi ness 315 AP3 of the application program AP-1

316 4.is used by the software devel oper-315 MD able

ap g@@gﬂdﬁ)ﬁkggigﬁg_handler l ayer 20 and | ower
- handl er | ayer T ncluding the driver |layer showmn in -
FI G .49 of ,the .SAM chi p 308. The personal. conputer
3165A|is sg‘s"é‘daby REFa &f‘é’&t‘:&r’e%"rof’xﬁff‘é’%m re dgg the
hat i.s, the software devel oper 315 SUP having the -
autopRtis, stRGiheSAPRH paties nsoarams| by BBeThe
busi nesses 315 AP1, 315 AP2, and 315 AP3 use the 116
seftlement qumquasying SiytB3iS2taskd23363héenpindrte.t b,
‘application prograns AP 1, AP 2, and AP -3 and
Thdbwilsqadhile: tHe el RpR] Cot | ObmPh €L 26K EBABEAR, for
~ the authentication wunits 3171, 317 2, and 3173 to

settoeAdar? @di@@tﬁ%éé{:}magi@g%%g{fewﬁteﬁ&{»SEQéLl

menory 307 through the SAM

-according to the issuer of the IC card 203, if the type of

the IC card 203 is known, the corresponding application
program can be automatically determined. Therefore, by

registering the settlement processing at the level of the

settlement processing routine task 273, the type of the IC

card 203 and the éorresponding application program can be

automatically determined. Due to this, the load on the
developer of the application pProgram can be lightened.
Further, acCo;ding to the communication system 201,

since the information stored in the external memoxry 207 is

scrambled by the bus scramble unit 262 of the SAM chip 208

shown in FiG. 40, there is confidentiality with respect to
analysis fiom the outside.

Further, according to the communication system 201,
by the ﬁrovisibn of fhe inter-SaM cémmunication task 275

shown in EIG.-41,lit is possible to disperse the processing

" load of the SAM dhip 208 to other SAM chips. Therefore, when
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At this tinme, the businesses 315 AP1, 315 AP2, and
315 AP3 are parties with no relation with each other,
so the storage areas in the external nmenory 307 to
whi ch the 10 application prograns AP 1, AP_2, and AP
-3 can be downl oaded are HkZerni ned in advance.

Whet her or not one has the right to download to such

modnHi P IR A AN ichilERiold g9 ?y stt%%eségkvggl Btéoswhlch has
~ Further; during execution of the application progra
restri the

1 the_ f |
to iy %a“e°“§1¥?§%“@geo¢r%%‘?%3%é$$ HATR? S05 PREELGRent
prgr rans P 1, 2, .and AP 3. The software devel oper

A
&8 % BB 1RFad ity O&r ﬁ‘FﬁE‘&“ﬁFo@PﬁﬁfFF‘ﬁPéthelt is
SAM chi p 308 through the 20 authentication unit 3174

‘posgibdeotaanee Whe Hunetion ofidheninberh8A gtemunication

~handl er layer and | ower handl er layer including the:
tagki 285 'toayigprihvewthen dd€kldbent phecsf M wdi GapdPBlity
etc. Further, the software devel oper 315- SUP-downl oads

usdng23 pu,adatm 3d P AWIRP4 Meat he SAM chip 308
t hrough the 11 authentlcatlon unit 3175 to custom ze

all pggt h36| i&erésfugx%g:‘#_}f%ﬁ. %él 4%11aTh show d".ng more

authentlcatlon unit , x al ne

y .aut henti te and produce domnl
spefufirally Shol FRRCEIonoRIReyS) AFoFRe: SOM GHLP SPBrshown
the SAM chi p 308 when domnloadlng a predeterm ned
inpFEGr affPfrom t he personal

As shown in FIG. 46, the SAM chip 208 is connected
through an internal bus 290 to the ASPS communication
'interfacé unit 260, external memory communication interface
unit 261, bus scramble unit 262, encryption/decryption unit -
265, storage unit 266, and CPU 267.

Part of the functions of the signature processing unit

263 and authentication processing unit 264 shown in FIG.

40 are for example realized by the CPU 267.

.The SAEM chip 208 shown in FIG. 46, for example as shown

in FIG. 47, may also connect the card I/F unit 291 connected

to the internal bus 290 to an RF reception/transmission unit

292 ouﬁs:_i.c_ie of the SAM chip 208 and transfer data with the

IC card 203 by'a noncoxﬁtact system through an antenna 292a

~of the RF reception/transmission unit 292.

Fourth Embodiment

This embodiment is an embodiment corresponding to the
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conputers 3161 to 3165 to the SAM chip 308. The

personal conputer 305, for exanple, is used by the

owner of the IC card 303, that is, the end user. .10

The personal conputer 305, for exanple, is connected

through a serial port or-UBB3pert to a Dunb type card

reader/witer 304. The card reader/witer 304 realizes
13 LN ' SSg C i j corresponding to

e o T AL e The

oper ati.on mands to.the |1 C card 303 and the

respg,tf][?e’ ggcli‘g't% Y35 th it Vs Ho sorfd e ae ¢f the

and _.angl.yzed at the SAM unit 309 side. Therefore, the
CORRHR I PARIRR /ST Hdh ohetheretenbuerbodimentng

ASP server 306 interposed between themonly act to

st or 85t fovws e tkG 2@ 8r theeccpomewi caht entsysien 301 uses

data payl oad portions and relay the sanme, They are :
theoterven[302] IaQ ¢dwd @0Gr yhitefrated dATicEit 68 tHe flabaent

aut henti cation, or other operations in the IC card

ing@atibu)t hehrd E%ah@g‘/mtie% a6 4€ nBEi"EQhalis Egmm%gé: 305,

debugging 25 a program running on the SAM chip 308.

ash TrePTibacifR SRTNEE bRoViAN, Belya, Pees it Trepure
ormation et 5 necessary for the settlenent

| nf, .
aPB?EsSEé‘%PHg‘“&& )t pRidAQSyi pergppal computers 316 1,
316_2, 316_3, 316_4, and 316 5, authentication units 317 1,

317 _2, 317_3, 317 4, and 317_5 {(authentication apparatuses
of the present invention), and the ICE (in—ci::‘:_cuit emulator)
318 to communicate through the Internet 310 and.devélop or
customiée software of the SAM chip 308, perform settlement
processing‘using the IC card 303, etc.

The SAM unit 309 has an external memory 307
(semiconductor storage circuit of the present invention)
and SAM’chib 308 (semiconductor circuit of the present
invention) .

The SAM chip 308 has a software configuration such
as shown in FIG. 49. |

As shown in FIG. 49, the SAM chip 308 has, from the

lower layer to the‘uppet layer, an HW (hardware) layer, 0OS
layer, lower handler layer, higher handler layer, and

.application (AP) layer in that order.

The lower handler layer is a layer defining the
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Aut hentication Units 317 1 to 317 5 FIG 50 is a

functional block diagramof the authentication unit

3171. 10 As shown in FIG 50, the authentication unit

317 1 has a storage unit 3501 and processing unit

3511. As shown in FIG 50,11#e-storage unit 350 1

stores a SAMID, nutual authentication nmaster key
pricticd/sTalg &b t<ldep HULRE G55 StRBSLEE1 KeY i oh Lo KQa

15 The SAM ID i s identification %fornatlgogﬁg?&t%g SAM
cog}'e% %S -g&e tmit Eé«l;m Lp%niéﬁe:%l, Fxg?ig‘?g}ke rlagre%r i and data

information K1 1s, as explal use

.generatin t ual ut henti cation key information K2.
11%8‘ é'earc%é'g?tf‘fasqsef %?/t‘?%‘?ﬁr mation KA, as expl ai ned
later, is used for generating downl oad signature
i nf ofthe lower demdlieen knwen cinttkudes ; odr tve ¥ nlaver .
external nenory 307. The access nmaster key informatien
KA i Thieegriivieor fatyieon isec dsopsy paxrfaamim@asic-diGesOing
the external menory 307 a 25 program of the AP | ayer
retbtifgy 3@ tohd drdid oftiderddd - SAM chip 308
shown in FIG 49. The processing unit 3511, as shown
in Firfe A2gHR2S nadi'alayit hant] cal| '
and downl ogd processi ng a&%t Silo%i%ﬂe&grr% rb%?&_éhe
aut hentication ynit 35 as own jn FIG 51, en
PriSRArang %P& <t ot e PR Fgn eTRYFAB
corresponds to a layer higher than the transport layer in
0sI protoc,oi.

Here, the OS layer corresponds to the first layer of

- the present invention, the lower handle_r layer, driver layer,

and higher handler layer correspond to the second layer of
the present invention, and -the AP layer corresponds to the
third layer of the present invention.

The AP layer includes the application programs AP 1,
AP__2, and AP 3 défining the procedures for use of the IC
card 303 by credit card compa_nies‘ and other businesses
315_AP1, 315 AP2, and 315 AP3 shown in FIG. 48.
| In the AP layer, the application programs AP_1, AP_2,
and AP,__S and the higher handler layer are provided befween
them with firewalls FW (firewalls of the éresent invention) .

In the software configuration shown in FIG. 49, the

" AP layer defines processing specific to each business, for

. example, the content of éettlement p;r‘odessing using the IC
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encrypts the SAMID as plain text using the nutual

aut hentication master key information KL to generate
the nmutual authentication key information K2 and uses
that nutual 10 authentication key information K2 for
nmut ual aut hentication >tﬂlﬁhe SAM chi p 308. The

downl oad processing unit 353 , Wwhen domnloadlng a
cé&é&ﬁéﬁn‘whé as.shewn Fl
encrypts the SAE&* as p §%Qi ex eﬁg Ny Ehe ft card

5 nf ormation KA t.0 rate t he
3‘2% AERES D7, Rk RuR=TomA e, st e
’P ceSS|ng unit 3531 uses the downl oad key
o1 f3Pati on K _DA to generate the downl oad signature
information and transmits it to the SAM chip 308. The
aut héthe M ehim 308 357 cenaedted/wlthr the@ASPéeguesd306
the same as the above expl ai ned aut hentication wunit -
tigdqiigh HoWeRI , pbot, exhapEeheihetGorlent of the access
master key information KA differs for each

aut herid oaip Qervdd 304 1iG Bhietidd WGt d%@ltl@ %&e net

di agram of the 25 authentication unit

310 AW el e BHELRLLC B 8
storagelﬂétiﬁéﬁ?ﬁ; 8?8%?.3 gun? }1%A§'3%$k;3'
storage unit 3504 stores a SAM | D
af“gggﬁﬁéﬂﬁtation master key information K1, 5
and access nmaster key information KA and KM The SAM -
| D, ftuAerARNFIn G eer n36et keyused by the business

315_AP1 of therapplication.program‘AP;l executed by the SAM
chip 308.

The persénal computer 316 2 is used by the business
315 AP2 of the application program AP_1 executed by the SAM
chip 308.

The personal computer 316 3 is used by the business

315_AP3 of the application program AP 1 executed by the SAM

- chip 308.

The personal cemputer 316_4 is used by the software
developer 315 MID able to develop a higher handlér layer
and lower handler layer including the driver layer shown
in FIG. 49 of the SAM chip 308.

The personal computer 316 5 is used by the manufacturer
of the SAM chip 308, that is, the software 'dleve_loper 31$_SUP
having the right to manage the SAM chips 308 as a whole.

The_businesses'315_p£1, 315_AP2; and 315 AP3 use the
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i nformati on K1, and access master key information KA
are the sane as those expl ai ned above. The access
master key information KMis key information 10 for
downl oadi ng a program of the higher handl er |ayer and
the | ower handler |ayer imdl&ing the driver |ayer of
the software structure of the SAM chip 308 shown in

pEkCondd tonpidte AN WP W 1 SN BS08:. ehe

The processing unit 3514, "as-shown I n

a o 524 and d | oad
By UL UL DEOCLARL AP UL, 028 G U0 L e

pr ocessi ng
i,s th as t he nmutual authentication unit

Pﬁgéﬂchp?BPié&aFﬁ°PlGrqgfamsﬂﬁﬁqﬂﬂﬁh(ﬁhﬁpﬁuﬁhgn#x@ptlon
unit 3534, when downl oading 20 a.programto the

uRi Ry AR _henBAy_20' and 475w istotiage Hrea£IMIVPESted

the SAMID as plain text using the access master Kkey:
in rAdyaece oin Kehe cegeasnal ené@ergod0y OB &€Yh the SAM chip

information K _DA. Next, the downl oad processing unit
3@534 encrypts the domnload key information K _ DA as

plain text using the access 25 master key information

KM t gyi9e0ef &t be 4 key 12 i.on
D RS Cubg PR %?%%%%%F o3t Re35 a1 50302 e
ad ke format i DNIto generate the
313’0 Viﬂ%v %ﬁﬁ?b‘?@ Vﬁ%grﬁﬁt Fehakiant Fakbreash othenhso
SAM chlp 308. 5 FIG 55 is a functional block diagram -
thst RYRFagRtMEPR? ciRi bheunkte8nal memory 307 to which the

_application programs AP_1, AP_2, and AP_-B can be downloaded
are determined in advance. Whether or not -one has the right

to download to such a storage area is verified by the SAM

chip 308.

Further, during execution of the application programs

AP 1, AP 2, and AP_3, the firewalls FW restrict the transfer

and viewing of data between the application programs AP 1,

AP 2, and AP 3.

The software developer 315 MID downloads a‘
predetermined program into the SAM chip 308 through the

authentication unit .317___4 in accordance with need to

_customize the higher handler layer and lower handler layer

including the driver layer shown in FIG. 49 of the SAM chip
308 etc.

Further, the software developer 315_SUP downloads a

~prgdétexmined program into the SAM chip 308 thxrough the
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As shown in FIG 55, the authentication unit 3175 has

a storage unit 350 5 and processingunit 351 5. As

shown in FIG 55, the storage unit 3505 stores 10 a
SAM | D, nutual authentication master key information

K1, and access master key i1hvormati on KA, KM and KS.
The SAM I D, nutual authentication nmaster key
authYnmtd , S ster key information

and KMdéftgL ﬁeug@neﬁgps-e? h%ggc%ﬁé?'ﬁf%%daigﬁ .tgg ﬁ@em
' S r y information KS is the key
S?%%glr%nﬁ"?&(safnc'e're ui red for downl oadi ng a program of the
CS layer of the software structure of the SAM chip

308 shBfinaurheptécatgopounptseXl é hato Adibry, 3G7esplained
SAM chip 308.. The processing unit 351 5, as shown in, '
lpter ,8utnal lynthenticstaurhbprbdatieoawiloaib25gaadure
downl oad processing wunit 353 5. The rmnut ual :
vertiféchitiain ReyuihfodhatbohSetde WHATE the sARCHY Y8 when
~authentication unit 352 1 shown in the

dannteamiiy &¢fdddberitinead Pl AR PAQCESRLNGA1

unit 3535, when downl oadi ng a programto

, ' Ry 30 ho in. FlG, 56, ncrypts
c‘?ﬁ%ﬁ%%l%lgl a@sj-lpltg’l zyl’(s;%’t %ﬁs%ﬁ@;a‘gb’&?(ﬁister key
.inforgation KA to generate the downl oad key -

i nf or M&Ti BATIRBA. CRERI terh d 8o witiota @ Xmidessiing ussd by
3535 encrypts the 5 downl oad key information K -DA as
the pHneExPLfushrg IChearec 393, ristterisethafanrdmisan. KV

to generate the downl oad key

The personal computer 305, for example, is connected

through a serial port or USB port to a Dumb typé card
reader/writer 304. The card reader/writer 304 realizes for
example wireless communication corresponding to the physical
level with the IC car-d 303.

fhe operaitic_onal commands to the IC card 303 and the
response packets from the IC card 303 are generated and
analy‘z_gd-at the SAM unit 309 sidé. Therefore, the card

reade:/writer 304, personal cdmputer 305, and ASP server

306 interposed between them only act to store the commands

or .résponse contenté in tﬂe data payload portions aﬁd re‘lay-
the same. They are not involved in the encryption or
decryption of data, authentication + or other operations in
#he IC card 303.

Further, the ICE 318 is an emulator used when debug'gé.ng

‘a program running on the SAM chip 308.
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informati on K DM Next, the downl oad processing unit
353 5 encrypts the downl.oad key information K DM as
plain text wusing the access master key information KS
to generate the 10 downl oad key informati on K -DS.
Next, the downl oad processtnglgunit 353_5 uses the
downl oad key information K DS to generate the

downl o igRature informatiqn and. tr m thijs to

t he SA%Igé%'p@éa&c " ot%eénn%sr e‘%é?ﬂm e’r‘r‘f‘)o%{1 n{g ‘l”ﬂjef be

aut hentication units 15 3171, 3174, and 3175 store
FHPofES%n in the storage units 350 1, 350 4, and

350 5 in-a secure state. Wen these wunits are

dest r o3&dCAFSDIOF de factors or forced open, this is
detected by a detection unit and the information

st or edThenItheastoBage sirirtes 30, kSp On £ ich BEOh Sets.
deleted. ..20 SAM Unit 309 [External Menory 307] FIG
héckssary €¢rf GheCspkahRinds d E&oﬂe%%gg akeay +Bk SRR chip
external nmenory 307. As shown in FIG 57, thé storage
apgas of the external 25 nenory 307 include an AP '
storage area 320 1 in which the 123 application

progra - 1. 0f _the busi.nes 51 is stored, an AP '
stora@%m%@&&m program AP
-2 of the bgﬁi ness 3152 is stored, an AP storage area
320 3 YTCwhPBhifng ipprtdenadn Blask shagram of the

busi ness 5 3153 is stored, and an AP nanagenent

aubhepbigptiop2unitedl 7y .t he manager of the SAM chip

308. ,
As shown in FIG. 50, the authentication unit 317 1

has a storage unit 350 1 and processing unit 351 1.

As sho_wn.:i.n FIG. 50, f.hé storage unit 350 1 stores
a SAM ID, mutual authentication master key information K1,
and access master key information KA.

The SAM ID is identification information of the Sm
chip 308.

The mutual authentication master key infoxjﬁnation K1
is, as explained later, used for generating mutual
#u—thentication icey information K2.

The access master key informatioh KA, as exliléined

later, is used for generating download signature information

used when downloading a prqgram in the external memory 307.

The access master key information KA is key in..i:-i'orm.atibn :

nécessary for downloading to 1;.he external memory 307 a

program of the AP layer of the software structure of the
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The application program AP -1 stored in the AP storage
area 3201 is conprised of a plurality of program

nodul es. Access to the AP storage area 320 1 is
restricted by the 10 firewall FW1. The application
program AP -2 stored in the ARystorage area 3202 is
conprised of a plurality of program nodul es. Access

he . AP orage area 3202 is restricted by the
%gyéﬁgﬁp ng%gnﬁﬁﬂldﬁﬂ$ic%ﬁion program AP -3 stored
in the AP storage area 3203 is conprised of a
pl ur al Thg Brogesgima wodd &51_lAceessihdwn tie F¥5. 50, has
storage area 1203 is restricted by the firewall FW3..
armeheapr sstheneibedionnnith85aD0Vendr @GHATLARYL Scessing
20 is the m ninumunit downl oaded for exanple fromthe
ahisi 983 of the SAM unit 309 to the external menory
307. The nunber of the program nodul es form ng each
appl i j r can . be freely.d rm ned t he
corr e?%}a%%tg{%? ?Jr?&egi .ntﬁa(retfjhoel} ,untyll'feg‘é\gpg] r AT iSopWR 1n FIG.

oqgyr P 1 AR.2, and AP -3 25 stored in the .
A S ‘@%’fr%%?a%?@a?epgwﬁﬂm £9. the sxtepnad memory 307,
-descranbl ed when read into the SAM chip 308. Further,
THEHPT i e SAMpABg AP laRn] text Rsimql the Rwduak e,
for exanpl e, produced by the businesses 3151, 3152,

- ghthenticatioy rhetper keyalinfommatabn Kibko Hhekatdtehe

5 3163 shown in FIG 48 and are downl oaded through the :
nfiftia T biur hahd: ifa tivh Reef 8b ri®BPDbY K30dnd uses that mutual

' a-uthentication key information K2 for mutual authentication

with the SAM chip 308.
The download processing unit 353_1, when downloading

a program to the extexrnal memory 307 .+ as shown in FIG. 52,

‘encrypts the SAM ID as plain text using the access master

key information KA to generate the download.key information

- K DA. Further, the download pfocessing unit 353 1 uses the

download key information K__DA to generate the download

signature infér—matipn and transmits it to the SAM chip 308.
The authentication units 317_2 and 317 3 are

configured the same as th;._e above explained authentication

unit 317 1. However, for example, the content of the acées's

master key information KA differs for each authentication

unit.
FIG. 53 is a functional block diagram of the

authentication unit 317 4.



Access to the AP managenent storage area 321 is
restricted by the firewall FW4. Note that. the
firewalls FW1, FW2, FW3, and FW4 10 correspond to
the firewalls FWshown in FIG 49. The AP managenent
storage area 321 stores the AR managenent data 330.
The AP managenent data 330 includes for exanple the

SAM | D, tyal aut hentication key information K2 (or

nut ual A%gsgﬁ?ﬁeﬁ?igg%ro 5wa§P€raﬁ@FePﬁﬁﬁﬂﬁﬁQanqiﬁ,31?_4
q%% downl oad signature verification, key informati on K
SHRS ROVAPTaAs Kp¥s, 350erie andhprdwwsisiad signatibe 4.
verification key information K DVA is key infornation

for verd$yshgwehén FEGit bBpcyhef stbeagegaai¥ @50 4 stores
i nformati on generated using the 20 downl oad key ™

i an FSAMIELD Pk RAL  Fben Slov b Dedo8 | BNSEAN G483 { £ 6ALS
key information K DVMis key infornatioﬁ¥for a€fon K1,

aid f3kE@s s hgakealt icg?CXn@Bngteﬂg_oﬁi. agag%f @formation

generated using the downl oa ntormation K DM 25

The do ignature verification key information

125 K&?%%% | 5= ey'ﬁ% %?ﬁn??%ﬁe?gfcﬁ f%?y?ﬁﬁtﬁﬁekey

l.eqi t.imacy of__the gignature information generated -
&ﬁ%ﬁf%?mg%ﬂwﬁﬁOaﬁnaegcc?ﬁ?o?ﬂﬁFPSnkRY_EB%°¥Wetion KA are
downl oad signature verification key information 5 is

VF&F iS5 AF | these cerp brinegnabave. verification

performed when downl oadi ng that program nodule

t hr ougFhehac8dlsoim pter key information KM is key information

for downloading a program of the higher handler layer and
the lower handler 1ajrer including the driver layer of the
software structure of the SAM qgip 308 shown in FIG. 49 to
tﬁe external memory 307 or SAM chip 368.

The processing unit -35]..___4,, .as shown in FIG. 53, has
a mutual authentication unit 352 4 and download processing
unit 353 4.

The mutual _authentication. unit 352__4_ is _thé* same as
the njm{:u.al authentication unit 3’5?_.‘_1 explained in FIG. 51

The download pProcessing unit 353__4, ﬁhen downloading
g brogram ‘to the external memory 307, ._a_Ls shown in FIG. 54,
encrypts the SAM_]fD as pladin text ﬁsihg t‘_h-e.i access ,mas;tér '
key informat‘;idn KA to génerét:e the dbwnlbad key :i.nfofmation
. K _DA. Next,. the download processing unit 353_4 encrypts the
'dowflloa‘_d key information K_DA as plain text using the access

master key information KM to generate the download key
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308 to the external menory 307. [SAM Chip 308] FIG 58

is a functional block diagramof the SAM chip 10' 308
shown in FIG 4.8. As shown in FIG 58, the SAM chip

308 has an ASPS communication-interface unit 360,

external nenory connunicagigﬁ interface unit 361, bus
scranble unit 362, encrypti }décryption unit 363,
storage unit 364, and CPU 15 365. The SAM chip 308 is
a-nfmpeat ey KNt Nmodyl dche Boam3SRE ¢aBBsdtalg athit 353 4
interface unit 360 is an interface used for input and
aietttld dRhELod hkdpei AEBrma 8L AT K3Bf EBQ?En'eQaE:'thhe
48. 20 The external menory communi cation inferface

‘HBJnig%h Afbﬁgldfg(¥J€g¥ﬁég¥%hzéﬁgiéﬁ%§ éggg(%%iﬁg(éﬂe SAM

data with tHe external nenory us-’’sc

lﬂﬂf scranbl es output data and descranbi es input
Jatx when i nputting and outputting data 25 through
the external nenory comruni cation interface unit 126 -

361. THECencty gt shAdGYinnah birvek 3dtraranypfsthat a
and decrypts encrypted data. The storage unit 364
sidthentdnatigreditis 31E 55 processing by the CPU 365
The CPU 365 executes various processing including
As shown in FIG. 55, the authentication unit 317_5

has a storage unit 350 5 and proceésing-unit 351 5.

As shown in FIG. 55, the storage unit 350_5 stores
a SAM ID, mutual authentication.master'key‘information Ki,
and access master key information KA, KM, and KS.

The SAM ID, mutual authentication master key

information K1, and access master key information KA and

'EM are the same as those explained above.

The access master key informatien KS is the key

~information required for downloading a program of the 0S

'lgyer of the software structure of the SAM chip 308 shown

in FIG. 49 to the external memory 307 or SAM chip 308.
The processing unit 351 5, as sﬁown in_FiG. 55, has
a mutual autheﬁticatién unit 352;5.and.download.processing
unit 353 5. |
- The mutual autheﬁtiCation unit 352 5 is thexsaMe as
the mutual authentication unit 352_} shown in the
aboveQmentioned FIG. 51. |

The download processing unit 353 5, when downloading
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execution of an application program by the SAM chip
308 based on a predeterm ned program (program of the
present invention) in the formof tasks etc. 10 The
CPU 365, for exanple, executes a download task 365a
for perform ng processing forgownl oadi ng program
nmodul es t hrough the | nternet 0. Next, the downl oad
operation of. program nodul es by the downl oad task

R EIRet sFExiprnabanenpty 30U, adSshowd 59 FEG. 56,
a flow chart for explaining that downl oad operation.
IenerEr | thei 83MelbDodenpihint hexexplsanat ithie ddedf master
gi ven of the operation when a business 315 API
doyyn lioefitarmapriogs A Bdykas rafet BRe Q@&&ﬁf@&&%ggfﬂgf&%ation
AP -| shown in 20 FIG 49 and FIG 57. Step 301:
Hopensaial R i i transmts
a'aownload'reques?Lgégﬁéﬁgfﬁﬁgg%ﬁgaﬁgé%%egggﬁ% IBRES the

be .downl oaded c rising the
%ﬁﬂ%ﬁyﬁ“ﬁ%&a&% DA 3s n %gx% using the access
aut henti.cation_unit 317 1, Internet 127 310, ASP o
B IR HHPTRESSIB KY tReosprrekiepthesdovwnlasd key
ST302: The nutual authentication unit 3521 of the
tHen FilM-33extef the deveond paticerssinid Wil 353 5

as shown in 5 FIG 51, encrypts the SAMID as plain
eacrypdisnd-hehelown Lisdd akep eih f 6 aha BIoABRI DM K@Y plain text
information Kl.to generate the - '

using the access master key information KS to generate the
download key information K DS. Next, the déwnload processing
unit 353 5uses the download key information K DS t§ generate
the download signaturé information and transmits this to |
the SAM chip 308. -

In f:he present embodiment, the authentication units
317___1, 317 _4, and 317_5 store information in the storage

units 350__1, 35(_);_4, and 350 5 in a secure state. When these

7 uhj.ts are destroyed by outside factors. or forced open, this

is detected by a detection unit and the information stored
in the storage units 350_1, 350 4, and 350 5 is deleted.

SAM Unit 309

" [External Memory 307]

' FIG. 57 is a view for explaining the storage areas

of the external memory 307.

As shown in FIG. 57, the storage areas of the external

memory 307 j._h-c_:lude an AP storage area 320 1 in which ‘the
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mut ual aut hentication key information K2. Step ST303:
The mutual authentication unit 3521 of the processing
10 unit 3511 of the authentication unit 3171 perforns
nmutual authentication with the downl oad task 365a of

the CPU 365 of the SAM chip g 8 using the nutual

aut henti cati on key i nf or mat i K2 generated at step
ST302. Step ST304: 15 Wien the nutual legitinmacy in
epplinakion qudprin &P | Dnodf theepusInddsi 3160Rf ikMAored,
the unit proceeds ..to the processing of step ST305,

ohi PP W adda ES 2 118 PLOSRSEHA0A ﬁ&.ggaglggS"rogram
of T th

20 The downl oad processtng unit 3531 e process
wel b IFLd ddy ication_pnit 3111 shown in
FIG 50, as s‘%’glv\%% $1ne,‘;f;'}tlier(:flSJ'zs %ﬁgfﬁgf S,E'Lf‘h%B S%%PFB%"S area

in text,. US| the access master key information
Ekat—g‘ é‘é‘n‘é’*r%{’g fﬁ% ARRIHFDECR EXPFF IR AR LD P the bpsiness
Sigp ST306; 128 The downl oad processing unit 3531

s3t hE AbRRPFadantiedn Al oanagement -0 xagre matesd A1 used
step ST305 to generate the downl oad signature .

buf Shraticargest ef TGO BAN Ship dvedl oad processi ng
‘unit 353 1 transnits the downl oad signature

1 nfor nEheocappkheadiof pirogtan A8396s#dred in the AP storage
area 320 _1 is comprised of a plurality of program ’modules.
Access to the AP storage area 320_1 is restricted by the
firewall FW_1.

The appliéation program AP 2 stored in the AP storage
area 320_2 is comprised of a plurality of program modules.
Access to the AP storage area 320 _2 is restricted by the
firewall FW_2.

The application Program AP 3 stored in the AP storage
area 3'20__3_ ig comprised of a plurality of program modules.
Access to the AP storage area 120 3 is restricted by fhe
firewall FW 3 . |

. In ,.the p_resent embodiment, the above program module

is the minimum unit downloaded for example from the outside

:. of the SAM unit 309 to the external memory 307. The number

of the program modules forming each application program ca,nr
be freely determihed by the corresponding business.
Further, the application programs AP 1, AP 2, and AP 3

stored in the external memory 307 are scrambled. They are
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the SAM chip 308. Step ST308: The downl oad task 365a

of the CPU 365 of the SAM chip 10 308 shown in FIG

58 uses the downl oad signature verification Kkey

i'nformati on K DVA shown in FIG 57 to judge the

| egitimacy of the downl oad #gnat ure information

recei ved at step ST307. At thi's tine, the downl oad

task 365a judges if the download request has been
AeFeramiipd mhdmyrgadaimto obhe h8AM18hapdaDe . nanes
received at step ST301 and speci fies the downl oad

si gnat Bue thetr, f thatdppl keyti oh @rogdo0s KpDYA apShefand ap 3
ST309: If it is judged at step ST308 t hat t he- downl oad  —

Sir@) AlEbre ekBhPEB! HRB AL e ! kogee
to Ij20 thg pr%cessnbng of st gﬁrt %%1%“5&Egsgg%k3&5 1 i f gﬁs 2

S qt Ste 1310: The_do
%é‘%a‘% 13h2f3%%%5§%%m TR e%&m %i‘ R and
gg |es th% %?dr@s n t he external meno

5 Bo PRSP0 i Rt aﬁ’r‘é"’éﬂé‘%ﬁ*‘éﬂ%t Earauaby the SAM
129 ST301 by view ng the nodul e nanagenent data 330 .
SRAPIIA FRudhe wetermplamansny 39 2cei ved fromt he
personal conputer 316 1 to that specified address on

t he exberaabs benthy 387 maNaigentcdt sthwaddiaarsed (32T eis
devel oper 315 M D 5 downl oads program nodul es of the

hegheickaadber thay &6 rawdl1l gwerg handl er | ayer shown in
FIG 49 to the external nenory”

Note that the firewalls FW_1, FW 2, FW 3, and FW 4
correspond to the firewalls FW shown in FIG. 49.

Thg AP management storage area 321 stores the AP
management data 330.

The AP management data 330 includes for example the
SAM;ID, mutual authentication key information K2 (or mutual
auﬁhentiCation master key ihformaﬁion K1), and download
signature verification key information K DA, KDVM, and KDVS. .

| Here, thé downldad signature verification key

information K _DVA is key information for verifying the

legitimacy of the signature information generated using the

download key information K DA.
The download signature verification key information

K_DVM is key information for verifying the legitimacy of

. the signature information generated using the download key

information K DM.

The download signature verification key information -
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307, at step ST305, the downl oad. key information K DM
is generated by the routine explained using FIG 54.
Using this, at step ST306., the downl oad signature
information is 10 generated. Further, at step ST308,
in the SAM chip 308, the doyslkoad signature
verification key information K DVM shown in FIG 57
il'—lé [ﬁéd' tq verify the downl oad signature information.
Ut Herss theosBrtharefasy vkopErings tBeP legitiigety of
15 a program nodul e of the OS layer shown in FIG 49
ttdie Ifd gnausre din fosrms i @) gems ratap SEINP, tHd Rlownload key
routine explained wusing FIG 56 is used to generate
tinf dovartiigad Kaysi nformation KDS. Using this, at step
ST306, the downl oad signature information is :
gener atrgd Jdowrdiia At T308: ¢ 20 _SAM ¢hi .
308, the downl oad si gn%ﬁ%gnvseﬁ?%}%%\??%%gﬂegey inforhation
i 1 £ 0SS in FIG b7 is used to verify
theﬁéggiv\r}wl oad ﬁ’%?ﬁ‘%ff’ﬁf%% BT Fone e 1l ahperformed
of twar e devel.opers 315 M D and 315 SUP can use the -
3’2‘82‘2?"#6‘3 &Y %2@9 that hrogtam @edelaothrengh Shet §AM chip
,;i;r ggram nodul e of the AP | ayer to the external nenory
8§ tozfhe extarnal mamawy i3RF e devel oper 315 SUP can

"use the access master key information KA and KMto

downl 0&8AMr 6hdam308ddul es of the higher handl er |ayer

and | ower handler layer 5 to the external nenory 307.
Next, FRE.pS8CESSA MBuldEicnd BIRM IQhdISiNGe 18d Sam chip
308 shown in FIG. 48.

As shown in FIG. 58, the SAM chip 308 has an ASPS
éémmunication interface unit 360, external memory
communication interface unit-361, bus scramble unit 362,
Véngryption/decryption unit 363, storage unit 364, and CPU
365.

The SAM chip 308 is a tamper-resistant module.

The ASPS communication interface unit 360 is an

interface used for input and ocutput of data with the ASP

server 306 shown in FIG. 48.

The external memory communication interface unit 361

: 1s an interface used for input and output of data with the

25

~ external memory 307.

’Ihe bus scramble unit 362 scrambles output data and

.descrambles input data when inputting and outputting data .

through the external memory communication interface unit
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card 303 by the communi cati on system 301 shown in FIG
48 w Il be explained. FIG 60 is a view for

expl ai ning the overall operation 10 of the

conmuni cati on system 301 shown in FIG 48. Step ST331:
The busi nesses 3151 to 3153 ppga part requested by

t hese busi nesses produce application prograns AP 1, AP
é,s and AP-3 for those businesses to perform

Bdcessi ng for 15 transactions using the 1C card 303
on the personal conputers 3161, 3162, and 3163 shown
i n FI GFhggengryphiion/dacrydvimroag ity 868sehrgypts data and
expl ained using FIG 59 is perforned. Step ST332: 20
Hecryplls esidnypidglats. AP 1, AP 2, and AP -3 are
downl oaded t hrough the authentication units 317.. 1,

317 2, Thandt3kage e s P AP YULS 236 lche
3162, and 3163 to the SAM chip 308. At this tinme, the

(el TXNTe N gbysigy FIG 5.6 25 is perforned.
31 - Stle% %233: '?ﬁ%-i%ée\"? Is issued the IC card 303.

The |t BedCen Getaldis, S B 52 i
contracted 5 with,_ Note that the contract between the
gEeFukign Lt 38 Appdication program by the SAM chip 308 based
-on a predetermined program (programlof the preseﬁt invention)
in the form of tasks etc.

The CPU 365,. for example, executes a download task
365:-1_ for performing processing for downloading program
modules Athrough the Internet 310.

Next, the download ope_.ration of program modules by
the download task 365a of the CPU 365 will be explained.

FIG. 59 is a flow chart for explaining that downloé._d
operat’ion. '

In the fol.lowing embodiment, the explanation will _bé '
given of the operation when a business 3-15_AP1 downloads
program modules of the application program AP 1 showh in
FIG. 49 and FIG. 57.

Step 81301:

The pers‘o-nal caméuter 316__1 shown in FIG. 48 tJ;'ansmi-ﬁs
a download request designating the module name of eat:;h
program module to be downloaded c_:om'grigi'ng the application

program AP 1 .through the authentication unit 31'1_1  Internet
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may be concluded after issuance of the I1C card 303
through the Internet 310 etc. Step ST334: 10 For

exanpl e, when a user desires to use the persona

conputer 305 to access the server 302 through the
Internet 310 to. purchase ajproduct, the server 302

i ssues a processing request through the Internet 310

to the ASP server 306. Wien the ASP server 306 '
Pelei PEB HepreEe3fibng aneqdEs: 3185 tor dhe [FRAM ghin 308,

it accesses the personal conputer 305 through the

I nt er n8teB18T36RArt her, the processing request for

the.IC card 303 issued by the card reader/witer 304

I s semMhé Murigh hheneesdi oroaRst 35 380D of aiaegp.eécessing
310, and ASP server 306 to the SAM chip 308. 20 Step
§;‘[§§5351T§] eo§AM1‘éh 'a@tt%%%’tilé&ta%%o l'\.l%qqzc% W/ t]h t shown in

processiTig request received at step ST334; selects an

[ ti tt [
PER! 2! A 6" O Mol 35 BURTR g B ER Bl Py et
rogran1 25_Ste§ ST336; 132 The SAM chip 308 out puts .
%ﬂ‘é eRELFRELPRRBEEFO ey tnfRemafdonc & die sreRpEate othe

the ASP server 306. As expl ai ned above, according to
pptugbnawbheatioatiopskem 30forpptilpa X2-hentication
units 3171, 3172, and 5 317 _3 holding the access
mast erSteyy $T3@Bmati on KA, the authentication unit
3174 hol ding the access master key

The mutual authentication unit 352 1 of the processing
unit 351 1 of the authentication unit 317~}.performs'mutual
authentication with the download task 365a of the CPU 365
of the SAM chip 308 using the mutual authentication key
information K2 generated at step ST302.

Step ST304:

When the mutual legitimacy in the mutual

‘authentication of step ST303 is confirmed, the unit proceeds
. to the processing of step ST305, while when not, it ends

the processing.

Step ST305:
The download processing unit 353 1 of the'proceSSing

unit 351 _1 of the authentication unit 317 1 shown in FIG.

50, as shown in FIG. 52, encrypts the SAM ID as plain text.

using the access master key information KA to génerate the

download key information K DA.

Step ST306:
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informati on KM the authentication unit 317_5 hol di ng
the access nmaster key information KS, and, as
expl ai ned above, perform ng processing for

downl oadi ng a program nodul e to 10 the external nenory
307, -it becones possible to % wnl oad a program
nodul es i n accordance mﬁtﬁ'ﬂighfé given in accordance
with the software hierarchy shown in FIG 49.

- Ther ef Dhe, do¥nleagopsobessingpusy enssanl laaas hthée zdownload

party fromillicitly exchanging or tanpering with
REPUiARbrRAEEBR KO DRO gamaat@d ot itdh eIV € generate
308. Further, according to the communication system

, Xl ais | iser . hentication units
gg%.%?aé%éég g%ﬁ§g§%%% g?g?g%?&?%#%htion in a secure -
state %g thg ﬁb?[age units 350_1,"' 3504, and 3505.
When s a1 “is destroyed 20 by an external factor
or forced ogpen, this is detected by a detection unit
and t HEhedrepleadoPRarPssing tRé tsBGcade trpnsmi s the
3504, and 350 5 is deleted. Therefore, illicit use of .
dbenkesdi afgnatniren iofedmadi ofo\genead eyl tak tdlees/BH306 to
chip 308 can be avoided. 25 Further, according to the.
thansmMcahipn3egst em 301, 133 when the SAM chip 308
operates a plurality of application prograns, since
data ts@asfeF3es.viewi ng of data and codes between
application prograns is restricted by the firewalls
FW1, EW?2 FW3, .llicit interf or, .
t an”per'l:':%% %%ﬁrf%aﬂ%aspl? oicéesgas ioﬁég q:ct?f‘z“ gg’gﬁ g&%pﬂfc‘é}f'?o%m chip

rogram by anot her. application prgpran1can be . =
%? PRI E LG h o upes| the deyndpad signature verification

key info_rmation K_DVA shown in FIG. 57 to judge the legitimacy
of the download signature infomation received at step ST307.
At this time, the download task 365a judges if the

download request has been made at the AP layer based on the

'module names received at step ST301 and spacifies the

‘download signature' verification key information K DVA.

Step 5T309:

If it is judged at step sﬁ:aos that the download
signatﬁre information is legitimate, the task proceeds to
therprpcessing of‘s?ep.STBLO, while if not, it'ends the
processiné; o

Step ST310:

The dowpload task 365a of the CPU 365 of the SAM cﬁip
308 shown in FIG. 58 specifies the address in the external

memory 307 corresponding to a module name designated at step



10

15

20

- 25

to enhance the secrecy of each application program
Further, according to the comruni cation system 301,

by configuring each application programby a plurality

of 10 program nodules, it is possible to download to

the external nenory 307 in program nodul es units.

Further, according to the-cd@uni cati on system 301,

by encrypting the highly confidential key information
S50 HyokiaReh! 1 nladiRenhfraGahdn8Qd id ﬁ%daka%vhﬂoads

the usual 15 scranbling and storing it in the external
{ng{ﬁ’o(fxo modul'eSrB o?.kg{ilef}:gmri: r%%stoglccgreggéﬁ%%r 316 1
t he Internet 301 appl i cation program can execute
EacHpti meahﬁlaecﬁy‘sfﬁaﬁ 080 Hiffe FXEEEESS]

the bus scranble function, so it is possible to

preveriot® Bhati ehenokher sgfﬁﬂﬁgﬁoﬂedeﬂﬁpﬁwe 318 pMEnal
menory 307 frombeing illicitly analyzed etc. while
dowsksadagpobgran BaNudkisp 030 & hies hightead habldder5 N ads=@a and
functional bl ock diagram show ng nore 25 specifically )
1dwei EAd Detr 0l DS sHowh@nSAlYchidp 888tBdaitd3dal mémory
FIG 58. As shown in FIG 61, the SAMchip 308 is
SPNNCLE leehNERY6Y ABnbNkBUALAARFOnltd it iR % DM s

confruni cation 1ntérface unit 360, ternal menory—

GRS OO SRS Pl L B ense,

364, and cPU 366.
at step ST306, the download signature information is

generated. Further, at step ST308, in the SAM chip 308, the

‘download signature verification key information K DVM shown

in FIG. 57 is used to verify the download signature
information. |

Further, _when the sof tware developer 315ﬂSUP downloaas
a program module of the OS layer shown in FIG. 49 to the
external memory 307, at steé ST305, the routine explained
using FIG. 56 is used to generate the download key info'rmgtion
K DS. Using this, at step ST366, the download signature
information 1.3 generated. Further, at step ST308, in the

SAM chip 3068, the download signature verification key

‘information K___DVS shown in FIG. 57 is used to verify the

- download ,signéture information.

Note that the software developers 315 MID and 315_SUP

‘can use the access master .‘key information KA to download

the program module of the AP layer to the external memory
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In the SAM chip 308 shown in FIG 61, for exanple as
shown in FIG 62, it is also possible to connect the
card I/F unit 391 connected to the internal bus 390
to an RF 10 reception/transm ssion unit 392 outside of
the SAM chip 308 and transfer data with the IF card
303 by a noncontact system :ﬂ}ough an antenna 392a of
the RE reception/transm ssion unit 392. The present
BAiVention is not Iimted to the above 15 expl ai ned
enbodi nent. For exanple, in the above expl ai ned

- enbodi pFAPkhekhe theass £@liadeWHRANINE LAY Al se the
-fromthe personal conmputers 3161 fo 3165through t

é%ggl Bagggr u?j} enfdr.eu)l(attte { nal .agrgc{e %(F?gﬁ %’a Hnload program

strate e pfresen
iarl be a sin the function_of the abov
EP PRCHE At gh SN TR aemfroaapﬁ&er layer

gran1nodules fron1the personal conputers 3161 to
het gxtezngdagemgayt 3994 in the SAM chip 308.
Further, in the above expl ained enbodi nent, the case

- 25 of Bemtudthg pheceashagtEbatmomnamdabﬁiﬁﬁlﬁshﬁﬁjtﬁe ic

for 135 the Internet 310 at the personal conputer

Sdbd B033Hg6 thei demiahiichltisn ahRfterd HoRSHEAWiA FTIG. 48
FIG 63, it is also possible to provide the

wipephi cabiQRyupits 3171 to 3175 in the SAMchip 308
and al | ow access to the authentication wunits 3171 to

gigg tlQIJ;h (f (?Lrsr gsplgvg Ifnoq: RS i%.rzlgllng t gt gwrrgraf}: operatlon
of the communication system 301 shown in FIG. 48.

Step ST331: |

The businesses 315 1 to .315—3 or a part requested b_y
these businesses produce application programs AP 1, AP 2, |
and BP_B for those businesses to pez:'form_ processing for
trahsactions using the IC card 303 on the personal computers
316_1, 316_2, and 316_3 shown in FIG. 48.

At thils time, downloadfproéessing ekpla-iﬂed qsing FIG.
59 is fxerformed. |

| Step ST332:

The application programs AP 1, AP _2, and AP 3 are

: downloaded through the authentication units 317 1, 317 2,

and 317_3 from the personal computers 316 1, 31‘6_2 , and 316 3

to the SAM chip 308,
At this time, the pro_ces.éincj ‘ekpléined using FIG. 56

is performed.
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Fifth Enbodi ment The present enbodi nent is an

enbodi nent corresponding to the 17th and 18th aspects

of the invention. 10 FIG 64 -is a view of the overal
configuration of the comunication system 401 of the
present enbodi nent. As shown in FIG 64, the

comruni cati on system 401 usds3t the server 402, 1C card

403, card reader/witer 404, personal conputer 405,

ASP (appepcaridsn:service provider) server 406, 15 SAM
(secure application nodule) unit 409, persona

CONPULPEHRS nddfli«4162 n 16 d @aut henti cati on

units 4171, églés2%§§ﬁﬁa4%%é3§fgC?%%h&??éate t hr ough

the | n 410 rformsettl ement. progessing o
othern%g%cgés?ﬁﬁdfgﬁg §%8F88e§§Fek3¥iﬁ§fP%?ﬁ Nei-1s &d fox
403. 20, The SAM unit. 409 has an_external nenory 407
SRaneARF1eRFp WAL, 2 PrsipRpEnvhighsthe usex fafupentracted
configuration shown in FIG 65. As shown in FIG 65,
vHERSAM chi p-408 has, from a bottomlayer toward a

top layer, an 8W (hardware) layer, .25 OS |ayer, |ower )
handl gfotaydrat thgheonhaaditchetayen, tlod thskbi6 and AR business

| ayer. The | ower handl er |ayer includes a driver

Ay Be ciedBudédCaftel VEEuLAELUIESLROPLE G814+@M303 through

prograns AP 1, AP 2, and AP -3 defining procedures

0L HSE hg14C.gard 5 403 by credit card conpanies
oFE HRE Mot B0 52E8 15T “als2) “and 4153 shown i n

FIG 6841':ep ST334:

For example, when a user desires to use the personal
computer 305 to access the server 302 through the Internet

310 to‘purchase a product, the server 302 issues a processing

‘request through the Internet 310 to the ASP server 306.

When the ASP server 306 receives a processing r‘é.que_st
from the server 302 ,- it accesses the personal computer 305 .
through the Internet 310. Further, the proc:essing- request
‘For the IC card 303 issued bir %:h‘tla card reader/writer 304

is sent through the pérsonél -computer 305, Internet 310,

' and ASP server 306 to the SAM chip 308.

Step srsjs:

The SAM chip 308, in accordance with the processing
request received at step ST334, selects an application
f)rogram by the 'settlemént ,processing" ‘::outine task and
executes the selected application program.

Step ST336:
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406, is connected. through

In the AP layer, the application programs AP 1, AP 2,
and AP -3 and the higher handler |ayer are provided
between themw th firewalls FW 10 The SAM chi p 408
is connected through a bus 419 using a SCSI port, the
Et hernet, etc. to the ASP;s?r er 406. The ASP server
ﬁe Internet 410 to a
plurality of term nal apparatuses including a persona
conmputBre 43 ofhipe3@8doutputanthperesnikt ofinpiicefion of
4161, 15 4162, and 416 3 of the businesses 4151, 415
€he amppliStaBion ThEogeamoral thenptbese4Qar @6 exanpl e,
is connected through a serial port or USB port te a

Dunb tapegiiindd aQG.{)(,&W ' SSEoéaén ¢aRd commun:.cat:.on
reader/witer 404 real | z€és or gnp e mreles

S
cpLres the i gal

e R e i i LB o MY
gft_ :@3 gad response packets fromthe IC card 403

Yehetdtid tha afseyseBagter: keYSARFaametion &ifye the
Therefore, the card reader/witer 404, persona
aefhenetcapon appi AsPliefvhplddBgi kher posed s2 hasteae drey
themonly act to store the conmands or response. 137
ofnemtion A pagl satheoticanioandniel 317t fe edFing the
They are not involved in encryption or decryption of

- dldass naldthanNaSAtHidb i Y e, agidlalas0 th.Qf@i'&lbove,

the IC card 403. 5 The bu5|nesses 4151 415 2, and
BELSPNG! £of OBYRFLSadAG s é%@%ra%n%odule to

416 3 to produce t e~ app |ca

the external memory 307, it becomes possible to download.
a program modules in accordance with rights given in
agcordance with the software hierarchy shown in FIG. 49.
Therefore, it is possible to prevent an unauthorized parxty
from illicitlylexchémging or tampering with program modules
to be executed by the SAM chip 308.

Further, according to the communication system 301,

as explained earlier, the authentication units 317.1, 317 4,

and 317 5 store information in a secure state in the storage

units 350_1, 350 4, and 350_5. When such a unit is destroyed

by an external factor or forced open, this is detected by
a detection unit and the stored information in the storage
units 350__'1, '350_4, and 350 5 is deleted. Therefore, illicit

use of the key information used for dowﬁloading to the saM

chip 308 can be avoided.

Furthef:, according to the communication system 30,1,‘

z
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progranms AP-1, AP 2, and AP -3 and downl oad the

produced application prograns through the

aut hentication units 4171, 4172, and 417_3 through

the SAM chip 408 to preassigned 10 storage areas in

the external nmenory 407. At this tinme, since the

busi nesses 4151, 4152, and 53 have no relation with
each other, the storage areas in the external nenory _
wBénwehee SAE chfipl 308t iop Xt AH1 AL tAREL, agPliéRtion
-3 can be downl oaded are decided in advance 15 and

pheybahsOngifas Lhear u}!ahsEerdSW“lrS?éQlﬁgpégggaéa and codes

storage area is verified by the SAMc

, ) f d vi ew f .d
. EH{:fvlgggt ?%'%“ﬁ&@%ﬁgéﬁ%]ﬁ#’%%%?% 3}: 1’&%{% g&g %ﬁet Egrewalls

app progra
stricte by the firewalls FW 20 Wien downl oadi ng .

{?ﬁe agplica@shFHdgr ihbi bt Antgrterengy oaptampegingewi th

SAM chi p 408, the authentication units 4171, 417 2,,

t£he rxggesgingypfaench kRpPddcagdciiommaegnam|by another

aut hentication with the SAM chi p 408, produce the )

dpphiocatiosimrsiame caerhé poevietrtddeyFupthernti ©ds pbssible

25 Next, the SAMunit 409 shown in FIG 64 will be 138

toedphahsedtha bbby BX! ehldl AMpTEL14AUL Hiegihn! S

a view for explaining the storage areas of 'the ‘

ext er @l - {Rop! y?é&%rd?n «Sheng 'cgmﬁluﬁz.&g@.’iotx‘hes stem 301,

f i ncl u

storage areas o e external nmenory e an

P r 4201 for .storing the
éy ggr?ffg&rgngaeacg appﬁ.lcag.longprogram by a plurality of
program modules, it is possible to download to the external
memory 307 in program modules units.

Further, according to the communication system 301,

by encrypting the highly confidential key information- used

'for operation of the IC card 303 in addition to the usual

s?::r‘ambling and storing it in the exteérnal memory 307, it

is possible to improve the security level of the key

iﬁfbmation.

Further, accérdiﬁg to the Ititerx_let 301, the
'ap_plicatidn program can execute encryption and decryption'
when adcessing codes by' the bus scramble function, so it
is possible to prevent an application prog;:aﬁl stored in the
external memory 307 from i:eing illicitly analyzed etc:';. while
prbcessing of thé SAM chip 308 is halted.

.~ FIG. 61 is a func.tiﬁnal block diagram showinglmore

specifically the function blocks of the SAH_chip 308 shown
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application program AP -1 of the business 4151, an AP

storage area 4202 for storing the application program

AP -2 of the  business 4152, an AP storage area 4203

for storing the 10 application program AP-3 of the

busi ness 4153, and an AP managenent storage area 421

used by the manager of the 3% —<hip 408. The

application program AP -1 stored in the AP storage

dheprd. 288 is conprised of a plurality of program

nodul es. 15 Access to the AP storage area 4201 is

restrigte The .a atlon

progré%%Aghg§n ?oregb t§5 S ragespgﬁgg Frmnected
ed of. ? g of program nodul es. Access

fBrbhgh pnotg 58 254339 ito e AH FUP e BEen

firewall FW2. The application programAP -3 stored in

inkepfagedinte 36k caxteapalsmennpyi coumyhigapiopaintgrface

of , program nodul es.. Access to the AP storage area

\412-@‘3 36l dsiy iscirechﬂiye tthé t B6R2evwahtrptlon28ebnyphiéon unit

present enbodi nent, the above program nodule 139 is

- 3é®, Nk BbPEGRUBKE tdaerl, oadad deer 3Pl e fromthe

outside of the SAMunit 409 to t he external nenory

407. The Mb.‘?ﬂl{ &fn.f) h@o@r ree d%‘iés éfaed@% o le as

appl i cation programcan term

AR Bl 165 Syt aplalon,

Produced bg the bu3|nesses 4151, 4152,
/F unit 391 connected to the internal bus 390 to an RF

reception/transmission unit 392 outside of the SAM chip 308
and transfer data with the IF card 303 by a noncdntact system
through an antenna 392a of the RF reception/transmission
unit 392.

The present invention is not limited to the above
éxplained embodiment:.

For example, in the above explained embodiment, the

case of downloading program modules from the personal
~ computers 316 1 to 316 _5 through the SAM chip. 308 to the

_external memory 307 was illustrated, but the present

invention can similarly be a_pplied using the function v_of
the abeve- explained download task 365a even when dothloadiﬁg
p‘rdgram modules from the personai computers 316 1 to 316 5
to a st_;‘ora'g‘e. unit 364 in the SAM chip 308.

Further, in the above explained embodiment, the case

of providing the authentication units 317 1 to 317 5 for
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and 4153 using the personal conputers 4161, 4162, and

416 3 shown in FIG 64 and are downl oaded t hrough the

SAM chip 408 to the external nmenory 407. 10 Access to

the AP managenent storage area 42la is allowed only

by the manager of the SAM chi& 408 by the firewall FW

4. Note that the firewalls , FW2, FW3, and FW4
correspond to the firewalls FWshown in FIG 65. 15

the ARtemnededdol at AhagpcisdhA2 boalpitas t3xs MO €316 6
managenent data 421 shown in FIG 66. Here, the AP -
magﬁﬁﬁntildﬁts%r%%kd Sputsed %w i \NrEhidy 4q|§bf€£ also

managi ng execution of the application prograns -

: d, AP ,A the present enmbodi nent h
Bos bl prov e the, SO AR G RO 5, A Tad to 3175
nanagenent dgta 421 stored.in the external nenory 407
1P ethgsSBYpFRFRed?P a2 2 Liew dress plo t e Aprthentication
scranble unit 461 in the SAM chip .408 using the
yet SR B kByEK31Fhente ddve prrseshpondinigchepsd08l ¢dmyuters
are 25 descranbled using the scranble key K 140 -
3r6/| Thitp 388 BI.G 67 is a functional block di agram of
the SAM chip 408 shown in FIG 64. As shown in FIG

67, theif&) elbed4R8nkas an ASPS 5 conmunication
interface Unrt 460, bus scranble unit 461, signature

pr oc esfﬁ@ %Méﬂé %bo%ﬂ!nﬁm ':L%akhoélnl%&%ﬁéét rl:g)rrespondi.ng

to the 17th and 18th aspects of the invention.
FIG. 64 is a view of the overall configuration of the
communication system 401 of the present embodiment.

As shown in FIG. 64, the communication system 401 uses

the server 402, IC card 403, card reader/writer 404, personal

computer 405, ASP (application service provider) server 406,
SAM (secure application module) unit 409, personal computers
416_1, 416 _2, and 416_3, and authentication units 417 1,

417_2, and 417_3 to communicate through the Internet 410

| ahd perform settlement processing or other processing for

a pr'pc'edure using the IC card 403.

The SAM unit 409 has an e_xternalA memory 407 and SAM
chip 408.

The SAM chip 408 has a software configuration shown

in FIG. 65. As shown in FIG. 65, the SAM chip 408 has, from

a bottom layer toward a top layer, an BW (hardware) layer,

08 layer; lower handler layer, higher handler layer, and
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unit 463, encryption/decryption unit 464, storage unit
465, and CPU 466. The SAM chip 408 is a
tanper-resistant nodule. 10 Here, the CPU 466
corresponds to the data processing circuit of the

- present invention, while thagbus scranble wunit 461

corresponds to the data inp Podtput circuit of the
present invention. Further, the SAM chip 408
BBrilegponds to the. 15 sem conductor circuit of t.he
present invention, while the external nenory 407

COr r espREdEokert RenaBaLCORGUE! 9hc3hABRYS dGkihved t Qfer.
the present invention. The ASPS communi cati on

Lottt Aggate 45044 0o 2l UL 3651 SBSESE KRR 1,

64. T u cranble unit, 461 scranbles data to
B epeonl, ] RrEhIRG, Rapriiary BoF Me G duRiGeard
data read from the external. nenory 407. That is, the
153 dhgredifradrd cropedvies aatether §u829e§a&mﬁil§a1. 415_2,

state. 141 The processing of the bus scranble unit

‘apd Qi) 3pbshownplini F&G-.i A4detail later., The signature
" processing unit 462, as explained later, produces a

si gnatIm eclan AR 2hiybireS tReSaPPBi U4 €ivh P SgEamB| X di Noap 2,
an application programthrough the Internet 410 Qand
BT N AT %@mﬁﬁ@é R AL P I A MNare provided between
them with firewalls FW.

The SAM chip 408 is connected.through a bus 419 using
a SCSI port, the Ethernet, etc. to the.ASP_server 406. The
ASP server 406 is donhected.through the Internet 410 to a
plurality of terminal apparatuses including a personal
computer 405 of the end user and personal computérs-41§_1,
416 2, and 416_3 of the businesses 415 1, 415 2, and 415 3.

The personal‘computer 405, for example, is connected

through a serial port or USB port to a Dumb type card

reader/writer 404. The card reader/writer 404'rea1izes for

. éxample wireless communication corresponding to the physical

level with the IC card 403.

Operational commands to the IC card’403.and response

_packets from the IC card 403 are generated and analyzéd at

the SAM unit 409 side. Therefore, the card reader/writer
494, personal computer 405, and ASP server 406 interposed

between them only act toc store the commands or response .
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The authentication processing unit 463 as expl ai ned

| ater perforns nutual authentication with the other
party when downl oadi ng an application programthrough
the Internet 10 410 to the external nenory 407. The
encryption/decryption unit 464.encrypts data and
decrypts encrypted data. Thd3dtoerage unit 465 for
exanpl e stores the data necessary for the processing

- 8bntbe:ChY 4586a ﬂgyIBSdCEUriigngxgﬁat%%%%%eﬁﬁﬁ same. They

appl i cation prograins AP 2, and Al e

essin ternal nmempry 407 through the bu
S R N A L St Yo
cogées?ondin% to the services of the SAMchip 408. 20
fpRpenthga bt esaPfgobrer rRebYRL s et toRs| 10 48he ¢ |card
be explained in detail. Note that, in the present
€@dodi nent, the case of use of the bus scramble unit
461 when accessing the external nenory 407 is
i 1] ustTias bahsigisslelre4DAS154EHM £andi 418161 ufe €RE pSEonal
be applied in the case of inputting and outputting 142

Sahputbid 41 1VUUIIENe bynangides +3AM-68LBe408e tHdpihtion
an 1/0O bus étc. The bus scramdle unit 461 encrypts

_ ramie u _
SRFEEE AR ARy R, BECSc AR ARRAL Bl 0 SRS

SRS R D i pangn e S08hentd UL SHEER fi17 1,

417 2, and 417 3 through the SAM chip 408 to preassigned
storage areas in the external memory 407.

At this time, since the businesses 415 1, 415 2, aﬁd
415 3 have no relation with each other, the storage areas
in the external mémory 407 where the application érbgrams
AP___l « AP_2, and AP_3 can be downloaded are decided in advance
;nd whether one has the right to download to such a storage
area is verified.by the SAM chip 408.

Further, therfransfer and'vieﬁing of datavamong the
application programs AP 1, AP 2, and A2_3lare restricted
by the firewalls FW. -

When downloading the application programs AP_1, AP 2,

and AP_3 to the SAM chip 408, the authentication units 417 1,

'417_2, and 417_3, as explained later, perform muﬁual

authentication with the SAM chip 408, produce the download
signature verification key information, etc.

Next, the SAM unit 409 shown in FIG. 64 will be
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read through the bus 419 fromthe external nenory 407
using the scranble key K and outputs it to the CPU
466. [Address Space] 10 The encryption bl ock | ength of
the encryption algorithmused by the bus scranble
unit 461 is made No, while the data bus wdth of the
bus 419 is made Nb. In the £8P owing exanple,

consi der the case where No is a whole nultiple of Nb,

éhslainedaiwhakeanunber n (=Nc/ Nb). 15 Note that the
address space of the CPU 466 (address space in SAM

chip A@@eﬁpgltg&nggrg§§ space used when the bus

scra ' s the external nmenory 407

(-her ei ter_also referrgd t the "exiernal neno
addresg;f‘(5 spél%e i YEY gﬁﬁ P "ﬁt‘-_\néﬂﬂl ﬁ‘ﬁnsﬁFrﬁgﬁ (%"eas
and scranbling. 20 of the address. Therefore, the bus
%’Er%l%"ﬁﬁ?’?aﬁﬁema§¥sﬂ8ﬂn in FIG 68, converts an
address CPU ADR input fromthe CPU 466 (first address

of théiprsdmwn innFEqt i 0f) tthe stoxdgecssedEMAliafexternal
the external nmenory address space (second address of

ndwo2p 4N0Eseniludes emi APNStoshge Args o4lE0 | DefbBtdring the"
(address 143 conversion algorithn). The bus scranble

PP i dbdi &8 - dIdiam ABJE 656 tHEMNPR L 05 AGeESS, Liear storage

external menory 407. This map f, for exanpte, as shown

£ onl en t.he address
|chﬁlos-6%gmfda13dgq§ééq@&h RIECatich RESETD) qﬁbﬁ) of the
For. the o address a2, t he external menory 407 is

bm%se% 42( ain(lé% %«arm? ABTE . 42 3 for storing the

application program AP 3 of the business 415 3, and an AP
management storage area 421 used by tﬁe manager of the SAM
chip 408.

The application program AP 1 stored in the AP storage
area 420_1 is comprised of a plurality of program modules.
Access to the AP storage area 420 1 is restricted by the
firewall FW 1.

The application program AP 2 stored in the AP storag.e‘ .

area 420___2 is comprised- of a plurality of program modules.‘

‘Access to the AP storage area 420 2 is restricted by the

."l";':i.rewall FW 2.

The application program AP 3 stored in the AP storage
area 420 _3 is comprised of a plurality of program moduies..
Access to the AP storage area 420 _3 is restricted by the
firewall FW 3.

In the present embodiment, the above program module
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Here, "x nod y" is the remainder after dividing x by
Y That is, the bus scranble unit 461 reads and wites
10 data with the external nmenory 407 in units of the
encryption block | ength No. Here, when Nc/Nb=n and

the smal | est whole nunber of _n or nore is m the bus

- scranble unit 461 perfornsg 13%ansact i ons accessing the

external nmenory 407 through the 15 bus 419 (data

ispthéauipithuh ettt ddwalsafed ForPersfble EP¥RMERONutside
inunits of mnunber of transactions. [Configuration

8F BHs SEMARRie wbt £46dle Fé:ﬁ:e:?t@ai ﬁn&né%qé'fmai‘he number

bl ock di agram of t e bus scranble unit

SEOHe Mrodiin RonbllS eruSR Aok tPalscatighoagSran can

on uni t decry

%g n&nt uni t 433 scranble key managenent unit 434,
Jﬁgr gely, dekermigednby ¥bs corgespes fyginpss.
control unit 436, work nmenory 437, and control unit
438. 2€“¢hbe§nc¢%mﬁlmﬁlomrencwpt@ dbt AF Zpuand AP 3
fromthe 144 CPU 466 using a predeterm ned scranble
&eg, KfoThexamply ptpooduced B 2tlie Guginedada 4ERdL f rons_2,
the external nenory 407 using the predeternined
ardagbbeskayink. tﬁeTberaaaaqseomea%ae@eaheualt4$%3%3 and

converts the address CPU ADR input fromthe CPU
&Pﬁf_gesﬂggfxe§ﬁ MM ABR and are downloaded through the SaM
chip 408 to the external memory 407.

Access Ato the AP management storage area 421a is '
allowed only by the manager of the SAM chi_P 408 by the firewall
FW_4.

ﬁote that  the firewalls FW 1, FW 2, FW_3, and FW 4
correspond to the firewalls FW shown in FIG. 65.

The AP management storage area 421 st;ores the module
managehent data 421 shown in FIG. 66.

Here, the AP management data 421 is used by the SAFi[
chip 408 for managing executioh .of the application programs
?XP_l, AP_2, and AP 3,

In the present'embodiment, the application programs
AP 1, AP 2, and A}?_B and AP management data 421 etored in
the external memory 407 e.re, as explained later, scrambled

by the bus scramble unit 461 in the SAM chip -408 using the

scramble key K. When read into the SAM chip 408, they are

descrambled using the scramble key K.
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expl ai ned above. The scranbl e key managenent unit 434
manages the scranble key K used at the encryption
unit 431 and decryption 10 unit 432 and suitably
switches the scranble key K. The parity processing
unit 435 adds parity data tg the data to be witten
in the external nenory 407 AQ verifies the parity
data added to data read fromthe external nenory 407.
15 ThesBupehiped@PBocessing control unit 436 divides
the processing of the bus scranble unit 461 into a

pluralkty, ©f i$ agesnatdopait bebek! 88ag¥shesE s&%m chip

the pipeline processing is performed in units o

868956own NEnPEK . ry 437 is used for the processing
o? tﬁgo 20 Busigcggggle unit 461. The control unit 438

conpaggen%%vely.controlg the, processing of the bus
scrantt® TRPY 4%, ¥1%vi 84 obReathnchip4P8, har. REndSFS
4071 FIG 71 is a view for explaining the operation of
tpmmupEoephioqcinhprEagni tnitl 4ffenbule scrambde simdtn 461,
in FIG 67 wites 145 - data in the external nenory
dbgnateE pRocesaifmgounthanb2f onuthphtichtjonherocessing
operation shown in FIG 71. Step ST401: 5 The CPU 466

Wi PUIE3 | @ridigptisSnydetiiipit i nd@1460¢ s€etagOATM £ U165,
be witten, that is, "d32", and the address
and CPU 466.

The SAM chip 408 is a tamper-resistant module.

Here, the CPU 466 corresponds to the data processing
circuit of the present invention, while the bus scramble
unit 461 corresponds to the data input/output circuit of
the present invention.

Further, the SAM chip 408 co:responds to the.

semiconductor circuit of the present invention, while the

external memory 407 corresponds to the semiconductor storage .

-circuit of the present invention. -

The ASPS communication interface unit 460 is an
inte:facé used for'input and output of data with tﬁe ASP
sérve; 406-sh9wn in FIG. 64.

The bus scramble unit 461 scrémbles data to be written
in the exterﬁal memory 407 and desérambles data #ead froﬁ
the exterﬁal‘meﬁory 407.

That is, the external memory 40f stores data in a

scrambled state.
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CPU ADR, that is, "a3". That data "d32" is witten in
the work nmenory 437 shown in FIG 70 of the bus
scranble unit 461. 10 Step ST402: \When Nc>Nb, the
address managenent unit 433 shown in FIG 70 uses the
"address "a3" to find the mag f (a3-(a3 nod Nc/ Nbo)),
that is, the map f (a3-1) "ahf#ituses that map f (a3-1)
as the address MEM ADR of the external nenory address

space.Thel px2 ks AP o £ Thke GRS  Skratithiec 438i 6NN w11 be
FIG 70 uses the address MEM ADR f (a3-1) obtained at

Skl 13149 Jg?%.{._g?%]é{(igg%;{.m external nenory 407 the

encr ypt ed X2}) and wites this in

t he k 437 Ste ST404: The decryption _
un > BR AR RS P ES 985 HBE s e 2GR IR dater,
((Xi, X2}) read fromthe work nmenory 437 to generate

RIRAYERS, 3| Srangsare ond yarifices %h%lgaftf:tlye when

E ocessing unit 435 uses the parity data added to t he

mlasiocn eppitatizin pkogrpar thyopgh ces i Irg:exriwn 410
wites the 146 data block (X1, X2} again in the work

- aehostyer] ket g S OappIheatdonrprogpiin. 438 rewites

the "X2" corresponding to the address "a3" in the
data Bl dhlen £¥da €064 SSROGEL Hhg Aurd Ot t HE334dT 8281 ained

read fromthe work nenory 437 and aI r eady decrypt ed to
tﬁﬂﬂé&%@ Qé&altgugﬁgtet{:i%gt}.gg ig%{‘.é Qi'le other party
when downloading an application program through the Internet
410 to the external memory 407.

The encryption/decryption unit 464 encrypts data and

decrypts encrypted data.

The storage unit 465 for example stores the data

~neéessary for the i_::rocessing of the CPU 466.

The CPU 466 executes the application programs AP 1,
AP 2, and AP 3 while accessing the external memory 407

through the bus scramble unit 461 and performs various

proces'sing corresponding to the services of the SAM chip

408.

Next, the processing of the bus scramble unit 461 will

" be explalned in detail.

Note that, in the present embodiment, the case of use
of the bus scramble unit 461 when accessing .the'externali-
memory 407 is illustrated, but the bus scramble unit 461

can also be applied in the case of inputting and outputting
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(X1, d32} and wites this in the work menory 437. Step
ST406: The parity processing unit 435 generates the
parity 10 data of the data block (X1, d32}. Step
ST407: The. encryption unit 431 encrypts the data
bl ock (X, d32) read fromthe work nmenory 437 using
the scranble key R 15 Step48T408: The control unit
438 wites the data block (X1, d32} at the address WM
dEs fw{ 818- EtheObutB2a8xber AabtABFOEXMAGR i p2Ad eVithi@hgh an
parity data generated at step ST406 in a

rgiped area of the external nenory 407. 20 Note
:?ﬁgﬁgéﬁeg%ghtrol unit 438 judges if the address next
i nput fromthe CPU 466 is, "a3-1" before encrypting the
ata CPUR Serapbdammit, f61 pnopypts theyibec ipet From
data_ bl ock X1 by the wite data, then encrypts
the CRYH 4GP veing 12 pradekersinednatrambdbe kesO K, themyrites
tothis, it is possible to reduce the nunber of 147
Bt esrowgh htheabusofi1@r ihi hhet extaecasdsimemozgdddIses.
Further, even when witing data of a data |l ength. Nb )
i Nt heredasnal tie By diamBe G 1181 Widrypd®s dHY data
exanpl e, pads data by the data of (Nc-Nb) to obtain

Aala ‘Iﬁfrctlﬂ_ﬂx dald bud QA9 BrDi, tﬁgeékgé?ﬂé/ptnﬁaﬁérf%'T using _

wites it 1n the external nenory 407.
the scramble key K and outputs it to the CPU 466.

[Address Space]

The encryption block length of the encryption

- algorithm used by the bus scramble unit 461 is made Nc, while

the data bus width of the bus 419 is made Nb. In the folldwing
example, coﬁsider the case where Nc is a whole multiple of
Nb, that is, a whole number n (=Nc/Nb) .

Note that the address 'space of the CPU 466 {(address
space in SAM chip 408) and the address space used when the
bus scramble ugit 461 accesses the external memory 407
(hereinaf ter also referred to as the "external memory ad'dr'ess
space") dj-.f_fe'r due to the addition of parity and scrambling
of the acidress .

| T-lxgrefore ' the bus scramble unit 461, as shown in FIG. |
68, cdn#erts an address Cf’U_ADR :_i.ni:ut from the CPU 466- (f:i__.rst
address of the present invention) to an address MEM___ADR of
thé external memory address space (second address of.the

present invention) using a predefined map f (address
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That is, a storage area of a data length Nc in the
external nmenory 407 is assigned even to data of a data’
length Nb. 10 [Read From External Menory 407] FIG 73
is a view for explaining a read operation from the
external nmenory 407 to the bus scranble unit 461.

FIG 74 is a flow chart forté2plaining that read
operation. 15 Step ST411l: The CPU 466 outputs to the

dosvecsashl 81guRithdPl the paddsesamble ARRt 281 LR the

‘read from Step ST412: Wien Nc>Nb, the address

segeeinigh, (5780008, e, RLEL B RpNSRS, Wi

that i,s..the p a3-1 and uses that_map f . .
(5 1yM18 FoRBP for BERREREATRE ShLL BERANAP  frgiaf ined
address space. Step ST413: 25 The CPU 466 shown in

mly whensthet addrgaread . vehigbRig4en pddagsy) CPU_ADR, is
obtai ned at step ST402 to read the encrypted

(=trmed| ¥d) ¥bEQ"bl Bek thé{ d8herd3dfyressonrt h¢he external
external nenory 407 and wites this in the work

nemmry 407 . iSt 8pc&34dd: by Fheadeqayphbannuyi tbd32

shown in FIG 70 decrypts the data block e ({d31

d32}) Heddl, T1PRING WK iR haihldO after dividing x by
Y-
That is, the bus scramble unit 461 reads and writes

data with the external memory 407 in units of the encryption

‘block length Nc.

Here, when Nc¢/Nb=n and the'smalleSt whole number of
n or more is m, the bus scramble unit 461 performs
transactions accessing the external memory 407 through the
bus 419 (data input/output transactions of the present
invention) in units of m number of transactions.

{Copfigﬁféﬁion of Bus Scramble Uniﬁ-461]

FIG. 70 is a functional block diagram of the bus
scramble unit-461.

.As shown in FIG. 70, the bus scramble unit 461 haé
an encryption unit 431, decryptioh unit 432, address
managementunit433,scramblekeynmnagementunit434,paritj

processing unit 435, pipeline processing control unit 436,

- work memory 437, and control unit 438.

.. The encryption unit 431 engrypts data input from the
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generate {d31, d32}. Further, the parity processing.
unit 435 uses the parity data added to the data bl ock
e ({d31, d32)) for parity processing, then wites the
data bl ock {d31, 10 d32} again in the work nenory
437. Step ST415: The control unit 438 fetches the data
"d32" corresponding to thel@®U-ADR "a3". in the data
bl ock {d31, d32} read fromthe work nenory 437 and

ebucady d edra he s o the CPU
Cbocads S8huPhbErodseanili QUYL hBEYRIE K° LIV O

data gt -a. bl ock. an utputs jt to the CPU _466.
[Nhnaégﬁéﬁgg%gﬁég}%%b %1€k€?£T%§°§%?gﬂﬁ%%t?eﬁead from the
mapagenent unit 434 shown in FIG = 20 70 nanages a
%%E%ﬂﬁgi‘?%?°ﬁ¥eﬁ°?n“?hﬁgeﬁBPyBFPGﬁtﬁﬁﬂ%nﬂé1S°§ﬁmble key
decryption unit 432 as follows. The scranble key
Kmanagenent unit 434 may use a different key for every
address in the external nmenory 407. Therefore, it is
necesskhey ddulsot s nenrpigantdri ¢ Vardfit IF0EBhec2Bskehs a@dB-ess
exanpl e of the nmethod for .this is shown below. - 149

dine mon aivb @t KeYo ARG etPY! 4881 Lo4Bfe 23dS09UMi gbﬁ
75, stores a plurality of scranble keys K1, K2, am

Eb1dinedWMhHNES the key used according to the address
fromthe CPU 466 and outputs the sane to the

encryphion unit 431 and 5 decryption unjt 432.
Speci g‘fhceaﬁcf ]’?fé%é%"’g?%be'?%bt HEed34 panages the

-scramble key K used at the encryption unit 431 and decryption

unit 432 and suitably switches the scramble key K.

" The parity processing unit 435 adds parity data to
the data to be written in the exﬁernal memory 407 and verifies
the parity data added to data read from the external memory
407 .

The pipeline processing control unit 436 divides the

processing of the bus scramble unit 461 into a plurality

of stages and controls the system so that the pipeline
processing is performed in units of stages,

The work memory 437 is used for the processing of the

"bus scramble unit 461.

The control unit 438 comprehensively controls the

processing of the bus scramble unit 461.

‘[Write Operation to External Memory 407]

FIG. 71 is a view for explaining the operation of the

bus scramble unit 461 when the CPU 466 shown in FIG. 67 writes
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the scranbl e key K1, when accessing the address "a2",
it uses the scranble key K2, and when accessing the
address "a3", it uses the scranble key K3. 10
Further, as shown in FIG 76, the conputation circuit
434a in the scranbl e key managenent unit 434 perforns
processi ng .usi ng the key Kslftérming the class and the
address input fromthe CPU 466 and out puts the

dagpuliatl tR8 eetdkhalamehBeySabgnbl e key K to the
encryption unit 431 and 15 decryption unit 432. That

conput a$&0 i ion _or. _decryption of .
paddi ngi%d 3?%2%5 né]u %iécﬁ? bcs{%g |[)L';c'lxn §RG A ST iops ration

XOR), ofher conputation. Further, the bus
éﬁ%%ﬁbfé Egét hgl may hold the 20 scrambl e keys at a
predeterm ned | ocation of the bus and input the
scr anbPeeRe§TEQ f espondi ng to the address issued by
the CPU 466 through that bus. In this case,.since the
dat a Uilse f@QRU t46H soutputy tdecksc tand|se:dempb les drlict SEEIE the
as the bus of the bus scranbler, control by a nenory
dath rDATRI t3SbbeRPICEeAGCERS Bl Y=, TN@3h0CahhaN tha address
hol di ng the scranble 150 keys nay be anywhere inside

OGPy OADRI denf 1h5e S4dhchip 408, but if outside of the
chip, to ensure the security of the path to the chip,

the k ' cr by a.transport ke . and _
ooy y Tl BRAIVRLEY D o 1 B0 PR e Rh ek RCRaFR AR T, shown
unit 461, The bus scranble unit 461 hol ds the

A diEPor {0 1R the bne FerarbieHanitaf8leor sof tware.

Step ST402:
When Nc>Nb, the address management unit 433 shown in
FIG. 70 uses the address "a3" to find the map f (a3-(a3 mod
Nc/ Nb) ), that is, the map £ (a3-1) and uses that map f (a3-;1)
as the address MEM ADR of the external memory address space.
Step 8T403:

The control unit 438 shown in FIG. 70 uses the address

MEM ADR f (a3-1l) obtained at step ST402 to read,from the

e#ternal memory 407 the encrypted data block e ({Xi, X2})
.énd wriﬁes this in the work mEemory 457.

Step S8T404:

The decryption unit 432 shown in FIG. 70 decrypts the
data b;ock e ({X1, X2}) read f;om the work memory 437 to

generate the data block {X1, X2}. Further;‘the parity

5prgcessing unit 435 uses the parity data added to the data

block e ({Xl, X2}) for parity processing, then writes the
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In the bus scranmble unit 461, however, even if
changi ng the scranble key for each address input from
the CPU 466, if continually accessing a certain
address, the possibility 10 rises of the. scranbling

- of the address area being anal yzed by spending sone

time. Therefore, the scranble key is not a constant
one. It is nmade variable by. ahl46echn| gue as shown

bel ow f or exanple The scranbl e key managenent unit
a e, .15 causes the generation of a

r angsmgﬁrﬁﬁger{ efF2doRgEing igp theh arca/)inpiwiqpry 083 Dr

the like so as to generate a scranble key. The

scranbl 8tRpySB486cal |y need only, be known by the bus
scranbl er, so the problens of delivery of the key,

synchr OPhe atowtrobt €ni € 04 99t ré¥fht S€e ZQ,é:ur;&her
scranbl e key managenment unit 434 SW t ches COE;&spondlng.

sté aHY addasdused 3o C o,the er nal _
menmory 407. In tgﬁl sig:l\élgé )alatq% gﬁngg(eﬁggr y’?%(#qaﬁoﬁﬁfespondlng

| data already in the externa

%@?‘%4 BALEE R Pram FhS HErY reponat 437 Bmel already

gs Therefore, for exanple., the scranble key is .
upa%’f‘@%i & to the ¥Rbhm dat¥x "d32/7 tendeRp@ate8theidata block
The encgabécn1un|t 431 inputs the data "d3" from the

445W#Rﬁ%@stbxsamblEhenwerGﬂemBaytasbhe

address_"al" fromthe CPU 466. 5 [2]: The bus scranble
unit 48regc&IEs: t he address "f (al)" of  the
external nenory 407.

The pParity processing unit 435 generates the parity

data of the data block {X1, 432).
Step ST407:

The encryption unit 431 enérypts the data block (X1,

d32} read from the work memory 437 using the scramble key

K.

Step ST408:

- The control unit 438 writés the data block {X1, d32}
a# the'addiess MEM ADR £ (a3-1) of the exte;nal memory 407
and writes pa;ity data generated at step ST406 in a
predetermined area of the external mémory 407.

Note that-thg control unit 438 judges if-the address
next input from the C?U 466 is "ajﬁl" beforerencrypting the
data block at step ST407. If *a3-1", it rewrites the data
block X1 by the write data, theﬂ encrypté.itdénd writes it
in the external memory 407.

Due to this, it is possible to reduce the number of
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[3]: The data "e ({dl, d2})" is read fromthe address
“f (al)" of the external nenory 407 to the decryption
unit 432. 10 [4] : The decryption unit 432 decrypts
the data "e ((dl, d2.))" to generate the data "(dlI,
d2}". At this tinme, the scranble key managenent unit
434 selects the scranble key K1, while the decryption
unit 432 perforns decryption ?lng t he scranbl e key
K1. 15 Further, rewiting is pe formed by the data
"d3£ and the data "éds d2)'! is generated. [5]: The
R aF®| theanFesacat chuhesgt he soresbbtve KOMrbba@s
Kl to K2. The scranble keys K1 and K2 are val ues of
timers, Bt stered when her Rl S8L6a OF Xahgﬁé #Angth mb
generated by random nunber - generati on or other

t dahbheguesterifl i 467 e ypts the
rewitten tnf}lrata ?ds 3 ﬁg%ﬁr‘?ge?ﬁgkél‘ﬁﬁ%etdggéér Shexample,

ady grnie h ta." d2 7] The data
'}% ((d3, o|2)B tuht? %fllgtgtgﬁ g‘t"%’ﬂ%’ a '2513‘%3 C4 the data
o&eh X Lr nen02¥ 407._ 152 [Parlty Processi ng of
Par | tyhPr odeSS| Ty W RESEE \RRd WFitehgitialm theoexternal
the exter menory 407, the parity processing unit
caﬁmﬁfgtég i‘n advance the parity data of the data
bef ore encryptlon and wites that parity data 5 in the
ext er nafbftndFy 20%tarege wirka ife £ENBPURGAIY Ne in the
Due to this, when sone sort of physical trouble occurs

external memory 407 is assigned even to data of a data length

Nb.

[Read From External Memory 407]

FIG. 73 is a view for explaining a read operation from
-the_exte;nal memory 407 to the bus scramble unit 461.

FIG. 74 is a flow chart for explaining that read

- Operation.

- Step ST411:

| The CPU 466 outputs to the bus scramble unit 461 the
address 'C-PU_A:DR "a3" to be read from.

Step STA412:

When Nc)Nb the address management un:l.t 433 shown in

FIG. 70 uses the address "a3" to find the map £ (a3-(a3 mod

Nc/ Nb)), that is, the map £ (a3-1), and uses that map £

( a3-1). as the address MEM ADR of the external memory address

‘Space.

Step ST413:

The CPU 466 shown in FIG. 67 uses the ad&ress MEM ADR
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in the external nenory 407, data is tanpered wth,
etc., this is detected at the time of readout,

wher eby nore secure execution of a program becones
possible. to Further, due to the addition of the
parity data, even if the_Ifgetb of the plain text and
the length of the encrypted ext are the sane, the
address space of the CPU 466 and address space of the
foxtainbl ohbmined Oyt v tép NET492 cooptedd| yhavesbrypteds
i s because, for exanple, when witing at the address

- (Soraibldde dibtd BIbck e al (AFE, S@8R} | | fEoRStME| bkBErnal

the Nc portion at f.(al), it Is necessary to wite

ndMoBATA0Y alth WSt ) & {08 JaiR mdhoysOHBYNET €

~in the external menmory 407. The parity data i s stored

at an¥“§toEﬁ%ﬁ].rea in the external nenory 407 in for
exanple%ﬁma ol1'ow ng case. 20. The parity data is

pl aced i medi atel,y next to_the data obtained by

encr ygtish GeCraP&drre¥pdtdfag pharm 1 BIG . 0 desrypts the
case,, the bus scranble unit 461. reads the data "e .
dadia blgakme tHel3dadd32d ) frepdl Frogf thRewexkememory 437 to
menory 407, then reads -the parity data "pl" fromthe
getdyess: "fdi{la) )d3NC/ Muirthdr 25the thdBi ERSroddLsHG unit
scranble unit 461 does not have to perform 153 any :

430 GisAls Al Paiti Qputdedadddned hendBbafa Af1688 & (431,

address. Further, in addition, the external nenory
h in it .in agvance .g stora [
T8 YT ke bl SRR BB SR oo,
witten.in Ehat excl usive 5 storage area. In this

d@%ge’aw% At ERUe P has to perform

- processing based on the parity address map p.

Step ST415:

The control unit 438 fetches the data "d3an

corresponding to the CPU ADR "a3" in the data block {d31,

d32} read from the work memory 437 and already decrypted
and outputs the same to the CPU 466.

That is, it fetches the " (a3 mod Nc/ Nb) +1" th data

‘in the data block and ouﬁputs it to the CPU 466.

.[Management of Sc#émble_Key]

The scramblerkey management unit 434 shown in FIG.
70:manag§s a scramble key used in the eﬁcryption unit 431
ana decrypfidn uhit 432 as fol%dws. |

iThe'scramblé key mahagement uﬁit 434 may use a

different key for every adaress in the external memory 407.

- Therefore, it is necessary to hold a plurality of scramble

‘keys. One exampie of the method for this is shown below.
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The parity data "pl" is witten in the address "fp

(al) in the external nenory 407. \Wen the parity
processing unit 435 detects a parity 10 error, it

halts the processing of the CPU 466 etc. to prevent
illicit processing of the data or program Note that

the content of the parity E#gcéssing i s not

particularly limted. [Pipeline Processing by Pipeline

Pr ocesEhagGombls keynntndgéhendh dmit M34r aseBhown in FIG.
enbodi nent, for exanple, under the control of the

'pspeistds;eeﬁr@qemtdﬂglef%f Ottt 1 438y d Gf1, Q@”FA&I K3. It
processing of the bus scranble unit 461 is diVided

s fcRe B! a;@méy WeP R8T ALY foPLRE! agﬁxagﬁfgég@dthe cPU

using the stades as unlts so"as to en e access
%ﬁﬁ? % u@ %Q g%ernal rF 407 as seen fraomthe
A0 T8 B qnoPTefidlt® tenhbe SNCRKBAIAG: Uittt #nd

%% el i at |east the tlne required for processing
é&¥?ﬁ%?%t?%htbﬁ%3k is required for one access of

the menory fromthe CPU 466 to the external nenory )
407. Bpeoificably e when forabaing heelddmedoralle it uses
processi ng 154 perfornmed by bus scranmble unit 461 in

taoe oo cteanaipl i kdly aK1 padheh Nabedssing ehedatiarekst hazr, it

‘address "al" issued by the CPU 466, for exanple, when

ddes Gl 466 4:paHeSkey IRb 2 9hd a‘wﬁég hgﬁceggghgs %he address

continuously fromthe address " program codes
HE udd 4 Sipdile. gy 31 reade T avance

addr e%% ther as shown in FIG. 76, the computation Cerﬂlt
434a in the scramble key management unit 434 performs
processing using the key Ks forming the class and the address
input from 'the CPU 466 and outputs the computation result
as the scramble key K to the encryption unit 431 and
decrypt_;i.op unit 432.

That computation may include encryption or decryption
of a pédding address number by Ks, finding the exclusive
OR (XOR) ., or other computation.

Fu.i:ther, the bus scramble unit 461 may hold the
'scrainble. keys at a prgdetermihed location of the bus and
input the scramble key corresponding to the acidress issued

by the CPU 466 through that bus. In this case, since the

. data bus for transmitting the scramble key is the same as

. the bus of the bus scrambler, cdntrol.by a memory controller

becomes ‘necess'a'ry. The location for holding the scramble
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it is possible to elimnate the overhead of the

encryption and decryption processing. For exanple, if
consi dering the case where when the 10 tinme for the
menory access is ignored, encryption of each data is
perforned in three rounds_syglp as with triple DES or

t he Iike 1 clock is required for one round of

encryptigon, and Nc/Nb=1, the CPU 466 issues

kexs Mk Msh Suedigfmdntide ke gudsdsieeof” she SAMichip 408,
and "al +2" for reading data 15 consecutively fromthe
byt ckHapuheideyofi0EheAchtifi, s thi e sude dher ewrteridfy of the
decrypti on become necessary, and three clocks are

PN E@0ther cHEP! YPheNRe9ath eﬁ@t teld PyPal i @nsport key
processing is not. perforned, as own in 20 FIG

4 déé‘ffﬁt&&oskstﬁét €5 IathCQU 3@@1‘ SRUe% ol B 'Jeciztamble

read i nstruction the rea rom-t

Ser 407 lng th [

eggy edﬁgﬁree 55%5 5 8B%algg?h§°gg hﬁltr%ﬁﬁQﬁft key
is then_ input to the CPU 466. _ Next, after another -
%qwﬁﬂfcﬁ?%£s° fihardupge g3 EB§F"3F€ad 25 fromthe

external nmenory 407 using the address "al +l" is 155

- decr ypgireherpes sanambleyuphtad 61 fhowkier ' é2enwhf cthanging
then. input to the CPU 466. Next, after another three

theoclespanitibe  kiay af £ 3e4dR) sddeadsf faputth€rew ehealcPU 466,

menory 407 using the address "al +2" i's decrypted

i E0R tiniRI 10 aRRkdlsinlghs détfain adPreddi Clhd %d@gﬁﬁlllty
|nput to the CPU 466. That is, all of the data "dl ",

% o%nQ:h %cfﬁnﬂl&% of the address area being analyzed

by spending some time. 'Therefore , the scramble key is not

‘a constant one. It is made variable by a technique as shown

. below for example.

The scramble key management unit 434, for example,

causes the generation of a random number when powering up

the SAM chip 408 or the like so as to generate a scramble

key. The scramble key basically need only be known by. the

“bus scrambler, so the problems of delivery of the key,

synchronization, etc. do not arise.

Further, the scramble key management unit 434 switches

the scramble key used for every access to the‘ei:ternal memory

407. In th_j.ls casé, it is neceésary that the key for encrypting

_déta already in the extei:nal_ memory 407 and the currently

held key not be the same..

Theréfo_re ¢ for example, the scramble key is updated
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to the CPU 466 nine clocks after the CPU 466 issues
the first read instruction. As opposed to this, in
the present enbodi ment, the 10 pipeline processing
control unit 436 converts the decryption processing
of the decryption unit 43%irgfypipeline processing in
three stages as shown in Flé. 79B using each round as
a stage. Due to this, on the other hand, while if
aakebowhr 88 FI6.cldcheadf FIG.wW¥sch t he CPU 466 first
Issues a read instruction for the data correspondi ng

to the[RPHrE&s endrypdtd e unifpuE 31t Dhides Chlé #8&a "d3" from

subsequent|ly data corresponding to the addresses

tRb+Epuands’ Alhi21e2thel PR siﬂfas&ag ?(EJO'X; E‘%elt %%&E’y the

466 every clock. 20 Due to this,

tgLt, tdRt . ,and "d3r i j to the CPU 466 five
%&%Eﬁgsaf?ér ? 8mcgbe4%guéprs‘ i ssues a read
instruction. Note that, when the CPU 466 requests data

of thel4liurERe bugyscrambie npife 4§ddPESeosgs thq address

"al", the data on. the 25 pipeline is discarded and
fhe(atl 3 of the adlerpsdsmes@ry #9F.- Ota2+1". .. is
packed in the pipeline. [Address Scranble by Address
Manageh®ht M d=A3S] e Wial ,t B2 ) PAMiehi@ad08r 68 PERE Clllidress
accesses specific consecutive address areas in the
ext (TPt SENEHY dferddl ndRSLPEFOPASS I HHE diSEiSh unit
to a certain extent that this “is a subroutineor

~f43ay. If an array or other data, it becones

[4]: The decryption unit 432 decrypts the data "e ({dl,
dZ})" to generate the data "'(dl, dz2}v.

At this ti'.me, the scramble key management unit 434
selects the scramble jcey K1 ,- while the decryption unit 432
performs decrypﬁion using the scramble key K1.

Further, rewriting is plerforme_zd by the data "d3", and
the dgta "{d3, d2}" is generated. |

. [5}: Tﬁe bus scramble unit 461 changes the scrambie‘
key from Kl to K2. The scraml_alekeys Kl and K2 are valtl;lesr

of Eimers‘, values stored at the addresses, or values

‘ generated b_y random number-generation or other t:echnique_s.

[61: The encryption unit 431 encrypts the rewritten
data “{d3, d2}'f- using the changed scramble K2 to generate
the data "e ({d3, d2})v.

[7] The data "e ({d3, d2})}" is written at the address

"f (al)" of the external memory 407.
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easy for an attacker to obtain beneficial (critica

for the operating side) data by focusing the attack
onit. To avoid this, in the present enbodi nent, the
address 10 bus between the CPU 466 and SAM chi p 408

is passed through the bus gg?anble unit 461 and the
addr ess managenent- unit s made to scranble the
addresses as well so as to make it possible to

pr ev erlPagddys P ricaoniges Wi VEan £aSPracéfeingxtaigald3s)
menory 407. This scranbling corresponds to the 15

abovewen WA P RIdta | in PO LRET SRPLERL1 L HEmory 407, the
addresses, the map f beconmes a map of only the areas

Y, ex e E

i d:‘:éegré%%g%?ﬁgpﬁl?i{: caf«%&%tgg l:l.n aﬁ&ghce tﬁ/g g?‘i-fgy data
? H:3|ze of the ar|t¥ data. Next, the overa

p&PR (D PHRF S J %nan%owgy‘g?anfchef BRoaY fata
FIG 64 will be explained. - FIG 80 is a view for
i fihe extennnd RRROEY | 4@perbengnwhtht fheconmanpiad data.
system 401 shown in FIG 64. Step ST431: The )
busi nBysetotisils | ovhiib 3ome sopdr oF pleguesakdrAdth by occurs

. these busi nesses produce the application progranms AP

ih, the/ exARrhalantbniity 340D) dda piocesmplgeliOkith, etc.,
- transactions perforned by the businesses using the IC

63501 4 Qo £ 5 EX HP |1§1é) @;:Ijngeof pféé@&f’": %Mﬁ* Sndld .lyecure
4162, and 4163 shown in FIG 64. 5 Furt her

gﬁgﬁgﬁf of ¢ he %C’e‘g&% Qaé§§ geneggglsl AP managenent

scra 2T Fh the

Further, due to the addition of the parity data, even

_ if the length of the plain text and the length of the encrypted

text are the same ,7 the address space of the CPU 466 and address
space of the external memory 407 wril]-_ never completely match.
'.F‘his is because, for example, when wrj.ting at the address
"al" the data "dl", at the same time as writing the Nc portion
at £ (al), it is nécessary to write the parity "pll" (size

Np) of the data "dl" somewhere in the external memory 407,

. The parity data is stored at any storage area in the éxternal_ '

' _memory 407 in for example the following case.

.20

25

The parity data is placed immediately next to the data

obtained by énc_:r’:thiné the corresponding plain text. In this

case, the bus scramble unit 461 reads the data "e (di)" from
" the address "f (al)" of the external memory 407, then reads
-the parity data "pl" from the address "f (al) +Nc/Nb". In

. this case, the bus scramble unit 461 does not have to perform
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external nenory 407. Step ST432: The application

prograns AP 1, AP 2, and AP-3 are 10 downl oaded

t hrough the authentication units 417 _1, 417 2, and

4173 fromthe personal conmputers 4161, 4162, and 4163.

to the SAM chip 408. Step STé?S: The user is issued

the IC card 403 15 The | C ol®fhé IC card 403 stores

the key information wused for. transactions by the
apyespeci.hlidmwl dubatbess s atbhedthkidhp Hobe tHmbhddress.
the contract between the user and a business may al so

be coparesed afitfladStante Ale deedfnfPHedl3y 487 nas
through the Internet 410 etc. Step ST434: For ‘exanpl e,

user . us personal caonputer 405 t

e e S S8R F 9t TR LR Ty S the
to.purchase rodyct, the server 402 issues a .
Psr“-&gxs@?ﬁ@- g@né) Bgasy daFa e "t he Yritdsinnt sxclasive
ASP server 406. - 158 Wen the ASP server 406

sterapfe 8r23r deeshiRy ¢satpiesthefbom shranbleenni®246it has
accesses the personal conputer 405 through the _
tpnperfeotrm] prodagsivey based omesshagpaeiitigsaddfiess map £p.
relating to the IC card 403 issued fromthe card
Theapakity dartad P iis twderdd t B4 £hE 0AdBrdbs vFp (a1) "
per sonal conputer 405, Internet 410, and ASP server

if0BnkOekhe riAlY alidbA4P%07.

Fihen the parity processing unit 435 detects a parity
é_rror ,- it halts the processing of the CPU 466 etc. to prevent
illicit processing of the datar or progr.;:\m. Note that tﬁe
content of the parity Processing is not particularly lLimited.

[P:i_.pel:i.né. Prdcessing by Pipeline Processing antrol
Unit 436]

In the present embodiment, for example, under lthe'

control of the pipeline processing control unit 436, for

' example, processing of the bus scramble un"it_ 461 is divided

into a plurality of stagesAaﬁd a pipeline is formed using
tﬁe"stages asr units so as to enable the access time to the
éicterp;il :ﬁemory 407 as seen fr;'am .the_ CPU 466 to be shortened.
Tha’t, is, when not forming a pipeline, at least thé
t:.me required for processing one encryption block is required

for one access of the memory from the CPU 466 to the external

. memory 407.

25

For e_xamplé  if forming a pipeline for the processing
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Step ST435: The SAM chip 408 sel ections an application
program in accordance with the processing request
received at step 10 ST434 and executes that selected
application program In the execution of that
application program the SA gl chip 408 and external
menory 407 conmuni cate base %8n "t he processi ng of the
above-nmentioned bus scranmble unit 461. Step ST436: 15
PEE A d iy bh@8sonapbile GhetekET Ul akcbeddnks @t thhg read
application programto the ASP server 406. FIG 81 is

ihSted € 06| o bl @£ka b 20LAR ShAWe Q ; 4 cAl
the functi onobl ocks of the SAM c%%pmd%(% §" %\%ﬁ%d k’?fa!—#}é CPU

y/ A|\/| hi 4Q8
4?oﬁnnect roug glﬁqlﬂrll(tgc]a?%%:ﬁo eﬂé’ﬁ&g gaggr‘dfﬁrblgher

t 491, ASP corrImnl cation interface unit 460, bus
ST &M nuans FeoArdeesspl b kniRrogEAm codes

" storage unit 463, and CPU 466. 25 Part of the

ot |1§n§hefbtlﬂe5%w#a%ﬁr@p¢ s seagsubntadéancdbthe data
and aut hentication processing unit 463 shown in FIG

of7 thee aligirematfl dalgdia/zalb)by dfiteCRiled GRldrEe: SAM (a1) " ",
chip 408 showmn in FIG 81, for exanple as shown in

il Bs Pos sl e Bonedlinite teaitthd /JFrdilidad SF %@%&%@paon
to 5 the internal bus 490 to an RE

ah@C SR QHLTAN PSS S pi t 492 outside of the SAM
chip 408 and transfer data with the

For example, if considering the case where when the

time for the memory access is ignored, encryption of each

data is performed in three rounds such as with triple DES

ox the like, 1 clock is required for one round of encrypﬁion,

-and Nc¢/Nb=1,- the CPU 466 issues instructions designating

the addresses "al", "al+l", and "al+2" for reading data

consecutively from the external memory 407.

At this time, three rounds of decryption become -
nécessary, and thfee clécks ‘are required for decrypt:ing- each
data.

If pipeline processing is not. performed, as shown in

FIG. T9A, thrée clocks after the CPU 466 issues the first

read instruction, the data "e3 (d1) " read from the external

- memory 407 using the address "al" is decrypted three times

to obtain the data "di" which is thén input to the CPU 466.
Next, after another three clocks, the data "e3 (d2)" read

from the external memory 407 using the address "al+l" is
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I C card 203 by a noncontact systemthrough an antenna
492a of the RF reception/transm ssion unit 492. As
expl ai ned above, according to the conmunication 10
system 401, by giving the abdve menti oned functions to
the - bus scranble unit 46} n_the SAM chip 408, the
following effects are obtained. That is, according to
t he conmuni cati on system 401, it is p033|ble to store
‘*Qﬂrm@ﬁﬂt@mmmﬁ ital obghanlSheedatantd2d. which is then
processing using the 1C card 403 in an externa
impaty tod@Rel OPE §66UIRest Al £F &L 4 he A0QDFEH RA dks, the
t he contuni cati on systen1401 by form ng the

@& fu I; 4 .
R OTY MAN™ KU il or t e gﬁ\}l %‘d%s tlo using the

pi peline, it is possible

o £ ext rnal ,me 407 at a m
PERS, Alaa 13 I SR it & SRl the data
L) giying the hus scranbl e unlt 461 a arlty function,
idzé i%‘lﬁ’g‘sgisol'g‘ef‘b ’r‘fﬁ)‘i’%v%"tﬂéer@?ﬁ’aﬁﬁgrty of the data
read from the external nmenory 407. 25. Sixth : .
EnbodiThet 13602 1 ¥Hef gihes clattacitdddi, ntd2 " i samdl "d3" is input
enbodi ment corresponding to the 19th aspect of the

tionthatCRIN 4 6RaliakedlAcksoif Bs et CRPUbAdE B Jefitd first
a conputer for executing a transaction business 5

rpadgiadtdsidtd o | C card of a related art of the
“present invention wll be expl ained.

As opposed to this, in the preseﬁt_embodimenﬁ, the
pipeline processing control unit 436 converts the decryption
prbcessing of the decryption unit 432 into pipeline
.érocéséihq in ﬁhree stages as shown in FiG. 79B using each
round as a stage.

Due to this, on the other hand, while it takes three
clocks from which the CPU 466 first issues a read instruqtion

for the data corresponding to the address "al' to be input

to the CPU 466, subsequently data cidrresponding to the

- addresses "al+l" and "al+2" are input successively to the

CPU 466 every clock.

- Due to this, all of the data "dl", "d2", and "d3" is

input to the CPU 466 five clocks after the CPU 466 first

issues a read instruction.

Note that, when the CPU 466 requests data of the address

"a2" far from the address "al" after "al", the data on the

.pipeline is discarded and the data of the addressesg "a2",
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FIG 83 is a functional block diagramof a conputer

501 used in electronic settlenent of a related art of

the present invention. 10 As shown in FIG 83, the

conmput er 501 has a CPU 502, nenory 503, and

communi cation circuit 504._ {lg CPU 502, nenory 5083,

and comuni cation circuit 504 are connected to a CPU

fo) bus 506. The CPU 502 and communi cation circuit
E%rE‘CohﬁeE?EEEdlﬁntGha ePpedddeess bus 507. The

CPU 502 conprehensively controls the operation of the

conput Bdxss operamble bbg ellddresasMatiagensa totinat 433]

program stored in the nenory 503, and accesses the

npnnryNEQOSHMmrsxg_chﬁpopegaiéﬁ@at@@%?hgcéggggg'Qﬁ&b??ic

circuit 504 conmmunicates with the 1C card 508 by the

ul

—dﬁﬁﬁéﬁﬁtﬁﬁ@tﬁamﬁésaOQEQQEaiﬁeﬁﬂétSﬂLeLH 1tRSm%%§£38?, it

type, the I1C card 508 and t comuni cat i on

R B o FTEE B0 05000 ekEont that' this

t he noncontact type,

icﬁogréuug)ir%zgéio_n 25 circuit_ 504 are connected through -
8l ectromagneld 8N ERY ot £181 arnaygpr qither gptagattabecomes
received fromthe IC card 508 through the

ESHERFCaR; dktarkes to sgtain henedisEh by it iRl o2 the

in accordance with a programstored in the nenory
opeTatimg Isdide)s datea dayt of oiniimpdeiny dbea@k 06€SstENg by
the CPU 502 is transmtted through the comunication

ci r cufre MiﬂOt_hhﬁ, in the present embodiment, the address

‘bus between the CPU 466 and SAM chip 408 is passed through

the bus scramble ‘unit 461 and the address management unit

433 is made to scramble the addresses as well so as to make

it possible to prevent access to consecutive areas in the

external memory 407. This scrambling corresponds to the

-above-mentioned map f. If not scrambling the addresses, the
. map £ becomes a map of only the areas secured for the périty
_. data. Eor example "Va € [CPU address space], f£(a) = (i+p} a".

" Here, p is the alignment size of the parity data.

Next,A the overall operation of the communication

- system 401 shown in FIG. 64 will be explained.

FIG. 80 is a view for explaining the overall operation

of the communication system 401 shown in FIG. 64.

Step ST431:
The businesses 415___1 to 415 3 or a party requested

by these businesses produce the application prpgrams AP 1,
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I C card 508. Further, the CPU 502 wites the results
of settlenent generated by communication with the IC:
card 508 in the nenory 10 503. FIG 84 is a view for
expl ai ning the software configuration of the CPU 502
shown in FIG 83. In FIG_8fg7the bottommost |ayer is
the har dware layer, that is, the hardware conponent
ﬁ%’ U 502 shown in FIG 15 83. Above the

£9% thesPrPEReaing Emmitreaacions pesformed
| ayer. The communi cation driver |ayer has positioned
hyn the Pusdmasfemmisimaitihee () gpad MO3 Eont exiahipdg e the
conmuni cation circuit 504 connected to the CPU 502.
pEecih Ipramsan s {4166 COMNG Caj | MMddaigeB kRYeRh is FIG.
usual ly stored in a nonvolatile nenory.  Above the
‘g@omuni cation driver layer is an operating system
(OS) layer for providing the program.formng the

f ound P f0r eoe t.ion qf t 502

Iayer%‘g DI oVi J‘gh% t“haql g’heg o%‘bp%ﬂ?) %&% ?%n%’fates

Bl\ﬁgth hi gher 16 CQ cepltsé:srer IC%ngtgPparegdthh tlt}:e:url the |

functlon "get card type () ", "read card data ()",

externgd memonw 4hta ()" are exanples. Further, above

the OS layer is an AP layer defining 5 the specific

funct Béep E3d32i:ces) realized by the conputer 501.

The AP |ayer has, for exanple, application prograns
The application programs AP 1, AP 2, and AP 3 are

downloaded through the aut:hentication units 417 1, 417 2,

- and 417_3 from the personal computers 416 1, 416 _2, and 416 3

to the SAM chip 408.

Step ST433:

The user is issuea the IC card 403

The Ié of the IC card 403 stores the key information
used for transactions by the user with the business
contracted with.

Note that, the contract between the user and a business

‘may also be concluded after issuance of the IC card 403

through the Internet 410 etc.
Step ST434:

For example, when the user uses the per‘sonal "computex.:

405 to access the server 402 through th;.a Internet 410 to

Ery to purchase a product, the server 402 issﬁes a processing

'réquesﬁ through the Internet 410 toc the ASP server 406.
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MAIN, APlI, AP2, and AP3.. In the present enbodi nent,

the explanation will be given illustrating the

provi sion of settlement or other 10 transactions

using the I1C card 508 as the application program For
exanple, in the OS | ayer gnqs%PJ ayer, the function

for determning the type of 'the IC card 508 is defined

by "get card type O'. 15 In the OS | ayer and AP

| ayer Whete they ASH sekyeirC406r decBifesaa coseesifygeadequest
by. calling up this function. For exanple., assune

fiai thersnrer 1402 1ty poscddsds €Ré SePdShal NbmpSter 405
Types A, B, and C. The return val ues of the function

. ti¥oudha] £ XSSO B4 € Hefdned as éflbéﬂ&lcﬁé 'Orggcgées ting

For exanple, assum ng that the Type car

. r I .the result .of exeqgution o .
AR bl U YL SRR e SASEUL Do
in the OS | ayer. and AP |l ayer., "read data (*r " is
4gs iﬁ?eut’é%“?‘ﬁ?eé'ﬁﬁ‘ﬁc’fﬁﬁﬂuﬁ r thea@ergorada Mﬁ% 405,
i nt ernal .25 nennrg of the IC card 508. - 163 Here,
Inkeynets 410y |apd| ASRorespert 408 toi ther SAM dhdp @08B.

. I 'anguage, shows that the followi ng variable is a
. poi nt &tepyBT4dH e, and "rp" shows a specific |location

inthe internal nenory of the IC card 508. When "*rp"

is i nd‘ih?’:lkﬂd{ dHiips o r@é\ﬁeéﬂﬁoﬁﬁn&ﬁnhpgfliba%iahpprogram
address” in the nenory of the 1C card 508. Assunme now

ith kb doiRidddE iadn @@@foﬁégs%ﬁldj%équest received at step
$T434 and _exe.cutes that selected agpplic;ation program.

In the execution of that application program, the SAM
chip 408 and external memory 407 commuﬁicate based on the
processing of the above-mentioned bus scramblé unit 461.

Step S5T436:

The SAM chip 408 outputs the execution results of the
application program to the ASP server 406.

FIG. 81 is a functional block diagram showing more

- specifically the function blocks of the SAM chip 408 shown

in FIG. 67.

As shown in FIG. 81, the SAM chip 408 is connected

:  through an internal bus 490 to a card I/F unit 491, ASP

: communication interfade unit 460, bus scramble unit 461,

éencryption/decryption unit 465,_' storage unit 463, and CPU
466.

Part of the functions of the signature processing unit
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as shown in FIG 86. Further, if assum ng that
"rp=102H', the return value of the function "read
data (*rp)" becones "56H' and it is 10 possible to
read the data of the "102H address". Further, in the
OS | ayer and AP | ayer, "wiis9data (*wp, wdata)" is
defined as the function for witing data at a

the |nternal meno C.car
B A PR o2 o e S Eppetto e dfe ghown -
q(Qplnter i n 15th Clan "*" jindicates that the

It SF VaRRe Tealized AretheafPULAES . and " vp'

indicates a specific address of the internal nenory
of t h&@heCSal ghEpgl0B\shewn ip'F16. §Indifoxt edamphe as shown
content of the wp address of the internal nenory of
iph@TIC &2 ,d nal8 dohneawdi adiee barddiM unit a9akoable & to
in the wite data. Assunme now that the nmenory of the

the GaltbrmiB Wi £50 ded 2aASRENPUWRepBibhPrr@Asm 58 on unit
"vvp 102H" and "vvdata 73H' and executing the function

49 Iyt X éggﬁ ‘ﬂ’?’ %¥“{ n '
dat a of t " 102 essp t r]rr'Jearqug'riJE% dita Wit ene
Wit 1173H11. 25 The a on prograns AP,
g ?%% YsRolRTCRAISFT Ve oy RETWE GPerRtrORS 1922

f or transactlons relating to dlfferent types of IC
ofaltlre 385 reprPlinn/damnimbceiern undtind92n FIG 88. In

FIG 84, the application program MAIN is executed 5
firstAgt expdatimesl cibostesy tapcofdime tonhk ecoddnidaeion
application program MAIN uses the above-nenti oned

siyteld @01, by giving the above-mentioned functions to the
bus scramble unit 461 in the SAM chip 408, the following

effects are obtained.

That is, acco;ding to the communication system 401,

it is possible to store for example confidential data

relating to processing using the IC card 403 in an external

memoxry 407 in a secure state.

Further, according to the communication sYstam 401,

by forming the processing of the bus scramble unit 461 into

a‘pipeline, it is possible_for the SaM qhip 408 to access
the external memory 407 at a high sbeed.

Fuither, according to the coﬁmunicatibn system 401;-
by giving the bus scramble unit’46ira‘parity function, it
ié-p¢ssible to improve the reliability of the data read.frcm:
the external:membry 407. |

Sixth Embodiment
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"get card type ()" to determine the type of the IC
card 508 wused. The CPU 502 sel ects and executes the
correspondi ng application programin, accordance with
the type of the I1C 10 card 508 determ ned based on the
correspondence table shown 169 EIG 88. If inmagining a
situation in which I C cards 508 of the Type A Type

B, and,Type C are handl.ed by different_ businesses, .

t he angﬁy g’&ﬁ“‘*&h‘%%‘&%?éﬁ?éﬂﬁ is g emhodiment;pgrresponding
produced by 15 the individual businesses.:Further, the

el W asppct tof theecinuwentbancy -of the 1C card

508 are shared by the application, progranms AP, AP2,

and AHRelRtedifott caff | Bxesq ®gEsladiGenPprti ons '
assigned to themin advance. As expl ai ned above, the
appl i eatdsan, Rl &ghpEEe Altlor éE%cptg.anQd:A%a@ﬁon business
produced by the individual businesses, but sonetinmes
PRl uThFTdRI1¢ ol d' 08" 8 ko f0LBAPLLEAEC e present
program of anot her business Is read by a business Wt
. I.Gl:oUsS | t b iIllicit program of that

usncr#é?g‘, “HOEr ;Lest%lf%a:{]gaé“é?%a in the IC card 508 for

whi ch gne is not 25 allowed access is illicitly

acces&é&- P65 15 i tHanakbiblerk pliagrmm |of ont Femputer
FIG 89 is a view of the configuration of the conputer
5831 ugechidl vl attronicnieal vbatent oficapretated art of the
“invention. As shown in FIG 89, the conputer 551 has

- preSRUtSSyvemtirimry 553, conmuni cation circuit 504,

judgnent circuit 560, and switch circuit 561.
As shown in FIG. 83, the computer 501 has a CPU 502,

memory 503, and communication circuit 504.

The CPU 502, memory 503, and communication circuit
504 are connected to a CPU data bus 506.

The CPU 502 and communication eircuit 504 are connected
ﬁo a CPU address bus 507.

The CPU 502 compréhensive]_.y controls the operation

of the computer 501, operates based on instructions of a

prograni stored in the memory 503, and accesses the mnemory
503 during its operation.

The communication circuit 504 communicates with the

: IC card 508 by the contact system or noncontact‘sys_tem‘. In

the contact type, the IC card 508 and the communication

circuit 504 are connected by electrical contacts. Further,

-in the noncontact type, the IC card 508 and the communication

| circuit 504 are connected through electromagnetic ﬁav'eé or
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Here, the CPU 552 corresponds to the conputation
circuit of the present invention, the nenory 553
corresponds to the storage circuit of the present

i nvention, the 10 comunication circuit 504
corresponds to the connuniCﬁéh?n circuit of the
present invention, the judg circuit 560
corresponds to the connection control circuit of the

- pigbtnetci.nvention, and the switch circuit 561

corresponds to the connection switching circuit of
the preneniataveatibebedlFrbhe tiRUTEALAAUSOHEHRugh the
CPU 552, switch circuit 561, Judgnent circuit 560,

gamreasat QoG C Wity g,% %EP%S,I Uild -cpd hé?oz in

ata bus 5 corresponds 5’ e transm ssion |1n

o resent. i nventi on fher, the swtch
SHRAREE S b R Raoe SR phPsad i Frinmanerua b8 dp R ther,

562 to the nmenory 553. Further, the CPU address bus

the ﬁ8§aa°]?§ﬂféf‘?d55’3' the, praaesséng. vt 1360 CRIhE02 is

communi cation circuit 504 connected to it. 25 \Wen

thanepitssd tbrovgbs thiee ovswunicai3 opr cdgeriitplidalto the

166 device outside of the conputer 551 etc., the CPU
Bddeasd 508s 507 transmits a CPU ADR shomnng t he
address. In FIG -89, the conmunication circuit 504 and

B A0 SRS S BAEE S emen
&:é‘ﬁéﬁﬂedtb'},? c%u?é. Ca %%xxt 'Drg héﬂqr ec%.-&“z%é‘ %ﬁe mémory
503. |

FIG. 84 is a view for explaining the software
cénfiguration of tha CPU 502 shown in FIG. 83.

In FIG. B4, the bottommost layer is the hardware layer,
ﬁhat is, the hardware component of the CPU 502 shown in FIG.

83.

Above the hardware layer is positioned a communication

- driver layer. The communication driver layer has positioned

in it a communication driver layer for controlling the
communication circuit 504 connected to the -CF;U 502. The
program of the communication d';:iver layer is usually stored
in a nonvolatile memory

_ﬁbove the communication driver layer is an -operating ,

system (0S) layer for providing the program .forming the

' foundation for the operation of the CPU 502. The 0S layer

provides the highest application (AP) layer w:i.i.:.h higher
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expl ai ned above using FIG 84. That is, as the’
application prograns APlI, AP2, and AP3, ones which
define. processing for transactions relating to three
types of IC cards 508, 10 that is, Types A, B, and C

are used. The data receivedjfpoman I C card 508

t hrough the communication circuit 504 is processed by
the CPU 552 in accordance with a programstored in
FMETRINSPYVES5SS mpaEed witthethadpwsn davetshyFehexanple,
processing by the CPU 552 is 15 transmtted to the IC
the d 2338 epdadnedh§unoirion tgetovardityme t()304."read card
Further, the CPU 552 wites the result of settlenent '
drerer ¢t 'ed dnd comrln: Ceaianditi h(fheat& eaudpd88.in the
menory 553. 20 The switch circuit 561 switches the

CPU dgha-diies SQho AN eHB®S Y1 Lol 2 1415, 264 bﬂgggsgﬁagﬁuw

connection state and disconnection state bas

' . . i-anal Sb60. frqm.a j,ud t gLrcuit

%ﬁ%%ﬁ]ﬁfﬁ? %lé"lthé%all%n%f (tseér orEsent ea!ilﬂ‘vz%:ﬁ%ei%é’n%'ezgc’mp uter

%a#;lgg, t he CPU iﬁ% executes the instructions (codes) .
e tﬁ?eelpﬁ%f‘g'f S of LR ¥R LS e r 2PR} HGR EHPRIAPROG ¥ ams

and application_ progranms APl, AP2, and AP3 shown in

MY, dPkePBod IHEAB3- fromthe. nenory 553. The CPU

552, in accordance wth the execution of those 5

i nst r dat ithes prgeeertateadbahinarst 1 e Gxpdfeation will be
instructing signal S552a, executing AP instructing
Givaiali 13 dka iy the provision of _settlexgent or other
transactions using the IC card 508 as the application
program.

For exampie, in the 0S layer and AP lgyer, the function
for determining the type of the IC c'arci 508 :_i..-?v.j defined by
"get card type ()".

In the OS iayer and AP layer, the type of the IC caxrd
508 .can be spet;ifiqd by calling up this function. For example,
assume that there are three types of IC cards 508, that is,
T_ypes A,‘ B, and C. The J;:eturn values of the.‘functiqn -for
the IC cards 508 are defined as ianIG. 85.

For example, assuming that the Type B iC card 508 is
used, the return value of the result of 'e_xeqution ‘of the -
i:iu'nction "get card type ()" becomes "2".

'Furtﬁer , in the 0S layer and AP layer, ';read data (*rp)"™
is defined as the funétio# for reading data from the internal

membry of the IC card 508.
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if necessary a called AP instructing signal S552c and
outputs these to the judgnent circuit 560. Here, the
instruction type instructing signal S552a 10 is a

signal indicating whether which of the fetch

instruction, read instructlfg? and wite instruction

the CPU 552 executed. Here e fetch instruction is

an instruction for -the CPU 552 to fetch the

i nstruberen t5upY idrsimhlahcliCRidrndpt thus POGntEr in the
The read instruction is an instruction for the CPU
Eolarignagagd ot ehbhs algit the £ sling RasiaPe 786 pointer
wite instruction is an instruction for the CPU 558

tarvablie,daha 't%@%@ﬁ SpLgata P&@aé%@n d"[ttl-lléeg.nternal

t he executlng instructing signal Sb

j ogLam the ,nsIruct |ng
éﬁggg% g gﬁﬂcﬁ\gyggg’ogel gﬁhgs in ’ffﬁe | ns’t'?% TR ERd oFRis
%Ee a gllcatlo r?grgns"APl AP2, AP3, and MA=N, and

05%8 SnECRERBN O nthe G TR4adFRESE | LB the memory of the
i nstructing signal S552c shows which. . 25 program of .
FﬁeC%ﬁfblﬁ‘%% AGFuReogPYnthap| thepnterpal nemowst Ntoges data
and OS progranms the program nodul e of the cal

- desshowni bn FB6l.08gs when a program nodul e bei ng

executed by the CPU 552 calls up another program
nmodul eFufthéberif thadaldpThaartp-lpeePUthal fa Qﬁi'n value
506 and 5 its operation when.as explained |ater

SH tKE £hAGYibn Eﬁéaanhsfta LI ORI Y S @€ ang it is

.possible to read the data of the "102H address" .

Further, in the O0S layer and AP layer, "write data
(*wp, wdata)" is defined as the function for writing data
at a specific address of the internal memory of the IC card

508. Herxre, "*wp" is similar to the concept of a pointer in

‘the C language, "*" indicates that the following varia.blé

is a pointer variable, and "wp" indicates a specific address
of the internal memory of _the IC card 508. When _"*wp"r is

indicated, the content of thé wp address of the internal

* . memory of the IC card 508 is indicated. "wdata" is a variable

in the write data. Assume now that the memory of the IC card
508 stores data as shown in FIG. 87. Here, if 'pr=102H'.' and.

"wdataz'-73H'f and .executing the function "write data (*wp,

wdata)", as shown in FIG. 87, the data of the "1OZH address"

‘of that memory is rewritten to "73H".

The application programs APl, AP2, and AP3 shown in
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N %fa Rt B ¢
udgnent circuit 571 i s out put through the term na

Next, the judgnment circuit 560 will be explained in
detail. The judgnent circuit 560 generates a judgnent
result 10 signal 5560 based on the instruction type
instructing signal S552a and executing AP instructing
signal S552b input from t-haedPU 552 and the address
CPU ADR i nput through the CPU address bus 507 from

52.and out p ts t hi the switch circujt

ﬁgﬁ.‘ Cﬁg aﬁém&o PSRBT 6P AR G i et
%ﬁggnent circuit 560 shomn in FIG 89 As shown

tEpEen§OtYPRR 9l dimERTAE| 328 (TR goREe sponsienset isnshown
circuit 570, fetch judgnent circuit 571, read
i dBAEAt 88i-rcuit 572, and wite judgnent circuit 573.
20 The selection circuit 570 connects the switch 574
t0 ONEntEIGL N84, Othé heppBishbdbh Prédrah MRIN Blexecuted
5753 based on the instruction type instructing signa

£5p38 hePehel kofe biCsERY PR oFAMR idbuflfte8%01. The

Specifically, the selection circuit 570 connects the

gﬁgmgwowggggﬁ%ﬁf QQ' eRd 2 Ihen, c,tgg jgned function

truction I'ns uctlng signa
cates a fetﬁh instruction. Due to this the fetch
St dif:

S ebernihia, (iR PenPEREbeotCioatd 508

ahtestPYcR0873edsctre apdd gremutass Hhe Sajrgaponding
S560 fromthe judgnent circuit 560 to the switch
appticatd6d. program in accordance with the type of the IC

card 508 detérmin’ed based on the correspondence table shown.
in FIG. 88.

| It imagining a situation in which IC cards 508 of the
Type A, 'Ty;pe B, and Type C are handled by different bu#inesses ’
the application programs APl, AP2, and AP3 are produced by

the individual businesses. Further, the storage areas of

t_he internal memory of the IC card 508 are shared by the

aipp_licati‘on. programs AP1, AJ-;’Z, and AP3. The a_ipplication
programs use portions assigned to them in advance.

As expla:.ned above, the api:l:.cat:.on programs APl, AP2,
and AP3 are produced by the individual bus:_nesses, but
sometimes there is an error in a program, an applicatipﬁ

program of another business is read by a business with

malicious intent by an illicit program of that business,

or a storage area in the IC card 508 for which one is not

allowed access is illicitly accessed.
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Further, the selection circuit 570 connects the switch

574 to the term nal 575.2 when the instruction type

instructing signal S552a indicates a read instruction.

10 Due to this, the read judgnent result signal S572

output fromthe read judgneniggitcuit 572 i s output

through the termnal 575 2 and switch 574 as the

j udgrreﬁ;ﬁ%e yl't signal S560 fromthe judgnent circuit

560 t o -tRECSWIERE °fi Mg Prseent Invantian] t he

sel ection circuit 570 connects the switch 574 to the

t er mi nEFG5783 ihenvipy ofisthe ctardfigupdidmetfr tbei agmputer

signal Sb52a indicates a wite instruction. Due to

bhils acchedimigt o aagembodiatitt &f Ofld Rsbn®OUWPeention.

fromthe wite judgnent circuit 573 is output through'

20 theakesnbwil iR /PBcangdosWheNcadfutsr! §61) HIGTRNEPy 552,

result si-gnal S560 fromt he judgnment circuit- 560 to

; kg h ' [ f.et j W nt .circujt. ,

B oy S T o Rel et eLitu s 804 | RN € Gizhli e s60,
S552c¢, 25 and address .

cal.l ed. AP i nstructi si gnal
%ﬁ%%htfzﬁpﬁtlrfzf%% %%&CPU 552 to generate the 170

fetch iludgmsnt result signal S571 and outputs this
t onar die¥fie FBRnFRYI SBZ5eosrespends det ithe compytation
570... FI'G 91 is a view of the configuration of the
Ferenit)efidhenpreseoti intditshoywthen mEmGry9d853 rderesponds
shown in FIG 91, the fetch judgnent circuit 571 has
tostheageonagk oRituand offUd@eE Hrdddnt 58%<htion, the
communication circuit 504 corresponds to the communication
circuit of the present invention, the judgment circuit 560
cortespon'ds to the connection control ecircuit of the present
invention, and the switch circuit 561 corresponds to the
conngction switching circuit of thé present invention.

The CPU data bus 506 hag a CPU 552, switch circuit'
561, judgment circuit 560, and communication circuit 504
connected to it.

The CPU data bus 506 corresponds to the transmission
line of the present invention.

Eh-;ther, the switch circuit 561 is connected through
a memory data bus 562 to the memory 553.

Further,_ the CPU address bus 507 has a memory 553,
judgment circuit 560, and communication circuit 504

connected to it.

When the CPU 552 accesses the memory 553 or a periphei:al



10

15

20

25

The storage unit 581 1 stores the fetch access range
defining data 5841 and fetch inter-AP call relation
defining data 58. 16. The fetch access range defining

~data 5841 defines the addresses in the menory 553

accessi bl e when the CPU 552 ;46 executing the fetch
i.nstruction for each case where the CPU 552 is

_gxecuting praograns of the OS |layer and application

PEYFENEUMALRS 861 thepromputexpdSdh ke -in Yheg CRYY address
FIG 92 is a view for explaining the fetch access
bunage07dtransmg tgama CPRY ADRT Ishosdingmithey erddread s .
direction in FIG 92 shows the prograns of the OS
| ayer mmdride sppliteaicdonmupiiedtion MiktnitABb4 ARd. IC card
and AP3 shown in FIG 84. 20 The "FROM' in the row
001§ 7084 A ne HARS ¥ SUVS ndddf-SlAHls 30dEFeES §§h£e£1£ the

storage area in the nmenory 553 where storage of

r e I in I is allowed. The
Qé@gmgg}gﬁ?ﬁg ?%%ﬁgﬁiggpgghgé dw?gphe start address _
25 of the, addre range._of the. nory 553 where the
progrd%?ﬁﬁﬁ?rofgﬁﬁegggrpggp ﬁﬁiﬁggcﬁP ffars fSRmyre as

- access. The "TO' in the row direction shows the end

9l ained rbeyie ¥airgsEIGand®. cThaheisems LB Applsieation
the program of the corresponding colum is allowed
pregsams SAFD; BRApphed ARS,appleisc whieh gedihanpidcdssing
all oned access to the range of the addresses "2000H'
for "@Hkdhc@ions relating to three types of IC cards 508,
that is, Types A, B, and C, are used.

The data received from an IC card 508 through the

communication circuit 504 is processed by the CPU 552 in

accordance with a program stored in the memory 553. Further,

the data obtained by the processing by the CPU 552 is

transmitted to the IC card 508 through the communication
circuit‘564.

Further, the CP& 552 writes the result of settlement
Qeneréted by comm'uniéation with the IC card 508 Vin th;a memory
553-

The switchAcircﬁit 561 switches the CPU data Sﬁs 506
and memory data bus 562 between the connection state and
diséonnection state based on a judgment-resulﬁ signal S560
from a judgment circuit 560 (control signal of the preséﬁt
invention) .

. Further, the CPU 552 executes the instructions (cod‘es)
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the nmenory 553. The fetch inter-AP call relation
defining data 5851 shows the conbi nati ons of prograns
to which program nodules 10 which may be called from
or called bel ong when a program nodule is called up
when the CPU 552 is executi pg7a-fetch instruction.

"FIG 93 is a view for explaining the fetch inter-AP

| | ati on defining. data 5851. 15 Th | o
$E et tinr e the W baksr nerrarmihing a1 apgd ication

| ayer and aﬁpl [ cat| on prograns MAIN, APl, AP2, and
SRR

g gnd ARS <hewi riec HIsh & Fedchesl (read)
shows the prograns of the OS | ayer and application

Prayr s Méhdry AP93. AP2, and 20 AP3 shown in FIG 84.
The intersecting positions of the colums and rows

show whed leps 850,094 aadmaxﬁ:@fma;rpmar@f@@&tiaﬁ of those
correspondi ng col'um is allowed to cal up a program

IRdul Gt £5n g, P %Qﬂé?ﬁ];?l? sn_elﬁgﬁrgaeggﬂl BYp5O stagtang

I ndi cates 25"t up is a

LT S5 0 aFahbrkEng, A2 Zf“?h’éusgbf‘ﬁc;a%%l 53%5% and
APi is allowed to call up a program nodul e of an .

T B§FERP 2R N S ehAR tnstrert e Grianadr8S58arand q%‘@uts
5 allowed to call up a program nodul e of the

WQ ctn i thre pedgment APPrcuit 560.

Here, the instruction type instructing signal $552a
is a signal indicating whether which of the fetch instruction,
read instruction, and write instruction the CPU 552 executed.

Here, the fetch instruction is an in.structio_n for the
CPU 552 to fetch the instruction codes through the CPU data
bqs 506.

The read instfuction is an instruction for the CPU
552 to read data ‘through the CPU data bus 506.

The write instruction is an instruction for the CPU
552 to write data through the CPU data;"bus 506.

Filrthei:, the exécuf:ing AP instructing signal 85525
is a signal ého'wing of which progf:ani the instruction being
execu:ted by the CPU 552 belongs in the instructions of the
application programs AP1, AP2, AP3, and MAIN and OS-prog;amé |
shown in FIG. 84.

-The called AP instructing signal S552c shows which

' program of the application programs AP1, AP2, AP3, and MAIN
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The judgnent unit 5821 judges if the address CPU ADR

is included in the address range of the nenory 553

defined by the "FROM' and "TO' of the colum shown in

FIG 92 10 corresponding to the programindi cated by

the executing AP instructing.signal S552b based on

the executing AP instructing signal S552b and address

CPU ADR input fromthe CPU 552 shown in FIG 89 and _
o 1Qf Frogramss then peogefam moglulgad 5841 crddddbstination
the storage unit 5811. 15 Wen judging that it is

ibedlarded vihen haprpygdgfitibdulblBejiigoaRaduted tbp &k 0BU 552
exanpl e generates a fetch judgnment result signal 5571
It Gig NhHHNE Gt e R dno@iiQUt S it toward the

term nal 5751 of the selection circuit 570 shown in

FIG 9 le d.y when | L n hat it

not i n%iulfé%(?@'i #ﬁ%g}tﬂfusdgg%éﬁt? hé“]’ u grre%?é%ﬁ}i“tls S%QE and
1 .generates. for , exanple fetch judgment result . .
sﬁt%naﬁpﬁff%s‘ﬁ%}m £ ataerlcteFeR EBP esK} tgRgcireuit
outputs it toward-the termnal 575.1 of the selection
Solc @nterm abiirannggidomostate Furt her, when a

program nodul e of a program being 173 executed by the
CPU 55Hexdl,| $hep jadgregriaminpsiuilte 60 anidk hdse <embs ned in
the judgnent unit 5821 judges if that callup is
deltaisad by the conbi nati on shown by the fetch inter-AP
call relation defining data 5851 shown in FIG 93

L L T TR T
gggnsaiZSEEB\@aslgd on the instruction type instructing signal
8552a and executing AP instructing signal S552b input from
the CPU 552 and the address CPQ;ADﬁ iﬁpuf th¥ough the CPU
address bus 507 from the CPU 552 and outputs this to the
switch circuit 561.

FIG. 90 is a view of the configuratidn of the judgment

circuit 560 shown in FIG. 89.

As shown in FIG. 90, the judgment circuit 560 has a

selection circuit 570, fetch judgment circuit 571, read

jﬁdgment circuit 572, and write judgment circuit 573.

The selection circuit 570 connects the sw:i.tc';_h 574 to
one terminal of the terminals 575_1, 575_2, and 575 3 based .
on the_instrﬁctiOn type instructing;signal S552a iﬁéut f?om
the CPU 552 shown in FIG. 89.

Spécifically,.the selection circuit 570_connécts the

switch 574b to the terminal 575_1 when the instruction type
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FIG 89 and the fetch inter-AP call relation defining

data 5851 read fromthe storage unit 5811. Wen

judging that it is allowed in that judgnent, the 10

judgnment unit 5821 for exanple generates a fetch

judgnment result signal S571jggstructing connection

and outputs this toward the termnal 5751 of the

sel ectign circuit 570 shown in FIG 90. On the other
TYGRANT GRETRL 1$R227 1 1ndigateal 2 ofebch 15nskRuckipn.

Judgrrent t he judgnent unit 5821 generates for

exanpl Dug fter dhijsyddrientfetegul judgmpret 1S5Adlt signal S571

“instructing disconnection and outputs this toward the

pergputafrombihe dfetdie Hrlgudi ©RiFched 67D 4 Judpnd Rhrough
FIG 90. The read judgnent circuit 572 uses the

ERRC Welrtl nd3. &% INSiddictd | g9 2 550D
| nstructing si gnaT S552¢, ﬁ%ﬁ% %ﬂgraé%s CPL?'%%%SHtA?esult

si gggaltlh%Ss%%Ua out pu%‘fcﬁﬁ o‘\:Al/a’F a? éegéjg{r‘?n fﬁ‘ér e%‘l;lg ch

f the s%ltﬁctlon circuit570. FIG 94 is a view of the
conF’ guratl on of the read 25 judgnent

circuit.572'.shown in FIG 90. - 174 As shown in FIG

94, t hEuFshar) Hpemlegtian cizrmithi0 somecle the switch
581 2 and judgnent unit 582 2. The storage unit 5812

'B74r &9 the tesmiasde$d T 2hgtherdeflieni ings tatiet Ll 2t ppd

read inter-AP call relation defining 5 data 5852. The
inadraceeny. sighae 5N NhdRiADBA Leld EsstNSction.

Due to this, the read judgment result signal S572
output from the read judgment circuit 572 is output through.

the terminal 575 2 and switch 574 as the judgment result

‘'signal S560 from the judgment circuit 560 to the switch

circuit 561.
Further, the selection circuit 570 connects the switch
_574 to the terminal -5'75_3: when the ingstruction type
ilistrqcting siénal 8552a‘j.n‘dicates a write instrt;ction.
Due to this, the write Judgment result s:.gnai 8573

output from the write judgment circuit 573 is output through'

Ehe terminal 575__3 and switch_ 574 as the judgment result

. signal S560 from the judgment circuit 560 to the switch

25

-Gircuit 561.

* The fetch judgment circuit 571 uses the executing AP

instructing signal S552b, called AP instructing signal S552¢,.

and address CPU_ADR input from the CPU 552 to genérate the
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addresses in the nenory 553 accessi bl e when the CPU

552 is executing a read instruction for each case

where the CPU 552 is executing progranms of the CS

| ayer and application 10 progranms MAIN, APl, AP2, and

AP3 shown in FIG 84. FIG 9? IS a view for explaining

the read access range def nitAd data 5842. The col um

(vertical) direction in FIG 95 shows the - prograns of

tirtds judamentdresel ippligoali s67pr agdasathitl), thi% toward

APl , AP2, andAP3 shown in FIG 84. The "FROM' in the

ridve (bermhizedlt o675 direet tRa sBOWStibhecsLanltadgpess of

the storage area 1Tn the nenory 553 where storage of

the pr LM ff S i 09 s, all d.

20" The RN i Che s o S r ehf SEREHEREL ro pl B £oton
ess ., of. the ess range of the nenory 553 where

%@%‘?%“gtr acrﬁr%'fift_‘ﬁ%g oﬂ?%'gﬁogﬂi BgCcoPBm is al | oned

access.. The "TO'. in_the row direction shows the end

addr es®s Gk yFEEs Fhngbheffeneh nindopessicanendt 571

the program .25 of the corresponding colum is .

BEiso\iie F teerastss untifs 58hel rand judemedP vaik 5eRati.on

defining data 5852 shows the conbi nations of prograns

. to whi Thepstgragemmiiite S81V1 shtorey ¢ak! rbitem akches range

call ed from bel ong when a program nodule is called up

Ao il @Rkh TE4 I 5 aR¥EELL LN - b nsdyr st i ni
FI G SJ)%%l s aviewf gr expl ai ﬁ]n%gert e ?gyd%lt%%%g&aflnl?g
data 58.

The fetch access range d‘efining data 584 1 defines

the addresses in the memory 553 accessible when the CPU 552

.is executing the fetch instruction for each case where the

'CPU 552 is executing programs of the 08 layer and application

programs MAIN, APl, AP2, and AP3 shown in FIG. 84.
FIG. 92 is a view for explaining the fetch access range
defining data 584 1.

The column (vertical) direction in FIG. 92 shows the

. programs of thg 0S layer a_nd the application programs MAIN,

AP1, AP2, and AP3 shown in FIG. 84.
The "“"FROM" in th;.a. row (horizontal) direction shows

the start address of the storage area in the memory 5‘.53 wheré‘

'~ storage of the program of the corresponding column is

ailowed .

The "FROM" in the row direction shows the start address

‘of the address range of the memory 553 where the program
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call relation defining data 5852. The col umm direction

of FIG 96 shows the prograns of the OS | ayer and
application prograns MAIN, API, AP2, 10 and AP3 shown

in FIG 84. The row direction of FIG 96 shows the
prograns of the OS | ayer an%ﬂippllcatlon progr ams

MAI N, APl1, AP2, and AP3 sho in FIG 84. The

i ntersecting positions of the colums and rows 15
§H6Wﬂmme@%k?eappnégnancqbdmhe1sfaalphegra&baﬁsthe
corresponding colum is allowed to call up a program
modul e Th 'arquagriamafrmedfgé&eﬁaﬁnghaasre% JH& afdress
indicates that callup is allowed, while the "

orit esddRed s S t 20 The dgnent
unlt 5822 Judgegé+¢a€h%fa ge%s egge% DR YREFE, F GdBgegram

e of the nmenory_ 553 defined by the
" FROM agtgg,ne%g, ?ie C%ﬁ’lﬂﬂnlghﬁhﬁ’ﬁ drpgcess-
corresepndln the progran1|nd|cated by the
execut i 1 ﬁi"%"f ddte PR} irabigsprogeam ABh ificallowed

executlng AP 25 |nstruct|ng si gnal S552b and address .
EFg=ATR tinfile Manvuet o€ the a0dYeEGRssMAMO0HT EbGN2BFFH" of
and the read access range defining data 5842 read

themmeneryst&dfidage unit 5812. Wien judging that it is
included in that judgnent, the judgnent unit 5822 for

G572 nerruet i h Sonment) bALdRRLa T oR Al pthg M 585 1
Eﬁb%n@heSZémgiRLtigﬁssgk %:Jgéé)rnanc\:é rtcoul Llczoprlgg!‘nazn modules
wﬁiCh may be called from or called belong when a program
module is called up when the CPU 552 is executing a fetch
instruction.

FIG. 93 is a view for explaining the fetch inter—AP
call relation defining data 585 1.

The column direction of FIG. 93 shows the programs
of the OS 1aYgr and application‘prdg:ams MAIN, AP1l, AP2,

and AP3 shown in FIC. 84.

The row direction of FIG. 93 shows the programs of

- the 0S8 layer and application programs MAIN, AP1, AP2, and

AP3 shown in FIG. 84.

The intersecting positions o6f the columns and rows

‘show whether a program module of a program of the

coz‘responding column is allowed to call up a program module

of a program of the corresponding row. The "o" indicates

that call up is allowed, while the "x" indicates that callup
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in FIG 90. On the other hand, when judging that it is

not included in that judgnment, the judgnent unit 5822

generates for to exanple a read judgnment result

signal $572 instructing disconnection (break) and

outputs it toward the term ngj, 575 2 of the selection

circuit 570 shown in FIG 90. Further, when a program

podul e of .a program bei ng executed by the CPU 552.

tof:1 f‘?iuﬁlz}ﬂ‘ipfeé‘gram nodul e of another 15 program the

judgnent unit . 5822 judges if that callup is allowed

by t heFesndkamplen shpweghram medudsd ofntthe- Appddldation

rel ati on defining data 5852 shown in FIG 96 based on

bhegremeapii g ARlomekY Uet idaQ 1Signal PR bhald &F an

AP instructing signal S552c input fromthe CPU 552

S50pRolyRam? O i z | i

religtﬂi gn def F%&gé %g‘?g%%ggg%fﬁ?%g\d %O?rﬁatﬁﬁgﬂg}'orbfgte 1s not
| - 2. n. judging, th it [s,allowed in.that

Wi b e caftSlh B PP aminethts of % piff gelioR Progran
jerates aread judgnent result signal $572 .

I"AStructing connection and outputs this 25 toward the

term nal 5752 of the selection circuit 570 shown 177 -

i n FI Ghogiudymente wiite582a3d judges jbdthanddrerss (CHE ADR

not allowed in that judgnent, the judgnment unit 582 2

yenmaledefloin thanpldrass epshge dsfietie nesiddy ST aefined

S572 instructing 5 disconnection and outputs this ,

bpvend tEroter fhaakTb 5o tak LR2uREl ShblAN it FaW.t 92

570 shown in FIG 90. -

corresponding to the program indicated by the executing AP

instructing signal 8552b based on the executing AP

instructing signal S$552b and address CPU_ADR input from the

CPU 552 shown in FIG. 89 and the fetch access range defining

data 584-_1 read from the storage unit 581 1.

" When judging that it is included in that Judgment,
the judgment ﬁnit 582_1 for example generates a fetch.
Judgment result si-gnal 8571 instructing connection and

outputs it toward the terminal 575 1 of the selection circuit

570 shown in FIG. 90.

On the other hand, ﬁhen judging that it is ndt included
in that judgment, the judgﬁent unj.t 582 1 generates for
example a fetch judgment result signal $571 instructing
dis‘connect;ion (break) and outputs it toward -the terminal
5;75._.1 of the selection circuit 570 .shown in FIG. 90.

Further, when a program module of a program being
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The wite judgnent circuit 573 uses the executing AP
instructing signal S552b, called AP instructing signa
S652¢c and address CPU ADR i nput fromthe CPU 552 to
generate the 10 wite judgnment result signal S573 and
outputs this toward the termpal 5753 of the
selection circuit 570. FIG i's a view of the
configuration of the wite judgnment. circuit 573 :
seremm tesl Py Gh@CPAS58howil Lisnup | Sprdbiram fodullef of another
judgnment circuit 573. 15 has a storage unit 5813 and
pudgment, dhiel jaliddhentQrStOSHE VNI L SLAILE Lhf1up is
wite access range defining, data . 584 3 and wite-.
it 8kelPhgathe I i | Bl 585,3, The wite
access ra%ge de%%ih%g% %g% bﬂéhﬁﬁeggtfa %ﬂger abcall
s .B:the Ly 3,acgcessi bl e_when the CPU
%%ggﬁﬁégxggg%%ﬁggi ggﬁhﬁﬁg—}n§gPU8tFBnFFﬁr gdchaggdeon the
where the CPU 552 is executing prograns of the OS
PASSRCIRG ABoRPEiErSTing: odamd. ok amdl, catled A
AP3 shown in FIG 84. .FIG 98 is a view for
ERSEEPAEARIt HégRplt §558ce dapudn eom? Shee [ARY rifAaticown in
5843. 178 The colum (vertical) direction in FIG 98
ER8ws8 ¢ hend priogrfeveciof in ter-O | caXT wdih¢i6n defining data
‘application progranms MAIN, APl, AP2, and AP3 shown iIn
585 184eadherohRENe ERokhger QWith8BhZgNtal) direction
shows 5 the start address of the sturage area in the

- TENDI Vigma? j\Mlﬁ_fﬁ'lg %Ih%lrtggﬁ: 9ok L}.Efo&ragg{g rr‘l‘:’.l%.ttjht?dgment, the

correspondi'ng col'um
Jjudgment unit 582_1 for example generates a fetch judgment

result signal 37571‘ instructiné' connécti—on and outputs this
toward the terminc;gl 575_1 of the selection circuit 570 shown
in FIG., 90.

On the other hand, when judging that it is not a._llc-)wed
in that judgment, the judgment unit 582 1 genérate_s for
example a fetch judgmedt result signal S571 instructing

disconnection and outputs this toward the terminal. 575 1

~of the selection circuit 570 shown in FIG. 90.

The read judgment circuit 572 uses the executing AP
instructing signal S552b, called AP instructing signal SSSZc,
and address CPU_ADR input from the CPU 552 to generate the

read judgment ;:ésult signal $572 and outputs this toward

. the terminal 575___2 of the selec_:tion circuit 570.

FIG. 94 is a view of the configuration of the read

judgment circuit 572 shown in FIG. 90.
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all owed. The "FROM' in the row direction shows the

start address of the address range of the nenory 553
where the program 10 of the corresponding colum is

al  owned access. The "TO' in the row direction shows

the end address of the addrggg range of the nenory

553 where the program of the corresponding colum is

al l owned access. The wite inter-AP call relation

def i ni A (fit%’"SSBB FIG. sHdwsthecreadbjndgment cfircuit 572
prograns to which program nodules which may call or
s & | sebragm wel bng8uh2naadpyaggasnkodulie see eal | ed

up when the CPU 552 is executing a. read i nstruction.

FI G 9%hies stoat fakiexpgaini t t

call relation d?#i ni ng dathS%lgOL%% ‘%ﬁt} %3 4 SECégs range

demAaclinmnadialbfn 9% QQQ%ﬁungt%ﬁo%EanB 1Okﬂ%ﬁnxgh&ef1n1ng

| ayer and application prograns
é}l? Ig%\#w Jn FIG 84. The row direction of FIG 99 .
e- programs of the OS layer and application
prograﬂ;g MAI N, APlI, AP2, and 25 AP3 shown in FIG 84. -
179 THE® Feafsacrriag. paude i debining ato|58hs? defines the
rows show whet her a program nodul e of a program of
pAdregsese 4o Hiten enwinyms Si3s agiceawd b 1ieo whalnl thie &PU 552 is
program nodul e of a program of the correspondi ng row.
Shecttingndi cetel imdthaictdd Ubi Seeﬁl_-lLO&EQe whét€ HhE cpu

"x" indicates that callup is not allowed
552 is executing programs of the OS layer and application
progréms MAIN, AP1, AP2, and AP3 shown in FIG. 84.

FIG. 95 is a view for explaining the read access range
defining‘data 584 2.

Tﬁe column (vertical) directipn in FIG. 95 shows the
programs'df the 0s iayer and the application programs MAIN,
AP1, AP2, and AP3 shown in FIG. 84.

.Tﬂe "EROM" in the row (horizontal) direction shows
the sta'u:t_. address of the storage area 1n the meméry 553 where
storaﬁe of the program of the corresponding column isr
allowed. .

The "FROM" ‘in the-'row direction sho‘ws' the start address
of the address range &f-the memory 553 where the pfogfém
of the corresponding column is'gllowed aécgss;

The “TO" in the row direction shows the end addxess

of the address range of the memory 5563 where,the program

of the corre3pond1ng column is allowed access.,
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The judgnent unit 5823 judges if the address CPU ADR

is included in the address range of the nenory 553

defined by the "FROM' and "TO' of the columm shown in
FIG 98 10 corresponding to the programindi cated by

the executing AP instructing.,gsignal S552b based on

the executing AP instructing Signal S552b and address

CPU ADR input fromthe CPU 552 shown in FIG 89 and

the withe FeadsintardRietalil noelaletan 5Bilinneg daem 585 2
the storage unit 5813. 15 Wen judging that it is

ishesiddel pombdhatiogeesE, préfLans UM A plogtam mBules
exanpl e generates a wite judgnment result signal S573

whSlohl flalyN ¢20QNFe6hi OF BE
t er mi nal IYQ?? 3 of the sel g%?%%&glf%u?)a‘l% Og'hﬁnv\ﬁ pgogram

Fb&u120. t fher,han udging that it
i's n%t% |lnsgl(‘2:a[dI 1(?;11 'Jri)t‘h%?nj r?g%?v@"feﬂei tigg;a read
823 ggnerat es for exanpl e awite j udgmant resul t

Si gnalu ‘instructing disconnection (break) and

outputs_ it toward the termnal 575 3 of the selection

ci rcui FI870%8hdwn & ¥ipwGEog0 expd fHuvitrige thepieadh inter-AP
program nodul e of a program being 180 executed by the
@9%5521(51&!1@ defd ngmgg rahanBE € of anot her  program
the judgnment unit 5823 judges if that callup is

al | onethéycbhampoahireation SHOWIGY deNSnWst &l
call relation defining data 585 _3 shown H? FI C%ntpggoﬁ?ams

bemepog, My SHCURPI i gl B, o
&R RP3 SHOWA iR Fre. s4.

The row direction of FIG. 96 shows the programs of
the 0S layer and épplication programs MAIN, AP1, Ab2, and
AP3 shown iﬂ FIG. 84. | |

The intersaéting positions of the columns and rows
show whether a Program module of a prograh of the
corresponding colum.n- is éllowed to call up a progﬁram. module
of a program of‘the corresponding row. The "o" indicates
that callup is allowed, while the "x" iﬁdicates that callup
is not allowed. |

The judgment unit '582_2 judge'é if the address CPU ADR
iS'included in-the'add:egs range of the memory 553 defined
by the "FROM" and "iO" of - the column shown in FIG. 95
cor:esponding-tO‘thé Program indicated by the executiﬁg AP
inst:ucting signal'SSSZb based on the exééutiné AP

instructing signal §552b and address CPU ADR input from the
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FIG 89 and the wite inter-AP call relation defining
data 585 3 read fromthe storage unit 5813. Wen
judging that it is allowed in that judgment, the 10
judgnent unit 582_3 for exanple generates a wite
judgnment result signal SSZSl%gsgructing connection
and outputs this toward the termnal 575 3 of the

"selection circuit 570 shown in FIG 90. On the other

(FfH 3 3%h Ehomid gPnEIEhaB9i and sthrtresd aweessl ranget HaFining

judgnment, the judgnent unit 582_3 generates for

sladip| =8 4 Avrietaad | Kxctgettie [ eEotdgsi wned $97 32

instructing disconnection and outputs thiS toward the

t er m n#hen’ GAdgiing RhaseliQCHON flfidd {70 bd

FIG 90. Next, the selectioﬁ'circuit 57dé&‘?$§§2@udgment,

®nRl 3418 t3hihegsebest Q. circuit 570 connects the

SWi tgh 74 to one gf-lzt ﬁ%k%g:rarﬁpr?ﬁ geB95atessyyend judgment
b d. gn dnstructjion type instructing :

?i%’a N %33’?3 r%% HECBYHENT sanneqtign andhewtpats it

i nstr ctéon type instructing signal S552a indicates a .

ferand Rt el S Lepéctherse s trion wiitr GER 570 shown

connects the switch 574 to the termnal 575 1 181 and

38t P&fs PRe fetch judgnent result signal 5571 as the

judgment result 5560 to the switch circuit 561.. Due to

this, Ofnhheothec!handdiwtaneelyiog Chat!ie i%%:q:hincluded

“circuit 561 is controlled by the fetch judgnen

'iﬂSﬂhhtSBGa§h¢n§§7%hespﬁué&%ggfn&@.nS%Ee£|“g4%¥§éé§]for

type instructing signa i ndi catésa Trea
j tLo h | ection circui.t
éﬁéﬁﬁﬂg 4 Qea& Sua ent result signal S572 instructing

disconneétion {(break) and outputs it toward the terminal
575 2 of tﬁe selection circuit 570 shown in FIG. 90.
Further, when a program module of a program being
executed by the CPU 552 calls up a Program module of another
Program, the judgment unit 582_2 judges if that callup is-

allowed by the combination shown by the read inter-AP call

-relation defining data 585 2 shown in FIG. 96 based on the

executing AP instructing éignal S552b and called AP

- instructing signal S§552¢ input from the CPU 552 shown in

FIG. 89 and the read inter-AP call relation defining data

* 585 2 read from the storage unit 581 2.

25

When judging that it is alloweéd in that judgment, the

judgment unit 582 2 for example generates a read Jjudgment

‘result signal S572 instructing connection and outputs this

toward the terminal 575_2 of the 5electién circuit 570 shown
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570 connects the switch 574 to the term nal 5752 and
outputs the read judgnent result signal 5572 as the
judgnment result S560 to the switch circuit 561. Due

to this, the 10 connecti on/di sconnection of the switch
circuit 561 is controlled by;,4he read judgment result
signal $572. Further, when t%e i nstruction type
i_nstructing signal S552a indicates a wite

FHSFFG%Ti%ﬁi the selection circuit 570 connects the
switch 574 to the terminal 5753 and outputs 15 the
wite PadghencthesHand; gibadn $0d43iag thetj MEGNERLE allowed
result 5560 to the switch circuit 561. Due to this,
fihe tharn Geidgarirt S At CFid el e i3 O GLidihiedOdor

is controlled by the wite judgnent resu Sl gha

SRAdple\eX e é%ﬁf@erati he conput er
551 720 will bea‘.{e%%%gelrﬁ'féé | rs?l%(%‘{]np%T%flnStr cting

rat.i Next_, an exanpl e _of the operation where the
?g%ﬁg%‘é‘%% %fN% é"‘>?£u “2‘?‘%‘1?% 5 S (e fermipal 575 2
§ o%ﬁss of execution of a _program nodul e of the
gp EafrPIREY Shrav i taf T 0> frmtREE + R0 addr ess

"2100H' of the address nenory 553 182 - will be
expl ai Feg. writehjudgment itPuiflR?Sndscat thg d2480ting AP

flows on° the CPU address bus 507, and an instruction

iyptruatingctigual S552, SadRadineiie@dtirted dfbehnal ss52¢
instructi.on and an executing 5 AP instructing signa

S8 250806k 6 2L POIABR! 1 8b&e OLLOH! thé By 'S8, T Fofeidee the
the judgnment ciTcuit 0.
write judgment result signal $573 and outputs this toward
the te:minal.575_§ of the selection circuit 570.

: FIG. 97 is a view of the configuration of the write
judgment.circuit 573 shown in FIG. 90.

"As shown in FIG. 97, the write judgment circuit 573
has a storage unit 581 3 and judgment unit 582 3.

The storage unit 581 3 stores the write access range
defining data 584_3 and write inter-AP call relation defining
data 585.3. h

The w;_.*it'e access range defining daﬁa 584 3 defines
the addresses in the memory 553 accessible Whel;l the CPU 552

is executing the write instruction for each case where the

- CPU 552 is executing programs of the 0OS layer and application

. ‘programs MAIN, AP1, AP2 . and AP3 shown in FIG. 84.

FIG. 98 is a view for explaining the write access range

defining data 584 3.
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Further, the judgnment unit 5821 shown in FIG 91

judges if the address "2100H" is included in the

address range "2000H' to "2FFFH' of the nmenory 553
defined by the 10 "FROM' and "TO' of the col um shown

in FIG 92 corresponding t e APl based on the
executing AP instructing sighal S552b and address CPU
ADR input fromthe CPU 552 and fetch access range

def i ni Aedapdungs (Yerhdwald ndErEctdnr £AdFEGONMDEhShows the
storage unit 581 15 Further, the judgnent unit 5821
BErgramesod theods Jaylgmenid ﬁ:ﬁéuﬁf)pih.gﬂﬁho§5gﬂ-o rams MAIN,
instructing connection and outputs it toward the

ARLYi ARk, 545dl A8 HheWSLli8CHQN G cuit 570 shown in
FIG 90. Further, the selection circuit 570 connects

the swpfghe 74t the te nal si.nce the
i nst r\a\%{ll onth‘)g/gg 4|nn§ aaita g(mgfdﬁgrltgéézélﬁrﬁﬁ%’ess‘%?“s
é@% Shtar c{j%thl S, fet ch judgnent result signal

A %"So c?t‘"r‘lﬁ?g% aggepie the semerynE53 where
sel ectl on circuit 570 as the judgnent result signal .
2298 Phethfi PERITAB offr thiet coGTespomnding loGuni.is
183 Further, the switch circuit 561 places the CPU

ablawedus 506 and menory data bus 562 in the
connection state to allow the CPU 552 to access the

MENDr YIS IFRMeihNdle rok diBeabOYR :
when the 5 address CPU ADR i ndi cat esﬁgyfggﬁrgdséﬁggddress

6 AnaEsSst Scalll bECHRARLhE, L NE300EES LRL9E
000 T o SERERT 8 emorg( §5§ ere ge program
of the corresponding column is allowed access.

The "TO" in the row direction shows the end address
of the address range of the memory 553 where the program

of the ,corresponding column is allowed access.

The write inter-AP call relation defining data 585 3

shoyws the combinations of programs to which Program modules
which may call or be called from belong when a program module

is called up when the CPU 552 is executing a read instruction.

FIG. 99 is a view for expla:.n:l.ng the write :Lnter—AP

‘call relatlon defining data 585 3.

The Column direction of FIG. 99 shows the programs

of the OS layer and applicatien programs MAIN, AP]. AP2,

-and AP3 shown in FIG. 84.

The row direction of FIG. 99 shows the progr."ams of

the 0OS layer ‘and application programs MAIN, AP1l, AP2, and

AP3 shown in FIG. 84.
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i %58

judgnment result signal S571 instructing di sconnection
is output fromthe selection circuit 570 to the
switch circuit 561. Due to this, the switch circuit
561 sets the CPU data 10 bus 506 and nenory data bus
562 in the disconnection stajgg to prevent the CPU 552
fromaccessing the nenory 553." [Operation of Second
Exanpl e]. Next, an exanple of the operation in the case
where ‘2HridHenfeniine resitionppf cthe onopungsamaPZows
calls up 15 a program of the application program AP
whay e tham e errodsdm oxedul €Sof 4 GeodPsh BEt kAR
will be explained. In this case, the executing AP.

- iovwtresgdmbing ¢adhn®b32ba13BeuiaNgs REZ Ang, th %r%%lr.l module

AP instructing signal S552c show ng APl “are outpu

fofora t A BF2 t ' ment cifcyit 572.

The. j%%égfrignt uni%t%8%£%%gct’+1e'r alamj'ug%i‘r%n{"gi Fegrrates
[ t read inter.- cal | ,relation defining

Shet Eatite 1 AFPRved itle the tifednnicaton thatoral lup

-he AP2 5; APl is allowed. 25 Further, the judgnent -
21Jo4&%rates a read 184 |udgnent result

signal S572 instructing connection and outputs this

t owar dTPReItdgmenk| usiyE 582(3 tivelgesl ¢t the addresist CPU ADR

570 shown in FIG 90. Further, the selection . circuit

t70inohndetsinhthewadidbesh bddghOof Nehd ARy 5282defined

since the instruction type instructing signal Sb552a

bpdthat eFroMreadd PFOUGH he column shown in FIG. 98

corresponding to the program indicated bir the executing AP

. instructing signal $552b based on the executing AP

instructing signal S552b and address CPU ADR input from the

- CPU 552 shown in FIG. 89 and the write access range defining

-_c}ata 584_3 read from the storage unit 581 3.

When judging that it is included in that judgment,

the judgment unit 582 3 for example generates a write

_ Judgment result signal S$573 instructing connection and

outputs it toward the terminal 575_3 of the s,ellection circﬁit

570 shown in FIG. 90.

. l.On thg o@hei: hand, when judging that it is x_l-ot included
in' that jt}dgmegt,, the judgment un:it 582 3 generates for
e:::ample a write judgment result signal §573 instructing
disconnection (brea;k) and outputs it toward -the tem-j.na-l
575_3 of the selection circuit 570 shown in FIG. 90.

Further, when a program module of a program b.eihg
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Due to this, a read judgnent result signal 5572
i nstructing connection is output through the selection
circuit 570 as the-judgnent result signal 5560 to the
switch 10 circuit 561 shown in FIG 89. Further, the
swtch circuit 561 sets the {g§ data bus 506 and
menory data bus 562 to the connection state, whereby
IQE %ﬁk%égz gﬁn access the nenory 553. On the other
Rand. qon PRetaBdvRY 2k catdenupha pregrammddntmaf enother
of the application program AP2 calls up a program of :
PReI&EpIi ds dvdamsgrtamnie, 5823 sjpddeedifr eRntt Ballup is
read inter-AP call relation defining data 5852 shown
ARlEWEd bgbthaatombinh tibh0ndhe KPAHO wAitd Sntr-ar call
al l owed. Further, the judgnment unit 5822 generates the
reddtidnOdkgdainat da8sUislgsSi | _$572 | ryct in :

gil &3Ul5le 55 13003lowf0 &5 ‘s‘t}%é ;é%r 3%39 oh the

di sconnection an out puts—this toward

.u  th Aot i . Ci it 57 in FIG 90.
R R AR

-ig$£ruc Ln dLscogzg i.on is output through the

GEHCLing, gigpa 0 1nput ’j%gﬂﬁ]tc?fésﬁﬁ:i shown in
éj%;al S560 to the switch - 185 - circuit 561 shown in
16 29 and thewrite intbertAR|calltr&bdtiehsdéfientRY data

data bus 506 and nenory data bus 562 to the
B3 cInreadi Snomt bhe storpyevemtit BBICAJ 552 from
accessing the menory 553. 5 As expl aihed above, the

j udgmatiert i Futdd ing Ghaa0d +SWist SR 1 oRlelC Erﬂi;t tREL %&&&E? tﬁe

t he connection state between the neno
judgment unit 582 3 for example genera-tes a write judgment

result signal S573 instructing connection and outputs this

toward the term-inal 575__3 of the selection circuit 570 shown

in FIG. 90.

On the other hand, when judging that it is not allowed

A'in that judgment, the judgment unit 582 3 generates for

example a write judgment result signal S$573 instructing

disconnection and outputs this toward the terminal S75 3

of the selection circuit 570 shown in FIG. 90.

_Next., the selection circuit 570‘wi].1 be explained.

The selection circuit 570 connects the swi,tcil 574 to

-one of the terminals 575 1, 575_2, 'a‘nd-‘ 575 3 based .on the

instruction type instructing signal S552a from the CPU 552.
Specifically, when the instruction type instructing
signal $552a indicates a fetch instruction, the selection

circuit 570 corinects the switch 574 to the terminal 5"7'5. 1
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~the judgment circuit 560 stored

553 and. CPU data bus 506 based on data defined in

advance in accordance with each programin accordance

with a program being executed by the CPU 552. 10

Therefore, an application program bei ng executed by

the CPU 552 can be prevented &&og1illicitly accessi ng

i nstructions and data of anog er application program

stored in the nmenory 553 and a high security can be

P ukrighe fotch afndampnbgrasslevenguabnssie GRUthe

552 is executing a 15 plurality of application

PrustymesTet. rEsalr 5560t o nbedtdwartdts cA®bulitb8d ke S this,

above expl ai ned enbodi nent. For exanple, in the above
adomik il ey ;i §AS i a wher .

the i o e EACEEE AT B 1o

dabiti t tch inter-AP- c ., relation ‘

def F%:dr% e 5%%1%?%%6% %%%%%%nFa’ﬁﬁﬁ%gf?h?ﬂﬁl- gard-

5842, SR h_inter-AP call.  relation defining data 5852,

wite ACEeLETraNPEN(ERE HNRETNEE B LYPe ARG tACtdng signal

iﬁ%%%pr .call relation defining data 585 3, but as ° .

g ARdicatern® d tinstrmetiqus stlv ese beattoanciBcuit

card 558 storing such data 186 in a state encrypted

B2Prrpnesctaftdreanitohks 74ntd ihe £a8MRina D& 75140ERS outputs

circuit 560 holds the key information K and™

ther ypad ofudymeh 8RR SAN £ ALATSE SINE lsCene?sHagRlnt
t hrough the CPU data bus 506 and cowﬁﬁnicat?onéé ? result

; ' » sk defini
sseouth oHd shireh LhgAUCIACOGRE, [ANds o] a9

data' S84 1, fetch inter- refat1on

.&’Qﬁﬂe‘g%ﬂsn/&g%goﬁgggﬁ.on of the switch circuit 561 is
controlled by the read judgment result signal'SS'?Z.

Further, when the instruction type instructing signal
$552a indicates a write ingtruction, the selection circuit
570 connects the switch 574 to the terminal 575_3 and outputs
the write judgment result signal S573 as the judgment result‘
85'60 to the switch circuit 561. Due to this, the
éonnéction/diacqnnection of the switch circuit 561 is
_controlled by the wf_ite judgment result signal S573.

Next, examples of the operation of the coméu-ter 551
v}wiil be explained. |

[Firét Example of Operation]

Next, an example of the operation where the computer

551 executes a fetch ipstructicn in the process of execution.

- of a program module of the application program AP1 and

'desj.gnates the address "210@11“ of the address memory 553
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range defining data 5842, read inter-AP call relation
defining data 5852, wite access range defining data
5843, and wite inter-AP call relation defining data
5853 from 10 the 1 C card 558, and uses the sane
decrypted using a 1 predeterﬂ%$ed decryption program
590 and key information ther, the present
invention may store the above decryptl on programin
Hildnbey sepdadmeds in the 1 C card 558, 15 read this
t hrough the comuni cation circuit 504 and. CPU data
bus 508ni khist kasieydagmemly QDR Winlai 1 e G rﬁogm|f10ws on
by the judgnment circuit 560 using predeterm ned key

tRéarpBtd fivess BILsbHE %‘?& ré{p%%%tgecr %{Pg[ﬂ%? ggﬁct:mg

in the menory 553 and have t he ) ud
cut e20d tion roramfromthe

e P B S FR LR A Bl agd an executing

od| 5 t he ase was shown of the CPU 552
outbﬁfgeﬁﬁ fﬁgtﬁégPﬁHgﬁ%ﬁ?bc%véh¢¥t15ﬁoﬁ%h axecoutpyt from
AP instructing signal S552b-and called AP instructing .
S#gnaPUsBB2c topghet Hudomengnaiisawig &680 be 25
generated,, as shown in FIG 101, by the judgnent

ci r cuiFun@fer 568havfudgneng thetCRBRaddeRsSsnbYS 346, 91
Sevent h Enbodi nent The present énbodinment is an

prampsls et tRO £Q4PERYI R at st, ,aspe
of the invention. 5 FIG?lggg |§ga%8F2R?%9 a#'fﬁﬁ Hfdress

Y @O0 £ % A FRfl ngd%ﬁteofttemorg gg% defined by the

enbodi nent  of e present
"FROM" and "TO" of the column shown in FIG. 92 corresponding

to the APl based on the executing AP instructing signal S552b
and address CPU_ADR input from the CPU 552 and fetch access
ranée defining dat§_584_1 shown in FIG. 92 read from the
storége unit SBi

Forther, the judgment unit 582 1 generates a fetch
jﬁdgmént.result signal 8571 instrﬁcting connection and
outputs it toward the terminal 575_1 of the selection circuit
570 shown in FIG. 90. |

Further-, the selection circuit STQ connects the switch

574 to the terminal 5'75___1 since the instruction type

j_ns,tructing signal SSSZa indicates a fetch.

25

~ Due to this,. a fetch judgment result signal S571

instructing connection is output through the selection

'ci;'cuit 570 as the judgmeht result signal S560 to the switch

~ circuit 561 shown in FIG. 89.
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i nvention. As shown in FIG 102, the sem conductor
chip 631 has an internal nenory 632, switch circuit
633, switch circuit 10 634, judgnment circuit 635,
selection circuit 636, and CPU 637. The internal

menory 632., switch circuit @gé, _swtch circuit 634,
judgnent circuit 635, and CPU 637 are connected to a

CPU da bus 640. 15 The internal nmenory 632, judgment
ci rcui %?’6‘:% e dFhecmyigath gpirewihaiéboplacas thdreps data

bus 641. The internal nenory. 632, judgnment circuit

b5, S586d angPuesRityada teobuac 562 o &he ¢oahekiti®nf42ate to
Further, the internal nenory 632 is further connected

201bw ahe WEY 82 daS B dWissHhe HEAIE) . s55E SW tch

circuit 634 is further connected through an external
dat a bnst844nhh@ aqne@h%rg%j rW660. . Further, the
selection circui't 636 1s L?r‘{gﬁelgr) CohHSY %t JTHFR abhe
sulickRal c#t ApS S45..10 a ﬁoﬁggr .25 661. 188 )
Here, the sem coné‘d‘c‘;‘coartec%i' corFERGRthat cadgdress is
gggifocp]gu&tgr_ 'tgéuit of the first aspect of the :
FAvent T om << tife tep pddras  Fangm "26008 pba d2ERFH 'he a fetch
first transmission line of the first sem conductor
drdgment rreudtogiamednB7d 5nRMrhde sHEnideelon is
instruction for executing a program of the first
erpet Ofon Hehe mednidttiin Idie-duite ST tBEPRLY switch circuit
561. Due to this, the switch circuit 561 sets the CPU data
bus 506 and memory data bus 562 in the disconnection state
to prevent the CPU 552 from accessing the memory 553.

‘[0peratior‘1 of Second Example]

- Next, an example of the operation in the case where
@ program module of the application pProgram APZ2 calls up
-a program of the application program APl when the computer

551 executes a read instruction will be explained.

In this case, the executing AP instructing signal $552b

: .s'howing AP2 and the called AP instructing signal 8552c¢

showing APl are output from the CPU 552 to the read judgment

circuit 572.

. | ;‘hé. judgment unit 582_2 of the read judgment circuit

‘_572 views the read inter-AP call relation defining data 585 2

shown in FIG. 96 and judges if a call from the AP2 to AP1

' is allowed .

Further, the judgment unit 582 2 generates a read
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632 corresponds to the storage circuit of the first
aspect of the invention, the CPU 637 corresponds to
the processing circuit of the first aspect of the
invention, the switch 10 circuit 633 corresponds to

the first connection switchipg, circuit of the first
aspect of the invention, the SMAtCh circuit 634
corresponds to the second connect i on swi t chi ng
éPﬁ&mQFﬁﬂIQﬁﬁiﬁ|%¥9n4%uﬁﬁﬁ2oin$heuchﬂemtc@mnethﬁon and
judgnment circuit 635 corresponds to the connection
euftpudls dihdeuitowabf dthé heedhighl a5Pect &F tHE€ selection
i nvention, the selection circuit 636 corresponds to

theculitr $ 700G Gih S¥d Chagng circuit of the first
aspect of the invention, the external nmenory 660

corresggg@gego.Eggégfgé%& pJﬁQ%&_eggé the first

aspect of thé rnvention, JEPRRAAts the switch
responds L9 t.he ternal paratus of the
???s?ga%%ect 5Pﬁﬁﬁ§:§%§;% iYpce ?rk93t¥?ﬁ¢%9@nbrpe

line 642 corresponds to the third transm ssion line
b‘PS?ﬁL&cFH‘gt sigpadt S§52adndierte nend eingteuction.
address-bus 641 corresponds to the fourth transm ssion
| i ne dPuehtof this, asprendofjudymenty alsudt Aynmal S572
_Further, the judgnent result signal S635a corresponds
:i_lﬂ@truoti.hg Eonakotabhl ds Yudalt Q'fhxttﬁfgl{ idnd ASRESEion
of the invention, the judgnent result “signal S635b

EDFERSR AP atsoth‘éhfu grand E&ELEQ'S%QAW”%‘ =¥o tl:he larg}n.tch

aspect of - the invention, resu
£ e the thlrd 5 contro
S|gna S$§?h F?s as%%b St the invention. FIG 103

's a V]g'ul\:l\‘:l];g:[* . t ée.}?!wr:]:ltnc tclli'tfuojfé \gaﬁrlesets the CPU dat
{ a bus
506 ‘and memory data bus 562 to the cronnec_t::i.on. state, whereby
the CPU 552 can access the memory 553.
On the othe:'r: hand, in the above case, when the program
in’odlil_e of the abplicétion program AP2 calls up a program

of the appl:l.cata.on Program AP3, it is judged from. the read

1nter-AP call relat:l.on defining data 585 2 shown in FIG.

_ 96 that a call from the AP2 to AP3 is not allowed.

Further, the judgment unit 582 2 generates the read

judgm'ent result signal S§572 instructing disconnection and

. ,outputs this toward the term:l.nal 575 2 of the select:l.on

'c:u:c:u:l.t 570 shown in FIG. 90.

Due to this, a read judgment result signal 8572
1nstruct1ng disconnection is output through the select:l.on

clrcult 570 as the judgment result signal 5560 to the switch
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configuration of the sem conductor chip 631 shown in
FIG 102. In FIG 103, the bottommobst |ayer is the
hardware | ayer, 10 that is, the hardware conponent

of .the senmi conductor chip 631 shown in FIG 102.

Above the hardware layer is pggitioned a communication
driver |ayer. The comruni cation driver |ayer has
positLq¥ d_in it a communication driver |ayer for

& %ﬁ}thPﬁES%%dﬁﬂﬁicﬁﬁion. The program of the
conmuni cation driver layer is usually stored in a
nonvol eirtthergnthe. satiteh EhecadiNeel Coét oMkl I data bus
| ayer is an operating -system (0S) layer for

PP6V iatkidn el Y IR BA DS 562 0k Nehe f @ y@é@é‘é&%ﬁig&t llj:ate to

operation of the sem conductor chip 631

bBsoenk! evielewy i dlgela SORLLEAL O (AB) LaVEL,

hi gher concept servi ces conpa ek
| ayers ove t QS layer is an AP_| ayer
def i ni ng J’%{{te %tb%dCI 1C % ugﬁ? H%g‘%/ Vllfé’é')’-tréﬁplaz'EHSWltch
gyrcu gﬁﬂgéenductor chip 631. The AP | ayer has, for .
At & 2o hse FBR gamipationptataise teeen AR memory

reallzed b% the - 190 program nodules PM 1, PM 2 and
stores t he prograntnodule PM1 of the application.

n apeondsiice hdvh eadhl Prodg®am bh GecMidicd wWiitaWV. thg;:ogram
expl ai ning the configuration 5 of the prograntno

Bididg &eeshodl by Ehe cbddssbhe program nodule PM 1 is

Therefore, an application program being executed by
the CPU 552 can be prevented from illicitly accessing
instructions and data of another application program stored

in the memory 553 and a high security can be obtained among

. application programs even when the CPU 552 is executiﬁg a

pluralt.ity of application programs.
The present invention is not limited to the above
explained embodiment.

Fo_r éxaniple, in the above explained embodiment, the

.case was illustrated where the judgment circuit 560 stored

fetch access range defining data 584__1, fetch inter-AP call

. relation defining data 585 1, read access range defining

data 584 2, read inter-—AP_ call relation defining data 585 2,

. .w:eite access r'ax_l'ge defining data 584 3, and write inter-AP

call relation defining data 585_3, but as shown in FIG. 100,

it is also possible to use an IC card 558 storing such data
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conprised of a plurality of function nodules. FIG 104
shows the case where it is conprised of n nunmber of
function nmodules FM 1 to FMn. 10 As shown in FIG
104, the instruction (code) at the head of each of

the function nodules FM1 to FM n is an unl ock

instruction, while the tail k8fstTuction is a | ock
instruction. Here, a lock instruction is an

insar seatenendsipiteld REinkp Ky AlhfifoSiddbded j udgment
circuit 635 to hoId the swtch circuit 633 in the

connecg), Oph $L t H\et Elgtt'lgtgéhtugigcultl ggbr ﬂ #:lgnthe key

Furt her, an un “instr n s an rnstructry

%qut{nlég g{wgtch circuit 633 to svmtchtothe 20
rs@onnec SORYPHIAn A gLt iF9%sR¢eesses the IC

i nter osed betvveen the CPU data bus 640 and the

‘F?ﬁ%rga? thrgughs thes CPH dasg s §O& gind g3Sumemipation

either the connection state or disconnection state

phsewl bhdherpadgnthe fetsh accaSssiamge B3GR ngIdata 584 1,
fromthe judgnent circuit 635. - 191 The switch

£ tchiiin o34 A callareabseioh Aafd @i ng'@a £F L$i3£’§j at a rBU access
640 and external data bus 644. The switch ciTcuit 634

RecgEede iRy GAeaCEBRCO! i %adsaﬁtt%:%éﬂ c%ﬁ%%%%&@fon

state based on the Judg‘ment result si gna

S0P RS TSEL de Up T AP s
and write inter-AP call relation defining data 585_3 from
the IC card 558, and uses the same decrypted using a
p.redetermit}ed decryption program 590 and key information
K.

Further, the present invention may store the above

deeryption program in an encrypted state in the IC card 558,

read this through the communication circuit 504 and CPU data

‘bus 506 into the judgment circuit 560, decrypt this by the

judgment circuit 560 using predetermined key information,

store the decrypted decryption program in the memory 553,

‘and h’afe the judgment circuit 560 read and execute the

decryption progrem from the memory 553.
Further, in the abov'e ekpla:i.-ned embodiment, the case

was shown of the CPU 552 outputting to the judgment circuit

- 560 an executing AP instructing signal $552b-.and called AP

. _1nstruct1ng s:.gnal 8552¢, but these s:l.gnals may also be

25

generated as shown in FIG. 101, by the Judgment circuit
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and signal line 642. \Wen the address signal output by
the. CPU 637 to the address bus 641 indicates the
address where the programnodule PM1 is stored in
the internal nenory 10 632, and the instruction type
instructing signal S637a outjput _ by the CPU 637 to the
signal line 642 indicates a]fetch instruction, it -

enerates a_judgnment result signal S635a instructing
%ﬁﬂn‘éﬁ"t‘i‘%ﬁ.‘-’lpﬁ CP¥hselsiress darrerses a | udgnent
result signal S635a instructing disconnection. 15 The
j udgnePeventbuErb6dimentput s t he judgnment result

signal S635a to the swtch circuit 633. Further, when
‘the j urighptiesede %&ﬁ&&w%&a&ﬁse&gaiﬂgﬂﬁrﬁofféé’%&ding
.signal S635a instructing connection, It generates

L& dghE S hgra I nStruct.dn Q
%#sconﬁ%%fﬁoﬁhgnghgﬁt%ﬁ?géﬁg f%§f%§fﬁﬂ€%§%ﬁﬁ?tuit

nt circuit 635 generates

634. t when the judg :

a ju dﬁ%h?fé%sﬁftasfbﬁg{OgGggﬁ FRefiguratdon of a
disconnection, it enerates a judgnment result signa
WSO TFoEL Fhip. géﬁn@@t Peneai?e of fihe trasmnt
switch circuit 634. 25 Further, when the judgnent
Idyenfitos35 generates ‘a 192 judgnent result signal

S635a instructing connection, it generates a judgnent
resul Assisgreain S68FIG NWOAICHHY semiconductor chip 631 has
i nval i dity/di sconnhection and outputs this to the

a3 iedle0h 1 Gldnfddy) €36, S e e Jv%ﬁg%gnﬁtsiarcuit

circuit 635 generates a Judgnment result signa

dﬁs,t rjﬁ%dt&lﬂ'z@'éfz?&gfgt kgg’, istelect:i.on circuit 636, and CPU
637.

.The internal memory 632, switch circuit 633, switch

‘circuit 634, judgmen'l; circuit 635, and CPU 637 are connected

to a CPU data bus 640.
The internal memory 632, judgment circuit 635, and
CPU 637 are connected to an address bus 641.

. The :i_.nternafl. memory 632, judgment circuit 635, and

CPU 637 are connected to a signal line 642.

Further, the internal memory 632 is further connected
to an internal data bus 643.

Further, the switch circuit 634 is further connected

. through an external data bus 644 to an external memory 660.

Further, the selection circuit 636 is further

connected through an external data bus 645 to a debugger

- 661,
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generates a judgnent result signal S635c instructing

val i dity/connection and outputs this to the selection
circuit 636. 10 Further, when a. function nodule in

the programnodule PM1 is called up by a branch
instruction included in anot function nodul e being
executed by the CPU 637 during execution of the

program nodule PM 1 shown in FIG 104 by the CPU 637,

the j uddP®Ept Ehecapmiegbdugtput ship B3gmemtirredpoeiilltdo the
si gnal S635a instructing connection to the switch
gigmigond@dtoonci teohtl o OrEHd E il Bdpbic@Nogt +h8 elﬁkeéxgtmn
of the called function nodule first starting a fetc r

(HHeatcPB , datd s M@%ié@éﬁ@é' 1%?% tﬁ.{c}%{r 1 rroaslﬂjéssj'on

instruction at the head of the ca
1S REIJH tREL EHEED) sef xpl ai ned using . FIG 104,
since the head of . gac%cﬁgﬁc?ﬁon CEEGURE - nhRe g IR jmodule

t4F UCt connectlon release |nstruct|on of the
?lﬁs ot lég)s’}pxg%ﬁé %‘f T he” i1 3R Tt R i f9 mspanting a Irrogran
uts a judgment result signa

nt_circuit 635 outg ;
é%s% S &t rek i mReebnrgc Pﬁnltlﬁe!lﬁéOS\M tble iBteirmali memory

633 based on the unlock instruction until the next 193

dék cerRasrandm Yalitdvomisntagm ciardit ret i iFr < aspect
the first aspect of the invention) is executed. At
©Fi Shej isyentsoaypEReNCHUEER T i @xrd£orfdd 1 18id Bk .
634 is issued a judgnent result si%kﬁzl S635b plocessing

ERSELEY 0T tHeS GHVEETd Qo HPI LRal Eﬁ}rég gSLl op:ggB ggltch

circuit 636 is issued a’judgnent resu Si gnal

.bﬂéb{xi%t 633 'c@@és%gﬁ/ésg ' &5 e C%Jl.ggt ggngectlon swltchlng

circuit of the first aspect of the invention, the switch

circuit 634 corresponds to the second connection switching
circuit of the :I_Eirst aspect of the invention, the judgment

circuit 635 corresponds to the connection control circuit-

. of the first aspect of the invention, the selection circuit

636 'correqund's to the third connection switching circuit
of the first aspect of the invention + the external memory

660 corresponds to the storage apparatus of the first aspect

- of the invention, and the debugger 661 corresponds to the:

external apparatus of the first aspect of the invention.

Further, the signal line 642 corresponds to the third

. transmission line of the first aspect of the invention, while

.thé addres_s-bus 641 corresponds to the fourth transmission
."Lixie of the first aspect of the invention.

Further, the judgmen't- result signal 8635a correspoﬁds
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tenporary halt of the operation of the CPU 637 by the
debugger 661 or acquisition of the CPU interna

status information fromthe CPU 637 are not possible.
Therefore, the function. 10 nodules FM1 to FM n shown
in FIG 104 cannot be accesse fromthe program
modul es PM 2 and PM 3 preseng- % the external nmenory
660 or the debugger 661. Further, when a function
ferltee | fitht poogral shduae oEMuhd FiGald PR Nehe
CPU 637 executing a branch 15 instruction included in

m&ﬁléwﬂCﬁhQrﬁM&tV@ééﬁl{:@l r@i) §€’55$ ccgrrcﬁﬁonds to

executing the program nodul e PM | hown I'n

WD sbkbila 64 E0L1 %i?gii]? %%:‘h Lﬁ:% Ie 5.3:5 ! Q%%%}:P ??%C{:Fs jnvention,

i nstruction position

of that cal est.i nation, the judgnent circuit
g%gy OfplreoBent. ﬁ%ﬂg‘?&ﬁlﬁﬁa&s P85¢i ¢pmFesipayis to the third

instructing disconnection to the switch circuit 633.

FSRHL §3onl scofathe fhestudgpest of ithei tingehtifar.
exanple., halts the operation of the CPU 637 or

per f or ﬁ'ﬂi%r dd ersinediew rHor pegpkashifg. tiieBorbRare
judgnment result signal S635c.fromthe judgnent 25

condiguGdEamb L aties sandbbAGLY¥LdrSEeARPeehiIOlnoldie in FI1aG.
194 selection circuit 636 invalidates the HALT signa

$661la i nput fromthe debugger 661 (operation halt
request of first aspect of the invention) and does

not Ou&ﬂ”ﬁ‘lét f %e%)ot o%ogtqc%cég%améﬁm&c?n%e layer,

S661a IS a signa |nstruc
%F eration _of the CPU 637. V%en the judgnment result

36§§'€ W Jm of the semiconductor chip -

631 shown in FIG. 102.

Above the hardwére layer is positioned a communication
driver layer. The communication driver layer has positioned -
j.n it a ccmmunica{_:-ion driver layer for controlling tlte
communication. The program of t:he communication driver layer
ic usualiy stored in a nonvolatile -mem'ory.

Above the communication driver layer is an operating

;SYSf:em (0S) layer for providing the pProgram forming the

foundation for the operati.o'n of the semiconductor chip 631.
The 0s layer provides the highest application (AP) layer
with hJ.gher concept services compared with the lower J.ayers.
Fux.:ther, ab'cve the Os laye; is an AP layer cefinihg
t:hé specific functions A(services) realized by the
Semiconductor chip 631. The AP layer has, for examplc‘s;-,.r

application programé AP1, AP2, and AP3 realized by the
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circuit 635 indicates invalidity/disconnection, the
selection circuit 636 invalidates the CPU interna

status read request signal S661b and CPU interna
status.rewite 10 request signal S661c input fromthe
debugger 661 and does not_oibgut themto the CPU 637.
Here, the CPU internal statu ead request signa

S661b is a signal for requesting information show ng _
tHegrame rdules gPMisl of PMh2, CRhGM68H. 315hdha €RUFIG. 102.
internal status rewite request signal S66lc is,a

si gnal Ther ineguasali BEmoryess tA-Hed FhA PRLL PO '
the internal status of the CPU 637&‘. On ‘tﬁg&%t he?‘gkﬁ%f, EM 1

e R-Heh @i AR o ?i%érét{agﬂﬁi 6§§§506H 9?122238&. on,

judgnment circuit 635 1 ndicates 20 vali
[ HALT signal .

t he se [ ci.rcuit .636 outputs_the, | )
S661a Fﬁ%ﬁt Glfré'r‘lorﬁst e V&&mg‘ﬁ%'f THELIinE iy cenbiguration
%nt .. result, signal S635c fromthe

en.the ju
Jg\%dé:rth?np‘éo& modiske iBMii bat es val i dity/ connecti on,

the selection 25 circuit 636 outputs the CPU internal
st at us®Pedioreqdas FIE5 104 gridie $664dr andndRid ¢ nbMr Daj s
status rewite request signal S661c input fromthe

despyieedost 4 pluhalGRY 6X7fuhbtibimoddles SHRE! 1YY shows
circuit 636 outputs the CPU internal status signal -

Ghe tthdan phibrr DO INBoBYiG34 P @E%Q?r%% g\fﬂg A éltothﬁxétgdules

CPU internal status read request signa
Hebioesr rmOR1-

As shown in FIG. 104, the instruction {code) at the
head of each of the function modules FM 1 to FM n is an unlock
instruction, while the tail instruction is a lock |
instruction.

Here, a lock.instruction is an instruction instructing
a later explained judgment circuit 635 to hold the switch
circuit 633 in the connection state until the next uhlock
_ins t‘ruc:t;ion .

Further, an unlock instruction is an instrﬁction
instructinq the switch circuit 633 to switch to the
'disc‘onnection ‘state.

The .swit.ch cirduit 633 is interposed between the CPU
data bus 640 and the internal data bus 643.

The switch circuit 633 becbmes either the connection

state or disconnection state based on the judgment result

signal $635a input from the Judgment circuit 635,
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The CPU 637 outputs the address of the internal nenory

632 to the address bus 641 and instruction type

instructing signal S637a showi ng the type of the
instruction being 10 executed to the signal |ine 642

and in accordance with the_ § _perfornms processing

using the instructions and data of the. program

nodul e,I[PM 1 read fromthe internal nenory 632 through

the swittsh SHirteh cigazahh g6 3PU ol atretdopso Sk bétuiéd8 the CPU
the CPU 637 outputs the address of the 15 external

et Pw5054Q amd exdtieenalbdat&adbuandaithe i nstruction

type instructing signal S637a to the signal |ine 642

and | IThac cordadc eiwddl ¢ hes 6 dd it d U; essin ;
using the instructions and datadg{gthér%}e%&}rﬁ &olthection
ERddee o rPMi% MR L6 M phe external menory 660

t hr ough t he externa? dat sa{"%g‘s3 £§5e§42f‘ §&Ft ghdgmen}; result
&34nan a bus 640 . Wien a HALT signal S66la is

i ng’lﬁlt t%r%qtﬁél %e‘fsxé%’f‘i the dndementegirepat 676 .
debugggf_l 661, the CPU 637 halts the operation of the .
CPU 637 "°FIiPRABPAEWAEKCPRE EPD) B37iterei tes aidiapstbis 641
CPU 25 internal status read request signal S661b
PhfoddAmaheline 6421 cWhieon thier adidire836shigamlt Batput by the
debugger 661, it outputs an internal status signal

CBY7637 nté uthagaddfes subuen63M0VhASca kRS LALELAAL

status in the CPU 637 designated by that si gnaFi §ggl‘b'here
theoHgbgihR medathi op q Hide 36 19, the, debugger . 661.

5 Further, when the CPU 637 Tecel vejg1 atts}"'f nﬁ‘bgg’gnﬁbwem°ry

fﬂ%?%ﬁ@itﬁé%&ﬁ&ﬂ&awiég1£&ﬂygggtghgggkg§g%g;{gﬁgﬂgroutput
by the CPU 637 to the signal line €42 indicates a fetch

~instruction, it generates a Jjudgment result signal S635a

instructing connection. In other cases, it generates a

-.‘judgment result signal S635a instructing disconnection.

15

The judgment circuit 635 outputs the judgmént result

-signal $635a to the switch circuit 633,

Further, when the judgment circuit 635 génerates a

. Judgment result signal SGSSa_inétructing connection, it

- generates a judgment result signal S635b instructing

20

25

disconnection and Qutputs it to the switch circuit 634.

Further, when the judgment circuit 635 generates a

 :judgment result signal SGBS&-ihstructing disconnection, it

generates a -judgment result signal S635b insﬁructing

- connection and outputs this to the switch circuit 634.

Further, when the judgment circuit 635 generates a
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selection circuit 636 fromthe debugger 661, it
rewites the information showi ng the internal status
of the CPU 637 by the content designated by that
signal S661c. Due to this, 10 the operation of the CPU
637 is controlled by the debygger. 661. The debugger

661 uses the HALT signal S66la in accordance with the
of the CPU

deb € object to control the operatlon
6%%*5$kﬁ1t5 7?3l hesdgrpht S6A5ef ins¢ rORYiRY7 cusineg-tlifon, it
the internal status read request signal S661b and

igRNaFRYes A2 aiwdgmeghareS62¥dsighd1Cc BSEGH E%%dﬂﬁ%é?ﬂ#
637 by the CPU internal status rewite request signa

966/l i bt/ d Exeoih 85t 06nt HEd ARSES £ON10f tgcg til}_e e.?lect:l.on

sem conductor chip 631 will be explalne

isarqdia @z3dperati on] For exanpl e, conS|der t he case
where the debugger 661 outputs to the selection

Ci rcui .63 HALT, si naI S66la, CPU
internalQétatdswﬁggﬂqﬁgﬁdgé JhaFixeeib, 63Adgenppates a

Lﬁhernal statg&erMW|te regﬁgst S|gnal S661c. 25 In

e TS destzuctiad discomnet8bon, it

menory 632 through the CPU data bus 640 and sw tch
EFPsﬁﬁFQSGSBJWQQEEQQ;rQWE%tt¢mgna1t$&35cr£ustr6331h§
in the connection state, due to the judgnment result

¥pdadi tgggsonaimarhand uigifits GiHLsl to 68Re LAfection
selection circuit 636 becones the 5
cirvahidi 6g6di sconnection state, and the selection
circuit 636 does not output the HALT signal S661a,

CPU i r‘f‘@fﬂ%r?t%&ﬁ a function module in the program module
PM 1 is called up by a branch instruction included in another
function module bging executed by the CPU 637 during
execution of the ‘program module PM 1 shown in FIG. 104 by
the CPU 637, the judgment circuit 635 outputs a judgment
result signal S635a instrﬁcting connection to the switch
circuit 633 conditional on the instruction at the head of
the called function module first starting a fetch (that is,
when a branch J.nstruct:.on des:Lgnat:Lng the instruction at
the head of the called function module is being executed) .
As expiained using. FIG. 104, since the head of each
function module has an unlock in‘strl_lct‘io'n' (disconnection

relé.ase in-struction‘ of the first aspect of the invention)

‘positionedat it, the judgment circuit 635 outputs a gudgment
.result s:.gnal S3635a :Lnstruct:.ng connection to the switch

.c:l._rcu‘it 633 ‘based on the unlock instruction until -the next
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read request signal S661b, and CPU internal status

rewite request signal S661lc to the CPU 637.

Therefore, the debugger 661 cannot access the CPU 637

10 and cannot access the internal nenory 632 either.

On the other hand, when the &gg 637 is not accessing

the internal nenory 632, that “i's, when the switch

circuit 633 is in the disconnection state, due to the
jiRRYetts beagtions(dhato8tabtibnomtahia jiuddRittion of the
circuit 635, the selection 15 circuit 636 becones the

Vil tagpertiest | thesiatentabd)t BE oRIRGHILON G NGk d time,

.636 outputs the HALT signal S66la, CPU interna

HaAldip Itk d esuefiesi 0PRL gﬁgégg 1%&?:6:95#; y erigsg |7i'.ssued a

status rewite request sign

: )€, ebugge can nonitor and set the
}gh@f pgggfeiro%}%éiﬁjég% gg%Sb btRSEFHESinge ddfiaammection, |

Ci 633 _is in the disconnection state, cannot

r.Gui ) : >
'gbéé%%EPﬁe?eﬂﬁF§Fﬁ&l°1ﬁ€HéFyGB§2iS[E%@@ﬁ@ Exarddgrecf result

Qper ation] For exanple, consider the case where the
€pgn8i7 S6d5 singteumating t irvaekidi tp/ disaohiettfon, so a
through the switch circuit 198 - .634 and external '
farpobasycial tiof thesopasstidiiofd ehkhepy WNBY tie Hdugger
signal s S635b and S635c fromthe judgnent circuit

683, orhacawilsdti®in @F tthS TpPNth 661851 | QP2 fLLCYLEL838 .
becone the connection state, 5 buf dﬁe to ?Eggjghgﬁgﬁ?tlon
£esHl thai 888! 6563 " SwW.teh, cifeuit 633 becones ]

t he disconnectionég?a%gs é%%%% %?e,&§ﬁ§9f°re' the' function

. medules F’M_l to FM n shown in FIG. 104 cannot be accessed

from the program modules PH__Z and PM 3 present in the external
memory 660 or the debugger 661.

Further, when a function module in the Program module
PM 1 is called up~5y the CPU 637 executing a branch
inétruction included in another function module while the
CPU 637 is executing the program module PM 1 shown in FIG.
104, when fiz:sﬁ fetching an instruction oi‘;her'than the '

instruction positioned_ at the head of the fﬁnction modﬁle

, of that call de;st:i._na_tion , the judgment circuit 635 outputs

a. judgm‘ep-t result signal S635a instructing disconnection

to the switch c¢ircuit 633. Further, in this case, the judgment

_circuit 635, for example, halts the operation of the CPU

637 or performs predetermined error processing.
When the judgment result signal S635c from the judgment

circuit 635 indicates invalidity/disconnection, the
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internal nenory 632 cannot be accessed fromthe
external data buses 644 and 645. As expl ai ned above,
in the sem conductor chip 631, 10 when the interna
menory 632 and the CPU data bus 640 are in the
connection state, external _agggss fromthe externa
data buses 644 and 645 is not all owed. Therefore,

ac orqftg%to t he sen1conductor chip 631, it is
POSST DR G1rEriLnPI6 dnyedddatins bhedialf sidold $661a input

15 stored in the internal nenory 632 fromillicit
$herdebugget d$lofopheasesndvalitticfueadt BE6Slr #0G spect
therefore possible to maintain the confidentiality of

wife ther dgremtinsh) e does 6L Neh£p@ECoE0kBILha EP% 637.

sem conductor chip 631, the process of execution o

Heeer agied MATO W 3852 lsdbr 4 hﬁe 1 S%xaa§37 &@ ?ﬁg :Lng a

noni t ored and anal'yzed from

2empod Q7! senj.conductor chip 631, it

posg’lbbaggt 0 pié;\eli:éantqme St et? a?gp?lbﬁrﬁﬁ?nﬁaal-e PM 1
from illi.citly accessed from ram nodul es PM .
2 andbﬁhﬁ/ﬁsﬂé‘? la ttﬁ%S*é%Fe‘%maﬁ@ﬁ%ﬁf Beom the judgment
ﬁghth Enbodlnent 199 The present enbodi nent is an

enbGlt et Scdrfdspses Agvald ditey 20t scamie@isén asplet S

of the invention. FIG 105 is a view of the

teherfirnt Fonculitt 686 devalarthitiOrtHdiqPe 13t nAD status
enbodi nent of the present S invention. As shown in

Fedsl #6guesbhesighhioBd6IboLneidbd idkdldsai status .réwrite
reguest signal S66lc input from the debugger 661 and does

not output them to the CPU 637.

Here, the CPU internal status read request signal S661b

is a signal for requesting information showing the internal

status of the CPU 637.

The CPU internal status rewrite request signal S66lc
isla_signal for requesfing.a rewrite ofuinformﬁtion showing
thg'internal status of the-CPﬁ 637. |

On the other—ﬁahd, when the judgment result sigﬂal
8635c from the judgment circuit 635 indicates
validiﬁy/cognection, the selection circﬁit 636,outputs the
HALT signal S66la input from the debugger Gél to the CPU
637. | | |

When the .j-udgl;li'ent. Yesult signal 8635c-f:-t:om the judgment
circuitf635 indicates validity/connection, the selection

circuit 636 oixtputs the CPU internal status read regquest
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an encryption/decryption circuit 6134, judgnent

circuit 6135, selection circuit 6136, and CPU 6137.

The encryption/decryption circuit 6134 and CPU 6137

10 are connected to a CPU data bus 6140. The judgnent
circuit 6135 and CPU 6137 arg,connected to an address

bus 6141. The judgnent cirCU|? 6135 and CPU 6137 are
connected to a signal |line 6142. 15 Further, the

HIpt i ifldeangpEPUnivternal §t3tussrediitdafequest signal
connected through an external data bus 6144 to an

Sa&kqalnprentinon Mk Rabdipfer (6L S8 a4ld b i§PH trurther,
6136 is further connected through an external data

hile Gllbedich ASMAUEE 626 SdPlutlOtfiet ?%I\Ag.?zé:teq:%al status

sem conductor chip 6131 as welT, the so

i ur, in EBLG 3 i i) arly applied. . _
I—gle}rglél‘,g]i r%a?(gir)nwglgn ucf‘:Jtrc())rIn c]ﬁ%lep c%fglégjoﬁf’e A4 et th the
9y egpductor_circuit of the second aspect of the

invent i on, -~ JEF At Feag TrAUrs§at ot S6F4P to the debugger
caorresponds to the first 200 transm ssion |ine of the )

ﬁpst aspect of the invention, the external nenory

6160 corresponds to the storage apparatus of the
secondThep€kV &37 oltpiutuethicoaddi-be spéo gianifdttal BMmory
-l corresponds. to the instruction for executing a
pBagtanthé aididies IRGO W IASRRE §ndf bt ibav e 'eo@nsttE:%cting
encryption/decryption circuit 6134 corresponds to the

signal S637a showing the type of the instruction being

- executed to the signal line 642 and in accordance with the

same performs processing using the instructions and data
qf the program module PM 1 read from the internal memory
632 through the s;witch circuit 633 and CPU data bus 640.
Further, the CPU 637 outputs the address of the
external memory 660 to the address bus 641 and the instrucjtion
type instructing signal SGé?a to the signal line 642 and
in acco'rdance‘ with the same performs proceésing using the

instructions and data of the program modules PM 2, PM 3 read

from the external memory 660 through the external data bus -

644, switch circuit 634, and CPU data bus 640.
When a HAI.T signal-SGGla is input through the selection

circuit 636 from the debugger 661, the CPU 637 halts the

_operation of the CPU 637.

Further, when the CPU 637 receives as input a CPU

A‘ihterria]_- status read rei;uest sigrnal S661b through the-
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encryption/decryption circuit of the second aspect of
the invention, the judgnent circuit 6135 corresponds
to the <control circuit of the second aspect of the
i nvention, the 10 selection circuit 6136 corresponds
to the selection circuit of ,ihe second aspect of the
invention the CPU 6137 corresponds to the second

uta1|on circuit, and the external data bus 6145
¢ o‘? S Citrtite 63 dFrbm rens Manigrer 168K, ot tdetputs an
second aspect of the invention. 15 First, the externa
'ﬁﬂ"fﬁﬂ’iﬂ‘?@l gatiud shigmedplsdatell anﬁxﬁmdﬁﬂﬁl#rp %how:l.ng

the external nenory 6160 stores the program nodu

RHel inkkhrdalafta ik 3in lthd ROYPE85E .
case where the progréﬁ1 nodul ekgzqﬁéﬁfggggegﬁgy that signal

ST 1L eﬁkbalfyht &‘h&“éélé’étdi+ e%‘%t’r d 58%3?;;2‘?%% debpgger 661.

confidentia progran1no
st oredglpeplle extern nory..6160. The
nonconf gent?él ﬁpro&%ﬁh&ﬁﬁdd%% 5 ma¢eiver 0 Sopuy BeCPU
iﬁ%£¥ga d % not. FIG 106 is a view for explaining

e confi§ P&P?oﬁewﬁﬂtqiﬁ?iﬂ%ﬁﬁeﬂngnnunﬁﬁﬁmblthisuga the
shown in FIG 106, the program nodule PM1 is 201

Eshpridien Sﬂrsuptuﬁéﬁlﬁwqm:ﬂhguﬂehuggﬁxh$65, FGredPbtes
shows the case where it is conprised of n nunber of

thecinformatiibasshéniigt ﬁhEI\/hﬁteéﬁaiththQ 6ECERk0
t he heads of the function nodules 5 FM - -EEP% gFU 637

Isptthe ContRntuabes glated Bl £ r% m&% i
designating the ID nunbers& e I éul er &%%1éﬁﬁiﬁﬁbthls'
the operation of the CPU 637 is controlled by the debugger
661 .

The debugger 661 uses the HALT signal S66la in
accordance with the debugging object to control the operation
of the CPU 637, monitors.the operation of the CPU 637 using

the internal status read request signal $661b and internal

status signal S637d, and customizes the CPU €37 by the CPU

.i,n-tern_al status i:'ewrite'request signal '56610.

Next, exém'ples of the operation of the semiconductor
chip 631 will be explained.

"[First Example.of Ope-ra-.tion]

For example, consx.der the case where the debugger 661
outputs to the select:.on circuit 636 one of the HALT signal
$6_61a, CPU _‘i_nternal status read request signal SGGlb , and
C-PU inferna-l status rewrite request signal S66lc.

In this case, when the CPU 637 accesses the internal




10

15

20

instructions are not encrypted. Here, an |ID nunber. is
information for identifying a corresponding function
nodul e. As explained |later"” when the 10
encryption/decryption circuit 613% decrypts the
function nodules, it is us_ed][%,gr speci fying the key
information to be used for t decryption. Further,
at the tail ends of the function nodules FM1 to FMn
BFBOpaééd thronght ithes Covsdgrat bag 600 hRANYWReLh &3 rcuit
as "#0" (instructions indicating that the foll ow ng
FA3L relcit ABS WheAMhd! SQikeYSe; i €. ‘ .
encrypted). The function rm%t%g‘g%taezﬁs gmfr'}&ﬁ}r}}leFF@nec’tl°“
484 tedrl QuctiRsr ed. i of, .bl ock ta
pr edet er m ned }gg%aq"ﬁ ng%tqh%%eﬁwué&blsowgfgt%sgg?ofﬁ°m the

[ t 0 added 20 to _them The
JR4GnAE =A0LE 0300 S BRieaion ForvbtatRiobecones the
£ner g stgﬁz(g,func_ti on nodul es shown in FIG 106 of the

HLPEOPRPELLENL & tatiett emd thehssedbetetinah circuit

pr ogr
pory 6160, as shown in FIG 107, in units of )
Q@ deesrnr h o tiiwe khe HALT 25.gAklt $6614] ICRU iRernal status

encryption/decryption circuit 6134 202 encrypts each

Heak eomad oFd pENE 68D, kiyd idBOTHtd Hh PNk 5§ Sedbri te

the head of each function block unencrypted (plain ‘

reeptas RDiyHEErsdes: 0nat LR@ EBSt kYsti ons (information)

designating the 1D nunber for identifying the function

5 Nodehes-e35, X PLaiN arlier _using FI G 106. :

Further, the 1:‘;&?r(fc rt?}& ?%ﬁ%gggfySﬁﬁoﬁagf‘F’&u??cﬁ‘fMthe CPU 637

and cannot access the internal memory 632 either.
On the other hand, when the CPU 637 is not accessing

the internal memory 632, that is, when the switch circuit

633 is in the disconnection state, due to the judgment result

siggal $635¢ from the judgment circuit 635, the selection

circuit 636 becomes the validity/ coﬁnection‘ state, and the
selection ci:r;‘c‘uit 636 outputs the HALT signal S66la, CPU
internal status reé.d request signgl S661b, and CPU internal
status rewrite request signal S66lc to the CPU 637,
There'f,o.re,'-the debugger 661 caﬁ monitor and set the

operation of thg‘ CPU 637, but since the switch circuit 633

* 1s in the disconnection state, cannot access the. internal

.'25

memory 632,
[Second Example of Operation]
For examp?te , consider the case where the CPU 637 is

accessing the external memory 660 through the switch circuit
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generates and holds the key information table 6190

shown in FIG 108 show ng the I D nunbers desi gnated

for the function nodules (key specifying information

of the second aspect 10 of the invention) and key

i nformati on used for encrygt&gg _the function nodul es

i nked together. Further, whén'the

e cryption/decrxﬁtion circuit 6134 encrypts the bl ock
céh%xaQﬁ;%ﬁﬁﬁwpﬁ data b6, 644.generates parity data

for the block data and stores that parity data 15

| i nked Ini thishease| rds®adithe HLagkedd!t Aol ; _
external nenory 6160. At thisatigg, t he 1tfignals se3sh
anel gEBSeNEdem! ¥R i i s erates parity. . )
data so that the su?na?%?%lﬁeo‘%mt:ﬁéégl ocK’ 1%};1 & e n circuit

B BB R O 13 R R B B B et e Eate,

t he encryption/decryption crrc
gatoramation for the function nodule input from 2 the
g&&e?ﬁ% %%ﬂ%ﬁ%/lﬁé&?ﬁﬁﬁ\ﬁ%ﬁﬁ*@ $HenabySeabas mhpogwitch
tabl e. 6%30 shown in FIG_ 108 using as a key the ID )
NORGE? t837 ratenes phhe ki aqonnadfetonlegiafrat Migrefore, the
instruction at the head of that function nodul e.
Fofereal mrmoaNCGA2 icoamidde bptdaregidd Uf tom S5tRd 3dx ternal
~uses that key information to encrypt that function 203
datial busesubdils and 6l .above- nenti oned bl ock data.
Further, the encryption/decryption circuit 6134
decr S &b f I dule, (then j udges, the .

Yo RsLLACh BBoVRAVLE, CHISRINER I, onip 631,

legitimacy of the parity data correspondi

: ti 5 At thi inme,. if judqi it
%%ﬂuf%t ggg% il Eﬁf“?rf"lh;ﬁzl At e R e ae €40 ave

61%;. On the ot her hand, if judging
in the connection state, external access from the external

data buses 644 and 645 is not- allowed.

Therefore, according to the semiconductor chip 631, :
it is possible to reliabiy protect the program module PM 1
stored in the internal memory 632 from illicit access from

Outgide of the semiconductor chip 631 and therefore possible

' - to ina;intain‘ the confidg_ntiality of the ‘program module PM 1.

20

25

lFurther, according to the semiconductor chip 631, the

pProcess of execution of the program module PM 1 by the CPU

637 cannot _be monitored and analy:zed from the outside.
Fﬂrthgr,_ according to the semiconductor chip 631, it
1s poss.j.ble to prevent a co;i_fidential program inodﬁle PM 1

from being illicitly accessed from Program modules PM 2 and

'PM 3 stored in the external memory 660.

Eighth Embodiment
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it is not legitimate, it halts the operation of the
CPU 6137 or perforns predeterm ned error processing.
Note that, in the present enbodi nent, the data | ength
10 of the block data and the data |l ength of the
function nodule may be the sgge _or different. The

judgnment circuit 6135 generatés a judgment result

si gnal §?135 instructing invalidity/disconnection and

out put sT1§ PEEsERE sebedimen teiscam tengiatimdren ddrerd@ibnding
6137 15 is accessing (for exanple, fetching) a

denfitritth dRbet aspetesPMELthEUEhReRhtijowdgment
circuit-6135 generates a judgnent result signal S6135

i nstrudtiahg M iid tay/ennnest | _ it {0 e
selection circuit 6136 when tﬁ%gﬁngﬁgép%??g ﬁgt ¢hl
FEESIh ddy ,_qqc_&;rpé fegchin a.confidential

program nodul e PM 1. %11(5 j%d%“rre%%bgfi%ﬁfl B 3§ﬁe present
RIS, he addresses and instructions output by the

CPU 6137 and flow ng over the address bus 6141 and

signal ,ling 6142 and. based on the sanme, 25 judges if .
t he CPﬁSG_ng?"T‘s“éc%Jé sitP ¢ Hdeepigandnrnter RMip 6231 has
When t he L_udgmant result signal S6135 fromthe

PRIRPERP tEen (deerpnbbon mfimatit 6134, judgment circuit 6135,
i nval i dity/di sconnection, the selection circuit 6136
sadertdane siruiMALT 36 ,grald $8i6len 37 nput fromthe

debugger 6161 (operation halt request of 5 second

aspect Thé &herypveshi/arkran¢idaeS; .Qut [

the CPU 6137. rjII—Er e, {he}%ﬁ%lg)?lg%é%é%le?#‘ls %\n si()%%%l 6137

are connected to a CPU data bus 6140,

The judgment circuit 6135 and CPU 6137 are connected

to an add;ess bus 6141.

. The judgment circuit 6135 and CPU 6137 are connected

i to a signal line 6142,

Further, the encryption/decryption circuit 6134 is
further connected through an external data bus 6144 to an
‘externél memory 6160

Further, the selection circuit 6136 is-further

connected through an external data bus 6145 to a debugger

- 6161.

Note that in the semiconductor chip 6131 as well, the

software structure shown in FIG. 103 is simiiarly applied.

Here, the semiconductor chip 6131 corresponds to the
semiconductor circuit of the second aspect of the invention,

the external data bus 6144 corresponds to the first
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instructing to tenporarily halt the operation of the

CPU 6137. Wen the judgnent result signal S6135 from

the judgnent 10 circuit 6135 indicates

inval idity/disconnection, the selection circuit 6136

i nval i dates the CPU internal ﬁ%agus read request

signal 36161b and CPU intern% status rewite request

signal S6161c input fromthe debugger 6161 and does

not2 R pEtiemdmne ofh¢hePPigsd7aspbcties e, tHdd A tion, the

internal status read request signal S6161b is a

shxfreinale questin 061 60 OE6BEE8PoRAWERI thAe s ¢ n \

status of the CPU 6137. The %PU intgrﬁgF gf??&?é_%5paratus

IV Hee Seehindta s | nB6461C5 .. | .sjgn requestin

rewite of the iﬁ%@mct’iéo%ﬁ%hﬁv\n{rﬁaeléb'tﬁ{éeiﬁ%ggﬁgfu Todule
atqu U,6137. On the other_hand, when the

Fﬁgéhgﬁ?afé anggéfgna < t%iggu??bﬁ?t?ﬁf}?ﬁﬁﬁﬂﬁﬂ“g a program

gﬁwiié é%%§%  ndi cates _validity/connection, the

sel ectl o CIcRPBeLuthut snYeption Tthegnal S6161a

i nput fromt he, debugger 6161 to the CPU 25 6137. 205

- fRET YR SRR tieny | 9i gyl 6 584 o respotids to the

judgment circuit 6135 indicates validity/connection,
eRexryptdon/decnyptden Gb3GOHtQEt thd eeddid | 248688 of the
status read request signal S6161b and CPU interna

oot T, B e S A e
ebhekbll B8138uRW! BEt hbhgeSBYY! Q&S&@%’ of! é‘ltuléI Sinvention, the
selection circuit 6136 corresponds to the selection circuit
of the second aspect of the invention ‘ the CPU 6137
corresponds to the éecbnd computation c'ircuit, and  the
external data bus 6i45 corresponds to the second transmission
line of the second aspect of the invention. |

First, the external memory 6160 will be explained.

As shown in FIG. 105, the external memorir 6160 stérgs
the program modules PM 1, PM 2, and PM 3.

In the ‘_pfesent embodiment, the case where the prngam

module PM 1 has confidentiality will be illustrated.

The confidehtial program module PM 1 is encrypted and

'stored in. the external memoxy 6160. The nonconfidential

program" modules PM 2 and PM 3 may be encrypted or not.
FIG. 106 is a view for explaining the configuration.
of the program module PM 1.

‘As shown in FIG. 106, the program module PM 1 is
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signal S6137d input fromthe CPU 6137 in accordance
with the CPU internal status read request signa
36161b to the debugger 6161. 10 The CPU 6137 outputs
to the address bus 6141 the address of the externa
menory 6160 and to the signal |ine 6142 an

i nstruction type instructing?8lgmal S6137a showi ng the
type of the instruction being executed and, in

aceupdaned of Bhplulalsafeos BRI IBh LGRS NS
i nstructions and data 15 of the Siogrgmlﬁ%lﬂ %gﬁéwﬁgﬁ shows

Pha catndyRUES Head Soamtheq xfernal MePLy 0100 L

t hrough t he external

r ' cryption circuit 6134. Wen the CPU 6137
?2%é¥€%%q§g9?hput the HALT signal 56161a through the
selection circujt 6136 fromthe debugger 20 6161, the
oper at i*6h ng’“f‘h:b“ &G 619% i thadiqasts cEuthacfynabbsn GRMules
6137 receives as input the CPU internal status read
retdedte IMgRaprecast b th ciyburber deleGnadimy iS4 drmation
6136 fromthe debugger 6161, it outputs the internal .
stegtign at igren | t1686 1GY chuntisd ksl Ngheé NS m@kbLAP aésigﬁ‘éli rO{% g
the internal status in the CPU 6137 desi gnated Dy f
ﬁhﬁtm@ﬂ@némmg@r&%%§el ection circuit 6136
to- the debugger 6161. Further, when the CPU 6137

recei vgsrkhe  6PYpl | . status rewite request =
signal S6161c tEPoﬁgﬁ t%élfeﬁg ﬂﬁﬂ#iﬁ?ﬂﬂ#Qin%d%assfy1ng a

e RS bbb 4 Sy et "

» en the
rencryption/decryption circuit 6134 decrypts the function
modules, it is used for specifying the key information to
be used for that de.crfptj.on..

Further, at the tail ends of the function modules FM‘;_I
f:o FM n are placed instructions designating the ID number
as "#0" (instructions indicating that the following
instructions do not use keys, that is, are not encrypted).

The function modules, as shown in FIG. 107, are

encrypted in units of block data of predetermined data

- lengths. The blqck data 1 to n have parity data 1 to n addéd

to them.

The encrypj:ion/decr'yption circuit 6134, for example,
encrypts the function mo‘du?.es shown in FIG. 106 of the program
module PM 1 to be written in the external memory 6160, as
sﬁo_wn in FIG. 107, in units of prede_téﬁmined block data.

At this time, the encryption/decryption circuit 6134
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the content designated by the signal S6161c. Due to
this, the operation of the CPU 6137 is controlled by
t he debugger 6161. 10 The debugger 6161 uses the HALT

signal S616la corresponding to the debuggi ng object
to. control the operation of the CPU 6137, nonitors

the operation of the .CPU 613f%ising the internal
status read request signal S6161b and |nternal st at us

sPRRAYPE618Ac¢h Andctishoblaar \EQE 33 th
CPU internal status rewite requeg % %%g agl"“ and

Nests akatipéehead dheeHPPrAl f o eni conduct or, )
chip shown in FIG 105 will cg&eéipl ??1%% upeh¢Eypted (plain

Exexp) erof nGhBLAL i Ln this exampl e of operation,
the case where thegg]ﬁ%gggﬂg fPFEEEStiess: Hd nfararataion)
£460.dgf, the ram nodule PM1 will be
expl a?l%edgqq'h %P%BG ﬁt grsidpetifyisgdahe tHureitglon
rpgdquUS data bus 6140 to the encryption/decryption
CITCUIT 6I34*PL3ined errlieheusingyPIGONAQEST ypti on

circuit 6134 207 encrypts the wite data, as

expl ai F&F e, ¢fhe iy delon /S OFFREL O circuit 6134
corresponding to the function nodules in units of

Fepeadsis sant] mmdﬁanélaceaar@nfﬁn?&eb%.& NEa¥L ﬁ??lﬂeﬁhm’n

data bus 6144 in the external nenory

Anf BIGRE0BNshek2hg NG d QDtlnﬁlE |nf0rrrat| on_- used for
the encryption is added t sllﬁf‘é‘ﬁ?é’t?%ﬁ thehfunction

modules (key specifying information of the second aspect
of the invention) and key information used for encrypting
the function modules linked together.

Further, when the encryption/decryption dirc;ldii.t 6134
encrypts the block data, as shown iﬂ FIG. 107, it generates
pParity data for the block data and stores that parity da-ta

_ld.nked- with the corresponding block data in the external

_ memory 6160, At this time, the encryption/decryption circuit

6134 generates Parity data so that the sum total of the block

7 data_and parlty data becomes a Predetermined value

Further, the encrypt:.on/decryptlon circuit 6134
obta:l.ns key information for the function module 1nput from

the external memory 6160 by viewing the key 1nfomat10n table

6190 shown in FIG. 108 using as a key the ID number designated

_by the ID number designating instruction at the head of that

func“tz.on module. Further, the encryption/decryption circuit

6134 uses that key information to encrypt that fﬁnction
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6190 shown in FIG 108. At this tine, the judgnment
circuit 6135 outputs a judgnent result signal 56135
showi ng 10 i nvalidity/disconnection to the selection
circuit 6136, and the HALT signal S6161a, CPU
internal status read request zéﬁgpal S6161b, and CPU
internal status rewite request signal S6161c issued
from the selection circuit 6136 are not output to the
@é'fﬁ.lww IR the rdeotdronamitich StSL bSk "@hta .
encrypted on the external data bus 6144, even if the
ext er naFug&hgxhushel éhoryp tildn ddry ptiehe i t& ¢ 6134
confidentiality of the program nodidle PM1 Is ho

| detxrypBecthe Exadti®n0ihoRalAat | _ n thi.s exanpl e

of operation, the case where t'he%%q'é;f'ﬁ’ Iﬂgbed?egftma"y
| 88t £Het Hars 9" gdata the pragram npdule PM 1 from

t he exter nal %em)ry g%%(fe\fnplo}%dg'g’gefﬁ dihidd funptiiqn amodule.

rgadeh, Hst ion i ssyed by the CPU 6137, instructions
or data o%ygﬁé ﬁ?oﬂ?éﬁ?ﬁﬁd&Fe1PBPPlEPéene@¢-dgtghtnnthat

-t sjgnated address of the external nenory 6160 and
SR

pUtS T Qghhe PR Sldhapndeha dibeBhadd!, 0i £ hMudging
quny tion/decryption circuit 6134. Further, the
en r‘y"Bf‘P&n}a@erarcen Etrilts Ghdopeedtiochneskele cpu 6137
information table 6190 shown in FIG 108 based on 5

(e R fambepshiarehyidde &Br8HMBes 455k gat i ng
instruction set at the head of each function nodule

i nput adteORhaitNSin the present embodiment, the data length
of the block data and the data length of the function module
may be the same or different.

The judgment circuit 6135 generates a judgment result
signal S6135 instructing invalidity/disconnection and
outputs it to the selection circuit 6136 when the CPU 6137
i1s accessing (for example, fetching) a confidenf:ial program.
module PM 1.

Further, Judgment circuit 6135 generates a judgment
result signal $6135 instructing validity/connection 'é.nd.

oui;.puts it to the selection circuit 6136 ﬁhen the CPU 6137

is not accessing (for example, fetching) a confidential

pProgram module PM 1.

The judgment éircuit 6135 monitors the addresses and

~ instructions output by the CPU 6137 and fiowing over the

address bus 6141 and signal line 6142 and, based on £hé Same,

* judges if the CPU 6137 isg accessing the program module PM 1.
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the key information corresponding to that I D nunber.
Further, the encryption/decryption circuit 6134.

decrypts the instructions or data read fromthe

external 10 nenory 6160 using that key information in
units of block data and then perforns parity

processi ng. Further, the pa"ri:f pt ocessed data or
instructions are output through the CPU data bus 6140

to the . BREnGURY juddmeiiti Sesull® s idHh 1 HEYHE Ex G 1S ¢

6135 outputs a 15 judgment result signal SGf?%ﬁt%%ggudgment
| iedreatiith 6 1 350 i @ildli a0 ;SN e to the selection
circuit 6136, and the HALT Si g%“ayo@fé“fé‘,n%°“' the

| Bkl ofl L US 5 gag kequest . .sj gnal 86161b, and CPU
internal status F g\l\ﬁ%llt:agqugaﬁl §1dagﬁeg°’néﬁhe EIF cigmkds6161a
feQ he_selectign circuit 6136 are not output 20 to
t%e%u‘eféfﬁ%ﬁ uaﬁﬁé‘ﬁ,geﬁ §d&1t Heppriatdogahalits matuest of
egcrgﬁted on the external data bus 6144, even if the
eXTEPHdI 28RS tHAE Ehesinventibnii mhyl dbebedot! kfatput it to
confidentiality of the program nodule PM1 is not i

- 1'HRe. CB8 @k32xpHaereedtheoHRLTacegRAINEE181LNSs o signal

sem conductor 209 chip 6131, even when storing a
cord toerting P6 oPemPorRE § M 1t Q-§§?§§%ﬁgga%f3fhe CcPY

menory 6160 outside of the sem conduc rp
tésronfidentiality of the programnodule PM-1 can
be held. 5 That is, when a confidential program nodul e

PM1 s d,, LN the eﬁgernal mepory 6160 is accessed -
8‘1@—;]“ gment result signal S6135 from the judgment

by the

circuit 6135 indicates invalidity/disconnection, the
selection circuit 6136 invalidates the CPU internal status
Aread request signal S6161b and CPU internal status rewrite
reqﬁest signal S6161lc input from the debugger 6161 and does
not output them to the CPU 6137.

Here,lthe CPU internal status read request signal
S6161b is a signal requesting information showing the
internal status of the CPU 6137.

The CPU internal status rewrite request signél S616lc
is a signal requesting rewrite of fhe information showing
the internal status of the CPU 61373-

On the other hand, when the judgment result sigﬁal
56135 from the judgment circuit 6135 indicates
vglidity/conqection, the selection circuit'GIBG outputs the
HALT signal $616la input from the debugger 6161 to the CPU

6137.
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the selection circuit 6136 prohibits the debugger 6161
from comunicating wwth the CPU 6137, so it is
possible to prevent the processing of the program
nodul e PM 1 being executed 10 by the CPU 6137 from
being illicitly nonitored by the debugger 6161.
Further, since parity proces€i0% i s performed after
decrypting data and instructions read fromthe

ext er naWhensier yuddhan tWesu 19 84 i5hah| $6 15y ti
is used for 15 the decryption oerhen t he §&?%P%H%:]&Ebme“t

| edreudti enss5alAdid8ebkoyaq ;Q gred.wth, this can .
be detected by the parity 5r%§%23|n“e°ﬁ& °Qyi (A5 yPelection

deab-byu it h n t|o is pot limted to
t he abgteblggpﬁueésgg %%Odl nf“ 9FnRYr SERERS @eadh request
t?f g? aﬁﬂg%%enbodlnent the case was

? V kRl atatnat rewrite| me@uest signal
Hggﬂg in FIG. 108, that is, the key information, was

1e 1npnd fremridie debugdicr 6165, tdtthel CPUSEESFO! Further,
possible to encrypt the key information table 6190

afhte stekection witdwmi 251 36 bertpalt TR P18t HAT status
Ni nt h Enbodi ment The present enbodinent is an

ST X1 I riagnon dirgh £ 1Ay 2204 t 8, 24 eeLs 5
of the invention. Next, this enbodlnentg%f % 8§§$8§8nﬁlth

e et P AL L S LSRG ene
R A1 Of

The CPU 6137 outputs to the address bus 6141 the address
of the external memory 6160 and to the signal line 6142 an
instruction type instruecting signal S6137a showing the type
of the instruction being executed and, in accordaﬁce with
the same, performs processing using instructions and data
of the program modules PM 1, PM 2, and PM 3 read from the

external memory 6160 through the external data.bﬁs 6144 and

- encryption/decryption circuit 6134,

When the CPU 6137 receives as input the HALT signal
S§616la through the selection circuit>61361ffom the debugger
6161, the operation of the CPU 6137 is halted.

Further, when CPU 6137 receives as input the CPU

Vinte:nal status read request signal 86161b through the

selection circuit 6136 from the debugger 6161,‘it outputs
the internal status signal S6137d including informatidn

showing the internal status in the CPU 6137 designated by
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- Card

t he conmuni cati on system 701 of the present _
enbodi nent. As shown in FIG 109, the comrunication
system 701 uses the server 702, IC card 703, card
reader/witer 704, 10 personal conputer 705, ASP
(application service provider) server 719, and SAM
(secure application nodul ey ¢8€t -709 to communicate
through the Internet 710 and perform .settl enent

pFlorbssignabr S616eh pPhe6aghi BHel 9b1RBCRE BRCAY LGy YS] ' :
the IC card 703 (integrated ci?cuit gf t he p%ggé%t 611%? to

| tlvendébiggedNE1 &AM unit 709 (data processing
apparatus of the present invention) has an external

Menory or.gge i rcy of . .the present invention)

and SAM ¢ ﬁ'p 08 s eMT S &G @ecRiiMesHthenEPU internal
Rresgnt inve,r%i on). 20 The SAM chip 708, if necessary,
transters < VigHesh stigmals AAledio thesmglhotther selection
sem conductor circuit of the present invention). The
SAMIHih oth, frem thandelugger s6benh, it Fbfaritdd, the
connected with another ASP server 719a different from .
tE oZA i s1eBring tame Shidal BtGtuklbe 28e EPU 6137 by
connected to the same ASP server 719 as the SAM chip

the. cdhtenth e iyl HERHP L 4 §I§£'7 a_i .
basically the sane as thig SAM c#{ﬁ)a%'(\f% Xt ,Og‘t"ﬁeéo this,
¢aePeperheishone Rk 5]1%9] will b plained, 5 [IC
%3] Al G 1159‘?5&‘55 tnct ilc?ngf’“g:lrﬁ’gﬁ'e&]i b¥r theoflehngger

btegard

The debugger 6161 uses the HALT signal S6l6la
corresponding to the debugging §bject to.cpntrdl the
operation of ﬁhe CPU 6137, monitors the operation of the‘
CPU 6137 using the internal status read request signal ‘361 61b

and internal status éignal '56137d, and customizes the CPU

76137 by the CPU int’ernal status rewrite request signal

S6l6lc.

Fext, examples of the operation of the semiconductor
chip shown in FIG. 105 will_ be explained.

[First Example of Operation]

In this example of operation, the case where the CPU
6_13'7 writes into the external memory 6i60 data of the program
module PM 1 will be explained. -

The CPU 6137 outputg the write data through the CPU
data bus 6140 to -the enc‘:ryption/decr’yption circuit 6134.

Further, the encryption/decryption circuit 6134
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703. As shown in FIG 112, the IC card 703 has an IC
(integrated circuit) 703a provided with a nenory 750

and 10 CPU 751..The nenory 750,  as shown in FIG 113,

has a storage area 7551 used by a credit card conpany

or other service business_7}%Y% _a storage area 755 2

used by a service business 7152, and a storage area

7 d a _service. 15 business 7153. Further, the
néﬁgfgﬁggo%§F0V5§tﬁe93&8taaﬁseapﬂeﬁneﬁuégrﬁgean acALRS key
right to the storage area 7551, key data used for

j LA AR cee sesPohding tdicthe MRS & ebdBRSs in units
and key data used for judging an access right to the

stbriatpek lateantbbdi tésathkeyadlat thrdigh! S8h fWtornal gata

mut ual authentication, data encryption and

duts ypt4oninethe &EXEEHREL]L ﬁ&ﬁoﬂfﬁ&iig 75.0 stores
identification information of The card 703 or user

of the pfz@add Q3 t.the SAM unit 709 will be )
expl ai ned in detall. g@ e r§2ﬁ%d'rﬂg( q’?o§,hea§e¥xﬂr¥‘§i°mtlon
ealdd ¢b external. 21 menmory 707 (storage :
circult ro?ﬁltg r?g{bﬁ?stérﬂn i"ﬁ\/"‘b‘ﬁ‘t“?"?)|’Bo ’é%ﬂ keynimfoigmat@®n table
%H(érMUctpr circuit of the present invention).
of t ware oot i -ati®h of SAM chip 708] 5 The SAM
chip 708 has the software configuration as shown in
FI G 18% this time, the judgment circuit 6135 outputs a

judgment result signal 56135 showing
invalidity/disconnection to the selection circuit 6136, and
the HALT signal S6l16la, CPU internal status read request

-signal S6161b, and CPU internal status rewrite request signal

S6l161c issued_from the selection circuit 6136 are not output

to the CPU 6137.

Furthef, sigqe the write data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, the confidentiality of the program
module PM 1 is not lost. | |

[Second Example of Operation]

In this example of operation, the case whére ﬁhe CPU
6137 ;eads ipstructions or data. of the program.module‘PM 1
from the external memory'6160 will be explained.

Due to a‘read instruction iésued by the CPU 6137,
instructions or data of the program module PM“i are read

from the designated address of the external memory 6160 and
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As shown in FIG 114, the SAMchip 708 has, fromthe
bottom | ayer toward the top |ayer, an HK (hardware)

| ayer, OS |ayer, |ower handler |ayer, higher handl er
| ayer and AP 10 | ayer. The | ower handler | ayer
include a driver layer. Her o in the AP | ayer,
application prograns AP 1, A 8 - and AP -3
(application progranms of the present invention)
dePtAPkgthrougliutbe énteusalofiathebhs gand Q3 Hhw
credit 15 card conpani es or other businesses 7151,

7¢6eryphilod 188crep0in i fiFkipi+1893are read out and run
fromthe external nenory 707. In the AP | ayer, the

appl i cagwOrhdiF OG: - AP and.AP-3 and_ t he .
hi gher handl%' %g’%g?“éaér%‘lﬁ%%‘( ‘é%‘drfé@ WBBF1ouL Rl 34 views
' Lre s FW ternal. Menory 707] FIG 115 is a
Wé%]v ’%# %@% ‘é“.‘%‘f"ﬁ%’[ Fﬁ%bg? P LR shewr ipfFIGe dRBebmaled on
q%gor%-7o7 As shown in FIG 115, the storage areas of
e &0 BPREPT Shovm kg §he o invetheie des i ARattioiagastied tion
72201 in which the 213 application program AP 1 of X
t9RE <t Vi hrad mf 24216 Functishomesiu B Ak et 0O4A8Cobtains
area 7220_2 in which the application programAP -2 of

tthe deaw iioef chusitriess cbkae dgorid Bif ho %aﬁpxﬁt%;@g _

area 7220_3 in which the application program AP - E-

of theraetheee RUS [ red, and an AP

e e R o R

managenent  storage area /221°use
HE%r§ﬁ¥ECQhQ Eggtructions or data read from the external

memory 6160 using that key information in units of block

data and then performs parity processing.

Further, the parity processed data or instructions

‘are output through the CPU data bus 6140 to the CPU 6137.

At this time, the judgment circuit 6135 outputs a

. Judgment result signal S6135 indicating

invalidity/disconnection to the selection circuit 6136, and
the HALT signal S616la, CPU internal status read request
signélSGlGlb,andCPUinternalstatusrewritexeque#tsignal
86161c issued from the selection circuit 6136 are not output
to the CPU .6137. |

Furthé;, since ‘the write‘data is not encrypted on the
external data bus 6144, even if the external data bus 6144
is illicitly probed, thé-confidentiality of ‘the program
module PM 1 is not lost.

As explained above, according to the semiconductor
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The application program AP_| stored in the AP storage
area 72201 is conprised of a |later explained plurality
of application elenment data APE (data nodul es of -the
present 10 invention). Access to the AP storage area
72201 is restricted by the firewall FW1. The
appl i cation program AP -2 5téP&d-in the AP storage
area.72202.. is conprised of a later expl ained

pThRI §%31 ofeveap pihican tsit@i i@l R onda _ t |
the AP storage area 15 7212(?; IS Pes??f‘?tggt} ?)%%%E%m Rodule

fEM elvdlnl afr\dst te Al degtﬁll% BLRYi dégft-}% fsatggrré'_fe:gnidrl}lctor

the AP storage area 722 IS conprise

enipided plyaldd Vel jcation elenent data APE.
Access to 'Itohe AP %‘g%ﬁ%%%égﬁﬁtyﬁo@? Pregrapcredubg PM 1
t fdd ] FW1. 20 In the present enbodi nent, the

appl i cat 10f "el ement  data APE is the ninimum unit

downl ogded for exanple from outside of the SAM unit

709 t o TPRE B Ehea a gonfiidei0y alpeogpuitesd®ie PM 1 stored
application el enent data APE form ng each appli cafion ]

pPofhanrederpell mesioryddismiinedidieddid by Ahe cPU 6137
correspondi ng service business. 214 Further, the !

ppl sebecotopranianse AL s piBrin 50 AebieeelBr rrom

the external nenory 707 are scra

e SrYOR SR BT, B Raldpsyit provene
e R AT
gj} Q:%l’e CPU 6137 from being illicitly monitored by the debugger
6161 .

Further, since parity processing is performed after
decxrypting data and instructions read from the external
memory 6160, when unsuitable key information is used for
?he decryption or when the data and inst.:rué.ti'onS %u:e
destroyed or tampered with, this can be detected by the parity
p;:oce._ssing and suitably dealt with.

The present invention is not limited to the ébove
explained embodiment.

For gxample, in the above axplainec'l' embodiment, th-el
case was illustrated in which the key information table 6190
shown in FIG. 108, that is, the kéy- information, was ileld
in the judgment 'ciréuit 6135, but it is‘also‘ possible to
gndr_ypt the key infprmation table 6190 a;nd store it in the

external memory 6160.




and 7163 shown in FIG 109 and downl oaded through the
" SAM chip 708 to the external nenory 707. Next, the
application prograns AP 1, AP 2, and AP.3 10 will be
expl ained in detail. There are one or nore application
prograns for each service business in the SAM The
~ application programs AP 1,-APL19® -and AP-3
“(hereinafter also referred to as AP) are, as shown in

FIG 16nkdd Exdasdkipri sed identification data AP ID
for identifying the application program AP, data

APE- NUNthshow 8 of _the appl..cation . .

el enent . da?gle%\%gtit E‘E‘FE e Sl{ﬂﬁ 1% R4t eﬂ%gfiﬁ‘ﬁf‘itoﬁ"rreslmndlng
on r. nore application element data

Rl A e B e bR e s s | By enbiRn o bo

di fferﬁnt for each service business. As shown in FIG
116, t N&*&kpplthda isgboslimant ofatthe AR den tcanprémeib®fwill
‘data APE SI ZE showi ng the data size of that

5 BEpFredfiaede wittn reRsmeniRE td dend ifteaiia dalw RSs |
APE | D for identifying that application el enent data
APE, 2E5G. 20¢ tikeadatiawdo@PeheABRePh11MHRSriliEation of
cidentification data APE-1D is conprised of dtaAtl&If ,
ENEEcehavwhigalti®n! ¥R tfn g Lhcation el.enent . data
APE and the data | NS NUM shovmgﬁgt?%ei)irgesr?ﬁﬁ ieéngﬂdo‘r?‘%“t‘
nunbera{i O8L3RCE,| tifhgatipn nunber) of the
appl i cation gl gﬁegﬁada ggAPEgW PAFMUPAGREEPPe SYFitem 701

NS NUM i s naged
SQ&Q Lhe server q%Z,gIC card 703, card reader/writer 704,

10 personal computer 705, ASP (application service provider)
server 719, and SAM (secure application module) unit 709
to communicate through the Internet 710 and-pefform
-settlement processing or other prégessing'for-a procedure
using the IC card 703 {integrated circuit of thérpresent

15 ,ihvention). |

The SAM unit 709 (data processing apparatus of the
_ presént invention) has an external memory 707 (storage
cigcuit of the present invention) and SAM chip 108'
(semiqonductor cipcuit of the present invention} .

26 - The SAM chip 708, if necessary; transfers data with

ancther sSaM chip 708a (other semiconductor circuit of £he
: _pir:es-ent invention) . The SAM chip 708a, for example, as shown
in FIG. 110, is connected with ano;her ASP server 7i9a
~different from the SAM chip 708 or, asi shown in FIG. 111,

25 1is connected to the same ASP server 719 as the SAM chip 708.
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by the end user (service business) side. For exanple,
when the application elenent data APE is the file
system configuration, the data APE TYPE beconmes 10
"2" and the data I NS NUM becones "1". Due to this, if

the same SAM it is possible tqg_specify the

application elenent data APE 2dambi guously by the
identifiniq}%i on g.ata APE ID. The external nmenory 707

shown | Gonitgurateen the dhe abAMERXR! 9hRET ; .

appl i cation programs AP (AP 1, AP 2, an Agag) 1s basically

erfdis pame bys t tiee esmM y@h 1,9N76gy data K AP outside of
the SAM unit 709 as the application program package

APP. As Ndix enRtie/ Rid dat,a RAP, encryption key
data differing for ng:lgl)c AppI TRAM GHP FHr ak99 switkdbe

2@xpdindde types.of the application elenent data APE -
expl ained using FIG 116 will be explained. FIG 117

is a vi showi n n exanpl e of the application
el enment eEglgt gaﬁﬁE%sér ed in one AP area. As shown in

FI G 111’Zi[§t h&?AP_ area stores card access 25- key: :

data, fTT8 systehf ofingtianadrbietR, dSfaytyal 421 '
a,g hentication key data, inter-SAM key package ?{e?/g fc cara
d ; 1 Ccard operation macro command script program
(processing routine data of the present invention), a
menor y &l sissw ikeyrdackgge, ea.registration key
package, area del etion 5 Key %Pg%kg%e?ggér fdehas an 1C

MEigitsdgod 6 KEYPACKAHEs, Servi ce del etion key
package, and AP Fesour ce kRrAutdek wpthas mamory 750 and

el gt i on el enent data APE.

The memory 750, as shown in FIG. 113, has a storage
az;ea 755__1 used by a credit card company or other éervi;:e
busi

usiness 715 1, a storage area 755 2 used by a service

—

business 715 2, and 4 storage area 755_3 used by a service
business 715__3. |

Further, the memory 750 stores key data used for
judging an access right to the storage area 755 1, key d;ta
used fo;: judging an access .right to the storage area 755'2

) : ' -

and key data used for judging an access ri'ghlt to the storage
a:t.'*ea- 751-':_._3-. That key data. is used for ﬁutual. authentication,
da.ta' encrypt_ioh and decryption, ete.

Further, the memory 750 stores identification
information of the IC card 703 or user of th.e, IC card 703.

Next, the SAM unit 709 will be explained in detail .

The SAM unit 709, as explained earlier, has an external




Next, the application elenment data APE shown in FIG
117 will be explained. 10 o Card Access Key Data The
card access key data is the key data used for a read
or wite operation with respect to the nenory 750 of
the IC card 703. Further, key data to be viewed by the
| ater explained | C card operd® on macro conmand
script program 15 is also included in the sanme type of

PRt TON Esboeage dataudBEces ¢ he cgess, key
~data. o File System Confi gurafi on DaP%a%%g%f ﬁ?’eeﬁ%toé’rﬁ and

CRAM i chi it TOH (kodei od .ncl ud | og data.,
negative data, and geﬁ?%gggggggﬁﬁui'ﬁe°¥ogﬁﬁaPﬁeis?“ltor
exvaleislat a of the history of wuse of the application
el ement data APE, the negative-data is for exanple
expi r at, infornpption of the 1C card, and the genre
dat a is[éf))ol}rtwéaff chfguratian of WM cchimri7@8] t he
¢ SAM 2g For,  exanmple, the file system configuration
sel ect $hey FAM Foipy J88thasheHe | ooineess doeetddrkeVon as
- designation sort ring) and, if a record key, sets the
FbeyRd ig FAG-.nddder of records as a whole, record
signature version, record signature nethod type,

recor dAdashoshzen and_rgp@gdtﬁ'égg ULE- ., Further, .
when witing data fromthe outsi d%‘i %ﬁ%ﬁe#ﬁ%‘lléas' rom the

Bystei) 1hfedegb@gnalics ef_to performthe signature
verifi cat?on etc. Her}é%hg&gr%%%?ﬁ' 3 T e(harfviare Lnlayer,

0% layer, lqwer handler layer, higher handler layer and AP
10 layer.
The lower handler layer include a driver layer.
Here, in the AP layer, application Programs AP 1, AP 2,
and_AR;S (application programs of the present invention)
defining procedures for use of the IC card 703 by credit
15 card companies or other businesses 715 1, 715 2, and 715 3
shown in FIG. 109 are read out and run from the external
. memory 707.

In the AP layer, the application programs AP 1 . AP 2,‘ |
gnd.AB_B and the higher handler layer are provided.between.
20 them with firewalls FW.

{External Memory 7071

FIG. 115 is a view for éxplaining the storage areas
of the external memory 707.

As shown in FIG. 115, the storage areas of the external

25 memory 707 include an AP storage area 7220 1 in which tﬁe
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witing/reading of file data. o SAM Miut ua

Aut henti cation Key Data 10 This is al so used for

mut ual authentication between ,APs in the same SAM
The SAM nutual authentication key data is key data
used when accessing the correspondi ng application

el ement data APE from anothe@d3AP in the same SAM or

anot her SAM 15 o Inter-SAM Key Package Key The

| APRliGAMLkByPPagkageAkey be ene’ ¥RkIRK ! ;
when exchangi ng card actess key data or eotglgles(ri%&atsa%%il 1s

a$tered| rﬁmgﬁ%ﬁ;&%&é@'da%’ér r‘gﬁq:%‘g;,g%hi% Caradmlication

Operati-on Macro Conman
ragion Q command script program is -

LSRR Y 2 IRE"EhS PREVERS: RusthreBelf sadd ecseorbds an
Ade L der of ﬁrgcessi ng relating to the IC card 703 -
or tranSactrEfs’ef Ph3tir whdphs thecapgldca fihen G @pran AP 3
%%ﬁ% tion pacro conmand script programis set in the -

Ri e705¢e E‘&mﬁaﬂélﬂzeﬂs ytdhed SAMAChh M A8nagement
whereby the corresponding 218 - IC card entity data is

negicedren NOAY sdid ibg) amKaunBaekase TAS BRAPHK; .
di vi'sion key package is data used ok i vi G o Raip 708.

st or agehar applotathencyt-85Rah A8 _”P;s}’%gxogd Yo ¢ egs,?ts)«rs&rage

of the IC card 703 before a servic UST Nness
r e\ is he I1C,card 703, o Area
b@eal YD29 3E4Y% Eg%%&%%gt ge LG gand explained plurality of

Regi stratTon Key

application element data APE (data modules of the present
invention). Access to the AP storage area 7220 1 is
restricted by ﬁhe firewall‘FW_l.

The appiication.program”AE_Z stored in the AP storage.
area 7220_2.is comprised of a later explained plurality of
application element data APE. Access to the AP storage area
7220 2 is restricted by the firewall FW 1.

The applicatién program AP 3 stored in the AP s-toragé
grea 7220 3 is comprised of a later explaiped_pluiality of
éppliéation element.dataﬁAPE. Access to the AP storage area
7220_3 is restricted by the firewall FW 1. |

In the present embodiment, the application element

-data APE is the minimum upit downleoaded for example from

outside of the SAM unit 709 to the external memory 707. The

pumber of ‘application element data APE forming each-

application program can be freely determined by the

corresponding service business.
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The area registration key package is data used when

performng area registration in a storage area of the

menory 10 of the IC card 703 before a service

busi ness starts running a service using the IC card

703. 0 Area Deletion Key Package (Internal GCeneration)

The area del etion key packagelids -a package whi ch can

be automatically generated in the SAMfromthe card

access FuBtkey, ddicappl$ea\ics LSt atd Ki 7

(Internal Generation) The serv%géreg?&%’i g‘%—ﬁeyandm’_:‘

patéegd ifi YRedek@brnh®OhshEkin pplication, el ement

data APE of the external rrer%gr 39/0?O$r5eFSF€mPFr8d- They are

S ¥ ELmPS I NG starts.runni a_20 service using the

IC card 703. T éns%‘?ef&céng‘ég#ﬁgrﬁWoﬁthy"Bﬁekage is a

packageﬁ.u il%___b n be automatically generated in the

SAM fromcard ‘ag%‘?sgpph‘ey‘aﬁh?ﬂP@m a2_Del®xridp A2y ap 3

F;acka'e (I'nternal Ceneration) 25 The service deletion —

ReY patRa§EaPPlescnrodnoddi by vty 263 viarPbusdhbeles 715 1,

%‘%rrezgt d;tGa APE registered in the external nenory -
—<¥hénskeif¥bc8 deingi e Ry RAEKIABSmbS 2 225 KR0 )

whi ch can be automatically generat edmlbﬁ t he Z&ﬁﬂ-?fo?nle-—z'

endd7a6cS8sshown kayrdataz09 K8Y 521l qlRE The key

data K -APE is used as an encrypti onléeé?e‘\:/\lh frough”the sam

¢hip 708 to the external memory 707.

Nexf., the application pPrograms AP 1, AP 2, and AP 3
will be explained in detail.

There are one or more application programs for each
service business in the SAM.

The application programs AP 1, AP 2, and AP 3
(he.reiﬁafter also referred to as AP) a;re; as shown in FIG.
116, each comprised identification data AP ID fof
identifying the application program AP, data APE._NUM showing

" the number of the apglication element.(iata APE included in
that application program, and one or more épélication element
data APE. |

The identifj.cation data AP_;ID is set to be different
for each service busin.ess.._ a

As shown in FIG. 116, the applicaiéion element data
APE is comprised of data APE SIZE showing the data size of

~that application element data APE, identification data |

APE_ID for identifying that application element data APE,
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setting the application elenment data APE. Different

key data K -"E is assigned for setting application

el enent data APE 10 for every AP area. Next, the

above explained I C card operation nacro conmand

script program (hereinafter 2 o referred to as a

script program) will be expl &'med in detail. The

script programis a program for defining 15

appr thei dater pgores ARPE PAR 2, and AP -3 of the

service business 7151, 7152, and 7153 running on the

SAM chi Ber&(8tiaa di PEwELEE£61i 64 | j rf or med.

by the IC card 703 when execﬁ%i%%%gﬁapr% Pigsatcfoé??rlSEd of
pdataaneE tepkhsh n L,ment .. as_expl.ai ned

| ater, as shown §8§§§ EPégmggg,°?h5h%ARPBﬁFEaF68“ element

P&4 £Q1 ABE PLRSESSL N as o) the script downl oad task
769 and scrﬁgtéﬁétg?g?eigﬁL t §iRwingothagigensiftiestion

f he, AP managenent table data and script program
t*éggéfc%ﬁﬁf%ﬁﬂ? VI qa tieam nteder) ofptthedapplication
bl.ock ngl xlI', output data block 732x2, |og data bl ock .
PIsPent data ARE wdbhdnathan gl .M BALATIE ORM B mihaged
used for 220 procedures relating to the service

hysithes and UBlr  (RibricanshShidh Giddd is a view

for explaining the commands used for describing the

| C car @oepesaiwpda , Mok Qm@n@ggl iRt.. 5.prograng.. In

t he commands, commuands for theé s%%%%ﬁfﬁ Fﬂﬁmﬁggéﬂiata APE
aketgbV LSt A 'S, whi |l e commands

rSI ;tgfangﬂ%%meyé tdnp ccjrﬁ:t:t. ratidn, the data APE TYPE bgcomes

"2" and the data INS NUM becomes "1". Due to this, if the
- r

same SAM, it is possible to specify the application element

| data APE unambiguously by the identification data APE £[D.

" The extern_al memory 707 shown in FIG, 115 stores the

above explained application programs AP (AP 1.,' AP 2 and

_ &_3) encrypted by the encryption key data K AP outside of

the :SAM uﬁit 709 as the application program package APP.
'As the enérﬂ:tion key data K AP, encryption key data
differing for each application Program is used.
Next, the types of the application element data APE |
expléined using FIG. 116 will be explained. |
FIG. 117 is a view showing an éxample of the application
e;ement data APE stoxed in one AP area. |
As shown in FIG. 117_ + the AP area stores card access

key data, file system configuration data, SAM mutual
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operation of the IC card 703 are given the first

letter "C'. Further, the second letter is selectively

used in 10 accordance with the application. For

exanple, for an issuer setting declaration of the IC

card 703, it is "I", for a declaration of the

application el ement APE (sér%%@e‘type el ement
da&%snﬁéion), it is"S", for a sinple read declaration
fAYMeHel ¢a-oon ke Hatd, | ot ~SAM kS APk Eqe 1R

wite declaration to the IC card 703,é¥§§is § ?, 3¥ddata'
i} caanl apelratdionOfaekeMBBimdal2 onputatio .
definition, it is "F' The connaﬁégﬁggeﬁP?%fam (processing
desadind RGN S G ograns 7211, 721 2,.and 7213

i ncl ude the SC corrrfegh)cf‘?é CoMMSREIony & mememyidivision

GQR cogmmand, Cl command, -CS command, CR
cor?r?r%%;ka nd BRFComAgHT Eoftfe oc kesinrankags a aoraradelletion

decl ariF(I t he. nunber of the nmaxi mum nunber of 1C
cardPaf ' d FCXVIHTEC K adis tSaich ey’ @A ckarye)) QEaEEi ce
si nul taneously. 25 When the SAM chip 708 can .
driatianebag| Bagkanes aid 0P Z2boureies ke UELEAKIADE as the
entity data, "SC:1000" is described. The SO conTrand is :
arpdimabiohoeldmshar dagat Aegdata bl ock for form ng
the output data block 732 x2 in which the data read

o et o R B L B SR

bl ocks provided i'n the

PLPCESH1 NFa US) he.lC card 703 based on the | ater
expl ai ned I%Igg?%n%%t ity data.

o Card Access Key Data

The card access key data is the key data used for a
read or write operation with respect to the memory 750 of
the IC card 703. Further, key data to be viewed by the- later
explained IC card operation macro command script program
is also included in the same type of application element
data APE as fhe card access key data.

) File System Configuration Data

The file system configuration data, for example,

_includes log data, negative data, and genre data.

The log data is for example data of the history of

use of the appligation element data APE, the negétive.data'

iz for example expiration information of the IC cérd, and

the genre data is for example the record of execution at

the SAM.

For example, the file system configuration selects
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For exanple, when the data blocks 1 to 10 are

provi ded, when storing the data read fromthe I1C card
703 in the data 10 block 1, "SO 1" is described. The

SI conmand is a conmand for declaring the data bl ock

for formng the input data block 731 x| in which the

data to be witten in the tQGtard 703 is stored anong

the data bl ocks provided in the SAM chip 708 when

el yPen G SeHY OLEES | NG LSE N Card. 403 based

on the later explained I1C ca?rdé%%f#%/e%a %_31%?%1011 sort
NP & t data bl ocks 1 to 10 are provided,
V\hgir?;st ol rdll}'ﬂ f;ﬁt r%er(ﬁﬁaoar‘? gk??é’ Wit ethe rregord | £izar gnumber
%83 iréo tEhe, data blocks 2, 3, "SI:2, 3" is described.

THE S 5 ffmdh Fhdler nmrrdl Fianatavtarvegside, deécord
bl ock form ng the | og data block 733 x3 for storing
EhErpSgTrede thed tameagregoad dopesakbgramiiRagories ddhature
bl ocks provided in the SAM chip 708 when perform ng '
lsewe Bk Haensivigen heri ding @lada’€3oRa868 AR dNE i Bhe file
explained IC card entity data. 25 For exanpl e, when )
shetdal aibl deksghaltesl Qraddy @4 e o?%? e
storing the log data in the data g’l%gfk ,'th\'légﬂzséf'gl}ast“re
webLribefionhaealr aQ nd i,S..a_capgmand for praoviding..
the data bl ock form'q]r%n;jl tgheiggr?ﬁ%t at"isoﬁg'ﬁef“plﬁﬁ‘?g‘"ﬂé{“&t of
NaTlsYel ..o describi the definition of the
rel aﬁ%ﬁé%%élv\% n°® h%"gﬁplgg&&ti on el ement data APE
relati ngﬁpéﬁ the. | C card 703. The content of the
conputt Myl Rutheatbratkon Key Data

This is also used for mutual authentication between
APs in the same SAM,

The SAM mutual authentication key data is key data
used when accessing the corresponding application eiement
‘data APE from another AP in the same SAM or another SAM.

© Inter-SAM Key Package Key

The inter-SAM key package key is encryption key data
ﬁsed when exchanging caafd access key data or other data after
inf:er—SAM mutual authentication.

o iC Card Operatiqn Macro Cquunand Script Program

A'.’l‘he IC card operation macro command sc’ript prograin

is generated by the service business itself and describes

-the order of Processing relating to the IC card 703 oi:'

transactions with the ASP server 719. The IC card opekation‘

macro command script program is set in the SAM unit 709 ‘

‘then analyzed by tht_a SAM chip 708, wﬁereby the correspoﬁﬁing
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734 x4 becones the pre-processing information of the
IC card entity data. 10 The CI command is a command
for declaring the issuer of the IC card 703 (service
busi ness). The data specifying the service business
defined by the C command becones the I C card type
information of the |1C card 2h8ity data. 15 The CS
command is a command for declaring simultaneous

aperear@nefti 8y PANER! LLY, yj,ces to the I C card
703 by citingythe name ggg?fgg?dfhe application

el ement,, 4al.A . (service type elenents). The CS
com’rando. can a&?’d‘é’é la?récl?%yf ffCtaHh defining
proces;%qg anong applijcation elenent 20 data APE

desi gnatist A5me s Y PE key macksgmpie, dita used for
possible to declare "CS:"Rc"+"W"+"W{"". Based on the
MJ&ﬂHQ_)fthQIGSWMS dw&hﬁleﬂwfﬂﬂﬂt,{l&gory 707 or
information of the IC card entity data and :25

Pregeens iafy tired 6IC icalvdr MaBi BaraLe Qeéswleédbu%}ﬁe %hgtarts
CR command declares to store data read fromthe I T

tar dufld isersrides Wi datag: J¥gn the relation
anmong application el ement data APE is not defined

(when gFa,eqmgRRg J t described). 5 For exanple,
when storing th gégggggdﬁ%yokﬁﬁﬂéch card 703 in
the d "CR SO 1="Rc"" is described. The CW

a%ﬁ bgock 1, SO,
command  decFSPef o3 SfFRtionakgysPackagenis data used when

performing area registration in a storage area of the memory

of the ‘IC card 703 before a se-i:v:i.ce business starts running
a service using the IC card 703.

© Area Deletion Key Package (Internal Generation)

The area deletion key package is a package which can
be automati—ca.lly generated in the SAM from the éard access
key d_ata. |

~ © Service Registration Key (Internal Generation)

The service registration kéy package is used for
registering application element data APE of the éxternal
ge{mory 707 before the service business starts running a
service t‘xsing the IC card 703. |

The service registratipn key Package is a package which

can be automatically generated in the SAM from card access

. key data.

© Sexrvice Deletion Key Package (Internal Generation)

The service deletion key package is used for deleting
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desi gnated data -block to the I1C card 703 when the
relation anong application elenent data APE is not
defined. 10 For exanple, when witing data stored in
the data block 2 in the IC card 703, "CWSI:2="W""
I's described. The CF command decl ares the data bl ock
for describing conputation @38t ent spanning services.
For exanpl e, when describing conputation content 15

S‘BﬂnﬁllﬁgtSQHVEG.Eﬁehﬁ Hheasﬁpﬂai'@ ELSQQK'eéF gF biEXtErIlal
at ocC

" FUNC=SF: 1" is described. Further, the

rmemdegcvobed init, for exanple, ""W"=If ("W:">10)

then ("W"- "WJI" ="W"*0.08+"Wd")". This formula
expressﬁg,et atipn 20 aof subtractl ng 10 fromthe
val ue of We h%eJ? 'ﬁ’a‘f‘hqﬁ PRfERIS of S serpagkageéwhich

| er_than .10 and addi ng a nunber of points
c%arx# &ebs'%ond’l; n“ba'f’oc%]%%fgw ey dhiey SAMOEmER ched\ccess -
Q%ext the data stored in the AP nanagenent storage 25
¥ 9BFA- of the external memory 707 shown in FIG 115
wll 224 - be explained. Access to the AP managenent

‘st orag® &ewa DAt K ;PR estricted by the firewal FW4
Not e that, the firewal | FW4 corresponds to the

i B 3t e 18 e
E&M@Q@eﬁheséﬁfﬂ&@f&@ e?t%alent data APE. Different key data
K APE is assigned for setting application element data APE
for every AP area.

- Next, the above explained IC card operatior; macro
command script program (he_reinafter also referred to as a
script progr_:am) will be explained in detail.

The sc‘:ipt program is a program for defining
application programs AP 1, AP 2, and AP 3 of the service

business 715 1, 715 2, and 715 3 running on the SAM chip

| 708 and procedures of Processing performed by the IC card

'770'3 when ekecuting the application programs.

In the present embédiment, as explained later, as showh
in FIG, 118, -the SAM chip 708 performs processing based on |
the script download task 769 and script interpretation task

770 and generates from the AP management table data and script

‘pProgram the IC card entity témplateg data 730 'i, input data

block 731_x1 , output data block 7_32_;x2 ‘ lo_\;;; data block 733 x3

f

and computation defining data block 734 x4 used for
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The AP managenent storage area 7221, as shown in FIG
120, stores the AP managenent table data 73001, 730021

10 and 7300_3 (managenent data of the present
i nvention) and the APP table data 73101, 7310 2, and

73103 (usage allowi ng data ng the present invention).
Here, the AP managenent t abl Hhia 73001, 73002, and

73003 and the APP table data 73101, 73102, and 73103
1B*gredusesexaplténgr o agics sered cal biBenb 8850156 UB 15 o
of the SAM chip 708. Further, the AP nanagement table ~— 7
dand 736031 7300_2,.and 73003 and the APP table data
731011 73102, and 7310 can-be rewitten only by the

managerrpé . t Deo SAM jchi p.. 7 . 20. The . AP npnagenent
tabl e data 73001, 7%00%",Q’S’ﬁdeﬁﬁﬁé’uﬁ%ggsf fABEapgs used

eaGh | [on,program AP. Further, the APP table

dat a %%%k?[,ﬁibglb'gi génﬁaiélepsm&ﬁendwpﬁed cpgmapdcsoript
W put ual authentication key data. FIG, 121 is a ‘
i ew 1or° expl ai ni ng the AP managenent 25 table data

7300. 1._ The AP managenent table data 73002 and 225 )

73003 Hdy &hehecgmpadsor retmasdsheoAPtharszge Bl 108! §tse1 s

data 73001. As shown in FIG 121, it shows the

designating data IEl, 5 identification data SAl\/fﬁ]_)?tlng to

o T aeete A Boskte Hpen E TR o
(first Feeendat a @fe tsuz%o%rdes.L%Q:tteirn\{iesntsie()lrt]a)dtifely used in
accordance with the application. For example, for an issuer
setting dedlargtion of the IC card 703, it is "I, for a
declaratiop of the application element APE (service type
elemept declarati_on) ( it is "S", for a simplé read
d.éélaration from the IFC card 703, it is "R", for a simple
write declaration to the IC card 703, it is "W", and for
an applj.cation element data APE computation definition, it
is "Fv,

The commands_ used for describing the script programs
721 1, 721_2, .and 721_3 include the SC .command, SO command,
8T command, SI, command, SF command, CI command, CS command,
CR command, and CW command.

The SC. command is a command declaring the number of
the maximum number of IC card entity data which the SI;M <hip
708 can process simultaxieously. -

When the SAM chip 708 can simultaneéusly process 1000
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data SET APP, data FLAG I P, and data FLAG STR |i nked
together for each of the nanme APE -N of the viewed
application element 10 data APE used in the IC card
operation macro conmand script program The name APE

-N of the application elenent data APE is the nane
assigned to the service (a‘pp‘"l‘?bau on el enent data

APEQ# provi ded by the application program of the

RIS oof 18- el easttisty’ Idlta 7 165 ; fgh ' 1D 31 J40€;402

APE -Nis an identifier viewed instead (55 d%eczglél?\a/gge
number e 1928 codfaicC q MY HLuhdlS ci"'%p' ¢ th]OI?n;__lelrgO rﬁaem data

of each service business can use.

M fri ga APE s, identi f| cation 20 data
of the appﬁ)gg{f'ggn er end %fflaa fabRocknd32_x2 in which the

&'Q‘?: rnal /.e ternqtﬁsde& gnat i g data IEl is a flag for
erenfil PRSI e EAT a2 BarithdeAREosRidstmong BHe data
S(S i nternal designation) or whether reference is

f

SRVAASEhAn ShR Sdnt chipl 706 whaat | )foxz,in
|dent|f| cation data SAMID is identification data

- Brocaesspyl veingidhet Rercnad 793t b2aSSE ¥ LhE fata, \ngﬁtalned-
in

the SAMchip 708 is perform ng processing relat
IQatardpphtisyi gatgl enent data ARE. FIG 122 is a view
for explaining the SAMID. 5 The SAMID is 4 bytes of

dat a aggh n k simlar to a
ToP | B 1S eheh Blo AUTHLRERE { thid S are provided,

_when storing the data read from the IC card 703 in the data
block 1, "S0:1% ig described.

The SI command is a command for declaring the data
blocl; for forming the input data block 731 x1 in which the
data to be written in the IC card 703 is stored amoﬁg the

data blocks provided in the SAM chip 708 when performing

- Processing using the IC card 703 based on the later explained

. IC card entity data.

For example, when the data blocks 1 to 10 are provided,

- when storing the data to be written in the IC card 703 in

the data blocks 2, 3, "SI:2, 3" is described.

The SL command is a command for declarlng the data
block formlng the log data block 733 _x3 for storlng the log
data relat:.ng to an operation among the data blocks prov1ded

J.n the SAM chip 708 when perfornu.ng process:.ng using the

| IC card 703 based on the later explained IC card ent:\.ty data.

For example when the data blocks 1to 10 are prov:l.ded



For exanpl e, that net mask, as shown in FIG 122, is
classified into three types, that is, an A class, B
class 10 and C class. Further, between SAMs to which
the sane net mask is allocated, one type of key data
used for nutual authenticat] is sufficient. In the
present enbodi nent, for exé%%?e t he sane service
business is allocated the sane net mask. 15 In FIG
¥hen Hiering dbe dstg nhetia iin it ehited Bjock 4, 'HSL:4" is
" 255, xX, XX, XX", the higher 1 byte is assigned a
pes@eubem ned value for specifying that class, and
the lower 3 bytes are assigned val ues for specifying

th o b hat cl ,
o can bl ocr R dea ctnohd £33 pic Vi qa tipgata

h sg,can be d to define the 16777215
%%ﬁf%Dgonghﬁg%Hg Fbmfwgf'ﬁ°& fefingng gata hikogk 734_x4
ﬁggss%g n?Ek i,s _i.ndicated by "255, 255, XX xX11, the

PEREFPIN gy FRE dPEindtignegf [thederdratieed betivesmn fidie
%£e0|fy|n that class, and the lower 25 .2 bytes are i

Biifiation| eiement dasei ﬁyzngeaiaemgdm dhal 22%ard 703.

SAMs belonging to that class. That is, the net mask of
the Bled asenent bef uskd tompeEaBEoh h&eggﬁgﬁgSéMtIaD%lock
bel onging to that B class. Further, the C class net

T3 kxd HdotdiczAtRE PYe-Bro y he

bytes are assigne préﬁg‘tgg??ngﬁg va léggstlf%? of"e83%c Tara
SPecty Vg that class, and the lower | byte is

assi gned val ues for specifying t he individual SAMs

The CI command is a command for declaring the issuer
.pf the IC card 703 (service business) .

The data specifyix;g the service business _defined by
the CI command becomes the IC card tyée inforn;ation_of the
IC card entity data.

The CS command is a command for declaring simultaneous
operation of a plurality of services to the IC card 703 by
: 01t1ng the name APE N of the appllcatlon element data APE
(servxce type elements) The CS command can also declare
a function defining processing among application element
j. data APE desigﬁéted by the name APE N.

For exéﬁple,:it_is possible to declare
"CS:"Rc"+"We"+"Wd "y |

Based on the content of the CS command, APE N
designating information of the IC card eqtityidata and

pProcessing order information are determined.
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bel onging to that class. That is, the net mask of the

B class can be used to define the 255 SAM I Ds

bel onging to that C 10 class. The identification data

AP IDis identification data of an application

program executed by the SAM% the other .party
transferring data when the SAMchip 708 is perform ng
processﬂ, ng relating to that application el enent data

APE. 15 PR esrmmand dephayes stieytdaeadasadréad from the
transfer of data with the nmenory 750 of the ICcard

I3 Sitieh 102 DAV dhspgi8BededhBaNB1PERCREShNGhe relation

relating to that application elenent data APE. The.

leayordntaprd iSAM i on kedentii @ dised ey itd Ry £ 0
data with another SAM when the SAM chi p 70?91"%“6(? (when SF

RefRid G d¥©OESsdPhdg) ating to that application
el ement data APE. The data SET APP is data for
data 73101, 7310 2, and

speci f y,ng PP tabl e ,
7310_3%2e§%féféd;"%\ﬁwner§'i‘1ﬁ‘@hﬁh%rﬂi)taio'seﬁférfmmthe ic
ibhg relating to_that application 25 el enent :
3%?2@? gﬂzgheTﬂ%gﬂa{’ﬁ°FEA§ | Eq‘ssm 4g"Bat'4 $hodiengribed.
‘whether to_di sclose data managed (held) by the SAM

chip 7682t SWafemmend Salemes 166 witite HitadaitodddGn a
STR is flag data showi ng whether to allow 5 data

Aerageatedetddrabblobke SAMEh&I pC788r80708 WBLA Pie relation
another SAMchip 708 etc. In FIG 121, the APE -N
aBenyi appMichkibiCedeaRdt aka APE is not defined.

For example, when writing data stored in the data block
2 in the IC card 703, "CW:SI:2="Wc"" is described.

'i‘he CF command declares the data block for describing
doniputai_:ion content spanning services.

For example, khex_l describihg computation content
spanning ‘services in the SF data block 1, CF:CES FUNC=SF:1"
is described. |

Further, the SF data block 1 has described in it, for

example, FYHe"=If ("We">10) then {("We"-10;

CUHA="We"*Q, 08+"wWd") . This formula expresses the operation

of subtracting 10 from the value of We when the remaining

number of services Wc is larger than 10 and adding a number

- of points corresponding to B% of We as cumulative points

to Wd.
Next, the data stored in the AP managemeﬁt storage

area 7221 of the external mémpry 707 shown in FIG. 115 will
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of the IC card 703 defined by the application program
in that SAM 708. The key data of the "Service A" is
set to be 10 not disclosed, so cannot be viewed by an
application program of another SAM or anot her

application programof the s SAM- Further, the
"Service C' is the access k"esi%‘ the IC card 703
defined by that application program Wen that SAM 15
iBeae¥Pdadnedne net nmask of the later explained C
class, the key data of the "Service C' is disclosed to

an- appl AcatéssntopeRgl AP RBLLREmaAV | the SAM.| .
s oSoe Al hpy A Rk GemeAl AbM:Age Mt VA s

abébepibeali BY KaY S lyq- T,Tn", Further, whether
or not anot he’rri1 SAM carfeh-(g‘ll& Eﬁ’e-"ll(ey data 20 of the

" Ser vi ' j | e pext use is determ ned. Wen
possi b qum%v\h{émné{: h ech)? hgf’r SRt he KT _gdseerrreposdsyitoe the
%ret-vpéelklgﬁg i’ét i s_not necessary to obtain the card
access agarinf +8nfife LTAM. The access key of the
Service B :Ls obtained not fromthat SAM but from

the SANHfw L7 titfe aSAIEWDESS etdBaiRind de®dilfof e data
nmut ual aut henticati on key between 229 - SAMs, "SS1...

SSordd isethe MR theiagemaRt 5B6ragecssekeya9f the
"Service B'" can be held until the next use IS

det er nimhedAbymanbagedesk t SAM 5 The .
"Service B Lolg"ni lr%di cat esggﬁésgi ?gg?n TS srovde FIe.

seol e P o BT ST o .
Qﬁdﬁ?%oq_a (management data of the Present invention) and
the APP table data 7310 1, 7310 2, and 7310_3 (usage allowing
data of the present invention).
gere, the AP management table data 7300 1, 7300_2,

and 7300_;Aand.the.APP table data 7310 _1, 7310 2, and 7310 3
are for examplé pferegistered at the time of setup of the
SAM chip 708, Further, the AP management table data 7300 1,

7300_2, and 730Q_3 and the APP table data 7310 i, 7310 2,

and 7310 can be rewritten only by the manager of the SAM

<chip 708.

The AP management table data 7300_1, 7300 2, and 7300 3
are defined for each applicatioﬁ program AP.

Further, the i\_pp table data 7310_1, 7310_2, and 7310 3
are'defihgd'for each‘SAM'mutualrauthéntication key dat;.

FIG. 121 is a view for éxpléining the AP management

‘table data 7300 1. The AP management'table-data 7300 2 and
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"Service B", so the nmutual authentication key uses
"SS1... SSn". Here, APP table data is provided for
each nutual 10 authentication key. In this exanple,
perm ssion for accessing the "Service B |og" and
"Service B" is defined in tyhesAPP table data 7310 of
the other SAM which the AP nmanagenent table data on

t7lg,.%t0 %t!i]]e_r Sﬁlé/l views. FIG 123 is a view for
expl & ning t FESAPPRE £rE"dttas G AP ganagementpPtabbeedata
q ta 73102, 73103, and 7310 have the sane format as
t/H@ABP tabl e data 73101. As shown in FIG 123, the
APP table data 7310_1 shows, for each application
el enenfsdshawdBm A Ldentitigadwdrthe?9adatarABEtiPn data
and whet her that application el enent,data APE can be
RPEJIDY Hinftin 2/ e8oteeii-ad dd 00 aN0 rda?&g" tion
program (anot her application eIIBerrentJbgat a . For
e4anRhei chite APRAkED dat,a 7310;1-shown . iin FIG

okt R HatAshe b2 (i8R dRten es A 1, ey

123 shows for the "Servtce
s Rl Samriting.is possible, and execution ]
?ge etron) .|as (fgr?ﬁc??ghl 5FE. HFurtthfeprassntapnvention) ,

lg%ga‘g%gen %A%r g%e area 7221 of the external nenory
InRRE GE1reh key dr&aplof dher pressmts direstnittion) ,
data showing the IC card type data and AP ID |inked

3R FSLABP THatrEIAG (IR y pedids ba FIAG S1iRel i ¥Red Aogether

the IC card 703 shown in FIG 109 and for exanple is

faerrddh oft the sata Al N bF ehediiewdd bGP Wion element
performng settlement for '

data APE used in the IC card operation macro command script
pProgram.

The name APE N of the application element data APE

"is the name assigned to the service (application element

data APE) provided by the application program of the service

businesses 715 1, 715 2, and 715_3. The name APE N is an

identifier viewed instead of the service number of the

Vservice which the appliqation pProgram of each service

business can use.

Here, the identification data APE_ID is identification
data of the application element data APE.

The internal/éxternal designé.ting data IEI is a flag

for diff—e.r;entiating between whether the APE exists as an

-entity (internal designation), or whether reference is made

_ from another SAM _(external designation).

The identification data SAM_ID is identification data
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transactions using the 1C card 703. In the present
enbodi nent, the I C card operation nacro . 10 conmand
script program defines (describes) in it a service
content conbining the name APE N of a plurality of
application el enment data APE, By reflecting this in
the later explained IC card 8 tity data (job
managenent data), it is possible to provide a service
P ety i des deheorpaspyntragstersifyudatht ¥heh the
application elenment data APE. For exanple, a service.
Eqbictiipy U Sepdfohiig i desdfl@ LIPMING LE that
card 703. and the service of witing data to The

pldlcatddr A difafiefdfed Apgthe I C card entity data.
.20 Further, the APE N or its service nunber is an

oper at '@q@gl nd issued.to the I.C card 703 and able
to be anal %?ggq%yat NeSC & & &YW e AP a

servic provi ded by the service businesses 715 1, 715
and 71‘339 ?%é‘—ngPFcét Pytes st datap antd ibmsef igrathdpt of

the AP 25 managenent table data 73001 and a .
Br BE&t BAFkn8dmi&agaty 23TCP4PRr aThennetionaskonanBe set in
script programstored in the external nenory 707. The
bppl neatison program AP_3 is defined by the AP
managenent table data 73002 and a predetermned IC

card BoppekaipDa, "BEAL KEETRELK SCLE PInRERHRARPEOTEL 5o
in the external nenory 707. The application program™”*

é\f’asgif§ege§.hesdtn¥egh%yégs, that is, an A class, B class

and C class. Further, between SAM's to which the same net
mask is allocated, one type of key data used for mutual
authentication is sufficient. In the present embodiment,
fdr example, the same service business is allocated the same
net mask.

In FIG. 122, the A glass- net mask is indicated by
7“255 XX, XX, XX", the higher 1 byi:e is assigned a predetermined
value for specifying that class, aﬁd the lower 3 bytes are
assigned values for specifying the i_ndi'v_idual SAMs belonging
to that class. Here, "XX" can be set to any value. That is,
the net mask of. the A class can be used to de.fine the 16777215
SAM_IDS belongj.ng to t;hat A class.

Further, the B class net mask is indicated by

. M255,255,XX,XX", the higher 2 bytes are assigned

25

predetermined values for specifying that class, and the lower

2 bytes are assigned values for specifying the individual -
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managenent table data 7300_3 and a predetermned IC
card operation nmacro command script programstored in
the external 10 nenory 707. [SAM Chip 708] The SAM
chip 708 is connected through a SCSI port, the

Et hernet, etc. to the ASP sejypr_719. The ASP server
719 is connected through the Internet 710 to a

ality 15 of .term nal _apparatuses including a
E%@éb%gﬁqﬁﬁﬂ%ﬁé¥’f@9t Glags -cFhatsds .atbiepaetomakk of the

conputers 7161, 7162, and 7163 of service businesses
Pisiaspican bed upEsl 3o e ipey Sral 6SSBHWAM TS, béDénging
exanpl e, is connected through a serial port or USB

por thad & DPlmisst.ype card 20 reader/witer.704. The

card reader/witer 404 realizes for exanple wreless

comuniGatheR, CeheeePendisid nb? WasKPR%S|;¢A; od teeé’f'}%
0] e

with the I1C card 703. The operational conmmands

e enst Bt and OB G IRy o A rania

are genefrated and nal yze _

-kgﬁetgPS efqre . the card 232 reader/witer 704, :
%er sona %gen%u‘f%%u%g?ra?ﬂe%*ﬁ%’éﬁ’ Vat glgspetapdthe lower
i emonly act to store the commands and response

& 4S ASFRENEY: wéafbta?.p dmr ppecifyizmw thel fydividealieSAMs
and are not involved in the encryption or decryption
Belepging Sorhadntcleasi. othabrisgt khe A6t Wl sIORAE dhkeOBclass

in the IC card 703. The personal conputers 7161
qdb Be anged 163 da@fine the 255 SAM IDs belonging to that C
class.

The identification data AP_ID is identification data
of an app@ication pProgram executed by the SAM of the other
Pparty transferring data when the SAM chip 708 is performingl
processing relating to that application element data APE.

-The key data K CARDA is key data used for transfer
of data with the memory 750lof,the IC card 703 when the SAM
.chip 708 performs Processing relating to that apélication

element data APE.

The key data K SAM is key data used for transfer of

data with another SAM when ﬁhe SAM chip 708 is.performing

processing relating to that application element data APE.
The data SET APP is data for specifying the APP table

data 7310_1, 7310_2, and 7310_3 used (viewed) when the SAM

" chip 708 performs processing relating to that application

25

element data APE.
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downl oad the. | ater explained script programto the SAM
chip 708 to custom ze the application prograns AP 1,
AP 2, and to AP 3. FIG 124 is a functional block

di agram of the SAM chip 708 shown in FIG 109. As
shown in FIG 124, the SAM_chjp 708 has an ASPS

comruni cation interface unit 0, external nenory 15
conmuni cation interface unit 761, bus scramble unit

762, ree ot e nEEBG.géﬂ eitat £dagudata’6Bpwing whether to
en_c_ryggison/decryption unit 764, storage unit 765, and
CRsTbese et 70f1d) by HHCEANCERSHATDE to another
nodul e.  The ASPS comuni cation interface unit 760 is

BAM Cchip eTdBceeysed for i nput and output of data with
the ASP server 719 shown in FIG 109. The external

MeNor y gl kCAL A8 NadRtLr face ynjt 761 . is an

interface used org-i'ﬁ%ﬁtlsan agu‘#%{i? ‘%’f"d‘dt‘? Whethegeto allow
exdel ha r ...25 The bus. scranble unit 762 :

scr an‘g'] 'é? g%%ééfd%zxtléy arlte 534 chip 198 ihaebe held bijpmmother
@}?P Lnputfing and outputting data through the i
XX eraP r§FTomuni cation interface unit 761 The
random nunber %enerati on unit 763 generates a 5 random

nunber Ts&dCat 12Ac theeARE Nurisentviedt RUN ipf A4RSHRGss key
The encryption/decryption unit 764 encrypts data and
Qé'c_ﬁ:}lpt i%mzypt’mﬁ ddflined by the application program in
that SAM 708. The key data of the "Service A" is set to be
not disclosed, so cannot be viewed by an‘ application program
of another SAM or another application program of the same
SAM.

Further, the "Service C" is the access key of the IC

card 703 defined by that application program. When that SAM

.is assigned the net mask of the later explained C class,

the key data of the "Service C* ig disclaosed to an application
program on the SAM having the SAM ID "43,17,19,XX". At this

time, the_ SPfM mutual authentication key is "rT1. .. , TTn",

- Further, whether or not another SAM can hold the key data

of the "Service C" until the next use is determined. When

. possible . when. the other SAM next uses the "Service CH on’

25

- the card, it is not necessary to obtain the card access k.e-:y:

again from the SAM. The access key of the ServiceB is obtained‘.

not from that SAM, but from the SAM having the SAM ID

. "43,13,137,XX". As the mutual authentication key b.etween
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The storage unit 765, as explained |later, stores
tasks, prograns, and data used by the CPU 766. 10 The
CPU 766 executes the | ater explained script downl oad
task, script interpretation task, entity generation
task (job managenent data Qrgggcgion task), and IC
card procedure managenent task (job nanagenent data

nmanagenent task) or other tasks based on

pﬁ"@ﬁ%«é?%%ed- PRt aks v8edprograns of the present

i nvention). Next, tasks, progranms, and data stored in .
the st dfegdiemimin nZd5 tlid ladax My R thlel G5ellF deS #' can
view for explaining the tasks, prograns, and data

siecohedd intDE HOMGR: HBk! - N FLGe
125, it stores a script doﬁ%ﬁﬁ@f}é%\é@ f'lslcr:'l:‘rc‘{':gt%‘smgn‘-"t‘:’d
by aHyetgaion task 770, entity generation task 771,
| C card procedure managenent task 772, 1C card

rogranms 7211 to 7213,

oper at | WERCrQ conmgnd scri pt : t ]

- AP m?g’%errenrvﬁce?olrﬂg%ﬂ’ﬁa tes 7 Eilprin gghich log
ata 73101 to 73103, 25 IC card entity tenpl ate data i
%%'al % "%‘?6’*‘3 ‘thec SAM D15 { V4P3U3, HAT 2XX'73ix, agapghed is
data bl ock 731 x|, output data bl ock 732x2, |o0g data
Bteerdz3Bhe, "aatvicepBt Bogbniglcthei ngnelEaM BleaClhask as the
734x4. The script downl oad task 769., as shown in FIG

18ervibBedBinl sadshé e fRaMPIaEREREE chebba ﬂé};auZQQolsm. ..
to 73003 (if necessary, the APP table data 73101 to

S5 SR AT i SO o o .
authentication key. In this example, permission for
accessing the "Service B log" and "Service B".is defined
in the APP table data 7310 of the other SAM which the AP
ménagement table data on that other SAM views.

FIG. 123 is a view for explaining the APP tablé data
7310 1,

B The APP table data 7310_2, 7310_3, and 7310 have the

same férmat as the APP table data 7310 1. -

As shown in FIG. 123, £he APP table data 7310 1 shows,
for each application element data APE, its identification

data APE ID and wh_'efher that application element data APE

‘'can be read, written, or executed from another application

pProgram (another application element data APFE) .

For example, tli_e APP table data 7310 _1 's'h.own. in FIG.
123 shows for the “Service B log" that reading is possible,

writing is possible, and execution (deletion} is impossible.
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the SAM chip 708. The script interpretation task 770

uses the service 10 definition table data (if

necessary, the APP table data 73101 to 73103) and

script programto generate the IC card entity

tenpl ate data, input data bl ,_ out put data bl ock,

| og data bl ock, and conputation defining data bl ock

for each business. 15 The nunber of the data bl ocks
gener afB8ther. cthd ABemahsgebenitnetoragenarea 7221 of the
particularly limted. Wien the entity generation task
#¥lefpalemenpky 70FCehven dn @TGE.0 Y 15 FUCxAUmd1IRIUAS res
fromthe ASP server 719, it perforns polling with the

AF 5a818c¥98n Hhen 9RBRLEALCENR0 IheakG %g%%cgi&herate Yarlf e 10

-to be used for the proceSsing for the

Pfﬁﬂ@&ntLB%EhLQ card 703 and service business using
the IC cafd entity plate data corresponding to that

servi business, At this tinme, the IC card entity
pIateqaaaggéb%%ﬁﬂe YPfedRFasghoyiqthnetypecafd thet LGy card

%ﬁ%a is 25 generated as an instance of that class. 235

AL s BLChyL 99 @nshfiory eamplati oriderstii £7datoon data

generation of the IC card entity data will be
K ke nexedit dardi tohpany. pErEoiBing deptDeRdUre for
managenent task 772 uses one 5 or nore IC card entity

s aTBkons eseiig thethe shpaages unit 765 to execute
the processing for a procedure between the IC card

703 ang the SREyLcE &H%&E&é&é, thlrbfle 3<’3‘peratic:n macro

command script program defines (describes) in it a service
content combining the name APE, N of a plurality of

application element data APE. By reflecting this in the later

.explained IC card entity data (job management data)‘, it is

possible to provide a service combining services

-corresponding to a plurality of application element data

APE .

For example, a service combining the service of reading

data frqm the IC card 703 and the service of writing data |

' l.to the server 702 can be defined in the IC card entity data.

Further, the APE N or its service number is an

operational command issued to the IC card 703 and able to

.- be analyzed by the IC card 703 when performing a service

~ provided by the service businesses 715 _1, 715:2, and 715 3.

The application prdgram AP 1 is defined by the AP

manag:erge.n't table data 7300 _1 and a predetermined IC card
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In the present enbodinent, the plurality of processing
for procedures perforned between the plurality of IC
cards 10 703 and the service businesses 7151 to 7153
proceed sinultaneously. The I C card procedure.
managenent task 772 executes__these plurality of
processing for procedures“iﬁ3&arallel. The 1 C card
procedure managenent task 772 deletes the 15 I C card
apR T4 Yichina cEt3csmmbeRa ddﬁ;ﬂﬁbh:&?rﬁfn PEOEEUnCehd ¥R exrnal
been. finished. The processing of the IC card
Emeedui@r managenent  task 772 will be explained in
detail later. The script progranms 7211 to 7213 are

i nput t cript_downl o ask 769.fr for
exan‘plfg}% h%%é%( %F%a Rt STt A 7@— nts s%ﬁgéﬂeggl’YhEhe AP
storage unit 765. The AP managenment table data 7300 1
Wapagent fabls pirtap3Pfe2 sapflpe BERArSeamiasd I69card
fromfor exanple the external nenory 707 and stored
ReTFHeL N BRsFe gempand SerdPp tTheogPRmt s med dnat V@ &&ternal
to 73103 are input by the 236 script downl oad task

@@y 6T or exanpl e the external nmenory 707 and
stored in the storage unit 765. The IC card entity

tenpl athe Gpipd 163 31D P33 AP UBNES a@@f‘ikadtit?ﬁethe AP

script interpretation task 770 and used 5 as
mta%gg%leﬁ;eq&( T geperating th {:Ccardeéit _
data 773x of tae proce uregyr%$%t?%%r?oe ﬁ5m§%?9ig chrd
busi_nesses. . .
operatiocon macro command script program stored in the external
memory 707.
[SAM Chip 708]

The SAM chip 708 is connected through a SCSI port,

~the Ethernet, etec. to the ASP sé:;ver 719. The ASP server

719 is connected through the Internet 710 to a plurality’
of terminal apparatuses including a personal computer 705

of an end user and personal computérs 716_1, 716 2, and 716 3

‘ of service businesses 715 1, 715 2, and 715 3.

The personal computer 705, for example, is connected .

- through a serial port or USB port to a Dumb type card
readexr/writer 704. The card reader/writer 404 realizes for
* example wireless communication corresponding to the physical

level with the IC card 703.

The operat;ional commands to the IC card 703 and
responée packets from the IC éard 703 are generated and

analyzed at the SAM unit 709 side. Therefore, the card .
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The I1C card entity data 773 x is generated by the
entity generation task 771 using the IC card entity
tenplate data 10 7301 to 7303 as for exanple the
class as an instance of that class. The input data
bl ock 731_x1, output data blggk 732x2, log data bl ock
733x3, and conputation defining data block 734x4 are
ﬂé%%iat d by the script interpretation task 770. 15

R HEE €2 af 94 enPeryodal acdiBukewni TD5heanphsPnedrver
The IC card entity data 773 x is generated by the
Hd by twgmre themoonlgsked &b bokde thAN:Githn 9 S ponse
the already generated corresponding IC card entity
plogtterdatian afhd kit @it d v f when
the SAM chip 708 recg{é%s ZOiﬁ?gﬁit 59%% 2%&L§Pe7f§m§ and

| RERC RS NGhJEOHESt; r S| using the | C card
S e oo PR il g SEESR Pllon S cderErRHien of data,

703 and application program

8RR RS NESS -, 126 is a view for explaining

the format of 1u§rlé%ﬁﬁﬁcfiﬁﬂ? yOREFatoms yin othasIC card
wn in FIG 126, the IC card entity data 773 x 237

hasS “managenent pointer data 780, entity ID data 781

entity status data (status data) 782, IC card type

data 7888 RPEsoRaldeompudensy 7da d 78,6 ¥ 0GRS TS 3 can

order data 785, pre-processing data 786, and -

fewnlpadctbei hgtdatexyBlindd e IP0 30PN RY RELE' Sﬁlé! chip

data 780 is a bidirectional pointer for managing t
TQBCﬁbdcﬁatbhiz@akﬁe75§bﬂﬂadéfan5?é%&¥§i§”ﬂﬂ;ﬂ?%ﬂ:}, and
AP 3. ‘

FIG. 124 is a functional block diagram of the SAM chip
708 shown in FIG. 109.

As shown iﬁ_FIG. 124, the SAM chip 708 has an ASPS
communication interface unit 760, external memory
communication interface unit 761, bus scramble unit 762,
random number generation unit 763, encryption/decryption
unit 764, storage unit 765, and CPU 7&6.

'?he SAM chip 708 is a tamper-resistant module.

" The ASPS communication interface unit 760 is an
inferface used for input and output of data with the ASP
server 719 shown in FIG. 109.

Thé extexnél memnory commuﬁicétion interface unit 761

is an interface used for input and output of data with the

- external memory 707.

The bus scramble unit 762 scrambles output data and
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The entity ID data 781 is used for requests for
generation of IC card entity data 773-x, confirmation

of 10 the state of progress, deletion, and other of

the series of processings using the I1C card entity

data 773-x. The entity 1ID gﬁ}a 781 is also a return
value to be given to the en Lser. The entity ID data
781 corresponds to a descriptor when opening a file
fasgrgebdes| ihpud siathewhebb ihipmtaitd Yarst &t iitdhg data
782 shows the state of progress of the procedures
thratighgthe bRterGalanémbédy cORBWRAYAAIFPALGHFILE unit
IC card entity data 773x include, as shown in FlIG

187, the state.of processing for investigating the
services which the IC card 7,03 can use 20 . (RS), the

state pLocessi ~which the SAM ¢hip 708
'autheﬁ?%%a%%gg?ﬁengfgéﬁrge?6§aFAP?,“PH§ gﬁgtgegprates a
géﬁéessin by which the | C card 703 authenticates the
Wi (&S at thp timg ef glutherbicd biph mrocessing.

reading data fromthe IC card 703 (R), and the state .
~of pr SMFYRYion/depygypibioniwni @57 §herddGatsl 08 and
(W. 238 1In the present enbodi nent, the processing
derryphyeanégpptad daeaservi ce businesses, the
processing for the SAMchip 708 to authenticate the

I C carthe/@3orhl@ uli €435 5 d 10
aut hent i cat grt % uSAM chip 5 740 ,1%%59%?3%8&%8&1;%? tasks,

it R LU

for-witlng ca orrespond to

j obs.
J The CPU 766 executes the later explained script

download task, script interpretation task, entity generation

task (job management data p‘roduction task), and IC card

. Procedure management task (job management data management

task) or other tasks based on predetermined programs
{(programs of the present invention).
Next, tasks, programs, and data stored in the storage

unit 765 will be explained. |

FIG. 125 is a viéw for explaining the tasks, programs,
and data stored in the storage unit 765,

As shown in FIG. 125, it stores a scrip£ download task
'769, script ‘interpx:'etation task 770, entity generation task

771, IC card procedure management task 772, IC card operation

' macro command script programs 721_1 to 721 3, ‘AP management

table data 7300_1 to 7300_3, APP table data 7310_1 to 7310 3,

IC card entity template data 730_1 to 730_3, IC card entity
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A "job", as explained later, is a unit of processing

for which the order of execution is determ ned by the

IC 10 card procedure nanagenent task 772. Note that,

Al and A2 conprise the nmutual authentication

processing between the 1C_cg gq 703 and SAM chi p 708.
Further, in the present enbddi nent, consi deri ng the
communi cation time on the Internet 710, the

dabad TRt dARYt dEts bdiacks 73l esl armtmst dadarblack 32 - x2,
state transition chart of FIG 127, managed-di vi ded

Tog datatielodi 1233 sty tagd (ca:fnt;mtaﬂfcﬁu AEing QRN BDlock
and conpl eted (response received) states.

‘Bpecikfically, the states of processing using the IC

20 card entity data 773x are nmanaged by the i nstance

genera@n@rgcﬁgtcas.cn%;agxaget% §eNSLalhonh $hok%e.M1s,

post startup state c &t &8 Sta?es

Al co d state
SIHIGHEL R B panasnil cabls Srlrci39Pob bR if
state, R conpleted state, ost-startup state, W .
Rt IS f@es%%?é:%dﬁﬁ@tg%%%_ve te %am_amifcyr datamiple,
del eted state. - 239 The IC card type data 783 is
T e clompiutet nf sech cervius besd neaviangl had<Cit in
card 703. The IC card type data 783 is set with data
et i cHiyp @708 . command in the above-nentioned scri pt
programat 5 the tima of generation of the IC card

entit yhdat & %nt t
desi gnat i ngrdgi;a 71184 shovvs ﬁ%‘e %ﬁng}n%n? Fag) gervice

cﬁ-ﬁtﬁu@%% tta%l :')’of:PaL?’ta:‘.el nPJ.P ¥ ééé’é"ééé’?, the APP table data

7310_1 to 7310_3) and script program to generate the IC caid

-entity template data, input data block, output data block,
log data block, and computation defining data block for each
business.

The number of the data blocks generated for each
service business is not particularly limited..

When the entity generation task 771 for- exanple

receives an entity production request from the ASP server

719, it performs polling with the IC card 703 , then generates

the IC card entity data to be used for ‘Ehe prbcessing fox

.the procedurelb_etween that IC card 703 and service business

. using the IC card entity plate data corresponding to that

service business. At this time, the IC card entity plate
data becomes the class, and the IC card entity data is

generated as an instance of that class.
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el ement data APE defined in the APP table data 73101

to 73103 used in processing using the IC card entity

data 773-x. 10 The service type el enment designating

data 784 is set wth one or nore application el ement

dat a APE designated by the conmmand in the
above-nentioned script programat the tinme of

generation of the IC card entity data 773 x. The

pr oces IhRgPErgessdamgabysshehentitifegendeatibnltask 771 for
execution of services (jobs) used in the processing

genegatiiom lof ddied IEnidalrd datdty/daka &hal bs, ekBQa:Lned in
state transition shown in FIG 127. That is, the

dedaddsilagear der data 785 uses the nanme -APE -N of the
application el enent data APE to show the order 20 of’

execut i spandi n to basi ¢ _oper.ati ons of
the | C‘rggr 357%%Q§Hgﬁr etcﬁe S 85 é'&p d’ Earises one
rres t 0. t he RS A, A2 R and Wshown in
%?G"“’f%rn‘ STEE i Gt Aatehd Thuk mreswan tios aterage
reallzed by the order of processing 25 designated .
Hettg’PRetPoptecrse thanprecessingr forsaiprousdnge Mtween
alCcard 703 with only reading with no nutua
Bhehtht ¢aadi 403 andethe oseseing IusiBics 569 PRSI ONedBP15 3.
is set to "RS->R'. Further, in the case of reading

and widitg pirbBeftt &ﬂ:odi\ﬂéﬂﬁ nttl}_féai)'lﬁ&altz. of processing
proceSS|ng order information 785 is set

L8 phdoadie ol plleo AP QLRSS o] dffr?glg,,, 85 cards

785 71s set with t obs s
r opding to the order
P BT gﬁje ger\rlce busg.nesses 715_1 to 715 3 proceed

simul taneously.

The IC card procédure‘lhanagement task 772 executes

these plurality of Processing for procedures in parallel.

The IC card procedure managemént task 772 deletes the
IC card entity data 773_x when the series of procedure's.r have
been finished.

. The processing of the IC card procedure management

task 772 will be explained in detail later. |

The script programs 721 1 to 721 3 are input by the
script download task 769 from for example the external memory
707 and stored in the storage unit 765.

The AP management table data 7300 1 t6 7300_3 are :l_nput

by the scr:.pt download task 769 from for example the external

memox;y 707 and stored in the storage unit 765.

The APP table data 7310_1 to 7310 3 are input by the
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of service el enents designated in the CS command in

the above-nentioned script program when generating

the IC card 10 entity data 773-x. The pre-processing
information 786 is set fromthe ASP server 719 side

wi th managenent data for perform ng processing using

the 1C card entity data 773286 For exanple, the
pre-processing information 786 is 15 set with points
séraptaipwii BbaQrtdsl 19HaE:m Eodest sl & Q:heséfc’ééﬁﬁairhemory
the. SF data bl ock (application el enent data APE)

Tort BRh, sWALRAAT A RHQ SIBULEE JEQCeRY Ng function s

not defined, the pre-processing Information 78.6 is

set- WLih e requested processing charge. 20 For
exanprgéei%etﬁgr a?gkﬁgysgﬁﬁPiﬁﬁﬁtﬁ %§P eto 730_3 are
relating to the anount of charge or points given etc.
genegatedthy the sprapds dntgrrresatkitinotardy 779 ayel used
with data of the processing result of the IC card

2nttihg tenpd atesx (c2Ssseglivhenh genelhotABE les 1€ cZ18 entity
side. For exanple, in the 241 case of settlenent, it
datzel78i khotlathespevcaguirbe 2%1StERAGE toOfthd RUIWElce

end to the settlenment. Next, a routine. for processing
Hysikess&scard procedure managenent task 772 shown in
FIG 125 relating to a plurality 5 of IC cards 703

Lo A N RO AL L Sl LD sy
glesné:é)ané:{grg ti':Xsk 771 using the IC card entity template data
730_1 to 730_3 as for example the class as an instance of
that class,

| The input data block 731 x1, output data block 732 x2,-
log data block 733 x3, and computation defining data block
734_x4 are generated by the script i_'ntexpr_etation task 770.

Next, the IC card entity data 773 _x wili be explained.

The IC card entity data 773_x is generated by the entity

generation task 771 in the SAM chip 708 using the already

- generated corresponding IC card enti'tylplate data of the

.service business for example when the SAM chip 708 receives

from the ASP server 719 é. processing request for pr.ocessiﬁg
using the ic Qard 703 and app']_.icati'on program of. the
predetermined service buéines's.

FIG. 126 is a view for explaiping the fqrmat of the
1c card entity data 773_x. |

As shown in FIG. 126, the IC card entity data 773 x
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being started up on the CPU 766 of the SAM chip 708

shown in FIG 124. 10 FIG 128 is a flow chart of the
processing performed by the IC card procedure

managenent task 772. .Step ST701: The IC card
~procedure managenent task_7J2,selects one |C card

entity data 773x for executihg the next processing 15

out of the plurality of 1C card entity data 773 X

has sanaganenth poingeagdatai Y8065en ity D keck=0f781, entity
selection of that 1C card entity data 773x may be to
shactnes slatal | stalteet dh€agard2 ntc tya R tdpe HatDENRPE N
in the storage unit 765 or to assign.a priority order

Jld idfith Sl P datly R4 Ot yed hgghi ghest
pri ?;rﬁy. @Step ST70'2:ﬁ£ryh%é£I%é‘£§r%%§%ce Elr‘e%g'

PN i 1,72 es Lf the job of .,the IC car

ent iity gatsa“%%atsael—}eﬁ'gqa %f? %?%g_p Shad ‘&FFaag?q-
been gtarted up. Wien judging that_it has 25 started

upe i G BERRHEAR OGRS TRy IO st drrdtrechponal

whil e when judging that it has not been started up, :
pPRAgdeadLon Pannging ddss i MY errd tapt ST 03atst EP3SK708; the
The 1 C card procedure managenent task 772 judges from
sSomrageemriitty 5%t us i nformation 782 shown in FIG 126

of the ICcard entity data 773x selected at step

ST701Thei ehtsty! @p abthhe it AlUsdd IR UGS L For
shown in FIG 172 the

generation of IC card entity data 773 _x, confirmation of
the state of progress, deletion, and other of the series

of processings using the IC card entity data 773 x. The entity

ID data 781 is also a return value to be given to the end

-user. The eptity ID data 781 corresponds to a descriptor

when opening a file in a general file system,

The entity status data 782 shows the state of progress
of the procedures relating to the IC card 703.

The basic states of the IC card entity data 773 x
inél‘ude, as shown in FIG. 127,' the state of processing for

investigating the services which the IC card 703 can use

. {RS), the state of processing by which the SAM chip 76_8'

* authenticates the IC card 703 (Al) , the state of processing

by which the IC card 703 authenticates the SAM chip 708 (A2),

the state of processing for reading data from the IC card

703 (R), and the state of processing for wri,tinc_';_ data in

the IC card 703 (W).
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processing relating to that entity data is in and
decides on the job to be executed next fromthe
processing order 10 information 785. At this tineg,

t he processing order information 785 defines the
order of execution of jobs usrng the service elenents
set in the service definiti®A8table data as expl ai ned
earlier. 15 Step ST704: The I C card procedure
nmanaganerthd gatesbit dnbédindnt | Nehs 6bL6E€GsiNg Bbr
step ST703. The I C card procedure nmanagenent task 772

USRSs & Al 0SSy at i r
Jinput i(}gatag?? oc}tkg 20 7j’ﬁé%ﬁggﬁt&%ﬁt&gdafggg})ggﬁggg ng, fo

AR BT o S élggﬁta hgy & 5934] JodtcFnee.

that job. At this tine, he | C card procedure .
BRI 2ok Eher 7S Satin D3ste AP HIBrARRLE (gha FAY chip
card 703 in execution 25. of a job, uses the service

e Haaefsdnd fpn oaatting A3 firom dheq ICeyardd 703,
search through the AP managenent table data. 73001 to
arghOhe @Ioistes i d ef e rwr Teing nde&ta chnr ekpondi agrdt 403
that service el enment (operational command of IC card

| cHiFespithri thn Brbanal yzed by the 1C card 703). Further,

the 1C 5 card procedure managenent task 772 uses the

obt ai ﬁedj%gﬁ'\” & egggggf'xeholl 24 Qscgnﬁﬁgg. Le #ggFegs:Lng

card 7037 Fur't car procedur e manage

ask .772,
‘ftor which the order of execution is determined by the IC

card procedure managementc task 772,
Note that, Al and A2 comprise the mutual authentication
pProcessing between the IC card 703 and SAM chi;; 708.
Further, iﬁ the pres'ent embodiment, ccnsidering the

communication time on the Internet 710, the above-mentioned

basic states are, as shown in the state transition chart

of FIG. 127, managed divided into states after startup (after
issuance of commarrd) and completed (response received)
states.

Specifically, the states of processing using the IC

. card entity data 773_x are managei_d by the instance -generati‘on
o (IC card entity'dz-.lta generation) state, RS post-startup state,
‘RS dompleted state, Al posf-s'tartup'state, Al completed state,
A2 poSt—startup state, A2 completed rsi;'.ate, R: post-startup

state, R completed stéiie, W post-startup state, W completed

state, and instance (IC card entity data) deleted state.
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required for accessing the storage area of the IC

card 703a, uses 10 the service el enent corresponding

to that job to search through the AP managenent table
data 73001 to 73003 and obtain the key information
corresponding to that servic 3%Ienent. Further, the

I C ca:TgThE)rocedure managenent task.772 "uses that key

i nfor @ Q capdrifyprerdathuag 3 3\dt eed i js QR i .
the IC card 703, encrypt and decrypt t eU&g{}ém}%‘ﬁhE@ervme

Poud Diidk s 01 BShi RGOERSS IR ~aRek 9kai n the right to
access a predeternm ned storage area of the IC card

703. St 05, -t ST7O05 i erformed when the IC
card: pr%%a%eéa % %gﬁggge ?iﬁ?gsﬁsﬁﬁti ¥ithsdgta defined
Wr@ltgoﬁg C.carg 703 and is waiting for the -
processi ng resut t 187 *RReabeveamgnidgnedhenripd pEogaah at
g:roced_ure managenment task 772 receives the processing
B8NS A (IRNexatien 963the| ICseasdt Bhsityndata H93 x.
card entity data 773-x. 25 Step ST706: 244 The IC - _
card plSee @Ry ivem dgarent Lémakt 7d&s 1ot B5g t 886278t Yhows
sthgt'us information 782 of the IC card entity data
ThexAR howademdtl Gtabl® dhatdy ' ent, . S
enbodi nent, the IC card 5 pigo(?e'd\l%}rég m%gh%rfag{]fgf)gé’ﬂ‘catlon
éleémaptectxta B i IC card tity data 773x_for

AEH (e 8l A SANE e A <o

the plurality of IC car 37 pr esent
[ form ng the processing for the
1980181 @90 OL8L0G: 1 DG LI OSFRRE Lot entity data 773 x.

The service type element designating data 784 is set
with one or more application element data APE designated
by the CS command in the-abo?Evmentioned script pfogramrat
the time of generation of the IC card entity data 773 =x.

The Processing order data 785 éhows the order of.
execution of services (jobs) used in the Processing using
the IC card entity data 773 x, that is, the state transition
shown in FIG. 127.

That is, the processing order data 785 uses the name
APE_ﬁ'of the.application element aata APE to show the order
of execution of jobs corresponding.ﬁo basic operations of
the IC card 703. |

Here, the jobs, as explained earlier, correspond td-

- the RS, Al, A2, R, and W shown in FIG. 127. Specific operations

25

on the IC card 703 are réalized.by the oxrder of processing

.desigpated-using the jobs. For example, for Processing using
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plurality of I1C cards 703 in parallel. Therefore, the
SAM chip 708 can sinultaneously proceed with the
processi ng even .10 when receiving processing requests
for procedures using a plurality of IC cards 703.

FIG 129 and FIG 130 are views for explaining the
processi ng defined by anot“he?r‘*%p‘pl i cation el enent  data
APE in accordance with a routine defined by

aphF icoatd 30 3ahttephly ety ARERORo RRASRISAAEhBHARRcation,
accessing data perforned by the - SAM chip 708 when

aheC Wridt@ s imp Mdext i dh t Vet €¥R! RRREG L«
FI G ﬁfzs. St etgPSTMl: G}I‘I%lh% SAM'{c(;h}i1 pi%g?gmﬁﬂ:eég REESRr.

& g s QGRS S [ accordance wth .

prgg:géexnr' m'lﬁfad apﬁal[%atolrkoﬁroeeafcgn lta'b‘gt%rﬁéﬁ‘g ¥hER priyal
%Gtﬁ%%l i.%%té.on program for use (access) and .

appl i cation &l BEPSCARPERY LYY i reakiom 785 is set
rogram _Further, that use specifies one of reading,

i t FRg7 A land %@ i 'on of that application el enent
data APE. 25 Step ST742: 245 The SAM chi p 708 judges

(i f' t heThppProgessangl endar iofibamAPFoRp?esf iedsat #i€R the

ST741 is present in that SAMchip 708. If judging

¢ohderi ofi jobet shorfedh, FI&. PIPTCLESréSpbh&ing" €5€8RL Erder
of step ST743, while.if judging that it is present, 5

SR SIS BT e

dbove-mentioned script program when generating the IC card
entity data 773 x.

The pre-processing information 786 is set from the
ASP sérver 719 side with management data for performing
pProcessing using the IC card eqtity data 773 x.

For example, the Pre-processing information 786 is
set with points of a computation formula of a designated
.service in 'thg. SF data block_ (application element data APE) .

Further, when an inter-service processing function
ié not.defined, the pre—p;oceséing information 786 is set
with the requested processing charge. .

For example, in the case of settlement, the state
relating tprthé amount of charge or ébints given etc. is
éet.

The post-prqcessing information 787 is'set with data

of the processing result of the IC card entity data 773 x

required at the ASP server 719 side. For examplg, in the
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73001 to 73003 corresponding to the application
program being executed to acquire the key data K SAM
corresponding 10 to the correspondi ng service
-(application el enent data APE) and uses that key data
K-SAMto for nutual authentjgation wth the SAM chip
708a having the application el'enent data APE to be
used. fiep ST744: 15 If the SAM chi ps 708 and 708a
SACReAt ittt amant ofificts set wight daba shiawithe thet eri stence |
aut hentication of step ST743, the SAM chip 708 '
pfodeagsmad end moodbssiseg:tifensdratp. ST747. |f  not, it
proceeds to step ST751. Step ST745: 20 The SAM chip

708 viBaat, theohRiNensge Brtcd Abi Ky B3 én _
73003 corresponding to the éipligg{?gh 5?§§$§%$ FRgedure

RXAsHbEAd gn@lagg@wyij e; a K correspongdi ng_ .
to tﬁe servi ce (app?ﬁggpi %&n%c’grr%%? lﬁsﬁag@ﬂﬁ)tf’ Bplurdiity
SHribeL,.kaor -hhe. application el ement data APE to be
25 ugeéagégc? ?easgﬁgsf"eﬁ’lgﬁi 15 ofellC qarsl sty plata
igge%46.1$ggilarl views the AP managenent table data

5 B3e*pHRrLBE€Hendi ng to that application
el ement data APE to acquire the key data K - SAM

cor r espmdCreR¥d priosedhrenpoadengnsctasle 72 is constantly
(application elenent data APE). 5 Further, the SAM

by 798 coepane soi hehé VoPacager 8¢ thaY sl ankp 90¥ shown
Scranbl er 746:

in FIG. 124.

FIG. 128 is a flow chart of the processing performed
by the IC card procedure mahagement task 772.
| , lS.tep ST701:

The IC card. Procedure management task '772 selects one
IC card entity data 773 _x for executing the nexﬁ processing
out of the plurality of IC card entity data 773 x pres_ent

in the storage unit 765.

]

?he method of selection of that IC card entity data
773 x may be Eo successively select IC card entity data 773 x
presep-t in the storage unit 765 or to assign a priority order
and select by pPriority in the order of the_highést priority.

'Step ST702:

:[’he_ Iic ca;rf-d procedure management task 772 judges if
the job of the IC card entity data 773_x selected at step

ST701 has already been started wp. When judging that it has

started up, it proceeds to the Processing of step ST705,
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When the SAM chip 708 judges at the processing of step
ST745 that the two key data K -SAM mat ch, the routine
proceeds 10 to the processing of step ST747, while
when it does not, it proceeds to step ST751. Step

ST747: The SAM chip 708 or_79$% views the AP

managenent table data 73001 73003 corresponding to

the application 15 program specified at step ST741 and
sibddier phsnt jledgbpgt bl e itdahas d3tHedw sAakdRd up, proceeds
corresponding to the. application elenent data APE

toedheSpepcBELifig B A cdi-ppy08 or 708a judges the
access right of 20 the application el ement data APE

to be gseg Eegeassed) based on the APP table data
73101 to 7310 3 specified at step ST747.

SpeC|fTﬁéJid A}dj lgesqthe right for readin
Wit ng, exe | no e qe&”aetqtbﬁaélkeﬁ'%ﬁt Jydggs from
@E% L bg usg tep ST749: - 247 \Wen the SAM

Ip 95% Br S ﬁggsjﬁﬁ 8§m§F1§Pe59§T$hewnthatFIﬁeré2530f the
an access right, it groceeds to step ST750, while .

¢iATd eaddsndata 778 sceelisctedtdle stepc 8T900gwhfich state

step ST751. 5 Step ST750: The SAM chip 708 or 708a
€ ethe hetappsi takned tdloamehiar tdahadwhPEns #ad f ik athe
step ST741 for the usage specified
Processing relating to that entity data is in and decides
on the job to be executed next from the pProcessing order
information 785.

At this time, the processing order information 78%
defines the order of execution of jobs using the service
elements set in the service definition table data as
explained earlier.

Step ST704:

The IC card procedure management task 772 starts up
the selected job at step ST703.
The IC card procedure management task 772 uses the

data blocks relating to that job in the input data block

731_x1, output data block 7132 _x2, log data biock 733 x3,

. .and computation defining data block 7134 x4 explained above -

25

using FIG. 125 to execute that job.

At this time, the IC card procedure manhagement task
772, when issuing a command to the IC dard\?OB in execution

of a job, uses the service element corresponding to that
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at step ST741. Step ST751: 10 The SAM chip 708 or 708a
does not use the application elenent data APE

speci fied at step. ST741 for the usage specified at

step ST741. Further, when executing a job at step

ST704 of the above expl ai_ne%ﬁl |G 128, when the SAM

chip 708 transfers 15 data h the IC card 703 in
accordance with the routine defined by the application
dobmast adkey PPEeahch M aiglp tOAP watsycri tA\Rable data
managenent table data 73001 to 73003 shown in FIG

7250 d £eqUB06_Bheo kaytlod ate GRPR i haaBeRIL88rebBonding
that application elenent data APE and uses that key

dat &ha%osegvfég%iéméﬁﬁegﬁnépﬁt{'gﬂgi VCJQQ?.% d8'5d Gard 703

card. 703. Next, the over operation o

' i.catiQn _.Syst 701 shown in EIlG. 109 wll be
SBTH RO A1Vl Ry Yhe Y pAdh I3 P yibher, the IC

expl.ai ning .the overall operation of the comrunication
g?gfie?ﬂ’% duRgrnagenentitgsk 332ouses thepbtained Foapvice
servi ce businesses 7151 to 7153 or a party requested .
pymbREs Fos dspuee 2 psimmesst o riduh e tdratd STO3 pt

progranms 7211, 7212, and 7213 describing the

pr ocesEunghérf other A0S aatrido psopeiduicTathnigdndim s afadic €772,
busi nesses using the IC card 703 for exanple on the

ﬁgafamiﬁurla&tiwgwi‘é@lmu]&ﬁ%n REY 1630, 58 FlGhired
for aécessing the storage area of the IC card 703a, uses
the service element correéponding to that job to search
through the AP management table data 7300_1 -to 7300_3 and
obtain the key information correasponding to that service
element. Further, the IC card procedure management task 7172 -
uses that key information to perform mutual authentication
with the IC card 703 ' encrypt and decrypt the data, or perform
other prqcessing and obtain the right to access a |
predetermined storage area of the IC card 703.

Step ST?OS:.

Step ST705 is performed when the IC card procedure

‘management task 772 issues a command to the IC card 703 and

is waitigg for the processing result of the IC card 703
When the IC card proceduré manjagement task 772 receives

the processing result from the IC card 703, ‘it sets this

- in the IC card entity data 773 x.

Step ST706:
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Further, the nmanager of the SAM chip 708 produces the
AP managenent table data 73001 to 73003 correspondi ng
to 10 the service businesses 715 1 to 715 3. Step
ST722: The AP nmanagenent table data 73001 to 7300-3
produced at step ST721 are stored in the external
menory 707. Further, the scri% progranms 7211, 7212,
and 7213 15 produced at step ST721 are downl oaded from

the perEbealC Gorpprecedtk@l mahk ?%meaﬂéﬂt&ﬁ%wr tes the
the Internet 710, ASP. server and SAM chi p

tentieyextacaal iAEBRhY {84 Ifgh%fprt%cei% cg. 6’3 thq:y data

downl oad, as shovvn |n FI G mana

sEis Pk Wi, 0 g in the SAMchip 708. 20 Step
ST728: gﬁe sc?gp I Nt e? retation task 770 in the SAM

chip 7 8 hovvn in FIG 118 uses the AP managenent
t abl e 03t *v 3t BEEsseti prbpdigentn t the IC card
%rnerate ICcard entity. tenplate data, an input data
TRICIRKR Frangenent deksk | VIR 2= bates biwakdanthe Ic card
conputation defining data bl ock for each 249 - service .
[ttt sla teh § Tgene Farethdap buka 159 86 1@ éaﬁ%sﬂﬂfaa@fresent
t ep

“unit 765 of the SAMchip 708 shown in FIG 124

SH/2he SAPhehEpevos swnﬁfélg%éﬁ?r&&§ aér%%@% efsst;hneq f Hor the

in FIG 113, the nenory 750 of the
PAalGdySIo¥ o (e dPYr 60 A Y585 PL1 T RARSESEL DS the sam

chip 708 can simultaneously proceed with the processing even
when receiving processing requests for procedures using a
plurality of IC cards 703.

FIG. 129 and FIG. 130 are views for explaining the

- Processing defined by another applicatilon element data APE

in accordance with a routine defined by application element
data APE or Processing when accessind data performed by the
SAM chip 708_when-executing a job at step ST704 in the above
explained FIG; 128.

Step ST741:

The SAM chip 708, whilg executing processing in 
Aaccordance with predetermined 'app}._ication element dafa APE,
sﬁecifies an application progfam for use (access) and
applicatipn élement data APE ih that application pfbgraﬁ.

Further, that use specifies one of reading, writing,

_;nd execution of that application element data APE.

Step ST742:
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by the user with the service business contracted wth.
Note that, the contract between the user and a service

10 busi ness may al so be concluded after issuance of

the IC card 703 through the Internet 710 etc. Step

ST725: For exanple, when th?é%éir uses the persona
conputer 705 to access the er 702 through the
Internet 710 to .15 try to purchase a product, the

server ¥oe $aMuchip [GPBconsigey HEqHhe applad@tildif element
Internet 710 to the ASP server 719. \Wen. the ASP

sdaterATH Bpersic] Mas ot &t@%ﬁﬁ@bﬁﬂ i 1 .
server 702, it accesses the personaﬁﬁ%cs)grsp%t é'?{%idg% SAM chip

T80 0; ¢ F a_ processin

requ e;?ii?| n%ﬁ}g%il?% %??%92%01 t htgé{: Chf? J([:%sr%ngoftf' s‘%ﬁ%‘%e??% nte the
t . W 704 .is frgnsm tted through the
PRoCBL LI g UL LD i a3 Rhanp A F0e0 hecchap dotparmesent,

‘persona

719 to the, SAM chip 708. = Step ST726: The ASP server
PR 5Ot BhenBreaReERrE PhgssapeSETEp . 25

production request. That entity production request
st ores P k43 showi ng the issuer of the IC card
703. Step ST727: When the SAM chip 708 receives an

entity Theodirdf ianip 't0RICBiews t tREMAB BN RGLhEAYE thibhe data
the 1C card 703. 5 Step ST728: The entity generation

a0 17 k730t HAM £RBpR8ing 2L eEndi DL8hE NG L he
pol I hg, judgesTif the Podlding b PEnd! 0505 0d k4R program
.bej.ng executed to acquire the key data K_SAM corresponding‘

to the corresponding service (application element data APE)

and uses that key data. K SAM to for mutual authentication

o with the SAM chip 708a having the application element data

15

29

25

APE to be used.

Step Sf!.'744:

If the SAM chips 708 and 708a authenticate each other’s
.]Tegitimacy in‘lthe mutual authentication of step ST743, the

Al

T.:‘»AM chip 708 proceeds to the processing of step ST747. If

-not, it proceeds to step ST751.

Step ST745:
The SAM chip 708 views the AP management table data

7300_1 to 7300_3 corresponqing to the application program

being executed and acquires the key data K SAM corresponding -

to the service (application element data APE} . .
Further, for the appli_cation élément data APE to be

used specified at step ST741 as well, the SAM chip . 708
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IC card entity data 773 x present in the SAM chip 708

is wthin the maxi mum nunber defined by the SC

command of the 10 script program If within the

maxi mum nunber, it proceeds to the processing of step
ST729, while if not, it ends jgye . processing. Step

ST729: The entity generation task 771, for exanple,

S ifle 15 based_on the data show ng the issuer of
tﬁ’g’gﬁr%ﬁg’d’lﬁj‘ﬁ Hs a8 nanpgenendhtabjerakudE06 1 to 7300_3
request, which service business |1C card entity
1PpratRendingte thas applicsticnelespati daed AHCt6aidhuire
entity plate data to generate the IC card entity data
7482 keyXdaThiks SF! cospesgsntia nghto kA AHERe 9588820k Ybrvice
shown in FIG 127. Step ST730: The SAM chip 708 '
o(ﬁ;mﬁﬁzakﬁ_émeeféeeﬁgr&g{:a7ﬂiﬁ he entity ID of the IC

‘card.entity data 773 _x generated at step 25 ST729 at

5159 SEHeGL Ul GRL0 PO°SOULE, TRRREL L2SK, o

\gr@cﬁesa ngfpécﬁg‘lelsbgﬁgi ngyt E)h?h:ecj ggr gs@ﬁ.ow-nrhl ES'; : f} '

{::a?k % 7E.r Sﬁsp S%%Z:: The 1 C card procedure managenent
_When the SAM chip 708 judges at the Processing of step

ST°745 that the two key data K SAM match, the routine proceeds

to the processing of step ST747, while when it does not,

_it proceeds to step ST751.

Step ST747:

The SAM chip 708 or 708a views the AP management table
dai;a '730.0__1 to 7300_3 corresponding to the application
program specified at step ST741 and specifies the APP table
data 7310_71 to '73]_.0__3 cbr;:'esponding to the-_ application
element data APE used.

‘Step‘ST748:

The SAM chip 708 or 708a judges the &qcéss right of
the application eiement data APE to be used (accessed) based
ori_the APP table data 7310_1 to 7310 _3 specified at st.ep'
8ST747. | |

Specifi_cé.lly, it judges the right for reading, writing,
and -executing the application el‘eme_ni: data APE to be used.

Step ST749:
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chip 708 authenticates the legitimacy of the IC card

703. This is processing corresponding to the job Al

shown 10 in FIG 127. Step ST733: The IC card 703

aut henticates the legitimcy of the SAM chip 708.

This is processing correspangisfg to the job A2 shown

15 in FIG 127. According to steps ST732 and ST733,

the 1C card 703 and SAM chip 708 are nutual ly _

aut hentvﬁb%? ctfre pFAM) chip| 788 a5 ZQBRaiindgesariti step ST748
accordance with the application elenment data APE

bEhay Eheratdd By akeeSAMrigltchiip PRSceddim AR step ST750,
managenent table data 73001 to 7300.3 shown Wh FIG

Hike evverevitl, dbbe key,datapKoCABRG $oAG8W LED:

that key data R CARD i s used for thg mut ua B esglq‘g of
atidiergrst | on between the SAM chip 708 and CPU 751

of the "IC card 703. Step ST734: 25 The IC card

procedlgt%ﬁrwnt task. 772 of the SAM 252 chip

708 reads and wites data required for the procedures

Wtht 70 Thi s I S processing correspondi ng

to heli'J%c‘)aogA?%91 &f?hgaﬂ °F W/ usesy tig Iawﬂhe:atndleeﬂ.@ment

card procedure managenent task 772 uses the
@Hﬂﬂ%ﬁﬁ%ﬂs@bc$t¢kdsi%$bdfon the usage spec1f1ed

pr e- proceSS| ng data of the I1C card entity data 773x
atdstep ST741.

Step ST751:

The SAM chip 708 or 708a does not use the application
element data APE specified at step ST741 for the usage
epecified at stela ST741.

Further, when executing a job at step ST704 of the
above explained FIG. 128, when the SAM chip 708 transfers
data with the IC card 703 in accordance with the routine
Adefined-by the application element data APE, the SAM chip
708 views the AP management table data 7300_1 to 7300 - 3 shovm

in FIG 125 to acqulre the key data K ._CADR correspondlng

to that.appllcatlon alement data APE and uses that key data

. K_CARD to access the memory 750 of the IC card.703.

Next, tpe overall operation of the'ccmmunication
system 701 shown in FIG. 109 will be explained.

FIG. 131 and FIG. 132 are views for explaining the
dverall'operation of the communication-systéml701 shown in

Fic. 109
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uses the data read fromthe IC card 703 to performthe
predet erm ned conputation processing. 10 Step ST735:

The | C card procedure managenent task 772 of the SAM

chip 708 outputs the processing result of step ST734

to the ASP server 719. Step,3k/36: 15 For exanpl e,

the 1 C card procedure managenent task 772 deletes the

I C cardsgntig¥ g§(a 773x. As. explained above,

accor di Rg-Fo Rédéormmuni cation .system 701 and SAM

unit 709, by configuring the application program AP

usi ng aTE?uFﬁFV%yeobuaéprsaBiGnSQnemenﬂldaBao&OaABErty
and using the AP managenent table data and APP table
deeaestedf byethhesecsaputiabl BiasGakisarls gggdg%e that script
application elenent data APE, it is poSsible to
v ckem 6li Y21 SE, SEFVige i ard 70Q3. .
Further, according to t ﬁaen%zjmi’r%ngf clggets{%nﬁ@sﬁ/nsq etgnj%é’foce351ng
A% ek PASS] AP managenent table data
and APP&QHZSS t%ﬁ%é %é\ftj‘gle'?%gﬁ?’éx‘?b‘? ;?‘%g%’a‘ﬁ"z pusinesses using

id i ' | icati I t data APE in th :
e TE PR 700 P Sl onabhe earsomn bldsmmtakn 4161,

' %P% et vwee iiéferent SAMs while rmaintaining a high

Ja&uA 1 o thethow o FEG- t B0%he comuni cation
system 701, when using application el enent data APE
bet weeiudithiear.ethe BANBgesi afethutsml difh s pabides the
is performed between the
AP management table data 7300 1 to 7300_3 corxresponding to
the service businesses 715 1 to 715_3.

Step 8T722:

The AP management table data 7300_1 to 7300 3 pr;duced
at step ST721 are stored in the external memory 707.

Further, the script Programs f21_;, 721 2, and 721 3
produced at step ST721 are downloaded ffom the persdnal
computers 716_}, 716_2, and 716 3 through the Internet 710,
ASP server 719, and SAM chip 708 to the exteinal memory 707.
The processihg for that download, as shown in FIG. 118,Jis
xﬁanaged by the script _di:ﬁmload task 769 in the SAM chip 708.

Step ST723:

Tﬁe écript interpretation task #io in theASAﬁ chip
708 shown in FIG. 118 uses the AP ménaéemént table cie;ta 73‘06 1
to TSOQ_B and script program to generate.iC'card entity .
templatg déta,'an input déta block, output data block, 1;g

dgta block, and computation defining data block for each
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SAMs, it is possible to inprove the security of the
application prograns. 10 Further, according to the
comuni cati on system 701, by allocating a SAM I D of
the same class to the application prograns of the
same service business, it is_possible to prevent
conpl i cated nutual authentic %%ﬂfprocessing from
bei ng_performed between application el enent data APE
ofeX¥iggpbusaness.prograns of the same business and
thereby lighten the burden of managenent of key

i nf or METhe Ngansr PESE a8+8 % s Of 463 SAM GhU Ry SUr t her .
according to the communication system 70T, —j4-qds unit 765
pesStheeshm SRVST M8 Lfokal dneithi Y data 773 x for 20
each processingsfor progg uggsg%géu g?ng with the IC

card 703 {?% the I C card procedure nanagenent
‘task 172 Use e plurality of 1C card entity data

773x tQ,sinultaneously roceed with processing

rel ating's 6% 1 rafveqd dhe | XCconnd 7083. 25

Further, according to the authentication system 701, .
254 st Ehawn dnsHEG b, t the tmemoiPeT3€ 681 6he TC 703a
-entity data 773x actually used for the processing for
oifethe Tarchrd Y 0N sitheess thbagsy W ta (BRq s g}__gagggtions
areas of the storage unit 765 <can be efficiently

byi ltheedisehr Rl @he ARG LG, & aythentication
system 701, as shown in FIG :éﬁ% é?%uﬁ??ﬁ%aggﬁéeglﬁp'
execut | Of1, 4 Pb rocesse the 1 C card procedure

nmana g-eﬁ’g%{;‘ %%%Er‘;t}‘bg gzrog&racq: g\étween the use:’.? and a service

business may also be concluded af ter issuance of the- IC card
703 through the Internet 710 etc.

Step ST725: |

For example, whé.n the user uses the personal computer
705 to access the server 702 through the Internet 710 to
try to purchase a product, the sexrver 702 issues a prodess'ing'
request through f:_he Internet 710 to the Asp server 719,

When the ASP server 719 receives a pr;ocessi-ng request

from the server 702, it accesses the personal computer 705

.th'rough the Internet 710. Further, a processing requesting -

g-:'elating to the IC card 703 issued from the card reader/writer

704 is transmitted through the personal éomputer 705,

- Internet 710, and ASP servér. 719 to the SAM chip 708.

Step ST726:
The ASP server 719 cutputs to the SaAM chip 708 an entity

production request. That entity production ieque_st 'st.:o:ces
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managed di vided into post-startup states and conpl eted
states, after starting to execute one job, it is
possible 10 to start the processing for another job in
the state waiting for data fromthe IC card 703.
Therefore, it is possible 1 imnate the wait tine
due to the transfer of data wt the IC card 703
Qr% gh.the Internet 710. Further, according to the
authentPo¥irgn thys demursl of @e@mmmnent tabl e
data 73001 to 73003 describe in them nanes show ng
the typ@%emfSEERTices provided by the individual

servi ce businesses, that is, the APE N, the nunbers

of ser\Wies tIBEdSAH thep! Go@a&@clg%e%aﬁﬂ E@x%l“:l%lp(j‘:dcﬁ.}.i%tion

used when provi di ng those services hese aré

2Aediliies Xt £ FBIRLY nd her.etore, service _
busi nesses 7151  to 71?3%%{[ the%e&&o&&?a&d t4E3 sam

chip 7Q;,8t i:.y%é,om ze their own application prograns
runni ng on t WM chip 708 by producing scri pt
progra 721 1, 721 2, and 721 3 and downl oadi ng them
t hr ough E'ne %’%rﬂ%‘%t%%“tﬁésbx?'élnaf £benSAMr yhip 708,
5%7 |s Shs servi ce busi nesses 7151 to 7153 can 255

G iR Hieing dilte appl 1 tag) ofuggesr asstikt Rakbei®s the
service bu3| nesses being inforned of the key data or
dferamicoraltiommndsI TDrx dbressht PROERL | St gﬁ:’_#c?os is
card 703 or other highly confidential data. Further,

whdhier theemans maes heabardAiqh gi@hgaqftﬂekﬁg"’gt he.aﬁ.gi‘/ of the

data or card operational conmman en cu
hbelglapbh_-@,@gag‘n RO Q- the load on the service

busi nesses Is |ight enleg. n “the maximum number, it proceeds
to the processing of step ST729, while if not, it ends the

pProcessing.
Step 8§T729:

The entity generation task 771, for exémple, specifies,

based on the data showing the issuer of the IC card 703 stored

in the ent:l.ty product:x.on request, which service business(}

4

AIC card entlty template data to use and uses that spec:.f:.ed

IC card entity plate data to generate the IC card entity

 data 773_x.

20

25

This corresponds to the instance generation shown in

_FIG 127.
Step ST730:
The .SAM chip 708 outputs to the ASP server 719 the

entlty ID of the IC card entity data 773 x generated at step

ST729 at step ST731.
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Further, according to the authentication system 701,
since conputation content spanning a plurality of
services 10 can be defined, it is possible to provide
di verse services conbining a plurality of services in
the range of services whieh2gne-executed simnmultaneous
with allowance at the IC card 703 side. Further,

accor digyg, tyQ-t ut hentication system 701, 15 by
i ntroduci ng ttgehe%cgrﬁ:%op“fe e enfderafitodiask W 2sfa the saM

i#“%g 7§@d.out€ut with the IC card 703 and the |og
datd can be EaRtHgatasntBedsersices vhiBh ¢anAbe utilized

em conductor circuit having a data processing
¥ ddtq Hhaeard a793put / out put processing circuit,
wherein: said data processing circuit inputs and
out put Shidatia wirlean sy il odlihialos L YA L hown
circuit through said data input/output processing
dimr @Jid., 1@ said data input/output circuit: encrypts
data input fromsaid data processing circuit in units
of predeLgr g9 .data | engths and outputs the same to
sai d bus, decrypts data input fromsaid bus and

out put h sane to sai,d data processing circuit, and
' §h£d§?ac?%§

per f or s uPFBGeguret ransgereBhistankoligh ofatbe SAM

bgs'iqognits of m nunber of data input/output
chnip authenticates the legitimacy of the IC card 703.

This is processing corresponding to the job Al shown

in FIG. 127.
Step ST733:

The IC card 703 authenticates the legitimacj of the

SAM chip 708.

This is processing corresponding to the job A2 shown

in FIG. 127.
_-Aceo;ding to steps ST732 and ST733, the IC card 703
and SAM chip 708 are mutuéliy-aﬁthenticated.

At this t:ine, as explained eariier, in accordance with

_?he application element data APE being executed by the SAM

chip 708, the AP management table data 7300 1 to 7300 3 shown

-in FIG. 121 are viewed, the key data K CARD is aéquired,

and that key data K CARD is used for the mutual authentication
between the SAM chip 708 and CPﬂ 751 of the IC card 703.
Step ST734:

‘The IC card procedure management task 772 of the SAM
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transacti ons when Nc/ Nb=n where the bus width of said

bus is Nb and the data length is Nc and the snmall est

whol e nunber of n or nore is m wherein, said data

i nput/output circuit, when accessing a senm conduct or
storage circuit through sai dsbus based on a first

address input fromsaid data processing circuit,
c&walsr.;éesg(iaad first address. to a second address so as

0 docess sard sUM MBHRS St diesgired far tthe) pvidegiures
of, the storage areas in which the data of Nc is
Mot T 9seardaiB3second address to access said

sem conductor storage circuit, wherein said data

i nput / gyt schrecesstng ardrmespdldis dd kot tREH @SS R '@ Bhown
said data processing circuit to generate the second
dodrE¥s. B6a 2. A semiconductor circuit as set forth
inclaiml, wherein said data input/output circuit,

257  wWinh 1§, [ [ kcuit receives an

i nstruction for qa{ﬁ?t%g gl rg{kq’dpgef%& D BPrIerengFask, 772
I ' | [St dre to saj d second address,

Seee e Wdbo o MO Suilfi ST oraged on the

g)r q_etr%rcm ned address range including said first
adr 85§ efsrso‘rﬂ%é%o"'%é?ﬁ dRIFG sraxd ety datat 773 x and

decrypts said read data, ‘
uses’ the data read from the IC card 703 to perform the

predetermined computation Processing.
Step ST735:
The IC card procedure management task 772 of the SAM

'chip\?OB outputs the processing result of step ST734 to the

ASP server 719.

Step ST736:

For examplée, the IC card procedure management task
772 deletes the IC card entity data 773 x.

As explained above, according to the communication

D A_'s_ystém 701 and SAM unit 709, by éonfiguring the application

20

.25

program AP using a Plurality of application. element data
APE and using the AP management table data and APP table

data to define the computation content of the application

-Qlement data APE, it is possible to provi_de diverse ser‘-rices

using the IC card 703.

Further, according to the communication system 701,

it is passible to use the AP management table data and APP ‘
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rewites data corresponding to said first address in

sai d decrypted data, encrypts said data of a

predet erm ned address range including said rewitten

data, and wites said encrypted data using said second

address in said sem conduct ofggtorage circuit. 3. A

sem conductor circuit as set forth in claim 1,

qﬂ&hgin sai d data i nput/output circuit, when said data

procas Iy &9 dtexikbeixralige vhilizatiom ¢Hrapplication

reading data froma first address, converts said

ﬂlleﬂe"g-‘dd#@é% ARE Sigi dtleecoamge BN emsd uttsbbzstich of

second address to read data of a predeterm ned address

r@pdd-dartdlard ielgemaitl dd ¢ Am Bosfeed IOR A Eht SAMs while

sem conductor storage circuit, decrypts said read

saliataliewhy &5 Hahn Ld:a5Rending to said first

address in said decrypted data, and fetches data

corres [ t id.first dress in. sai.d decrypted

dat a aﬁgggb%%dtgc??rggngé%3 % Fa CPPERESS i Ehem 701,
en condu circuiit as set forth in claim 1,

dneb § t.or '
PRERelR 25 APRALE AN FOTFRE CA'AIAPE Hatiiqn difforent
gé%tches key data used for said encryption and

PypF1BAe BRREnLi snthenbikabidat is usedfoiread between the
encrypting said data for witing in said
EMs e ohblugsopossdbige toi Mapirbvandhiesed® ity of the
application programs.

Further, according to the communication system 701,
by allocating a SAM ID of the same class to the application
programs of the same service business, it is possible to
prevent complicated mutual authentication processing from
b_eing performed between appiiéation element data APE of
application programs of the same business and thereby lighten -
the burden of management of key information and processing
of the SAM chip.

Further, according to the communication system 701,

it is possible to generate IC card entity data 773 x for

‘each processing for procedures occurring with the IC card

.703 and have the IC card procedure management task 7?2 use

the plurality of IC card entity data 773 x to simultanecusly

: pr_o‘é.eed with processing relating to the plural-ity of IC cards

703.

Further, according to the authentication system 701,
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data used when readi ng and decrypting said data from

said sem conductor storage circuit being the sane. 5.

A sem conductor circuit as set forth in claim 4,

wherein: said data input/output circuit stores a

plurality of said keys and égld plurality of keys are
suitably switched for use. 4A~seni conductor circuit

as set forth in claim 4, wherein said data

i FAUE? Gkt p&tsveffcmqanustessu;bee shid S gak @ eRELEF AL 773 x
said sem conductor storage circuit for conputation to —
geriaral by stset Rk the Proe@seRdUeber thbMfdidaAs AP in the
forth in claim 4, wherein said data input/output

Gctide GBI S LRAM Ls'i:)érgg L0900 datg, d %tbgr W ] E:tn%@ 765

in said sem conductor ~stor ge crreul

nLtly C@é%é{]e éid%lt fﬂ gductor storage circuit

sai d 5 corresponding parity
data t with readin said data, and verifies
the | e%ﬁ'ﬁ Freeerdi e w@aauwgeﬁigﬁtéeind syatiemy 701,
data, 8. A sem conductor circuit as set forth in claim
?s Fhevsi AnsELE- dh2A. | fbwee othe tadia wift etievinddon B jobs
a plurality of processing at |east one of processing
ppcegsed by dheaICncasddpeofedandUahfbgeh8h®J8ask 772 are
circuit and processing for reading data fromsaid’

Bafaged] dilvalded HHR0HIH -G dr A SXAUY &nd! RSk {Etea

processing in units
states, after starting to execute one job, it is possible

to start the processing for another job in the state waiting
for data from the'IC card 703. Therefore, it is possible
to eliminate fhe wait time;e due to the transfer c;f data with
the IC card 703 thrc;ugh the Internet 710.

Further, according to the authentication system 701,
1':he AP management table data 7300 1 to 7300_3 describe in
them names showing the types of services p;:ovided by thé
individual service businesses, that is, thé AiE’E_N ‘ the.
numbers of services used in the IC card 703, and the key
data used when providing those services. These are held in
the exterﬂal-niemory 707. Therefore, servi?:'e ‘bu'slineéses 715 1
to 715_3 not the developers of the SAM ;:hip ;10-8 can customize
their own application programs running on Ehe SaM c':hip_'?OB
i)y producing scr.'ipt prograﬁs 721 1, 721 2, and 721__3 aﬁd
downloading them through the SAM chip 708 to the extern.":d.

memoxry 707. That is, service businesses 715__1 to '715.3 éan
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of said divided processing. 259 9. A data processing

nmet hod perforned by a sem conductor circuit when

accessing a sem conductor storage circuit when a

sem conductor circuit and said semnm conductor storage
circuit are connected throggg %‘ bus, said data

processi ng met hod conpri sing £ e steps of: encrypting
data to be witten in said sem conductor storage
cFusbpmire theis ovh qpplibtethdned-cdfiznd RIGhBat €hE service
out putting the sanme to said bus, decrypting data input
fiswsisas SedUbeingdiRELLAEH B8 REAKLYPHLAQULRUbbarational
transactions through said bus in units.o n1.n5ﬁ%er

Aorfladdd s NPy / t i ong, wh Nc/ Nb=n _wher e
Gomtigrdal WU aLEOULLy| OBORRELLA"EnTE. REAN ZBPer‘?@% [pthex
[ and the.snpllest whole npunber of n or nore is

lﬁi%§? eﬁ?f£%$%£gﬁ%§éé§Fﬂg Bucthrtonthe: spryiseausinesses
cjrcuit through said bus based on a first address

I aet havm WQikparathe grexe dadian grcgaed iqperadiibrid ) stommands
address is converted to a second address, and the :
sheoh Fustmekzing thedapplacabien sprdgrses| ceaduhtoload on
storage circuit in units of the storage areas in

. Wihiec lseizhel it sindisds B¢ oI bghtakedei n sai d step of

converting said first address
Further, according to the authentication system 701,

since computation content spanning a prlurality of services
can be defined, it is possible to provide diverse services
combining a plurality of services in the range of services

which are executed simultaneous with allowance at the IC

_ ‘card 703 side.

Further, according to the authentication system 701,
by introducing the concept of the data block, the data input
and output with the IC card 703 and the log data can be easily

managed .



to said second address conprises a step of scranbling.
259a 10. A data processing nethod as set forth in
claim9, further conprising the steps of: using said
generated address to read data of a predeterm ned
address range fromsaid se@%gpnductor storage
circuit, decrypting said read data, rewiting
ClfedéSsary data in said decrypted data, 260 encrypting

said data qQf a_predetermni,ned address range i.ncluding
sai d rewri ensggﬁgpﬁg%fﬁﬁﬁ ng “3&Y ‘deneratéd%ddressiata

piarewd gy Sacrcaner ypired daseai nisghd SRAKANAUSESEessing
storage circuit. 11. A data processing nmethod as set
CHGTYH A RYEEFR: 9, further conprising the steps of:

USin%a§§idd&%%?fg&%%e%%Q&§§SF59c5§%d qggﬂtgf gnd outputs

predet erm ned address ran rom sai d senm conduct or
daftor agéhci a cliws  detsypkei ngf sditchtr eadmdabaduandr circuit

fetching and, processi ng the necessary.data.in .said
e e A SRS Bt B P R Ea Rt fal Pouuatappnd
fort kail eaalanidpud Adheie compabst Ng a step of

~suitably switching key data used for said encryption
and G&CFVYPGSOn i t1eRalF  §ECRey s@dda ubER whehocessing

cf%&iﬁpthﬂg S@ﬁgtgatgffoﬁrgﬁg E@%ih%d data lengths and
outputs the same to said bus,

decrypts data input from said bus and outputs the
same to said data processing circuit, and

performs data input/ocutput trénsactions through
said bus in units of m number of data input/output
transactions when Nc¢/Nb=n where the bus width of said bus
is Nb and the data length is Nc and the smallest whole
number of n or more is m,

wherein,

said data input/output circuit,

when accessing a semiconductor storage circuit
through said bus based on a first address input from said
data processing circuit, converts said first address to a
second address so as to access said semiconductor storage
circuit in units of the storage areas in which the data
of Nc is stored and uses said second address to access
sald semiconductor storage circuit,

wherein said data input/output circuit scrambles
the first address from said data processing circuit to

generate the second address.



said sem conductor storage circuit and key data used

when reading and decrypting said data fromsaid

sem conductor storage circuit being the sane. 13. A

data processing nethod as set forth in claim 12,

further conprising the steps of; storing a plurality

of said keys and suitably switching said plurality of

keys for use. 14. A data processing nethod as set

forth in claim 12, further conprising using the

address for accessing said sem conductor storage

circuit for conputation to generate said key. 15. A

data processing nethod as set forth in claim 9,

furt her cofpraSiimPreutieyr of i gentt aebngepariastidatm claim

1 2Ghe daiamdata da e bl jan b saj degem conduct or

storage circuit, witing sard parity data in said

sem conductor storage circuit linked with said data,

reading corresponding parity data together with

reading of said data, and verifying the legitimcy of

said read data based on said parity data. 16. A data

processi ng nethod as set forth in claim 9, further

conprising a step of dividing into a plurality of

processi ng at | east one of processing for witing data

in said sem conductor storage circuit and processing

for reading data fromsaid seni conductor storage

~circuit and executing pipeline processing in units of
sai d divided '



processing. -262- Data Processing Method And Its

Appar atus ABSTRACT In accordance with a plurality of

processi ng requests, a SAM chip generates |IC card

entity data including job 5 execution order data

showi ng an order of executhep of a plurality of jobs

form ng processing in accordance with a processing

requ@@@nandﬁshatu@aU@tapshomBBgn@ stdtreuwdft preagriesss  an
cutlo of said aljt obsfor each  of

r of
l“sséﬁ prloocnes%?% e tﬁlr%r‘gﬁ ?h@ EpfFEhPParess,

sel eeion vkl 1aNe ANt i i hal-aid F 00 S8 dsdi)ia”@écbéﬂd Ozf{ddress ,
entity data, selects and executes the job

execHEEF ne@ibasedcondt hadsieams  tat araad pd@@@ssmﬂb a
pf@&g%éfkﬂﬁééﬁa§§£98§eEgﬁ§ _fﬂéié%lggtéa daqq.%ggaagéress

the status data 1 n accordance w ecu

trjopb saRidguramikendfX omextotmgedcbncsat d st at us data
and sai d rocessu or de data of said selected job
mana&?r?é: Pl d'; 'O[‘?etaf'or executing said sel ected

j ob, rengitas O@ét@e cferrelé(fﬂﬁ{d r}g% sabd siaiug;idata é)cﬁdress
said selected(£ob managemnment data in accordance with

int g iek danndr-edbfdadadd job. 26. A data processing
gg;ﬂggfgng%rqggﬁgéFﬁxa%gfurep%%@éﬁ%?ﬂf%%d“%%ﬁf%ég“range
including said rewritten data, and
writes said encrypted data using said second
address in said semiconductor storage circuit.
3. A semiconductor circuit as set forth in claim
1, wherein said data input/output circuit,
when said data processing circuit receives an
instruction for reading data from a first address,
| converts said first address to said second address,
uses said second address to read data of a
predetermined address range including said first address
from said semiconductor storage circuit,
decrypts said read data,
rewrites data corresponding to said first address
in said decrypted data, and
fetches data corresponding to said first address in
said decrypted data and outputs it to said data

processing circuit.

4. A semiconductor circuit as set forth in claim
1, wherein said data input/output circuit suitably
switches key data used for said encryption and decryption
conditional on key data used when encrypting said data

for writing in said semiconductor storage circuit and key



whi ch transfers commands to a sem conductor circuit

runni ng an application programfor processing relating

to procedures using an integrated circuit, wherein

sai d sem conductor circuit is configured to view

correspondence instructing,@gta indicating

correspondence between operation codes used for the
d%@@lm%gﬁl@hepranémngoaodemmnxyﬁuangnsgﬂdu&ﬁtaCfr@miEaid

oper ation names ri sing the

séﬂ%&en& ebSy % et %Y %hf%ﬁé#aP?bﬁngEErF Mg program

descrlblng operations of the application program using

the operation nanes; and obtaining operation codes

cor resSpondl%gS%“blCCtW%é? afiBAUAAMES Set6Fprth in claim

4,d68cd4dge. in the operation describing program by
view ng the correspondence instructing data and uses

t he @b?tlad nédtaopemratt anitgedes cliectefti netdhes processradity
Sal |IC%%IOH program 264 .17 A data
proce s.%%% od as set forth in cIa|n1 26 , wherein:

sai d sea1d epPaREENEd 1St kicts data sfurdibey %Wi\ﬁ’chtelae for
correspondence between sai d operation. nanes and key 5

USSf or mati on used when said integrated circuit perforns
operations corresponding to those operation names, and

6. A semiconductor circuit as set forth in claim
4, wherein sald data input/output circuit wuses the
address for accessing said semiconductor storage circuit

for computation to generate said key.

7. A semiconductor circuit as set forth in claim
4, wherein said data input/output circuit generates
parity data from data to be written in said semiconductor
storage circuit, writes said parity data in said
semiconductor storage circuit linked with said data,
reads corresponding parity data together with reading of
said data, and verifies the legitimacy of said read data

based on said parity data.

8. A semiconductor circuit as set forth in claim
1, wherein said data input/output circuit divides into a
plurality - of processing at least one of processing for
writing data in said semiconductor storage circuit and
processing for reading data from said semiconductor
storage circuit and executes pipeline processing in units

of said divided processing.



sai d sem conductor circuit obtains said key
i nformati on corresponding to said operati on nanes
described in said operation describing program by
view ng said 10 correspondence instructing data and
uses that obtained key inbegmation to define the
processing of said application program A data
processi ng nethod. as set forth in claim 26, further.
conprising the steps of: .15 generating by said
sem conductor circuit job managenent data i ncl uding
j ob eéxecut ipon dader Fab8eSHOMGNImaRheHdehOff RCUt 1IN 4
of a plurality of jobs formng processing of said

SEHFAEG SR proyFart bnd st us c@&ss inghovit ngSenécendeetor

stfrYO9-eseQfe eyReEUt i gn égmiscaérgitpéﬁglal ICIlyl_"Cl%LOEt Obnd  said
jobs, selecting by said sem conductor circul he | ob
Samy dya ot eds venagshased con tsaiadtest abnaedatal andrsagtd a
rocessing order data of said job nanagenent, data,

eXecuting by said sem conductor circuit said 25

sel ested | abraansr268s s updathdhdy %ﬁh@nﬁ%ﬁhﬁﬁn@%%toéteps
circuit said status data of said selected jo

Oﬁﬁanagenent data in accordance with the execution of
thal eh@Byptaddft JIAlA DL OBESHL G IR NYd A% Selof oLl Doy
claim 5728, further conprising the stéeps of: "usihg %y
stogiagiesenicondtctior cnridsi tofaiptedraesipotiedeea lengths
anidn%tu%lJp(I:,lttitrzlL%gd agha}e asnadmes ai'iod sof 1GCE akt)le? ,n
decrypting data input from said bus, and
performing data input/output transactions through
said bus in units of m  number of data input/output
transactions when N¢/Nb=n where the bus width of said bus
is Nb and said data length is Nc and the smallest whole
number of n or more is m,
wherein, when accessing a semiconductor storage
circuit through said bus based on a first address input
from said data processing circuit, said first address is
converted to a second address, and
the second address is wused to access said
semiconductor storage c¢ircuit in units of the storage
areas in which the data of Nc¢ is stored,

wherein said step of converting said first address

to sald second address comprises a step of scrambling.



descri bing programto generate tenplate data of said

j ob managenent data and 10 using by said

sem conductor circuit said tenplate data to generate

sai d. j ob managenent data in accordance with a

processing request. WA data processing nethod as set

forth in claim 28.-, further conprising the steps of:

15 generating by said sem conductor circuit said job

managenent data for each qéﬁg.plurality of processing

requests, selecting by sai @i conductor circuit one

job managenent data fromsaid plurality of data

nodul es, 26 sel ecting by said sem conductor circuit

the job to be executed next based on said status data

and said processing order data of said selected job

managenent data, executing by said sem conduct or

ci rcuili0.sdi datsel pcoedsfohg Abthupdatisngdry Saith in claim
9 sgri%inductor circuit said 266 status data of said

'selde OB e gEerite 02t eP? n°f accor dance with

execulsiiRy Okasal dybABradBE SLHEELLRT Y SAlL data of a

sem conductor circuit.one job managenent data from
pPresied egiired t yadfirgasa noddes Bfomr shishi dsemietndgotor

L. t r.ocessi ng nethod as set forth in claim
Sgg%%g%hg?ﬁg?ﬂggnprising a step of deleting by said

decrypting said read data,

rewriting necessary data in said decrypted data,



sem conductor circuit said job managenent data when

all jobs formng processing in accordance with a
processi ng request 10 finish being executed. 32 A

data processing nethod as set forth in claim 30

wherein said operation deserjbing program includes a
description designating a maxi num nunber of said 15

j ob rfEragEEtY dated dvhidelrasaiod seni poadattonicédcuitidress

s, said, nethod further conprising a step of
rag@r}er%%g&b%/g ss'g&l‘lcfJl sreen‘flé]oE%ﬁEt gi—”!’céi' r gﬁfjt said job
manageniery datid i ngacepsdance yMdR-as PracessiRdte  said
re%yest when the nunber 20 of said job processing data

AL YRS HotEE R nh 54 Sk} gRateatoraRi AUADAUABBEDILS A
data processing nethod as set forth in claim 30,
further conprising a step of generating-by said
seni cddducPodadiar puiccesaithg obe andgemendt didach in claim
iqgl i ng 25 sai d. exq:ution order. data showi ng an

ror éﬁgg? SR o b Y67t ePPI GFal ity of jobs

correspondiuggnigo saipl Yedddtat o aopersd ansed ol satd of a
integrated circuit. 34 A data processing nethod as set

PrESiatPATH-RG i nf940eSS wRansie) sBFEmoperati orpemiconductor

St@@g&kgqgngngﬁggran1 i ncl udes descriptions defining at
| east one data bl ock anobng a data bl ock storing data

read from decdyphtiegr abed aigazliidata, and
fetching and processing the necessary data in

said decrypted data.

12. A data processing method as set forth in claim
8, further comprising a step of suitably switching key
data used for said encryption and decryption conditional
on key data used when encrypting said data for writing in
- said semiconductor storage circuit and key data used when

reading and decrypting said data from said semiconductor

storage circuit being the same.

13. A data processing method as set forth in claim
12, further comprising the steps of:
storing a plurality of said keys and

suitably switching said plurality of keys for use.

14. A data processing method as set forth in claim
12, further comprising using the address for accessing
said semiconductor storage circuit for computation to
generate said key.

15. A data processing method as set forth in claim

9, further comprising a step of generating parity data



a data block storing data to be witten in said

integrated circuit, and a data bl ock storing |og

i nformati on of 10 processing for a procedure using

said integrated circuit, said method further

conprising a step of gener%tlng by sai d sem conduct or

circuit said data bl ock based on said operation
fﬁ@scdﬁmﬁngt@r¢grawrlt$énA that &:irdcessipgnariched astorage

set orth wherei n said gperation

Ln.claim,
“Hanks- ‘ar &° ﬁg& n8§rlt§6Cﬁ“&hténpﬁﬁ@é%s$%@lﬁ%?%6ﬂtor
sﬁﬁkéﬁﬁ f(HiﬂdetC|alﬂ&k@@ W@fﬁ@'n satd injggratedreaqing
circuit is mounted. in a. card 37 A seni conduct or
CQﬁW%ﬁHQHQkﬂgrBﬁﬁFﬁg aﬁﬂapptpgath@m pﬁ@@raneﬁdnng of said
adef fomang 1.ng | a a- procedur e
usi’'ng gﬁ |H?38?§§§ CF&%UI%éQg%%ﬁ conéﬁ@t read data
baigd uint sonprpst gy @asd or age CIFCUIt for storlng
correspondence instructing data indicating
correspondence between operation codes used for said
appl iigati on pegr @Pd&%erfgatr@etzrﬁaéaég @E eﬂég%}gdln claim
circuit and nanes of said operations,
9roferdiion eemeslshrgi at ettaceLf mwmputqumcana plurallty

d hi n h t
oORFIR AN eSeT 0L00 BRAVCAM desell 8100 e OPELALI e

innagaeisd alldlaoﬂdﬁttelr Gitfortiide fOlrobial BhAY S dkssing for
operatl codes correspondi ng to said operation names

RSO (HAET 0t roH §ailsh T STh R A TSRO He §EPTBIURy Pirisytidm and
ex@éu\fﬂl%\@ ngigaldne processing in units of said divided

processing.



correspondence instructing data and using the obtained
operation codes to define the processing of said
application 10 program 38 A sem conductor circuit as
set forth in claim 37, wher&#4r said correspondence
instructing data further shows the correspondence
bet ween sai d operation nanes and 15 key information
used when said integrated circuit perforns operations
. corresponding to those operation nanes and said
sem conduct oy.el pEAU ﬂﬁ?fl s sai d ke ivfornatipn
correspondi ng-tU sa _ BS~ bed in
'sai d operati-on describi ng pYESEREGTY viewi ng said 20
correspondence instructing data and uses that obtained
key information to define the processing of said
application program .39 A sem conductor circuit as
set fortih hecokdialcedwi thiepehPaidicd Sﬁﬁix.rd&es‘%}i&?ﬂ:&@ests,
25 generates job managenent data including job 269
e j i n X ' fa
£ Gl Qb A8 d&énéﬁiée?S he g, & e&’E{’g} n%&g% ggggaeﬁne job

a plurality of jobs tormng proces _
apRli .i Qgr and status data,show.ng the, state
5 SPGB o AT RS howa Sed GRae, o S OfsEeR fE =
agﬁprd nce with 5 processing request, selects the
j BFYE Yefé‘m}t"zlf FEPIE RFQAeS NG N ATRCITFRICANF th a
. said processing order data of said job
processing request and status data showing a state of

dss
C

_progress of execution of said plurality of jobs for each
9f said processing requests. Further, the SAM chip selects
10- one entity data from said piurality of entity data, selects
and executes the jOb'to; be executed next based on the status
_ data and processing order data of said selected entity data,
and updates the status data .-';n accordance with execution

- of said job.

Figure 1



managenent data, executes said selected job, and 10
updates said status data of said selected job
managenent data in accordance with the, execution of
that job. .41f A sem conductor circuit as set forth

in claim 39, wherein said control circuit 15 uses
sai d correspondence instructing data and said
operation describing programto generate tenplate data
of said 'job managenent data and%dses said tenplate
data to generate said job nanagenent data in
accof@afickawktihon prodestangsreguesand 20id 4irdvessing order
sem conductor circuit as set forth in claim 39,

wher eiatasaifdsgdat selecied uijch mppnEfateas shitth,] ob
managenent data for each of a plurality of processing
requests, set@ctimeon®y exdmndgemeatddatiettam s d and
25 plurality of data nodules, 270 selects the job to

be execut ed raxdirkased opdagahg shaguscsais &id A daig
processing order data of said “selected job managenent

dat age@XeCdd §3LSAhHaGEIERT 84 thOPn - 1R HRAREESSA A e execution

status data of said Selected job nmnagenent data In
accopgdapgegWdih execution of said job, and

26. A data processing method performed by a
secure application module unit connected with a server '’
which transfers commands to a semiconductor circuit
running an application program for processing relating to
procedures using an integrated circuit,

wherein said semiconductor circuit is
configured to view correspondence instructing data
indicating correspondence between operation codes used
for the application program to operate the integrated

circuit and the operation names,

said method comprising the steps of:
receiving an operation describing program
describing operations of the application program using

the operation names;and

obtaining operation codes corresponding to

the operation names



sel ects one job managenent data fromsaid plurality
of data nodules after said updating. 10 .42. A

sem conductor circuit as set forth in claim 41,
wherein said control circuit deletes. said job
managenent data when all jobs formng processing in
accordance with a processing request finish being
executed. .43 A sem conductor circuit as set forth in
claim 15 41, wherein said cont#®@facircuit, when said
operation describing programincludes a description
desi gnating a maxi num nunber of said job managenent
data which said sem conductor circuit can process, 20
genedatesibaildij obhaamagesendn das &c i b e O Eaiean w#fihew1ng
a processing request conditional on the nunber of

- | obtnenageresbortidrac dei i At MY QiacRaRng@hdes the obtained
desi gnated nmaxi num nunber. - .44 A seniconductor

Ci r cgbbraxsictfledhRbt Pol Be£1.4d ezgar%%gi Mﬁ%eéf' S %ppllcatlon
control circuit generates sal T nagemnent
dat §£g?|ng sai d execution order data indicating
' execution of a plurality of jobs
corresponding to a plurality of operations on said

integrated circuit. 5 .45 A sem conductor circuit as
set forth in claim 41., wherein said control circuit,



when. sai d operation describing programincl udes

descriptions defining at | east one data bl ock anong a

data block storing data read fronpgai d i ntegrated

circuit, a data 10 block storing data to be witten in

sai d integrat eo[ag,i %C%iatt and ,a data bl ock storing

| og i nformation “of proc?sgfrﬂ&elscﬁln%“kﬂ‘é%ijlﬁseaﬁsi fprth in claim
sai d iJ¢ egrat ed circuit, generates said data bl ock : >
based ‘on‘sal g - Operation describing program 15 .4, A

sem conductor circuit as set forth in claim 41,

wherein -sai d oper ashdd caresspoRdEREE0: £QFPRALS. .
- sem conductor circuit as set forth in claim 4_§l-,d£€a%urther show

wher ei Hhe atdriraspghaette. Hetiidea ] S nted ip.a card..

.4$ A seniconductor circuit as %ets‘{%?t ‘?ﬁag}%ﬁl,ﬁ%es and key
415wheteforkhAeioh auily | tanper-resistant .

sem conductor circuit. @ggAsﬁﬁégﬁd}ﬁ?%r%%e‘éx%{ﬁ‘éﬁtmermes
a semaEiellied Ohe SLLEULL running an application

program f or per?o'rg?nrﬁ“ﬁsp 8?%&@§si thase ioperation names, and
procedure using an integrated 25 circuit, 272 - said _
program conpri si nG2* romtierndectonpoiricng tabbtaing said key
oper at,i QN descri bing program describing an operation

of sali*&FRAEan ewnnespaning itrg saaespakaRRESHAL ;
for said integrated circuit, that 5. i sI,) ogerat ?%é]xggg described

nanmesifasadet iapeerfaoitiot ayd £ £O5H§SpRRYSaGe

by viewing said

10 i i
correspondence 1n$truct1ng data and uses that obtained key
information to define the processing of said application
program.
-2% A data Processing method. as set forth in claim
26, further.comprising the steps of:
15

z

generating by said semiconductor circuit job
m L] - - A

anagement data including Jjob execution order data showing
an order of execution of a Plurality of jobs forming

Processing of saiq application program and status data
s ing t
howing the state of Progress of execution of said pPlurality
20 of jobs,
selecting by said semiconductor dircuit the job
to be executed next based on said statﬁs datr;l and said

Processing orxder data of said job management: data,

executing by said semiconductor circuit said

25 selected job, and



instructing data indicating correspondence between
operati on codes used by said application program for
operating said integrated circuit 2%%d -sai d operation
nanmes 10 to obtain said operation codes correspondi ng

to said operationgfadesn ribed L id.operation . .
describing program and %ﬁ?%ut%ng %%?EggFﬁag gFgcrreuit said
obt-ai rd 4 C to,define .processi ng of said
appli?ﬁ??gﬁﬁﬁgigfgﬂf QQ%& selecteg J%b managé%ent data iq

gccordance with the exeéution of that job.
<29 A data brocessing method as set forth in claim
5 28, furthgr comprising the steps of:
using by said semiconductor circuit said
correspondence instructing data and said operation
describing program to generate template data of said job
- management dété and
10 using by said semiconductor circuit said
template data to geneiate said job management data in
accordance with a Processing request.
.59 A data processing method as set forth in claim

28-, further comprising the steps of:

15 generating by said éemiconduct&r circuit said
job management data for each of a plurality of processing
‘requests, ‘

selecting'by said semiconductor circuit one job
management data from said ﬁlurality of data modules,

20 selecting by said semicoﬁductor circuit the job

to be executed next based on said status data and said
bProcessing order data of said selected job management data, -

executing by said semiconductor circuit said
selected job,

25 updating by said semiconductor circuit said
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status déta-of said selected job management data in
accordance with execution of said job, and

selecting by said semiconductor circuit one job
management data from saidlplurality of data modules after
said updating.

.31 A data brocessing method as set forth in claim

30 , further comprising a step of deleting by said

semiconductor circuit said job management data when all jobs

" forming Processing in accordance with a processing request

finish being executed.
.32 A data pProcessing method as set forth in claim
30,

_ wheréin said opefation describing program
inciudes a description deéignatiqg a maximum nﬁmbgr of said
job management data which said semiconductor circuit can
Process,

said method further comprising a step of

generating by said semiconductor circuit said job management

data in accordance with a processing request when the number

" of said job brocessing data is not more than said designated

maximum number .

.33 A data Processing method as set forth in claim
30, further comprising a step of generating by said
semiconductor circuit said job management data including

said execution order data showing an order of execution of
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a plurality of jobé corresponding to a plurality of
operations for said integrated circuit,
.34 A data bProcessing method as set forth in claim
30,
wherein said operation describing program
includes —de'scriptions' defining at least one data block among
a data block storing data read from said integrated circuit,

& data block storing data to be written in said integrated

- eircuit, and a data block storing log information of

processing for a procedure usiﬂg said integrated circuit,
said method further comprising a step of
generating by said semiconductor circuit said datarblock
based on said operation describing program.
.35 A data précessing'methbd as set forth in claim
26, wherein saidrqperation names are macro commands.
.36 A data processing method as set forth in claim
26, wheréih said integrated.circuit is mounted.in a card.
+3T A semiconductor circuit for running an
applicétion program for performing processing relating to
& procedure using an integrated circuit,
said semiconductor circuit comprising:
a storage ciréuit for storing corfespondenqe
instructing data indicating correspondence between

operation codes used for said application program to operate

said integrated circuit and names of said Qperaﬁions, that
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is, operation names,

an interface for inputting an operation

'desbribing Program describing the operation of said

application program using said operation names, and
a control circuit for obtaining said operation

codes corresponding to said operation names described in

said input operation déscribing program by viewing said

correspondence instructing data and using the obtained.

- operation codes to define the processing of said application

program.
.32 A semiconductor circuit as set forth in claim
3%, wherein
said correspondence lnstructlng data further

shows the correspondence between said operatlon names and

key information used when said integrated circuit performs

operations corresponding to those operation names and

said semiconductor circuit obtains said key
information corresponding to said operation names described
in said operation describing program 5y viewing said

correspondence instructing déta and uses that obtained key

information to define the Processing of said application

Program.

.3 A semiconductor circuit as set forth in claim
37, wherein said control circuit:

generates job management data including job
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execution order data showing an order of execution of a
pPlurality of jobs forming processing of said application
pProgram and status data showing the state of pProgress éf
execution of said plurality of jobs in accordance with a
pProcessing request,

selects the Job to be executed next based on
said status data and said processing order data of-said job
management data,

executes said selected Jjob, and

updateé said status data of said seleéted Jjoh
management data in accordance with the execution of that
job. |

.4Q A semiconductor circuit as set forth in claim

39,-wherein éaid.control circuit

uses said correspondence instructing data and
said operation describing program to generate template data
of gaid'job management data and

uses said template data to generate said job
management data in accordance with a processiﬁg request.

.4l A.semicénductor circuit as set forth in claim

39, wherein said control circuit:

generates said job management data for each of
a plurality of proceésing requests, '

- -Selects one job maﬁagément data from ;aid

Plurality of data modules,
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-selects the job to be executed next based on
said status data and said processing order data of said
se;egted job management data,

executes said selected job,.

updates said status data of said selected job

management data in accordance with execution of said job,

and

selects one job manégement data from said

- plurality of data modules after said updating.

42 A‘semicondﬁctor c;_i.;cuit as _seﬁ fgrth in claim
41, wherein said control circuit deletes said’ job management
data when all Jobs forming Processing in accordance with
a érocessigg request finish being executed.

43 A semiconductor circuit as set forth in claim

41, wherein said control circuit,

wliep said operation describing program includes

+

a description designating a maximum number of said job

" management data which said semiconductor circuit can

Process,
generates said job management data in accordance

with a procéssing reﬁuest conditional on the number of the

‘Job management data being not more than said designated

maximum number. - : :
A4t A semiconductor circuit as set forth in claim

41, "wlierein said control circuit generates said job
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management data including said execution order data

indicating an order of executién of a pPlurality of Jjobs
corresponding to a Plurality of operations on said integrated
ciééuit-

.45 n semiconductor circuit as set forth in claim
l_;l‘-, wherein said control cirouit,

when said operation describing program includes

desch.pt:Lons defining at least one data block among a data

. block stor:mg data read from said J.ntegrated circuit, a data

block storing data to be written in said integrated circuit,
and a data block storing log information of Processing for
a procedure using said integrated circuit,
- 9enerates said data block based on said

operation describing program.

-4¢ A semiconductor circuit as set forth in claim
41, wherein said operation names are macro commands

47 a semiconductor circuit as seﬁ forth in claim
41, wherein said integrated circuit is mounted in a card.

4% A sexln:l.conductor ca.rcu:.t as set forth in claim
41 , where:m.the circuit is a tamper-resistant sem:.conductor-

circuit,

.44 n Program to be executed by a semlconductor

';c:l.rcu:l.t runn:l.ng an appl:.cat:.on program for performing
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-said program comprising:
' ¢ - N
a routine for inputting an operation describing

program describing an operation of said application program

'using names of operations for said integrated circuit, that

-

is, operation names,
a routine for viewing correspondence

instrﬁcting data indicating correspondence between

operation codes used by said application program for

-operatlng said 1ntegrated clrcult and said operation names

to obtaln said operation codes correspondlng to sald
operation names described in said-operation describing
Program, and

a routine for us1ng said obtained 0peratlon

codes to define Processing of said application program



