1 23 March 2004 Selective telephone caller identification service. The present invention relates
generally to caller identification services in a telephone system, and more particularly, is directed to a
selective telephone caller identification service. 5 With the advancement of digital telecommunication
technology, more and more features and services arelbeing offered by telephone2sevacehoddders
(i.e., a telephone company). For example, one such feature is caller identification (ID) wherein the
called party“1% (V8. [FERMNBA N TLIdsEPCRUIGR RF T Sentify and display the calling party's (i.e., caller's)
telephone number before the called party answers the call. This function is currently implemented with
an agreement among three parties, namely, 1) the called party, 2) the calling party and 3) the
telephone service provider. First, the telephone service provider needs to provide the caller ID service
and send out the caller ID information with the 15 telephone ringing signal. Second, the called party
must subscribe to the caller ID service and have a caller ID box coupled to the telephone line. Third,
the calling party must agree to release his caller ID to the public. The first two parts are controlled by
the telephone service provider and the called party. If the called party subscribes to the caller ID
service through the telephone service provider and has a caller ID box available, then he will receive
the 20 caller ID informatitie presshhisietephesitingendhiytiirdablart izeofitinltadsby the ¢aling party. If

the calling %artg does not warét to release TS ri.vaisj‘e tele(ghone Eémeer%fg ;ﬁublic, “j?at is, to any caller
ID service,t EPOSR R HE 4 %%rr‘?é’glétl’w rVIERES Bchﬁﬁg (if}‘fﬁé RHR ¢4 é party's telephone
number toidewticaigiosswtxseriber. The consequence of this action by the calling party is that if the
caIIedSparty 25 recipient subscribes to the caller ID service, the called party's telephone would not ring

when ~a call is placed from the private telephone of the calling party. This is referred herein as a
double side security crash, that is, where the calling party blocks the caller ID when the called party

Somice 2 whers i calh I LT D AR L BN BAA oD SR 3004 1
There is nmolassiftaatiomdfsthei tetephdomplotfkagebinebihkomckdsidhprblodkage avill tblegkotire calling
party's ID {0 Ay R3"es SRISDID SROUEE KRR SoaNRS e, SAUNAR A Svherein the called party
10  (i.e., recipient or receiver) is able to identify and display the calling party's (i.e., caller's)
telephone number before the called party answers the call. This function is currently
implemented with an agreement among three parties, namely, 1) the called party, 2) the
calling party and 3) the telephone service provider. First, the telephone service provider
needs to provide the caller ID service and send out the caller ID information with the
15  telephone ringing signal. Second, the called party must subscribe to the caller ID service and
have a caller ID box coupled to the telephone line. Third, the calling party must agree to
release his caller ID to the public. The first two parts are controlled by the telephone service
provider and the called party. If the called party subscribes to the caller ID service through
the telephone service provider and has a caller ID box available, then he will receive the
20  caller ID information when his telephone rings. The third part is controlled by the calling
party. If the calling party does not want to release his private telephone number to public, that
is, to any caller ID service, he can ask the telephone service provider to completely block the
calling party's telephone number to any caller ID subscriber.
The consequence of this action by the calling party is that if the called party
25  recipient subscribes to the caller ID service, the called party's telephone would not ring when
a call is placed from the private telephone of the calling party. This is referred herein as a
double side security crash, that is, where the calling party blocks the caller ID when the
called party uses a caller ID service. The only time that the telephone rings for a called party

with a caller ID service is when his caller ID service has clearly identified the calling party's



telephone calls, regardless of whether the calling party is the called party's family member, or if the
calling party is making an emergency call. This black and white blockage may cause 5 some problems
in certain situations. For example, some people do not want to receive unidentified telephone calls or
commercial calls. This might be the reason that a persbn subscribes to the caller I3 Skreic@804f the

calling party blocks his or her.]D completely, the telephone number he dials will not ring the called
party's teldbhanEriiEn ?}?aﬂﬁegt@%aﬁé%rfﬁlﬁéi?a% LRl B 2N S ReLHe RS LS AL s

incoming aalastiencanaipy/pasys cBlkoThe wetikisanatiibe galledwhriydbaydiiss same iy important
calls that he may not want to miss. This is currently a burden for some people whgo own a caller ID box
and subscllP R B AHar T UERo L PR L RELE ARG S O SELtORIER (B AL SEIEbhone

numbers fiomdhel pupbarAnothgtisiuationendeacs tis. doublgsiderseatiiitytsakhoeauls cause a
problem 15 is wi{& sec.ur%com uter call back service. For example, some companies provide a
defengive SN BRI SARiE aé?r%)m@té%%swho want to remotely log on to a company computer (for

example, from their hon®): dRaMeE, GagespEbplempioyeemprovideitbainidelafiienelaptivhecitishe
computer service so that their numbers are saved in the computer  database. If a djal-jn ring is
ocenvett by TRABRTHANGAUS ORGP SUE i SRRt LHINEF o0 S Rr A TN service first
finds out ifstieicallintxipactylsngypabe bvetchésoamyg ol niplepivnaa e rapiaisd adhd cldialiage. If there
is a match, further secuyrity checks proceedq. If the, callin rty's teleghone number is not within the
database, T TSGR CAITG PR R SHTSHSs SHHEN ok AT B 1 BB RSt mer
numbeér fram sbe jeu lelisssilfie scbis pacyris ao vapluie s eauriynsasviat. Wilenet e iabhatttheletdlsdine the
incoming telephone 25 number, and the call va'II l’[%r%icted. According to Bell. Atlantic, tlle current
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solution foP A5 B8NEIETS Bt e Kahe RO B FRAYE RRE EAIAQY TP Ay HAS HTEEEA S Lompletely
block his teledbofier sumehenpie wao perfarcalkn Dhlhoe wimblodiksdate spdeifialieldphasreioeiaba For

example, if the calling party is calli rty who s asc ibes to ti;ée caller 1D seryice, his telephone
cal 30 wil BB G AL SO e R R Sl S e i s @URHE telephone call s
an unknown caller and wilowb¢ragtivaienthéciogkis Adible salmectinny threshalbngl patke witrdbéana
message from the telephone company Egrﬁige reco&pling centFr informing the calling. party that if he

with a secu com C 1CC. Otl‘ c, SOme %pfglﬁﬁé)rléﬂg 6’14

wantsthe RIEPASHE CA R JORRIBuGh, the caling pafty Can ternporarity
defensive call back service for employees who want to remotely log on to a company

computer (for example, from their home). In most cases, the employees provide their
telephone number to the computer service so that their numbers are saved in the computer
database. If a dial-in ring is received by the company computer service, the security calling
20  number identification service first finds out if the calling party's number matches any of the
telephone numbers in the database. If there is a match, further security checks proceed. If the
calling party's telephone number is not within the database, the telephone call is rejected. In
this situation, if the calling party has blocked his or her number from the public, the
company's computer security service will not be able to determine the incoming telephone
25  number, and the call will be rejected.

According to Bell Atlantic, the current solution for this complete blockage
problem is as follows. If the calling party has chosen to completely block his telephone
number, he can perform an online unblock to a specific telephone number. For example, if
the calling party is calling a party who subscribes to the caller ID service, his telephone call

30  will not ring the called party because the called party's caller ID classifies the telephone call
as an unknown caller and will not activate the ringer. At the same time, the calling party will
hear a message from the telephone company service recording center informing the calling

party that if he wants the telephone call to go through, the calling party can temporarily



suspend the caller ID block by pushing * 82. After pushing * 82, the called party's caller ID box will
display the calling party's telephone number and name, and the telephone will ring. Although Bell
Atlantic's current approach has solved part of the problem, it is not a handy solution for customers. If
the calling party is dialing in an urgent situation (e.g., 3 calling a doctor's office), he3yrtiagéddifficulty
determining how to enable the telephone call ;ogroceed. This i especialli/?true for children or people

with languag® UKHGSEANGIHD PRSI ENRUEEPShE oﬁ%ﬂtevﬂueaﬁ%%ﬁ%% & AR SV it could

also be a ygsdeil dissiayspetbelEampanksdephpHtaimdymeldmaintoailletielepiiadauwimbesdo be
unblocked before it rejects the dial-in r?quest. 10 Once a calling party hasgld%peitged to release his

caller ID to the called patty 948 FSUSMIBTHGE SBHWABRIARS AN AoINRETFhe? iy hlry's or
called partys dalerpRontuling ol hewehiersolidastibibhathing callingnpary’s caltet linforaton and the

communication content. This.could likely occur. if either the caller qr receiving party's phone is of a
celula i AT Hh elavgff{#lélﬁrﬂ%gﬁﬁmgﬂﬁ%ﬁw Pt R abhone
caller identifipasiepderhicesthgicoidicamefothaiddese mepdipied prablemswithddistapdnrgart. 20 It is
another object of the present invention to. prqvide a selective telephone caller identjfication service
ot provick TSIy ¥ EhE BTN STHELREES Ao b Eanel 1056y ek Sebite o control
the way inbybadkehisctetenhons oompeatistalaasechiof@nbowilepricdrammbati edtparbeiclids a further
object of trllag}present inventio .qﬁ;_).llgrovide a selective telephone 25 caller identification service that
provides a fet 5‘388‘5’7&?’8[5% W%‘fﬁs@'ncrypting/decrypting the caller ID. It is a still further object of
the present invention to @rovigeall sgl@ativehde lepidwiacatlendddntifisididbDsentice shed paaplés use of
detailed scheme%f)nﬁhe receiver }slide as to how to Ean le thﬁ. blocked callerllD b%rysing a header of
one or two bRES 30 S L SR DR R AR T DS SAH R PR ROHO S RIShB Bselective
telephone teddigronketifi cailibbeinile de &lthe Stépshahpravithp g atlst of kaléphafiemariobhensdahesecond
parties to which a first party is willing to r se identificatign information regarding the first party. This
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is of a cellular type.

15
Accordingly, it is an object of the present invention to provide a selective
telephone caller identification service that overcomes the aforementioned problems with the
prior art.
20 It is another object of the present invention to provide a selective telephone

caller identification service that provides a way for a caller who subscribes to a telephone
caller ID or blocking service to control the way in which his telephone number is released to
and withheld from called parties.

It is a further object of the present invention to provide a selective telephone

25  caller identification service that provides a further security operation by
encrypting/decrypting the caller ID.

It is a still further object of the present invention to provide a selective
telephone caller identification service that enables use of detailed schemes on the receiver
side as to how to handle the blocked caller ID by using a header of one or two bits.

30 In accordance with an aspect of the present invention, a method of selective
telephone caller identification includes the steps of providing a list of telephone numbers of
second parties to which a first party is willing to release identification information regarding
the first party. This list is supplied to a telephone company by the first party if the first party

subscribes to a call blocking service with the telephone company. Then, the list of telephone



subscribes to a call blocking service with the telephone company. Then, the list of telephone 4 23
March 2004 numbers is stored by the telephone company in a database. When the first party dials a
telephone number to make a telephone call, the telephone company determines whether the first
party subscribes to the call blocking service with the telephone company. If the fir@3 patyhdzEs!
subscribe to the call blocking service, the telephone company searche%thﬁéslist of 5 stored telephone

numbers HEIPEES P ISArRY g PARISHENBRDM Bt 5APARE B IR HES e R it mine if the

dialed telephgnentmibicstomitie istRipsiaiedAde|epheng netvkerspaivhendtisdsterainadiibat the
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between theéiggltlptar% and thﬁée ond party. At such time, the identification information regarding the

first party i ncrypf)e STReN! an‘crypted identification information of the first party is sent to the

second party. The abovinakdoothetobhjects derilrgsand ddvartagemotitiennwentibodwifl become
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with the accompanying drawings.
numbers of second parties to which a first party is willing to release identification
information regarding the first party. Then, the list of telephone numbers is stored in a
database. When the first party dials a telephone number to make a telephone call, a
determination is made whether the first party subscribes to the call blocking service. If the
20  first party does subscribe to the call blocking service when the first party dials a telephone
number to make a telephone call, a search of the list of stored telephone numbers is
conducted to determine if the dialed telephone number is on the list of stored telephone
numbers. When it is determined that the first party subscribes to the call blocking service and
that the dialed telephone number is on the list of telephone numbers, a connection is provided
25  between the first party and the second party. At such time, the identification information
regarding the first party is encrypted. Then the encrypted identification information of the
first party is sent to the second party.
The above and other objects, features and advantages of the invention will

become readily apparent from the following detailed description thereof which is to be read

30  in connection with the accompanying drawings.

Fig. 1 is a schematic view of a telephone system with which the selective

telephone caller identification service according to the present invention can be used; and



Fig. 1 is a schematic view of a telephone system with which the selective telephone caller
identification service according to the present invention can be used; and 5 23 March 2004 Fig. 2 is a
flow chart of the operation of the overall system of the present invention. 5 Referring now to the
drawings, the present invention provides a solution to she aforementioned proble2% Mscbi2ling to the
present invention, a caller can select one of the following three choic?s from his/her telephone
service: 1) Release his Edftet DG W PEBIR; BT SRsHHIBRN BIOERAR A WS R BiSBlic; or 10 3)
Block his gallentibnin general, except as to certain selected numbers. The first and second choices are
currently implemented and in use by telephone service providers. As for the third choice, the
telephone calls would be automatically classified to different receivers. In this regard, it is first
assumed that the caller chooses to block his caller ID, except to certain chosen recipients. Therefore,

the caller must 15 first proyide the telephone company with a list of recipients’ numbers for whom the
callor To. information wikBLETORGARESH S (RGN Mo ERAY HHGRT GRS A DARJIARE the

caller is attgorpitiegtionebstoisdisted anitia callgisseleatatvialaasealisilléh e calied @rrbf thenot
contained %n the caller's list of tgtj?égﬁ}gﬂ%nu beér%?, the caller ID is blocked. If the called party's
telephone NHPBHIE LG HLESHF L ISERONBHMBEFs, then the caller ID 20 information is

encrypted,IfoR €xasapie catlthdbele phomebtiompany's signal generating end, with the calling number
age, a header is added to indicate that this is an

(destination number). On top of the encrypted messa
encrypted %%ﬂ&%zﬁp 1‘,06? S_cheHgf df%’ciﬁlg%‘%)sla\%o({;e, headers are also used, as will be described
hereirafted)Bhek Hie cdlledpaitydieceiyesctpe ieleplonmcalka@asdtithieeaalled party 25 subscribes to

the caller ID service, th aIFd party's caaeélD box first che&ks th]e messga e header to see what type
of message is being rec RedrSteap SSSCBB If 9lﬁ?faﬁr§b?8rﬁfgff BP FHA PR pgr%iﬁg AtfiBer is merely
displayed aieiitesereenic piosidaonipidtelhbibokbehovesdage ] dpleoaaltatlBvoakdwil display a

e M A ons eslophone. g g8 e Mssean e 1 o
uses the selmesbuitaénerkéa salatiord Doedeprytptiends thesenatygppiontslf Therefecey giedaassage is a
validlrgessfellg?b}g%ldies ke telephone company with a list of recipients' numbers for whom the caller ID
information will be released. The telephone company then determines if the party that the
caller is attempting to reach is listed on the caller's selected release list. If the called party is
not contained on the caller's list of telephone numbers, the caller ID is blocked. If the called
party's telephone number is on the caller's list of telephone numbers, then the caller ID
20  information is encrypted, for example, at the telephone company's signal generating end, with
the calling number (destination number). On top of the encrypted message, a header is added
to indicate that this is an encrypted message. For cases 1 and 2 discussed above, headers are
also used, as will be described hereinafter.
When the called party receives the telephone call, and if the called party
25  subscribes to the caller ID service, the called party's caller ID box first checks the message
header to see what type of message is being received. If it is a publicly available caller ID,
the telephone number is merely displayed on the screen. If it is a completely blocked
message, the caller ID box will display a message "UNKNOWN", and block the telephone
ring. If it is an encrypted message, the caller ID box will decrypt the message with its own
30  number as a key, assuming that the subscriber's machine uses the same but reverse scheme
for decryption as the encryption. If the decrypted message is a valid message, that is, a
message including information as to the caller's ID, it will be displayed. Otherwise, it will

display a message "UNKNOWN".



message including information as to the caller's ID, it will be displayed. Otherwise, it will display a
message "UNKNOWN". 6 23 March 2004 It should be mentioned that the calling number used for
encryption is a random number to the public, but it is specific to the targeted receiver. The encryption
algorithm need not be complicated to achieve the goal. The process of encryptin@/8lddayiipgothe
caller ID is particularly useful for wireless or some security required seryices. In this case, even if the

5 telephone line is monitb?BaUY B (RFAHRRY, At the R RER HOtSREE I \RE TO SRR ORI 1t is
envisionechtiabdf seaipyvsiuenbothivifrdiaiodovie lassetliaroelsels Thé cRppMiRicsoripiesicould

be eliminated. This means that if the system at the telephone company side determines that the
dostinationof M AN KCHEtbLs GFAYFR< cr e JIELD 5 S BA CERA B oIS hfbrmation,

without enggyptiglarlOthenwises, wiklagksthenibiatuatioreqitedalisiscef thehtalayelvandf the
encryption/decryptign scheme. will pow be, gescribed in further detail. Referring specifically to Fig. 1
and the flo %ﬂ“ﬁd? é‘}‘%ﬂ%‘ﬁ?ﬂg iﬁdﬁf RS %Hﬁ{BF‘BP/o%aéhﬁ%?%néégfe‘fv D'adtérimés that he
would like ¢alpartially block his telephone number from the public. The caller provides a list of
telephone numbers to t te.IocaI. telegﬁ negclompan indiﬁathn W?%%??éelephone numbhers het will make
his caller ID information ‘avaTYHIE et 15 HIENiRY Yt Rt ﬁqﬁ% MBSIEEERBE LSRR in
writing, 20coialiyeatdklaciropicallyoantits gigferably Stosetdcimatielephbneysempanyedalaiiase. After the
telephone company receives this list, tp&e éjata IS.in uﬁi to its .mainframe computer 12. Preferably, this
st is smafl RPBPAR S SHIETENN ik B AeSiiatioghabihs-calliv s R e gslsre i eharge the
custamer aeseoysing teriswhmediertabejpifiormeation) batbotecoryiaioaddnhiie list. iChisers who
subscribe to the caller ID service 25 download and install the caller ID decryption algorithm on their
local calleﬂ@rﬁl?sgggsors or boxes 14, or alternatively, the decryption algorithm can be built into the
caller ID boxes 14 (StefiOdtalits stEhd Odl]¢hEDcate kpltagpsoa/&ieghpaoe editnlheli¢iephdee company
receives the c Iecli's C Irlmg sd'gtnql, and determines whether the caller subscribes to the call blocking
escribed in furth&r detail.
Referring specifically to Fig. 1 and the flow chart of Fig. 2, the following
15  shows a typical procedure.
A caller 10 determines that he would like to partially block his telephone
number from the public. The caller provides a list of telephone numbers to the local
telephone company indicating which telephone numbers he will make his caller ID
information available (Step 101). The list of telephone numbers can be provided in writing,
20  orally or electronically and is preferably stored in a telephone company database.
After the telephone company receives this list, the data is input into its
mainframe computer 12. Preferably, this list is small in order to save on system cost. It is
foreseen that the telephone company can charge the customer according to how many
telephone numbers are contained in the list. Customers who subscribe to the caller ID service
25  download and install the caller ID decryption algorithm on their local caller ID processors or
boxes 14, or alternatively, the decryption algorithm can be built into the caller ID boxes 14
(Step 103).
In step 104, the caller places a telephone call. The telephone company receives
the caller's calling signal, and determines whether the caller subscribes to the call blocking
30  service (Step 105). If the answer is yes in Step 105, the telephone company searches through
the database of its computer 12 to determine if the caller is calling a party having a telephone
number on the list of numbers stored therein (Step 106). If the caller is calling a number
which is on the list, then the telephone company's computer 12 will encrypt the caller's ID

with the destination number, and add a header to indicate the type of message (Step 107). The



30 service (Step 105). If the answer is yes in Step 105, the telephone company searches through the
database of its computer 12 to determine if the caller is calling a party having a telephone number on
the list of numbers stored therein (Step 106). If the caller is calling a number which is on the list, then
the telephone company's computer 12 will encrypt theZaller's ID with the destinafidMauehi#04and add
a header to indicate the type of message (Step 107). The 7 23 March 2004 encrypted message (caller
ID) is then SSRRFh B PERLA R 103 CRUNEr HPENEr 5 BB $4 o BIRFTUEL9RER! thedSfotéssor or
caller ID bpsedHieeives and parses the message (Step 109). A determination is made as to whether

the calling party's ID is blocked (Step 110). If ?the calling party's ID is blocked (YES in step 110),
display 18 displays the m&gtdge PIORIRIOW K @ﬁ&@@%iﬁé%@ﬂ&??&ﬂ%&%&s( B335 Y58 calling

party's 1D iroppt Abtieadad (MO Siagelba) Wirtrlerd Ranaxehaecnpis theckadgsigp infoymation,
displays the

information on disp! 8, and the call is conpected (Step 114). After display of either
"UNKRIOWR"S d”iﬂsoﬁﬁ%qb?gﬁéﬁf&rgét‘éﬁﬁﬂﬁ)e‘5?8 sé%s‘l’éé?}ﬁ?ﬁ E%?é?j"&‘jlja). 10 Ifitis
determinedUNKIBID WS that the calesigogssiobsuwis@ibe 10Xhafaal daltiekipgrsesJiods igre is no need
for encryption. In such case, the telephope pany's, computer 12 will add.a header to the caller ID,
ettt R e R A el i o el
with the hehéelaiftertaeisacsidesplaystepaddthelallnstepnkoRdt®gyracessarior dapierylDfleakel4 receives
and parsesg e. In this case, the header indicgtes that it is an.unblocked message (Step
110), and SIS B 1 DL LR T B B o 1 PGS ARG CACE with ateps
114 and 116 as explaingdt abasteriitied dabepis @athagthervaiireiotiaids sabbwvithimottie: katithat is stored
in the 20 datapase of computer. 12, computer 12 will generate and send a complete blocking header

5oy FiHe ol Pieteisnl

to caller 13RI RS BIE RIS RRLSRYSTnHI A Ase e EIGRANRS FOBIGEREY, caller ID
box 14 wilkdegyet tewiiésddgehtheadenhelisplayld noe asdigae th KNOVY Neangsctiearis] 8n and the

clephone (Riss Bsp U s peseie pirau el o ileencal goTre
incoming t&®phone call. For example, two bits b1 and b0 can

15 In step 109, the processor or caller ID box 14 receives and parses the message.
In this case, the header indicates that it is an unblocked message (Step 110), and caller ID
box 14 displays the caller's ID on screen 18. The method then continues with steps 114 and
116 as explained above.

If the caller is calling a number that is not within the list that is stored in the

20  database of computer 12, computer 12 will generate and send a complete blocking header to
caller ID box 14 in step 111. Thus, if the message indicates that the caller ID is blocked,
caller ID box 14 will decrypt the message (header), display a message "UNKNOWN" on
screen 18, and the telephone ring is blocked in step 112. This prevents midway interference
of different calls.

25 The message header used by the telephone company can simply be a 2-bit
header to indicate the type of incoming telephone call. For example, two bits bl and b0 can
be used for three cases. Thus, for an unblocked caller ID, b0 = 0 and bl = 0. For a completely
blocked caller ID, b0 = 1 and bl = 0. Lastly, for an encrypted caller ID, b0 = 0 and b1 = 1.

In the case where the encryption/decryption process is not utilized, only one bit is necessary

30  to represent a blocked or unblocked message.

In order to better understand the present invention, specific cases will now be

given.

Case 1



be used for three cases. Thus, for an unblocked caller ID, b0 = 0 and b1 = 0. For a completely
blocked caller ID, b0 =1 and b 1 = 0. Lastly, for an encrypted caller ID, b0 =0 and b 1 = 1. In the case
where the encryption/decryption process is not utilized, only one bit is necessary 30 to represent a
blocked or unblocked message. In order to better und@rstand the present invention3 3pecifie @@dses will
now be given. Case 1 8 23 March 2004 In this case, the caller 10 has a completely unblocked ID.
When caller 10 dials the tfépridife HENET épﬂéﬁmlé?@&aw&@f&%ﬁﬁ@a%&ﬁﬂﬁ RpiaHadr 1D

number ofttheetagpiRmavhiaibis enaymied. ancosgidsrthelcalirk sHOWEh e BPEDsignabdée dhenealled
party. The caller's encrypted ID or telephone numper is ther%r%cei,ved by calle{}%% }%x 14 which 5

decrypts tH8 RFoPRifio SARYRIGE: di cadr raiese e n NhsiERiad g BRal to the
telephone Dhéeadidpey chorypiial beginseihongniase & hdhisccased the calle Ibyis1coriletely
blocked. Thus, when caller 10,dial(§ J]O the teleghone number of the called party, computer 12 locates
the teRph8H&BRIBhTURBEPYT th=dtshlay sl EhteasHP Bk seaseb 430 ﬁ&%%?@%ﬁ%&%%ﬁégea led

party. Aftefodakiog phiscdefteserinatios, wardputeinstdlagks the caller's ID and sends a plain ring to the
called party. The called party receives the ring signal, and a message "UNKNOWN" is displayed with
a time stamp on display 18. Computer 12 then blocks the ring to receiver 16, so that 15
communicatisfnetween the calling party and the called party cannot be made directly. Case 3 This

case corresponds with the present invention wherein the caller's |D js_partially blocked. In.this case,
e per step 101, e callE DRoURES S LIRS EORHLBIT ST 2 TRIREU M AL o cHenone
numbers tehwhikiplibeecaliebis willirgctdl¢aipase, bisrputeand theatesapbasiepbonpanyDsiareseiis list in
computer 12, ag.per step 102. When the caller dials the telephone number of the called party, as per
ctep 104, LU AELAS FOGasd I TRIBDAGHE P TSR Ot o AL A <bLrENAIBE HE callr
list in the diiahaseyt@s permpiapr 106 1HdhetlelephahdD umbsmds thplsalledopartid s aitidipiie. database,
the process,is the 25 same as in case. 2. If the telephone num \ver 16 is in the database, the
process i THE “SLREPAECLE) oG HEE LS R e e S

time stamp on display 18. Computer 12 then blocks the ring to receiver 16, so that

15 communication between the calling party and the called party cannot be made directly.

Case 3

This case corresponds with the present invention wherein the caller's ID is

partially blocked. In this case, as per step 101, the caller provides the telephone company

20  with a limited number of telephone numbers to which the caller is willing to release his ID,
and the telephone company stores this list in computer 12, as per step 102. When the caller
dials the telephone number of the called party, as per step 104, computer 12 locates the
telephone or ID number of the caller and searches for the caller's list in the database, as per
step 106. If the telephone number of the called party is not in the database, the process is the

25  same as in case 2. If the telephone number of receiver 16 is in the database, the process is the
same as in case 1, wherein the message is encrypted in step 107.

Having described specific preferred embodiments of the invention with
reference to the accompanying drawings, it will be appreciated that the present invention is
not limited to those precise embodiments and that various changes and modifications can be

30  effected therein by one of ordinary skill in the art without departing from the scope or spirit

of the invention defined by the appended claims.



Having described specific preferred embodiments of the invention with reference to the accompanying
drawings, it will be appreciated that the present invention is not limited to those precise embodiments
and that various changes and modifications can be 30 effected therein by one of ordinary skill in the
art without departing from the scope or spirit of the in@ention defined by the appefdedactain@D 23
March 2004 CLAIMS: 1. A method of selective telephone caller identification, comprising the steps of:
providing gﬁﬁ‘@@élephone numbers of second parties to which a first party is willing to release
identification information regarding the first party, to a telephone company by the first party, if the first
party subscribes to a call blocking service with the telephone 5 company (101); storing the list of
telephone numbers in a database if the first party subscribes to the call blocking service (102);
determining whether the first party subscribes to the call blocking service with the telephone company
when the first party dials a telephone number to make a telephone 10 call (105); searching the list of

telephone pumbers in the daiahase Qcth (alaIRNE GATIMBBKINDER I Jish Ay sl puglephone

number to make a telephone call, to determine 'if the dialed telephone number is on the list of
telephone numbers, wherPihdifigst beiref telspbenp aymbereiaeesing ang eelopdichoslirsrpIseking the

telephone call; by i e IEslNaUMIORR S SRR ARINWARR It JGIG PIRC ANAIAREHIR! BaYaRyPSCribes

to the call blocking service and the dialed telephone "number is not on the list of stored telephone

numbers (23 dhe1irst paytypidiihse oarE sHbrcHbeNERA Al PlatkingyeariganatBdbe flgphryownen it is

deterrgineg(;pg%g finghparty subscribes to the call blocking service and that the dialed 20 telephone
n the lis

number is 0 t of stored teIePhone numbers (108); encrypting said identification information
1

regarding the first party $07e HisdiSerdeiephans eReRpet i dnahastiviharBrrm RAEHN rabdhsy the first

party to thg §RCONINIGRINYRER Lis Agigrmined that the first party subscribes to the call blocking
service and the dialed telephone number is on the list of stored telephone numbers (109). 25
determining whether the first party subscribes to the call blocking service with

the telephone company when the first party dials a telephone number to make a telephone
10 call (105);
searching the list of telephone numbers in the database by the telephone
company when the first party dials a telephone number to make a telephone call, to determine
if the dialed telephone number is on the list of telephone numbers, when the first party
subscribes to the call blocking service (106);

15 blocking the telephone call by the first party to the second party when it is
determined that the first party subscribes to the call blocking service and the dialed telephone
number is not on the list of stored telephone numbers (110,111,112);

providing connection between the first party and the second party when it is
determined that the first party subscribes to the call blocking service and that the dialed

20  telephone number is on the list of stored telephone numbers (108);

encrypting said identification information regarding the first party (107); and

sending said encrypted identification information regarding the first party to
the second party when it is determined that the first party subscribes to the call blocking
service and the dialed telephone number is on the list of stored telephone numbers (109).

25
2. A method according to claim 1, further including the step of decrypting said

encrypted identification information after it is received by the second party (114).



2. A method according to claim 1, further including the step of decrypting said encrypted identification
information after it is received by the second party (114). 10 23 March 2004 3. A method according to
claim 1, further including the step of adding a message header to the encrypted identification
information corresponding to whether a signal sent byl @he telephone company to 3zl sebdtparty is
an unblocked signal, a blocked signal or an encrypteig‘g;,ignal (107,111). 5 4. A method according to

claim 1, further including'tA SREHGFLERBENG 51310 Ckitig iRE SXHE W 98 AbRSIHIREIRY e first
party subsksiiRs 10 ttheeaatybleghkinatisradios mmckthaidinledrtejrpaanctd whbgeis Ratmandhe it of
telephone numbers (111). 10 5. A method according to claim 1, further including the step of adding a
message W@éﬁ%?%??e%ﬂﬂ?ﬁé%%%%‘é}gapéf&hi %%HP%“%% été’l%‘bﬂoﬁ%%@?ﬁﬁéi%ﬁ & second
party is arnsbpeeketbsa@pd 1 allplocked signal (107,111). 15 20 6. A method according to claim 1,
further including the steps of: providing connection between the first party and the second party when

itis d%termined that the first party does not subscribe to the call blocking service (105,108); and
sending said encrypted ideitificatiotoifarmatitirepaidingrtine ficsh paitystoplo€ sedandaparty when it is
determined that the first party does not subscrjbe to the call blockjng service (108)..7. A method
acoording R BN PO LIRSS B LS B ot ST e A SIS formation
after it is reesiechhy fiediseéadrtephsiy [didbe? & Sofomeib ddtatasksingniomiaibe:s, (further including
the step of: adding a message header to the encrypted identification information corresponding to

whether a signal sent by the telephone company to said second party is an unblocked signal, a
blocked signal or an enaryigdigiealdidgb claim 1, further including the step of adding a message

header corresponding to whether a signal sent by the telephone company to said second party

is an unblocked signal or a blocked signal (107,111).

6. A method according to claim 1, further including the steps of:
15 providing connection between the first party and the second party when it is
determined that the first party does not subscribe to the call blocking service (105,108); and
sending said encrypted identification information regarding the first party to

the second party when it is determined that the first party does not subscribe to the call

blocking service (108).
20
7. A method according to claim 8, further including the steps of:
decrypting said encrypted identification information after it is received by the
second party (114).
25 8. A method according to claim 9, further including the step of: adding a

message header to the encrypted identification information corresponding to whether a signal
sent by the telephone company to said second party is an unblocked signal, a blocked signal

or an encrypted signal (107).





