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METHCOD AND APPARATUS FOR PROTECTI NG PORTI ONS OF MEMORY FI ELD OF ﬂmE :
I NVENTI ON The present invention relates to conputer systens, in gene1 540415 :
4nd nore specifically to the protection of data stored in portions o
menory | ocated within conputer systems. In particular, nechanismare
di scl osed which transfer data between a conputer systemand a portion of -
menory to which the operating system does jnot have direct access rights.
.BACKGROUND OF THE | NVENTI ON When a process i s running on a conputer system
the process uses designated portions of nenory to store and retrieve data.
O her processes may al so have access to those designated portions of
menory. When a first process running on a conputer systemis stopped and
| at er resumed, a second process running on the conputer systemwhile the
first process was stopped may have access to the portion of menory
previously used by the first process. If, -while the first process is
st opped, the second process overwites data val ues whi ch have been stored
in the nenory by the first process, then when the first process resunes,
the data val ues which it had stored in nenory before it had been stopped

may no | onger be avail abl e. MW@P%%S FOR
| PROTECTING PORTIONS OF MEMORY

FIELD OF THE INVENTION

The present invention relates to computer systems, in general, and
more specifically to the protection of data stored in portions of memory located
within computer systems. In particular, mechanisms are disclosed which
transfer data between a computer systen: and a portion of memory to which the
operating system does not have direct access rights. '

BACKGROUND OF THE INVENTION

When a process is ninning on a computer system, the process uses
designated portions of memory to store and retrieve data. Other j processes may
also have access to those designated portions of memory.

When a first process running on a computer system is stopped and
later resumed, a second process running on the computer system while the first-
process was stopped may have access to the portion of memory previously used
by the first process. If, while the first process is stopped, the second process .
-overwrites data values which have been stored in the memory by the first
process, then when the first process resumes, the data values which it had stored -
in memory before it had been stopped may no longer be available. This may
create errors.



-2 - In addition, if several processes are running sinultaneously in a
conputer system one process nmay store data in.a portion of nmenory being
lised by another process. Thus, prior to a process retrieving the data it
had stored, that data nay be corrupted. It is also typical that a conputer
system may be subjected to a systemrestart. Such a conputer system nmay’
have a software application runni ng whi€k-provi des data buffers whose
contents are not erased as part of a systemrestart. This nmay be found, for
exanple, in a software package known as Transacti on Processin g Facility
(TPF) which is a prodiraddifion,BifisSeerpbpracesses A HpmiRg SNBWARSORSLY|IR aTpE ~j f

there d' SA?t Bﬁi@ﬁ rsga%ﬂ{ :onetﬂi‘écé‘sg lﬁtﬁ@ﬁitareqiam:ﬁfi pdnmeﬂaifzmd‘InMpbesngme?m?L
erase star e I a e
poi it 1t we Y AR GO %ﬁﬁm A pER e e B A YAIEAR,

contents of thdteiammayrbas:emm buffers remain the sane. However, these.
data buffers are accessible to any application running on the system These

data buffers could thgrefore b.e rupt ed operating
systemor the applica f ﬁ‘§°rtm‘ﬁ Bﬁcf’ﬁlgu%%@’é{!ﬁr?%;@k@bﬁn! iéb%RY OF THE
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used for st @grhsratidh2Armonk, New York. InTPF 1fthere isa systcm restart, the :
* contents of certain data buffers are not erased. After the restart is complete,
when TPF continues running at the point it was at prior to the system restart, it
- is desirable that the contents of the non-erased data buffers remain the same.
However, these data buffers are accessible to any application running on the
éystem. These data buffers could therefore be corrupted by errors in either the
operating system or the applications running on the operating system.

SUMMARY OF THE INVENTION

A memory in a computer system includes a visible portion and a

. hidden portion. The visible portion of the memory is addressable by a processor
and the operating system operating within the computer system. Addressability
by either the processor or the operating system is excluded to the hidden portion
of the memory. The hidden portion of the memory is used for storing data
transmitted by either the processor or the operating system. A communications
area, located in the visible portion of memory receives requests for data access
from either the processor or the operating system. A hidden server which
addresses both the visible portion of memory and the hidden portion of memory
receives requests for data access from the communications area and initiates data
access from the hidden memory.



transmitted by either the processor or the operating system A
comuni cations area, |located in the visible portion of nmenory receives
requests for data access fromeither the processor or the operating system
A hidden server which addresses both the visible portion of menory and the
hi dden portion of nenory receives requests for data access fromthe
communi cations area and initiates datafccess fromthe hidden nmenory. =~ -3
- BRI EF DESCRI PTION OF THE DRAWNGS Figure 1 is a bl ock diagram which
illustrates the configuration of nenory and its relationship to a plurality
of processors and a p/BRI&ZH DESGRIPIAION OFtTHE RAWINGSts i n accordance
with an exenplary enbodi nent of the present invention. Figure 2 is a block
di agram which illustrates, t he copfjguration of the vjsible nengory_ shown in .
Figure 1 and the corﬁ#ﬂ‘l‘ﬁec]a’csi %hloﬁgt‘i‘lagfé%%hﬂ%“@@'i go _,FS}O%;HH the
hi dden menmemosyaud its melationship fo a iphgratiey 6f processduls @nl adplagalitynofihi ch _
il lustrat ' | seonf | ' . | ' %e S@Wn in Figure
1. Fi gurqup‘lhzs%tbﬁg\y/?gﬁ%lr{ I%g#%%b%%@{}#%@%g% ceriégtl n prwt;cessi ng
steps for RIR¥DSERYAIPRg system to relinquish control of a processor to the
hi dden server in accordance with an exenpl ary enbodi ment of the present
" Figure 2 is a block diagram which illustrates the configuration of
the visible memory shown in Figure 1 and the communication path between the
visible memory and the hidden memory shown in Figure 1.

3 ' Figure 3 is a block diagram which illustrates the internal
configuration of the hidden memory shown in Figure 1.

Figure 4 is a flow chart diagram which illustrates certain
- processing steps for the operating system to relinquish control of a processor to
the hidden server in accordance with an exemplary embodiment of the present
invention. !

Figure 5 is a flow chart diagram which illustrates the steps
performed by the hidden server of Figure 3 in accordance with an exemplary
embodiment of the present invention.

Figure 6 is a block diagram which illustrates the configuration of
the queue used to pass requests to the hidden server in accordance with an
exemplary embodiment of the present invention.

DETAILED DESCRIPTION OF THE INVENTION

. Figure 1 illustrates a computer system in accordance with an
exemplary embodiment of the present invention. As depicted, the computer
system hardware includes one or more processors 15a-15n connected via some
bus or other interconnection mechanism 10 to memory 20.



invention. Figure 5 is a flow chart di agram whi ch. illustrates the steps
perforrred by the hidden server of Figure 3 in accordance with an exenpl ary
‘enbodi ment of the present invention. Figure 6 is a block di agram which
illustrates the configuration of the queue used to pass requests to the

hi dden server in accordance with an exenplary enbodi ment of the present

I nvention. DETAI LED DESCRI PTION OF THE I NVENTION Figure 1 illustrates a
conputer systemin accordance with an exenplary enbodi nent of the present
i nvention. As depi ct ed Anyhnmitpusystens ystycha usad dug ie accordenizeswitheanor nor e
processors 1ggery Ihrf‘éﬂﬂﬁ@hﬁ&ltvdﬁhé g&eﬁyﬁlv&{mﬁt H%mhl%%@ﬁla ﬁS/gﬁ% -

sm 10 2
Rccor dance W<i>§4/§§5§iéms°as e, £ AP PHebls Meaary RO/BIRY SHEeR Dur abl e
Menory RS/ 60&%sigoyl bﬂO’d;bOﬁaMbeH&Sda Harget ek g Kdnéfinan, M Duviak| K Menor y
|\R/§{< 6000 Syst Mﬁhﬂa@ékg.m Schiiz AR OSinith VT, BHal‘ren-BneFr'rB(rag?éh b., é ma” V\bng
L., Di gést oﬁgﬁ&@ﬂ%ﬁ“ﬁgﬁmﬁ%ﬁg f(BﬂI%P%’EFHg @Paput i ng,
pp. 414-423, 434433, 8;me 1994. élmg/syatcmmromdebehardwammdmdandyrsdemd;ats uch that
failure of any one hardware component or of electncal power supplies will not

halt the computer.

A portion of memory 20 is visible memory 30. Programs
running on each processor 15a-15n have access rights to visible memory 30.

As shown in Figure 2, visible memory 30 includes a general-
purpose operating system 40, such as AIX (manufactured by IBM Corporation, -
Armonk, New York), as well as appllcanon programs Sa-Sn. A further
portion of memory 20 is hidden memory 60. There are several methods for
preventing the operating system 40 and application programs 5a-5n from =
having access to this hidden memory. A preferred method takes advantage of
the ability to instruct AIX that certain portions of memory 20 are defective.
When AIX is booted, it expects to find an IPL control block which includes a
description of the areas of memory which are defective. AIX will never access
or in any way alter the contents of any memory identified as defective, and
makes no note of such memory in its virtual address tables. As such, this

~memory is effectively hidden as soon as AIX turns on virtual address
translation for whichever of the processors 15a-15n it is using. In this manner,
memory 60 is never in danger of being modified even during the brief period
of initialization during which it is accessible. Other operating systems enable
available memory to be designated when booted. If booted with a designation
of available memory smaller than total actual memory, the portions of memory
outside of the available memory de31gnated areas will be invisible to the
operating system.

A hidden server 70 controls access to hidden memory 60.
Hidden server 70 is a program loaded in hidden memory 60. Address



failure of any one hardware conponent or of electrical power supplies will
not halt the conputer. A portion of nenory 20 is visible menory 30.

Programs runni ng on each processor 15a-15n have access rights to visible
menory 30. As shown in Figure 2, visible nmenory 30 includes a general -

pur pose operating system 40, such as Al X (manufactured by |BM Corporatlon
Armonk, New York), as well as appllcatréﬁ progranms 5a-5n. A further portion
of menory 20 is hidden nenory 60. There are several nethods for preventing
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queue are desirably not addresses, but are, instead, offsets within that page.
Thus, queue 90 can be manipulated by programs running under the operating
. system 40, which operates with virtual address translation turned on, and by
~ the hidden server 70, which may operate with virtual address translation turned - -
off. The entries in queue 90 have chain offsets to link the entries in the queue
and the real addresses of request blocks 1002-100n. By using the real address
for the head pointer of the queue, the hidden server 70 can make use of the
head pointer without, for example, making use of AIX's mechanisms for
virtual address translation. '

As shown in Figure 3, one portion of hidden memory 60 is the
stable memory 110. This contains a stable memory descriptor 120, which the
hidden server 70 can locate by using a pre-arranged address, and which the
hidden server 70 uses to identify which portions of stable storage 110 are in
use. A small portion of the stable memory 110 is used by the hidden server 70
for its own record keeping, but most of stable memory 110 is used by
specialized services 130a-130n, which are programs accessible to the hidden
server 70. For example, the preferred embodiment includes a VDISK service
131 and a PCACHE service 132, as-well as other services.

The VDISK service 131 processes commands to use space in
stable memory 110 to store data as though it were on one or more disks. Each
space in memory being used in this manner is referred to as a VDISK. The
VDISK service 131 is desirably at least able to offer the ability to handle



A hi dden server 70 controls access to hidden nmenory 60.. H dden server 70 is
a program | oaded in hidden nenory 60. Address - 5 - translation in the
‘hi dden server 70 may be turned off. The hidden server 70 and both the
operating system 40 and the application prograns 5a-5n share use of a
communi cation area 80 |located in visible nenory 30. This is the nechanism
by whi ch hi dden server 70 and both operaté ng system 40 and application
prograns 5a-5n conmmuni cate. By placing all conmuni cati on nechanisns in
visible nenory 30, the possibility of damage to hidden nenory by the
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i dden server 70 can Nikes ifigpes gerver 70 s foadedind fated, e stable 1S 1€
memory descriptor 110 is tested for validity and, if it is not valid, initialized to
indicate that none of stable storage is in use. Possible tests of validity are, for..
example, comparison of a checksum value against one computed afresh for the
contents of the stable memory descriptor 110, totaling of memory usage counts

- to see that they match the total amount of stable storage 110, and comparison
of characteristic key values placed in the stable storage descriptor 110 upon
completion of the hidden server's 70 initialization of memory. This use of the
pre-existing stable memory descriptor 110 by a newly started version of the
hidden server 70 makes possible the replacement of the code for the hidden
server 70 without apparent loss of information. It is of course desirable that
the new version of the hidden server 70 be capable of interpreting the old
version's stable memory descriptor 110.

The hidden server 70 uses a portion of the stable memory
descriptor 120 to record service data handles 1152-115n, each assigned to a
different service 130a-130n. A service data handle points to a data descriptor.
A data descriptor indicates portions of hidden memory 60 available for a
respective service.

For example, the VDISK service 131 uses a VDISK data
descriptor 140a. Whenever the hidden server 70 is started, the VDISK service
130a is started (as are all other services 130b-130n), and is given a copy of its
service data handle 115a, which is either zero, or is a pointer to VDISK data
descriptor 140a. The VDISK service 130a confirms that its service data handle
115a points to a VDISK data descriptor 140a and the validity of this descriptor
140a just as the hidden server 70 confirms the existence and validity of the
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descriptor 120, which the hidden server 70 can |ocate by using a
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of information or apparent interruption of operation in much the same way as

the hidden server 70 can be stopped, replaced, and restarted. As with the - -

hidden server 70, it is desirable that the data descriptors 140a-140n as

produced by the old versions of services 1302-130n be understood by the new *

version of the services 130a-130n. : .

In the preferred embodiment, requests to the hidden server 70
include the name of the services 130a-130n that is to process the request, so
that the hidden server 70 can pass the request to that services 130a-130n.
Additional request information which any service may need may be found in
the request block 100a-100n. In the case of the VDISK service 130a, this
includes a command code indicating whether to create a VDISK, space for
operands like a VDISK identifier to indicate which VDISK to operate on, and
space for any response information, like a return code that indicates the success
or failure of the request and a completion bit to indicate when the VDISK
service 130a is done processing the request.

In the preferred embodiment, the VDISK service 130a is used by

a VDISK device driver 160a, which is installed into the operating syétem 40.
The VDISK device driver 160a provides the same interface as any disk device
driver installed on the operating system 40, using the VDISK service 130a
instead of a real disk device for the storage and retrieval of data. This allows

_ the rest of the operating system 40 and the application programs 5a-5n to use
VDISKSs just like any real disks. Because the hidden memory 60 is never
corrupted by any failure of any program running in visible memory 30,
‘because the stable memory 110 is preserved in the face of restarts of the hidden



later tinme.-The disk address of the data is stored by the PCACHE service
132 along with the data itself to -allow.for reconstruction of cache
information after a failure of the operating system 40. Wen the hidden
server 70 is |oaded and started, the stable nmenory descriptor 110 is testéd
for validity and, if it is not valid, initi.gatlized to indicate that none of
stable storage is in use, Possible tests of°validity are, for exanple,
conpari son of a checksum val ue agai nst one conputed afresh for the contents
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" respective service. FOf exanple, the VDI SK service 131 uses a.VDI SK dat a

descriptor 140a. \Wenever the hidden server. 70 is started, the VDI SK

service When the hidden server 70 runs on a subset of the processors
15a-15n that is disjoint from that on which the operating system 40 is running,
the processing of requests by the hidden server 70 is concurrent with
processing of the operating system 40 and application programs 5a-5n. When
the hidden server 70 and the operating system 40 and application programs 5a-
Sn share the same processors 15a-15n, then control is desirably transferred
back and forth between the two usirig a transfer program 170 that records the
state of the processors 15a-15n as currently set up for use by the operating
system 40 and then changes the state of the processors 15a-15n so as to allow
the hidden server 70 to function properly. The state to be recorded may

~ include, among other things, the contents of registers and the settings of the

virtual address translation unit. o

In the preferred embodiment, the transfer program 170 is placed
in the first 64KB of memory. AIX always sets its virtual storage tables such
that this portion of memory has the same virtual addresses as its real addresses. -
Programs in this region of memory can therefore turn address trarislation on or
off and still have instruction execution proceed to the next instruction in the

.-same program.

Although other means of signaling between the VDISK device
- driver 160a running under the operating system 40 and the VDISK service
130a are possible, for example using interrupts, the preferred embodiment uses
a completion flag in the response area of the request block 100a-100n. The



130a is started (as are all other services 130b-130n), and is given a copy
of its service data handle 115a, which is either zero, or is a pointer to
*VDI SK data descriptor 140a. The VDI SK service 130a confirms that its
service data handl e 115a points to a VDI SK data descriptor 140a and the
validity of this descriptor 140a just as the hidden server 70 confirnms the
exi stence and validity of the -7- stable?nennry descriptor 120. If the
VDI SK service 130a finds no valid VDI SK data descriptor 140a, then it

“requests all ocat f .one.b hi dden server 70 and i,nitialjzes it to
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115a-115n and data descriptors 140a-140n allow a service 130a-130n to be
st opped and restarted w Thoeatiredtow path of o reguestdor datadpp¥VRRK ifrom@nupt i on

of operation igpdlitation 38-SHAMRIIEY defiviryfithsldRth BRKYS that ame ppHcsidiPRed,
repl aced, and re rte As wth.the hidden server 70, 1t 1s.desirable that
the data descr?HiBP¥s140%¢ mﬁstaﬁrsbggaqj@eﬁegyeqaﬂgg SYSE&Ds of services
130a- 130n be udeternsines thap the deviceis & ¥RISKnderice, hEheraquestds tieeford passed| n
the preferred geAPIRK detits deiver 1604, Which ddtkemins Wifich VIDISK contains the
data and builds, in a request block 100a-100n a request, indicating that this is a
request for the VDISK service, which VDISK to get the data from, where in
the VDISK to start reading, how much data to transfer, and where in the
visible memory 30 to place the data to be read. Note that at this time the
completion flag in the request block 100a-100n is set to indicate that the
request is not complete. Next, the VDISK device driver 160a places a queue
entry in the queue 90 that points to this request block 100a-100n and starts
waiting for the completion flag to indicate that the request is complete. While
waiting, the VDISK device driver 160a will, if the processor 15a-15n is being
shared between the operating system 40 and the hidden server 70, call the
transfer program 170 to give control of the processor 152-15n to the hidden
server 70. In any case, the hidden server 70 will, in its turn, dequeue this -
queue entry and determine, from the request block 100a-100n should be
processed by the VDISK service 131. Using its service data handle 115a, the
VDISK service 130a will locate its VDISK data descriptor 140a and, thereby,
the VDISK data, which it will then copy to the portion of visible memory
mentioned in the request block 100a-100n, and then set the completion flag to
indicate that the operation is complete. Control of the processor 15a-15n
returns to the hidden server 70, which, if it is shared by the hidden server 70
and operating system 30, will in turn return control to the transfer program
170, and, hence, to the VDISK device driver 130a. In any case, the VDISK
device driver 160a will eventually have control of the processor 15a-15n and
observe that the completion flag is set, and return control to the operating
system 30, which will return control to the application program 5a-5n that
made the original request.




i ncl'ude the name of the services 130a-130n that is to process the request,
.so that the hidden server 70 can pass the request to that services
130a-130n. Additional request information which any service may need may be
found in the request block 100a-100n. In the case of the VDI SK service
130a, this includes a command code indicating whether to create a VDI SK, -
space for operands |ike a VDI SK identifiet0to indicate which VDISK to
operate on, and space for any response information, |ike a return code that
i ndi cat es the success qr, f of the req t. and a Q
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devi ce dri verlyi@gﬁ}ngp?%\%lﬂg?la%%h@%rﬁsg?ﬁﬁ% da%maﬁéﬁgs%égaﬂﬂngoyg[ver .

i nstal | ed on if fer ﬁtﬂﬁvﬁyfgf"egp%sm% TR ISHS tBR |SEE"°I £ st ead
of a real di ahedEX/ACHE‘ servich d 36borEigediffiecence is thavdle RCAGHBdevite driwert ows

t he rest of t 5a-5n to -
use VDI SKs jUSt I|ke hgm‘gzlﬁi)g?a@%%%£$%®0%ﬁ]%§%€n m‘i)raéad% I S never
corrupted by TafRRthread, %Pramttintsm the 30, -
because the &ie&ldeednm&(’)blateessesnsmgdne/dﬁhwldmm 160a-460f forethhar t s of t he
mdden tolpgfﬁﬁ%lé?&sz%em 18251802 Phis s Rftich 06 Sarhe 48 tle>Qhy aiYsppcause of
v?ce driver operates as described in "Design and Implementation of a2 :
Recoverable Virtual Shared Disk", by C. R. Attanasio, M. Butrico, C.A.
Polyzois, S. E. Smith, IBM T. J. Watson Research:Centcr,_RC-19843, Nov.’

22, 19%4.

~In the case of a failure of the operating system 40, the contents of '
visible memory 30 are completely lost. When the operating system 40 is
restarted, the PCACHE device driver 160b rebuilds its directory of cache
-location information by requesting of the' PCACHE service 130b the list of -*
home addresses of those blocks currently present in stable memory 110. The
PCACHE device driver 160b can then rebuild whatever internal data structure
it uses to monitor the state of the cache, for example a hash table, so that
during normal operation no use need be made of the directory information
stored by the PCACHE service 130b.

Figure 4 is a logic flow chart diagram of the steps taken by the
operating system 40, or, more specifically, a device driver 160a-160n installed
in the operating system, and the transfer program 170 to perform this transfer
of control. First, any request intended to be processed by the hiddén server 70
and a specialized service 130a-130n is placed in the communication area 80 in
some request block 100a-100n (step 410). Then, the state of which processor
15a-15n is executing these steps is recorded somewhere in visible memory 30
(step 420). To make hidden memory 60 visible to this processor (step 430), in
the preferred embodiment, virtual address translation of the processor is turned
off, although other means may well be possible. Now that hidden memory 60
is accessible by this processor, it can start executing instructions contained in



and power protection features. of the DM 6000 hardware, the data stored by
the VDI SK service 130a in the stable nenory 110 can be regarded as being
stored as safely as on real magnetic disks. Al addresses passed to the

hi dden server 70 are real addresses in visible memory 30, which the VDI SK
devi ce driver 160a, running under Al X, determn nes using kernel services of
Al X, and request bl ocks 100a-100n are dedirably restricted to a single page
of menory, to avoid problenms with address transl ation. Wen the hidden
server 70 runs on a subset of the processors 15a-15n that di Sf—vOI nt from
that on whi cthetprogese of thenkjddsms sarwen @0 (sgep 44D nyhengier gh %Béfdé:flﬁa

requests by ¥hes Riaddes rélgiguish cbhttos of A protessbr, Wixtbutivmrssanien dn dfe t he

operating sy | i server
70 and the o aﬁ{%ﬁaﬁ’%g& Qaﬁgﬁé [lﬂ)b#tg{gfpo %g‘rﬁﬁ%@ 8&3@ § are the
- sanme process@ﬁ@d@lmsmoq ﬁ@t(s‘ébﬁﬁ%l igassomplished in thg prefergedback and

forth bet Meﬂnbbﬁrﬁeﬁﬂby%mﬁlgﬂvirﬁﬁna&ms@mlaimlﬁkamaMaewd&he sextst at e

f th

system 26"2@15@@53%%3#5&118@%@%[ Harel Gp 460), sl dopfroP Yot Bihe! "0

al | ow t he hidrydes devere d@amuwmed@@ﬁfey Rnseogaeaéaéap cgd In facor ded
may i ncl ude, coiimnficatioe bréal80, o3 whdre n.:ﬁﬁymesmﬁn plegidsinevisiblheidogy set t i ngs

Cranser progrSaningh pe ShRBel GRBAIDL i o Gake o memory. ALX alweys sets
its virtual storage tables such that this portion of nenory has the sane :
virtual addresses as iFigure@is £Ibgicfl6®schart of the steps performed by the

hidden server 70 in order to process a request. The first step 510 is to wait for

a request to appear in the communication area 80. When that occurs, some

processing, as appropriate to the nature of the request that was made, is

performed at step 520. The request data will, for instance, indicate some

particular service to give the request to and the command to be performed by

that service. The result of this is that response information is placed in the

communication area 80 or in any location in visible memory 30 (step 530).

For example, the contents of the original request can identify a location in

visible memory 30 but outside of the communication area where the response

information for a particular request should be placed. Then, at step 540, a test

is made as to whether the processor now running the hidden server 70

program is also used to run the operating system 40. This can be done by any

number of means, such as by examination of configuration information

residing in the communication area. If the processor is shared, then the hidden

server would, at this point 340, transfer control back to the operating system

40 (step 550).

-

Figure 6 is an example of how the queue 90 in the
communication area 80 might look after a series of requests had been placed in
it. The A entry is the oldest, while the E entry 610 is the entry most recently
added to the queue 90. To avoid interference between the enqueueing and
dequeueing of entries, a form of synchronization is required. While, for
example, a TEST and SET (IBM 370) instruction sequence may be used to
ensure synchronization, in the preferred embodiment, the load-and-reserve and



Prograns in this region of nmenory can therefore turn address translation on
or off and still have instruction execution proceed to the next instruction
in the same program Although other means of signaling between the VD SK
device driver 160a_running under the operating system 40 and the VDI SK

service 130a are possible, for exanple usigg interrupts, the preferred
enbodi nent uses a conpletion flag in the reSponse area of the request bl ock
100a-100n. The -9 - VDI SK device driver 160a synchronously | oops between

checking the c | et] I Vi c th i erver 70, if
this hi gden se#%?%r{%ﬁgpﬁﬁgc% og ghn%ﬁ_g‘srvé%gsé‘%@t%éu{}h%gggg_@atﬁsnﬁ system
40. The enti r BAvGWipkerRrbithe leadhandsresenie igstruction caeales SRESEFAHORPN a

app: i cation 5an5mcnyllddatibhefgr1d&§ei bethe Qél%e?db’mﬁitib&hny ?ﬁﬁi&ﬁﬁ@nﬁ T staee X Com
application i . r L fir o the operati S

207 whi ch det SoARIHSHalR stybitn 3 A8bunined JgndfheF et 10 % rRERBondth B

t her ef ore pasJeemory lacatiomrewhichy storing is being asermptedhiIfla reservatiomexisishi ch

VDI SK cont ai nghé¢ b@raes écouins! ahd thedfeseiviation iCEleael. H A6 feskPriohQists, dheguest ,

VS . Tag0 . . L2
the data fromiDn riblERYiRont Bheblf milorl; 20" LW mich data to o
transfer, and where in the visible nmenory 30 to pl ace the data to be read.
Note that at this tine foeenqueue a queue entry, a load-and-reserve is performed on the
word in the queue header that contdins the offset of the first entry in the queue.
The new entry’s “next” offset is then set to that value. Finally, the offset of , ..
the new entry is stored in the queue header, on the condition that one’s .
reservation on that word is still present. If it is not present, then the enqueuing
procedure is repeated. ' ' :

For example, the E entry 610 was added by loading, with a |
reservation, the head pointer 600, which before the addition of the E entry 610
bad pointed to the D entry 620. This pointer is placed in the next field 613 of
the E entry 610. Finally, the address of the E entry 610 is stored conditionally
in the head pointer 600. If the store succeeds, the enqueue is done.
Otherwise, the process is repeated.

This, of course, gives a queue organized in LIFO fashion.

Giving the queue a FIFO flavor is done in the dequeueing process. To
dequeue an entry, loading-and-reserving of the head offset is performed in the
queue header. Then, the whole queue is removed from the queue header by
storing, conditionally, a zero in place of that value. With the entire queue in
hand, the server is free to take the oldest request off of the queue. If the queue
is otherwise empty, dequeuing is done. Otherwise, what remains is returned to
.the queue header.

When returning what remains to the queue header, if other entries
have been put on the queue in the meantime, entries are desirably merged with
the set of entries removed by the dequeuing process. To accomplish the
merge, the head offset (the word in the queue header which points to the first



conpletion flag in the request block 100a-100n is set to indicate that the
request is not conplete. Next, the VDI SK device driver 160a places a queue
entry in the queue 90 that points to this request block 100a-100n and
starts waiting for the conpletion flag to-indicate that the request is .
~conplete. Wiile waiting, the VDI SK dEVI§§ driver 160a wll, if the

processor 15a-15n is being shared between the operating system 40 and the
hi dden server 70, call the transfer program 170 to give control of the

1
%Os\ff f or | n@:?t{%ﬁ?ur nqﬁ%‘é eue ?&' 5‘185d-§9d—rés9rv%”ylf %bsﬁeadté’f?seh t@atathsser ver

eue en q?ﬁfg; det er m fromthe _
request bl 0@ ReNp dhere IR @H&W 8‘“15’(9313 Rodbheq 5‘%}/ $iMo¥ 381, Usi ng
i ts servi cetigdieadioitibee ditfies beihg refiirtidd wethe iqueneli3 Gtored k:bndmoaally its VDI SK

data descr! pilrid0 20055 Ettaf'éoeéahdlﬁ@rarggé%@aﬂae 194 s ded'ld et hien_ copy

'to the portron o e menor request .b ck 100a 100n,
and then seﬁmﬁrﬂf%ﬁf‘ﬁl%ﬂ%ww&&fg H]Q‘Wat

conpl et e. Crepeated. dEitlidrovay,df dxseis 4 Failur®no steta;rthsemuretprecdssdsjen server 70,
which, if ift.jageghared by the hidden server 70 and operating system 30,
will in turn®return control to the transfer program 170, and, hence, to the
VDI SK device driver 130a. In any case, the VDI SK device driver 160a w |
eventual | y have cont rpo dxﬂamnpsnnqeéb(bﬁﬂ,&hebﬁiestaeﬂr}oismmredt fmthishe

\?\A?imc)lhe\t/v: Ioln % nsg%ﬁs m?']feﬁﬁ(ldﬁﬂ pli ca?ﬁsdn pr p?er gﬂ%%dg%ﬁéﬁsb mdgot he

origi nal r etppeatedly loading, wi areservauon eheadpom 680 storing,
conditionally, a zero in its place, This is done, repeatedly, until the store
succeeds. The queue is then traversed until an entry is reached whose tail
pointer is non-zero. In this example that would be the tail pointer 633 of the A
entry 630. The entries before the A entry 630 are in last-in-first-out order, as
determined by the enqueue algorithm. The entnes after the A entry 630 are in
first-in-first-out order, which the hidden server 70 would preserve by
rearranging the entries into the order B-C-D-E (the A entry 630 not being there
because that is the one being removed from the queue 90). The B entry 640
would have its tail pointer 642 set to point to the E entry 610. This indicates
two things: that the B entry 640 is the first of the first-in-first-out entries, and
that new entries found in last-in-first-out order should be placed after the entry
that the tail pointer 642 points to. This saves runhing‘sequentially down the
entire queue 90 every time the queue 90 needs to be rearranged.

Returning the remaining entries to the queue 90 is much like
enqueueing an entry. The difference is seen when some other entries have
been placed on the queue 90 while the hidden server 70 was manipulating the
entries as part of the dequeueing process. In that case, the value loaded from
the head pointer 600 is non-zero and points to the newly enqueued entries.
The correct response is for the hidden server 70 to remove those entries, as in
normal dequeueing and combine them with those entries it had previously

. removed to form a single list and to go back to repeat the process of putting
this list back on the queue 90.



- 10- The PCACHE device driver 160b is very simlar to the VD SK device
driver 160a, in that, to the operating system 40 and the application
‘prograns 5a-5n, it has the appearance of being a real disk device, and al so
that it stores and retrieves data from stable nmenory using the hidden
server 70 and the PCACHE service 130b. The difference is that the PCACHE °
device driver 160b is only using the PCACHE- service 130b to maintain a -
cache of data recently read fromor witten to a real disk 18a-18n, which
t he PCACHE device driver 160b. accesses .using the. devic¢ yer .1 160n
for that particular di $¥ QRRIZEU9BIS Rerfo g‘ﬂﬂlé]ﬂ’r&wtgtﬁlgﬂ}g gosrﬁ?he way
t he VSD devi ddF@r chain euwmleshasldaesmmbemﬂlemhatem\gmt@dldmmnbmmt| on
of a Recover?%at‘ﬁgﬁh?%@l&ntﬂé@’b@fbr@'rﬁ&mm@*h&hsﬁod?égﬁé@s"l’he Mor@éﬁeﬁ' co, CA

o0 I e caiiss, goWAny EHQ Prdsy A cOOB R e OLAGE Sl A6 Beh JHiS oot 5 of

vi si bl e menoajlo®8 the entrizsjih HIEOyoides ta bd\lﬂsnngmdledpfeomenugesmsLH?ﬁMO is
restarted, teqdeCAfHiEn devd s%eﬂnns&ad%@qtmmw Qﬁdntamo%r:ﬁettﬁuo pé cache

| ocati on i nfQrnaij on "’&{‘}‘Fg’l&gﬁ%‘?ﬁg %g@g?E service the |ist of
hone address THE 3 ?’F9 ey ﬁn'é'}eé@F% ry 110. The
PCACHE "devi cengueued; thegowillde aom\LIE(Blmmbsvﬂaﬁowecbby isome IO dotrigssbutuct ur e
it uses to I&grtcgfx horidciEby the HiddER619er e neRiEMB the RiddRf Rehvep! € SO

that during operation no use need be made of the directory
~information

While we have described the preferred embodiments of our
- invention, it will be understood that those skilled in the art, both now and in
' the future, may make various improvements and enhancements which fall
within the scope of the claims which follow. These claims should be construed
to maintain the proper protection for the invention first disclosed.



stored by the PCACHE service 130b. Figure 4 is a logic flow chart diagram
of the steps taken by the operating system 40, or, nore specifically, a
device driver 160a-160n installed in the operating system and the transfer
program 170 to performthis transfer of control. First, -any request

i ntended to be processed by the hidden server 70 and a specialized service
130a-130n is placed in the connunicationl%rea 80 in sone request bl ock
100a-100n (step 410). Then, the state of which processor 15a-15n is

executing t e steps is recorded sonmewhere in visible nenory 30 (step
_420). To mmﬁﬁﬁ”ﬂﬁfn)ry 60 visible to this processor (step 430), in the

preferred enbodi ment, qvirt Iﬁg‘% ra A PP RN d Y aPle@iesROr | S
turned of f, although (%t her 5A‘ﬁéﬁoan rrg?isvtvéeﬂnl R,%lelﬁgﬁoésjm bl e.rgNow t hat hi dden
nenory 60 i Preressaisansl an pperapng sytede SOBPIISING. can start executing

I nstructions contained in the program of the hidden server 70 (step

440). Wenever the hi g%ﬁbﬁ:ﬁfﬁf’?%’g %‘@%@% Whichas ha%ﬁg%é:tgﬂgﬁglatof t he

. s
processor, execution resune rogram 1 e next step
of this program whi clfast OREBPSCEOrAnd SaldPCFAtISSYSBhory 60 (step 450).
This is acconplished in the preferred enbodi ment by turning virtual address
transl ati on back on. &%ﬁ] bR be
restored (step 460), g%ﬁé"r@ﬁnﬁdgﬁ% ,g@i%)ﬁltgq”(}g\%?%ga%r%aver l;O?-MGOn
that initiated the trahl6ASONCIRIOREIIOE 2Rk 63 BWFW?%SGBWEE Pn area
80, or where it nmay hebtchiased/for swring datastrdrisminexhby wt least one of said at

" least one processor and said operating system; :

a communication area, located in said visiblé portion of said
memory, for receiving requests for data access from at least one of
a)said at least one processor and b) said operating system; and

a hidden server which a) addresses both said visible portion of said
memory and said hidden portion of said memory , b) receives said
requests for data access from said communication area, and c)
initiates said data access from said hidden memory.

2. A computer system according to claim 1, wherein said
hidden server is executed by a first processor of said at least one processor and
said operating system is executed by a second processor of said at least one
processor. C '

3. A computer system as recited in claim 1, wherein said
processor is in one of a first state where hidden memory is not visible to said
processor and a second state where hidden memory is visible to said processor,
said apparatus further comprising:

means for altering said processor between said first state and said
second state;

* c L M S *



30, "can then be exam ned (step 470). Figure 5 is a logic flow chart of the
steps performed by the hidden server 70 in order to process a request. The
first step 510 is to wait for a request to appear in the communication area
80. When that occurs, sone processing,, as appropriate to the nature of the
request that was made, Is perforned at step 520. The request data will, for
I nstance, indicate sone particular servic®to give the request to. and the
command to be perforned by that service. The result of this is that
response information is aced in the ni cat.i on are rin a

|l ocation in visible 5‘}5 pdatnesh S%GP‘”@Q Vém‘fﬂgg%ﬁ?%ﬁﬁg’ t he
ori gi nal reqsadhidden sedeattisfiy said secand state.n vi si bl e menory 30 but outside
of the communi cation area where the response information for a particular
request shoul d be placed. The at ste 540, a test, i s nmade a.s t 0, whet her -~
t he processor now runrffng t'g SOMDINSTSYS gerepgecé)pbﬁl%l,, $%%d to run
t he operati nbidegs semrerlﬁk reThadabheamdaeemhrt@ldq;andmhemmisard umbtnepmmonmfch as

by exam nati gn4 ¢f qYéritidaP ﬂp;ﬂh%ﬁ' %@pml cation
area. If the roceess i aéare en t gn’rln %fien server V\DL}P at this

poi nt 340, t Sﬂfﬁﬂ $3TVED t he operating system 40 (step 550).
Figure 6 is an exarrpl e of how the queue 90 |n the communi cation area 80

m ght | ook after a serg es of ixf“élﬁﬂnlnfﬁﬁtther iGRETY - s
the ol dest, thhe E entr s, t entr gﬁa@recé to the
queue 90 ToRAM; épe%é? 5@%&% Wi BN of

entries, a fandforfsusyiming failures andlresmnseuflﬂle eperatitig kystemcand reloads and
restarts of the hidden server. '

6. A computer system as recited in claim 1, further comprising
disk cache service means for storing data in said hidden portion of said memory
and for surviving failures and restarts of said operating system and reloads and
restarts of the hidden server.

7. A method of protecting data stored in a memory located
within a computer system, wherein said computer system includes at least one
processor and an operating system, said method comprising the steps of:

allocatmg a visible portion of said memory wluch is addressable by
said at least one processor and said operating system:;

allocating a hidden portion of said memory a) to which
addressability by said at least one processor and said operating system is
excluded and b) which is used for storing data transmitted by said at least one
processor and said operating system;

receiving in a2 communications area located in said visible memory
requests from at least one of a) said at least one processor and b) said operating
system; and

* € L M s =



exanple, a TEST and SET (I BM 370) instruction sequence nmay be used to
‘ensure synchroni zation, in the preferred enbodi nent, the | oad-and-reserve
“and - 12 - store-conditionally instructions of the PowerPC architecture
are used. As is known in the art, the | oad-and-reserve instruction creates
a reservation on a nenory |location for use by the store conditionally ’
instruction. The store conditionally instddetion first determi nes whether
there is a reservation on the nenory |location to which storing is being
attenpted. If a reservation exists, the storage occurs andvég reservation
is cleared. If no resereeaiviag caghaf$aid wauestsshy 4 Aiqdsh seryfpi %%aﬁﬂsrﬁ‘ﬁ?ﬁt

al tering nentsgth sdid S ienpfesaéd arhiory and baid tiidded -poesien ofsdid per f or med
on the word in_the _a#}%ue eader that contains the offset of the first entry
in the queue.mﬁg%e entry's "next" offset.is then set to that val ue.
Finally, the offset of... the newentry is stored in the queue header, on
the condition that one'isitiagAgedch ofBaidreqieats from daidshidden memogsent . 1f it
is not present, then the enqueui ng procedure i.s repeated. ‘For exanple, the

E entry 610 was added by | oading, wth a.r‘eservétioa,, t he head pointer 600,
whi ch before the additien o qd ef,profecting daR$1qrs meanﬁreowcet 8ry

620. This poislicksini P fHB&sh iéi tnexﬁepébeld 613 of the E entry 610.
Finally, the address of the entry 610 is stored conditionally

altering said processor from a first state where said hidden portion
of said memory is not visible to said processor to a second state where said
hidden portion of said memory is visible to said processor;

trarisferring control of said processor to said hidden Server,

receiving by said hidden server a request'to perform a desired
" operation; '

initiating said desired operation by said hidden server;
 terminating control of said processor by said hidden server; and.

altering said processor from said second state to said first state.

9. A method of protecting data stored in a memory according
to claim 8, further comprising the steps of:

reloading said hidden Server;
restarting said hidden server; and

maintaining said visible portion of said memory identical both
immediately prior to and immediately after restarting of said hidden server.

* c L ‘M s *



in the head pointer 600. If the store succeeds, the enqueue is done.

O herwi se, the process is repeated. This, of course, gives a queue

organi zed in LIFO fashion. Gving the queue a FIFO flavor is done in the
dequeuei ng_process. To dequeue an entry, | oading-and-reserving of the head
offset is perfornmed in the queue header. Then, the whole queue is renoved
fromthe queue header by storing, conditi glly, a zero in place of that
value. Wth the entire queue in hand, the server is free to take the ol dest
request off of the queue. If the queue is otherw se enpty, dequeuing is

et ning. whay fermne Lat ?‘Smeg“’rde“ (HIRC RS AT IAAGH acfBRInE e
on the queueq{’ﬁ{af'ﬁa} @E&?’F ngﬁ%’éﬁf**PgB@hﬁH&iﬁ&eW% set of
entries renpstdehdamtin Sd@dué@mgomooa&mldfﬁommwm summcmfxyMres he head
of fset (the waddedtirtd BE itUspeRatiBA R teiiang RelB2d ird Ee@mh?% r{;'é ﬁ.t]ddeg SleV]C .

entry in the queue) is subject to a | oad-and-reserve
contains a zero, there are no new entries. Thus, the offset of the entry
which is now at the hedl ofAth&!Qd@ftpm@sumgdmg stoeedumaeahdrmrytm:cquhng is

stored condi td eRih! Im% ﬁleZQéIS)Of rﬁ(ﬁﬁgg(ﬁﬁﬁgt do/w t he
val ue Ioadedélgz?uéluﬁgwhqﬁd naf)oruono sa1 ueue td) chs Eﬁg [uresE he ol d

one. The pro
and restarts of the operaung system and reloads and restarts of the hldden server.

12. A method of protecting data stored in a memory according
to claim 7, wherein said hidden server is executed by a first processor of said at
least one processor and said operating system is executed by a second processor
of said at least one processor.
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repeated. Either way, if there is a failure to store, the entire process is
repeated. To dequeue an entry 610-650, the oldest entry is desired. In thi's
exanple, that is the A entry 630. To do this, the entire chain is renoved
by repeatedly |loading, with a reservation, the head pointer 600 and
storing, conditionally, a zero in its place. This is done, repeatedly,

until the store succeeds. The queue i s t¥en traversed until an entry is

- reached V\hosp%%@ gwﬁ ' . ' I t he
tail pointer QPO e %%W%é%@ﬁg@?ﬁﬁéiém@%@Awgﬁm are
in |ast-i yHgTEAOYt order, as determnm ned by the enqueue al gorithm The
entries after the Aentry 630 are in first-in-first-out order, which the
hi dden server 70mdgidrg (2O)EES dtnpiiter’ sy8feirtiBlules 4 PRiBIOpoitRE (BOY shd DRidAER e
B-C-DE (the Aentry 6:%Dnot beiﬂr%etﬁg{ree because thatbi S th(ed»t)ne Jt;g‘.d%ﬂ
renoved f porticon@0yudhe vsible poitorFofthe myenfot iv\addrelsshisle dyial srotbédsdr @S i5a) - 642
set to point to the E entry 610. This indicates two things: that the B
entry 640and thehepefating sysfent t6) opemting within the-computentsystem, Addtessabilitynbyw
entries found in last-in-first-out order should be placed after the entry
that the eciher thepmeessos{PS5apbImiar the opernting systess (40) isiexejuded dodhe hiddey down
the entire gueue 90 every tinme the queue 90 needs to be rearranged.
Ret ur ni ngPe¥onQf fhe memprg (60). cEhe Bldg%Paﬁ!i@Gé)fg@ memaricis uspd forcsiefingidatag an

entry. The difference i s _seen when st%rre ot her entries have been placed on
by 9gp

the queue GBS Dy qither the RrAcessor o CAUNG EYSISI A POIAMERCAlioNs aTed s

Pead poi nfEp: EoHEHdh ik i Bdan b mitory deceiues TEmegts ot h S osh iPRbs,
either the processor or the operating system. A hidden server (70) which addresses both
the visible (30) portion of memory and the hidden (60) portion of memory receives
requests f(_)r data access'from the communications area (80) and initiates data access from
the hidden memory. |

Fig. 1



The- correct response is for the hidden server 70 to renove those entri es,
as in_normal dequeuei ng and conbine themw th those entries it had

. previously renoved to forma single list,and to go back to repeat the
process of putting this Iist back on the queue 90. - 14 - An

optim zation is performed to avoid running to the end of the LIFO chain
every tine the oldest entry on the chai? is wanted. This involves
reordering the entries before returnind'?he list to the queue. The
reordered entries, nowin FIFO order, all contain the offset of the tail of
the list. This allows the entries in FIFO order to be distinguished from
entries in LI FO order,. which have a zero instead of a tail offset, and it
allows the tail to be |located quickly for insertions at the end. Wile new
entries are being enqueued, there will be sonme LIFO entries foll owed by
sone FIFO entries, but that can be corrected by the hidden server the next
time the hidden server dequeues. Wiile we have described the preferred
enbodi ments of our invention, it will be understood that those skilled in
the art, both now and in the future, may nake various inprovenents and
enhancenents which fall within the scope of the clainms which follow These
clains should be construed to maintain the proper protection for the
invention first ggsclosed.
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- 15 - What is Cdained: 1. A conputer system including a nenory, at

l east .one processor and an operating system conprising: a visible portion
of said nenory which is addressabl e by said-at | east one processor and said
operating system a hidden portion of said nenory-a) to which
addressability by said at |east one processor and said operating systemis
excluded and b) which is used for storipg data transmtted by at |east-one
of said at | east one processor and said operating system a conmunication
area, -located in said visible portion of said nmenory, for receiving

requests for data access fromat |east _.one of a)said at |least o processor -

b) receives said requéests for data access from sai d communi cation arfa, and

c) initiatg¢s sard data access rromsard nr guerm menory.2: AComguk er .
system accqr @ cl,ai m1, wherein said hidden server is executed jpy a
first procesgﬁggé%gsa at | east one processor and said operating systen1is
execut ed by d procesyy of said at |east Oﬁh
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processor. 3. ' A conputer systemas recited in claim1, wherein said
_processor. is in one of a first state where hidden nenory is not visible to
"said processor and a second state where hidden nenory is visible to said
processor, said apparatus further conprising: nmeans for altering said

processor between said first state and said second state; - 16 - means
for initiating a desired operation by said hidden server while said hidden
server is in said second state. 4. Qﬂbonputer systemas recited in claim

1, wherein said hidden server is reloadable and restartabl e, and wherein
said visible portion of said nmenory is identical both imediately prior to
and i medi ately after restarting of said hidden server. 5. A conput er

system as rgrited T crarnT I, further conpri st ng RAVFdTsk—Servite mearrs—f or
storing data in i ; ' ; i\
failures and restartsref—he—operati ng system and rel oads and restartsjof
the hidden server. 6., A |lcomput er] systemas recited in claim1, furthef
conprising di s cache|servilce ®wea SN{ETang"d;ata in said hidden poft} on
of said nempry : ' o '
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and for surviving failures and restarts of said operating system and
reloads and restarts of the hidden server. 7. A net hod of protecting
data stored in a nenory |located within a conputer system wherein said
conputer systemincludes at |east one processor and an operating system
said nmethod conprising the steps of: -allocating a visible portion of said
menory which is addressable by said at Jgast one processor and said
operating system allocating a hidden portion of said nenory a) to which
addressability by said at |east one processor and said operating systemis
excl uded and b) _which is used +or—st-er-Hrg—datq transmitted by said at | east

one processor and said ating stig recelylng in a conmuni cations area
| ocated in said visiblég¢ ﬂd% Er@ﬁﬁa gt Ieaﬁécpne of a) said at

| east one processor anfi 60M UNt(MTIﬁNnARE)ASt - 17 - receiving
each of said requests py a hldden server whi clF-addr esses both said visible
portion of sai.d. menory-amt—sad H;fucn poT-t of said nenory; and

initiating each of said requests ffom said hidden nenory. 8. A et hod of
‘protecting data stored in a nenoryyaccordi ng
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to claim7 further conprising the steps of: altering said processor froma
first state where said hidden portion of said nenory is not visible to said
"processor to a setond state where said hidden portion of said nenory is
visible to said processor; transferring control of said processor to said
hi dden server; receiving by said hidden server a request to performa
desired operation; initiating said desired operation by said hidden server;
termnating control of said processor byésaid hidden server; and. altering
sai d processor fromsaid second state to said first state. 9. A et hod
of protecting data stored in a menory according to claim@8, further
conprising the steps of: reloading said hidden server; restarting said

hi dden server; and maintaining said visible portion of said nenory )
identical both inmediately prior to and imedi ately after restarting of
sai d hi dden server. - 18 - 10. A nmethod of protecting data stored in a
menory according to claim?7, further including the step of providing a RAM
di sk service whi.ch stores data in said hidden portion of said nenory and

whi ch survives fail ufFes - .
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*

.and restarts of the operating systemand rel oads and restarts of the hidden
server. 11. A nethod of protecting data stored in a nenory according to
claim7, further including the step of providing a disk cache service which
stores data in said hidden portion of said nenory and whi ch survives
~failures and restarts of the operating stem and rel oads and restarts of
the hidden server. 12. A. protecting data stored in a nenory

- according to claim7, wh i M\sa hi dden server is executed by a first

- processor of said at |ea cessor and said operating systemis

. executed by a second proigss Csai-d at | east one processor.
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