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TITLE OF THE INVENTION
"TERMINAL FOR COMPUTER NETWORK AND

RECORDING METHOD OF CONTROL HISTORY”"

BACKGROUND OF THE INVENTION
(1) Field of the Invention
The present invention relates to a terminal for
a computer network and a method of recording control
operation history data, and more particularly to a

technique of recording remote control operation

‘history data in a computer network in which one of a

plurality of terminals connecﬁed through the network
is used as a control terminal for conducting remote
control operation of another terminal on a screen
sharing basis.
(2) Description of the Related Art

In Japanese Unexamined Patent Publication No. HS8
{1996) -~ 235093 and No. H3 (1991) - 276342, for example,
it has been proposed to provide a remote control type
computer network system, comprising a plurality of
terminals or computers, in which one of the terminals
{control terminal) conducts remote operation of
another terminal (remote controlled terminal) on a
screen sharing basis.

Intheremote control type computer network system,
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an input operation by an operator at the control
terminal is transferred to the remote controlled
terminal, and in response to the input operation, an
application program is executed on the remote
controlled terminal. When the contents displayed on
a screen at the remote controlled terminal are changed
as a result of execution of the application program,
the contents thus changed are reflected to the control
terminal. In this manner, the operator at the control
terminal can carry out remote operation while viewing
displayed contents identical to those at the remote
controlled terminal.

As an operation history recording method in the
remote control type computer network system mentioned
above, thereisaconventional technique inwhichremote
control operation history information indicating the
transition of displayed contents due to the operator's
input operations is stored at the control terminal and
a sequence of operations is reproduced at the control
terminal as required, for example.

However, in this operation history recording
method in which operation history data is stored at
the control terminal, a user at the remote controlled
terminal cannct check immediately whether the remote

controlled terminal has beenoperated by another person
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andwhatoperationhasbeenperformedduring the absence
of the user.

Further, according to the, above-mentioned
operation history «recording method of storing
operation history data at a control terminal, for
example, when a system administrator carries out
maintenance of a multiplicity of networked user
terminals through remote operations in an
intra-company information system, a huge amount of
operation history data is.stored in the terminal of
the system administrator. This causes difficulty in
storage and reference of the operation history data.

In adistributed processing type network in which
data stored in a file server is accessed by a plurality
of terminals, operationhistorydata fromeachterminal
is recorded into the file server on the remote
controlled side. 1In this case, the operation history
data is stored in the file serxrver for such a purpose
as troubleshooting. For example, as disclosed in
Japanese Unexamined Patent Publication No. H6 (1994)
- 67956, operation history data indicating which
terminal has performed what operation in which file

region is recorded.

SUMARY OF THE INVENTION
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It is therefore an object of the present invention
to providé a computer network terminal which works as
a remote controlled terminal allowing a user to check
remote control operation history data thereof with
ease.-

Another object of the present invention is to
provide an operation history recording method which
is applicable to a computer network, particularly to
a remote control network system of a screen sharing
type, for allowing a user at a remote controlled
terminal to check remote operationhistory data thereof
with ease.

A further object of the present invention is to
provide an operation history recording method,
applicable to a computer network, which can reduce the
amount of remote operation history data at a control
terminal by storing the history data in a distributed
fashion.

In the present invention, for solving the

above-mentioned |, problems, a remote controlled

)
terminal is provided with a function for recording
remote control operation history data so that a change
in the displayed contents due to remote control can

be reproduced easily.

More specifically, according to one aspect of the
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present invent;on, a terminal comprises means for
receiving a remote operation message f;om a distant
terminal through a network, input means for entering
remote operation input information extracted from the
received message into an operating system, and history
recording means for recording the remote operation
input information and transition of a terminal screen
in response to the remote operation as remote operation
history data.

Further, according to another aspect of the
present invention, the terminal 1is provided with:
communication control means for receiving remote
operation input information from a distant terminal
through a network, remote operationbasiccontrol means
for entering the received remote operation input
information into an operating system, and history
recordingmeans for creatingaremote operationhistory
file according to the remote operation input
information and information supplied from the
operatingsystemtoanapplicationprogramandadisplay
controller.

8till further, according to another aspect of the
present invention, the history recording means
automatically starts remote control operation history

recording when remote operation input information from
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the distant terminal or terminal operations carried
out in responée to the remote operation -input
information satisfy a predetermined start condition.

Furthermore, according to aﬁother aspect of the
present invention, the history recording means
automatically stops remote operation history
recording when remote operation input information from
the distant terminal or terminal operations carried
out 1in response to the remote operation input
information satisfy a predetermined stop condition.
The remote operation history recording may be
automatically stopped after a lapse of a predetermined
time period from the start of remote operation history
recording.

According to the present invention, there is
provided a remote operation history recording method
for use in a computer network system in which one of
a plurality of networked terminals is used as a'control
terminal for conducting remote operation of another
terminal, comprising the steps of: (1) sending a remote
operation message from the control terminal to a remote
controlled terminal; (2) extracting remote operation
input information from the remote operation message
received by the remote controlled terminal, and

executing a program operation at the remote controlled
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terminal according to the extracted remote operation
‘input information; (3) étoring, as operation history
data, event information generated at the remote
controlled terminal according to the remote operation
inpit information; (4) sending a messaée indicating
the results of execution of the program operation from
the remote controlled terminal to the control terminal;
and (5) storing, as operation history data, event
information indicating the results of execution of the

program operation at the remote controlled terminal.

BRIEF DESCRIPTION OF THE DRAWINGS

FIG. 1 is a diagram showing a basic configuration
of - a remote control type computer network systém to
which the present invention is applicable.

FIG. 2 is adiagram showing system configurations
of a remote controlled terminal 100A and a control
terminal 100B.

FIG. 3 is a diagram showing fhe transfer flow of
remote operation input from the control terminal 100B
to the remote controlled terminal 100A.

FIG. 4 is a diagram showing a message format_for
keyboard data tobe sent fromthe control terminal 100B.

FIG. 5 is a diagram showing a message format for

mouse data to be sent from the control terminal 100B.
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FIG. 6 is a diagram showing a flow of operation
in execution of an application program on the remote
controlled terminal 100A.

FIG. 7 is a diagram showing a message format for
screen drawing data to be sent from the remote
controlled terminal 100A to the control terminal 100B.

FIG. 8 is a diagram showing operation history
recording at the remote controlled terminal 100A.

FIG. 9 is a diagram showing an example of a remote
operation history file.

FIG. 10 is a flowchart showing the function of
an operation recording and playing controller 25A.

FIGs. 11A to 11D show exemplary recording start
events tables 60. |

FIGs. 12A to 12D show exemplary recording
termination events tables 70.

FIG. 13 is a diagram showing a table counter 81
and an event counter 82 used by the operation recording
and playing controller 25A.

FIG. 14 is a flowchart showingdetails of aprocess
100 for judgment on conditions of recording start.

FIG. 15 is a flowchart showing details of a
parameter initialization process 120 to initialize
parameters for judgment on termination of recording.

FIG. 16 is a flowchart showingdetails of aprocess
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130 for the judgment on conditions of recording
termination.

FIG. 17 is a flowchart showing details of an event
recording process 140.

FIG. 18 is a diagram for explaining operation
history playiﬁg control.

FIG. 19isaflowchartofoperationhistoryplaying
control 150.

FIG. 20 is a diagram showing an example of a
graphical user interface window for operation history

playing control.

DESCRIPTION OF THE PREFERRED EMBODIMENTS

The embodiments of the present inventionwill now
be described in detail with zreference to the
accompanying drawings.

Referring to FIG. 1, there is shown a basic
configurationof a remote control type computer network
system to which the present invention is applicable.

This computer'network system is comprised of a
plurality of computers or terminals interconnected
through a communication network 200. For the sake of
simplicity} FIG. 1 shows just two terminals 100A and
100B working as a remote controlled terminal and a

control terminal respectively. Each of these
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terminals comprises a display 2 (2A, 2B}, a keyboard
3 (3A, 3B), a mouse 4 (4A, 4B), and a processor 1 (1A,
1B5 equipped with a communication interface.

Each of the .terminals 100A and 100B may be a
general-purpose personal computer or a dedicated
terminal having special functions suchas aworkstation.
Further, as the communication network 200, a LAN (Local
Area Network) may be employed in a company, or a public
switched telephone network or an ISDN (Integrated
Services Digital Network) may be employed in a case
where terminals to be connected are located in a wide
area.

In an intra-company information system, a
multiplicity of terminals 1located at respective
sections are interconnected through a communication
network, and a system administrator belonging to an
information system section carries out remote control
for high—level operation tasks which are difficult for
general terminal users, such as changing a table
parameter or code in a specific application, acquiring
and analyzing a-faulty situation on occurrence of a
trouble, and recovering from a trouble.

In the following description, the terminal 100A
is treated as a remote controlled terminal (agent

terminal) and the terminal 100B is treated as a control
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terminal (controller terminal). In a practical
application, a single te;minal may conduct remote
control of a plurality of terminals, or contrarily a
single terminal may be remote-controlled from a
plurality of terminals. Further, 1in a modified
arrangement, remote operation may be _conducted in
series in a plurality of remote controlle-d‘ terminals
by connecting one remote controlled terminal toanother
remote controlled terminal.

| As shown in FIG. 1, the display 2B of the control
terminal 100B presents the same contents as those on
the display 2A of the remote controlled terminal 100A.
When the operator at the control terminal 100B performs
an input operation for a specific window on the display '
2Busing the keyboard 3B or themouse 4B, input operation
information is sent to the remote controlled terminal
100A through the communication network 200.as indicated
by arrow 201. Then, at the remote controlled terminal
100A, the input operation information thus received -
is handled in the same manner as for input information
from the keyboard 3A or the mouse 4A, and the results
of execution of an application program on the remote
controlled terminal 100A are reflected to the display
2B of the control terminal 100B as indicated by arrow

202.
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Referring to FIG. 2, there are shown system
configurations of the remote controlled terminal 100A
and the control terminal 100B.

The processor 1Aof theremote controlled terminal
100A is connected with the display 2A, keyboard 33,
mouse 4A, and such a storage device as adisk controller
5A with a disc storage. The processor 1A is provided
with: a display driver 12A for connection with the
display 22, a keyboard driver 13A for connection with
the keyboard 3A, a mouse driver 14A for connection with
the mouse 4A, and software such as an operating system
102 (0S software), and plural kinds of application
programs 11 to be executed under the operating system
10A.

Besides, the processor 1A is provided with the
following software for implementing a remote operation
function and a remote operation history recording
functiontobedescribedlater: adisplaydriver hooking
controller 22A for capturingscreendrawingdata output
from the operating system 10A to ihe display driver
12A, a keyboard hooking controller 23A for capturing
keyboard data input from the keyboard driver 13A to
the operating system 10A, a mouse hooking controller
24A for capturingmouse data input from themouse driver

14A to the operating system 10A, an application hooking
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controller 21A for monitoring the controlled state of
each‘of the application programs 11 running under the
operating system 10A, an operation recording and
piaying controller 25A for ¢ontrolling the writing of
operation history data to the disk controller 5A and
the reading out of operation history data therefrom,
a communication c¢controller 26A for controlling
information transfer through the communication
network 200, and a remote operation basic controller
20A for presiding over these controllers.

OCn the other hand, the processor 1B of the control
terminal 100B is connectedwith thedisplay 2B, keyboard
3B, mouse 4B, and such a storage device as a disk
controller 5B. In the same fashion as in the remote
controlled terminal 100A, the processor 1B is provided
with an operating system 10B, a display driver 12B,
akeyboarddriver;3B,and¢amousedriverl4B. Besides,
theprocessor lBisprovidedwiththe followingsoftware
for implementing a remote opera£ion function and a
remote operation history recording function: a
keyboard hooking controller 23B, a mouse hooking
controller 24B, an operation recording and playing
controller 25B, a communication controller 26B, a
display controller 27B for outputting screen drawing

data received from the remote controlled terminal 100A
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on the displéy 2B, and a remote operation basic
controller 20B for presiding over these controllers.

Referring to FIG. 3, there is shown a transfer
flow of remote operation input data from the control
terminal 100B to the remote controlled terminal 100A.

In a state that the display 2B of the control
terminal 100B presents the same contents {(window) as
those on the remote controlled terminal 100A, when the
operator at the control terminal 100B performs an input
operation for a specific window on the display 2B using
the keyboard 3B, the keyboard hooking controller 23B
captures input data from the keyboard 3B and passes
it to the remote operation basic controller 20B. When
the operatorperforms an inputoperationusing themouse
4B, the mouse hooking controller 24B captures input
data from the mouse 4B and passes it to the remote
operation basic controller 20B. Each of these input
data is converted into a message having a predetermined
format by the remote operation basic controller 20B
and sent out to the communication network 200 via the
communication controller 26B. Thus, the message
containing the input data is transferred to the remote
controlled terminal 100A.

At the remote controlled terminal 100A, the above

message 1s received by the communication controller
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268 and passed to the remote operationbasic controller

" 20A. Then, the remote operation basic controller 20A

extracts the input data from the received message and
passes the extracted input data to the operating system
10A. Analyzing the extracted input data, the
operating system 10A carries out simulation on a
corresponding one of the applicationprograms 11A. In
the application program 11A, the input data of remote
operation is processed in the same manner as for data
input from the keyboard 3A or the mouse 4A of the remote
controlled terminal 100A.

The data input from the keyboard 3B of the control
terminal 100B is transmitted to the remote controlled
terminal 100A in amessage format, for example, as shown
in FIG. 4.

In FIG. 4, reference numeral 301 indicates an
address of source (control terminal), refereﬂce
numeral 302 an address of destination (remote
controlled terminal), reference numeral 303 a type code
of message (data), reference numeral 304 a key code
representing the kind of input key, and reference
numeral 305 a key flag indicating whether a key has
been pressed or released.

The data input from the mouse 3B of the control

terminal 100B is transmitted to the remote controlled
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terminal 100A in amessage format, for example, as shown
in FIG. 5.

Themessage formouse input data comprisesasource
address 301, a destination address 302, a message type
code 303, abuttonoperationflag 324 indicating amouse
movement or a mouse button operation such as press or
release of a mouse button, an X coordinate 325 and a
Y coordinate 326 of a mouse-controlled pointer
{cursor).

Referring to FIG. 6, there is shown an operation
in execution of the application program 11lA on the
remote controlled terminal 100A.

When the application program 11A is executed in
response to remote operation input data, the results
of execution are reflected on the display 2A. 1In this
case, screen drawing data 40 for altering the displayed
contents is output from the application program 11A
to the display driver 12A through the operating system
10A and the display driver hooking controller 22A,
Thus, the current contents displayed on the display
2A are changed.

The display driver hooking 'controller 22A
captures or copies the screen drawing data 40
transferred fromthe operatingsysteml10Atothedisplay

driver 12A, and passes the screen drawing data 40 to
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the remote operation basic controller-ZOA. Then, the
screen drawing data 40 is converted into a
predetermined-format message 41 by the remote
operation basic controller 20A, and the message 41 is
transmitted to the communication network 200 via the
communication controller 26A.

The above message 41 is received by the
communication controller 26B of the control terminal
100B andpassedtothe remote operationbasiccontroller
20B. Then, the remote operation basic controller 20B
extracts the screen drawing data 40 from the received

message 41 and passes the screen drawing data 40 thus

extracted to the display controller 27B. The display

controller 27B outputs the screen drawing data 40 to
the display driver 12B through the operating system
10B. Thus, the same contents as those on the remote
controlled terminal 100A are presented on the display
2B of the control terminal 100B.

In the display driver hooking controller 22A of
the remote controlled terminal 100A, there may be
provided such an arrangement that the entire screen
drawing data corresponding to the full window 1is
captured at the start of remote operation and after
that, partial screendrawingdata corresponding to just

a change portion (difference data) in the displayed
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contents may be captured for reducing the amount of
data to be transmitted, thereby to make a prompt
response to the display 2B of the control terminal 100B
even in the use of a communication line having a
relatively low transmission rate.

Referring to FIG. 7, there is shown an example
of a message format for sending screen drawing data
from the remote controlled terminal 100A to the control
terminal 100B. |

As shown in FIG. 7, the message format for screen
drawing data comprises a source address 301, a
destination address 302, a message type code 303, an
X coordinate 414 and a Y coordinate 415 indicating the
origin of a screen drawing area, a width value 416 and
a height value 417 indicating the width and height of
the screen drawing area, a bitmap X coordinate 418 and
a bitmap Y coordinate 419 indicating the start point
of bitmap drawing, and bitmap data 420, for example.

Then, with reference to FIG. 8, the following
describes a method of operation history recording to
be performed at thg remote controlled terminal 100A.

A change in .the control state (startup,
termination, etc.) of the applicationprogramllAunder
the operating s.ystem 10A is captured by the application

hooking controller 21A, and a change in the displayed
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contents is captured by the display driver hooking
controller 22A. Upon receipt of captured information
from each of these hooking controllers,.the remote
operation basic controller 20A notifies the operation
recordingandplayingcontroller 25Ao0f anevent source,
event information and the current clock time to be
stored as an operation history record. The remote
operation basic controller 20A carries out the same
processing on the remote operation input data, such
as keyboard input data and mouse input data, received
through the communication controller 26A, and notifies
the remote operation recording and playing controller
25A of an event source, event information, and the
current clock time.

Receiving the notification regarding the event
source, event information and current clock time (time
of event occurrence) from the remote operation basic
controller 20A, the operatién recording and playing
controller 25A records them in a remote operation
history file formed in the disk controller 5A. The
location of a directory or a folder in which the remote
operation history file is created ca.n be specified for
each remote operation, and operation history data may
be encrypted as required.

Referring to FIG. 9, there is shown an example
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ofzaremoteoperationhistory(remotecontrolhistory)
file 50. The remote operation history fiie 50
comprises a plurality of entries 50-1 to 50-6 created
in the order of a time of event occurrence, and each
entry includes the fields of: a time of event (time
of event occurrence) 51, a source of event 52, contents
of event 53, details of event 54, an object application
55, and-a terminal name 56.

In the source-of-event field 52, the name of a
hooking controller in which an event has occurred is
recorded, for example, in such a manner as "keyboard",
"mouse", "display"” or ."application". The
contents-of-event field 53 holds data indicating what
event has occurred; e.g., "left click" for the mouse,
"Ctrl key input”" for the keyboard, "bitmap drawing™
or "character drawing" for the display, and "start"
or "stop" for the application.

| In the details-of-event field 54, bitmap
information drawn is recorded when the source of event
is "display” and the contents of event is "bitmap
drawing",andthenameofanapplicationprogramstarted
is recorded when the source of event is "application"
and the contents of event is "start", for example. The
object application field 55 holds the name of an

application program subjected to an event input or
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output, and the terminal name field 56 holds the name
of a control terminal which has conducted remote
operation. In a situation where an event has occurred
in the remote controlled terminal of interest, the
terminal name field 56 is left blank.

The operation history data exemplified in FIG.
9 provides the following meanings: At 10:30:25, a
left-click mouse input occurred in a file manager on
terminal-A (50-1). At 10:30:26, word processor
software was started on the remote controlled terminal
{50-2), and awindowof thewordprocessor was displayed
{50-3). At 10:31:10, "test” was input to the word
processor through a keyboard of terminal-A (50-4), and
the "test” was displayed in the window of the word
processor on the remote controlled terminal {(50-5).
Then, at 10:40:30, the remote controlled terminal is
disconnected from terminal A (50-6).

Referring to FIG. 10, a flowchart is shown to
indicate the function of the operation recording and
playing controller 25A.

First, in the operation recording and playing
controller (control routine) 25A, a process 100 for
judgment on conditions of recording start is carried
out. 'Inthisprocessloo;:tEaneventgroupsatisfying

start-of-recording conditions 1is recognized, a



[

10

15

20

25

22

parameter initialization prdcess 120 is.carried out
to initialize parameters for judgment on terminafion
of recording. Then, a wait is taken for an event input
from the remote operation basic controller 20A (step
125).

When an event is input, a process 130 for judgment
on conditions of récording termination is carried out.
In this process 130, if it is Jjudged that
termination-of-recording conditions are satisfied,
control is returned to the process 100 for judgment
on conditions of recording start to make preparation
for recording the next remote operation history data.
If it is judged that the termination-of-recording
conditions are not satisfied, a process 140 for event
recording is carried out and after that, control is
returned to step 125 for waiting for the next event
input.

Referring to FIGs. 11A to 11D, there are shown
exemplary recording start events tables 60A to 60D for
the used of defining start-of-recording conditions to
be referenced in the process 100 for judgment on
conditions of recofding start.

The recordiné of remote operation history data
isstartedonoccurrenceofaparticulareventspecified

in the 1recording start events table. Where



 — .

10

15

20

25

B e
O s

23

start-of-recording conditions are defined by a
pluralityof events inthe recordingstartevents table,
it is judged that the start-of-recording conditions
are satisfied if the plural events concerned occur in
a predetermined sequence. Where a plurality of
recording start events tables are prepared for
indicating stért—of—recording conditions, the
recording of remote operation history data is started
if start-of-recording conditions are satisfied in any
of the recording start events tables.

In the recording start events table 60A shown in
FIG. 11A, five events indicated by entries 60A-1 to
60A-5 are defined as start—-of-recording conditions.
Each entry includes the fields of: an event number 61
for specifying a sequence of occurrences of events,
a source of event 62, contents of event 63, an object
application 64, and a terminal name 65.

In the contents—of-event field 63, each event is
defined in detail; e.g., "left click” for the mouse,
"Ctrl key input" for the keyboard, and "start" or
"controlferminalconnection"fortheapplication,for
example. The object application field 64 specifies
the name of an'épplication program subjected to an event
input. The terminal name field 65 designates the name

of a particular control terminal in a case where remote
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operation by the particular control terﬁinal is to be
monitored. Where a control terminal is not specified
or the event concerned is not associated with remote
operation, the terminal name field 65 is left blank.

The recording start events table 60A provides the
following definitions: The control terminal-A sets
up a connection to the remote controlled terminal
(60A-1), "Ctrl + Alt + Del” is input from the keyboard
of the control terminal-A (60A-2), a "file manager"
applicationprogramisstarted(60A—3),a“sharedfile"
property window or dialogue is displayed by the nfile
manager” (60A-4), and after a lapse of five seconds
(60A-5), the recording of remote operationhistorydata
is started. Althoughapluralityof events aredefined
inthe above table 60A, just asingle eventmay be definéd
as a start-of-recording condition in a modified
embodiment .

The recording start events tables 60B, 60C and
60D are presented in FIGs. 11B to 11D as other exemplary
tables for defining start-of-recording conditions.
In the table 60B, it is defined that after the control
terﬁinal—Asetsupaconnectiontotheremotecontrolled
terminal, the "file manger" application program is
started. In the table 60C, it is defined that after

the control terminal-A sets up a connection to the
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remote controlled terminal, "word processor" software
is started. In the table 60D, it is defined that after
logging-on by user-B, "spreadsheet" software 1is
started. Where a plurality of recording start events
tables are provided as mentioned above, the recording
of remote operation history data 1is started if
start-of-recording conditions are satisfied in any of
the recording start events tables.

Referring to FIGs. 12A to 12D, there are shown
exemplary recording termination events tables 70A to

70D for the use of defining termination-of-recording

‘conditions for remote operation history data to be

referencedintheprocess 130 for judgmentonconditions
of recording termination.

In the recording termination events tables 70A
to 70D, termination-of-recording conditions are
defined by one or plural entries for specifying
respective events. As in the recording start events
tables 60A to GQD described above, each entry in the
tables 70A to 70D includes the following fields: an
event number 71, a source of event 72, contents of event
73, an object application 74, and a terminal name 75.

For example, in the recording termin;tion events
table 70A, it is defined as termination-of-recording

conditions that a "file manager" application program
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is terminated (70-A), "Ctrl + Alt + Del" is input from
the keyboard of the control terminal A (70A-2), and
then the control terminal A is disconnected (70A-3).
In the recording termination events tables 70B, 70C
and 70D, termination of the "file manager",
"logging-off", and a lapse of "five minutes from start
of recording" are defined as terminatioh-of—recording
conditions, respectively.

Where a plurality of recording termination events
tables are prepared as mentioned above, the recording
of remote operation history data is terminated on
occurrence of an event which meets the
termination-of-recording conditions defined in any of
the recording termination events tables.

In the process 100 for judgment on conditions of
recording start, a table counter 81 and an event counter
82 shown in FIG. 13 are used. Where a plurality of
recording start events tables 60 are prepared as shown
in FIGs. 11A to 11D, the table counter 81 indicates
a value of parameter TC for identifying a table to be
checked. The event counter 82 comprises a plurality
of counter regions 82-1 to 82-n corresponding to the
recording start events tables 50, each indicating a
value of parameter EC for specifying an entry to be

checked in each recording start events table.
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In the following description, a recording start
events table specified by the parameter TC is referred.
to a table TC, an event counter value for the table
TC is referred to as EC[TC], and an event defined in
the “EC”th entry in the table TC is referred to as a
table event EC[TC].

Referring to FIG. 14, there are shown details of
the process 100 for judgment on conditions of recording
start.

In the process 100 for judgment on conditions of
recording start, all the recording start events tables
are read in (step 101), and the value of a parameter
EC indicated by each event counter 82 is.initialized
(102). Then, the value of a parameter TC indicated
by the table counter 81 is initialized (103), and a
wait is taken for an event input from the remote
operation basic controller 20A (104). When an event
is input, the event (hereinafter referred to as the
generated event) is compared with the corresponding
table event EC[TC] (105).

If the generated event does not match the table
event EC[TC]}, the event counter value EC[TC] is
initialized (106) and the table counter value TC is
incremented (107). Then, it is judged whether or not

the table counter value TC exceeds the maximum number
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of recording start events tables (108). If the table
counter value TC exceeds themaximumnumberof recording
start events tables, control is returned to step 103,
whereby the table counter value TC is initialized and
then a wait is taken for the next event. If the table
counter value TC does not exceed the maximum number
of recording start events tables, control is returned
to step 105 in order to compare the generated event
with the next table event ECI[TC].

If the generated event matches the table event
EC[TC]}, the event counter value EC[TC] is incremented
(109) and then the.incremented event counter value
EC[TC] is compared with the maximum number "max[TC]"
of entries in the table TC (110}. If the incremented
event counter value EC[TC] exceeds the max[TC], it
signifies that start-of-recording conditions defined
in the table TC are satisfied. The process 100 for
judgment on conditions of recording start is therefore
terminated. If the incremented event counter value
EC[TC] does not exceed the max[TC], steps 107 and
subsequent are repeated.

In the process 130 for judgment on conditions of
recording termination, which will be described later,
it is also required a parameter for identifying a

recording termination events table 70 to be checked
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and a parameter for specifying an entry to be checked
in each recording termination events table. Since the
process 130 for judgment on conditions of recording
termination is carried out after completion of the
process 100 for judgmenﬁ on conditions of recording
start, the table counter 81 and the event counter 82
can be used to indicate values of these parameters.

Referring to FIG. 15, there are shown details of
the parameter initialization process 120 to be
performed to initialize parameters for judgment on
termination of recording. In this initialization
process 120, all the recording termination events
tables 70 are read in (step 121), and then the value
of a parameter EC indicated by each event counter 82
is initialized (122).

Referring to FIG. 16, there are shown details of
the process 130 for judgment on conditions of recording
termination. In the description of this process 130,
a recording termination events tablé specified by the
parameter TC is referred to as a table TC, an event
counter value for the table TC is referred to as EC[TC],
and an event defined in the "EC"th entry in the table
TC is referred to as a table event EC[TC].

In the process 136 for judgment on conditions of

recording termination, the value of a parameter TC
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indicated by the table counter 81 is initialized (step
.131), and then a generated event is.compared with the
corresponding table event EC[TC] (132).

If the generated event does not match the table
event EC[TC], the event counter value EC[TC] is
initialized (133) and the table counter value TC is
incremented (134). Then, it is judged whether or not
the table counter value TC exceeds the maximum number
of recording termination events tables (135).

If the table counter value TC exceeds the maximum
number of recording termination events tables, it
signifies that all the events tables have been checked.
The process 130 for judgment oﬂ conditions of recording
terminationis therefore terminated, and then the event
recording pfocess 140 is carried out. If the table
counter value TC does not exceed the maximum number
of recording termination events tables, control is
returned to step 132 in order to compare the generated
event with the next ﬁable event ECITC].

If the generated event matches the table event
EC[TC], the event counter value EC[TC] is incremented
(136} and then the incremented event counter value
EC[TC] is compared with the maximum number "max[TC]"
of entries in the table TC {(137). If the incremented

event counter value EC[TC] exceeds the max[TC], it
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signifies that termination-of-recording conditions
defined in the table TC are satisfied. The process
130 for judgment on conditions of recording termination
is therefore terminated, and control is returned to
the process 100 for judgment on conditio_ns of recording
start shown in FIG. 10. If the incremented event
counter value EC[TC] does not exceed themax[TC], steps
134 and subsequent are repeated.

Referring to FIG. 17, there are shown details of
the event recording process 140.

In the event recordiﬁg process 140, a source of
each event is checked (step 141). If a keyboard event
isreceived,akeyboérdeventrecordingstepiscmrried
out(i42). _Lfanmuseeventisreceived,anmuseevent
recordingstep is carriedout (143). Ifadisplayevent
is received, a display event recording step is carried
out (144). If an application event is received, an
application event recording step is carried out (145).

By the keyboard event recording step (142) noted
above, for example, the entry 50-4 shown in FIG, 9 is
recorded. By the mouse event recording sfep (143),
the entry 50-1 is recorded. By the display event
récording step (144), the entries 50-3 and 50-5 are
recorded. By the application event recording step

{145), the entries 50-2 and 50-6 are recorded.
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Next, the following describes a procedure of
playing control for reading out operation history data
from the remote operation history file 50 in the disk
controller 5A.

Referring to FIG. 18, there is shown a flow of
operation history data in playing control at the remote
controlledterminal 100A. Theoperationrecordingand
playing controller 25A retrieves recorded operation
history data from the remote operation history file
50 in the disk controller 5A and supplies the recorded
operation history data to the remote operation basic
controller 20A. Then, the remote operation basic
controller 20A outputs the recorded operation history
data to the display 22 through the operating system
10A and the display driver 12A.

Referring to FIG. 19, there is shown a flowchart
of a playing control routine 150 in the operation
recording and playing controller 25A.

In execution of the playing control routine 150,
a playing command from the user is waited (step 151).
Upon reception of a read-commaﬁd issued by an enter
key action for example, a count parameter "i" (initial
value = 0) is incremented and the *i”th recorded event
{entry 50-i) is read out from the remote operation

history file 50 (step 152). When there remains no
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recorded event to be read out, a message indicating
the end of playing control is presented (154) and the
playing control routine 150 is terminated.

For the recorded event read out from the remoté
operation history file 50, the event source is checked
to assign the event to a processing step corresponding
to the event source (155). If a keyboard event is read
out, a keyboard event playing step is carriedout (156).
If a mouse event is read out, a mouse event playing
step is carried out (157). 1If a display event is read
out, a display event playing step is carried out (158).
If an application event is read out, an application
event step is carried out (159). Upon completion of
the playing step for one event, control is returned
to step 151 to wait for the next read command.

In the remote operationhistory data shown in FIG.
9, events of interest to the user who is watching the
display screen are, for example, the display events
50-3 and 50-5. These events are processed through the
display event playing step (158). When the display
event 50-3 is read out, a window of the word processor
software is displayed. Tﬁen, when the display event
50-5 is readout, a character string "test" is presented
on the window of the Qord processor.

The display event 50-3 has been generated through
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execution of the mouse event 50-1 and execution of the
application event 50-2 associated with the execution.
of the mouse event. The display event 50-5 has been
generated throughexecutionof the keyboardevent 50-4,

In playing control, it is not required to exeeute each
event actually in the keyboard event playing step (156)

for processing the keyboard event 50-4, in the mouse
event playing step (157) for processing themouse event
50-1, and in the application playing step (159) for
processing the application event 50-2.

Therefore, for example, it 1is preferable to
provide such an arrangement that aata items 51 to 56
contained in each event {(entry 50-i) read out from the
remote operation history file 50 are converted into
character strings in a predetermined format and these
character eerings are displayed to let the user know
the details of remote operation and the state
transitienscﬁfeachapplicationprogram. Further, in
a modified arrangemenf, particular input operat;ons,
e.g., only the mouse-related events, selected among
from the operation history data may be played back in
accordance with the designation by the user.

Referring to FIG. 20, there is shown an example
of a graphical user interface (GUI) window 90 to be

used for playing control of remote operation history
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data.

In the GUI window 90 exemplified in FIG. 20, a
file name 91 and a recording time 92 of each remote
operationhistory file 50 aredisplayed. Itisallowed
for the user to specify a desired file to be plgyed
using a selection button 93 and a desired event type
using one of a plurality of selection buttons %24 to
96. After specifying the desired file and event type
using these selection buttons, the user clicks a play
button 97. Thus, the playing control =zroutine
described above 1s started. Upon completion of
execution of the playing control routine 150, if it
is desired to play operation history data of another
history file, the user repeats the procedure similar
to that stated above. Alternatively, if it is desired
to quit the playing of operation history data, the user
may click a cancel button 98.

While the remote operation history recording
function of the remote controlled terminal 100A has
be described so far, the control terminal 100B can
record the Qperation history data using the operation
recordingandplayingcontroller 25Binamanner similar
to that in conventional arrangements. If operation
history data meeting each user need is accumulated at

both the control terminal and the remote controlled
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terminal, it is possible to reduce the amount of
operation history data to be stored in.the disk
controller of each terminal. For example, the disk
controller 5B of the control terminal may store the
history data as to input operations on the screen for
an application prégram'under the remote control while
thediskcontrollerSAoftheremotécontrolledterminal
stores operation history data as to the entire desktop
screen.

Although the recording of remote operation
history data is automatically started when
predetermined start-of-recording conditions are
satisfied and the recording is automatically stopped
when predetermined termination-of-recording
conditions are satisfied in the preferred embodiments
described above, a recording pause period may be
provided as required for reducing the amount of
operationhistory data to be stored, i.e., historydata
recording may be carried out intermittently. In this
case, to compensate for discontinuity in screen
transitions, it is preferable to capture the entire
screen data each time history data recording is
restarted on an intermi;tent basis.

According to the present invention, as set forth

hereinabove, since remote operation history data can
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be stored at each remote controlled terminal, the user
of the remote controlled terminal can easily check
details of remote operation conducted by another person
at the control terminal. Further, siﬂce remote
operation history data is distributively stored at a
plurality of remote controlled terminals, it 1is
possible to reduce the amount of remote operation

history data to be stored at the control terminal,.
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What is claimed 1is

1. A terminal for a computer network,
comprising:

communication control means (26A) for receiving
a remote operation message from a distant terminal
through a communication network (200);

remote operation basic control means (20A) for
entering remote operation input information extracted
from the received remote operation message into an
operating system (10A); and

history recording means (25A) for recording the
remote operation input information and transition of
display on a terminal display screen (2A) in response
to the remote operation input information as remote

control history data.

2. A terminal for a computer network according
to Claim 1, wherein said history recording means (233)
creates a remote control history file according to the
remote operation input information and information
supplied from the operating system (10A) <to an
application program (11) and a display controller

(12A) .

3. A terminal for a computer network, according
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to Claim 1, further comprising:

hocking means (214, 22A) for capturing
information supplied from the operating system (103)
to an applicationprogram (11) and adisplay controller

5 (12A), and

said history recording means {(253) operating so
as to create event data according to the remote
operation 4input information and the information
captured by the hooking means and to record the created

10 event data in a remote control history file (35A).

4. A terminal for a computer network aécording
to claim 2 or 3, wherein said remote operation basic
control means (20A) generates a message for reflecting

15 +the change in a terminal screen (2A}) in response to
the remote operation input information to said distant
terminal, and sends the generatedmessage tothenetwork

via said communication control means (26A).

20 5. A terminal for a computer network according
to one of claims 1 to 4, wherein the history recording
means (25A) includes means (100) for automatically
starts remote operation history recording when it is
judged that remote operation input information from

25 thedistantterminaloraterminal operationinresponse
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to the remote operation input information satisfies

a predetermined start condition (60A-60D).

6. A terminal for a computer network according

5 +to one of claims 1 to 5, wherein the history recording
means (25A) includes means (130) for automatically
stops remote operation history recording when it is
judged that remote operation input information from
thedistantterminaloraterminal operationinresponse

10 to the remote operatioﬁ input‘informatidn satisfies

a predetermined stop condition (70A-70D).

7 A terminal for a computer network according

tooneof claims1lto6, wherein remote operationhistory

15 recording is stopped after a lapse of a predetermined
time period from the start of remote operation history

recording.

8 A remote operation history recording method

20 for use in a computer network system in which one of

a plurality of terminals is used as a control terminal

for conducting remote operation of another terminal

to be a remote céntrolled terminal, the method
comprising the steps of:

25 sending a remote operation message from said
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control terminal to said remote controlled terminal;
extracting remote operation input information
fromthe remote operationmessage receivedby theremote
controlled terminal, and executing a programoperation
at the reméte controlled terminal according to the
extracted remote operation input information;
storing, as operation history data, event
information generated at the remote controlled
terminal according to the remote pperation inﬁut
information;
sending a message indicafing the results of
execution of the program operation from the remote
controlled terminal to the control terminal; and
storing, as operation history data, event
information indicating the results of the program

operation at the remote controlled terminal.

9 A remote operation history recording method
accord{ng to claim 8, wherein the remote controlled
terminal judges whether or not the remote operation
input information extracted from the remote operation
message received from the control terminal or a program
operation executed in response to the remote operation
input information satisfies a predetermined start

condition, and if the predetermined start condition
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is satisfied, remote operation history recording is
startedattheremotecontrolled terminal tostore event
information based on the remote operation input
information and event information indicating the

results of execution of the program operation,



