DOCUMENTS USI NG DI G TAL SI GNATURES r~nnnn~r FI ELD OF THE | NVENTI ON The
present i puesbiopsy generally relates to authentication of viguygserSRGuUMents
More particularly, the invention relates to a nethod and system for

aut henti cati ng personal checks and commercial checks, as well|l as other

VUL

personal ‘docunents and commerci al val ue docunents, wherein the data in

t hes s unencrypted but secured through a digital signature. 10
15 2§“Hﬁg ‘Wm OF THE | NVENSEDR-AYTHENTCATIONOR s of any kind are
beco ially eMALYE DQCYMENZESAISINGDIGITAIGSIGNAEURES. Personal and
. busi ness*C¢Hecks are no exception. For exanple, enhanced and i nexpensively
avai | abl e hone desktop publishing technol ogy now wi dely avail abl e makes
forgi ng checks easier than ever. 1 WO 02/ 39653 PCTI USOL /-t560.1 In
addi tion, check processing is rapidly evolving. To reduce the costs of
processi ng per s&Rb oFiteE kveNBONer ed for paynent at a point of sale, banks,
el ectronic fund transfer networks, and nerchants seek new, nore efficient
met hods for processing personal checks. For exanple, one new check

pL ocessi nghrret Eodk5 ¢né1v1§re§ewtgmvémmh igehéran;jﬁ relatest tonhrmme‘ntl@aibnt pansi at
the tinme the_check is tendere e ica e che account

i nformati on Pn CREUAEYReMaEe Pﬁ’wc@?@ 'QYe'?t'Qgc‘}B'ﬁr i3 A Tﬂ‘@q{? ‘gélfﬁéemlfﬂre at
t he bottom of aanweﬁmhg pE6Hal BREXKs ARG chithefditt CREBRE, és\ﬁélmtdﬂﬁer'p@fwnﬁﬁtl on
to a process that initiates an eIectronlc funds transfer fromth

cust omer' s checKPRYNENS 0Bt copMeFdal nudlbd sfdRcumeptsgvhaidin heo dalai H’gﬂae%aper
check that | ookgob@fbrts FRiRnESpEY Bht KRG thiohgMa digitangghaipe, and because
novel, non-traditional check processing introduces new security risks,
enhanced anti-fraud measures are particularly inportant. 15 Although

aut henti catygn nethods have been proposed to address these serious
concerns, nmany of these proposals include the use of encryption-based
techniques) such as a smart card (or device with simlar functionality).
Wth such smart cards, information is usually secured through the use of a
data encryption algorithm Problematically, the use of encryption and
encryption smart cards as 20 specified in this approach would likely

requi re export ks &"\; IHVEI\ﬁ'FbW opriate United States federal agencies
bef ore productsgg%seg—oﬁﬁghrs—appruach could cross an international
boundary. ﬂ?addition every participating payee must be issued a smart

car g Ot oL g e sl B B e A AR et o

the 25 snart catemnblbgymm/ms IRerschal hed ehanmsdemd(elake nbexpeptiondeFer sel f
aut henti cati on s n1th

is free of the bov ct s-nanely t does
not require t he® 8’f %ﬁﬁ% 8u§@x'BW§'¥e dnaYd a@\ gm%rd%ﬁrﬁﬁpl ngllfg{ﬂgces,
and that does ntdchnelogy new didlely avaiablaohakes. fodihg checks easier than ever.
20
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SUMVARY OF THE I NVENTION In a first aspect of a preferred enbodi nent of the
invention, a nethod for printing authenticati'on information on a val ue
docunent ws ¢wPyixded. The nethod 2 WD 02139G53 PCT/ USO | pd(dd 4k61g! udes
the step of generating a first digital signature based on a critical data
string and a second digital signature based on an authenticatable data
string and a pri vat elrkagditionhehegktpressssing isepidyrevalMng 1o eedice hetosthohi ni ng
a public key certdfi.G tel £ 3 j : i t e
aspect of the pPresfiil hertRl Bactke pder R Gt brihient it LBGAL & Sk, BarkSy

di gi tal si gnat uretectroicfund tranbler netiverks, @ad merthantssegk sewmaorefefficient methedse

" Feduotion i n 1 nioraneiesind ebfofalsRectRr FEOEHTRR Rk nBlEneq s Ainos

reliability bs icopvertseichdckintaarediéstionigfurms tahsfehat tmestdne thecharkds tenderad.

devi ces, cards c...10 I'p a second_aspec f ref.erred enbodi t he
i nvention, a meﬁ%ﬁm?%'y' gl?t ﬁ@ﬂ‘% “Qa?‘?“ﬁgﬁta't"[)%?‘?@?{g#" \%ﬁ ga%@%f{gn&ﬁ%ct&f
grovi ded. Thg nw%ddgditibnqlr\]ﬂlfcmscédvglitﬁj etpthefbc_ﬁtsmleoﬁ)hipegsomal gluﬂqumni/id@s_ ﬁiﬂde
ata string based on chi ne-readabl e critical docunent dat ont gin on
t he docunent an&”ﬁtoﬁﬁggtﬁqﬁ?”qtd’gﬂw PR 49 iaop{oggs%ﬂwggptla{ﬁ R egarC&B"'ﬁzﬂ?.s
Machi ne-r eadabl graggebfrbihel@istorner'sichbelimyatoliitattichnerdhsntnent , where the
security data includes a public key, its certificate, and a second digital

si gnat ur e. fRe nethod furt her provi des for validating the digital signature

based on the public BeyageprédiRingdpapat dHedk Mal BoRAbGtiMhtei®GuciReddidréivdng t he
security data fromthe docunent allows a sinplified approach

i f to
aut hent i cati on Z@neasasKkbacause raysl nen-KALHYA FRAckHrowegang NYREVCEE A es.
In a Third aspeghegHty AsKa! EArANEEdaRPRM MBdturddiark B'SrtiEﬂllﬁﬁﬁH{poHQM.e”t on, a

met hod for authenticating a personal or commrercial val ue docunent is
provi ded. The nethod includes the step of assenbling a critical data string

based on 25 chi ne- @@cg@ I MEer:-1 NELe i

docunent . M;.gﬁl ne reg‘ a g%é%ﬁrh%étt@ﬁcﬁ%%g@és ret%%@ﬁﬁegrﬁefﬂg%ggﬂ%gnt,
wher e t he secur isefowsatancems| maday obthpsepioposaly include theeusd of enarypliorahased i r st
digital signatur : f i £0r vali i i gital
signature basedte(e;C ”@gsﬁ%{q%g aksLe@érQ%éd ?ﬂ'@é&ﬁ?ﬁlt@%ﬁﬂ%}%%@%@%éﬂ%}iwﬂ%gl#cﬁ’fng 30
In a fourth aspeotartafards, inferfratior # wwublydSevared thfoughéhe usecoita data eacnyplionent

system far verifyj i f I ck
eading ayst om decf PREEBER, BB BE of ondbERANFSloredon iRET chroe 2
par si ng m)dgbehspeclﬂeﬂ ilvlaﬁié2 Id%ﬁgrg%%h %@Iikg%r;i@e%xbgmemtﬂﬂ fevigsy tldym;)peqpriﬁge of a
user PIN-and t - ~ ocunent reader th an
mge scanner - <3 oHiesSERsJRSTRRBRndes b RP BB T DR ARTEC L s
docunent data aad iftematiore beurdah) dn addition| éveryglparicipatingpabee fostwerssuedsher e
o e or oot SRR ARAE SR GBS e S ey
extracts a publ ieaclyptiorakey maragemiehf is @pénsivedaril Mbg bk o MbrénRtureahan @@ t he
security da%g. The val({ ti or] nodul e val idates the digital signature based

on the publ k &Pad @rasfResR!¥Rt i cat abl e data string. BRI EF DESCRI PTI ON OF
THE DRAW NGS

itis therefore desirable to provide a self-authentication system that is free of
the above defects—namely, that does not require the use of numerous expensive

smart cards or similar devices, and that does not require data encryption.
30

SUMMARY OF THE INVENTION

In a first aspect of a preferred embodiment of the invention, a method for
printing authentication information on a value document is provided. The method



10 The invention is set forth in exenplary fashion by the foll ow ng
det ai ned description of a preferred enbodi nent taken in conjunction with

t he draw n@soz/w@,y\lm ch: FIG 1 shows a flowchart show ng ag-pushus&y of a
known digital signature 15 schene. FIG 2 shows a flow diagram of a

preferred enbodi nent of an authentication schene in accordance wth the
principl es of t hiaclpdestbestepofiganeraing afict digital annatyreebasndm agsticsl data siring,

| check t

P O shows. oneAh P, iaRa"irafucybesfd 3h 3 AinorREAARLe 448 bR o 16
that nmay be usedpriviate: key. ur'fhelmathmd tfmraerpnmcasr@a s!emaﬂlomwng)a public kBy
. aut hent t h _Fl t

of B personal o hoRieas torh PR RubShtE G LA NG 15 o8 AREEEACRE BB, 0"
90) hwhi ch mays bamlf]@'ﬂldnlme(fmﬂd@\'(ai Bignatuie, Iseeondrmgltai sigdatend enkd ﬂgpumt kepe
+ aut t t t

e 25 Seai e i S 38 R, Pond ey P52 B

data string 60 t&llaanayslmfmecfedmtmninumet lcOStsV\asstIateldr itk awtherdichiiot. ment
of the aut hentlg'gtlon schene of ventlon

Pl omrant oe™ SAkamnars, rAIBHEY S GPrreddus.to SUTHTRIRG O 1% Beediier 203Hchal

digital signaturg.idesoidi@d éen on a val ue docunent in accordance with a
preferred enbodi nent of the present invention. FIG 7a is a flowhart of an
al ternate nethod for printing authentication data 10 and digital signature

information on a val Ll'r?aQ&Hﬁ@%@bedtﬂf@ﬁ‘éﬁrﬂ@a%ﬁ\%omm@Mlﬁ@&ﬁlbﬁ%rﬁé’fﬁé@fof‘?”t

of the present invention. Is a block diagramof a preferre

embodi ment of t hauthrnjigating %9@15@@@' ivalug dloswaemide pravided: Fiee methediipakidesdhe t he
present inventiogey, %535%91&)"3 an é’utlflérﬂi\‘i‘étgﬁl Loy aﬁnﬂ%ﬁ?@&j ofw%a QA& | ng

i
a val ue docunent 1n accor e wth a erre di ment the present
i nvention. FIG q@calsiogumeetrﬂaial|cnetﬁtnedfonathm§ipnwuemfan§a& serﬁgnaiamtmqaaoms in

e onr oyl I bl B8 B thall SSLY g €T Rimato e
public key certiddcumest, aderathecseduityadatalinoiudds cupebic key, is centificate candi a h
D B e oy B At S M3 i BBl o ber PO St PRI o
authenti cati on ssigiature bhsed dothe pubtic keycandrties althentisatable dat@stting: aRetsgviagnd
- the T or ¢ ncom g Sparaids RERdeien{Bioh s oince SiHpaite RIBEPLENAT and
commer ci al VA uehaiaiveswot equitdenangtionbr addtiopakdevicesgnat ure and a public key
certificate affixed to the docunent itself can acconplish
in a third aspect of a preferred embodiment of the present invention, a
method for authenticating a personal or commerciai value document is provided.
The method includes the step of assembling a critical data string based on
25 machine-readable critical document data contained on the document. Machine-
readable security data is retrieved from the document, where the security data
includes a public key, its certificate, and a first digital signature. The method further
provides for validating the digital signature based on the public key and the critical
document data string
30
In a fourth aspect of a preferred embodiment of the invention, a payment
system for verifying a check at a point of presentment includes a check reading
system with an image scanner system, a data entry PIN pad, a parsing module,
and a validation module. The PIN pad allows the entry of a user PIN-and the



this goal. 5 WD 02/39653 PCT/USQOL/ ~560.1 In a preferred enbodi nent of the
present invention, a first digital signature is used to sign selected
pre-print egp oBdoesiM t hi n a personal docunment and a second dp@f/i&1/450gnat ure
is used to sign this pre-printed data and a uni que personal identification
nunber {PIN) chosen either by the personal document owner or the 5 entity
responsi bl e for godumenhepageravithoaruimage scamrer syetem Alaws thearepieal of m@plne-
certificate issu r I

these two dig ta@gd;glg%ﬁcraqeg%&rﬁ%\} eés aéhgﬁ%(ﬁ"%%ﬁ %)cégé'ﬁr@ %cﬁarrgd that
can be used at pdnaumeof maredhadatatpmoceaslndayﬁemtaasemMGs al'a)authemcam&?daﬁa been

I n o ol ter nat o Svsfsseh BTCRRE 5B S GETERUR. e PR o

si gnat ure i s 510t extraesargubliciey ahti s éertitwatwhrgtam@tatssug'nMralfrem tse seenitytdatasi gn

- selected pre-printed data wthin cOo r.cial. docu th h the
erbodi ment s of - ¢ 16 pRiBatsR Modu e RS HE G sigbRli Bles s e RS BEERd

personal checks naduthenticatablendats beings (i ncl udi ng bank checks ), 15 and
simlar value docunments) it will be appreciated that the present invention
may al so be applied to any other personal docunents {including, birth
certificates, drivers |i censes i ent| fication cards, access control cards,
credit cards, voBREFLEIC FoRHE S%ebit cards, passports, Soci al
Security cards, and the Ilke) and/ or ot her commrerci al docunents, (for

exanpl e) event tickets, airline tickets) gift 20 certificates, notor
vehicle titls, negotfinggneention ispet forth it emmplawaétmpy they foflowing detajled or

whi ch sel f authe | B8R
i ntended to be vﬁ%ﬁﬁ%&g astr';r?@ﬁ?@gﬁrgm?g%&élﬁﬁfn’@n rn esent tﬁeﬁ?@g% i
Overvi ew of the Whigkinti on 25 For years, banks have di spensed personal
identification nunbers (PI N) with the automatic teller machine (ATM cards
that they issue their customers. Typically, a customer is queried for a
private personal i defi®f1 showsaflowchdeshgwngyn bedrview ofie koo digital signaiuse

al | oned. TheI,SPI '\Lcﬁ ues to aut henticate the legitimte 30 card user) and
the custoner 1s pro ect ed from unaut horized use of the ATM card because
account access is limted to the account hol der herself, and those who

supply the correct PI Jradition t ds._.effect d for
personal checks at a%t%ﬁho F’%‘P‘Q?@Q{?{ﬁﬂ'}: F@'S%ﬁgaég‘ﬁg?\[ﬁ? ?9?8%3‘:3“ SBtr'ﬁ? PR ent
PIN 6 WO 02/ 3%BemETn akiotdansé With thet drintlples af therpreseneimeerition; use in
authenticating legitimte owners and users of such personal checks. It was
found in the present invention that, in the case of personal checks and 5
ot her persorp@ i dent iFiGcats @rkndmumtﬂrﬁof(@pasoné)imétk RelihG icbgReticIaE! al
Security cards, %téc‘%‘ﬂ the 8%?: nd un-tanpered state of such docunent
coul d be aut hent$@H r@\ﬂ‘?@ﬁ ' 53 dP&ustomer PIN is appended to certain
pre-existing docunent data and is signed with a known digital signature
algorithm by an authqriz entity and. t hen af d to the doc| rrent itself
by this same entity. ?:l’¢\ 4?%‘%&&(\?@8%0&5?% szﬁ“léﬁlﬁ"?%b???@ Hod catgioriat s

aut hori zed entitsp (ﬂiatamﬂyltﬂe‘ Gis&e Vin CeWnuntlisrauith( & SereRftelYerfbddiHente st the
certificate authorit serve to attest to the fact that the

publ i c key #ed qt@ﬁ”ﬁ?%@\?ﬁ'ﬂ‘?‘?‘iloftth‘? B@?P@‘d'é‘(f"ﬁ'?ﬂ -ormation did in fact bel ong
to the authorized entity. Before outlining the details of this enbodi nent
of the self authentication nethod of the present invention, a brief

overvi ew of digital IGmshewe oneembadiment ‘Pf@ Ressenabsheck #2 incluging @ Q%PP@/ed to
be in order. A d3fétiRd eﬁﬁﬁbﬁlﬁ%d@\ﬂhkﬁhﬁhgﬂéédth%é Ht}ﬁé{iﬁn%ﬁﬁ'ﬁ?e

i nportant tool in safeguarding data In formation age hi's percel ved
i nportance is hcﬁ?%b%‘tme"ﬁwﬂ‘ﬁéuﬂ"@ﬁmmﬁmﬁ’lﬁ\oféﬁﬁ@mmnm 27, 2000 of the
" Federal Inf %grratl on Processing Standard (FIPS) 186-2, Digital Signature

St andard (Dt by the National Institute of Standar ds and Technol ogy

. (NIST). This standard enabl es federal agencies to use certain selected
digital signature algorithms in conducting business. The inportance of
digital signature technology is further borne out by the enactnent on June
30, 2000, of Public Law 25 106-229 ("Electronic Signatures in d obal and
Nat i onal Commerce Acf;), in which it is nowlegal to utilize digital

technol ogy to electronically sign transfer4docunents, for




exanple) nortgage and real estate title transactions) credit and | oan
applications and nmany other |egally binding docunents. The act requires the
adopt i on wodoaswedsi zati on of digital signatures by Federal prgemsyiR/ssowhere a
handwritten signature is 30 recogni zed as authenticating a docunent) and

further seeks to encourage the use of digital signatures in private sector
el ectroni c transact i bs 6 showssngembediment eidhe fasmat &1 ofbargpde JataiskiBaBd t o
t he use of digi i ey i : i i

021 30553 PCr! s e ER Rahaic i NRERRS Sbanmehl iiubionttRon . o
signature of a stheme oftbe presgnignventioni gnat ure technol ogy is substantially
- nore enconpassing. As known to those skilled in the art, a conmon type of
digital signature is 5 essentially a secret coding or signing of a digest
(the "hash")50f a neBkhdds arfloachart ofi anprefemetinethachfar printing yotheatidajiomgptanded

*to the el ectroni i . S p ' ' [
suitably defi ne@%@%@g’%ﬁb{uﬁ% 'rk?ral\mf‘grp ogi %S’gﬁj %r é&‘g'h‘seﬁs gi)é? é}dzggﬁleﬁedv@%gunent
ori gi nat ed w t hptéfererbernbodimentrof thg préseahidveriian. it was not tanpered with
after the signature was applied. Thus, by "signing" the nessage in this
manner, the 10 nessage is nade tanper-evident, and by indicating nessage

orijgi n, the digital sicgrzaisamwdhbngﬁaﬁ&@m mem?dror:pﬁnﬁrig@udiegﬁmibnah@nature
and nessage, {0 prove the orjgin_ and.integrity of that nessa to al
dependent 1Pni B o) Sioffule (ni@agon o8-k yalie doq gt B psitiencs ith -

non-r epudi at i on pefferfRPSABIMEMDF thePrébenting@dioncont ents. 15 Digit al
signatures are often created and verified using a two-key cryptographic
system (al so referred to as public-key or asynmetric cryptographic systemns)

(hereinafter "publi criey isapRERGEGRMOS b préférédEbsdinért@ihe PaiRerfs§StEms .
each user has a public ke d a private key. As the nonenclature woul d

. y ana a p| \ ¢
suggest) 20 t heinRaserdange with thegeingipals ofthaparseptipyertioy. avai | abl e, while the
private keyqks kept secret and known only to its owner. The private key is
used to produce a di gital_ signature at the nmessage sender's end, while the
public key part of thi&. 8¢ aiawchag of gaaethed fosauthgntivadingliagialugl dosugent ior e at
t he nmessage recipi ' | i shi : digital
si gnat ur es nustbgdéog%nc(% v@f&%%ﬁ@%@gﬁ@%ﬁ%ﬁ%’%ﬁgg%g&gﬂﬁ a public key. The
met hod for generating this key pair varies with the particular scheme used.
Currently known exa i . j ude
I nt eger Factori zati gﬁ@g;(S)ﬁ’ge%@&é@%ﬁﬁ@éﬁt&%ﬁ%ﬁt@%{gﬁ%ﬁ@Q%t@ﬁ%é@%%ﬂ?%ﬂﬁb@%s for
bot h encr yp20 ondatactihgQ inlacsordarxewithpreéfeibed embodimant df thpepresentinygstiorns such
as Digital Signature Al gorithm (DSA) cryptography (which provides only
digital signature capabilities), elliptic curve cryptosystens (ECC)
(i ncluding the elli pFlicctcigione ethbgditneht ofiagnethoa ef \adlidatingtapublicikeySa)tifitate
provi ding digital ,signpature nd_used in the preferred enbodi nents herein
e scussed’i noRiARoRal H1ate ARmSRID ks iy A5fTEH SRS RS
elliptic curve presegriadentioencryption 8 WO U2/ 39653 PCT/ USCOL/ . hGO~
encryption schene (ECIES) used for encryption), and the Diffie-Hell man key
agreenent protocol (an encryption technique for establishing secret keys
over an ins cur g ch ticular scheme chosen, it
is currentlg al e e : e WEMS the message itself
are used to actually 5 calculate a digital signature of the nessage. On the
ot her hagda_t_he Pub!Assbmmth h?@epwtmstremlewmmelanm dﬂ@tioﬁ@gb_t?rh%aﬁ ]
purporte igit signature of that nessage are required to verify that the
si gned message 3ge§,r;qqr%qulrerﬁlfsqseth,gmgrag?rpg,gqgg@wq?gppq F‘ééeq}d'fﬁtdatar%‘cﬁ%f'%t e key
signs. 10 An exAsWilEb® Hescrisee WMmdredddtails i imnné@nihﬁpafégmpﬁs,aswa@rdm@d to
an el ectronég r’rR‘s?afge 1% in a public ke ,crydpt ogra I C sKstem IS csrh,ovvn in
“FIG 1. As at, for both personal and commercial value documents, the use of a digital
signature and a public key certificate affixed to the document itself can accomplish
this goal.

o mr



seen therein, a hash algorithm (not shown) is applied at 14 to the nessage
or other information 12 that a sender desires to send. The result is a
message divmzsm%ﬁ; or "hash" of the nmessage 12. As known t opdPesA/Skisl 1 €d in
the art) the "hash"” function 15 His any function that transforns an i nput
string of any length mto an output that always has a fixed size string h;

where h= H(m. |n t héaprséeresr eampdimant afiths rressnt invartion; @ firstdigital Signaiuglis y
required that: Qse?‘ﬁmlgﬁ%efe‘éﬂeﬁtdré( ﬁhﬂtﬁ&%ﬁﬁé vﬁfﬁ F?f? fal Eeéurgél?{l g‘éeéécaﬂvd 20 2)

H(m be "one-wa cult an m such
that H(m) = h); digitd s@paterjs psed (BbISIQTsﬂTtSnPIEfRﬂBted(dat% andga weigue prssERYe m

of each i cquajonBestenPuftokl GHATEncERR BN cf it s S loudtiegl Bt i O

with his priat esrttiyyesponaible@dr printing thatdocumetitgTheshdditiogoda pulkliciey cé’ﬂhﬁcalh gl t al

ana both are o7 dinp Rl € §eBiel PRERBRRMbOH I6ATHBG i RRSE M g oo

nmessage i s pars es;lgnaltures, tplnm/lcﬂnsr @eelf-atathmtlcgimgadocumsaiatgat deihvbennskbd dtepoihit gf t al

si gnature 20. 30 a or|t mat_26 that.th er
uses) the reci pngﬁ%/ gl Qﬁgﬁgﬂﬁﬁggﬁlﬁ@e g2 00t Qfﬁﬂﬂp?fﬁa §d€§?%
additio 3 dt het r g% | rwm?nngmzamek hﬁ@a@tﬁ@ﬂﬁft ) cﬁtsoum ?rﬁalfeﬁ)’até ém@bdu&u%nm théhe
recel ve Iglta nat ur e In or r 0.0 al n e origrn

di gost 16, rpéegengaw@s%; SHEOh Gy SaRplE Rele! BEERBE 804 ine 158t AGIE | hey
nmat ch) then the SROR Used &S ﬁseléc@aﬁretﬂﬁ\témt@wmﬁ aGBmnidrciaTRYhMentt hat

the 9 WO 02/ 39 PCT/ USQOL/ - 1 4 nmessage in fact originated with the
person signing it and that it was not tanpered with after the signature was

applied. If nessage di Sthé@nﬂﬂﬂln%ﬁ; QQh@@FesBﬁttﬁVentlbh%i‘e Hﬁeuéﬁa%ﬂﬁv 12a
is not authenticated, and thus either the rressa e orl(gl nated w th anot her

party, or was SM@HSWS&FW@W'@CWWW@@R'@ checish(inGiysing bank cheelSarty of
Lnose publ | oor plaitep a8 Yk 1 B SeeSal i Bl 8RR o) !

di scl osure of the does not revea rivate that was used
to produce a di galscabe @pglre&t any viher gersondl dp@wmemsr@cwdmggbm ceglifgatesure in

no vy reveal s | GkTRERSEL HUMAIDR dlfds! Bheedk SonbBiLarB OUiP oty glbgl 2

10 signature, since I'cC ke e orrgina e used
in the verifi catregistrqilpom deblt cardsy pampdsts, &oma{/l&ngmyafardmenpubé like)k ey

d t inpl i ch
s compani on 1o THEr SPECmbd Bachts. iiveraB, REEpGieR, BMbe R ot i
successf ul | 20verdeftificates rmsapiclatitigs trmbouabmeﬂans ef cr@dﬂbcmwénog ror thiedikd) for
Ellipfic Cu DSA., h i d t hat

datar 1t il ba g RERCHpR g dlond S B SR Ay A nlepeed iy | o
to choose one mkﬁeoﬁithhﬂbe%ﬁiritdirmmbbﬁthtepk&spnﬂnmtlbmr a given security

| evel. The elliptic curve digital signature algorithm (ECDSA) currently

offers the m)st&s curit er binary bit of key material. Therefore, ECDSA
is the preferre é‘iﬁﬁ-‘il—&?/—i%ﬁm met hod for the present invention.
However, it 2811l be understood that any of the aforenentioned digital
si gnature schemes anpoljegfs, baﬂmmaoeulbﬂedsed pa@dnélmeﬁﬁﬂo@ﬁén flitebdrs GRS
i nvention, and therehnaz I‘I Itern@\trﬁg ‘? s .and al orlthms and simlar
schemes and al gd7§ @fiRmaliEteller; maghipe iRt iRy d§iUe; thelneusiofle. of
the present invaypically, akcostdMedis dudfedfor bptvaie brssnmdmmémlah ndmber ¢ t he
Feder al Informa?b Pn 30 Pr CeSSI ng St %&di‘; %ﬁ\f 186, which defjne the

< %

Di gi tal Si gnat uP&f BB‘?‘W‘ Areesie allow E’r%‘"@ﬂt‘%tﬁé'ﬂee'ﬁgkﬂﬁnﬁﬁ n a

mat hemat i caBogr @4l weATEN thie EateMEEHd préte@ed %am,unmhsﬁke@mrdf #esatMearet of
all positive integers |ess than a large prime integer p together with the

mat hemat i cal op®@PEIYsSRCHEMtAGreesds Jn@ﬁeq@ the account holder herself, and those who
supply the correct PIN. Traditional check processing methods effected for personal

checks at a point of presentment could benefit from a convenient PIN




WO 02/ 39GS3 PCT/ USQL/ . 1560. 1 nodulo p . The operation of nultiplication
nodul o p defines how two integers in the set {1... p -1} are multiplied to

get a reswdoxdossz in this set. For nost choices g E Z p , pdris1asdaect ured
that it is conputationally infeasible to find y when onIy g and gy nod p

are known. The probl em of recovering y when g and % 5 are known
is called a "di sauthentmahmga@hamaﬁqswgu@authent'czpng leg @aiﬁa@\w&rﬁ)ﬂnéfusﬁfﬁaoﬁDSA .

rests on the i ntps[@ﬁ@rg&{%&&gg solving discrete logarithmproblens in the
\Y; . [

group ZP . ElI cur now an ANSI standard, ANS X9.62, is
essentially the 10 sane signature schene as the DSA, except that a novel

. mat hemat i cal groupan elliptic. curve group.- not.ed E~ ~ - [,S Use

i nstead of Zp . MP#OE]S}%Q ﬂi? pr&??‘%mv:élgtl%’uﬁ%e'ﬂb}eo?geﬁg&eﬁ?q%%cgila@ne
follow ng: 15 Tfmﬂwe‘ﬁﬁersmhalalhéntmcatlon o@dmnta‘ (6. c_ml bgarcmrtlﬁeataseSocrﬁl Secupity 1 }
- that satisfy 15 an

tl
speci al |y defi n&ards %@t |U8e ”lg\? aﬁ@idfrﬁaglﬁe'@ﬂe§‘3tﬁ 8?1 S“?ﬂﬂerde"”'ae'ﬂn‘a%d e
sIoeci ally ﬁ hose@utmhm#swharld upique custoriey I apperﬂéeg@certahtpm-embtmg
el ements that conmpose this elliptic curve group. ar s i nt egers
that satisfy a $igedment qala apd 4% Signsd wﬂyat'%ewlsaq" ??3% bogt?‘m e set
can be added toggiaRsedustifidarti BR Gifided 86 HePAdcumRHE i«s%lfemhielsymeomwt iron.
The result of this addition is always an integer pair that is again in the

set. The di 48r edditionyafiation o de aepv@e@v%%@éthenm enfity of @ BEbligeka¥n t he
case of 25 an el bhnﬁédt&(né‘édé&ﬁygfrﬁé@ Eer%f&te aﬁtﬁ%%l ch))vsouwsérb@tocaa@@neimgr oup

Z p . Because o I ncr eased fi1cul si zes need not be as
large in order factthabthepublicdeylusedio lgfetmnfyt}msagrsdﬂrﬁmtwrmdldlmfeﬁmajme

signature schemgsy,g anhoﬁ%é%’HHngnt q%%?g'%uﬁihnﬂ He'Hetits SPIIRENTD Y?‘hérﬁ f’ﬁé%@ﬁ‘t ers

sized as indicated below a ecure as ot her taglta Signature
schenmes, such asuthentication meisAdaﬁtbepeezs&nbnvemn Rwief ouerview otdigitaisignataieef i t s,

ahi ch w1148 CONIRIASd, BEkAledhl oendlBuR2hSRRGA O]/ USOL/ ~560. 1 2

Securlty W t us on o ten ar1ses between the use of the
terms "digital signature" and encryptlon with the two terns often being

under stood to be mtgr a ereS While this nay be true with respect to
certain public key cryﬁ%@@ﬁ%hem&s that essentially use the sane
algorithmto create ] si.gnature and to effect en

exanpl e, |nteger Fac@@ﬁ?’ggf’? FP%%%’F@%O@%%W"QQ”?@}SO in;sg qgé‘gﬁ'l %’Bgﬁarl ly
true, and it i s rifompritreade. ﬂ'hlscﬁeﬁctdlvwimadsrtédne isthotriesoue by theredenpinsitatisronof

i ch-ar - 1801 anine 71 00 e COfFuRFEIOR Boofesitd Sandkua (R, el "

Crypt ogr aphy ( SEignatké 8tanbhrdi(DEEY, tfﬁtme/mﬁmmh@mmawhman&aras%nﬁ$@@ﬁm¢w 20,
2000) (hereinaft EC St

d
fol | owi ng defi nﬁlﬁlisg?\s étaﬂg%rgar {qﬁefl @?@P @%‘%@értﬁé"s? CP"G'W\FWI‘I’P"?‘E%&‘& to
the ECC system sigigtirerélgoritias imenuibtidgbudmebs. Tk iﬁidort@rﬁé@@hd@@t Sigdturdehe

present invention, including those enbodi nents 15 that use or. ot her

I nteger Factori $eghnelpoyis borre quf; by the eagsmentning 3052¢00; ehRuRlicdaw
consi sts of 2gn 4paurby GE@Hﬁofﬁ@ )Phétuﬁs%tm Slobel arPRitiasal @B&Wh&tg ialvhithavi di ng
a security service when proper %/ "ﬁ enent ed and nuai nt ai ned
is nowlegalto utlllze digital technology to electronically sign transfer documents, for
example, mortgage and real estate title transactions, credit and loan applications
and many other legally binding documents. The act requires the adoption and
utilization of digital signatures by Federal agencies where a handwritten signature is
30 recognized as authenticating a document, and further seeks to encourage the use
of digital signatures in private sector electronic transactions. Although the latter act

is primarily directed to the use of digital representations of a person’s handwritten



A digital signature schene is a cryptographic schene consisting of a
signing operation and a verifying operation that is capable of providing

data ori gwo ;ubémntication, data integrity, and non-repudiptry@iiaed, 25 An
encryption scheme is a cryptographic scheme consisting of an encryption

operation and decryption operation that is capable of providing data
confidenti al i t ysignature (perhaps bettar-manikeras 302 tdrm@hslgr@ttrrgroég sigpatyre o digitalt he

si gning and Ver%r@ﬁ%ﬂ%ﬁ@h&?@%é&@ ﬂé‘ﬁ h@&n;?ééts Hn the present

appl i cation. encryp ecryp I'Of" operations are
enpl oyed in order to ensure the security of t he val ue docunent by providing

. hon-repudi ati on of t fo t

Publ i cpKev Certifi ca’gigh%{o% 1%“'%@%@@%8 %@MF%@L%’S‘%&%%@@? [ ng
aut hent i Cﬁt | @nheésemtramysasseyh ’ eetusdrmg;orfargmrtgofaadrgeﬁt(m\r}dsrg) drfalmes;gg%mﬂ@er |
. assunes that the n fact t nltrc er i ta

si gnat ure usi ng’ @aﬁé t %ﬁ csmﬁﬁaﬁﬁggeé é@? ‘%eﬂr ove
oriblg! n Er dat a 'tan%regriatéry (|b elt nnlersdﬂblyc:bﬁﬁfdlhpm:tesd) rthedigital gighatofsensafasahatt i on,

ubl i c keys nus rova in 0 e ue wner
gxarrpl e, )a/m attﬁ'@l&ﬁCB@Sm‘H’g aﬂ'r?é%eé%\es'%{mgérg’]‘{)"?tét“@Pé‘&“@@pe’?ﬁd‘"@r scard

the original di gﬁémheﬁgm@bWagapam FThi Bl Sigrird i rhéRa érﬁsrmen@nﬁérgthteal
signature for the altered message using his 10 private key, and clai mthat

the public kRy m*?ﬁ%wer/@rm@CF%@"tPﬁBe\élﬁ?'Er@lﬁ Hééw&jlé"% "@?ﬁﬂﬂ?t?ﬂg@ wieg dighal to a
third party. ThH@naM@al%%ﬁdssé@éﬂr@f fneadighial Q@ﬁdtd(re%fnﬁrmé%ﬁhgb oo bl |1ty

for an altered nessage to that rd party his attack denonstrates that

ori gi n non- r epudnigin a5 latagnuartfathatnmegeagﬁwa@n ingepentept {irdnpartye W@Sr'ﬁ?ﬁ ng
bl k d t
public key is Erfokghyt/ ls/6Hek feH’EE@oE nBH?eﬂi@ﬂﬁB of mtegﬁ r{gey certg%rge“ vate

key. This may b achi eve roug t he 'use o a pu cate.
Public key cert contentses provi de a nechani smfor binding a public key to the
identity of ghe owner of the corresponding private key, and generally
contain at Ieast three things: 20 a public key; identity information for
t he owner of the pubDigitalk sighatared, aren affegi teelatesii gnet verdied s asiegl dytwa-keyust ed

cortiflcats to HRGOERR SeRHrEs8TERbE 7 pltieRel St an il e TBHABNES ey
itself, a frost sybterhs)r(tienemaftgr “pwblrbakdy aryptograghy’t) atie sl drgptodraphicCgystemsiust
| ssue such certificate ert&rcate

tin e CA takes
appropriate (tyﬁ?@a‘l’ﬁeyﬁ?? 38&'@?%% %@W%&er t@‘@ ’Edﬁ"?ﬁ%@ﬁ%ﬂ?‘é@%‘%‘ﬁ?&n fy
the cl ai ned20 detriel public Rey rsfgmﬂmuy mdefpubl‘dy evﬁnablxe rvmwmetpnnaetrd&@ |s kept
certificate. Once the jdentit fo mat i H S ver (t]
digitally sign 38%& ts@’%#gl@%’arﬂ“ |t?| B GVPRe 3 %PF@‘&&?V%{SE ‘a‘?ref°8%?e?d§'ta'
i dentity inforneighgtare éfhhé nrdtﬁgb&bn@er@bﬁﬁuwme&hd puBiR%a@y part 00tAE Rey pdif ie

called the public key ce
P usecl( toX/enfy the drgrta?srgnature at the message recipient's end.

25 Each entity wishing to use digital signatures must produce such a key pair-
a private key and a public key. The method for generating this key pair varies with
the particular scheme used. Currently known examples of such public-key
cryptography systems include Integer Factorization systems such as RSA
cryptography (which provides for both encryption and digital signatures), Discrete

30 Logarithm systems such as Digital Signature Algorithm (DSA) cryptography (which
provides only digital signature capabilities), elliptic curve cryptosystems (ECC)
(including the elliptic curve digital signature algorithm (ECDSA) for providing digital
signatures, and used in the preferred embodiments herein as discussed in more
detail in the forthcoming paragraphs), and the elliptic curve integrated encryption

8



13 WO 02/ 3963 PCT/USQ / ~sCO~ The certificate authority's public key, used
for verifying signatures in certificates it i'ssues, is wdely distributed.
For exanmple ¢2idoei¥ay be published on the ' Internet and/ or waigsopMsde@uri er
to parties wishing to verify certificates. Once 5 issued, a public key
certificate may be used to prove the authenticity of an enbedded public key

and that it is enangionyschemee(®GIES) Hershioriengryption)hand dheiRifiedieimand@yt i onal
i nformation nma i i . o i i : j i

gttt y s gneaehBR adBeolch LGS Iochhias for sSBlicHitd SRretkBls hran
period or expiriaseame dharnalf Régargiess ofcthé eartistlangcheme chossn, it i curendiMe

. serial nunber; _addlti.onal .inf j : - eet or
| nt er net addres@lyvg!ghep{}%ﬁth&k@éy adé%g?ﬁ%ﬁ%géggg I niér‘fag%%t%cugée" used
with; and i%f ocatetlatem digital signaitrenftheerdsbage Ondhe othet hands thgrpaibiic lkeyathe t he

- certificate (e.q. he certificate hority' s, d_t i gnat u

al gorithm used ggbg'ﬁﬁcﬁowﬁ P9 %@[ﬁﬁ .urﬁgyﬁqsq@%%@w& 0? ﬁg?r@%sgée aré
Aut hent i cati ng Nalived fooearineintt fRefsined nessage s Gali®, T tespanlit key verifies
preferred enbodi Erent of thg@/aut henticati on schene of the present invention
i s shown gener aM§t g PUNREE WY §i91S pe 25 discussed in greater detail bel ow,
the authentication schene 40 ultimtely provides point of presentnent
institutions 42, such as nerchants and banks, wth personal
i dentificat#®n nunbedn Expmplenglsadknewn; digitah SigRtuse dacimays #%aPpIsdsinan

checks and ot h%leé&ﬁfnﬁ%@ésajgeqofmébm&kmrfbtsgr_aﬁmésystérrhw%howd figcat Agn is
possi bl e according to the invention, by allow ng an account holder 44 to

|
present a per sosReN therpifle BasRIGRIHRT (N0S Bl & PP K4dsthemegsageRiofelit i on
42 along W ih Sinfofinbisi 1hdt £sbritler ddiieP) SO ThdFeRbR ' REdsagblighht1e dre

di scussed bel ow, the authorization schene 40 reﬂw res cooperatron and a

coordi nati on of ‘hegi'taithe eessaged 2bAs keawn tg theserskilied inrtee amitthe miasly’ fanclipn 46 and
{preferably)zra gh LY 3 hd Sf L tthat
certain sha%rsed g?§ gﬁ@@élr:s 4éa§ﬁdc'i1 S@f\mﬁgﬁﬁ"g{ ﬁ%@é?n%%@ ?on%%ungélrt@!e%éfefi ned
14 WD 02/ 396s3wRyBThaise fiked Aze0stdngih dvhare insU@d. iln the ceselafherptographic
predeterm ned a 2 O LA rmore, the PIN 43 nust be kept
confidential. hé&ge?ﬁ%gﬁégégéﬁ@&n§?qUE%(§eih§ppreci ated that in accordance with
this preferred enbodi mrent 40 of the authorization schene of the present

i nvention, a novel tp@mt cat e ' that may be used b
t he point of presen'taﬁen E}%’%H“ﬁ@}’g%si&g%lhﬁlgggﬂéaﬁ%@%ﬁ%g t he c%ecks 45, Y
Agai n, as s20 forth Zbaus) be tonewdy’ lie., givenechashd it isodifficols o firkli dn mduch t he
art that although the Hﬁ&éér_eg),ené)odi ment of the present invention is
directed towards the p 3 I g 'personal checks, digital signatures)

cert ibfi cates Sn]g t he3)pH@h)ete md»lliabhlfrae'tane.ngiveah}mesagemlmislelfﬁnultln@ﬂhmﬁrei n
may be 10 used for authenticating many sorts .of, personal. val ye or. ot her
personal identificati o&%@@ﬁﬂ@?ﬁage(’é”éh ,ﬁ‘am‘?{ﬁs%&ﬂﬂﬁ?q%‘gﬁégﬁ Hﬁ%@ss control

cards, credit cards, debit cards, drivers licenses, identity cards,

passports, and Soci Security cards} in which it is desired to

Pt hont | cat2t ho r1 GRBING BARLIS TS FOTPUIP. S Hn0Rt SOBSIMATL VS BIAR KEYGZ At o
such docunents i®tdereals budigithl signbldRe 301 Trie digitdl sigHaRee 0 ishRerP prISbly
invention. 15 A. Personal Val ue Docunent Having

D git al r 1
(Critical Docundhfenged 49 thexogoinal messags: 14 at 32 @ard gﬁ!"%?ﬁre I g%é‘i%trﬁﬁét‘% and
PI'N) and Publ i crekplenteUpbhireadist, #e trdnshittedenbsdadeVis phisal ifto TR pafpoRed NK

character recognition (MCR) code |ine 90 is printed on a personal check at

0
the tinme bl ank Yiginak massage 13a Andsthe Higitak gionptre 26.c oMRIVInG ths: B3PS HASh As
known to thgse gborithtti28 thiidhasbndérhisEs RheRidipirR ¢aldlialRscofRssddRedigesi rent | y

al ways includes a routi ngﬂanunber that identifies the account hol der's

' financial instil@aofdhs MeERAGREh2aa Inaddifionhe regipient@pplies the serdensubis kax count

25 nunber and aoZH&8ko i Heé‘éivéﬂ’&@i&’ﬂ lsigﬁétﬂﬂ%‘r?gglg ?l‘bt%[j]tor dbtdin fh‘é‘i)ri}bfﬁaﬁﬁeS%

| ocated, this MCR line 90 is usta fou e bottom of the Pg?esonal
" check (FIG 3).digestHBughhe mesaage stigestss1G and 46a arestbencomparedrat Bt df theym a

per sonal_ check haRASMEh tRé! mesSagé is Vehified A the BRidInt chil BeRR¥ARAIN the'e

transacti on date -

9



30 data are typically not avail able when the check is printed, and are
generally only avail abl e when the account hol der 44 hand-wites the check
at the powd o®dosgaur chase. In lieu of securing the check anftiso1R3NE S
and/or transaction date) an alternative is to provide the |nst|tut|on 42
(or other acceptor of a personal check) assurance that the person witing
t he check is authessageih fact afiginated with the parsob signivg it and tivgt ityersawt tampered

PCT/ USUL1/ ~s60. 1 ﬁ%%

aut hentication s %Pm%@?‘]g Lﬁéwgggéée]ﬁ !fﬁI?§£ aQI bﬁg@ﬁgtch

described 1. Crithemthe niassagestia limmumehtmmxtamdﬂbuselthsrthe nidssage erfigimated!

- enbodi nent of the ent_inventio | ine 90 J s designated as
critical docunenvf"ﬂﬁ%ﬁo e(E?r(tX 05‘5"‘33 ??mFliév‘fCﬁfe etg?effe”tgvgls 38 unment data that is

targeted for s&nhanced security. (It will be appreciated that as there may

* be other data printed,on a ersonar&' Qeckpéélg t hat, are _kn b’@ he time 10
of printing, such as A% E'Zﬂ?ﬁtg Nt prRes ‘% NQRERLDIC gypto WPE%SW%}"S& RiodHCS,

desi gnated as pafigitapSigihdides tsrthétldmlosdmmbm,dowdottrmeasmrpﬁvaxé képe
present inventi OF: i ncl udes sugh dat a% | n one gecﬁ% Qﬁz‘rief erred

embodi nent of t HNtWaRHSAE faprodugea digisl F@"i‘yreng‘?J ot '@6%!@'9"?%’&9 90,

I ncluding the spgRGiclvay Y&URalsSinfbimativh 86out A ph?éiétldeg)thé!%rbd@dé'd%e'\dl

fields, is designated "critical docunent data" nown to those skilled

in the art, tthe signabse. gace enik fmAuklc e eaNdlhe ogingl MBETa0 AP PR s at
the beginni ng andrheidioRforddéSsIh e wors kflowBiife of i Plblicl ke dbels Mok HftP 1 he

Federal Reserve strict er and I nanci al t| tutiron nunber.” The
synbol 20 93 is koawledgaof theeormteugysymd)mly mecpt@wpwwhlcm!&mnammstoﬂh%l d.

The serial nunb r =y h ars
to the right of eé v?{se Is(%}pngg‘%}?%mﬁr‘%c?u@tg c{%@@?hgﬁ%téﬁjm' 558}% S s9njéé('Tf?%a| ly
appear s the accounessage/digial signatucpeorobingtiop, ASCI | text strings (e.g., those
i dentifying 1t5he account hol der's nane and address 92 in a personal “val ue
docunent) can al so be designated critical docunent data. (It is inportant
to note that typically, digEfliptic CutyeddSfes and the information they

aut henticate are accessible all at once; however, this need not be the
case. The data string that a digital signature secures may be 30
constructed from onelmeheoosirg aididitar agnatamsdmmeomat Bdatseome data it wilibe t he

preferred enbodi nent i hve ey form ASCII text cC

nanme and addressapé’ﬁecéﬁad%’}‘u&q%ﬁégﬁﬁ& Hbthg %sam&?ﬁ'&’ 3 o?l'rpé)salo&pt 'C'ﬁ’?fnature
and ?ut hent l21r9 Ioluhé smaH@,tkéwﬂﬁ@ﬁbdd talgwen@ecﬁmymw mteﬂlgﬁééum@dlgi?élblgﬁ?tatfﬂﬁard
conclusions fo ata str S 0 e

aut hentic publi ca hms@@tdé‘f\)l‘a‘"e’\ib ‘6%?%%% g’ﬁ &/pe[ etI‘th@f key
verification Op&ﬁ@tbhﬂn Trmﬁéfotéﬁ(ﬁm wme(ﬁrefeheddﬁgltal Sighathge hmhd’ﬁpfor geanged
since the signature vvas i S er as ect. of the

oreforred ombodiAEsRNtEWeptRD. ?Meev%ﬁ&w'ﬁ RGBS Sto0d Rt ee! teeiorarantondsh.
data is desi gnatcﬁgtaq: Bighbtfé sElsmEEatd dRbathmist coMd be Fae@@itd efféte tﬁé preddnt N

machi ne-r eadabl orm on Personal check 45 in a manner described in nore

detail in tHe fdPYSLOR: *Rf perelgreasHsh altgRataschamesAnd dlgenthmscand sisdaient

data is sinply tdafemasankHgoritims bRy ﬁﬂbdd@d&@%e'\ﬂnm HRARiritiang. schSro‘FtHes no
need to redundantly store this information in an alternate 10

machi ne- r eadabl Pr¢ venten.M CR characters are al ready nachi ne-readabl e.

In 1994, the United States government published the Federal Information
30 Processing Standards (FIPS) 186, which define the Digital Signature Algorithm
(DSA). DSA signatures are calculated within a mathematical group commonly

referred to as Z,, which comprises the set of all positive integers less than a

large prime integer p together with the mathematical operation multiplication

10



2. Authenticatable Data String An authenticatable data string is defined
herein as a check's critical 15 docunent data appended with a PIN 43. This
PI'N 43) waiedp/iossspref erably four decimal digits, is represgiygshiassolhe
corresponding four ASCl I characters. The four ASCI| characters representing

the four decimal digit PIN 43 constitute four bytes of authenticatable data
(preferably the MG zr.olhe appration of multiplicatiosdnoduie: pHieineshpwwoiRiggers dhger

brivate tnt or madforet Gnofa ' EiTeyRyBiehitbdETeaf Ao At za *ﬁﬁ*osﬁgacﬁcépé. oter
48 (general ly fggeglr; t%'c%n Rfurdd h%Lx't{%g:g t%ﬁﬁﬁl%ﬁfegﬁh%% g%n%wna'

- checks), and po ccoun or ot nci al

i nstitution. b d9b mdg HRY be
2 PIN that s selick eReRgt T ERAE IR prufd %’%"*Wﬁp??%?eﬁ e 7

* either case, gt h%ré'kﬁ&d@n@ébélreera s crte ISgdriftin proLMEROIANS | hcrhé%@cﬁnt%wtwe? Any
known nethod of PIN generation/assignment may be used {n the preSent
invention, and g3A rastdomthielimteirotability oot distretdlogariiorh prbbiémaiih thergrouipe
spirit and scope of sane. In one aspect of a preferred enbodi nent of the
aut henti cation s&hene of 30 the present invention, an independent check
printer 48 is responsible for printing personal checks and ot her val ue
docunents for banks and financial institutions 42, for applying a digital

signature to the aut igiptic eaiveDSA, davansANSIngandungl ANG XefeRi isieaseritfly tegi t al
si gnature and public key certificate tg the val ue document (as discussed in

nore detail 1Bel S@me WW@rSCh?WS agithal P‘a‘queﬁﬁhﬁf%f‘PYﬁ\ matherpatical eradPthecks
are 17 0 021 SAGHRCINS o Bndicf ) IBVebd ReldaBiZ", bt

docunents, apply a digital ature to aut enticata

and affix the dlogbn,g{,cgu@g@}w@is@gﬂnwwﬂ@fgm,ﬁ@rt| ficate to the val ue
docunent The follow ng discussion wll Teference the check printer 48 as
havi ng responsibility for printing the financial institution' s val ue

docurrents; it will Sibe api &8ipiPY_ ) Bdird dtirfehers BRRREAM.CIY. ) fiat BAisRPSES

of sinplicity in understanding the invention, and is not tolimt
t he scope offst he inventi Oéhe@at(&'agyztrﬁbd %;gﬁ%.lufgb%@plﬂ talnas Applied to
Critical Docunment Data String (" ital Signature 1") and to

Aut hent i cat abl e Dat a28truhgpe.1_cwallyd ingdtelliptiscyvaadditiorpoperationt he pref err ed
enbodi nent of the present invention, the check printer 48 assenbl es the
critical docunent data string) and then calculates a digital signature 15
for the critical doctiesnta dadab sare ispgcigliyechaiseafintegers,” aﬂcgiptislaéa'!rgamriume 1")
usi ng the check rivate. s [ i scussed bel ow) .

rinter's i.gni ng ke d
addition, the cI‘i@%@@"prTWeﬁ‘eﬂerﬁﬂ%wgﬂt 89'%9%8/3'5:"{ BlRHC B GIOUP @R Ba'Eﬁ ff ng,
and then caboul #it6gers it eamty ﬁlsgediéﬂrelﬂicﬁl@m;j:rﬁ(ﬁyw péll%f&ﬂéﬁé?@frbﬁﬂhélbéte dat a

string (hereinafte g%‘gltatbs naturegz) al so smg heck prlnter S
private signi ngcﬂ'ég’ e adretivestoer %@pec glfiptigicyrveAddy "QPﬂ'ﬁ%ﬁﬂJré'@r%‘ﬂ t hen

stored in machi pemiseatitiohes ARk ma{ éngpéfﬂthbtléaéé|nﬁfthé's§ta| docurment data
not already coded in the MCR 1ine The inport of the use of two digital
signatures will be discussed in m)re detall below. Clearly, the smaller the
data string stored 'Whéﬂtbére&ﬁlégeﬁﬁﬁﬁprdbiéﬂ\ @@vbﬁhoreT&fﬂ‘éulitésgﬁehﬁﬁé%@e ke bar
code will increase in size as no data is stored and because of the
limted stoRage apmiliptic sumeIgsipl E{Zy $randt igdn therrase ohgrokp ZihuBgcase sttbisr i ng

data on a personal check 45, a priority is placed on ch005| rg%‘_/a di gital
scheme that has NcrRasefificuty, RGDSAikey sizgs r@eembhe%d@rgeﬂw & provise

elliptic curve ghgist & se%hﬁ@ Tpﬁra%\éJfbr élfe'ﬁ'l’ﬁti(@%é uré %Eﬁé?ﬁéé yFQrf Eﬂnﬁ)lé he

nost secur|ty per bi nary bit o al thou

t
_ present inventi GROSA ﬁ@i‘!a“érés P‘i"’ﬁi’l!t%%w“nt?ﬂégflﬂgbgﬁ'leﬂ qswadl%t%cr kelgw.are @ianaI
signature met hogs Eeéurb fag ofHeP Bt sigh¥ird 5&@ e kB2 k! gg%Adérw f03k4-bit

signature nethod wll be usedto secure ent| catable data string and
~as the prefd@- eRSﬁEPHU!?VGfadQWQWW@StW@CBMﬂrQe wmeraieqtbqlovsrertl ficate 49 as
descri bed bel ow. 35 18 WO 02/ 39653
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PCT/ USO1/ ~560-1 a. Shared Paraneters Shared paraneters define the
under |l yi ng mat hemati cal operations required 5 to produce an ECDSA digital

Si gnat ur ewipogss paraneters 41 required for inplenmenting m/edohlsBdoyC curve
digital signature for the preferred enbodi mrent of the docunment security

data string are reviewed bel ow. Mre specific and detail ed descriptions of
al | parameter generation &l gecustvmitheut&namplignorth in the Anerican National
St andard X9. 62, Public Key Cryptography for the Financial Services 10

I ndustry.' The Elliptic Curve Digital Signature Al gorithm (ECDSA), 9998.
Referring agai n to FOanfugiontoftpn adsdshetweandheruse efitheterms dligitahsignature’ éndze t he

sane ECDSA shareg ara ers, 4 t ‘ ers . n
know edge t hr oug%B‘%YﬁfPﬁg%@@r#Hﬁ #93&&}5 {]’gé@rtge%eg;ﬁ%&régé}gﬁ?oahétnﬁ%rc@%rfgee%ﬁ Ilggﬁ is
performed ondge fWhileathisroaybélug withrespecbioraertanypubfic lge;,ecrsptp@@aplaif:sbmmet 15

D arates thei ¢ aPesemE. s e e Aot 1 Platers b Siaflis Sng it °2
t(r)rb dg_ so). | ][1 OLe]l'@:rypti@w (foo exartple, mcdger)gactammmA _eyaebﬁﬁé suoh alsIRSAY gfislrn:opd _
enbodi mrent of the present invent.ion: . A Suj . prinme and e tic
Curve B def i ned NepBTsany ey BHE fids b0t & istoapish s GirBienEe ik gitbosss ohbI o
?|h| ipti g ;:Erve E‘c@?‘acﬁﬁﬁd‘ﬁmjéi{ﬁ@énﬁbﬁl 1 @eﬁmtbal@,ﬂ?eMIbwmgMeﬂigﬁor%hﬂﬁigﬁfﬁéJ tt:at)

ey an e set of X - i nteger pairs at satisfy yz p = X ax

g o have. 96 c ke o, Catirn Lormdralons: Sadars G Tebit CUHEBBRNE $SERLL 2 6
~ P ~ 2,6~ Integys :Eu@ﬁ@(ﬁ@r@tﬁyﬁ@éﬁdy, vg.d@@bte%erm,@oomghaaﬁb'&a*sec

requi rements, one being that there i s an prime integer n between 2' 60 and

278 which di vi diandands Vi), apaivthersin. (Wollethe fallowingedefipiions afeciseddn he A
oint PE E~ZP i j ~ = I or der
i SR sHififosTv.1 D W RospEotd6 W IECE AR, ook el nerdith

nif and only e smallest nunber such that P '
02/ 3963 PCT/ UsOdpply-te@it embodinents of the praseat inventing, ineludiag dhasalemiodiments

curve addi ti1§n %ﬁrﬁéimﬂjoﬁhﬁ%{ erﬁc@fzqgigﬂﬁcﬂngé)p“ c curve E, the point P

a E~ZP ~, and n are shared paraneters ared ‘by the comunity of users
aut horized to use this invention, which may in the case of a personal check

45, include account ho r . .C i.nt er L nanci
institution 42. The MQ% aaés‘:?‘&[“ég‘!]%@g"&‘sgsg%@fegﬁ é’%@ﬁ@g{’@ol e
with an ECDSA di gi t akpesifipatioruofoparhioms. capéble .of Phaviding Beseaumty sernvidieswierbut i on
As discussed earlier, shared paraneiers 4l.define the underlying

mat hemat i cal operati BFPQG %mplﬁgﬁg@%qc{rﬁlpéln@ﬁwe digital signatures

possi ble. AJo entities involved in the security process; i.e., the
certificate authority, . .check printing .15 coppanies, nmerchants anks, and
other aut hor i zed par Scigiatsiandtire schetic i 3 cipRIGERLIE SRR SaNisiPh AET S 1
Access to the sharedopéatisreand 8 védfying operdtidrethatis icapatile of providing liata arigh
participants only, however. Although digital signatures are secure no
matter who gains acc&¥ e?@agmrd@ga'gfﬁg'gt&’?aé}?épg?@ atiog, A nunber guessing
attack is possible when potential attackers 47 have access to the shared
paraneters 41. If the attacker 47 knows all shared paraneters 41, then he

can i npl emer®® verifi &8tLBHVRYON Seheme iz 1@ CHYRIPHAPRIC $aheme cansisting ok an
participating mer chaehcrgptwhi dPRfation RAY detStiontdpardiieh tHkf icdpabRie? provitidg coded

check 45, retrieve the bar code information) and repeatedly guess the PIN
25 until he finds th&8a@sentidantagls (requiring on average 5,000 tries when
four digit PINs are used). Table 1 docunents recommended paraneter access

according to a preferred enbodi ment of the invention. An attacker 47 who
does not know E, n ah§mibersegniibe fapeering parpsraphsiasly tirsigainggndiyaribgng 20

30 operations are carried out in the present application. Importantly, no encryption or
decryption operations are employed in order to ensure the security of the vaiue
document by providing non-repudiation of the information contained therein.

12



WD 02/ 39653 PCT/USA | -t560.1 Unrestricted access: Restricted access: known
foStrictly private:publicly avail ableall participants (check printers, known
only to owean@ésssbanks and nmerchants) CA and printer publi ¢ohar@ess604
parameters: E (i.e.,Private signing keys:keysa, b, p ); n, PCA and check
printerprivate keys Tabl e 1: Paraneter access table b. Elliptic Curve DSA
Key Generation 5 OncB £ublig Kemfertiigateshf shared paraneters 41 are sel ected,
public/private key pairs used to create the digital signature can be
generated. Al key pairs function in the context of the overall

mat hemat i cal group d®ie ahese digcussiongagarding pathantisationsof4amespageusinga publickey

Cnpr odi ot abl e | RECASTOE sihus e BihoS ey hubi k3 At ERbac BV "0

= P + P +...5P adigitahgigriatude ugifitn atpublic, keglof umknown origin doesiabtnecessadly peae t 0

" The commi et o puplgit oFESR . of o S e BiGinfEhGEAI R FpliSkaar o
p?r anmet er? 41 hE;uEt bé provabiwilinkddytodhe true buble:ckegmwmgr t Rer exaniple, laneaiitaCMrr’runl ty
of users (merchant

26 the Dbl e R eohd ansY sssabR afiey P s and e 1T odoiraL fERd kel )

whi ch satisfy yzheafladkercotid memissdebdrmd slibnatuT@fb?thdd‘lte?édlrﬁedé@@é\/ﬂsm@ﬁ% can :
cal cul ate y2 using.the elli ear two squarge roots

tic curve equatio
of yz nod p 0 TRENMAte kQy ag AW thabhe p&&’@p E%YVF'??W&F ered ME$SARESror e,
one root will bgighteRr: Beléhdshte thiP@baW |'ﬂhu§ﬁh@@ﬂacl%5c§.‘:l6%u&h@nt Véfftnﬁ%ar e
roots of y2 nod p can be cal cul at ed, /39653
PCT/ USO 1/ - 4560retqupseb|btxfor951 ajterad B@S§@gﬁ @dh%téhlmaﬁ{'x Thlsrﬂﬂagk Qﬁ@ﬂﬁfﬁfesThe
extra one bit ipgt Sﬁélﬁﬁoﬂfi’eﬁuaﬂﬁoﬁﬁ‘i‘d&%’tﬁrﬂ&é dtfﬂ)HéW%nIS/ergQIﬁe V&fg@??ﬁbl S even

or odd. Using this techn n are Sized as sg

is possible to kewséeﬁnltp@lmhnl@dd@%q qwreg ofthe ceRaPongingprivate key Wﬁmﬁ%’ﬁore X
, and one aggit r b effifi ra . 5 bit. The conpanion
par anet er, 351 i!a g\%’?é\}g@ggﬁgﬁll{g eorfeﬁ'lﬁptl kccﬁirlélaei ‘equat i on y2 mod p = x3 +
crx + b nod p and the stored extra bit. As the prlvate key is sinply an

i nteger between 1 a £ e

bytes. The |nportan2€u%‘?k%¥1(:§m%h\éq{§e un ers I?c%r%trﬁﬁhquﬁl or‘rﬂlog

par agr aphs. c. idehiitpofthe Gunaref thésorr&spos4ing m@e keyl, ai8] gererally eorit@inlatipasts t o
this process ar #{ in;gared paraneters 41 {E P,n}, and the private signing
key d . Wen sig}lu @‘ nessage M, the follow ng steps are effected: 15 1.
A random i n2@ger k in the |nterval (2 n - 2~ is selected; 2. kP = (x, , v,
) and r = x, nod n are comput , then go to step 1; 3. k-' nod
nis conputed; 4. s=k-'l|2(§" 'cﬁ% n is corrputed where I x is the secure

hash 20 function known as Sb&qhﬂynﬁﬁﬁnéﬁl@@u\f@*th@oﬁh&&ﬁtl@‘pdbh@ﬁey Bnd,he art, SHA
1 is a known hash algorithm designed to avoid lision. SHA-1 roduces 160

bit message bytes, and tRus? ﬁ'gﬁ%%@rﬁﬂssaﬁ%leﬁaWtQ’%ﬂwgFPE’&N\B&WSWQ to a
message di gest or hash of 1f4Q-Rigfgagnagth); 5. It s =0 then go to step 1;
and, 25 6. Determne the digital signature for the nessage M, which is the
pair of int2yers (r, s) . Using shared paraneters 41 {E, n, P} sized as

reconrmended for the | c;é?rféretﬂ gﬂgﬁldl)kéyeéémﬁ&fatettﬁ'b?nd ﬂ&égﬂﬁr{tllﬁ}“of d p@:ﬂ@ kégﬁa”

each be represented |n 1 30 tes (because
Thus, in the prewesrietheqyblishayipell, gitrusted thisgpapty caltsia certificate anhO"fy (CA).

must issue such certificates. Before creating a certificate, the CA takes appropriate
(typically traditional, non-cryptographic) measures to verify the claimed identity

30 information of the entity requesting the certificate. Once the identity information is
verified, the CA will digitally sign 2 message containing the public key data and
owner's identity information. This digital signature and message together are called
the public key certificate.

13



PCT/USO 1 /-4660-t the present invention) a digital signature) hereinafter,
"digital signature 1", may be 42 bytes in length. 4. Public Key Certificate
5 As set {@ydlxogaove, verifications of a digital signaturecyaiddgsgopublic
key of unknown origin does not necessarily prove origin or data integrity.
In order to achieve true origin non-repudiation, public keys nust be
provably linked to the true public key owner. In the preferred enbodi nent

of this invention, ri. | i ! i fi 49 .S . d.; vi.de
true origin non-r epayfé;t%ﬁ%'ﬂeé{gsé%g A %g%ﬂcbfé%gaﬁs%{jhf-%g Vs%ﬁ@ﬁ %'éﬁ?tﬁl%’lgcilgt e 49
IS included w t bertifidstes itiaguest isaidelydistrimdett dForexampiz; ihmag be patalished érotheat . a.
. Certificate Authority 46 In the preferred. enbodi ments .of this invepntion, a
single third pa %;ngggﬁ%rdsqg@ bé(lq%uﬁ%rrtpi Qﬁ%‘f"?ﬂmﬂ H’@"&u‘fqﬁ-@lﬁﬁeéati ®syst em
?fCA ; he6pr esegt isﬁu@d)té Cmblih;] rée icatifioats Q}ia:yeﬁe asedég% preve 'tffe:c gathentielty bt)raht% ;
. 46; i.e., t rty that issues.all the certifi.cates describe
in node detail B® 6‘5)9.%‘* Fﬁ’bi'%geysﬁ'}%h%étt's a‘M%eJS%fE@FP "gﬁiﬁ?@i' Ce&ﬂ'c?tﬁe
aut henti cati on system of present invention, the CA 46 will produce a key
pair and sign certificates all in the context of an eLIigtic curve group
defined for all userdddfonahiospataaaay ke igpluped inthe cadficate farmatien tatge
group defines ta@itarygzd.;@a. Ek&ﬂglbybﬁs&ﬁw&maqanfr@rudaﬁl parti ci pants,
i ncl udi ng the CA™46. he CA 46 coul d produce a separate set of shared
paranmeters 1@ define a different elliptic curve group for issuing digital
si gnatures appearing, i alal e b til i Z4 i rent
elliptic curve gr oug' i ﬁvlalé@gip%a&g%rb%@ét oéf% (;?Jéﬁ%?? H?:%"If (Ia(éy Qﬂgif%islﬁé;oﬁ t he
hi gher mat hemati cal €t aenguk sefialsumberli gi tal signatures as conpared with
those digital signatures_, used t.o securge individual bar code stings. This
ni ght be useful, for® eﬁiﬁ’fﬁq’@f 'quﬁ%ég?%gﬁﬁﬁ@XSOWETee'pt sfrgetd%rsﬂfegeptt hat
the public key certifi gadres§iave a | onger period of validity than the
digital signature for the bar code strjng on a personal check (which) m ght
have a vali 8ty peri%bdPeplicdsy plogrtbmtae key s sitendediobe ysediwits agdt r o set of
elliptic curve paranpt grsmaf Boliidg veriitabh 6 the sBhbuRRITHhE baiRat (egrbedded
in software, or othermﬁge p(%t?ge m%% | oa a@le dg?a.uThiéﬁdata coéfgﬂge 23
WD 02/ 39Ga3 PCT/ USOL/ ~thecettifigatersuthority stnemerandithe sipaaturedigesitinsused te sign
manner at the tinme of hﬂﬁﬁﬁﬁ% | ters' retrieval and use.) Using the set of

common shared paraneters h define the basic elliptic curve
operations, the CA 46 generates a public/private key pair. The private key

portion of .the pait | el i i nside the public key
certificate?gang ﬁﬂe igihe #Au@k “%@ﬁ Valid Pocuma 46. Only the CA 46 can
issue valid certificates since the private key required for public key
certificate signature is held exclusively by the CA 46. The CA s public key

val i dates all publi cRéfeyingetot FiG.c2t ensi agpatiiioésa prefered cmbbdivizmt exf thet h al |

shar ed paraneter Q. al. rtici.pants involved.b. Certifica a. Fi el ds
n the pref err o mRsaIgRRRens PR WdntBh i sbhorabido o s
conpri ses 82%er tistussat in grestar detail bittow, Refasithentication séhete 40) ullirhatelly ipravidedat a

field 51 in the certificate 49 indicates the total, nunber, of . bytes the

Cort i foat o conpdtabriskRtniert Batilitng 3 sch Bf oot g Wit¥ hERabdIS

;i eld 52 i Sf a tmnma?aowmmbeinwlmmbbw}d \xeh?ctatibndiecaémsmfdnpemnalicbeme[?nﬂor mat
or a certificatg style. lnclusjon, of a formt version nu r nay,.

hosi fed in t hooeRerReraSialiopRtoatahoRimBns IR, eiestands Bt acatingde

\éal ue doszurreng S%héoihvélﬁtroh,_eby ciiowiag Wh SCHoUnERdider o Peesdnt begersdnabyslugode
ata string or mat

.e., having different data ipclud in the b
code data st¢i ngo%Hie Fé'#'t%ﬁ‘fﬂ?@”ﬂ%&?.a"lﬁ%' 4‘*‘536&@%@3 I %%&Pﬁﬂbgffbee o
instructions topgifeofdsresermbnt! A8 b distssRaVBelde thd biathblizatibe sBieme agde

“ string 60 should be parsed (discussed jn nore detail below. By way of
exanpl e, and nofeqPir‘ﬁ;)F%?RetSﬁ! nAndsa gpordination,placertain, gifosts between,a cerficattunber
for a first-issyqrorty ICAPA6 SR {préferaBlyFa BRCKIRINR 1481 A8 dart(df tHis codf@inste@n
nunber set equal to 0). This version nay 15 reflect the bar code data
string 60 for neéffathesitain sharedpargmelsrsd il Ind.LCA puklic keyintoamalionimkshbe defineder i es
of val ue docunents) have a different bar code data string 60 format (e.g.,
include a field for driver's |icense nunber, Social Security nunber, :
t el ephone/ f ax/ pager nunber, or other dataqfield), the second field of the
certificate format may be altered to Version 1, which will instruct the
docunent reader on the 20 manner in which the bar code data should be
parsed. 24




WO 02/ 396s3 PCT/ USO1/ ~560~ After the version nunber, the next 4 bytes, or
data field 53, will store a binary representation of a certificate serial
nunber. Fajp @/@basen version nunber, over 4.2 billion distiggludsfitdohi cate
nunbers may be issued. A serial number will assist in i dentifying and
tracking certificates. Serial nunbers can serve as an index 5 into a
consol i dat ed dataatiadistribtitedl lin cagaordancat wih i predetermingd f acaess t Fagyirements.
facilitate stan t S y v n
Preferably) t ho(&%hﬁ%@yﬁaﬁggﬁgm GS?% édél tyﬁ%n!tﬁgs rz;@e oérs’g'd1t Wi cPat
fields 54 and 55ppﬂéhiaterdi thet tnsattdmedamgeewntmdnstprefeuedtambwmenﬂoéeonfemeval id

. (54); the secon 1S ' n 0

| onger valid (5%“&8%%8}% tt'&@é %F eS%ée}‘Zé'ﬁt%é%d C@Vm mﬁéﬁﬁﬁ% %Sie\?\nhgrel n
the | eft-noss t\puesréhtgdt that eymaye benusedhby rtbetpoirt i ofepresdnthapt inslitetioreci@nih pai r
- of dlgltsreprese s.the day of t nth (e. 4 fa ril

fast four digi t & B?C@Q%ﬂ’%%cﬁgg Kgﬁ'g ?Se%gﬂhn%oagd W@% rﬂﬂ)‘?ffé:?aq?%ot hen
coded as an unsitggsedskiied an !zhé attetgara:thwgﬂ ¢het nefenreatermogmnéntaﬁme presbhthar y
digit appears on the |eft

ex |l e, the teDeerrb 1, . 3000 woul d be
represented as tMHENPRIS H‘Eﬁ"t Fd%gg%‘i@ﬁ%mg@gﬂ%ré?‘ﬁ ﬁ'&e"’i‘ﬁ ‘ﬁg'ﬁéﬁgﬁ‘l'reﬁ’unber
to binary Vmerecbhnﬁcdi%éncﬁﬂ'@gﬂ' feéd PINDA(ithérfticatbntysteheddscrigdtndrein #aytdeat
12313000 i s equival ent to: 11 1011 1110 0001 10101000. 20 The next dat a
fiel d 56 i ndcatused fonguthensicatingsaanysors stparsenebvalys.orolies persgaalidentiication,  he

data field 57. Robuhérits (€& Ybilth caititidd, Mcadbs RbAIRY @ardBadredit &dtds, Yiebit BAUSNTi ng
to E~ZP ~ . In a preferred enbodi nent of the present invention, this public

key is stored i firgers figansss,ddentity Gasdss pﬂ?ﬁp@ﬁﬁfﬁﬁ‘ﬂ@ﬁ@éswmw Gaxds) owhjoh it ish e
integer xp is |egg §|réJta'éuﬂrtjeﬁtécat%Wn@ﬁuF@ﬂ1eP?f fhﬁgaé'&ﬁ{%?%nbrﬁ léﬁ&eﬂeﬂ%ry

bits. 25 Convert Xxp I nt trin ers , .
This 21-byte st suelydemnents tg@eumtqdenmthecﬁplnbamdwgm@q@éwemesezltlnzamt@m- ~)|v| -
xp . J ~=1 WO 02/ 3963 PCT/USAO | ~5Q0-t It should be noted that since xp
< 2'6'",M is either 00000001 or 00000000 | f yp S even, then append to the
left of the string M. A NEErsq aent ) 0DiQited 1Bignaiure: H i

hand, if yp is odd, then Rggp nm :»,. .r. ab S I itiCH : 0

of stori ng (xp, yp) i s cdiil) andRublisikely Gentifi ca‘tBISI X9 62 5 standard for

i mpl enment i ng elliptic curve DSA. The next data byte field 57 contains z,

th mb h h th

e ruber 36, e 2o B o B RED SR8 B GET B, {1

|28 pref4 grgbl y | QMﬁWdtddr?Nu_ﬁ]ﬂmrth;MaﬂﬁétlinprakcEéuksﬁmuhs:betﬁbrtamdwﬂwl y be
to ytes in ep%& is,c arac; Strl‘E%’d 8 ecifi Mi

i dentify the coRpeat BYONMAHRN, i 48 AN0WH 19 thoRp SKi ile Pfﬁg"l}c} ¢B Kkey

for r ?S pondi ?ﬁ t @oaétmepu?’ragﬂ;t/ laRyays trwrl]ms ianroutiry ?ﬁnmerfthataammissd thlena@ddmttj i 2 g

o storin e nunber_o € e Q eserve

for the ngrre/ adE‘P'Bb Qﬂa"f"ﬁg' ﬁﬁ‘t‘)‘!qn a’%@gﬂ%‘ﬁaQ?Xef?'Hé"%tﬂ[]et%FU%i@atfr S 4%t ct er

st [) It ng ?f ! sfsgt Rufber andazheck sehisinuaitier, e?lltlgo'r?gh swonittuq‘fg@éd fosbelsy Io:zf@tdd,tthls

subtracting fro e-le e certifi e, e

byt e- | engtﬁ of N\Q'Q?%‘:ﬁgé g'ﬁ%fot"PfggtéE?B tom ofithe p%’?ﬁ"ﬂi&%‘?@‘ (H‘Fé SISyt es that

conprise the nane/ address of the key owner, a. As seen in FIG 4, this is

77 bytes). The key me/ address j s stored.as 20 expected the first
character in the st r%“ﬁ'&%‘@@p?ﬁtGgs'ﬁaﬁ'ettﬂé“ef:‘l'r?ﬁ‘h%tﬁ’&?aafé‘t @ PersenaL chrber

name and the | aghnsdasricleqy., the chB&k Shéurtdhé paydecand the FAASREbE tate dk
nane/ addr es%0

data are typically not available when the check is printed, and are generally only
available when the account holder 44 hand-writes the check at the point of
purchase. In lieu of securing the check amount, payee, and/or transaction date, an
altemative is to provide the institution 42 (or other acceptor of a personal check)
assurance that the person writing the check is authorized to do so. This can be

15



The final field 58 of the certificate 49 contains the certificate
authority's digital 25 signature on all previous fields in the certificate

49. The ceydbfdoest e authority's digital signature is composedy&fi s
integers r and s . In the preferred enbodi nent of this invention, the

positive integers r and s which conprise the certificate authorlty
signature are | eacconplisheg using therprefesied embedisnent of the autBerdicatiandschemmd0sft t o

ri ght as a seque satisfying: 21 30
~28~2' - ~¢ =r _1{33?‘%{7@ g@é@c@é ésej'ﬁwé’efi@% ~ = s a=22 PCT/ USO 1
L1560 Each byte c~ is preferably a 1-byte integer where the nost
- significant bit is stored OMMM% Al ternat e Enbodi nents of
Per sonal Val ue Docunent |r1iC gital Signature 1 or Digital
Signature 2, &nd Public Key Certificate Al though a personal val ue docunent
- according to the present vent| n ref erab s both diqgital
signatures 1 and 2, ﬁ @'bmeecp %TE?dtWQ{’gq"ﬂgn qttgﬁe(wes[eﬁg 'ngt'ogode
and the SpaCﬁ avmichlabtde hnfe Qotsledqs@ateu_ab cviﬂt{aﬂ@odmwnm (m?)bﬁlﬂglswﬁc}fm
i mportance that e us Q one . digita na ure esire nd/ or
possible. In suc CH"@QE@ WFHXQ’Q‘%}P%%an@c&aﬁg th"tﬂ SapRIGCigled &agas by
itself. 15 In getnefeahay bhd otﬁatdet@mtéuméeérsanmnécckr@ that atr@km/mqtb time
preference w || %“P’%@ven to use of Onléu ital S|%2ature , as this

digital sign&ur PGaBHENAPRREOURH D2 REAEPS {935 WNICH: B 3¢ ASonbg

know edge of t heqesitafd appatet tﬁéﬁcr(ti@élpdlo%hﬁ@ﬁt ddta "BHEthE 8EShd ombqatésémy
still verify the digital signature by conputing all conbi nations of

entries and applipyensios iekides sudedai®e unent to val i date sanme 20 (as set forth
in nore detail below). However, digital signature 1 mght be sufficient in
certain circunstances; for exarrpl e, where a custoner or other user

generates his own chdgleseasprgt of @ prgfatred embhedinagnt ob this rim&ﬁntlomtgthﬁtﬁiﬁié@n. I n

such a case fgie jebmagqyggageoct\éﬁ% b6 rtﬁcl'uﬁmé‘tﬁ'% sg{eélﬁldeﬁr}boﬁ%i %3 {fat ¢ Ne

payee nane, ano I SSUE are a he user OITEI‘
mght digitally nger@;rty pardiculacMIGR tieldsitis designdted) asitica/ ddctgnemtldam”gﬂakmm 1.

Anot her case m V, I i r not
have the capabi ?@?E‘/d’%f aél"}ségd'{' H‘Se é{ﬁgﬁégﬁﬁ?%i'ﬁé%gﬁ‘gﬁaﬁ‘?ﬁdg%ws“ﬁﬁﬁi t hus
provi de only di qdpslarsatdmaibegieniig amd end of thatrensit fiik Thie rransitfieldincides the
issue P/Ns. Al i.en ar 't e irit of the
present inventi Oﬁéde%%@eﬁi%qa%b@éaw @E'%@%%ﬁﬁg'%"u%g%i &P a) ue
gcun?nt Hadong 83 @i krewnSisgthetOn-Bs syfribol hh@abpé&rswmtOMIséchaﬂmledeﬂalﬁ Key
rtificate 5 In _sgme instanc i nst ea esen opa at
a point of purc er g c%?ﬁ?drﬁo?ﬂé?"%f'zﬁﬁf Pﬁ'&t’%&fﬁ]?ai’%g%ﬁ@ﬁ’ Jm@fm al
val ue docunent, thiscsymisol, aviilierjlustctoethes left obthis syraisol aisaglly. agpeardittie heddupt
i nst ance, aIthog‘ﬂj it would be desirable to be able to verify that the

account hol der sentlng the commercial val ue docunment was in fact the
payee indicated on the 10 face of the commercial value docunent by having

himenter a n| que P the authgrity to wite a personal check
in the enbo& ment ab(d\Fléé’na“ytAggﬁng@”Q%Z%ﬂi' @WP*@%ﬂHﬂé\&éh%ﬁ%‘iﬂR@th@defs
financial institidmeand ad@ress 02 ifa Iﬁle%oaﬂdvslaérrabe&rﬁeﬁthea@éeb%&métgwm
aut hentication schene for each custoner to mit 1ssues such a comrerci al

val ue docunent . JqYERhAGcument dalay @t i imnorigat @é‘ﬁt‘?gﬁtyplqa”l(-tﬂég‘ﬁéﬁ'gﬁﬁmﬁs 15
entity recei Vi ngaridthe GiIoMRIIOh Meyvalhhtiéar dreticcé S af a0sHYe; RBlvERSr, tis O

be able need not be the case. The data string that a digital signature secures may be ‘
30 constructed from one or more different sources orlocations (e.g., in the preferred
embodiment of the present invention form ASCIl| text containing name and
address 92 and the MICR line 90). As long as the digital signature and authentic
public key succeed in verifying a data string, all standard conclusions follow —
i.e., the data string was signed by the owner of the authentic public key used in
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to verify that the commercial val ue docunent has not been tanpered with
since |l eaving the bank/financial institution. The alternate enbodi nent of

t he aut hegig @abésan scheme of the present invention is diregqaskoiQsdopose

i nstances where it is desired to verify a commerci al val ue docunent. 20 In
this alternate enbodi nent) only "digital signature 1" is affixed by printer
48 to the commethei arifigaiancopfsaiioneand thencartentafdee datastinghias Botghangedt her
busi ness val ue preC| ated that, in addition to the

M CR code, the %IBI Mlgn(}gre\r/rweé%'sgﬁﬁa m ght i ncl ude ASCI| text stri ngs 92
(e.g., the financial 25 institution or business' nane and address) or

. perhaps, even the ee' . n I G 3

'FI)'he rrgt hod f or appm%r?%cﬁﬁiggg%M&F@Pﬁ@)éﬁéﬁﬁiﬂo@ﬂf%&f’ﬁe ?'ﬁ)cda\'%aﬁtgcf& .
data is prefgr abrlegehthavemma, _iisusletl\smmﬂoﬂaércdaa mdmklgrmyad cr,utnclah@ocEﬁ[BA
Certiticate for Hite bl iasd BhdsBrSd by TRa0euS il Fliptserd dthAsE 307
docunent is pr e efgaley debéribeann niare tdetdil ity forthsbmingdi saragraphls. Rlowever,, in
by CA 26, “and ISR tiesCiieh Hacrant G 1 ey 4 ReloeingCl Ao SR e ™
public key of t&fid IffeltHereis hdRedPBTTRAG dRINtY SloretridinfoiMBtion iRlbnsaltereiter ri ng
to FIG 4) data field 56 28 W O 02/89683 PCT/ USOl/-Iq?lGO~ i.ncl ude t he

data for tht0 pumerRinpEgadabiefomet agMILR characiers are akeadymactine- Eﬁad? I8 owner
of the public key that issued the comercial value docunent. C

Two- Di nensi onal Bar Code Format 5 Referring nowto FIG 5, as set forth
above, the critical docureAuthanticatable:Data Siiagn what is contained in the MCR
code line 90 (such as the account holder's nane or address for personal

val ue docunents))) the digital signature for the authenticatable data
string (or criti cal Ao @yifienticatatie, data sting ig | definedhtherei asnd ciieales tcritical

Thotursen o ddth et ARRNpenddfwitl & NS CTHEYINAS! Whih ¥ frefliatipRif ™ 19

t he check prin or check Issuer's stored.
in a machine-r ed@tmmaleilg’ltermeapreﬁentedrasmoneamdlnwolqrd’ﬁ@tdheracm sibwefouror

on the check a5 o anareCBpEbling 1R e Mot P Ja st RRRRAE T ©

data i s 15 si npaythéntieathhleaddth dprefesabiyt thedinal fout byted)l (ERlesivetk, the RN 6&h be her e

rmchi no- r eadabl Betb A SrtpEed ik b dn Sl Pulo Bl PPN Is .

However, angocr pn\iaoeainfainmﬂmenmodmtmlynmtthalace@ﬂu holder @4, the dheek plititr ¢8de

[ 90 b t t h f bed
Lne 20, De LRt el b AR S s o PR e s
twodi nensi onal pessibhothe é‘d&omtlhuc&ds bank hueotﬁacﬁnani:uat institotioec KRINt43 mebéef t  of

th t | t d
band. uhich s SRRebBY S Actauph AIGR 44 i Tak a2 Bk BB S Bgeded fir e
edge of the chegdeo(irt Holddr 14 byhfe;ﬂiﬁtemdttneuhertdaeetfh@cﬁemateam@kndwthsode on

ersonal checks is ref i mat el thr |nche omrer ci al
Pheore it ngs bercaull adrad 20 A innen mahooi s PN osse MBI TEnEReY <

based on the bape Gxtian HeirBsint Mvartio whdtdl SucrmBibdoEreditbAddits BS incigeai ned
within, though it wll be understood that the dimensions and | ocation of

the bar code arWithipthespiritand seape AbEABS- dat a may be 30 stored in this bar

code 60 as well. As known to those skilled in the art, many software tool

kits are avail able for creati ng PDF 417 bar codes from given ASCI I or
LU

bi nary data. Soft war® oN8FASREGtS rpéefﬁfr%erﬁm'mﬁfﬂil‘gt@%a‘éggﬂt%t'anﬁcﬂémél%pl ng

bar gg ode 1 egsli NfleRRlentALEARR, 4FinABpsHIBAKCIRER pHiE! 48 RiredfioRsibRIaH MirkiRg Uent

—
(I'

personal checks and other value documents for banks and financial institutions 42,
for applying a digital signature to the authenticatable data string, and for affixing the
digital signature and public key certificate to the value document (as discussed in
more detail below). However, the financial institution on which the checks are
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WO 02/ 39Ga3 PCTI USOL/.1SQ0. 1 PDF 417 bar codes are conposed of rows of

el ement bl ocks. Each row is conposed of columms of nodul es, each

17- el emeniyh26ks W de. An el enent bl ock, which is .013 i ngyesso, s, and
.018 inches tall, produces a bar code that is easily read from\é\ﬂténdard 200
or 240 dot per inch gray-scale imges. 5 Inportantly, many check sorters on
t he mar ket todaydrawme noaypidsiifeprirt ﬂtera@luegdocwfnmtfk apply 2 oligitahisionaiuse dpuaﬂlety

| evel . The bar c9 j

printed bar codeaé'q'fepgéﬁ%%ﬁgéﬁé Sﬁ'ﬁ'%ﬁ&f gﬁﬁg%g%ntagjﬁég% hhélﬁtkg -sc?r; e)

and/ or from i mage thel Vaiue docameht Tlte/ﬁelrommg dis@ission miliseferanicerthe Gnalékpﬁﬁtem

. codes readabl e fr m 200 or 24l n es ca tore

appr oxi mat el y 2(ﬂ§ 8'%%5’98?'1"8‘8 0@8 h?ﬁwg'afx%i‘ﬁ%hgdépgg’88“m?'tS il

appLecr at edd d tlie(@piaf rédiated Bat this |fsrmenasbleI§/|‘r@‘tpumdsesb oﬁmmp:icrtvﬁr:j siderstagding

- machi ne-readabl e_i nf orpati t Tent  can ut.ilized as an
alternative to ﬁhﬁ'"ﬁﬁﬁt'ogu@dlﬁ Ba{]egdg;gf&jmt%%%pe@ggl CIGUAN. or Dpata

A yphs. Al such 15 net hods of storing machi ne-readabl e |nforrrat| on, and

simlar nethods) are intended to be within the spirjt and scoe of the

present invention. a. Bar® :'-_?!ls ‘5' f‘ gogths Appligd 9 goeiment Dz

code is preferably conposed N 211380 & ' QDI >

plus one or Mbth optional f Theflrst 2bytef|eld 61

contains an integer, k, indi cati ng the total nunber of bytes in the bar

code. The second field 62 contains an m-byte certificate 49 issued by CA
46 as descri bed abov & thepeefemed mppdimgntsy thapresant venkom theodheckprigr 4 1 in

h I i h
actual oriti cal eanaeginellcal bt riont 49 sy, dihe ercufurd AAigHRBRELRS | Ne
contains 42 115ydt der thewtmatdiocwnem dgita alring |(Igpfarnaft@ Zigital sippatare Ehoking dhe .

66,
For it al o greapel hierR g8t lgbl B et Secd Bl St adcluioR g oMol °C, o

Dat a 30 Accor di nif dssembles thepmdiientiatable dabatnmdamiﬁerdcatwlateeé setand digital

Chat print per s TR, B e uRariaabe Bl e Berelfie il bR AL °°
bar - coded checksausingrthp esheok phintetie pkivate srgrmg wm&m&w | | Both Giigithl
users. Agai (r;oaas di scussed, above

if th nan instjtuti ich the
checks are WEs a@emgngpfegﬁggpgﬁiqeﬁgﬁdq ﬁgﬁk’f‘ﬁl‘”‘ ng‘?PF\éﬁ]‘?gn
woul d ]pe responaithmerlﬁwatagmdmede@ouémnmﬁMmmm Qohernhag;lxﬁt?ﬂtﬂeardexofmm thﬁ
case of commercial, val ue doc entit onsible for printing the
comerci al val ué’%ﬂ@tﬂ?ﬁ?ﬁ‘trgsg" 2%‘55‘3"‘333 Fé }!)E?S'E‘tﬁ ng conpany or the
i ssuer of the value docunment itself) also woul d be responsible for

producing the bar- CO%&ﬂ?Qﬁ@ﬁmme?the%@étﬁnth@duﬁitﬁﬁbbﬁéodéoﬂﬁéféeﬁé}eWr%ts the
check printer 48 nust generate a publiclprivate e‘éFae'alr i n accordance

with the prePer hegayRetie farnsodswi P8W33§PW%%"9’G &tStQsRd 92d becaupp of

above), and theﬁhé’iﬂh@édrhtétag@ébécfé éiéll@orlféi mPB@o%ﬁ&ﬁ Orhu%hﬁfse idatkey. A
valid certificate is one t i_S si desi gnat ed 46. An exanpl e

of a preferred EOMARATFRIN CHESK 45y 2 Hﬂ?ﬂ%'saﬁﬁcﬁﬁ RP cbegsinga digital S&'PR!“%H"@F hag

si gnature inforngd sRMeBIkey SRR fépé‘givet{ %bél#rtﬂ@@é! MFRé elffﬁt)b élfi‘vé&i@ribl Bigndtare
referring to F1IG 7,  wherein both drg th&r’i'&? nat ur es nd are to be

printed on the \AgAFMECRRANCUTERO S%UFWtPQFb'ﬁa@ l?'té%lé?w@%teﬂﬂom CA
46 a valid ogrtignhaahes, élﬁtoét?rﬁﬂtét s.%sémntéﬂubﬁ\ru Re g@t.mﬁéd 7tﬂefEI§DQA'§r"tﬂé"9 a

bar coded check or other va docunent (1. e. I XIn 8
si gnat ur es) and Prefemed dioital SIQ@?*%%HPIWJ@R‘BE PE?S?NGHMQMHP\)B 2be ECDSA -

digital signature method will be used to secure the authenticatable data string and
as the preferred method of signing the short public key certificate 49 as described
below.

35
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1. At step 71, the check printer 48 will either randomy generate or be
provi ded {by the custoner) with a four digit PIN to be used by the custoner
to aut henjyigF@l8ed3i M herself. In either case, this PINis qdcqgaﬂgg;,eiﬁ@g abl y
forwarded to the account hol der 44 for use with his/her 25 checks.
t he personalization stage of check printing, i.e., the stage when aII
personal information for a particular account holder is printed on bl ank
personal check stock, the che %ﬁr assenbles the | ASC | 30
encoded characters representi % 2 5%”;”55!3 ol der's nane and address (step
72). The 1-byte array representing the account name and address stores this
. information as ASCI | resent I.an der and
address string (if pﬁbg tp)ar%qq rsagﬁbeetﬁ% &@'"ﬁ@%‘%@l’a\y%' 096\6‘@%9@3@?93’
PCT/ USOLLh605 saoepreducshan HGDSKX lmyitedsugnatstearslwreh parfanteters 4thesquired fof t he
. check. The first_charagter f the ary rst harac er. g e
account hol der* dm H’QW@?“W?'WQCF%’?"@%' g.fremr r{encge Bfred om b%d"a‘ﬁa“ffme
character of thejoagmemr%ecb Fity dRka Ste a?élﬁbv%WHde@éiow fMdrdﬂ@pedﬁmaﬁti detained

andl or address is.not recorded, t i s set equal 5? erol_a?lhe check

printer appends d&ﬁc'ﬂ?@@ﬂ? ofalpaameler S?’Wﬁﬁmr%ﬁ!ﬁ%?’erﬁf q‘i@’ miReBEE2N i ne

of a check to thgatondlyS@RdAre XEEE Pube Kel fbgl#]bhy G@ﬁ%eaﬂﬁ?&‘tim rSé?ﬁ?esThe
representation o

resul ting character strln% at step 72 is the ASCi
critical dod@nedfdusiyaThe ﬂc@‘f’t’?@&@’cﬁﬂﬂﬂ%ﬁﬁ’a%ﬁh&’ 79960 3. In the

case of personal check 45, or simlar per sonal val ue docunent, the ASCI I
string representing the account holder's PINis then appended to the
critical document daRefesing agaimifo EiG 2, tpicaliiea cemmunivng’ waars will wtilize the

"authenticatabl g, ﬁﬁtl?liblﬁélﬁ bﬁ'é}ec}ﬁar%&eﬁersﬁ a?fdffl?us7tﬁe?ét ;gﬁ%:ﬁ@@%(4pér'e'b%ﬁfmcﬂ'ﬁ~) or

applies its priva roduce a di st ghature
digital signat uH{BOWIedggmrmgmugthBaaomlgthﬂIueels |&haa¢qaparemetﬁmsplacuom ife

eri't i cal docureniordatdy 3hid 6 aDleBblih) S8 oty (rusehs)  Diod heflrat o7 o

in the bar code orig as sequenc te |ntegers
d~... d4z s4d6i sfppramptex%m2&(défmety,eac}xentltywmhudgttﬂsél&(d@araghatwe@enera!és 5. At

e prvat e key SRR RE B HIE e R Rl B o B Shlce

digital signature 2. As set forth above) digital signature 2 conprises a

P cotie Trogetoi Ut Bt oo pliigS'a ol & naBiriHE 41 Sodhe preR e shpptifierggh " 1 "

satisfying: 32 thd\eB@ntadenfiornl 28(21-t)Cr = r2 and a=1 42 . ~, 2g(42,'
= Sz =zz PC'%USOlLt 560~

1. A suitable prime p and elliptic curve E defined over, Z, denoted

E(z,) are selected. Choosing a suitable elliptic curve £(Z,) means

that integers a,b and prime p are chosen so that they and the set of

x -y integer pairs that satisfy y* mod p=x*+ax+b mod p have

25 certain properties. The prime integer p is chosen so that 2'® < p <2!¢
Integers @ and b are chosen to meet certain mathematical

requirements, one being that there is an prime integer » between 2'®

and 2'*' which divides the total number x - y pairsin E(Z,,); and,

30 2. Apoint PeE(Z,) of order nis then selected. A point Pe E{Z,) has

order » if and only if n is the smallest number such that 2 added to

19



6. The rr~byte certificate issued by CA 46 containing the public key that 5
val i dates both digital signatures 1 and 2 is then retrieved (step 76). 7.
At step 7wo d2essaheck printer calculates k , the total nupgiyRisfwies to
be stored in the bar code data string, where k = 87 + m+ 1 (The nunber m
is the nunber of bytes in the certificate retrieved at step 76, and | is 10
the length of the accoiisalif hel demesusingrihessnecialigifipticcusve adglifion aperatipnkisep 78,
the bar code data is agaﬁ%%%d into a k byte string. Again, it is noted
that the MCR code |in S'not stored in the array of data, again,
because the MCR code Iine 90 is already stored on the 15 docunent in a

. machi ne-readable forpat. . 9. At s S 79 an 0y, the check printer 4
preferably generat esﬂ%a?"'@figﬂwﬁré ,ﬁﬁe 83‘9@ F%%?l’ﬁ@gd’a?rﬁ s@grpgﬁaragﬁe&erﬁrﬁﬂ nts an
approxi matel y 3_j i,de 7 | ol . i an the

- face of eachyzos%ér}g{l]gydtt@edcc elé'ﬁl,jy °6r92§’8%§g@9 écynﬁtl%%qg{%@eﬁgﬁor{' ﬁ'@%@r@ k'ﬂi n the

tower |eft conethe clisk obt personalzheck4b, elude matourd holder 44, Eleaketinten48,sandr i nt ed

as well, including the MCR cade |] and h n rea | e count

hol der nane andbﬂ'gﬁ?reﬁ?nf"%ﬁwa@u@rq ‘H:g’ff@n%%rélggtgg'gﬁ@@é%@?@sg%ﬂ)%ﬁqv&lﬁt f or

printing aut hentompativhwittearmEGDBAdigal signatirgseheme i nf or mation on a

personal value docunent is shown in Figure 7a. It is expected that this

method will be carried out for conmercial value docunents, and in the case
where the spgce avail able on the peShardl Paramser oRtibigsH nay be of 33 WO

02/ 39653 PCT/ USO | / ~s60~ such inportance that the use of only one digital

signature is desired and/or possible, and thus only one of digital

signatures 1 or 2 WAd &ecusbedt@fiepn sheddparaitdrs 40VRNiAE . thet uNderlinge
appreciated that the alternate method of Figure 7a is not so limted and

hod a.is .
al so may be useBathesatiesapsrations fat make gliaticHdve dabeksignalires Possitle.g Mt ur es
are to_be print sﬁiﬁﬂg g{a,eﬁ/eaﬁﬂﬁ@e@émwrﬁ%yséﬁgg merﬁifﬁéte%%%ﬁiy,rb?rf%bﬁb'ﬁrﬁina a

steps 71 a throug are substanti a ntical to ste to 76 01’c

S
Figure 7. Ohte corapaniessyneschanis banksaged pther @tgthp@zaécpaaicip@pgmeae@,ccea@eto
fol low ng stepsyace s‘nQF‘ng ;Iﬁ‘ésrgr?gfe 41.1cdess! fo thﬁ eshgre‘aeﬁa‘?%gét%%d41agh&ﬂc?8e78a

that digital signature e stored int ar co rinted on the

val ue docunent , restisted th@uthorizestpapticinastsoeniy, boweegr. 79a where digital
signature 2 is added to the bar code. ~,is then calculated at step 80a
according to the equation k 45 + ~+C 15 2. if digital signature 2 is not to
be stored, then the Athooglsdigid sigrattiresareseddie g mattermdotghins aetelstd sharedi es

val e docunthe paeREH A arNhubebfuess b afails hOSHS hndliomel setkerd .
digital signatu#®hédve scoess td thelsharet partheters Mér If the attadker 4hiawws @l shared and
;2? hg{jogfii GZEQB?S@%?%B% . tr|1efn IQe' %nr'nr%lersn'taﬁtnva(étﬁﬁéa%orlm sb atrg mtl)x%h ﬁﬁeovgr?aq ma§/ ES
available at participating merchant stations. Then, the attacker 47 can take a bar
coded check 45, retrieve the bar code information, and repeatedly guess the PIN
25 until he finds the correct one (requiring on average 5,000 tries when four digit PINs
are used). Table 1 documents recommended parameter access according to a
preferred embodiment of the invention. An attacker 47 who does not know

E,nand/or P cannot mount a PIN number guessing attack.

20



83a where digital signature 1 is added to the bar code string. k,is 25 then
cal cul ated at step according to the equation k= 45 + mt~ at step 84a.
Simlar tegdépst hod shown in Figure 7, at step 85a) the Rawusdssodata i s
assenbled into a k byte string (including ~, certificate ~' Nanel Address,
and digital signature 1 ) 30 3. If digital signature 2 is to be stored,
then the process instead proceeds to step 86a, where the nethod querles

whet her digital R t Esl”kbﬂﬁrﬁ@ g€t o 1 he
val ue docunent. E”C%;E?{z B eh&& ot Em%] ‘?1 ture 1
is notto be stda mef Rg » ,f( E;be eret ¢ode

. data i s assenbliesd e
Nanel Addr ess, 4 %P'Iﬁg?r“pé"f)’%at 'P : y 0. di"gita Y gﬁ P r&%’ b be
gé’eﬂ B8 step 87a whef & ijﬁiaﬁ Eag nt ed by

stored al so, tHEMS he method prp
. 42 The met hOd t hnn prcceeds +tolst Q%LRQ \Ahﬁtﬁ Lhre harpavtm e«v ta- | S-

assenbled into a k byte string (includi ng ~ certificate ~' Nanel Address,
digital signature 1 and digital _sjgnat 10 4. After step 85a, the bar
code data is assenbled into a kTﬂbget qr@rﬁ e'(?‘%?@ﬁ%@lb[?g ~, certificate C
Nanme/ Address, digital signature 1 andlor digital signature 2,) at step 87.
15 5. Si mlar to the nmethod shown in Fi gure 7, at steps 88a and 89a, the
check printer 48 preferably génddiRlieSupgDoAMey Senemlidte from the data
string and prints an approxi mately 3 inch wide PDF 417 bar code in a

conveni ent |ocation on the face of each protected check, preferably on the
face of the &heck i nOnReapuiiable setptshatadnaramstersdi iaee selecier Rrblichuvate key

rhe and ¢ he ( oty 85T by the Bl ciipiife i o gehBietes Aol ParsiGigRRED |
check It will béhegnexdtoidoeavaratmalbemetcaligrgup defined gy thesheredl pasametersdiir ed in
th 25 wh to b t ed

Fue docurent. (PO oaF eslrahe RiophlaRel afe crdtfodd (0 7T on 10" the Val

val ue docunent S addition to the val ue
docunent is preferably queried prior to that of digital signature 1.

[t o1 changedCui t nout depdb LA, HERs e rbMAAa ety ke Momat i on

in fact) in yet another nhpdpjieselecied; t he case of conmercial val ue 30
docunents, it is likely that only the query for digital signature 1 will be
necessary, so that a2quer9-fdfr Bl"g‘?talp'%P@mBHtﬁqle(TBaK@»t@'ﬂ%'C@!!N&:%ddﬁ'ﬂ?'sbe
absent fromthe nethod se Fi r8s 7a WO 02/ 3963 PCT/ USO1
/-456U-1 [11. Validating Use 83‘15 @%éﬁf? o8l ht at the Point of

Purchase A. Paynent Systérhef@npd?eaca d@eﬁdﬁieﬂeas&omerrhs conipiet@ pasliefkey ised
enbodi nment % t he present Fventl Orke gﬁnrtl ci pating merchants, banks, and
the Iike wil'FP equi p each QelCANVBL Y S der station with a check readl ng
system 100 that can preferably read the M CR code |ine on personal and
commerci al checks, retrieve the machi ne-readabl e critical docunent data and
machi ne-readabl e secampegheoatmaaedfnayanateeaﬂh{iﬁedkarewmebom@tabqted ampo@ther 240

dot per inch gray,scal |na e of. the ion of the ch he bar code
o o inted. " and AR ERE GGG USRI DR PR RIS oics, only 3
need be reported as the public key. (Q is actually an ordered pair of integers
20  (x,y), which satisfy y* mod p=x*+ax+b mod p. Thus, if x is known, one can

calculate y? using the elliptic curve equation.)
There are two square roots of y> mod p. These two square roots are

easily caiculated -- furthermore, one root will be even and the other will be odd.
25 Since the two square roots of y* mod p can be calculated, the public key
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tendering a personal check. A preferred enbodi nent of the check reading
system 100 may be seen in FIG 8. 15 It can be seen in FIG 8, the check
reader 10@€0 @bésdes an i mage scanning and a processi ng Sy$caodifs¢ds a
parsi ng nodul e 120, a validation nodule 130, and a personal identification
nmodul e 140 for receiving the PIN fromthe presenter of the docunent (e.g.,
account hol der 43=dr, ycarchskstored 3 onlg 6 , plus oherbity Theextrapnebitindicaieswbetheng
system 110 includes a M CR reader subsystem 112 for retrievi n% the critical
document dat a f tigrerreat epuaredeot|of 1 reeth waisrRYEN A oddke Ugtha ihie Rchaiayeaanshr

code reader subsyste 4 f . [ eVl t. L
- two- di nensi onal %&] anén ”braﬁ{]?'éeg} %éngé(ér?@g gb@ﬁr@gg&e&&\?ﬁ% Bﬂékgﬁggimués‘%%
bel ow, the par sifegerhytist-e21 Bftep stofe nvabhy opaadditonabbytestorezdhe jeqiived extrebar
code data bytes to obtain other critical docunent data, the public key
- certificate, Sanditt H&egogPaRion PAEAMmaters a. isnderived frem the elliplicaguryigaiationcrt i on
nodul e 140 receives the PIN fromthe docunent presenter. the i.nage, scanning
system 110 assefffi%& :‘t"ﬁé” ‘gm%g‘ﬁgspcﬁf'%gﬂeé&ﬁﬁq %?‘t'sgtq?ti 'ﬁ@ﬂTBQE\?&egW'F ﬁ'ﬁ‘F’Hﬁ‘&
Al ternate i mge; o] WAl hel : ; i y be
used at rrerchant"ﬁg stgﬁehngérﬁsﬁcg'or Iv%??{%ﬁéna?ﬁgs%m%?%ﬁe&bérbﬁ@&%ém
machi ne- r eadabl émpentance @éthisl welirbetisderstond inthe farthnensing patagraphson. For
i nstance, two and one-half to three scanner sanples are generally required
to resolve the width of one bar code elenent. As a result, for |ower
resol uti on scanners than 200 dpiEliptieeCirae DSAECD gial Qiggaiure gr eat er
than 0.013 inch wi de. 36 WO 02/ 39653 PCT/ USOL/ ~SGO~ Val i dati on nodul e 130
includes a qertificate validation subnmodule 132, and a digital signature
val i dation subnodul einpdt toathid processeatet the \shbredaparambiersli yi {Eab, n}] andithe e
based on the public key certificate and the authenticatable data 5 string.
It will be appr @vatecsioningkex HouYyheresigning @amessagei Matthe followingosiens aes2,
and digital si g@%&@g. val i dation subnodul e 134 are preferably separate
subnodul es, they need not be so, and their function nmay be conbined in one
subnodul e. 10 The certificate validation subnodule 132 validates the public

key certificate based on e CA. i C. ; re thg. Li,c.key
certificat quont ai nsqt he éH?%’SHE'ﬁ%S%"Jgﬂ’F@w&%g%ﬁt%’éﬂdﬁggﬁc%?’i nter 48. The
digital signature vabidatjgn(s Al e 13MoN 3l 4rd @b ge idj- gt ' ture
based on the authent ?c publ ié"l%gg%of chéc@op?il nt erﬁ‘%&and’d}t he’%Hensg(gﬂﬁ1

aut henti cat abl e dat astepri;ing. 15 B. Verifvinc a check at a point of purchase
As seen in FIG 9, the veé_ilfic tjon 200 of personal check 45 (or a

comerci al check) pr8ceeds &80%G"EHEOBIPUREadi ng system 100 in the fol | owi ng
20 manner: 1. At steg 201g-t SH &lod04 i tc“oH Sfed SE6S Hd'&

t hrough the check readi ngssflsq?'ﬁ 00. ‘Phg’ 'ghecp reeggﬁﬁg }Zyi'g em fg%’eﬁmgsm r ead
the M CR code |ine. |n adidhttiontknowinas SHBCK(as&aolmp thysetskied MGhevakt) SHA- | mage
t he check, read the bar cpde, ,retrieve and. parse the bar. code. dat o find
,(the total length bar coﬁé’5 ﬁ&PgW%PPFrhaglP”WﬁtF?ﬁég’}e (g 1avPid Al§IoHs @Hé‘1
certificat i) ) ]Ic (the Iengﬁrbdmj‘de;tme blnaﬁa_ sagdbwdd,rzam P@e/hmesbégéiﬂb@rrﬁitrdhgi tal
Specifica of the pref er 1 AN ey fiaed 1 Msdrane didest BB R4tk ENGi £ ng
are set forth below) 5. ' 2fsAlDthérego 0&%ep tindg t he wi dely avail abl e public
key of CA 46, the check readin stem 100 runs _a certificate validation
process to gérify thg- 3 Setm'gﬁzﬁ'gg@%'%ﬁ%@ﬂhelmwg%ﬂﬁ naieh isithepal ¢ he
certificate. As set t-,gh{ege,isr(,.,qy_re detail below, if the certificate is
deened not valid, the check is"rejected and the verification process stops.
5 3. Assuming that the certificate is validated, the check readi ng system

100 then parses the publig ke ertificate to_phtain the che ringer's
authent 1’ public. keyCEboe et pdteiers B deie L SirbH e, FEoBARTOSE o e
assenbl es the Czakéﬂeﬁéa eRBBHIRAL oftRisdRichtiSh ! BAd 3car §dch bé rdpteseiedind
personal check 45, the account hol der's nanme and address character string

" is al so preB@er alfd pitnpytes (hetause A <rrhe<n <2''). Thus, in the preferred embodiment of
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ASCI | representation of the MCR code Iine on the check as previously read
by the paynent system 15 S At steps 205 and 206, if the check presenter is

presenti ngoazpedssonal check 45, the paynent system pronpt pcriSofgsid er to
ask the check presenter to input hislher PIN using a keypad that is

connected to (or is an integral part of) the check readi ng system 100. 20
6. The check r eathepresgntirvantion, a digital aigpatue; hereinallec! digitabgigratwat amaybeof t he
PIN to the critiE%e%qﬁ data to formthe authenticatable data string
and then appliest checkR printer's authentic public key obtained in step
203 to the authenticatable data string (step 207). 25 7.1f digital
signature 2 on the authent,i G2 bke at gttri ng validates (step 208), then
the check is accepted (stép ' uccessful validation indicates
that: the cgitical docunent data has not been altered or 30 tanpered with

i i the b d oduced:. apd. . th ter . i ded
e N e e 2
gtepsarty, prio r 6/ chec
refuses to suppl é a Fr>rN or _gangotné,upﬁg% g? Ng\lxhnftch cgﬁls?s %i qg?t Zl
Signature 2 to PRNPYEFYE onaince-teeudiatan, Bucls kevs pustos provap Tepc o lnedive: ng
the check is anpablicael®wnér ) In thé tEfeirB 8 embBGihe B tHSiNU&teR Slsibpt prBlic TRyt

(step 210). 5 In sone’instances, the account holder 44 is not present to

enter a PIN 43 cartiieaie A9 ipuses tpmpovidejaiesdiol naheprdiation ssgiegribesthalew. f or
exanple, in " baﬁ'lfs Eﬁ’@ﬂh‘elﬁflt}a’t@ o Wﬁﬂﬂ@d WitiirRineQata HE RSsHcBded R mhéhine-
romthe tell h I

performed away er wi ndow or point of purchase. It mght also
occur in those teasiablefp@iat account hol der 44 10 places a renote order via
tel ephone, Internet, or other simlar comunications network, and then
forwards a check to the retailer or other person or entity, who would |ike
to at feast verify that the clledkeriicatentithdiesbt anpered with since | eaving
t he hand of the person witing the check. If the custoner or custonmer PIN
is unavail able, the followi ng steps are performed instead of steps 206-209:
15 1. The check r eadinrie preferrechetdodinientsiof thisineaméion,fa sifgle third party talistpidthyl

signature 1 pre i e retrj . I £ .digital
Si gnat ure 1 !Os %@?’%ﬁﬂ‘@géﬁtm ‘ﬁ‘%éhwﬁ@agﬁiéi&%ﬁé’g?’i%"%%‘é’?‘é’ﬁﬁﬁf&" fﬁef%ﬁglélks to
slee i f_ di gi t al ﬁé@eaaggm &rl_iﬂsate\amtl'ioalyl(GA)MG; Zé.i?athelp(‘?dgm‘gft isallleaéllgij(DD_SAZ is
al so mssing, the,verifigcation cannot .CO et and. t he, prqcess i

st opped (stgp ngfrjl'lcqtqs &eaﬂbga 0 @Rg‘? L#&“Zb? W'prE‘sg}?t ?'"lpﬁe‘ﬁ%"ﬁepfﬁiel"fanm
val _ule docu {nﬁné %imenﬁbf dﬁtma@){icamggﬁmgla 'S;ggmﬁ’ernafﬁ\t{m, tHeg@Aittehfﬂllgr )
simlar netho Si ng ea 0s e Pl er ati o ener at e y
the met hod to aRESHES 8 ¥ BaIsaRG, s sericaisl i ihg Cobietof anaiplic éitue BakBo nal
val ue docurrfnt deﬁrj[efdif@t%ll&sgr’ffgfm_?_ﬁysiérﬁé.t'EHat Bl a}smgluremptticd@veégrem&t fmesthenbl
rocess continues._ to.s - check. readi ng, system n S es
the oritiocal doegnﬂrﬁgr?@ﬁagpsraaﬂ@%a@ﬂma ieingn i@!Ud@éh%Fév&-laﬁﬁ R4
critical docunepuldPpratiudk 22ddparite QEEEN sHafed/ frametdrd & défingi 4 diferehuaptier € 1
is valid for the critical docunent data. 39 WO 02/ 396a3 PCT/ USQL/ .t 5Q0-4

4. 1f digital sPYNStIPEP fon,ispying, digial signatires Appeaiiig,int pHPIC ey, certificates.
aut henti cated ( shiRlihg’d §iifereRIGENipEECHVE §REP Inissuithy Jubid keYtettinbateSessitsif !

higher mathematical strength of such digital signatures as compared with those
digital signatures used to secure individual bar code stings. This might be useful,
for example, in those instances where it is desired that the public key certificate
have alonger period of validity than the digital signature for the bar code stringona
personal check (which, might have a validity period of only one year, for example).
This extra set of elliptic curve parameters could be circulated to all participants,
embedded in software, or otherwise provided as loadable data. This data could be
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the critical docunent data has not been altered ortanpered 5 with in any
way since the bar code was produced. The above steps would al so be carried
out in anwg @06t e enbodi nent of the present invention, ipyysoifdsdole case
where a custoner presents a bank check or business check for deposit or
cashing. Finally, as digital signature 2 is preferred in the cases where
only one di gi t alauthegticatask by the padicipgntsdnisemermanned abihedinreeftbe sarameters’
docurnent (for t et forth above), check reading system 100 m ght
be progranmed tgﬁﬁéﬁ@%@&%eﬁor digital signature 2 prior to checking for
digital signature 1. Though it is preferred in those cases where the PIN or

t i i | apl. f ing for th
r esence of di gl tal OPGRdRFE & Camiiarh AT BAGRERR 1 bR SRR ek
PN goner ati NG o art by e ol ot b hotart L he mersamal TE Fhacl
veri P o 1 " Baker Reriomd’ B8 pat BeuShal Gotf Hotgires ise B8 PERLIpY SRS v
code data on thenyr/kept uhaetsiBdticontiol pRCAAE. chytHe@wwnssml@mrtmatésnd k
(the total length bar code data s

Certiticate) " shen baniivgeronroduied of Plic Ky calficard snataig (SHoH ehehiseh

signature 1 (i f bPRIRSEAL4e. arté OA'SIguBlic ﬁéy%ﬁ&até@a@ liE keyeémnéa)te sififukar code
string may be read froma 200 or 240 dot per inc scal e i mage of the

bar code, or it apdi didrikigedhwithyallghared H%fﬁ@et?fﬁtpé"@ﬁglcpa@’éﬂ"%e dcode 25

scanners currently available) fn either case, a string of bytes is

retrieved fromthe ' bar code. Referring to FIG 10, in order to parse the
bar code data string into itsbe igldsi el ds, the follow ng steps in
a preferred nethod 203 are effected: 40 WO 02/ 396s3 PCT/ USOL/. 15fi 0~ 1. k

, the binary representation the total nunber of bytes in the bar code is
retrieve fromthe filnsthetpieferrey eawodiment eoublig keyoersiificates #@ sstied . by/@A\ 46

i ntegers prefer mf ] 05 [ |

| eft. Thus, for%mnénsaélrsg [ ng dﬁt%ﬁbl%&r‘g? oneh%§J ﬁ& &g@é‘ﬁ:ﬁs&dg@ﬁ%ore as the
first two byt es cerifitdte 4Dandicates tlmhatcaalsiummg,of bytes tlne.ecemlﬁd:atelccbatmms Fér = b,

Step 302, ThPs ByREriebop o Ol e i BPetroCiB 37 S Bt S5fonng, 1
of the certifi caUmberBtymemdaatebrtbelqphrtnular Praatefot bmerliﬂbatepstylatlacmaentof‘al cate.
10 3. Byte m+ s, retrieved at t he | engt h, of the
critical data f? tsvteﬁ"?ﬂ; "“H‘berfméy /' dfg'feé{l) "'36'3353 £3399 hetg g‘@é"{“ﬂ ard; e d
string is not p@bﬂhp@ﬂ‘bnl‘mg dbﬁfe&tﬁéi@eérﬁvawwdumntéé(bﬂsafeéIdﬁgalaédo&diﬁemg)ocesS
continues on to

CoT car dara hBYiRGARaaR bar gogs tetn Bl BATorGas . escRvng Oeconlggaiapced ©

signature 2190WIHlhé%réadé)hlétésstrﬁr%lsd))ﬁnﬂ@dftﬁéreéri mmeaeﬁurﬂ@érmlll bwvm% m+ 1
+ 4 through m + are then retrfeved at ste bm+r+4s

are the 1 byte Mﬂﬂé@@% tw&?cgmsntereaﬁﬂ iasdp @Wdhgf’ﬁﬁaén ﬂ1e “ﬁ’f éﬁdg é&mQﬁP =
~, 2 bmtr+a+~ agRpuld be pgﬂsea (agc%sed 1rbm3re'déta|méldkr3§4ﬁy W%of%'ia?ﬁblér Endlhét t aI
signature 2 is ?rz s2). WO 02/ 39G53 PCTI US()
mitation, as seen in Table 1, below, the version number for a first-issued digital
certificate may be Version O (j.e., version number set equal to 0). This version may
15 reflect the bar code data string 60 format shown in FIG. 6. Should a later value
document (or series of value documents) have a different bar code data string 60
format (e.g., include a field for drivers license number, Social Security number,
telephoneffax/pager number, or other data field), the second field of the certificate
format may be altered to Version 1, which will instruct the document reader on the

20 manner in which the bar code data should be parsed.
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6. If k =45+ m+ | (step 307), then the process stops (step 308), as all
fields have been extracted fromthe bar code. O herw se, the barcode

parsi ng pwaoesdssst o step 309. 5 7. At step 309, the sixth pdabéoliuelod 66
(including digital signature 1), if y present, is then extracted. As
digital si gnature 1 al so conprises 42 bytes &21 bytes for r, and ss each),
shoul d be k = 45 + Afierthe versipn mymissy, the next-# (bytesp odatp fieldr 5% will gtore-am + |

, then report a ure 1
is extracted fr g%s{’{;}?é'eg?’ga@rp@ﬂ %ﬁ:@' @*@?@“F@%gyéﬁxéélon%%%?
i nterpreting eaovertd2 bilien distichearificate: rupebersimay heossuesi ghseiial amber wilon t he

262 iib 1 - mistieRBingiidiachhd soltostés, Beri pOERALAN serve B Sp ibiex, e

bar code st r$ngintme cohsoliated elatabesanpt alt eatificates issBiz@) In fact, teeyi cdatfaciigate

- Public Ke~Cerfif] de ri s parsed by parsing
nodul e 120, an %{?ﬁ@#@t’é?ggdg%nﬁfﬁgﬁﬁﬁ?ﬁ%@@r%\;e}f%ta*'cm cate is made in
val i dation nmodule 130. As shown in FIG 11) a preferred nmethod 202 for
(Rl IR, 2 ot bR B el B o R SR el -
preferred enmbodsgand 55: rmne fifst lsthe date wheh thelterifeste bbtshidsvalig (54) tﬁe Bedvnay

representation of retrieyved at it tures 1.
Lh' 5 - a1y Rand Besh B emcale SRich s AP AeCHIHGD). Bt ieieaeos
(step 402}, thergppadenteocas @edlrﬁam@linb\é?d Mﬁheﬁﬁi&dtﬁehéﬂ-ﬁ’fo@ﬂﬁ\ﬁ)sd|g't@|fé§rés§hﬁﬁe403)
42 WD 02/ 39GS3 PCT/ USOL/ ~s GO m> 42, th Cm are the
purported CA si Geathuie. hylghdhe %ﬁ?@”@ H@'rﬂfa@'a'tssrﬁef?éﬁntﬁmqwQfé'?ﬁt mentbded.ar e
bytes c~...cm 4@4 f&h@prﬂbu%ﬁé’rtﬁeeﬁs%uﬁtl@ﬁ@%ﬂr@seﬁ the;)eal’SThb?st.ﬂtﬁ%O&bﬁlﬁélCt ed
at step 404 as: r Cn, - 21+~
r=1 As before, wmléej laﬂmlcqqlﬁalaé anmrﬁmpe@pmwgtegerbwgq th@é‘@Rﬁt §lggf@a@d with
t f t | &f 0 t he CA
most si gni 1§a“6m9§ dug??f‘ap?@ﬁrscﬁ\tfge 1ehO For eI%ﬁplé‘%é‘&é\E'Efec@MB%r 3d;|i, glﬁ(%(% fv@uld €

is applied to (r veri f Is a val
si gnature on t hie w@r@eated asamdmum%nwpbade}moqo Qooverting thisl decimphourober f ai | s

to verify(step vall 5 4.
The validity da 4&@ ore?‘}htﬁnﬁ%ﬁ%@hr Eé'?(%‘it %?ﬁgﬁeo fgﬁd&tésﬁ\g% %%2' zgggt%oof I%cate
are then retri ewm:iva(lentem 408) and conpared with the current date (step

409}. if the current date is not wwithin the date limts specified in the

certificate, a stalelnot-yet-valid certificate alert is issued {step 410).
1011 1011 1110 0001 1010 1000.

:u:

20 The next data field 56 indicates the public key belonging to the owner
identified in the data field 57. A public key is actually an ordered pair
(xp, yp)belonging to E(Z,). In a preferred embodiment of the present invention,

this public key is stored in 22 bytes as follows in conformance with ANS X9.62.
The integer xpis less than 2'%', and so can be represented in 161 binary bits.

25 Convert xp into a 21-byte string of 8 bit integers M,,M, K ,M,,. This 21-byte

string should satisfy the following equation:

21 _
228(21")M, =xp.

1=l
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20 Typically, if an alert (step 410) is issued, the person performng the
verification process (e.qg., teller, cashier, retailer) wll need to decide
if the cewqg §d»oaise is allowed even though it has expired. pgor/@rai@l, check
stock will be printed using a certificate that remains valid at |east sone
speci fied nunber of years; for exanple, two years beyond the 25 print date.
Thus, an expired cer itishouldbe naedthat sincaaxpollit, Myis qithes906@01 or€600AI0D.Nf such
i nstances indicate that the check stock is Iikeéﬁ/gtm or nore years old.

The payee or bank ifusvenidaenappdnst iecthetleft pbingrsting e a4, theadditiepdl e ck,
bably b d Ldel | j t. 3
B ORa a0~ WoaBtt e PSRRI Bt B P o inen MRrtB 10 et e bvte

process (step 4Jobobeo1'195frﬁi§4n9thowisfbﬁng.(gﬁ‘}){a is0€orisRteMRth tAe ANSI6®.62
check based on CA 5 guidelines, an additional” verification process nay be

- taken. | n sudh tanuatddormplemending eiipticamnebBSA. of revoked certificates may
be consulted (shown in dashed fines in step 412). The certificate serial
nunber stored within the certificate would preferably serve as an index
into this database. Thene\Uataitetidsy chamit St HunRPOfifakidiels PRLASCI
Internet 10 site that can be downl oaded periodically by the institution to
a secure | ocal aharactesstrimg thétddentifieshthatowset ofdhe public keystonad iorthé certifidate

[ Tkel'y be of 11 oo dfisrateetdehink b i by o P b RV R BN o,

certificat est haypidally deb2® to 46\hytesdin |Sath.i fThisadhasactér strifpe shaule lspetifically i n

extraordi nary 15 ci.fcynstances, suc S en a correspondi private key is
conprom sed | n” SN caRpan, st ORRSYeer oBa i SRR e HivkBl Fee
under t aken only gsfrespdnaiiggoitise putiiic keyestored ihthg lRentifitdi@aonor mal fraud risk for
a given check. If the certificate fails under the guidelines or the

dat abase, it is declared invalid (step 413). Oherwise it is allowed 20
(step 414) and the cgiddditiondd ﬁoﬁﬁg e aamBerorbytes ih MieMstblf)of tHeffiel réddraéd
signature (~~, s~ verifies as a digital signature on data bytes

¢ y C,...cm
az, then byt% dorghe nars/agddeess REthe PhBlickey baldee eadyal A6 character stiag fhent i ¢
public key owne he enti. I By : [ ~ 42.
The fact that aqﬁr\'/gl ﬁ&aygldg)élesrgfs{@g%a?rggggwsﬁ S idsgmégq g%%%ﬁggtc@ﬁ?rﬂgﬂg_enti ty
named | n C35CM 4| ByBura lof @b oBrtiféaiéllm e BRLRAGHCGME reflafilke of W | €
various enbodi ments of the present 1nvention have been described above, it
shoul d be under sedifidate eucludingythe bvies bwd pomprissdne sameiaddress of the keypwreronl v,
and not limtation Ik~ Db j L. t hat
various 30 chan(jxésAsl énéefngqr‘ rlilll %‘n‘g ﬂlcrlgi; g{ﬁﬁ éégyﬁ%e&gg%e'f@gﬁégér@é\#t%?)@{&Hs
departing fraom tdxpected+tHe fasicchacares intthe striag icoresponds toethe st charactenin thee

appended clains. Thus, the breadth and scqpe of {he presegt invention

Shoul d not be. | {MNEESER GRY 107 1951 SNARSEE 1040 Spols! Beee ) CRRFIBEHL 560~
descri bed exenplame/fdkadi nents, but shoul d be defined only in accordance
with the following clains and their equivalents. 45 WD 02/39GS3 C ai ns
PCT/ USCOL/ ~SGO-4 What is claimed is: 1. A nmethod for printing authentication
i nformation on a val Wﬁeﬁ%ﬁﬂ&?éofth@@er{lﬁai&ﬁbédﬁ%étﬁé&&ﬁﬁéyfeé]tﬁd}ﬁ%éﬁig'itaf

constructing an authenticatable data string; generating a first digital

Signature bibed sanatikeonal Prevous iidein Besartiicae 4o Fraxaiificate suioniissiaiel
obt ai ni ng a publd i hEd i R W b J 1 Xing
ot east “som. of GRLRYseBibned g hidgehed i 4. IhHelioRHbd Sibbdimafifnic
signature and t lveptien.itee Resitiveintagersc aaed sowbink camptisaethe. cetiilicate anthosity

aut henti cati ng hayj CLigt igal .do 1t y.dat a rising.,.a first
digital signat u%ggﬁng?éfﬁ %égg%nl ?lslt g%@?a?‘%gﬁg’ﬁ? 'g siqf?‘?%g&l le‘ik’c&?ﬂ%ﬁ? Hat a;
a second di gi t alsegudrvatofn dytdifledeisny..ac,seftiofrgdi gest of said critical

" docunment data and a personal identfication nunber (PIN); and,

30 zz’zwzn-oq _r

=1
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15 a public key certificate including an authentic public key for
validating said f rst and second digital signatures, wherein said first
digital swanayies, said second digital signature, and sai bdayRoGsdesY
certificate are stored on said sel fauthenticating docunent. 20 3. The self
aut henti cati ng docunent of claim2, wherein said first digital signature,
sai d second di g@pdl signature, and said public key certificate are stored
i n machi ne-readabl e format on said self authenticating docunent. 4. The
sel f aut henticating docunent of claim3, wherein said critical docunent 25
data includes data contained in a nagsﬁékg |nk character recognition (MCR
. code line on said self authenticating mént$ 5. The sel f authenticating
docunent of claim4, wherein said critfcal document data further includes
ASCIl1 text fromsaid docunment. 30 46 WD 02/39653 PCT/ USOL/. 150~ 6. The

sccount name and addr o b aesb LT eSklvids e ok adribent B, 7
The sel f aut hentiogst arne ftcunent of claim 4, wherein said docunent is a 5

personal val ye document. 8. The self authenticating docunent of claim?7,
wherei n sai d” personal val ue docunent is a personal check. 10 9. The self

aut henti cating docungntAjieinaté BmbbdimenttesfPdisdhal Walle ToetRbniMatiudinglefmerent s
sel ected fromthe groumigigihSighbtubd)1 eF Digi Si b bl s Piiic K@Y Certificatec! al
Security card, a driver's Ticense) a birth certificate, a credit card, a

voter's registrati onyfaigh a%cﬁaapﬁaﬁ@%&uméﬁ a%@ord P%?ﬁé Ere%HﬁthﬁVédtiBﬁt I ng

docunent of claim3, wherein said machi ne-readab ormat 1S a bar code.

11. The sel 10 aupreiarably ciudgs betb daital SIematwleaﬂna@o?, ltvmﬂabe@ﬁp@aiaéeddaat thede
format i s PDF41 i n?éFE}n% ,
wherein said baglz%o gég%rc-gplgsaég t'Iae %étﬁ?g 'bs@ﬁ%aﬁg?ﬂgg%%%%@. e gel f
aut henti cating awhmt'mmrtamaﬂhﬁt e usehefrasyronscdigitabsignalwgds desifedandites: a

first data Tielgdoddis il £12s8 e§.ﬁ1@f8@ﬁé}§|gﬁ&uPM8WH§§5ea eé’!‘%ﬁs%lf‘)f data in

sai d bar code; second I'ng sal ertificate; a
third data field including data representing the nunber of bytes of data in

ori thcal dottment aanaenarg vy A7 pidkel ARl pelied aRfHRILEE |

wher ei n sai d bagiventbaistwf ofiydigital signdtese 2, dsitlis Kigdaltsignatued idciudes alalN]gndal d
second digital gi . 3 P [ =
aut henti cati ng %g@%ﬁ#i"%{%‘ﬁ%’? %ﬁ%%ﬁﬁ% iori tlgélté%%{)ar?%ger%g@ipﬁg}e cI udes
a sixth data fimbre idetdlludélag) gweayd stili r\tmfyd'rtlg!' tdigitals is@natumf eby Torhputing okl f
aut henti cati ng docunent cri t| docurre
digital signatufdm® rﬁoﬂﬂpﬁﬁ{"'\ggwqfe@ %leg‘r?ist? Ptﬂ?ec‘aﬂ“)“ Hﬁéﬁf&%%ts%mﬁnd
personal i dzmti {dscat 1oan wrmofe&fete(llFBeN)W) blodever, digital s|gnéta|3e 1Crﬁight be sufictent
i ncl udi ng an aut hent.i ubl |c kefﬁ for Fﬁgl i.dat i n%ésal di'?% e&% ture
wherein said di §i%H F'“&If S SRG eXamREe )5S & ¢ QrQt r&'&?reg i)
Zt ored on fsaifl ﬁrglofivga:héél@ljsmgeé cmgplgiéﬁmgﬁﬂwaiﬂresﬂmméﬂgbnaﬂﬂmfg:dé%L ng

ocurment of clajm ai i re and sai ublic, key
certificate aret® tfgﬂﬁmﬁe%@ﬁﬁ'ﬁg 'sr%ﬂ‘{g"é’ b¥6$ﬂﬁ’ dﬁhsgﬁﬁe%ﬁ"f‘ amount,
aut henti cating gqf daenbf issue are available, the user/customer might digitally sign that

25 information using only digital signature 1. Another case might involve the

Ti

instance where a printer currently does not have the capability of issuing and
controlling PINs, and might wish to thus provide only digital signature 1 until a
later time when it is able to issue PINs. All of these embodiments are within the
scope and spirit of the present invention.

30
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15 18. The self authenticating docunent of claim17, wherein said docunent
Is a personal value docunent. 19. The self authenticating docunent of claim
18, wher eyig @abgssper sonal val ue 20 docunment is a personal pehasdsi sy The
sel f authenticating docunent of claim18, wherein said personal val ue
docunent is selected fromthe group consisting of: an identfication card, a
Soci al Security card, a drives license, a birth certlflcate a credit card)
a voter' 525reg|str i Q ; 3 ating
docunent of claim 18%’t ? é'% g
contai ned in a nmagneti c=rfk—character—+etogr M CR) code line on said
. self authenticating document. 30 22. The self aut henti cati ng docunent of
claim 21, whérein sailrdsurhébristﬁceslonstmbf dwsentfngra personal chacleat APGInt bf t ext

fromsaid self authenticatin 2/39 3 PCT/ USO 1/ ~~60~
. 23. The self autf€ % Eatapnﬁccgﬁ'guﬁ@ﬂer 4f @P&l'?ﬁt Pk i3 CAnMEroRbYalug ox
i s the account npgBment saeldlias s barik Bhesk GMbisieds ?dhbf:k aliﬁ hﬁsﬂaueaﬁnsm@
docunent. 24. The sel f aut ’bsglt |dga,t| ng, docunent of claim 17, wherein said

machi ne 5 r eadatitBoud fayou SiERbiE tebe iableato exify thatithe gdsountolder 44

aut henti cating Ob?ééemﬁ%tﬂéfcoﬁin%ré&l%lue\’%%ﬁﬁbﬂ weil ifl fdctPre Plap@inbieaRl oRdke code
format is PDE 417. 10 26. The self authenticating docunent of claim 24,

wher ei n sai dot vﬁa‘éﬁ rEthe; commergial, valusdoknngt Py ngag By eater ayuniguer PR oyt e
data fields. I’B’;\ﬂi‘\‘:'g tﬁ@buth@ﬁ{f RARtE @3Jer SthaPQedkRithe @ bﬁ{ilg'le %ﬁ/ i 1%& i) said

t wo- di rren5|onal ar code includest 15 a first data fie at a

representing t herdeenigalyinfaggiviesorn financial inptitaliando pesigna B and %mﬁ théat a
field including a?@rbﬁeﬂﬁgﬂeh%ufﬁ@?fm%%ﬁe %Jhbﬁ%ﬁ&veaéh btNts e dq%/ﬂorfn'l ‘T'%sﬁaé QG&H‘?' ng

data representing t nunber o ata 1 n sal ocunent
data; and, 20 a dommarbiabalue dqcaman& riddwavien gt weuldistilirhet desinable i dhenparsoriar a.

25, e S e i e AR vl Bl B BB o3 € tobeatl, oo
\?\,;1 gital sig gat g;te vetify tmgha’ pmnmeﬂc_faéaduhelncdrlm?‘(tirgg rdbbeadniamimpefedozmg\ $ide6,
onpri 5i ng four GUEs BF “BalnEBHheEBET e aliihe: sRbaBihe, v
claim 16, wher elamtlm'tlcbtbalsstmmd of ttibeprésdnt ineention isdireoted to thoseinstahees whierd he
owner of said pers%nal Plgrff}(ldocurrent 30 31. The self authenticating

docunent of cl ai'tff gsre\gﬁ% agommercdalﬂawpfoptgg nsible for printing said

personal valpge docunent selects said personal ' iden~fication nunber. 49

In this alternate embodiment, only “digital signature 1” is affixed by printer

48 to the commercial value document. In the case of a commercial or other
business value document, it will be appreciated that, in addition to the MICR code,

the critical document data might include ASCII text strings 92 (e.g., the financial

25 institution or business’ name and address, or perhaps, even the payee's name, the
amount, and the date of issue)(FIG. 3). The method for applying this digital
signature to the critical document data is preferably the same as set forth above,

and, again, the ECDSA digital signature algorithm is preferably used. Similarly,

the public key certificate format and the manner in which it is applied to the value

30 document is preferably the same as that previously discussed; however, in the
case of a commercial value document, the public key that is certified by CA 46,

and which is printed on the commercial value document, is the public key of the

issuer of the commercial value document. Thus, refeming to FIG. 4, data field 56

28



WO 02/ 39G53 PCT/ USOL/ -t S60~ 32. The sel f-authenticating docunment of claim
16, wherein a third party responsible for issuing said personal val ue
docunment s @niegssai d personal identification nunber. 5 33pcdbh&1a8id

aut henti cati ng docunent of claim 16, wherein the digital signature
algorithmused to create said digest of said digital signature is a public
key crypt ogr aphiioclutiesothetdata fogthe prhlic kayl anchdata Bieid iS¢ aompgserobe reme obthecl ai m
33, wherein said

igital Si : ' i LRl C curve
digital signat ur%ﬂ'g 8@?&9@?}1&9{%@%&&5@&%@@l@ﬁ%@#ﬁh@mi ng docunent
of claim 16, wherein said public key certificate further includes identity
informati on of the owne O[Disai Ay i |:[:)oubllc key and a digital
signature of said au hei&ﬁe—&%&—%omer identity 15
i nformation, 5and wherein said digital signature is issued by a third party.
- 36. The self authentjcating docu t. of clai 5, er ei.n idthird-party
digital signature i shéééfé[lﬁwﬂg? E?’t%@seﬁek ?oﬁﬁ {boé’ﬁr mtt&gfiqcumeahgg@r e
\«'ZL gori thm ( EC[E)S@StheﬁtlhaBWhaEmg@ﬁllahgdliﬁ hre][vmiamt:bd@ime?mmm ¥ thelaecoudb,
erein sai al gorithm. nc es a first grou shar.ed paraneters
for & mpl ement | nOGaT &ag or A0dEes farersonabisue RSBt ng Siate arang o
docurment of cl akgptRd auMepti€atBbRaldla EFRgAotERIEal Goctimett dRilLiof Mdaltdthate- party
digital signature includes a second group of shared paraneters for

| mpl ement | nd0s aPEboAiMa! A Alsgushag InAYdielyaRaNed, nddnt publickey ertiicate 49
aut henti cating eeﬁtumametchsé@rmté% pUMIEkSY 49 @RERedK issers k& Rar€hil ﬁg%eig

paraneters is the sane as said second group of shared paraneters.
The sel f aut heninl aanachinetiragable fosmat pai persgnalvghecki4b &ari ethen persogl Ap  of

shared paranete i Lif f " r I ters.
R e E@'%_BQ' RSHERY gée"liéJgai’ﬂ?'ﬁeﬁ*?&g{?tﬁ#g&(?ﬁ'gﬁ@%ﬁf

cl ai m 38, wher ethe ehgck 45. r Agaiantrfewivg il Fifs oBpuhest theheritisal gegument data iss
distributedsto @ j d i i cat.i nt. 5
4. Thesel fautREN LR et KRB IR MR Toe T RThGl B AR o 1y
is a = certificaedundanthostore/thisisformationsislan altetrtate machinerrgadaltefoemat, @ cl ai m
41, wherein sai j i ikl e f

ssuing said oeMCRTHEH"S s 43RS oidtElnEHed i Bidneyer BB Pe bt
printing said sdbfa aolt aleeddycsfivret) ird theu VHOR, cadedliesnio0 may thef stoedde oauthkority.
44. The self authenticat] ocunent of claim43, wherein said conmunity of
users further i h%ﬁ?‘tm%’@ éﬂﬁpegaﬁlgﬁn 8@%‘8?83%§$%9%8598Wﬂ-cau ng docunent. 15
45. The sel poaut henticating docunent of claim 16, wherein said public key
cert~cate is affixed,to said self autheniicati ocunment b jrd party
responsible for pri n‘?"f AU S aEQP?U"m’ h?ﬁ?ﬁ%?ydﬁ@m%ﬂt?¥£% élg {“ﬁie sel f
a]ch}: hegti cati _ng dmﬁmmnalr?@fc@ﬂeﬁa@rﬂafeg oMIﬁfeb@gﬂﬁédnewhbiﬁe kaﬁafttm@ria‘hhr_eg} eis
af Fxed to sai e t hent i ng, doc nt ir rty res e
For T ssutng. sai Hepist aiovedhe b oc e hamibr denrbidh il B85

dog E rre_nt of 4g I aiReh High h&i]@érﬂéllrbaﬁd;ljdi:afehidbtd\)/@méHOWér%dQe 8bthé f@héde(FﬁEB}? tThe

aut hority. . A persopal val ye docupent) conprising: a first digita
signature i fel u 03 e, o (ﬂ"’@%@"‘t’c_’r@*mi’@fiqo%a n d??&ﬂ%@htchagisa,'s Qéﬁgﬂ'aefb’i tical
docunent data i %mﬁm&nﬁw@ iREds2 aA@ Bn icBmfheltidl BREKS il Rky B&AS A fi%e
recognition (M i ne on said personal value docunent; a second

di gi tal signat ui"&g?ﬁig-gg&‘lﬂg@t%ftE%E%rrﬁPdﬁiisd&sﬁgw thepar copp elemant sizeaniihe dat a
and a personal hgapér 6f 6athi KytesBoSihed Withth; tgh it will be understood that the
dimensions and location of the bar code are not so limited. Other data may be
30 stored in this bar code 60 as well. As known to those skilled in the art, many
software tool kits are available for creating PDF 417 bar codes from given ASCIi or
binary data. Software toolkits are also available to assist in developing bar code

reading applications using black and white or gray scale document images.
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a public key certificate including an authentic public key for validating
said first and second digital signatures) wherein said first digital

si gnat ur ewad/sesecond 51 WO 02/ 39653 PCT/ USO 1/560-1 digrgdorakagat ure,
and said public key certificate are stored in a bar code format on said
personal val ue docunent. 49. The personal val ue docunent of claim 48,
wher ei n said personalPDMﬂdJacdd@sjmmOmp@Sad p@pwem&elemaethtocksoEammwns

personal value d e (o] ta
further incl udes&&%‘%f% ogé?lﬁh om sal mééi‘%mﬁ%& &bfo%?{g& %‘%@Fggnm
val ue docunent djloeK, mmwpmm:nes wndmam‘j B8nchestall, predudeeaé)acomdathatasm and
address printed on.said rso al 52, ,he. pers. al docurrent of
cl ai m 50, V\herel??sg)élrﬁag oreo an%apgﬁeog 20\4%‘%’.188%& W°§f9r8¥1t3§e‘P

including: ¥ anfpbrtahtwataayfched;ldsomhudltm@rrdmeatddep_raaesmammoﬁ|hagmgrd)er of

- bytes of dat b d fiel | udi i
by cer ti 1 cat o\ HBOKABF GPASCA IS RGAEY IKE) T01F R e SRl i (oG A Smber

of bytes of dat etorfémmattedemmg? prirtéd BactouRs frofhaiack mdvhnt%&nagés)wstdppdgéea
field including said critical docupent data. (g The personal val U%DF

docunent of cl aitfha53y-sea@randforeany inggesdnatareidb lower |95 NIahsH EPSeltioRe

includes: a fift4y70edracddbs réhdabfe f#&hrm)mzhos&ﬁ%dméhggréﬁbcae%agw@an and,
25 a sixth data field including said first digital %nature

personal vallfe cREAPRIOFNatEly; deéabmérp@rﬁqqaﬁelrmhgqf arcgciegar&@u're
al gorithmused to create said first digest of said first digital signature

and sai d second di gest of said second digital signature is a public key
crypt ographic 30 al gdtwill bervaprgsciatedldo fnssskitied indhe art that athenmeans of stpring 4,

wherein the digi f i's
the elliptic cur'i}%é i | ta%mg%fﬁégﬁ@gt@ﬁh%?l%ﬁﬁ&é E@g@é\@u&gg% %ﬁ%@% g\%g
PCT/ USOL/ - 4~60~ taePDFH%? pmrsamaataxulatm( texiGosier AsteccoraDataBlyphtheflbsuch he
digital sig tu h
elliptic cu?@e %’g%) %i gna ﬁﬁ%’hg gor ??hﬁ ?@@gﬁ&%@gﬁhﬂﬁbeg@éb%ﬁ

val ue docunent olfltendexitubanlchmeesmnmdzbq@pesabﬂmlpremunWmtlam| on nunber is
sel ected by the owner of said persona! value docunent. 58. The personal
val ue docunent of claim56, wherein said public key certificate 10 further

includes identity informationaBarlDedeldata of said authentic public key and
a digital signature of said authentic public key and said owner identity

i nformation,,_and wherein sal atur IS | flcate
authority. 38 The p&S<HRAIN gﬁ‘?t@ #Z%%%%t éﬁﬁ'ieg%gﬁ %8 cg%“IQUECDSA
used to 15 cr eatr@qlﬁl%'ddefdhf(@t 62168, 62 ppﬁs@hgbtMmﬁpmtwmesmewhemty

includes a first %ﬁ %P@é shar ed pararreters ng enmenting said first and

second digital LCORIANS\ APISORN. Lai 'Bd'E@IﬁQ@ tota) nugber ef fviesda the
bar anet or s for “?J%ngéjnﬂen%kg@# REE RS aH 97 DR PAACAE 4HiUBaBY R 0
20 as described above. The third field 63 contains the number of bytes 1 in the critical
25 document data field, and the fourth field 64, contains the actual critical document
data bytes. The fifth field 65, if present, contains 42 bytes reserved for digital
signature 2 (21 bytes each for integers » and s), while the sixth 42-byte field 66, if
present is used for digital signature 1 (described above).

b. Process for Creating Bar Code Data

30
According to one aspect of a preferred embodiment of the authentication

system of the presentinvention, check-printing companies that print personal check
stock would be responsible for producing the bar-coded checks for personal check

30



60. The personal val ue docunent of claimb59, wherein said first group of
shared paraneters is the sane as said second group of shared paraneters.
61. The peveonsbsyal ue docunment of claim59) wherein said fdFgiorasaur of
shared 25 paraneters is different fromsaid second group of shared
paranmeters. 62. The personal value docunent of claim59, wherein said first
and second gr oupserst Againrasidipeusaetbakave, If thedineneialjnstiutiop @navhigntha ehegksof

Seer S 521 PRI b UEINBLEI oo o BOURS by pgENTED

of claim®62, wh Fusers inc a party responsible
for issuing sai forproduning thedlageodkoicehesks., Similpdy, tiy theecgseref icbmmeraial viahient i ng

sai d persona! v . i L ] 5

(21 36053 per UAimes B Enu FRsboable fEpBThe sBihisRin e osumitls
wher ei n sai d5coleynatsgparateusrintisg Eampangror thecik suke of the valuselocurhert étself) gdsos onal
- val ue docunent. 65 . .The personal value docunen cl aim 48, wherein said
first and seconWogtdcﬁed}e?‘gqnsg)?egﬁﬁi)rﬁa(é‘gqg @ﬁf&’aggf’%@@‘{?ﬁr‘ﬁ"@‘ﬁey certificate are
af fi xed to said personal val ue docunent by a third party responsible for
printing said per sonﬁlefﬁval ug{édocurrent ut hent | cat | cunment

., 66. A self t] ng d
having ori ti cal docuRERIE RIZAUENGRANEPHE] FRECKS, 1B GheckPiies ARFIISLITIAARd ng.
di gest of said gubltd/mbted@?pmm actotdancewih thbprafeRedntmol BYdiGIRS Sighdtamt e
i ncl udi ng an_aut henti c public ezmjigr val | dat i r}'g sai d dlgl ta %léaqn ture,
wher ei n sai d0di GTGBHPN Setdpritahouelansl toeh BPIBINRI GeElNkals roBythe EAdGTer thatpUNICor ed
i n machi ne-readady eal Qiid@drtifebtesabitk el i siHbd B tHeCitksighated et . 67. The
sel f authenticating docunent of claim 66, wherein said critical docunent 15

data includes data contained in a nagnetic ink character recognition (M CR)

code 1ine on_sai d schh bl il AR for BininE B RACaeH LaRRirocal | ng

docunent of claim67, ein said critical docunen urther includes
ASCI | text frondigialdsigeatureainfar@ationcen ianpgergenal alie doungmt mayebe seen by

aut henti cat iyag ! i I i I : i

docurmnt 155 ARG £, TrhRkraiban AR GhRaiiRed o alit BoBicats 8
docunment of cl aivalugdpcwnentedmeediae checkprindentiasirectdvedditoreCA 46 avalidcertcatel ect ed
fromthe group LSk " . i i Ck , gift
certi ficates. tnaanes B8 Blovifh Aty P03 bt Bu Eig B or dharBhR 0
sel f aut hent i catocgnehdileminiixing the Higitahsiatune(e) ancthe aublickey lcerifcate ttatinee
format is a bardéﬁ«ﬂﬁe faid bar code conprising a plurality of data fields.
30 72. The self e’H i cati ng docunent of claim 71, wherein said code
includes: a20irst data field including data representing the nunber of

bytes of data in sai r,c a second data field ingluding said public
key certificate; 54 f %SW%‘S&%CM/W/{BS%%GE rﬁpﬁamg'aqe%efﬁgpa%e

ijncl udi ngddat a refreseﬁtd\n@thFgm:betbmg) Wit asfoor di@'mFHNitdla beaisdddry ﬂhgcal
ocunment data; a fourt ata fie i.nc i sajd critical do nt dat a;
and, a fifth data fi el GUFtRETL ﬂﬁ“es"&ﬁcage&'@ﬂgéﬁeqéﬁ@ﬁﬁ?‘%{rcé.sefsfﬂ*?%ﬁis MSPhod
for creating a self auphsatabiaforigded ) RNacdbivt NGIder 44 iferahsedwith MsAerdat a,
said critic J,S docunent data includi ng machi ne-readabl e data printed on said

sel f authenf?cating doCU0®$t, said nethod conprising the steps of: creating
a first digital signature by signing said critical docunent data with a

2. At the personalization stage of check printing, i.e., the stage when all
personal information for a particular account holder is printed on blank
personal check stock, the check printer first assembles the { ASCII

30 encoded characters representing the account holder's name and
address (step 72). The /-byte array representing the account name and
address stores this information as ASCII representations in their natural
order. The name and address string (if present) will be generally be the
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10 digital signature algorithm creating a second digital signature by
signing said critical docunent data critical docunent data and a personal
identificglg@negasnber (PIN) with said digital signature alpgqyidoiiiZsos
retrieving a public key certificate including an authentic public, key for
15 validating said first and second digital signatures; and, affixing said
first and second di gi t semeiagnvdatisgsinted in standargpintion theface efthe eheckt heo sai d

sel f authenticating do R Lne- K t hod
of claim73, wherein sgl’tg%@%rlafqg{:gf ﬁg%@h@%@ggﬁ gﬁa?ﬁ%t%%ée gécé‘(iunf Imgca)él:l‘:%ext
fromsaid sel f authentinamie| agd des laseciaracerdoffthe tanay i< teplt shagetehef tieep of :
storing said ASCII text in chi ne-readabl e format on said self
aut henti cati ng documanlac%?qripcr’@?f names iagg'iesﬁi BE‘PQCCQWBHQWEPB&B?@Q(?%
step. 75. The nethod ofis gdtaedbrdet, tien’ £ BBt SqIEPI &Fd) ThkltBe ek stivterapperifs
- selecting a group of shared paraneters correspondi (% to said digltal

si gnature al gorit hm f o@niAGSHGharRctar §iringrepresandng the MIGECoda ling ¢fiacheck to
signatures; generating ' hé alBduhy 8iXd Hddras. SitleFesiitiged
parameters; certifying “Zeaf)g%ﬁﬁéféc%&‘g@v?é _aucg'&ﬁgi e(’:(at e raut_ﬁ‘?ﬁi _?yz_ wherein
sai g fs_el e;:t |d_ng_) t ane_r achagcien st et Blepnd? d¢ ds Aﬁ?l f%nfﬁ%ﬁétﬁtfnpfrﬂ ‘_@ﬂticgg to
sai irs igital sig (oY -hod of claim 73,
wherein said step of cr%gé@f‘%b‘%ég"?wef P’F@%leo&nari%?%tld Sl Btﬁﬁéwe i ncl udes the
subst eps of 1055 WO 02/ 39G53 PCT/ USOL/ ~560. ~ generating a public key and a

private key using sa,gd,djai ' r ' '

critical docunent dgjr*a"fp‘gréaglﬁbg@?‘%"“gﬁ?ﬁéeﬁ)?’téémﬁg‘?mwdéﬁlﬁ%
appldyi ng sai F gri vat e N?A&élmaﬁng feﬂrdsyntﬁ‘giﬂd? aﬁoghlmaiolde'r'glﬁ’m is treenadpgemdedhm tﬁ
said critica ocunent ta Lo .create idfir pgital signature. 77. The
vothod of o1 ai m 76 whd OF At 6&Reg 8 Sk ey o TRt g wh

si gnature includes the“auhaitiepablefdatdstthggener ati ng sai d personal
identification nunmber (PIN); appending said personal identification nunber
(PIN) to saild critical docunent data to create an authenticatabl e data
string; and, appl y! a9 Aﬁ'st_éppM,Vtﬂé %me@bsﬂiebmssﬁi\ét&k%} frém Aadtaat ur e
algorithmto said authenticatable data string to create said second digital
signature. 15 78. The RFRE€Y¥FEq2 Goitgl %lgr?ﬁt"?'?)(”vvﬁgr°éidf9't§'a$'@"%'i’r6i 1 Aoay, gigdalur e

al gorithmis an el i ptdignaite eisHpplidcPonip totha ictical abegheérit it St Digitd®- The
net hod of claim77, wherein said step o ffixing said first and second 20

a
di gi tal signatures to Sgnared @ Fotis&enstered inythedan sede fremdeftitoight e a

subst eps of pgassenbl i t el in k includes the
nunber of b32/9es in sair%qg?#ﬁeifgl%%@ﬁgﬁtdydg?zaﬁaﬁggﬁ aut henti cat abl e dat a,
and said public key certificate; and) generating a nmachi ne-readabl e data
string fromsaid k - byte data string. 25 80. The nethod of claim 79,
further conprising the step of calcu af’(?‘ﬁg,.i:hemdt al anount of bytes of
data, k , including said critical dosunment data, said authenticatable data
string, and said public key certificate, prior to said k - byte data string
assenbling step. 30 81. The nmethod of claim80, wherein said first and
second digital signatures and said 8(i‘,zc,)ﬁge_y ceri;ficate are affixed in
bar-code format to said self authentigati “document, and wherein said step
of generating said nmachi ne readabl e data stri ng 56

5. At step 75, in the case of personal value documents, the check
printer applies its private key from 74a to the authenticatable data string

25 to produce digital signature 2. As set forth above, digital signature 2
comprises a pair of integers: (r2, ;). The digital signature (r2, s2) is
stored in the bar code from left to right as a sequence of 1-byte integers
Cr... C42 Satisfying:
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WO 02/ 39G, 3 PCT/ USQL/ .t5Q0~ conprises the substep of converting said k -
byte data string into bar code print data. 82. A nethod for creating a self
aut hent i c@fg Pagoegacunent having critical 5 docunment data) Sghfuiiidesal
docunent data including rmachi ne-readabl e data printed on said self

aut henti cati ng docunent, said nethod conprising the steps of: creating a
first digital signature by signing said critical docunent data with a
digital signature algorithm creating a second digital signature by signing
said critical docunent data 10 and %ZQé%ﬂqnah ankent i ficati on nunber (PIN)
with said digital signature algorithin retrieving a public key certificate
. including an authentic public key for validating said first and second
digital signatures; determ ning whether said second digital signature is to
be af Fxed to said self authenticati gogument ;15 det ern ni ng whet her said
- first digital signature is to be af"%ed f.0-%ai d self authenticating
docurent; affixing said public key €8rtificate and at | east one of said
first digital signature and said second digital signature to said self

aut henti cati ng docungnt_in chi ne-readabl d based on the results of
the Second di g tal S omaPrBG A BeH? eued fy G 4 cafgniae dre Pale R Atg
steps. 83. Tgie nethod eAlideted mﬁaiﬁitM@nﬁtuPessﬁéﬁh Zisithérrlricdes wgpvedat a
includes ASCI | text fromsaid self authenticating docunent, and further
conprising the step of: storing said ASCII text in a machine-readable
format on said self ﬁ5Aﬁét%@??Erthg@ﬁééék%rﬁkféi'éHﬁﬂlbteBw Qhe fo%l%ﬁhrféef o itesdb i t al

signature creating step. 84. t hod of Qla|m82, further conprising the
steps of: selecting a ngaigiedmthgtbar@wemtaaﬁmgawbe@okFégwnﬁilﬁﬂwqwmrd

di gital signature al gor,j; i i J . Ld
first and second 30 di é'll'%g'{@ i%b%?ﬁé@%ﬂgtgng?@ﬂa%gége%%%Sé%g@ggggaig
private keylusi ng sai dthelengédofiibe aceust lwldersmameyandgddiess srinpl)i ¢ key via a
certificate authority, wherein said selecting, generating and certifying
steps are carried out prior to said first digital signature creation step.

57 WO 02/ 39653 PCT8. Atstép 718, Mietfar tofd dataiscassembled iné a & bytestidg. S&gath, st ep
of creating said first digit sign re includes the substeps of;
generating a public ke@'sﬁ@ﬁhﬁ?$gﬁﬂéﬂﬁgeﬁ§? ﬁ@'sé}%ti at_oEﬁddP?réﬁ r@yg?fﬁa_ﬁﬁ’e 5

al gorithm assenbling agitl iddalise dhe AMORTROe dAé BDOS R dlré?é_ﬂé/f statgdhenttheat i ng
docunent; and, applying said Brlvate key generated by said digital '

signature alorithm t odexMentihamachinefsadarieforiat a to create said first

digital signature. 10 86. The nethod of claim 85, said step of creating

said second digital signature includes the substeps of: generating said
personal identifi cat9 ofit HeRiE} andBvthe figsk RanterEiplgraby drngEates barcode

i dent i fication number (dRhiMiaté fomahé daistingRind bANEeREPBRKAABI atifrAgiaat e an
aut henti catabl e data strin applying said private key fgenerat ed by
gt'a

. _and, ) ] /
said digital signature Pé?'izjgﬂ?’th%%es}aiajcaﬁ\ﬁm ilecatiemios Batfacaof iaaght o
create sai econd di Qigrétbctad ﬁ@gky | ek rein
sai d digi tg%§5i gnat ure ﬂzﬁ‘g%??tg m | E%Q%'gg?’@gﬁ? fc?é%%??ue?%/he Sﬁﬁgfnteg g‘?ﬁ{gﬁat ure
al gorithm (ECDSA) . corner. All other standard personalization information is printed as well,
including the MICR code line and the (human readable) account holder

name and address fields on the check

25
An altemate embodiment for printing authentication data and digital
signature information on a personal value document is shown in Figure 7a. Itis
expected that this method will be carried out for commercial value documents, and
in the case where the space available on the personal value document may be of
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88. The nethod of claim82) wherein if it is determned that said first
digital signature is to be affixed to said self authenticating docunent,
sai d st epy@fp2abdssxi ng said first digital signature to sai ¢c§aldhi/sseos

aut henti cati ng docunent includes the 25 substeps of: assenbling a k- byte
data string, wherein k includes the nunber of bytes in said critical
docunent data; sumh, ingpEmRNGe itiad the mae of iy coel slidital signaturst isi dagired amdédi d k -

byte data strin 8 t had _of. i reel o W Lt ]

det er i ned t hat 8%35’?"8‘93"33@0@?8@ o °§§'8@A%WER|@%S IS EWR b plified e, ()

aut henti cati ng decunwenht Howeaed, itstilhe agpredidted thatthe altemate cnetitbdctif Gigued 7ais

. Signature to said self. authenticatijng docunent jncludes the s t of : 58
WO 02/ 39G 3 Pﬂ%ﬁ?ﬁﬂ"f@&‘gﬂ%ﬂﬁ\f b%ﬁseﬁ-’iqr %&?F‘Bled&tﬁe&?? Wﬁ‘?re#@ ﬁgﬁa'k

includes thes nusiﬁﬁatum‘sdwtoa@e printstborthe peisendlivaRicalobemeldtt a string; and,

. generating a nmachi ne-readable data string fromsaid k - byte data string. 5

90. The nethod of claim82, wherein if it is determned that said first and

said second digital &4 886 iHFRGUr&T8, Stépr! sthfdugR 765 areQibdtamgalfy identical to
aut henti cati ng docunent, sai steang% affixing said first and s:'?cond

digital signat upieRs {bteseh of Figure 7o heinbxte pertieste issetievedat sters Oaribe
substeps of: as } ke theR % ta string, wherein k includes the
nunber of byt esﬁ)ﬁérwligegglgg crieti ca gdgocumant data and sai d aut henticatabl e
data stringlOand, generating a machi ne-readabl e data string fromsaid k -
byte data string. 91. : f i t LSy step
of calculating the tgtl ?g%ﬁ@%g? ab%ggg%?%ég[dg,él {bﬂahﬁ%ﬁ?ﬁo?éé%oﬁ&?gl
docunent data and sai d thebamode pantathbrtheyatiiedacyment then heimethadprecsedsk -
byte data string asse i e : i i a,.

sel f -aut henti cati ng dgtc}hr%%?éac\grr'r%rgi%g@gg%%ﬂgt%%sa%g%&%gﬁggb%gglggeg kis

machi ne-readabl e data ahersealcuiated &t step BGNacoDRdiNg1Y tk@eguation £&a520, ebt ai n
digital signature data and a public key certificate; processing said public
key certificCate to obtain public key certificate data including an

authentic public key2 apsgigielbighgtuds2 isindtto SostoraNthe Blefprbcasdskipk t step f
aut henti cating docunent, wherein said critical docunent data includes at

| east magnetic ink char@é wheresthe spefied aueries whether ¢igitah signatiiead is e 88 d

sel f authenticating dociiseain the Bhecddeprif@d vh Td\plluddocaeRE@ld. Gn MRIcageal
identification nunber (PIN} 1s avallable for appending to said critical

document data; wher ei n,ofiaconmeiciaivaluedocement i s avail abl e; appendi ng sai d
aut henti c to said critical docunent data to 30 create an
authenticatable data string;, and, applying said authentic public key to
said digital signature d& df digitelasignesure & dotaigt bee storech eitherean grrar $88i ng,

wherein said self authenti i ?fﬂﬂ'ﬂ i ticated if said

aut henti cat abl e data stri ng&fcgﬁgda i da?@?oe&%st@lﬂ%\?g‘.( 12/ 31 653

PCT/ USQO1/ . 15_GO- 1 93. The badfdi_gital ignatimed ista bepstored, hbmmMQWs@ $teBai d
sel f authenticating documengsy s BGts 9BAkuRAS Suadi S iIR-Bbdb SAhg 61 t1 cal

docunent data includes
25 then calculated at step according to the equation £= 45 + m+ £ at

step 84a. Similar to the method shown in Figure 7, at step 853,
the bar code data is assembled into a £ byte string (including £,
certificate £ Name/Address, and digital signature 1)

30 3. If digital signature 2 is to be stored, then the process instead proceeds
to step 86a, where the method queries whether digital signature 1 is to
be stored in the bar code printed on the value document.
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ASCI 1 text printed on said personal check. 5 94. The authenticating nethod
of claim92, further conprising the steps of: determ ning whether a first
digital sy@@ljEg iS present in said digital signature dat o likenl S
det erm ned thgt 6‘g’ai d authentic personal identification nurfrt?eTr/ﬂ]g(Oth&\%mi S not
avai | abl e; applying said authentic public key to said digital signature
data to validate 10 sai daclHidigitalgignature mrismnot tddresstored dhen the snethbdqwddeeds
aut henti cati ng docunent is i i i it s t tais
val i dated. 95. The aut hentitél%{e:&ﬁéganv@ﬁ%@eg ré@&?"rﬁ%ﬁ*&%%?&”ﬁqﬁ Pﬂlgs
determ ned that said aut hergting Hh&ludiag ngt cerifizatealjl Namefhddress, sndddibital st
digital signature is not present ip 15 said digital signature data, further
conprising the steps of: degf%'}altHrﬁizﬂg whet her a second digital signature is
present in sgid digital $idnaigitaesigrdtare fNe.toite s@rell arR6OMENMG mathod
- signature is present; generating a plurality of PINs; 20 appendi ng each of
said plurality of PINs to sQi‘t"QFev%Ff‘Q&6&57%'3%%%”%{'@@%%425@ Rt al ity

of verifiable data stri ngs;f“é‘p@)e’?@&g"agﬁ@?8§%ﬁefgwﬁ%&e@é*QH sé@?ﬂe&o said

second digital signature in or to valTldate one sald veriti e data
strings as said authenti catiaibl@ dbyte stind frcluding &oceslificatent iNamegAddress, sel f

aut henti cati ng docunent. 25, . t i.cAal: hod of claim 95,
wherein said step of generadfq%l%bs'mr%ﬁs&?y%%g%é%%? a docunent readi ng
system exectding a PIN-generating algorithm 97. The authenticating nethod
of claim 94, wherein sad chine; readable dat.a 30 i ar, co at sai d
machi ne-r eadabl e dat4a %h?fc%%%l%ha @? ricﬂﬂ? gaﬁ%r‘lg agﬁ%m@ﬁgéqtg&sg Ceﬁy'ije F’@Wi evi ng
sai d bar code data fr ofinchriirg &eértificats Meahesddresy ditftarsignaiture aafld/obdigital WO
02/ 39653 PCT/ USO1 / ~SGOQ~ par S| nq data fields in said bar code data to

obtain at |east said pdgnatéreil\ateter8s i cate, said digital signature data,
and k, where k, is the total nunber of bytes in said bar code data. 5 98.
The authenticating nethod of claim94, wherein said public key certificate

data procesb®ng stepi Rimiarde themethodssheys infigwenri alaters)88apad glaithe key
certificate with a thirg: i . P’é@? - Sal | ey
certificate to obtain g?@%ﬁ%@ﬁ&}é@&%ﬁ@#@&%?gl gﬁ nﬁ'ﬁéégg%ménﬁt%ati ng
met hod of clai m 98, wheétrimgrandaarigtsarappeoxtegtelySrinchi widetRDR ALl baraodain a
third-party digital si : ri’]mﬂ i élih%l I

val i dating step furthe?ze@%én%eﬁplsoggﬁh e éﬁt%??géo a@ﬁF@Fﬁgggﬁﬁ%ﬁ{r}%@%ﬁparty
public key to said thiths facet gf thegihesk irs thenlewer deft ¢amMen0 AllTitker standard

cor i1 car 200 hor 1 Ly, PeeEnatRioRyEiSpAfed ok PRl g b IGE cotp e, o
said public key certif ilinagrd ihe (loongr ieadable)facocouny helder nanme avteaddress fields!

ublic key certificate j substep 20 includes the further substeps of:
p y PB?@?H%%# p p

retrieving at |least a e, ¢, , of said mbytes fromsaid public key
certificate) wherein said at least a first byte c~ is a binary

representation of sajd number o tes min said puhlic ke ertifrcate;

det erm ni ng whet her q}s"&" ge ﬁpng'ﬁierdgﬁ?t.eswﬁtdéﬂ%%‘Pﬁ&g?ri'ﬁpﬁﬁ%eéﬁn W?%s m 25

Id n said at _%&3_5Where}‘ohly$he digttal siggatwsls@pmgﬁ@lﬁe privged tbmﬁvalueﬂeqtuma‘nt tfyr;tbs _OL

byt os, i1 sai d BeRai A G Seup deatsfinfodhe vale hinent Rl éred "Lyt o

g~ti S g_reatgr g ;lirwntdtria(mum_rsigrnbtﬁi.a?qwévedgl?@plha‘ermitdfttié_gﬁddcgl_eri_esm ure

s ?gﬁét Er eag a'E a ‘gﬁ%%rﬁgbgeaﬂn eré*'nuangeeé1 wfth%u%'epalrt%gl?t%}/n t["\g sgc%e andI s%%ntt gij the
invention. In fact, in yet another embodiment, in the case of commercial value

30 documents, it is likely that only the query for digital signature 1 will be necessary, so
that a query for digital signature 2 (steps 81-83) may be absent from the method set
forth in Figure 7a.
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verify said at | east one of said first and second digital signatures. 102.
The aut henticating nmethod of claim 101, wherein said public key certificate
parsi ng swapidedsncl udes the further substeps of: 61 VO HEy gQda%04

PCTI USO Lt SGO~ retrieving public key validify date data fromsaid public
key certificate; determ ni ng |f sald public key validity date data is
within an accepﬂlb piBarCoded ValugADoaymenhat theyPainkofilurehagey certificate
with said public key valldlty date data, if 5 said public key validity date
data is within said gc enticating nethod of
cl ai m 902, wherein sgi 5 rﬂ o eB rﬁéﬂtQ substep includes the
further substep of : ISSUI ng an alert if said public key validity date data

i t withi T t. at | . od of
S al 105 wher oi o oY g° Bt ehucRitfii: S0he, RS PR, e FeilRlkos Che
- further subst epmantharﬂedoamkﬂ,ganmtee hike wilbegquip iedah ¢elleaior casHién statiary with a
tificate if sai UblIC val j dit ate. datg .. S hi.n an
ot bd dat o r bk Fisding: sysam Tog, gl Fon réBieBe D h8 AIGR fibde e 3,
105£ _ fT_he ?ut henbbﬁs@hah%n@b&ﬂﬁef&alCbﬂédkslgatne‘g@etheI ma&ﬁhdré?déu% ddfwald
certirticate ar s| n Subs nc e ur er s S O claln
Chet hor o ol daPamesldata i Mecias s ersE e dath Homapugn Rk RmaniRs | vt y
date data iggnof 2@otdw2aoaat@é‘rwwgeéyQ@éleum@gw,thé)bégwtﬁ'tﬂéw&kavwhbc key

certificate database. 106. The aut henticatin of claim94, further

conprising the $8B§Oge ioPrigtecs andi ¢a) §§F€Pts%%f|Na“LHm¥§ﬂt'PE‘é&fr9@ GHRIOMeSt by
an owner of sai gsripRlihg aHpéranhalchetkY Alpretemad ehPodinfePt BB Bhedidabiingf OF

aut henti cati on, wherern said presenti ng step is carried out prior to said
machi ne- r eadabl éﬁiﬁﬁ‘eﬂ%'ﬁ%&é@%ﬁ?@’ BtRdE. 8107. The aut henti cating nethod of
cl aim 106, wherein said authentic PIN30 determining step further includes
the substep of. determ ning whether an owner of said self authenticating
document i stavai l abI & cambe pgrn in&Hp B, am&ﬁwireaderwomﬁml@animagelscanning

|P1I‘ N—Sg;/gi lcn?gielri E) sal ogﬁsﬁ-{gggd’@% il da éér?\‘%'ﬂ ocurrenid ) s%lc\#é%nm% 6‘2? ©

WD 02/ 39G53 PCT. anlsamersmﬁdemﬁscawommedtdmﬂaforrrmmmggthaP!Nafrommetptesanterati ng

Gigi tal i gnat uPEORUCRSRA @Y, (ol idendd dheeler 4773 . °CUcTom compr | si ng:

5 personal identification means for receiving a personal idenfrfication
number (PN, Trom a pfeatgeSating 3hd'prstelsify'syioh 198 Hdlfed AMIEH oaadt"

subsystem 112 for retrieving the critical document data from a MICR code line

contained on the document and a bar code reader subsystem 114 for retrieving
the security data from the two-dimensional bar code printed on the document. As
will be discussed below, the parsing module 120 preferabiy parses (or extracts)

25 the bar code data bytes to obtain other critical document data, the public key
certificate, and the digital signature. After the personal identification module 140
receives the PIN from the document presenter, the image scanning system 110
assembles the authenticatable data string based on the PIN.  Alternate image
scanners that produce higher or lower quality images may be used at merchant

30 stations by coordinating the size of the machine-readable bar code elements with
the scanner resolution. For instance, two and one-half to three scanner samples
are generally required to resolve the width of one bar code element. As aresult,
for lower resolution scanners than 200 dpi, the bar code elements must be
greater than 0.013 inch wide.
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i mge scanni ng and processing neans for reading said self authenticating
docunent and retrieving said machi ne-readable data fromsaid self

aut hent i cqigagegigcunent, and for assenbling an authenti catble data, string
fromsaid critical 10 docunent data and said received PIN; parsing neans
for parsing said machi ne readable data to obtain said digital signature
data and said public key certificate; and, validating neans for certifying

applying sai o ut nent PROER Rl Rofle B sBRby RiBaldy SBhodtiEnst

val i dati ng sai dand tidigitdl canahire velidatios tsubmgduletisde and ssmuskdil Validate the

. authenticating docunent .is.,authenticated if said authenticatable data
String i o val b oot Sehuird pR AT e iRbiCavigeifiens SdEF ol fobibie 88
machi ne-r eadsbl syringi tit willbecappresiatbd Bt datughi ceetificdtesvalidaorssubhmdiule 3, f i r st
- and second format o .gaii d self aub@a«%mi cab;i&g‘l do1current, apd wherei n said
i mage scanni ng ang (89' e?g?ﬁyrerré@ BUeBnpYNe lle 134 2% Rg ?%-?@éﬁﬂﬁl e
data readi ng sysimiodulés, tesdhed satind v ahd @fdir flackoTERby Balcambinedad ohe a
first format fromsaid self authenticating docunent; and) a second
machi ne- r eadabl 84RBAWI®.cadi ng system for reading said critical 25 docunent

data stored in a second format from said self authenticating docunent; and,
110. The system of claim 109, wherein said first format is magnetic ink

character rtogniti ofhe wetifpateoyelidation submedslecdid Yaldaias the RaPlicde¥, and
wherein said f'éé{igiage%%ﬂ&?fh%@@ I8 k@ﬁtvﬁwegé eﬂ%néké}é‘éﬁiﬁc%?éjbaﬂaiﬁw em

is a MCR reader, said first chi ne-reada ata readi ng system
readi ng syst em the authratic public key-af the chech printee48.y Thedigital signature valglatiener ei n

sai d nmachi ne-re R A ; ' [ f or mat
on said self au%cﬁ:&%{i?%g&@%&%g@é’ngﬁﬂ%r?%ggnéB%c%@f@g%&?e 8@?}) E@%cli%y t 5C0~
wher ei n sai d i nefpghesk grinfend8and the autbsnticatpbiredate stind. udes a bar code

r eadi ng sys{§mfor readi ng said bar code format to retrieve said critical
docunent data. 112. The system of claim 108, wherein said validating neans
conprises: 5 a certiB.i q&rifyinp & ghecktiapoirsdipusthasef or val i dati ng said
public key certificate with a third party public key and for obtaining said
aut hentic public key; and) a digital signature validation subsystem for

val i dating said di giAsilsesn dnaliGr @, tlee @enifidatios £00 efup&ysohaicchuck| 45 (dey. 10
113. A systemfor readin sel f authenticating docunen sajd | f.
authent | eat | ng GURDRGIR! b ores A1ed FhSR/sPang AT 100 Bl Pfvin
critical dopgunmemanné&ta stored on a magnetic ink character recognition
(MCR) line) and first and second digital signatures, and a public key
certificate stored on a bar code line, the system conprising: 15 a personal
identification subsyst aiislepr201eaf gashibraornelic? Prédessds iid Eheuk! thrsughurger

(PIN) froma presenter of said self a (ge icatin ocunent ; d, an inage
scanner and processor S@%‘ikéﬁﬁg'ﬂg SV%S’H% 2&? &%‘31 '%agiﬁ‘gt%ﬁﬁ"bé‘fqn\w read
the MICR code line. In addition, the check reading system 100 will

25 image the check, read the bar code, retrieve and parse the bar code
data to find & (the total length bar code data string), m (the total length
of the certificate), / (the length of the name and address byte, if any),
digital signature 1(if present) and digital signature 2 (if present). (The
specifics of the preferred method used to parse the bar code data

30 string are set forth below).

2. At step 202, using the widely available public key of CA 46, the check
reading system 100 runs a certificate validation process to verify the
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docunent and retrieving said machi ne readable data fromsaid self

aut henti cati ng docunent, and for assenbling an authenticatable data string

from sai dwhigasbesgriti cal 20 docunent data and said recei Vel ssmi d 1 mage

scanner and processor including: a magnetic ink character recognition

(MCR) reader subsystemfor retrieving said first critical document data

from said M CR | i ne;authdndicity ofither eartificate ulds\est fortif tr moeet détail betpws dfi thef i r st

and second 25 digit ed on

2bar code I ine: a RATOIHES SEENERR: PAIL s lebk s rBeckil add e Tefincligh oy

said first and secorpiocbsglstqbs signatures and said public key certificat e,

and, a validating subsystemfor certifying said public key certificate to

obtain an authentic public key and for applying said authentic public key

to ﬁt | east %?i dd30 & asondingitatithe ceﬂtlmaiédlsr\@hdaied , e chaak 'reagunga'gésiem 100

. aut henti cat abl e dat strl ere aid s ntl i ocu |s
aut henticated if sa %‘rﬁx\@‘a bﬁn(é B 0N ‘F?fle g’ §Bgﬂ‘ Pgyte

02139G53 PCT/ USOI LI S;{Hﬂ;ehu&%blld'k@y @Yo 2ZoB)of claim 113) vvhere| n sai d

machi ne-readabl e data further includes second critical document data stored

in said bar code line, wherein said bar code reader subsystem further

retrieves said seconfrig bﬁé%adﬁg%@h m@leﬁta%@tﬁbﬂeg tﬁ@bﬁhd&ﬁﬂo&%’éht' I ne,

and wherein said authenticatable data string 5 assenbl e sai d i mage
scanner and!®r ocessdiatasinag at &04.i Indhecase @Bﬁ@oﬁﬁwﬁ@(ﬁuﬂﬂ? @%Ouﬂﬁlﬁﬂ%’ﬁt

data. 115. The systgania rﬁé’dd’fbé@@harﬁﬁﬁfﬁhﬁgﬁe I$h Sreferasly appénded wifitfe TENt

data conprises ASCI|I text fromsald nticati ng docurrent 10 116.

The system of cl ai mﬁm| represantationznf dhe\ITR coda ding on threcheakasrevigusly and

address printed on ting docunment. 117. The system of
claim 113, wherein sal d gﬁé%@*ﬁ ?retgﬁs further applies said 15 authentic

public key to said first digital S|gnature to validate said critical

docunent d when i cati ng
docurent | ol Sut hent | AL EPS F08 SFE 288 e 18 tHelBieRLioP § praSiing 3 betiiha °*,
25 30 35 65 . A . A check 45, the payment system prompts the cashier to ask the check

: 0 X
(L 1 A% AT Al s MRS B Y 50 ool d cchhedloato orian
hs A AL Asr Ahdntedwal part ofithe Aheckyeading spstem™00Ahs_. As_. As. ASL. A'r. A
{s_. A{‘_. AL A {s_.As_.A

sr A .AL. A A3sL.A3s . AUsL.A . A _.A3s_.Ahs .A{sL.A _.A{L.A{"_.AU .A3U r\ef}
0127: CHV=0 2¢ '6.The check reading system 100 then appends the ASClire resentatuon
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string and then applies the check printer's authentic public key obtained in

step 203 to the authenticatable data string (step 207).

25 7.1f digital signature 2 on the authenticatable data string validates (step
208), then the check is accepted (step 209) because successful validation
indicates that:

e the critical document data has not been altered or
30 tampered with in any way since the bar code was
produced; and,
o the presenter provided the correct PIN and is therefore
presumed authorized to write the check.
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As set forth above, the bar code data on the value document is parsed by

the payment system to find & (the total length bar code data string), m (the total

20 length of the certificate), / (the length of the critical data field byte), digital signature
1 (if present) and digital signature 2 (if present).

The bar code string may be read from a 200 or 240 dot per inch gray scale

image of the bar code, or it can be scanned using many different laser bar code

25 scanners currently available. in either case, a string of bytes is retrieved from the
bar code. Referring to FIG. 10, in order to parse the bar code data string into its
component data fields, the following steps in a preferred method 203 are effected:
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4:10%& ()-i7Ya?bC 10! Ny ‘%&ﬁr <”&-"%§ar-“' Q%gﬂiwﬁ% e Bar coie ot 0ep
301. Allintegers preferably are stored with the most significant
bits on the left. Thus, for example, if b,,5,are one byte integers
5 stored as the first two bytes in the bar code data string, & is

reconstructed as:k =5, -2° +5,

2. The third byte is then retrieved from bar code data string at step 302.
This byte is (a binary representation of) m, the total length of the
cerlificate. Bytes 3 through m +2 are thus the printer certificate.
10
3. Byte m + 3 isretrieved at step 303. Thisis /, the length of the critical
data field string.

4, If 1=0 (step 304), a critical data field string is not part of the bar code
15 security data string and the process continues on to step 306;if / >1,
bytes m + 4 through = + £+ 3 are the critical data string, and are

retrieved at step 305.

5. As digital signature 2 comprises 42 bytes (21 bytes for r.and s;
20 each) bytes m+/+4 through m +{+ 45 are then retrieved at step
306. If bpeusbmiteqs @are the 1 byte integers which store digital

signature 2, then

2l
h= Zzs(mﬂ)bmwﬁm and,

=1

21
N A 8(21-)
§, = Z 2 brsiraass

=1

25 Where digital signature 2 is (rz, s2).
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5 7. At step 309, the sixth data field 66 (including digital signature 1), if
present, is then extracted. As digital signature 1 also comprises 42
bytes (21 bytes for nand s;each), £should be £ =45+m+71+420r
87 + m +/[(step 309). If k =87 +m +1, then report an error and stop
(step 310). Otherwise, digital signature 1 is extracted from bytes

10 brmitras.--bmetis7 (Step 311). Again interpreting each byte as a binary
integer with most significant bit on the left, reconstruct (r+, 1) as

21
. 8(21-i
h= ZZ ( )bm+l+45+l’ and,

21
_ 8(21-4)
5 = Z 2 bm+l+65+1 .
i=1

All data fields should now be parsed from the bar code string and the
process completed (step 312).

3. Validating a Public Key Certificate
15
Once the bar code string is parsed by parsing module 120, an attempt to
validate public key certificate is made in validation module 130. As shown in FIG.
11, a preferred method 202 for validating an m-byte certificate includes the

following steps:

20
1. Let cs...c, represent the bytes in the certificate. According to the
, preferred embodiment, the first byte of the certificate, ¢,, a binary
representation of m, is retrieved at 401. As with digital signatures 1
, and 2, in a preferred embodiment of the present invention, if m <42
25 (step 402), the certificate is not valid and the process stops (step 403).
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21
5 r= Z 23(21_')0'"_42”

=1

21
_ 8(21-1)
§= z 2 Cpelu
=1

As before, bytes ¢y.41...Cmy @re interpreted as 1-byte integers stored
with most significant bit on the left.

10 3. The authentic public key for the CA is applied to (r, s) in order to verify
that itis a valid digital signature on the data cy...cm-42 (Step 405). If the
digital signature fails to verify (step 406), then the certificate is not
valid (step 407)..

15 4. The validity dates stored in the data fields 54 and 55 of the certificate
are then retrieved (step 408) and compared with the current date (step
409). If the current date is not within the date limits specified in the
certificate, a stale/not-yet-valid certificate alert is issued (step 410).

20 Typically, if an alert (step 410) is issued, the person performing the
verification process (e.g., teller, cashier, retailer) will need to decide if
the certificate is allowed even though it has expired. In general,
check stock will be printed using a certificate that remains valid at least
some specified number of years; for example, two years beyond the

25 print date. Thus, an expired certificate alert at a point of presentment
could in such instances indicate that the check stock is likely two or
more years old. The payee or bank must decide whether to honor or
reject the check stock, probably based on guidelines provided by the
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- 109%0& () - Y 9" 10%0% () 'lr%tégé)g/%él(i?wg EaeERioi SRS Oror reject a check based on CA
5 guidelines, an additional verification process may be taken. Insuch
instance, a central database of revoked certificates may be consulted
(shown in dashed lines in step 412). The certificate serial number
stored within the certificate would preferably serve as an index into this
database. The revocation database might reside on a secure intemet
10 site that can be downloaded periodically by the institution to a secure
local computer at the merchant’s location. Inclusion in this database
implies that the certificate is not valid. This database will likely be of
limited size, since it will only contain serial numbers for certificates that
have been revoked. Certificates will be revoked only in extraordinary
15 circumstances, such as when a corresponding private key is
compromised in some way. This optional verification step will likely be
undertaken only when there is a perceived higher than normal fraud
risk for a given check. If the certificate fails under the guidelines or the
database, it is declared invalid (step 413). Otherwise it is allowed
20 (step 414) and the certificate is deemed valid (step 415).

If digital signature (r, s) verifies as a digital signature on data bytes ¢;...c.

4, then bytes cy4...c35 are the compressed representation of the authentic public
key owned by the entity named in the ASCH byte string c3s...cm-42. The factthata

25 validated certificate exists is evidence that the entity named in c¢zs...Cnm-42 iS
authorized to print bar-coded secured checks.

While various embodiments of the present invention have been described
above, it should be understood that they have been presented by way of example
only, and not limitation. It will be understood by those skilled in the art that various

30 changes in form and details may be made therein without departing from the spirit
and scope of the invention as defined in the appended claims. Thus, the breadth
and scope of the present invention should not be limited by any of the above-
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method comprising the steps of:

constructing an authenticatable data string;
generating a first digital signature based on the authenticatable data string
5 and aprivate key,
obtaining a public key certificate from a certifying authority; and,
fixing at least some of the authenticatable data string, the first digital
signature and the public key certificate to the document.

10 2. A self-authenticating document having critical document data,comprising:
a first digital signature including a first digest of said critical document
data;
a second digital signature including a second digest of said critical
document data and a personal identification number (PIN); and,

15 a public key certificate including an authentic public key for validating
said first and second digital signatures, wherein said first digital signature, said
second digital signature, and said public key certificate are stored on said self-
authenticating document.

20 3. The self-authenticating document of claim 2, wherein said first digital
signature, said second digital signature, and said public key certificate are stored in
machine-readable format on said self-authenticating document.

4, The self-authenticating document of claim 3, wherein said critical document
25 dataincludes data contained in a magnetic ink character recognition (MICR) code
line on said self-authenticating document.

5. The self-authenticating document of claim 4, wherein said critical document

data further includes ASCII text from said document.
30
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8. The self-authenticating document of claim 7, wherein said personal vaiue

document is a personal check.

10 O. The self-authenticating document of claim 7, wherein said personal value
document is selected from the group consisting of: an identification card, a Social
Security card, a driver's license, a birth certificate, a credit card, a voters
registration card, and a passport.

15 10. The self-authenticating document of claim 3, wherein said machine-readable
format is a bar code.

11.  The self-authenticating document of claim 10, wherein said bar code format

is PDF417.
20
12. The self-authenticating document of claim 10, wherein said bar code
comprises a plurality of data fields.
13. The self-authenticating document of claim 12, wherein said bar code
25 includes:

a first data field including data representing the number of bytes of data in
said bar code;
a second data field including said public key certificate;
a third data field including data representing the number of bytes of data in
30 said critical document data; and,
a fourth data field including said critical document data.

14.  The seif-authenticating document of claim 13, wherein said bar code further
includes a fifth data field including said second digital signature.
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5 16. A self-authenticating document having critical document data, comprising:
a digital signature including a digest of said critical document data and
personal identification number (PIN); and,
a public key certificate including an authentic public key for validating said
digital signature, wherein said digital signature and said public key certificate are
10 stored on said self-authenticating document.

17.  The self-authenticating document of claim‘16, wherein said digital signature
and said public key certificate are stored in machine-readable format on said self-
authenticating document.

15
18.  The self-authenticating document of claim 17, wherein said document is a
personal value document.

19.  The self-authenticating document of claim 18, wherein said personal value
20 documentis a personal check.

20. The self-authenticating document of claim 18, wherein said personal value

document is selected from the group consisting of: an identification card, a Social

Security card, a drivers license, a birth certificate, a credit card, a voters
25 registration card, and a passport.

21.  The self-authenticating document of claim 18, wherein said critical document
data includes data contained in a magnetic ink character recognition (MICR) code
line on said self-authenticating document.

30
22. The self-authenticating document of claim 21, wherein said critical document
data further includes ASCII text from said self-authenticating document.
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24. The self-authenticating document of claim 17, wherein said machine-
5 readable format is a two-dimensional bar code.

25.  The self-authenticating document of claim 24, wherein said two-dimensional
bar code format is PDF 417.

10 26. The self-authenticating document of claim 24, wherein said two-dimensional
bar code comprises a plurality of two-byte data fields.

27.  The self-authenticating document of cfaim 26, wherein said two-dimensional
bar code includes:
15 a first data field including data representing the number of bytes of data in
said bar code;
a second data field including said public key certificate;
a third data field including data representing the number of bytes of data in
said critical document data; and,
20 a fourth data field including said critical document data.

28. The self-authenticating document of claim 27, wherein said two-dimensional
bar code further includes a fifth data field including said digital signature.

25 29. The self-authenticating document of claim 16, wherein said personal
identification number is a four digit number comprising four bytes of data.

30. The self-authenticating document of claim 16, wherein said personal

identification number is selected by the owner of said personal value document.
30

31.  The seif-authenticating document of claim 16, wherein a third party

responsible for printing said personal value document selects said personal

identification number.
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5 33. The self-authenticating document of claim 16, wherein the digital signature
algorithm used to create said digest of said digital signature is a public key
cryptographic algorithm.

34. The self-authenticating document of claim 33, wherein said digital signature
10  algorithm is an elliptic curve digital signature algorithm (ECDSA).

35. The self-authenticating document of claim 16, wherein said public key

certificate further includes identity information of the owner of said authentic public

key and a digital signature of said authentic pubiic key and said owner identity
15 information, and wherein said digital signature is issued by a third party.

36. The self-authenticating document of claim 35, wherein said third-party digital
signature is created using the elliptic curve digital signature algorithm (ECDSA).

20 37. The self-authenticating document of claim 36, wherein said ECDSA
algorithm includes a first group of shared parameters for implementing said digital
signature.

38. The self-authenticating document of claim 37, wherein said ECDSA used to
25 create said third-party digital signature includes a second group of shared
parameters for implementing said third-party digital signature.

39. The self-authenticating document of claim 38, wherein said first group of
shared parameters is the same as said second group of shared parameters.

30
40. The self-authenticating document of claim 38, wherein said first group of
shared parameters is different from said second group of shared parameters.
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43. The seif-authenticating document of claim 41, wherein said community of
users includes a party responsible for issuing said self-authenticating document, a
party responsible for printing said self-authenticating document, and said certificate
authority.

44.  The self-authenticating document of claim 43, wherein said community of
users further includes an owner of said self-authenticating document.

45. The self-authenticating document of claim 16, wherein said public key
certificate is affixed to said self-authenticating document by a third party
responsible for printing said self-authenticating document.

46. The self-authenticating document of claim 16, wherein said public key
certificate is affixed to said self-authenticating document by a third party
responsible for issuing said public key certificate.

47. The self-authenticating document of claim 46, wherein said third party is a
certificate authority.

48. A personal value document, comprising:

a first digital signature including a first digest of critical document data, said
critical document data including data contained in a magnetic ink character
recognition (MICR) code line on said personal value document;

a second digital signature including a second digest of said critical document
data and a personal identification number (PIN); and,

a public key certificate including an authentic public key for validating said
first and second digital signatures, wherein said first digital signature, said second
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50. The personal value document of claim 48, wherein said critical document

data further includes ASCII text from said personal check.

10 51.  The personal value document of claim 50, wherein said ASCII text is the
account name and address printed on said personal check.

52. The personai value document of claim 50, wherein said bar code comprises
a plurality of date fields, including:
16 a first data field including data representing the number of bytes of data in
said bar code;
a second data field including said public key certificate;
a third data field including data representing the number of bytes of data in
said critical document data; and,
20 a fourth data field including said critical document data.

53.  The personal value document of claim 52, wherein said two-dimensional bar
code further includes:
a fifth data field including said second digital signature; and,
25 a sixth data field including said first digital signature.

54. The personal value document of claim 48, wherein the digital signature

algorithm used to create said first digest of said first digital signature and said

second digest of said second digital signature is a public key cryptographic
30 algorithm.

55. The personal value document of claim 54, wherein the digital signature
algorithm used to create said first digest is the elliptic curve digital signature
algorithm (ECDSA).

52



3°31098"$& ()-D/[:vU410 *y 10% ( & ()-y F F10% & ()- t10%& ()-
@10% & ()- " 10%& ()- :109%& ()-X@®6|[:vU4l0 (10% & ()- LS$

10% (, & (Woroaossb0% & ()- y 10%& ()-y 10%& ()- 4y 10%pkridsoyaol: VU410
. 6&10%$& ()-, 2@O0%& ()- IMOW& ()- /MO%& ()- Q6 10%(1& ()-g 3
+109% & () - 14567CH_vU410 @0%$ &' () @l 10%$ & ()- "10%$ & ()-10(10(10(
3: 10% & ()- M 6&10% (- & ()- vU410 9 10% $ & ()-z &10% $ & ()- 10%

S Eiblae (7 075, & Bl porf 9%%&%%5 Sk g eyt 08 g sgnatrs

9°10% $ & ()- uT&mmthm 4S84 & ¢rpate shliOSecEnd Yigast is thid Gliiic Tong digitad SigBature

. &-()-!‘("10%3 o qu(\;ﬁ 0$& ()-aAl [:uT310 ,:10% & ()-z Xf, 104 & ()-g
“10% & () - h& ()- @10% & ()-:|[:uT310 $10% & ()- Y
f#109% & () - @10‘V'&'() MLO% & ()-y aS 109% & () - f @LO%& ()-;8)~|[:uT310

. 109 & - f /[ 10% * 109 ' 10% -
FeL0w & () bvUsBS 158 bbspnal Valss docmeht, ehogaim b1 wheln s eanel () -
310% & () - z6y2| fidenticblon numB&E Selédted by the ket bf*sa|d personal value document.

58. The personal value document of claim 56, wherein said public key certificate

10 further includes identity information of the owner of said authentic public key and a
digital signature of said authentic public key and said owner identity information,
and wherein said digital signature is issued by a certificate authority.

59. The personal value document of claim 58, wherein said ECDSA used to
16 create said first and second digital signatures respectively includes a first group of
shared parameters for implementing said first and second digital signatures, and
wherein said ECDSA used to create said certificate authority digital signature
includes a second group of shared parameters for implementing said certificate
authority digital signature.
20
60. The personal value document of claim 59, wherein said first group of shared
parameters is the same as said second group of shared parameters.

61.  The personal value document of claim 59, wherein said first group of shared
25 parameters is different from said second group of shared parameters.

62. The personal value document of claim 59, wherein said first and second
groups of shared parameters is distributed to a community of users of said personal
value document.

30
63.  The personal value document of claim 62, wherein said community of users
includes a party responsible for issuing said personal value document, a party
responsible for printing said personal value document, and said certificate authority.
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a digital signature including a digest of said critical document data; and,
10 a public key certificate including an authentic public key for validating said
digital signature, wherein said digital signature and said public key certificate are
stored in machine-readable format on said self-authenticating document.

67.  The self-authenticating document of claim 66, wherein said critical document
15 dataincludes data contained in a magnetic ink character recognition (MICR) code
line on said self-authenticating document,

68. The seif-authenticating document of claim 67, wherein said critical document
data further includes ASCII text from said self-authenticating document.

20
69. The self-authenticating document of claim 67, wherein said self-
authenticating document is a commercial value document.

70. The self-authenticating document of claim 69, wherein said commercial
25 value document is selected from the group consisting of: a bank check, a business
check, tickets, gift certificates, titles, negotiable letters of credit, and currency.

71.  The self-authenticating document of claim 69, wherein said machine-
readable format is a bar code, said bar code comprising a plurality of data fields.
30
72.  The self-authenticating document of claim 71, wherein said code includes:
a first data field including data representing the number of bytes of data in
said bar code;
a second data field including said public key certificate;
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critical document data and a personal identification number (PIN) with said digital

signature algorithm;
retrieving a public key certificate including an authentic public key for
15  validating said first and second digital signatures; and,
affixing said first and second digital signatures and said public key certificate
to said self-authenticating document in a machine-readable format.

74.  The method of claim 73, wherein said critical document data includes ASCII
20 textfrom said self-authenticating document, and further comprising the step of:
storing said ASCIl text in a machine-readable format on said self-
authenticating document prior to said first digital signature creating step.

75.  The method of claim 73, further comprising the steps of:
25 selecting a group of shared parameters corresponding to said digital
signature algorithm for implementing said first and second digital signatures;
generating a public key and a private key using said shared parameters;
certifying said public key via a certificate authority,
wherein said selecting, generating and certifying steps are carried out prior
30 to said first digital signature creation step.

76.  The method of claim 73, wherein said step of creating said first digital
signature includes the substeps of:
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applying said private key generated by said digital signature algorithm to

said authenticatable data string to create said second digital signature.

15

78.  The method of claim 77, wherein said digital signature algorithm is an elliptic

curve digital signature algorithm (ECDSA).

79.  The method of claim 77, wherein said step of affixing said first and second
20 digital signatures to said self-authenticating document includes the substeps of:
assembling a k— byte data string, wherein k includes the number of bytes in
said critical document data, said authenticatable data, and said public key
certificate; and,
generating a machine-readable data string from said k — byte data string.

25
80. The method of claim 79, further comprising the step of calculating the total
amount of bytes of data, k , including said critical document data, said
authenticatable data sfring, and said public key certificate, prior to said k — byte
data string assembling step.

30

81.  The method of claim 80, wherein said first and second digital signatures and
said public key certificate are affixed in bar-code format to said self-authenticating
document, and wherein said step of generating said machine readable data string
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validating said first and second digital signatures;
determining whether said second digital signature is to be affixed to said
self-authenticating document;
15 determining whether said first digital signhature is to be affixed to said self-
authenticating document
affixing said public key certificate and at least one of said first digital
signature and said second digital signature to said self-authenticating document in
machine-readable code, based on the results of the second digital signature and
20 first digital signature determining steps.

83. The method of claim 82, wherein said critical document data includes ASCII
text from said self-authenticating document, and further comprising the step of:
storing said ASCIl text in a machine-readable format on said seff-
25 authenticating document prior to said first digital signature creating step.

84. The method of claim 82, further comprising the steps of:

selecting a group of shared parameters comresponding to said digital
signature algorithm for implementing said at least one of said first and second

30 digital signatures;

generating a public key and a private key using said shared parameters;

certifying said public key via a certificate authority,

wherein said selecting, generating and certifying steps are carried out prior
to said first digital signature creation step.
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applying said private key generated by said digital signature algorithm to
said critical document data to create said first digital signature.
10
86. The method of claim 85, said step of creating said second digital signature
includes the substeps of:
generating said personal identification number (PIN);
appending said personal identification number (PIN) to said critical
15  document data to create an authenticatable data string; and,
applying said private key generated by said digital signature algorithm to
said authenticatable data string to create said second digital signature.

87.  The method of claim 82, wherein said digital signature algorithm is an elliptic
20  curve digital signature algorithm (ECDSA).

88. The method of claim 82, wherein if it is determined that said first digital
signature is to be affixed to said seif-authenticating document, said step of affixing
said first digital signature to said self-authenticating document includes the
25 substeps of:
assembling a k- byte data string, wherein k includes the number of bytes in
said critical document data; and,
generating a machine-readable data string from said k — byte data string.

30 89. The method of claim 82, wherein if it is determined that said second digital
signature is to be affixed to said self-authenticating document, said step of affixing
said second digital signature to said self-authenticating document includes the
substeps of:
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generating a machine-readable data string from said k — byte data string.

91.  The method of claim 90, further comprising the step of calculating the total
amount of bytes of data, k , in said critical document data and said authenticatable
15 data string, prior to said k — byte data string assembling step.

92. A method of authenticating a self-authenticating document, comprising the
steps of:
processing machine-readable data on said self-authenticating document to
20 obtain digital signature data and a public key certificate;
processing said public key certificate to obtain public key certificate data
including an authentic public key;
assembling critical document data from said self-authenticating document,
wherein said critical document data includes at least magnetic ink character
25 recognition (MICR) data printed on said self-authenticating document;
determining whether an authentic personal identification number (PIN) is
available for appending to said critical document data;
wherein, if said authentic PIN is available;
appending said authentic PIN to said critical document data to
30 create an authenticatable data string; and,
applying said authentic public key to said digital signature data to
validate said authenticatable data string, wherein said self-authenticating
document is authenticated if said authenticatable data string is validated.
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signature data, if it is determined that said authentic personal identification number
(PIN) is not available;
applying said authentic public key to said digital signature data to validate
10 said critical document data, wherein said self-authenticating document is

authenticated if said critical document data is validated.

95. The authenticating method of claim 94, wherein if it is determined that said
authentic PIN is not available and that said first digital signature is not present in
15 said digital signature data, further comprising the steps of:
determining whether a second digital signature is present in said digital
signature data, and,
if said second digital signature is present;
generating a plurality of PINs;
20 appending each of said plurality of PINs to said crifical document
data to create a piurality of verifiable data strings; and,
applying said authentic public key to said second digital signature in
order to validate one of said verifiable data strings as said authenticatable
data string and to authenticate said self-authenticating document.
25
96. The authenticating method of claim 95, wherein said step of generating PINs
is carried out in a document reading system executing a PIN-generating algorithm.

97. The authenticating method of claim 94, wherein said machine-readable data

30 is bar-code data, said machine-readable data processing step inciuding the
substeps of:

retrieving said bar code data from said self-authenticating document; and,
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validating said public key certificate with a third-party pubfic key; and,
parsing said public key certificate to obtain said authentic public key;

99. The authenticating method of claim 98, wherein said public key certificate
includes a third-party digital signature, and wherein said public key certificate
validating step further comprises the substep of applying said third-party public key
to said third-party digital signature.

100. The authenticating method of claim 98, wherein said third party is a
certificate authority.

101. The authenticating method of claim 98, wherein said public key certificate is
comprised of m bytes, and wherein said public key certificate parsing substep
includes the further substeps of:

retrieving at least a first byte, ¢, , of said m bytes from said public key
certificate, wherein said at least a first byte ¢; is a binary representation of said
number of bytes m in said public key certificate;

determining whether said binary representation of said number of bytes m
in said at least a first byte c, is greater than the number of bytes of data in said
digital signature data, n;

retrieving the remainder of said m bytes, if said determining step determines
that said at least a first byte ¢, is greater than the number of bytes of data in said
digital signature data, n; and,

applying said authentic public key to said digital signature data in order to
verify said at least one of said first and second digital signatures.

102. The authenticating method of claim 101, wherein said public key certificate
parsing substep includes the further substeps of:
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103. The authenticating method of claim 102, wherein said public key certificate
parsing substep includes the further substep of:

issuing an alert if said public key validity date data is not within an accepted

10 date range.

104. The authenticating method of claim 103, wherein said public key certificate
parsing substep includes the further substeps of:
deciding whether to validate said public key certificate if said public key
15 validity date data is not within an accepted date range, by checking guidelines
issued by said third party.

105. The authenticating method of claim 103, wherein said public key certificate
parsing substep includes the further substeps of:

20 deciding whether to validate said public key certificate if said public key
validity date data is not within an accepted date range, by consulting a public key
certificate database.

106. The authenticating method of claim 94, further comprising the step of :

25 presenting said self-authenticating document by an owner of said self-
authenticating document to a commercial entity for authentication, wherein said
presenting step is carried out prior to said machine-readable data processing step.

107. The authenticating method of claim 106, wherein said authentic PIN-
30 determining step further includes the substep of:
determining whether an owner of said self-authenticating document is
available to input said authentic PIN, wherein said PIN-availability step determines
that said authentic PIN is not available if said owner of said self-authenticating
document is not available.
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image scanning and processing means for reading said self-authenticating
document and retrieving said machine-readable data from said self-authenticating
document, and for assembling an authenticatable data string from said critical
10 document data and said received PIN;
parsing means for parsing said machine readable data to obtain said digital
signature data and said public key certificate; and,
validating means for certifying said public key certificate to obtain an
authentic public key, and for applying said authentic public key to said digital
15 signature data for validating said authenticatable data string, wherein said self-
authenticating document is authenticated if said authenticatable data string is

validated.

109. The system of claim 108, wherein said machine-readable critical document
20 data includes data stored in a first and second format on said self-authenticating
document, and wherein said image scanning and processing means comprises:
a first machine-readable data reading system for reading said critical
document data stored in a first format from said self-authenticating document; and,
a second machine-readable data reading system for reading said critical
25 document data stored in a second format from said self-authenticating document;
and,

110. The system of claim 109, wherein said first format is magnetic ink character

recognition (MICR) code, and said second format is bar code, and wherein said first
30 machine-readable data reading system reading system is a MICR reader, and said

first machine-readable data reading system reading system is a bar code reader.

111.  The system of claim 108, wherein said machine-readabile critical document
data is stored in a bar code format on said self-authenticating document, and
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5 a certification validation subsystem for validating said public key certificate

with a third party public key and for obtaining said authentic public key; and,

a digital signature validation subsystem for validating said digital signature

data with said authentic public key.

10 113. Asystem forreading a self-authenticating document, said self-authenticating
document having machine-readable data including first critical document data
stored on a magnetic ink character recognition (MICRY) line, and first and second
digital signatures, and a public key certificate stored on a bar code line, the system
comprising:

15 a personal identification subsystem for receiving a personal identification
number (PIN) from a presenter of said self-authenticating document; and,

an image scanner and processor system for reading said self-authenticating
document and retrieving said machine readable data from said self-authenticating
document, and for assembling an authenticatable data string from said first critical

20 document data and said received PIN, said image scanner and processor
including:

a magnetic ink character recognition (MICR) reader subsystem for
retrieving said first critical document data from said MICR line;
a bar code reader subsystem for retrieving said first and second

25 digital signatures and said public key certificate stored on a bar code line;

a parsing subsystem for parsing said bar code to obtain said first and
second digital signatures and said public key certificate; and,

a validating subsystem for certifying said public key certificate to obtain an
authentic public key and for applying said authentic public key to at least said

30 second digital signature for validating said authenticatable data string, wherein said
self-authenticating document is authenticated if said authenticatable data string is
validated.
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117. The system of claim 113, wherein said validating means further applies said

15  authentic public key to said first digital signature to validate said critical document
data when no PIN is received, and wherein said self-authenticating document is
authenticated if said critical document data is validated.
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