THE COPY PROTECTI ON OF OPTI CAL DI SCS The present invention relates to a

met hod of copy protecting optical discs, to optical discs when so copy
protected, and to a data file for enabling digital 5 data to be recorded in
an encoded and copy protected formon an optical disc. Optical discs, such
as the various formats of conpact discs (é:Ds) and of digital versatile

di scs (DvDs) are increasingly used for carrying information for many
different applications. The informati on encoded onto the optical discs is io
general ly very val uabl e | s ' easiNgly copied by
counterfeiters. Furtherrmores e 2 —af v for witing the
I nformation content fromone disc to such recordable discs, are now readily
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According to a first aspect of the present invention there is provided a
20 method of copy protecting an optical disc having encoded digital data recorded
thereon in the form of pits and lands, the method comprising controlling the
encoding of the digital data and its recording onto the disc such that selected
areas of the recorded digital data are given an unbalanced dc content.

25 In the main, players of the information on an optical disc can play the
information recorded thereon despite the unbalanced dc content. However,
readers of the information will experience difficulties in accessing the
information, and, for example, may be caused to jitter. The unbalanced dc
content causes graver problems when attempts are made to copy extracted data

30 by known “ripping” techniques. ‘

In this respect, in this specification the term “player” is used to refer to
players and drives arranged or controlled to play the data on an optical disc.
This might be, for example, the audio data on a digital audio compact disc
35 (CD-DA), or the video data on a digital versatile disc (DVD). Such players will
* include, therefore, commercially available CD music players which function
solely to play the music or other audio on the CD, and commercially available



2 DVD players which function solely to play the filnms or other video on the
DVD. It is generally required that the.copy protection nethods of the

i nvention do not generally inpinge on the nornmal operation of such
"players”. s In this specification the term"data reader” is used to refer
to all players and drives arranged or codtrolled to read the data on the
optical disc, for exanple, by extracting or ripping the data fromthe disc.
Such players will include, therefore, CD-ROM and CD-1 drives when

espect 1t PYErBaupsaiieh Tundcs e P RAChedaiscey ther vitRe B W
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Where the selected areas are predetermined, methods of the invention
may also act to provide for authentication of genuine discs and/or to provide
signatures for discs. In this respect, to establish if a disc is genuine or if a

20  signature has been provided, it is necessary only to look to the predetermined
selected areas to see if they contain unbalanced dc content.

In an alternative method of the invention, the method further comprises
randomly selecting the selected areas of the recorded digital data which are to
25 be given unbalanced dc content.

in an embodiment, the method may further comprise recording the digital
data onto the optical disc in frames, and providing that each selected area
having unbalanced dc content contains less than 100 frames.

30
The method may comprise recording the digital data onto the optical disc
in frames arranged into sectors each having a plurality of frames, and providing
that each selected area having unbalanced dc content contains less than 2
sectors.
35

For example, each sector contains 98 frames.



For exanpl e, each sector contains 98 franmes. 3 The selected areas which are
gi ven unbal anced dc content are preferably restricted in size such that a

pl ayer can treat the tracking errors caused thereby as burst errors. In
this situation, therefore, a player wll 9enera||y be able to continue
playing information fromthe disc w thout-degradation. 5 In an enbodi nent,
the nmethod further conprises giving sone of the recorded digital data

unbal anced dc content by providing the recorded digital data with poor DSV

characteristics. ;10 Fqr exanple, ,the DSV of the recqrded digital data may
have a rapid rat éljfleo§ecigﬁt§ﬁgag_ga§\%|h]aﬁagly9n Hﬁgf‘wcﬁat QPA'E?&&@,P@%‘@SH%V of
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opy
di sc havi ng encode@ndfrgbedimet: theymethogdlyrthaecegprises giing seme ofdher pits

and | ands, whgs@led difital 128 dnhbalapted e ciinteritaly pRVRIIR) the feTof®SPaitay ont o
the di sc has l?een contﬁﬁ) \I/\epgﬁ?u h.that selected areas of the recorded

digital datdR@%Hh pRAL e$fieSt anced dc content. In one embodi nent,
sel ected areas of the recorded digital data which 30 have unbal anced dc

content have bee redetermn I n_alternative enbodi nent, selected
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been randonlof chahget ed. 35 Preferably, the size of each said selected area
is restricted. 4
Additionally and/or alternatively, the DSV of the recorded digital data may
have high absolute values.
15 ,
Additionally and/or alternatively, the DSV of the recorded digital data may
have substantial low frequency components.

Preferably, the recorded digital data on the optical disc is given
20  unbalanced dc content by encoding selected areas of the digital data to have
poor DSV characteristics.

According to a further aspect of the invention, there is provided a copy
protected optical disc having encoded digital data recorded thereon in the form
25  of pits and lands, wherein the encoding of the digital data and its recording onto
the disc has been controlled such that selected areas of the recorded digital
data have been given an unbalanced dc content.

in one embodiment, selected areas of the recorded digital data which
30 have unbalanced dc content have been predetermined.

In an alternative embodiment, selected areas of the recorded digital data
which have unbalanced dc content have been randomly selected.

35 Preferably, the size of each said selected area is restricted.



Where the digital data recorded onto the optical disc has been arranged in
frames, each said sel ected area havi ng unbal anced dc content may contain

| ess than 100 frames. s Were the digital data recorded onto the optical

di sc has been arranged in sectors with each sector containing a plurality
of franes, each said selected area having unbal anced dc content may contain
|l ess than 2 sectors. Preferably, each sector contains 98 franes. 10 In a
preferred enbodi nent, sonme of the digital data recorded on the optical disc

has been given u | anced d¢ content b roviding the recorded digital data
Wi th poor DSV cha @fﬂi’%fjlgdt@fd#@rre&?ﬁfv?ﬂo@]totth% dcalgise Ras peerafEngddy; t al
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digital data to be 30 encoded and copy protected by a method as defi ned
above. Such a data file may be arranged to execut ahl e. The present
i nventi ol al so exlﬁe‘ﬁﬂg‘&?ﬂ'eé %ﬁ*?%ﬁilmﬁ“ §¥re g ﬁﬁ a'ﬂga'oc?%ﬁrsw'f&’&@ap“ to be
][_elcorﬁed_ i n apticah distdthsabel e givenunbiaéaniced dc)d:aéntentbtylpn?ﬂdiﬂgltr&elirécnr?e%e dat a
il e having an. Lit. r in .ected areas of the digital data to
be 5 chosen&pgsf%%ai"\”fhenh&grngggﬁ%mgﬁﬁg{f%en for enabling encoding of the
selected areas of the digital data such that it has unbal anced dc content.
For example, the DSV of the recorded digital data may have a rapid rate
15 of change, and/or high absolute values, and/or substantial low frequency
components.

The present invention is relevant to all formats of optical discs, for

example, the optical disc may be a CD which has been subjected to EFM

20  encoding, or the optical disc may be a DVD which has been subjected to
EFMPIlus encoding.

Similarly, the invention is applicable irrespective of the type of information
carried by the optical disc. For example, the digital data recorded on the optical
25 disc may be one or more of: audio data, video data, graphics data, visual data,
animation data, numerical data, program data, control and access data, and/or
any other data.

The invention also extends to a data file enabling digital data to be
30 encoded and copy protected by a method as defined above.

Such a data file may be arranged to be executable.
The present invention also extends to a data file for enabling digital data

35 to be recorded in an encoded and copy protected form on an optical disc, the
data file having an algorithm for enabling selected areas of the digital data to be



A data file of the invention, which may or may not be an executable file, is
s intended for use by an encoder for the optical disc. For exanple, the data
file may be utilised by the encoder of a | aser beam recorder during
mastering of an optical disc. The encoder is enabled or controlled by the
algorithmto select areas of 10 the digi?al data for nodified encodi ng, and
it is this nodified or special encoding which adds the unbal anced dc
content to the master disc. Were the digital data is to be encoded usi ng

EFM encodi ng_w t h ose encpdi n ert bet we

successi ve c?hﬁﬁ?@lmp@'f’?clﬁnﬁ%c?ﬁg alrgnd "nf%aﬁaaﬁﬁi% gﬂ?ﬁa?ﬁ'«? %dts to
be chosen t cargiasef pios digiigl/dateesuntt that & thiasunbadandeel dmd:miteeti digital data.
Wiere the digital data is to be encoded usi ng EFMPl us encodi ng where each 8

bit data word is encoded into one of a choice of four 16 bit channel 20
words, the data fAldatafigoefithaineaionewhich wiay of mayheot beposxesutablefiesién to

give poaof %}ferﬂé@l%?h@é'bgtéﬁénééﬁér%rﬁ@ﬂﬁk@ﬂdﬁbg'ﬁo@'exg?dﬁe the oea(ga ;ne

enbodi nment , e sel ected areas of data chosen 'f

encodi ng, ardaybenutilisse hydhe encedsr an @?Tﬁ?ﬁ%%ﬁ%ﬂ%r Yiing alagzﬁri

determ nes thstioaldiger of frames to be contained within one said sel ect ed
area of the digital data. One said selected area may have |ess than 100
frames. 30 In an enbodi nent, the al gorithm determ nes the encoding for each
said sel ected arFee ehcoder ldlegiabiﬂd ola¢antaiied hyvibeladgeithen heseectcarday of

varue, af %ésd'%'@3@%@&%@@5@%@@%%@@3&6%%ﬂé‘d@eﬁﬁiﬁéééqa?ﬁﬂ i ng

for each saihichlasidsdtieanbalanasd ddheentenktoDBy mastee disgppr oaches t he
predet er mi ned val ue whereby poor DSV characteristics are given to each said

sel ected area. s Enbodi nents of the present invention wll hereinafter be
descri bed, by Where the digital data is to be encoded using EFM encoding with merge

bits chosen during encoding inserted between successive channel bits, the data
15 file algorithm enables merge bits to be chosen to give poor DSV characteristics
to the selected digital data.

Where the digital data is to be encoded using EFMPIlus encoding where
each 8 bit data word is encoded into one of a choice of four 16 bit channel
20  words, the data file algorithm enables 16 bit channel words to be chosen to give
poor DSV characteristics to the selected digital data.

In an embodiment, the selected areas of the digital data chosen for
modified encoding, are each restricted in size.

25
For example, the algorithm determines the number of frames to be
contained within one said selected area of the digital data. One said selected
area may have less than 100 frames.
30 In an embodiment, the algorithm determines the encoding for each said

selected area of the digital data which would provide good DSV characteristics,
compares the good DSV value with a predetermined DSV value, and then

35



way of exanple, with reference to the acconpanyi ng draw ngs, in which:
Figure 1 shows an enlarged view of a CD showing the pits and | ands, Figure
2 shows a section through a pit and land illustrating the data encoding

t hereof, 10 v gesamesded | | ustrates the DSV correspondi ng t ectrhanenaesed dat a,
Figure 4 shows schematically the manner in which nerge bits can be chosen,
Figure 5 shows schematically the encoding of data onto a CD, Figure 6
illustrates a frame in the encoded data, 15 Figure 7 illustrates EFMPI us
encodi ng, Figure 8 shows schematically part of a spiral track on an optical

di sc and 'tscHarr@‘éE'tHQenEb&iHb%:ge?%H 54 58lcBfod AR5 el thAaha sy MBfyecs to be
encoded onto a di'sc, fl|1:5| ur th , sérat S t!:{]e effe\é of poor DSV

char act er i st | S¥PrOFFHH ?3?[?59 eZ@‘"ﬁQV ‘FR)WF‘F“IS’ YH@%&ﬁ RERLRCUISHSE Pk Fi gure
10b show ng tdivenssosaciataid sbectothtaeed., and Figure 1 Dc show ng the

di stortions in audio produced thereby, and Figure 11 graphically

illustrates the encoding algorithm This description specifically explains
the encodifhg of a Epbpdimemns of the presentiavestioniuill hessisater e daserdieds bY copy

pr ot ecti ng. Suglly 8 SRIREN, wiRYBRREnos to theiddbohiPaApRatiaires, inAhichhe pr esent
I nvention is no IIJ_..mte,}j bo use W|1th a CD- [?nﬁ fJnd[ﬁ aﬁﬂgll tion to all
data carrying optiCHWE SEEWS SHLVAIOEY ]I Of Aer™ PHOMINE*BR a&ﬁg &bl e to
all formats of CDsFigor 2shews o seatisnshroligbdlpit 213D lahdrilstratingdhe data

description %a gi ves one exanple of the encoding of data onto a
CD. O her en\(,:\%ﬁl n'ﬁi{oﬂc?géﬁfére ossible and it wll be appreciated that the

i nvention®s not [|Figpteed illustrais heddRy serasrrnding tuihe encededsiaid enl ar ged

view of part of a Ghufdehbodsistheniatisally B8 nidretes dmwhith mergeebits samobe, t hese
pits extend al,ong a spiral track on the surface of the disc and are

separ ated by ?I?R%Q.’ WO 2004/ 066294 PCT/ GB2004/ 000241 7 Figure 2 shows a
section through a fppigtresd shawsashematicallythe gncading®f dada anto a CD,

Figure 6 illustrates a frame in the encoded data,
15 Figure 7 illustrates EFMPius encoding,
Figure 8 shows schematically part of a spiral track on an aptical disc and
its tracking,
Figure 9 illustrates poor DSV characteristics to be encoded onto a disc,
Figure 10 illustrates the effect of poor DSV characteristics, with Figure
20 10a showing the DSV characteristic, Figure 10b showing the associated dc
content, and Figure 10c¢ showing the distortions in audio produced thereby, and
Figure 11 graphically illustrates the encoding algorithm.

This description specifically explains the encoding of a CD-ROM and the
25  use of the present invention for copy protecting such a CD-ROM. However, it
will be appreciated that the present invention is not limited to use with a CD-
ROM and finds application to all data carrying optical discs. Specifically, the
invention is applicable to all formats of CDs and to all formats of DVDs.

30 Furthérmore, the description which follows gives one exampie of the
encoding of data onto a CD. Other encoding modes are possible and it will be
appreciated that the invention is not fimited to the encoding mode.

Figure 1 shows an eniarged view of part of a CD showing the pits 6
35 thereon. As is well known, these pits extend along a spiral frack on the surface
of the disc and are separated by lands.



I's encoded on a CD. The pits and | ands do not represent binary Gs and 1s,
but instead represent transitions fromone state to another. The data
signal is stored in NRZI form (Non-Return to Zero Inverted), where the

signal is iweoenlededsevery time a |l is encountered. Fi gueEesmiows2dthe

bi nary val ue 00100010. The data stream al ways consists of pits and | ands of
at least 3 bits and at nost 11 bits long This is sonetines referred to as
a 3T-11T where T is a | bit period. A 3T pit has the highest signal
frequency (720khz) and an | IT pit has io the | owest signal frequency
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+1 20 to each Iand T and -1 to each pit T. ldeally, the DSV shoul d stray
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in CD player riy optimal "head positioning may be
conpr om $&d. thﬂ‘lp‘é’eﬁwg'é%ﬁf%ﬂue@%égé&l'@ hd failures fromthe CD. This is

di scussed further below. Original data, in 8 bit bytes, is passed through a

PSS o e ao SN0 Bl e Bighd i DBy b efor e,

| evel out thprafuseesigal farms apduargivRyve K@W%aﬁéﬁ M&l%abal Bpdigitabem  and
to ensure thahyb EB‘E‘/)i’éﬁ)ermnﬁwﬁmﬁérehhe@&t\/@é@ﬁihetr’ilﬁnﬁﬁ\ﬂnﬁfpdall&@sW&e of
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land. As each data bit is read, the DSV is incremented or decremented
depending upon whether the data bit corresponds to a pit or a land.

As indicated in Figure 3, the DSV is determined by assigning the value +1
20 toeachland T, and —1 to each pit T. Ideally, the DSV should stray as fittle as
possible from the zero level. If the DSV has a rapid rate of change over a
significant period of time or if the DSV has substantial low frequency
components then the transitions in the EFM signal may be shifted from their
ideal values and/or the ability of tracking and focus circuits in CD players or
25  drives to maintain optimal head positioning may be compromised. This typically
causes read failures from the CD. This is discussed further below.

Original data, in 8 bit bytes, is passed through a process calied EFM
encoding to produce the 14 bit symbols, often referred to as channel bits, The
30  sef of 14 bit symbols is especially designed:
to level out the number of pits and lands, to help maintain balanced DSV;
and
to ensure that there are no symbols which break the £FM coding scheme
of 3T-11T.
35
Another way of regarding the 3T-11T run fength limiting rules is that the
number of successive zeros must be greater than two and less than ten. ltis



nunber of successive zeros nust be greater than two and less than ten. It is
WO 2004/ 066294 PCT/ GB2004/ 000241 S immedi ately apparent that this
requi renent may be conprom sed where two 14 bit synbols follow one after

t he ot her. Hgcanficepky, a set of 3 nerge bits are addedp@etweRpomaah 14 bit
synbol and the one followng to ensure that there are no violations of the

3T- 11T codi ng schene and to ensure that & suitable s DSV i s mai ntai ned.
Figure 4 shows schematically the manner in which the nerge bits can be
chosen. In Figure 4 there are showmn two 8 bit data synbols 30. These are
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transitions the nerged words for €ach choice of the nmerge bits XMM and
al so shows tﬂ@VDSV‘%{@@H%dat ed with each choice. In the enbodi nment
illustrated, the nmerge bits 000 give a DSV value of -1, the merge bits 010

i DSV val 7 . ' . 0 6.
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i ndi cated, there arge 2048 bytes. of .user .data. This i cat at _10.
ll'heln, asi| I‘ti%f"ﬁ?i?'eﬁhﬁf" tPfr}/sgr%Mttgq; &?E}taﬁt rﬂg%gyré@ol'ﬁ%%‘p?%ﬁﬂgéygct i on
code (EDC) 1lingtiliraitingrulesy thees merge bite XMid@re iresied bedween sticcadsivee

original 204 p ensure that the final arrangement of pits and
| ands neet t%&%ﬁy@éﬁﬁ%-rul es for DSV, the data at 12 is then scranbl ed

as shown at 18 using an 30 XOR algorithm The scranbling seeks to reduce
the |ikelihood thgtthelexagiph Hustadtin Mipuweu! diras combisationdasfanavgelbits
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each choice of the merge bits XMM and also shows the DSV associated with

each choice. In the embodiment llustrated, the merge bits 000 give a DSV

value of -1, the merge bits 010 give a DSV value of +7, and the merge bits 001

give a DSV equal to +6. In most cases, therefore, the encoder will choose the
20 merge bits 000 to give the lowest absolute DSV value.

Figure 5 shows schematically the encoding of data onto a CD in the form
of pits 6 and lands 8. I[nitially, and as indicated, there are 2048 bytes of user
data. This is indicated at 10. Then, as illustrated at 12, a sync block, a header,

25 an error detection code (EDC) 14 and error correction code (ECC) 16 are added
to those originai 2048 bytes.

To help ensure that the final arrangement of pits and lands meet the EFM
cading rufes for DSV, the data at 12 is then scrambled as shown at 18 using an
30  XOR algorithm. The scrambiing seeks to reduce the likelihood that plausible
repeating patterns of user data would inadvertently correspond to DSV problem
causing patterns by effectively randomising the data across a sector.

As indicaied at 20, the data is then passed to the CIRC encoder. The
35 CIRC encoder, by means of delays, distributes the data across a number of
sectors. The data is then passed to the EFM encoder 22 where the 8 bit data
words are transiated into the 14 bit channet words and the merge bits are



As indicated at 20, the data is then passed to the CIRC encoder. The 35

Cl RC encoder, by means of delays, distributes the data across a nunber of
sectors. The data is then passed to the EFM encoder 22 where the 8 bit data
wor ds are tywgnsilsdt@ss i nto the 14 bit channel words and teegramo@moisi s are WO
2004/ 066294 PCT/ GB2004/ 000241 9 inserted to formthe pattern of 1's and
0's. It is the EFM encoded data which is gconverted into the series of pits
and lands on the disc. As is also known, the encoded data on a CDis
arranged in frames. The s format of a frame is illustrated in Figure 6
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and on a CD-ROM ich is_briefl

accordand® with i %@%ﬁrﬁ % Ad- ngér@&ﬁpaeta' 'E&V&Dhﬁ?ve qr{cj ?%s‘ﬂ%?wgﬁ@ég%s ary
to further dER®,Del,the/ anddlli i@enarally oy thePesdt @ subkdode bits aregsedds, as

oth are vl bnkBaHR At "R SLAGH BohiDas T Kbl drath iy Abdre B8re

Simlarly, the enco

known and wi [groynrsd ipto §§§§ﬁ0f rand the Sd&br@qe bits feom the 8(frames aspherliectad\ios do
not use an ik enlsREHe BIGKBE Mhatis, Babk 508-cBHE Dldtk islesastrited e at HVDs use

15 time from 98 successive frames. in this way, 8 different subchannels, P to W,
are formed. These subchannels contain conirol data for the disc. The P-and
Q- subchannels incorporate timing and navigation data for the tracks on the
disc.

20 The data encoding on a CD-DA and on a CD-ROM, which is briefly
described above, is well known and in accordance with international standards.
Accordingly, it is not necessary to further describe the encoding, nor the rules to
which it complies, as both are well known and understood to those skilled in the
art.

25 _

Similarly, the encoding schemes and compliance rules for DVDs are well
known and will not be described in detail herein. In this respect, DVDs do not
use an EFM encoding scheme with merge bits as described above. DVDs use
an encoding scheme known as EFMPlus which is schematically illustrated in

30 Figure 7. in EFMPIlus, the 8 bit data words indicated at 30 are translated into 16
bit channel words, indicated at 32, by way of the EFMPlus modulator 34. This
EFMPIlus modulator 34 Incorporates a number of look up tables which provide a
choice of four 16 bit words 32' for each input 8 bit word 30'. The algorithm
controlling the modulator 34 manipulates the choice of the 16 bit words 32’ to

35 minimise and control DSV.



an encodi ng schenme known as EFMPlus which is schematically illustrated in 30
Figure 7. In EFMPlus, the 8 bit data words indicated at 30 are transl ated
into 16 bit channel words, indicated at 32, by way of the EFMPl us nodul at or
34. This EFRWe 8408084l at or 34 i ncorporates a nunber of | s which
provide a choice of four 16 bit words 32 for each input g@ﬁﬁtﬂﬁ%’?@hgw. The
algorithm controlling the nodul ator 34 ngipul ates the choice of the 16 bit
words 32" to 35 minimse and control DSV. WD 2004/ 066294 PCT/ GB2004/ 000241
10 As set out above, one of the reasons for w shing to keep good DSV
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this speed increase, occurs bhecaus t he tangenti al
equal to the FP”QH%@"%"FQW‘:M‘RE oAk ftd.speed at which the disc revol ves.

Therefore, as the | aser noves outwardly, the spindle
Disc readers and players are provided with appropriate tracking systems

(not shown) fo keep the laser beam 42 centred on the track 40. As it plays a
CD-DA, for example, the tracking system has to continually move the laser

20 outwardly from the centre of the disc towards its periphery. As the faser moves
outwardly the pits 6 move past the laser beam 42 at an increased and
increasing speed. It will be appreciated that this speed increase occurs because
the tangential speed of the pits is equal to the radius multiplied by the speed at
which the disc revolves. Therefore, as the laser moves outwardly, the spindle

25 motor (not shown) which roiates the disc must slow the speed of the optical disc.
In this way it is ensured that the pits travel past the laser beam at a constant
speed and that the data is read from the disc at a constant rate.

It is because the laser iracks the spiral of data using the pits that there
30 cannot be extended gaps where there are no pits in the data track. This leads to
the run length limiting rules described above.

Thus, it is generally required to encode data onto a disc such that the
DSV does not have high absolute values, does not change rapidly, and does not
35 have low frequency components. This latter requirement means that the DSV
does not oscillate in a regular fashion. All these requirements ensure balanced
dc content. As set out ébéve, a balanced dc content helps the tracking system



25 notor (not shown) which rotates the disc nust slow the speed of the
optical disc. In this way it is ensured that the pits travel past the | aser
beam at a constant speed and that the data is read fromthe disc at a
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appears t o a gdcayieg. or reader as burst errors and is generally well

As discussed above, the existence of unbalanced dc content would
generally force the servo motor of a player or reader to move out of proper
alignment with the spiral track. However, because the unbalanced dc content is

20  introduced in selected areas which are restricted in size, the unbalanced dc
content appears to a player or reader as burst errors and is generaily well
handied by ptayers. In this respect, audio and video players traditionally play at
a speed of 1x, which equals a data transfer rate of 176.4 kbytes per second.
Data readers, which may read at a speed of 50x and greater, are much more

25 susceptible to the existence of unbalanced d¢ content. A data reader accessing
the copy protected data may experience error messages, data errors and/or
jitter.

However, it is software provided for the purpose of copying or ripping

30 content from optical discs which is the most susceptible fo the unbalanced dc
content. Traditional ripping software, which uses buffering technology to retrieve
data from a disc, reads the data in a sector for input into a first buffer, and then
reads the data again in the same sector for input info a second buffer. The
software requires the contents of the two buffers to be the same as a check that

35 the data extracted is correct. The loss of tracking caused by the unbalanced dc
content makes it difficult, as set out above, to reliably extract the data at all.
However, it is even more difficult for the software to access the same position on



handl ed by players. In this respect, audio and video players traditionally
play at a speed of 1x, which equals a data transfer rate of 176.4 kbytes
per second. Data readers, which may read at a speed of 50x and greater, are
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proposed to introduce unbalanced dc content in the form of rapidly increasing
DSV or as an oscillating DSV paitern. The unbalanced dc content may be
applied to the optical disc alone or in addition to other copy protection or
20  identification techniques. '

The unbalanced dc content may also be used in an authentication or
signature technique. - In this respect, it will be known where the unbalanced
content has been located on a disc. A disc can then be checked to ensure that

25 there is unbalanced data content at a particular location either to authenticate a
disc or to control its use.

Furthermore, it is possible to apply the unbalanced dc content to localised
areas only of an optical disc to protect data in those localised areas from
30 access.

As set out above, for a CD the value of the merge bits is chosen by the
encoder, for example, of a laser beam recorder, to minimise the DSV on a
master disc, One method of adding unbalanced d¢ content to an optical disc,
35 therefore, is to require the encoder to introduce a specific combination of merge
bits at particular locations on the optical disc during mastering. This can be
done, for example, by the following encoding algorithm:
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current and 7ol | owi ng. ERM -3y b eac Eol SOmBRRURR Of mesga P Eonbi nat i on of
merge bits: 3.1.3.1. Calculate the DSV value which occurs after the
following EFM symbol.

15 3.1.3.2. Calculate the difference between the desired DSV
vaiue predetermined for the particular frame and
that calculated in 3.1.3.1.

3.1.4. Choose the combination of merge bits which minimises the
value calculated in 3.1.3.2.

20 3.1.5. If more than one such combination of merge bits exists,
choose one that results in an EFM signal transition (pit-land,
‘ or land-pit}.
3.2 Encode the frame using the merge bit combinations calculated
in 3.1.
25

This algorithm is shown graphically in Figure 11 in which the DSV paitern
50 desired for a sequence of frames 52 is indicated. As shown, the DSV is
caused to increase at a rapid rate. The DSV at the end of one frame 54 would
be 250 or lower under normal encoding but, by way of the algorithm is brought to
30 be as near to 500 as possible. This process carries on with successive frames
52 such that the desired DSV profile is achieved.

it will be appreciated that variations in and amendments to the
embodiments as described may be made within the scope of this application as
35 defined in the accompanying claims.



3.1.3.1. Calculate the DSV val ue which occurs after the follow ng EFM
synbol. 15 3.1.3.2. Calculate the difference between the desired DSV val ue
predeterm ned for the particular frane. and that calculated in 3.1.3.1.
3.1.4. Choose the conmbination of nmerge bits which mnimses the value
calculated in 3.1.3.2. 20 3.1.5. If nore ¥han one such conbination of mer ge
bits exists, choose one that results in an EFM signal transition (pit-Iand,
or land-pit). 3.2 Encode the frane using the nerge bit conbinations

calculated in 3.1. 25 This algorithmi graphically in Figure 11 in
whi ch the DSV pattern 50 desired for nce of frames 52 is indicated.

As shown, the DSV is caused to increase at a rapid rate. The DSV at the end
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whi ch are to be given unbalanced dc content.

3. A method of copy protecting an optical disc as claimed in Claim 1, further
comprising randomly selecting selected areas of the recorded digital data which
15  are to be given unbalanced dc content.

4, A method of copy protecting an optical disc as claimed in Claim 2 or
Claim 3, further comprising restricting the size of each said selected area of the
recorded digital data.

20
5. A method of copy protecting an optical disc as claimed in Claim 4, further
comprising recording the digital data onto the optical disc in frames, and
providing that each selected area having unbalanced dc content contains less
than 100 frames.

25
6. A method of copy protecting an optical disc as claimed in Claim 4, further
comprising recording the digital data onto the optical disc in frames arranged
into sectors each having a plurality of frames, and providing that each selected
area having unbalanced dc content contains less than 2 sectors.

30
7. A method of copy protecting an optical disc as claimed in Claim 6,
wherein each sector contains 98 frames.

8. A method of copy protecting an optical disc as claimed in any preceding
35 claim, further comprising giving some of the recorded digital data unbalanced d¢
content by providing the recorded digital data with poor DSV characteristics.



are to be given unbal anced dc content. 3. A nethod of copy protecting an
optical disc as clained in Claim1, further conprising randomy selecting
sel ected areas of the recorded digital data which 15 are to be given
unbal anced dc content. 4. A method of copg protecting an optical disc as
claimed in daim2 or Caim3, further c rising restricting the size of
each said selected area of the recorded digital data. 20 5. A nethod of
copy protecting an optical disc as clainmed'in Claim4, further conprising
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copy protecting an optical disc as claimed in any precedl ng 35 claim
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cl ai ned i n Cireqoecy covhpoeémist he DSV of the recorded digital data has a
rapid rate of change. 10. A nethod of copy protecting an optical disc as
claimed in daim8 or 5 Caim9, wherein the DSV of the recorded digital
data has hi gfiZabsBinethodaficopy pretecting @t dpiigabdisc @syclpinadcint amgpeacedingi cal
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digital data has su stantl re uency
de content by encoding selected areas of the digital data to have poor DSV

characteristics.

15
13. A copy protected optical disc having encoded digital data recorded
thereon in the form of pits and lands, wherein the encoding of the digital data
and its recording onto the disc has been controlled such that selected areas of
the recorded digital data have been given an unbalanced dc content

20
14. A copy protected optical disc as claimed in Claim 13, wherein the
selected areas of the recorded digital data which have unbalanced dc content
have been predetermined.

25 15. A copy protected optical disc as claimed in Claim 13, wherein the
selected areas of the recorded digital data which have unbalanced dc content
have been randomly selected.

16. A copy protected optical disc as claimed in any of Claims 13 to 15,
30 wherein the size of each said selected area is restricted.

17. A copy protected optical disc as claimed in Claim 16, wherein the digital

data recorded onto the optical disc has been arranged in frames, and wherein

each said selected area having unbalanced dc content contains less than 100
35 frames.



10 12. A nethod of copy protecting an optical disc as clainmed in any
preceding claim wherein the recorded digital data on the optical disc is
gi ven unbal anced dc content by encoding sel ected areas of the digital data
to have poor DSV characteristics. 15 13. A copy protected optical disc
havi ng encoded digital data recorded thef’eon in the form of pits and | ands,
wherein the encoding of the digital data and its recording onto the disc
“has been controlled such that selected areas of the recorded digital data

i sc as cl ailfba ThotPuPIROGes dficaPaLERs RublindiaRR AL UARRERIRe BRitRS
di gi tal dat daliresordadentmths aplicad dike hasiesn arranged dorseptars atibreached. 25
N _ ; ; . . .

CoPy, BeGpRR € Pluior el s g sassande

i
sel ected areas of the reéc |n%\|ta “data ave un
have been r diay8ig ynkalpaeeddc coptenh coplaingless deard sestoréal disc as clained in

any of Csainms 13 to 15, 30 wherein the size of each said selected area is

restricted. 17. co rotected. optical di.sc as ¢clained in Caiml6,

Wher ei b che B g aEobLRiSHERICE nE 85 RITE N CIp T B WHSESTD SN SEE iRl e

I n frames, aontaiheO8iframesch sai d sel ected area havi ng unbal anced dc content
contains less than 100 35 franes. 16 18. A copy protected optical disc as

claimed in Caim116, wherein the digital data recorded onto the opti cal
di sc has beé.ar raogeypraiededapticabdist Bl oaivted isertyosf Claimailditad% plurality

of fra , el el ' I ' : : cont ent

cont ai EE%I e?gm?r anécg‘hgé)ﬁlgé:g@%ﬂﬁ@ ﬁeég%)ga%fo ee%@gdﬁgb% G%nggg cl ai med

in C ai m 18, unhiadarsied daeonteatby providing dheseaeded digital data with poor DSV
characteristics.

21. A copy protected opfical disc as claimed in Claim 20, wherein the DSV of
15 the recorded digital data has a rapid rate of change.

22. A copy protected optical disc as claimed in Claim 20 or Claim 21, wherein
the DSV of the recorded digital data has high absolute values.

20 23. A copy protected optical disc as claimed in any of Claims 20 to 22,
wherein the DSV of the recorded digital data has substantial low frequency
components.

24. A copy protected optical disc as claimed in any of Claims 13 to 23,
25 wherein the optical disc is a CD and has been subjected to EFM encoding.

25. A copy protected optical disc as claimed in any of Claims 13 to 23,
wherein the optical disc is a DVD and has been subjected to EFMPIlus encoding.

30 26. A copy protected optical disc as claimed in any of Claims 13 to 25,
wherein the digital data recorded on the optical disc is one or more of: audio
data, video data, graphics data, visual data, animation data, numerical data,
program data, control and access data, and/or any other data.

35 27. A data file enabling digital data to be encoded and copy protected by a
method as claimed in any of Claims 1 to 12.



20. A copy protected optical disc as clained in any of Clains 13 to 19, 1o
wherein sone of the digital data recorded on the optical disc has been given -
unbal anced dc content by providing the recorded digital data wth poor DSV
characteristics. 21. A copy protected optigcal disc as clained in C aim 20,
wherein the DSV of is the recorded di glté data has a rapid rate of change.
22. A copy protected optical disc as clainmed in Caim20 or Caim21,
wherein the DSV of the recorded digital data has high absolute values. 20

23. A copy pg@{/eg%‘%ﬁgé’rﬁié gaky é«%ég lﬁ%l&lh?%a,t A Q i£8¥%. ﬂ eglt@'bgsefx%%uta%lgz

wherein the e recor S Su antta reguency
conponents. 24. A copy protected optlcal di sc as clalned in any of Clains 13

to 23, 25 V‘QQre'ﬂddi‘é‘ﬂ%Ofdr%| gﬁh%e;gnala ﬁqowré&%éwm%hbs&éfg C@ EEM

encoding. 25. Ac protecte Ical | sc as clalmed 1 n_an
to 23, vx,herBTOfﬁe@tﬁé 6{5’(‘ iOf1AN BPB‘Ea'ldiSCa the/datan M'ﬂ%@ha&%ﬂ@@tféﬂeﬂ@blmvm us

igc?dl gg 5 30s&lected ?ﬁas oﬁ’ﬁl@% elrgﬁtgdct:lm@ttbqﬁ l(:jnté% P nﬁ‘doﬁﬂé@dnt@dlﬁg)’aﬁﬂ tHdrai ms
0 er ei e I ta ata, recprade one or
rore of - audies enaRiing Epradibhiths Sk ald atine bt Hafbsuch that

dat a, nuneri gabaldated dcoogrdgm data, control and access data, and/or any

other data. 35 27. A data file enabling digital data to be encoded and copy
protected by a nethod as clainmed in any of Clains 1 to 12. 17 28. A data
file as clai 8@d iA datafie agp!a}medrm Cdaiar 29nwlkereirothecdigitalodatalis & b29 A data

file for léanag}]é&godbgih%% g%lp}én%ﬁﬂégg%fdm é"cﬁéb&ﬂ&@ﬂﬁfja &delﬁ

protected formon an o ehaV|n gor | hmfo
enabl i ng 5 s#isededddeivesn S@ﬂCQS%VQﬁJ@ﬁﬂﬂﬂ' bits;: and whaéelnﬁbgéﬁta Bhe algerithimed

encodi ng, anénénsg mér@é tﬁi&%@'ﬂé‘&@&%@@e Bbof he\s&l frabrfisBesasu the
digital data such lg\tkﬂéiaé? hunbal anced dc content. 30. A data file as
nt

clainmed in CF’%'PFr‘ieﬂ e digital data is to be 1o encoded usi ng EFM
encodi ng where nerge bits chosen during encoding are inserted between

successiye channel bit e S0MNEHT RidiRF283kRedein frePuigRal dd18s to be
encoded using EFMPIlus encoding where each 8 bit data word is encoded into
“one of a choice of four 16 bit channel words, and wherein the data file algorithm

enables the 16 bit channel words to be chosen to give poor DSV characteristics
to the selected digital data.

20 32. Adatafile as claimed in any of Claims 29 to 31, wherein the selected
areas of the digital data chosen for modified encoding, are each restricted in
size.

33. A datafile as claimed in Claim 32, wherein the algorithm determines the
25  number of frames to be contained within one said selected area of the digital
data.

34, A data file as claimed in Claim 33, wherein one said selected area has
less than 100 frames.

30
35. A data file as claimed in any of Claims 32 to 34, wherein the algorithm
determines the encoding for each said selected area of the digital data which
would provide good DSV characteristics, compares the good DSV value with a
predetermined DSV value, and then medifies the encoding for each said

35 selected area such that the DSV value approaches the predetermined value
whereby poor DSV characteristics are given to each said selected area.



enabl es nerge bits to be chosen to give poor DSV characteristics to the
selected digital data. 1s 31. A data file as clained in Caim29, wherein
the digital data is to be encoded using EFVMPlus encodi ng where each 8 bit
data word is encoded into one of a choice of four 16 bit channel words, and
wherein the data file algorithm enables fhe 16 bit channel words to be
chosen to give poor DSV characteristics to the selected digital data. 20
32. A data file as clained in any of Clains 29 to 31, wherein the selected
areas of the,gigi a_chosen for i.ed odi ng,. ar.e _each r ricted
TS ve. | 3P0 A Pate el SRR G LAy RY B4 S06°nauioR 'S AB3RPRHRT bhm
det er mi nes tdéveecubiblaunber of frames to be contained within one said selected
area of the digital data. 34. A data file as clainmed in Caim 33, wherein
one said selected area has less than 100 frames. 30 35. A data file as
claimed in any of Clains 32 to 34, wherein the algorithm determ nes the
encodi ng for each said selected area of the digital data which would
provi de good DSV characteristics, conpares the good DSV value with a
predet erm ned DSV val ue, and then nodifies the encoding for each said 35

sel ected area such that the DSV val ue approaches the predeterm ned val ue
wher eby poor DSV characteristics are given to each said selected area. 18
36. A data file as clained in any of Clainms 29 to 35, which is arranged to
be executable. 5



