WO 01/ 54194 PCT/ GBOO 04869 PERSONALI ZED HARDWARE FI ELD OF THE | NVENTI ON
The present invention relates to design and manufacture of integrated
circuits wWwoes¥41and, nore specifically, to apparatus and neCheaso/b4ss9 5
personal i zing |1 Cs. BACKGROUND OF THE | NVENTION I n the sem conduct or
industry, there is a need to enable differentiation between single chips

for purposes, f PERSONAEIZED HARDWALRYE i ng control; 1 o tracking of the
chips' history; and identification and serial nunbers in various

appl i cations. THIEISNQWHAIIE INVENRIOACt uri ng processes for mass production

in general is sed upon net hods for ki ng | ar ge nunber of
"many- of - t he- - Te3Git haveniion rf’}ﬁéqsetf)ﬁél,gntaéﬁdpﬁ Aetyie af ttegrateden chi ps

ef fectivel y;angs [I%?s?famg,gﬂg?% %cﬁ%@&u[o Q@E%tﬁgnaﬁé ﬂ%ﬁ%&fseﬁﬂnm acturing

t hr oughput capacrty; and qu ty i's angjo e. Dependi ng on
t he purposgefsnalifigdCkf erentiation and on the abilities of the available
t echnol ogy, various solutions have been presented in the prior art. 20 For
manuf act uri ng cHACKHGRQUND OIMTHEINVENTKONy, visual identification

sol uti ons have been proposed. Exanples include the follow ng: US Patent

6, 063, 685 t0 St g HiahsehicBhduct¥indlsPESREDES et @ﬁ%ﬁ%?ﬁffe&hggﬁén
bi p W |"aser

identification by inscribing characters on a chi rFect wite;

25 US Pat ebetwieenlingléZhips Bhipuspdts,dbr exarhplehofl epsmifi@sriviTohirsl; human and
machi ne-readabl e | aser scribed identification; and US Patent 5, 350, 715 to

Lee, wiPchtigekiagiafdbe shipsshistorgipandvidentificatéon anthseriad munetfees irl varaison dat a.
Sof t war e soh}%é@gns of various kinds have been proposed to inplenent 30 ID
or serial O m croprocessors and ot her chips. These nay conprise

nunbers bei ng prgg rs@md%@fbr%ﬁ{lﬁgcthﬂng 3?60"69&6%@& thdd g%&uec?ioﬁl}lr\{m of

general is based upon methods for making a large number of “many-of-the-
same” chips, and therefore, to differentiate between chips effectively and

15 efficiently without compromising the manufacturing throughput capacity,
cost and quality is a major challenge.

Depending on the purpose for the differentiation and on the abilities of
the available technology, various solutions have been presented in the prior
art.

20 For manufacturing control and chip history tracking, visual
identification solutions have been proposed. Examples include the
following:

US Patent 6,063,685 to Steffan et al., which describes a method for
visual identification by inscribing characters on a chip with laser direct write;

25 US Patent 4,510,673 to Shils et al., which describes visible human and
machine-readable laser scribed identification; and

US Patent 5,350,715 to Lee, which describes a visual dot matrix for
chip-on-wafer location data.

Software solutions of various kinds have been proposed to implement

30 ID or serial numbers in microprocessors and other chips. These may comprise

numbers being programmed and stored in non-volatile memories (NVM) of

I
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SUBSTI TUTE SHEET (RULE 26) WO 01/54194 PCT/ GBBOO 04869 various types and
used by the processor through nenory reads, typically via a bus. US Patent
6,018, 686v0ooI/&X18p et al. describes an I C with manufact uri PQT/GiBné/esa®t i on
stored in non-volatile nenory. 5 US Patent 5,732,207 to Allen et al.

descri bes a mjcroprocessor with on-chip EPROM hol di ng nmanuf acturing and
confi gur at iV@HOPﬁFWPFidﬁ?d\gS the pepesspr thupugh/memoreeeads, typicallggér i bes an
appar at us gng, et hod for encrypted serial nunmbers for a CPU die stored in
a non-vol atiTe RAM die, both within a single package. 10 US Patent

5,790, 663 to Leqy@Ppagint 69)61_%96863[%50%0%%1.%%%@&%%{l%ﬂﬁtgggg?%ﬂ%ﬁlgﬁ for

access to an encrypted serial nunber. US Patent yer et al.
descri bes anfoapp#oattered imnomwolwile imemaorgent i fyi ng mi croprocessor data of
origin, type, stepping, and other paraneters, stored in constant ROM or
regul ar 5r egi st erléé) Egt%ﬁi@@sm?aﬁodﬁ}é@réetsﬁl descoibes hmeicrapirogestoswithor

Vol tageor e pent R oBgRE e et R e e TRt i ithns, 1 e
Pat ent 5, 672904 1 LR o AP PR O AR USRS PR ahd Bl

Patent 5,672,994 to Au et t 20

i ncor por at dor hmrypmdbyrialaimnﬁéméor SE€PU desord inmigMesaa RANSe MOSFET,
US Patent 4,916,809 to Boudou et al. describes a nethod for programuable

| aser wel didigy beth withig asinglispmekaget 4, 937, 475 to Rhodes et al . describes a
progr ammabl e ci s.are broken or connected by

Lt r ndyctor lipk
| aser; 'dnd 25 u?%?@ﬂ%@?@é%?ﬂ etec?tQLi‘gﬁ?m&S gyoftyars appaEdusantet hod
i ncl udi ng i AN i i npl enented by nmeans of an OIP
regi ster ?ﬁb&pﬁ%?%dc{cg%etp a@r%&ﬁ%@%@%@@%%&s or anti-fuses programed
by current, or USPaRans, 701 0663b DrRYer & ANISLRE & apfadrifu§anly e-beamin an

all e-beam 1ithography process.
method for identifying microprocessor data of origin, type, stepping, and
other parameters, stored in constant ROM or regular registers
15 Various hardware solutions including fuses or anti-fuses have been
proposed. Some of them are programmed with high voltage or current, and
some are programmed with external means, like laser cutting or welding.
The following ére examples of the prior art:
US Patent 5,672,994 to Au et al., the disclosure of which is hereby
20 incorporated herein by reference, describes an improved antifuse MOSFET:
US Patent 4,916,809 to Boudou et al. describes a method for
programmable laser welding anti-fuses;
US Patent 4,937,475 to Rhodes et al. describes a programmable circuit
where conductor links are broken or connected by laser; and
25 US Patent 6,065,113 to Shiell et al. describes a method including an
identifier in a microprocessor implemented by means of an OTP register
including laser breakable fuses, fuses or anti-fuses programmed by current, or
an identifier stored in an EPROM or written by e-beam in an all e-beam

lithography process.
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2 SUBSTI TUTE SHEET (RULE 26) WO 01/54194 PCT/ GBOQO 04869 In sone cases, it

Is known in the art to conbine optical parallel |ithography with e-beam
| it hograph@ ov/Eadpl es of the prior art include: US Patent PET/8B4)/0BM t O
Sugi hara et al., which describes a lithographic system conbining optical

| i thography with e-beam exposure for inproved 5 resolution and throughput;
Japan Publ i c- di slolsoser eash).it #-ki581in the st tgresdnbioe dptiedtparalidli ch  descri bes

phase. ahi f (LHRRTRPAAT SRSHTRHBPEIERY o CRGUIRES REihe Pr BB 3eBClides  gned o
NEC, which 1 0 dSGHIGES BTPENGH S BnRUIASHNER aBlrfess 1B AP O™

optical |ight exposure and am for w ecificto

each | C. Thgsfeph bowmbhanPadRiEhbli rgﬂiglxivﬁatemeak XA igHre&fedt her prior
art: us P??ents: 5,357?07;‘73; 5,%15@%, 15; 4,510, 673;1%5, 109, 13-8); 5,937, 270;

5, 808, 268; ré8dlntioe and thidtghpdt; 5, 727, 231; 5, 903, 490; 5, 903, 490; 15
5,679,967; 5,619,062 5,545, 904; 5,111,273: 4,937, 475;. 4,931, 671;

4 875 971 5 607Papen Publig-gisclosyre Woy 4ol 54842, asstgngdde flitashy whicha: and

5,733,711 Exanpl es of .other prior. art are.also found in the.foll,ow ng

pubi 1 cat | oot et BORY SBitoliind prpEushebi3Nth shebtimiige’ 19,
M cr opr ocessRke Whifmatk:Ef@OM for. witing security information init. IBM
Techni cal sclosure Bulletin (TDB) article from August 1987, pp.

1284- 1285, whi cHapasPubhiesiselssaceiNot ¥-29861 6 nadsipnedrtoNIOC) whichf dat a
contai ned on a _disk. 25 January 1988 article from Cki Technjcal Review 129
by Yoshioda deseribesshmietias on mangiectere of 16’8 vsingrapearemonmpticd kightds with a
oo s e HOFaf kbR ricle biferh 9L OUHOR SRaPrOVT sTonal patent
The following patents and publications are examples of other prior art:
US Patents: 5,357,077; 5,350,715; 4,510,673; 5,109,149; 5,937,270;
5,808,268; 481,102; 5,721,150; 5,727,231; 5,903,490; 5,903,490;
15 5,679,967, 5,619,062; 5,545,904; 5,111,273; 4,937,475; 4,931,671;
4,875,971, 5,607,801, 4,720,470; 4,720,470; 5,093,550; 5,410,124; and
5,733,711
Examplés of other prior art are also found in the following
publications:
20 1987 Japanese patent JP62194565A2 to Isao et al. for a
microprocessor with an EPROM for writing security information in it.
IBM Technical Disclosure Bulletin (TDB) article from August 1987,
pp. 1284-1285, which describes a security system for protection of data
contained on a disk.
25 January 1988 article from Oki Technical Review 129 by Yoshida and
Tanakawa on a one-chip microcomputer for IC cards with a secure EEPROM
area.
The disclosures of the following US provisional patent applications,
describing aspects of the present invention and having identical inventorship

30 with the present invention, are hereby incorporated herein by reference:

US Patent Application 60/177,087, filed January 20, 2000;
3
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descri bi ng aspects of the present invention and having identical
inventorship 30 with the present invention, are hereby incorporated herein
by ref er amae1/54¥8t Pat ent Application 60/177,087, filed JanparxsBaO9482000; 3
SUBSTI TUTE SHEET (RULE 26) WD 01/54194 PCT/ GBOO 04869 US Pat ent

Application 60/189, 756, filed March 16, 2000; and US Patent Application
60/ 191, 208, fi | dS Mtk Applicattono0RA 786 sltled Mdatsh 16 2000; andf er ences

rent Foned above ek ARt Ao REBR B AMSEhLERAR, o0, herehY,
ways, the prior pyd di§6lbkﬁx‘e§’8§al¥§ef@1%%€'éd B@Htiéljfé‘ﬂva%lopé‘éﬁd ttﬁbﬂ%}:lﬁdrte tfor

drawbacks. In systens where electrical functionality 1s re

exanpl e, i npresdmit specifieationade itreby itdvepoliafddetepein bydefdrérfdecat i on details from
the chip or their 10 content is influencing the results of sone
algorithns, visual identification solutions are not appropriate. The

EPROM EEPRSIWM MIAASY ORIrAEEYNVENTION NVM sol utions all require costly

extra processing, for on-chip high voltage circuitry, tunnel oxide,

floating poly gah@ev&lafways Yk pRidrirdthtiichs4 delcb@ abovrdtlivei onal mask 15

| ayers. Al so, the NVMrequires extensive extra silicon area. The software
sol uti ons cagnifieastdrasbecksdry non-intrusive and non- destructive neans to
read out or reprogramthe contents. And additionally, the NVMis difficult
to integrate wi tlR Systers whete slecdedldunctionality és requirad.clor exmaplpian i ty

or two. genoyaielARErH G 18 offtpidt raicatiaR BBME T vie doer Betppry,
batteri 8 Qontdi id idfﬁren%%echgfrestﬂﬁ JrYSaR é?%oﬁf?ﬁ‘ds’ fvi&%ﬁﬁic%)f(lﬁﬁ%t? ammed wi th

hi gh voltage or current, "and sone are progranmed W ernal” neans, |ike
| aser cutt isofutivns arehoi fgproptistehi gh vol tage circuitry, special |ayers,

on-chi p charge punps 25 and/or extra pads, again, call for special design,
addi ti onal procedsi BIROMPEEPROM, FLASH and other similar NVM solutions all
require costly extra processing, for on-chip high voltage circuitry, tunnel
oxide, floating poly gate, etc., typically adding up to 4 or 5 additional mask
15 layers. Also, the NVM requires extensive extra silicon area.
The software solutions can be attacked by non-intrusive and non-
destructive means to read out or reprogram the contents. And additionally,
the NVM is difficult to integrate with pure logic processes, for performance
and quality reasons, and therefore tends to hold back the process technology .
20 by one or two generations. NVRAM requires additional continuous power
supply, batteries or the like.

Some of the fuses or anti-fuses are programmed with high voltage or
current, and some are programmed with external means, like laser cutting or
welding. The high voltage circuitry, special layers, on-chip charge pumps

25 and/or extra pads, again, call for special design, additional processing steps
and quality problems related to the fusing, leakage currents and passivation
window openings. Reliability problems frequently arise, related to electro
migration and reconnection of broken fuses over time. Similarly, where laser

cutting or welding is implemented, there are frequent quality problems, and

4
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and quality problens related to the fusing, |eakage currents and

passi vation w ndow openings. Reliability problens frequently arise,

rel ated twooel/sap4 o0 mgration and reconnecti on of broken POFEBIGWSHI t i Ne.
Simlarly, where laser cutting or welding is inplenented, there are
frequent quality problens, and 4 SUBSTITUTE SHEET (RULE 26) WO 01/54194
PCT/ GBOO/ 0483 Spstiad haysyeé @ndforveipdow epeaings ang reipiiredp Sninegolutiansr equi r ed.

Sone solutio uffer frominconsjstent results. due to variations in the
dielectric ér(ionér“b‘fﬂ?ﬁls Y ¢ ?‘{g edp Vtaﬁétl?lﬁr%’é’sthﬁtél%{ﬁ??mﬁ@l‘é’&. In the

cases of | aﬁgﬁn&%(gsgggoﬁggm@é H}Sggm AP Pase Vvisual path is required 5 for

the | aser beam n gener are easily visually inspected, and as

such, can be at tlaakedasdshftlades cuitipest weldigs] aiioda vaNRI pEHESYEqRRIED. by
non- intrusive and non-destructive neans. |In both the M and

f uses/ arft i -fouéheslases haamodRises, lie generatiawre easiljesisyally Bspedteqhl amdteast at i on i s
limted both by design, .b rocess and by silicon area 10 constraints.
Therefore, %uﬁﬁ’l Cé?gt?ﬁ &?@}‘e%{otﬁa‘b%aweéﬁlg%ﬁ‘g and paersg-enginerred Buren- har dwar e
of any appriﬂﬂ‘ﬁéi%?ng;hf)ﬁi-dcé&'[r?@t\f}ré)ﬁleﬁﬂﬁ above nentioned techni ques has been

i npossi bl e or nost n'a preferred enbodi nent, the present

i nvention seeks Thoofh e N¥MandTusiRafinhises 30tioR, hng ﬁfeedé)xgnh Eigh | hese
features in a hl?hly flexible, secure, cheap, reliable and nanuffact urabl e

manner, reduadiinplethentation és lieviteddroghl by plesigheby podceshandby ailicantared N a
preferred enbodi.nent of the present invention, defining chip specific
el ectrilfal OPFE}INSs serving as a digital nunber (which may be used, 20 for

cxarml o, 1o SRR bR UTRGL or SEUENe b Sp BN %1y 1
i hoar aphy e O L O e ROl e R b o
art conbi ndaspeéer ahpossitie or apdyy difficult.
In a preferred embodiment, the present invention seeks to provide an
15 apparatus and method to implement these features in a highly flexible, secure,
cheap, reliable and manufacturable manner, reducing the above-mentioned
problems of the prior art.
Ina pret:erred embodiment of the present invention, defining chip
specific electrical circuits serving as a digital number (which may be used,
20 for example, for serial and ID numbers, keys) while maintaining high
manufacturing throughput, low cost, flexibility, security and quality is
achieved by combining optical parallel lithography with another specific
lithography technique on photoresist.
Some methods described in the prior art combine optical lithography
25 with e-beam lithography. These patents seek to cope with the throughput
constraints posed by using e-beam lithography, as perceived in applications
requiring the direct write of high-resolution on-chip devices, by combining
optical paralle] lithography with e-beam direct write. However, it will be
appreciated by persons skilled in the art that a method which is capable of

30 achieving further improved throughput would be highly desired in some

5
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25 with e-beamlithography. These patents seek to cope with the throughput
constraints posed by using e-beam|ithography, as perceived in applications
requiri ngvohesdps ect wite of high-resolution on-chip devP€PsBIW§86DNDI Ni Ng
optical parallel lithography with e-beamdirect wite. However, it will be
appreci ated by persons skilled in the art that a nethod which is capabl e of
30 achi evi regplioatidnst Theppresed inhediophyeeks tooprosides itha gpi¢fgrrddsi red in some 5
SUBSTI TUTE S EEd'é' RULE 26). WD 01/ 54194 PCT/ GBOO 04869 = appli cations. The
present i nVERRGUBMCEBEENEPIBINGARRRIOVEheompngtign i @ptieskisdrielnt conpri si ng

an i nproved; I i: I d I i thography, wi th anot her type
of 11 hoar ASFORRR iR Risn e R R BRI poch d SHEAR s B

I'i t hogr aphyiase \direbewrikRIREesbHy) TR HIprend 1B k BAd r@&!ﬂﬁ%age_s as
wel | as inproved security. Any of the various procéesses for eter m ni ng

el ectri cal adwamtagesas wtllas impravddeseeurityf. Any ef got varials processed forsuch  as,
for exanple, optical parallel |ithography, or any other type of |ithography
as di scussélfterpuniag slectiralshagadienistivs ofiardayer oflaaclestuisal draitouer i stic

det erm nati_Qngpr E .10 l.n, the context the i ntio the term
PSH 1k sHouich <Bapl oppoehpardletyabeiof P s s Se oD ifasaby
preferably a@fdi@uﬁe%'é!ﬁ)fvb)‘?sdalk&ﬁﬁ'ﬁieﬁﬂlereiﬁ'aEWotﬁéﬁ%ﬁﬁc@éﬁé’t‘i@t tha

| it hography exposure to a photo resist, the resulting 1 mge then being

tr ansf er r edetermdngttonsproatssl @DP).hr ough subsequent processing. 15 The
present invention provides faﬁgpar atus and nethods to inplenent personalized

secur e War dwar e I H8Hjoritext ofritie incrmsionz the tpeum ShRlink showd bsfecopkirped  duri ng

their mass

e e R0 B Sy BuBhily RS RGARRRAL, L0 |
L0, | Pt gLy S5 B R ol AT ofSESUARY 0,2
bei ng typi dmbly thedreing adnsfetreditd dipiydical lagettheQugH fdise@isnti N accor dance
with a personalization algorithm Preferably although not necessarily, the
i ndi vi dual Pzea$s#Bgbhi nat i ons
15 The present invention provides apparatus and methods to implement
personalized secure hardware (PSH) for individualized personalization of chips
during their mass production manufacture, typically but not necessarily in the
lithography process. Integrating of the PSH is accomplished by exposing in the
photoresist any desired number of links (hereinafter referred to as PSH links),
20 which may comprise, for example, polygons. The PSH links being typically
arranged into individualized combinations in accordance with a personalization
algorithm. Preferably although not necessarily, the individualized combinations
are unique for each chip.
The PSH links are formed in one or more layers built on the
25 semiconductor wafer after being defined in a lithography process using a photo-
resist.
In accordance with a first aspect of the invention, the PSH links (formed
as described above) outline a digital number that is utilized by an application,
for example a private or public key serving for identification, authentication,

30 encryption or decryption purposes.
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are uni que for each chip. The PSH |inks are forned in one or nore |ayers
built on the 25 sem conductor wafer after being defined in a |ithography
process w80 ngs#A9Iphoto- resist. In accordance with a firstrappodot/o4hot he
invention, the PSH links (fornmed as described above) outline a digital
nunber that is utilized by an application, for exanple a-private or public
key serving for anéﬁnvanlmiafmngaamwh@mlmht@rqseabdmnptym often referdecr ypt i on
pur poses. SUBSTI TUTE SHEET LE 26). WD..01/ 54194 PCT/ (BOO 04869 For
Conveni encd? é%glgfh?sa@%xe@ﬁw%ﬁ& ‘es?“e@a Y%@E?Iﬁﬁtﬁgwﬁgmv&wpwer s to
digital key; U‘@s%' : ' | . ' i ate fhat the

i nvention iXIske\ |ll K %Y‘Eéﬁgg% |cg%%g%%m§éﬁljy§ea}lg?tq “&éb X%?ngeﬁﬁgﬁov?&ng as part of
or input ta@ppHcat@pl ication. 5 Accordingly, by this aspect of the invention
there is provided a nethod for personalizing an electrical circuit having
at | east one | ayéwchulingly, by this aspeal of théirvaotien iher¢ sgyrovided laayethodei ng

produced by. an el ectrical characteristic determ nation process (ECDP), the
met hod f or [PPRNAzIEAR eerpicn I%Pt%aﬁ’r“&v?fdlﬂ%ﬁé Oge J@icEHaYipe et ng a

Bl ural i1y ShoBLERLALE Ble RLEAILD pRARDC by S BRI BlarkG83kicone | aver; and

during productron o one rusing a “EcDP in the

layer to priegh@ehatidaHrbsas _(Et:mi),rm@ﬂiethwﬁfrgéis%haﬁzihgéoﬁa@rikiﬁgz wafer in each
of the plurality of electrical Circuits; an using a second ECDP in the

| ayer to nodify atovidiagta water fér prbéuding & plurelityrodeletiical circwifs esichl east one
of the pluraljty of electrical circuits so as to incorporate therein an

i ndi vi d0al hpwagdt lpeastenelanefeandt her eby personalizing the at l.east one of

the plurality of .el.ectrical. cirguits. There is further provided a system
for personali zi nﬂugﬁgBF% be”& Ifﬁkelartz?ﬁs{on%@?rng at |east one |ayer having

Lo TSt 4k FASECDIn B et gt o
characteristics on the wafer in each of the plura’lity of electrical circuits; and
using a second ECDP in the layer to modify at least one
15 electrical characteristic of at least one of the plurality of electrical circuits so as
to incorporate therein an individualized digital number,
thereby personalizing the at least one of the plurality of electrical circuits.
There is further provided a system for personalizing an electrical circuit
having at least one layer having electrical characteristics, the layer being
20  produced by an electrical characteristic determination process (ECDP), the
system for personalizing comprising:
A wafer stage for receiving a wafer for producing a plurality of
electrical circuits each having at least one layer, wherein
the system is further configured to apply a personalization process
25 during production of the at least one layer, the personalization process
including:
using a first ECDP in the layer to produce identical electrical

characteristics on the wafer in each of the plurality of electrical circuits; and
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system for personalizing conprising: A wafer stage for receiving a wafer
for producing a plurality of electrical circuits each having at | east one
| ayer, whveoei/miphe systemis further configured to apply BCpeBswosbd zat i on
process 25 during production of the at |east one |layer, the

personal i zation process _including: using a first ECDOP in.the |ayer to
produce identical electySig Se@ﬁdﬂ%@ Brlil%lq lexerdn modifyaf leastioneeach of the

lurality of_electr] i.rcuits: and 7. SUBSTI TUTE SHEET .(RULE 26) WD
01/ 54104 pelo-CaitrbiBls St PRyl s 308 ah eIy ol gePeyel ot issanty at
| east one %W rCu'&Q{etﬁ@f%ﬁ@ﬁﬁﬁ{diﬁhhﬁiﬂﬁéﬂ%ﬁdl%ﬁﬁ{bd’”e of the plurality of

el ectrical ci ts so as to incorporate therein an individualized digital

nunber, t hehabby persendlidihg themttidmst ate bfths phanktyass débdriedlwirlitd.y of
electrical circuits. 5 The invention further provides for: In a nmethod for
produci Ag a nul tlibglinesntipndiirthen providgy &or: &n amathod frgrodudinga each

Cayer .t ho Gullplely PEGRI TP eicBdple s SR oBiboll ikt compepingach
havi t | Lsal 115t ' j tion of th
el ot Poni ¢ terT ey LMY B onk S By e SHP BEE R BRE s 71 ayer

el ectroni c ledst 6t §ub-alrtasel 1Agerahch Badhg ahRast! detdld@atal Chakaftigfis sti c of at
| east one sub-surface |ayer of the one electronic circuit, the altering

conpri si ng iafluencinggonenaticrt of thastectronis aiceis ai taprovemenctanpiding: so as to
i ncorporate therei,n an indivi d&lal i zed di_gi tal, nunber, to be different from
a corréfpondi ng aFlgFtng O%WHLIF‘ yer gleciraiE CIgHE 15 ot her nul ti - | ayer

| pondi ng ; ! . f |
of the_one ol ect psORIERT B cedf AR, o R ERELASs-SitfigRC®, oY
pr oduci ng. la}?ﬁﬁ of theastid dectfotié Bieduif HRvAIEeRof @in }s%i/ggélféﬂ Ot&&?@leﬁét”d

speci fi ed. e invention further provides for: Ina net or producing a

layer in R0ecalecticat chamcteristic suasttp imcorpogatetheradm tn dadipidusiizegt digital
number, to be different from a corresponding digital number of at least one
15 other multi-layer electronic circuit produced by the method; and
producing a surface layer of the one electronic circuit,
wherein the altering occurs before the producing.
The invéntion further provides for a system of the kind specified.
The invention further provides for: In a method for producing a layer in
20  an electronic circuit, an improvement comprising:
providing a wafer comprising a plurality of chips and coated with a
photoresist; and
performing the following steps in order:
1. performing parallel photolithography to produce an identical
25 image of an electrical circuit on each of the plurality of chips;
2. selecting one of the plurality of chips; and
3. modifying the image on the one selected chip so as to
incorporate therein an individualized digital number.

The invention further provides for a system of the kind specified.
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providing a wafer conprising a plurality of chips and coated with a
photoresist; and performng the follow ng steps in order: 1. performng
paral | el vwhot/8i1b4 hography to produce an identical 25 i naBeT/GBO@MS6I
electrical circuit on each of the plurality of chips; 2. selecting one of
the plurality of chips; and 3. nodifying the image on the.one selected chip
so as to i ncor Joracerdanes with anethenaipecidafthe rawntiogiekposimgiobie PSHhe

i nvention further provides for.a s of th ind specified. 8 _
SUBSTI TUTE I%EWQO%UL@S%@; bwﬁgl%éggﬁprplﬂéﬁrfl@ yAagegiered é&&@érra@mcle_ wuhtrd1
by usi ng. a Bubi SRl BEURROGARR. SHBRLLG A IR TR E st SEREE:  of ¢ he
i nvention, syeesh)Mad@itioh 3K aipardlREHthORHdpRidstbhising @RBosteERMESing gySt em i n
addi tion tosgla pgll‘ al | eI1 lit ﬁgg aphi c géggpi ngﬂgx%og%\?e utili z‘(ig ng a 5 general
phot o- mésk geheital potoemmsinthaibis cahimaerhforatii the chipac Sueh RPBISIppladto-maskk i s

dedi cated t.o expose into the photo-resi,st an jndividualized attern
achi eving & d%‘ﬁ%!tF‘gFo £X05F dntp dhe phgtoAesistandadivydunlized patigrniaghisuingian a

di fferent i, L hi . king,the f optical Light beam and
al | owi ng on yﬂglg%gpt%@%%ﬁhgaﬁegﬁdl@f3’6‘6 b'étrf% %&hﬁ&”ﬁ”@ﬁ&%&’f ; pr op[) i 3t e
shape and dhgetsi ing@é ABI dRidAPRER RANSAnSUITVARS | t tgescribe
bel (F;W. In ggcordg%glgm\%ithhgn%@her épreferrned eggoglon n% l%# tﬁ"]lhs aspect of
t he i nvent ipass thréughRiid iy @sptlof appropriatei shape whd Hinidigic@eneda) phot omask
such that,@ﬁutside the nornmal exposure field, there is a shape or a

plural iy GhoWRessEsutiacalas dwthedeseibedhslowndnmcesndancs with anathsecond
Coub) et Rl SRRk i, PSS hobios 0 o, ot
e 0% Sambl ST R ARG ORESTe e PRI S 51
art, the adidld,itloeralis PSapphetaplinsily oBshapietolioh &t thospdibeamr more |ayers
el ther bef ?:)rq?os%;e iaxlmf; seercogltd1 %ogte)lg-eerx?alosﬁg.r TaheI rGelticle (mask) is off-set to direct the
15 beam through this shape instead of the general field, while letting through only
the spot beam. This method obviates the necessity of exchanging reticles, and
thus improves production throughput.
As will Be clear to a man of the art, the additional PSH photo-mask may
be applied for one or more layers either before or after the general parallel
20  lithographic stepping exposure. In this case, the links will be selectively
exposed according to the individualized pattern required for personalization of
the specific chip. In accordance with this aspect the PSH links outline any
desired electrical functionality. Thus, for example, in accordance with one
preferred embodiment of this aspect the specified PSH links outline a digital
25 key that is utilized by an application. In accordance with another preferred
embodiment of this aspect, the specified PSH links outline any digital function
or an analog circuitry designated for a specific electrical performance.
Accordingly, by this aspect of the invention there is provided a

method for personalizing an electrical circuit having at least one layer having
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20 lithographi c stepping exposure. In this case, the links wll be

sel ectively exposed according to the individualized pattern required for
per sonal iwavi/pnpf the specific chip. In accordance w t hP€hGBI@B436Tt t he
PSH links outline any desired electrical functionality. Thus, for exanple,
in accordance with one preferred enbodi nent of this aspect the specified
PSH | i nks otledtripad chavicigiristirs, 25 lagor hding picsluged by ae @ldsiricah chaypdtedstid on. | n
accordance w.th .anot her pr d, enbodinent of thjs aspect, the specified
B § nks. SR PTHB P B T e B ob el GG ERPRRIG des: nat ed
for a specific el o f ' t Al S ct of the

i nvention there iPSS%lrd (E) dg@?eg ﬂx@ﬁggngéﬁﬁ%@ﬁbg%%egﬁﬁag égﬂﬁﬁggg%t%ri cal
circuit hawavingit lb8adhe tiyer;lander having 9 SUBSTI TUTE SHEET (RULE 26) WO
01/54194 PCT/ GBOO 04869 electrical characteristics, the |ayer being
produced by an elduingpradudioarcfdheat lsast one thyeer ni nat i on process (ECDP), the
met hod for personalizing,.conprising. .providing a fer for producing a
plurality of electricalU¥t§ g@r@@ﬂ%m“@m@%ro yscgddentical ¢legtacal and 5

during pro |.0n. [ US .first .ECDP,in the

| ayer to p(rjég]%%dcc gé}}sgé%bg&ﬁ%#eg?f%%c@%?th%ﬁ%@&&%{ !E%tcﬁ&cgh 812&{1%621%]: er in each
of the plurality of el agfifig #3¢conlTUDP S tHRNdyertd inisHify #962p8nECDP in the

| ayer to nodify at | east one electrical characteristi'c of at | east one of

t he pl ural idisctofal ehectteristit of atrleast bag of thetplarabiyof ¢leaticalciahitat | east one
el ectrical charagcteristic of at |east one of the plurality of electrical

circui t'¥ cohpmagiticatianaek afileapt wpe slgsbical ehangetsuighic &f at leasisdnegfethe

P | S d .PSH)_ phot .1 b i zing the at
east one. diuaEy B eleRiRATE ol e Pighe mifliine DS ShbuRE G@hRhah [ort her
provi des a |sx$baepefsdnifzéd 9&&9%{%{%@% H)6A4spn 15 further provides

for: In a method for producing a tiplicity of multi-layer electronic

circuits, dhefebglpersonalizingthe aviehstameufithe pturalisusf eledricalydrcuagd at | east
one sub-surface layer, the surface |ayer and the at |east one sub-surface
layer eacHleanvenjiom furtbgsprowidss elsyster ofithe bind spetiiedst Theiimvdntionci ng

operati 3" %rtﬁgreprovides for: In a method for producing a multiplicity of multi-layer
electronic circuits, each electronic circuit comprising a surface layer and at least
one sub-surface layer, the surface layer and the at least one sub-surface layer
each having at least one electrical characteristic influencing operation of the
electronic circuit, an improvement comprising:
20 selecting one multi-layer electronic circuit;
altering at least one electrical characteristic of at least one sub-surface
layer of the one electronic circuit, the altering comprising altering by exposing
at least a portion of the one sub-surface layer through at least one Personalized
Secure Hardware (PSH) photo mask thereby altering the at least one electrical
25  characteristic to be different from a corresponding electrical characteristic of at
least one other multi-layer electronic circuit produced by the method; and
producing a surface layer of the one electronic circuit,
wherein the altering occurs before the producing.

The invention further provides for a system of the kind specified.

10
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el ectronic circuit, an inprovenent conprising: 20 selecting one nmulti-Iayer
electronic circuit; altering at |east one electrical characteristic of at

| east onav@uobseam face |ayer of the one el ectronic circui PCT/GBe/ed86%®r i ng
conprising altering by exposing at |east a portion of the one sub-surface
| ayer through at | east one Personalized Secure Hardware (PSH) photo mask

t her eby al t er i ng Theenwtnticedatthemgrogides for brak nRFhahfor peodcing a lyeoinbe
different froma corresponding electrical .characteristic of at |east one
ot her nul t i SAGREONEG @Eqp AR EMPFOVETeNt GBAITIBE: by t he method; and produci ng
a surface |ayer qf t.he on l.ectroni c Ci,f Cuit erein the altering occurs
before the pr oduéf ‘aamﬁ?e‘%?%{}8&%‘?8?‘1‘“&&@?‘5@%?@%@%%n‘f%?at%d ‘é’ifétaem of the

ki nd speci fﬂh%g)resigtoan(jSUBSTl TUTE SHEET (RULE 26) WD 01/54194 PCT/ GBOO 04869
The invention further provides for: In a method for producing a layer in an
el ectroni c ci r cuiptrfoaningnthe doldoveing stapspn bedeng: provi ding a wafer conpri sing
a plurality of chips and coated with a photoresist; and 5 perform ng the
foll owi ng steps in bregsforming p@riaﬂ@mhqﬁ@}ltgagraphwo produee an fdegtieddhy t o
produce an.jdentj.cal g’maPe of. an e eogjtﬁi cgl (o] rgu#t on each of the
plurality dlﬁlagﬁpbgl,le]f_c TiCAF Gt Bk Frthe RRITHY OLCMPS: of chips; and 3.

nodi fyi ng the i nage o < CRE Phink- nodi fying 10 conpri sing
modi fyi ng by exposz'e%%%dﬁgégﬁggﬁ?ﬁgfﬂﬁgfEtﬁlg%’gﬁldnask. The invention

further provides f@. npodifish@thedagb®nkh®one sqlested chkig; theiBodSfhg echni que i s
suitable, in a preferred enbodi nent of the present "1nvention, for making

i ndi vi dQal i zed chi psoinprimagsneditidog by erpesurethrpygh ableatiooaghpiot . Si nce the

basic circuit design o he, | C preferably does. not vary . fromchip to chip,
the majority of thenasﬁpjf%tnaﬁn onLFgthSF pfuids ot p sy B AL o BRI D al I el
optical lit hographysbjébiiﬁ&i.convent i onal manufacturing steps having high

The PSH technique is suitable, in a preferred embodiment of the present

invention, for making individualized chips in mass-production with high

15 throughput. Since the basic circuit design of the IC preferably does not vary
from chip to chip, the majority of the chip details are preferably fabricated by
parallel optical lithography using conventional manufacturing steps having high
throughput, and, therefore, this portion of the process is identical for all the
chips. Preferably, only a relatively small portion of the details on the chip is

20  varied when forming the PSH links for chip personalization. Such additional
forming of the PSH links therefore preferably does not decrease the throughput
significantly. Taking into account the fact that the personalization technique in
accordance with the invention requires that preferably only a small portion of
the details varies from one chip to another, it has been found in accordance with

25  athird aspect of the invention that a strobe on-the-fly technique can be used to
facilitate mass production whilst substantially not deteriorating the
manufacturing capacity.

Thus, the invention provides for a method for personalizing an

electrical circuit having at least one layer having electrical characteristics, the

11
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t hroughput, and, therefore, this portion of the process is identical for
all the chips. Preferably, only a relatively small portion of the details
on the cw@oi/541120 varied when formng the PSH |inks for cRCPGB00/04869
personal i zation. Such additional formng of the PSH Iinks therefore
preferably does not decrease the throughput significantly. Taking into
account t hdayadeingwmbdude peas olkefricabtliapactéitivrdettiminationasreeésgance with the
invention requires that preferably only a small portion of the details
vari es fro&ﬁ&@)cmeﬁnﬁfboérf@ﬁmmnﬁltzmga@fmé&hﬂgiound in accordance with 25 a

third aspect of the .i,nventign_that .a.strobe on-the-fl.y .techni que can be
used to facilit&eVifes WF%&&EW(?H“%%P u@ﬁgls?fgﬁ?qtgﬁlflwg{ts riorating
the manuf %R/H{.d?ge#%’ﬁ&ia ¥r: afhfjus, the invention provides for a nethod for
personalizing an electri aﬁ’ circuit having at |east one |ayer having

el ectrical char adugihgprodistion of theAiBEEL oh8 RayeHEET (RULE 26) WO 01/54194
PCT/ GBOO 04869 | ayer being produced by an electrical characteristic
determ nati on process YSEEDPrstH&in thedayearrto peodienadénticabeledripali si ng:
providing a,wafer. for producing a plurality of electrical circuits each
Ihavi ng at I%Q\@Pﬁf&ﬁ@iﬁ (éi@ewaatlﬁaﬂgeaggrqlf iy Wé&%??@ﬁ%l‘cat HHECUAS; Tfébtst onF

ayer: using a firs . i,cal electrica
characteristics on t heqv?gqgeéss%cﬁﬁ(eﬂalg?@iﬁﬁ &ﬁg%g%hf(g\gqc}cﬁ@ﬁ%lea& 8% rical
circuits; afudtrida$ chiradefSEOofatiedPohd of e Plavdry éﬂ:lé’&ﬁ::é%i&h%t

éqﬁét one
el ectrical characteristic of at |east one of the plurality of "electrical
ci rcui 18, seeontd BCOBxompriseDRirectvpriting sndiwlertinwaid dirgt waitthgiheludés sai d

i 1 ect i ons STE AT ARG 0BPHX Wk ibeghet SYAroMbs during 588 s o
accomplt st A GRLORy 4 RO RBTSEROL GGG, 2 | o2 one o the
Wit gy e g A e ot o B S AR EAEE o7 ¢ e
ki nd speci #iltednatiftety,iiniseappresiatetl uhathesimilao wetked frowhidina RSHERBEEsS or
Pr oduci]? d %mp cl))EezidF)ilrxist%L}i ¥)f (c)lErecr:Ttu \lzv'ltriiti}lllg?r)l/;yr be used.
The invention further provides for a system of the kind specified. The invention
further provides for: In a method for producing a multiplicity of multi-layer
electronic circuits, each electronic circuit comprising a surface layer and at least
one sub-surface layer, the surface layer and the at least one sub-surface layer
20  each having at least one electrical characteristic influencing operation of the
electronic circuit, an improvement comprising:
selecting one multi-layer electronic circuit;
altering at least one electrical characteristic of at least one sub-surface
layer of the one electronic circuit, the altering comprises direct writing; and
25 wherein said direct writing includes scanning the layer in either one of X and Y
directions and applying during said scanning strobe on-the-fly so as to
accomplish said altering, and
producing a surface layer of the one electronic circuit,

wherein the altering occurs before the producing.

30 The invention further provides for a system of the kind specified.
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el ectronic circuits, each electronic circuit conprising a surface |layer and
at |l east one sub-surface |layer, the surface |ayer and the at | east one
sub- surf ax@ol/amesr 20 each having at | east one el ectrical POHGBOV@SHSti C

i nfluencing operation of the electronic circuit, an inprovenent

conprising: selecting one nmulti-layer electronic circuit;.altering at |east
one el ectrical cHdradoventian fucthef pmtvidesdst: Imnencthbd forfradiecing aysgier af t he one
el ectronic circuit, the altering conprises direct witing; and 25 wherein
sai d di rectaVHEFITINC PiKeUit 3B IMPERFHIGHG COMBIISAger in either one of X and Y

directions and a Al | al.d. scanni strobe on-thesfly so as to
acconpl i sh said E)F Jeyelgﬁ%gad%geg%gﬁlg&%gg@p grﬁ?ﬁ}lpgglgp? 3?@?0 ¢d Y‘Wé %ne

el ectroni c ghoksi¥iitt; andherein the altering occurs before the producing. 30
The invention furt her provides for a systemof the kind specified. 12
SUBSTI TWTE SHEET pefbotriingtthe Yl @4ing4icps iiPCldeBOO' 04869 The i nventi on
further provides for: In a nethod for producing a layer in an electronic
circuit, an inprovehepfriarpg paratg! Phntelithasraghy tevarasuce enpdangicaly a

Fol 1 ou ng 3v8pe oFr BPERALEEith Gy oBhRRRLIRLPTSHERS) 7 Pogr aphy o
produce an identical Seihggi%\g ke cg@héa%ﬁg?tlﬁi,g%hip%ﬁa%lt&t on each of the

plurality of chips; 2. cting on he p ality of chips; and 3.
modi fyi ng t he i maged.omotlifeingnke Srﬁié@téredle@ﬂemblebﬁﬂ oislithy iddifyfn@ conpri ses
direct witing; and wherein said direct witing includes scanning the
waf er il either oneowprixessditect wiitings andwherninl sagd plirgctgritidg inohglesai d
scanni ng strobe on-the:fly so as. tq acco i,sh i,d podificatjion. The

i nvention further ProWHe ef"@fg%lms%}@@%%%g%kr@difﬁge‘é‘&@iaﬂﬂ@ﬂpl}i@ The

invention further grANs 468 sERniAY sEORCSd-ikedhy §6 hSH E}CCBIH%?I% §dqby any
modification.

The invention further provides for a system of the kind specified.

15 The invention further provides for an electrical circuit produced by any
of the above referred to methods.

There foillows now a brief description of various preferred embodiments,
which are applicable to each one of the specified distinct aspects of the
invention.

20 Thus, according to a preferred embodiment of the invention, forming of
the PSH links is accomplished by using a direct write beam, such as laser, e-
beam, X-ray or other beam source during manufacturing process. During a
conventional lithography process after photo-resist is deposited, there are
several possible manners in which additional step(s) of forming the PSH links

25 can be applied:
More specifically:
A. The direct write beam is applied to the photoresist (PR) of one or
more layers in the locations corresponding to pre-defined PSH links but before

the step of applying general exposure of the photo-resist to radiation through a

30  general photo-mask.

13
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of the above referred to nethods. There follows now a brief description of
various preferred enbodi nents, which are applicable to each one of the
speci fi eavadossdipct aspects of the invention. 20 Thus, acPOT/EGBg04369 a
preferred enbodi nent of the invention, formng of the PSH Ilinks is
acconplished by using a direct wite beam such as |aser,.e- beam X-ray or
ot her beam sour cB. The dinert verite foeatniis appligartochs BR dilonerg ntoredpryewhepnal

| i t hography process after photo-resist is deposited, there are several
possi bl e neih&iect Wrilgitatorbigdneyrdehin the difiograndty stenner agneuneendgmith nks 25

can be appljed:. Mye specifi.cally: A The direct wite beamis applied to
t he photore@fegf’n?r%é%e@ﬁn%ﬁ ‘%tfon%ﬁpéml‘eayers in the |ocations corresponding

to pre-defined | : rs f YA exposure
of Ehe phot o-r e org et e LA F apbill S'REPR oA of B Mer®) S
SUBSTI TUTE t§tiigedera Ritkipia yaddichléfpbs g, P FROhOPRGRveBpmaestdpr ect write

beamis applied to the PR of one or nore | ayers when the direct wite
station is mountRdlhediress writethsamap Bppladeiophe PRorfowmeros madrg layerhafierhe
general steppi,ng.radiation.exposure. C. The direct ite beamis applied to
the PR of otﬁg dS%'lPrBrPan %%F%r)%ﬁ‘? ggt}era@xpﬂgna,emgrbgforgg pi ng radi ation

exposi ng, buyt.:hef I ten I.re te beamis
applied to #ﬁlgﬁ&ﬁ{ﬂgﬁngﬁgﬁgﬁrﬁﬁgé fpgg%}ﬁsplg’flﬁgrﬂ%@eal%}eé\e}e o’pérarg%l SOII- ep for the
gener al expsiheradiablivh sbefcesatione etching/inplant/diffusion step, for

exanple, in a standal one | aser, e-beamor other radiation source station.

10 Whenlusi ng a Wbshusing aypusitover gxiteesistitbe linkkodatioas expsed xposed t o
radiation wil] in the fol]ow ng steps be etched, implanted, diffused, etc.,
wher eas theraﬁ’&ﬁ%k‘ﬂﬂé’ég“q {"E‘QW‘%&&‘FP%E%?W¢ >1¥‘E%‘F‘?£EH%F§§%@_€}: A negative
prot 0-Test Skhd;Badth? hoRRRpoSE ik 100t Wil Al hdcnahBOF % Réfartvgd ' N the art

photo-resist is also applicable, mutatis mutandis. Those skilled in the art will

appreciate the effects of, for example, reversing a positive PR to negative by
15 over-exposure, and so forth.

Those having skill in the art will appreciate that by using the PSH
technique, practically any layer defined by lithography (with a photoresist), or
combination of layers, can be personalized, such as metal- and poly- layers,
contacts, vias, implants, active/passive regions, etc. The PSH technique may be

20  customized for many different types of integrated circuits.

According to a preferred embodiment of the present invention the key to
be incorporated into a specific chip by utilizing the PSH technique may be
calculated with an algorithm utilizing one or more specific manufacturing
parameters, such as lot number, wafer number and die x-y coordinates (seed)

25 that individually defines each chip. Algorithms may vary for different chip
layers to enhance security.

In accordance with another preferred embodiment, an algorithm that is
based on random number seed generation is used as giving rise to

individualized (and probably unique) key, which would then be retained for

14

SUBSTITUTE SHEET (RULE 26)



appreciate the effects of, for exanple, reversing a positive PR to negative
by 15 over-exposure, and so forth. Those having skill in the art wll

appr eci atveo vhiat19by using the PSH technique, practically rpoyGBayetsedefi ned
by lithography (with a photoresist), or conbination of |ayers, can be
personal i zed, such as netal - and poly- layers, contacts,.vial, inplants,

acti ve/ passisy as meldibentesciebed inTgreatebdetagi dendwUi€hizayndem 20inehestcan] foed f or
many different types of integrated circuits. According to a preferred
enbodi ment esamplte bprassersted by it ¢anpetse cariyolies offlee Phtlstpidemt ed i nto a

specific chip by utilizing the PSH technique may be . calculated with an

al gorithmutili ?ynﬁpﬁénﬁ)‘?empgl@%c? oﬁlﬂﬂﬂﬁm c‘faﬁyif%gif ?IgrjréYeéFs, such as
| ot nunber,tog@t@{ce@g and die x-y coordinates (seed) 25 that

i ndi vi dual I'y "defi1 nes each chip. Algorithns may vary for different chip

| ayers 0 enhan@y s@cpifeiféyed Embadienddamheerdonalizativihaeoftiah) i$d

enbodi nent, an algorithmthat is based on random nunber seed generation is
used as gi prongded gy the Custoniari atdadeipt secr¢tiodhe malberbiabriaation (f2p).laeyin  whi ch
woul d then be retained for 14 UBSTI TUTE SHE T‘f ULE. 26) 01/ 54194

PCT/ GBOOY 0488 dangse WS afpiher paeigase empagdimgnly fetagritsgl dn dedwedhe Thi s

endor Ui, SN R fou R SRS, SRR, ST o ©

the PSH s rre nt, ns nay vary for

di fferent 'a@&ftﬁmsta‘i’ek ﬂcaes&ﬁfé%ﬂctrypteé fBmANS the PSEN dtgdoembodi nent, the
personal i zation algorithms) is provided by the Custoner and kept secret

to the waf eonfralier. cat or (fab), or in accordance with another preferred
enbodi ment, the fab itself can defjne the algorithns. Preferably, although
not necessari |y Thope veesed snths sthiill seadilygpnprediate thatdhgdpyentiondssecur e

w1 Fead: PR prierEesRe SRy BobRuaRohateghms RERVER Bimee ° *
speci fied peiHalAtHcZALbIMnRs P frovRIcA: sRked N Manner
' In certain preferred embodiments, the key is incorporated in the IC but

15 is, however, not accessible in an explicit form; this is normally done for
security purposes. Thus, for example, if the key value that is incorporated in
the chip is X any attempt to access and externally read the key is preveilted by
design. Thus, an attempt to externally read the key value would give rise to,
say 2% instead of X.

20 In general, any appropriate semiconductor device (chip), block,
electric circuit, memory or logic units, can be personalized by using the PSH
technology. The PSH links may be implemented in one or more layers and in
one preferred embodiment covered for example by subsequent dielectrics
and/or metal layers, thus rendering the links hidden and preferably preventing

25  non-intrusive visual (optical) inspection as well as non-destructive micro
probing and more sophisticated analysis in Scanning Electron Microscope
(SEM) and Focused Ion Beam (FIB), e-beam, voltage contrast analysis and
so like. Utilizing planarization technology, such as chemical mechanical

polishing (CMP), may further complicate reverse-engineering analysis.
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in which the algorithn(s) are provided or stored. In certain preferred
enbodi nents, the key is incorporated in the IC but 15 is, however, not
accessi bivoonsam explicit form this is normally done for PCHEBO6/048¥9

pur poses. Thus, for exanple, if the key value that is incorporated in the
chipis X any attenpt_to access and externally read the key is prevented by
desi gn. Thus, an att dirbt 2aRRFceiated thal, 1y thesvagiqus @spesfs ehthednyeution g ve ri se

, 21 ] 20 | . . ' i cond
tovi co L issCAbRRE e, the clefitich 0P8R Blic SNy R B abE, fidereah be
personal i zed 1845t bé B tHNRIBIHng! £EdMAN d%%?ﬁé%%&%g@ggn@g chip! ement ed

in one or nore layers and in one preferred € red for® exanpl e
by subsequelesighi. el ectrics and/or netal |ayers, thus rendering the |inks

hi dd d f ti 25 -int ive visual (optical

i Inspg(r:]t ia52n g;e@MDﬁﬁﬁﬁlfg&Wvﬁ%ﬁﬁw@g%i \rlllgsgnd ﬁmrloeI sop)hi sticated
I i i S i g . . ocused l.on Beam ( FlI B),

o heam Svolt age 1 AbdeteE ChiORCMAR SO R enti Sty PORRSHhetrly Ponti on

t echnol ogy, waueheaanslbamlgavitieeadtice 2 thdRldofiiHaf r%?ﬁr@w By, further
conplicate reverse- elfllgi ne%ri ng anal ysis. 15 %@BS 1I E én Eyl'n(RULE 26) WO
01/ 54194 PcovhicgBOO 04869 It is appreciated that, in the various aspects of

t he invention as,described ove, tEE éal ectrical or electronic circuit may
preferably inpl éfénta ran gresiaphiied Hewebtsoul vagioua prefauediancy design; a
debug Si : i | Rl EF DE | PTI THE, DRAW NGS For a
better d@ndgr&yégﬁgﬁ ﬁfgg&lgtrﬁ%n"ﬁ%%ﬁ’?$ 81’5100 ﬁ%el??dW‘%H l%as@?“g:éﬂ}teﬁgﬁm way of
exanpl e only, WiRi§ 1&kPRPRAES ALRRhAE CPIPATY ' in  which: Fig.
la, I'b and Id ar eési nplifi gd 1f | owcharts g?’ va??%ﬁ%%%?gﬁhgd 10 sequences
of the nmanwhanctfaotimng provessssest iapmdingcd didéo gvrite dicpdf tacvdrdhmeeStiRthe Fi 9. | €

is asinplified flowhart of a preferred sequence of the
prior art;

Fig. 2a - 2b are simplified flowcharts of various preferred sequences of
15 the manufacturing process steps including the step of forming PSH links by
utilizing an additional photo-mask in accordance with an embodiment of the
second aspect of the invention;

Fig. 2¢ isa plan view of a photo mask and a resultant positive photo

resist that correspond to manufacturing process sequences of F igs. la-1d and
20 2a-2b;

Fig. 2d is a plan view of a photo mask and a resultant negative photo
resist that correspond to the manufacturing process sequences of F igs. la~1d
and 2a-2b;

Fig. 2e is a schematic illustration of the exposure through an additional

25 PSH photo mask in accordance with a preferred embodiment of the second
aspect of the invention;

Fig. 2f is a simplified flow chart exemplifying the utilization of a PSH
photo mask;

Fig. 3 is a schematic view of a system for personalization of a chip

30 according to a preferred embodiment of the invention;
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manuf acturi ng process steps including a direct wite step in accordance
wth the prior art; Fig. 2a - 2b are sinplified flowharts of various

pref erreww@egsances of 15 the nmanufacturing process stepBCT/oBhudisnyg t he
step of formng PSH Ilinks by wutilizing an additional photo-nmask in
accordance wi th an enpodi rent of the second aspect of the invention; Fig.
2¢c is a plan vi eligft 1Hugiraiesosohemrtieally aawebes witlaehipp et atessapiestio a r esi st

t hat corres to uf act urd n rocess sequences of Figs, 1 a-1 d and 20
2a-2b; Fi g.B%g)%i%n'%l praff! Fé’\{,OBg'a OB AL £6° OREICe 3H %P?%Eﬁ%%ﬁ? negative
photo resigkehdigd: correspond to the manufacturing process sequences of
Figs. la- | d and 2a-2b; Fig. 2e is a schematic illustration of the
exposur e t hr oughFign5asiai tikanple of 2mp RBEHeAtroths Sk teehaiqa@bﬂﬁﬁgﬁ-ey&nt h a
preferred enbodi ment of the second aspect of the invention; Fig. 2f is a
si npl i fi%ed MVeRfichHowiag afansfopmef the invetter gatatfioon " bf into M8  phot o mask;
Fig. 3 is a schegatjpc view of a stem for per |ization of a chip 30
according to a pﬁ%féﬁ%e)émi Ieg?engq{g)ni tﬁ@i’%ﬁi@ﬁﬁmﬂﬁe OEBPresPOrE SHEET
(RULE 26) ViQv&ddrdbP4-BiblveROQ 24869 Fig. 4 illustrates schematically a

waf er with chips that are scanned’in a strobe on-the-fly node of operation

in accordance wiFig. Ais &speshplefofimplenohvRivhi B8 PSE @chifi ﬁéo?ﬁle‘gﬁ‘@s@i{ e of
i mpl enentation the PSH technique of the present s i nv(elnt I on show hg a

t r ansf or m onveniion sheeing p pgesopalization'of'a ROM, togetherFivith a Gruklstadie; exanpl e of
I mpl ene .of the present _invention for 8-bit

&t ation tl}f-}e SH t echni qu |
inverter array; ggg 157211 %X%?Plgﬁgﬂfﬁp’@f@mﬂ?ﬂlth?’r@ﬁflafle?]@ﬁ%@]@f theipreseohni que of
Lhe. Pr 65t AKE g R RSSO T NS by 001 her 11 2

truth table;
Fig. 9 is an example of implementation the PSH technique of the present

invention for a tunable current mirror.

DETAILED DESCRIPTION OF THE INVENTION

15 In accordance with the prior art, the conventional sequence of the
parallel lithography process is modified by providing additional steps in the
lithography probess. In accordance with the prior art, incorporation of
individualized electrical circuitry in the integrated circuits during their
manufacturing can be accomplished by a direct write beam during the

20 lithography process. There are various sequences in which an additional step of
applying the direct write beam to a layer covered with a photo-resist may be
carried out.

Reference is made now to Fig. 1a through Fig. 1d, which illustrate these
sequences of which Fig. Ic is in accordance with the prior art and Figs. 1a, 1b
25 and ld are modifications thereof,
A sequence A, shown in Fig. 1a, starts from a conventional pre-
processing step 1 of the conventional lithography process applied to a
semiconductor wafer. A layer 12 of a material was, for example, deposited on

the surface 13 of silicon wafer 11 prior to the lithography process. Layer 12 is
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10 Fig. 8 is an exanple of inplenmentation the PSH techni que of the present
I nvention showing a transformof a NOR gate into a NAND gate, and Fig. 9 is
an exanpiveo of/s41apl enment ati on the PSH techni que of the preBeMGBo/MIeNt i on
for a tunable current mrror. DETAILED DESCRI PTI ON OF THE | NVENTION 15 In
accordance with the prior art, the conventional sequence of the parallel

| i t hogr aphycoptedda diis iexample with @ poyitive php@resistddaviichiseptionally prer t he

lith h . d i th t ' i i f
i vi dual RGERER b AePERRng o Spthes oo BS b e Bk v SR HRVal gt hei
manuf act ur i g, GRR the sgﬁsgwfeﬁﬁ%a ¥e @qlm&t s¥strhfe ogﬁﬁm%%afep the 20

| it hography process. ere are various’sequences I n an addi tional

step of apphigh afeddieindludes hoverly ehdBambue aBo lodise ayesy BaeBeabatbiva
phot o-resi st may be carrjied out. Reference is made now to Fig. |a through
Fig. id5 wandipapsive slecoricichapenenis gupatetherfofnhi ch Fig. 1 ¢ is in

accordance with. the prior art and Fi.gs. 1 a, b .25 and 1 d are

nmodi fi cations t ﬂté}eesgﬁl_le%egg&g%q%sMlgasq]miiqﬁle,xpaqmg_ﬂ&p otesist rdom a
convent i onaj; = Is t V- ' [ raph rocess
appl i ed to%éreefsg%tég%n u?? cl)'r@g\}vags gﬁr &'Rg%néy%rﬁ b%g&0$%§ ﬁg ero!rg}tﬂ]e \%g’sef%%f )c/)r P

exanpl e, deposict €he bearh 28 i usddafoe theXpetifisii S ofithe RAdiOIdubP t he
| it hography process. Layer 12 is 17 SUBSTITUTE SHEET (RULE 26) WO

01/ 54194 PCitceBe@dit 6 posehtodtic photohiesisekhapdefinadtty the desighi ve phot or esi st
14 which i endi ng on whet her the |ayer

optional | re- baked. te that de
12 is ad%i ?@quag%ra %%P 3 r?g UHEE érgenirg?ahotﬁdﬂ?% Nzh%wmg eoatoidis11 may be
(1) a wafer L J . i ch.al r,eady, . ncludes not only
the first, "Bﬁft&‘?‘fég‘r’ §¥(ﬁ%rté Fgéé/oesrggﬁef %@tglgeesé?t@c% @8 \%hojﬁél?lﬁ’ggélﬁe el ectronic
conponent s ggherdPédposhiteatRiion BBENSRAUSIRENA 28 &H&%egbéxfbeé step 2 of
exposi ng the photoresist to a direct wite beam?2l1 i.e. laser or e-beam
i on beam X-desgritieddel@w, the pRotobmistrhasappropriatd kensitbvity Bith it thes@shef0r t he
specific inplenment Eﬁl on of the individual, .
optical parallel exposure, as well as to the direct write exposure.
15 ~ Further, the exposed regions of the photo-resist 41 and 42 are removed
during a development step 4. These regions were exposed to the direct write
beam 21 during the step 2, and to the radiation 33 during the step 3,
respectively. After the development step 4 and optionally post-bake, the
portions of the layer 12 underlying the regions at which photo-resist has been
20 removed are processed conventionally, the process being of any appropriate
kind, for example, etch, implant, diffusion, etc., during a step 5, thereby
forming electrical circuitry or a part thereof (in this example, etch).
A sequence B, shown in Fig. 1b, provides another possible way of
forming the individual electric circuit or parts thereof on the chip layer 12.
25 The sequence B starts from the conventional pre-processing step 1 that
precedes the lithography process described above.
Thereafter, a step 23 is carried out that includes a direct write beam

exposure 21 concurrently provided with a general exposure radiation 33

through the pattern 34 of a general photo-mask 31.

18

SUBSTITUTE SHEET (RULE 26)



circuit, and it is exposed to the photo-resist 14 as defined by the design.
to Thereafter, a step 3 of using a general photo-nmask 31 having a pattern
34 is cavopeshipout in order to expose the photo-resist 14PONGBhe04shdl e chip
to the general exposure radiation 33. Note that in this and all other
sequences described bel ow, the photoresist has appropriate sensitivity
both to the genefign, thanfprementigned cenveasipaaldexelopment #iandsfor exarpledi r ect

i . 15 Furth . th d. i ops, of the oto-resist 41 and
12 are’r omeine Ao g Stio RGpiReTor g e PhaedesibaERe et o exposed 1o
he di t B I : - : uring
the ot ep_ g PUtioR attRERiEed Wealind [Ierdh A ring i blbArCAAMTL P, ¥

post - bake, théreof.portions of the layer 12 underlying the regions at which
photo-resi st has been 20 renpved are processed conventionally, the process
bei ng of5 any apph&pfueace C, ghewin it Big. draprovisles getcanotharyloasible wiay 61si on,

etc., duri a. step. thereby formng electrical circyitry or_a part
therﬁof (i nOtRIRS %&Qﬁbllé;‘}aﬁsfe&ﬁ?m%%l&u%f%ﬂ ;’ fle@ﬁ z@:ttelrf’gﬁéﬁyszﬁ 8:0\6; ?te:
anot her posgj: |

t her eof onsﬁhgg@ﬁlﬁg& %ykgf%maggoﬁjﬁgﬁs‘gqh\gﬁc}ggg ag*'arts fromthe
conventional pr efhrRge&sde @ akbfurb ffdiatthe S5BeAHSSal A& pkddeBaRE dRPY Process
descri bed above. Thereafter, a step 23 is carried out that inclUudes a

di rect wri tthatipresades thpdéthography provess dasatibgd ghavei ded with a gener al

exposure radiatign 33 through the pattern 34 of a general photo-msk 31.
18 SUdeTI TUTE ran pPResIte oy depot §ho spquoncertts aiso Bieoce, fgﬁé‘)ﬁ the he

af orenent i i . for .ex | e tehing 5
teps are eapeEatER 87 it GHFd BIRAbg RuBltherdR ol RutheRien Z9ERenar i ons
at the sel eieeOwateEBSan?BLIsORS BYYoligedi ng an el ectrical circuitry or parts
thereof. 5 A sequence C, shown in Fig. 1 c, provides yet another possible
way of  forni ng Therdafie,thelatoreraémtiined wonvaitional developpaciitst drdestetahg on t he
chip layer 12. This sequence is known in accordance with the prior art.
5 steps are carried out for removing the photo-resist and the layer portions at the
15 selected areas and, thereby, forming the specified electrical circuitry (designated
53) or parts thereof. |
A sequence D, shown in Fig. 1d, provides yet another possible way of
forming electrical circuitry on a chip layer 12.
The sequence D also starts from the conventional pre-processing step 1
20  that precedes the lithography process described above.
Thereafter, the sequence D includes the conventional steps, such as the
general exposure 3 and development 41. These conventional steps may be
carried out, for example, in conjunction with the lithography stepper.
After the development step 41, but before the conventional etching step,
25 according to the prior art, the direct write beam exposure step 2 is carried out.
Thereafter, a second development 42 for removing the photo-resist at the
exposed areas and etching 5 steps are carried out. The layer portions at the

exposed areas are removed, thereby forming the specified electrical circuitry of

parts thereof.
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The sequence C also starts fromthe conventional pre-processing step 1

that precedes the |ithography process descri bed above. 10 Then, an opposite
order of wonel/sgguence A is applied. Hence, firstly, the peneBab/oSEPoOsUre
step 3 is carried out, and only after the step 3, the step 2 of the direct
wite beam exposure, is provided. Thereafter, the aforenentiaoned

conventional deveIrBIngdW Io thgpreseahinygntion, 4t shoyldbenetsd thas avhilerthe or

renovi ng t - resj st e | r rtions at th 15 se] ected areas
and, ther egﬁvaﬂfg)%% rdl gﬂtrﬁ) gd?%g%%e??rgﬂ&éﬁecgﬁoqlﬁgfonc(?t?%eﬁ?ﬂa‘j§X]€?fé'§‘? b%at ed 53)
or parts thgégRfof pAraRUBEIHES 1i ' it ; ' t her
possi bl e way of ° Pgi; m ng él etl:l'?}oigz I ciﬂrd(r:}lrjligdth?‘l)?a%élh gygﬁﬁggﬁggggt@&rhe
sequence D iblikewist applicabteowher theqgenemh txposate isiby-measasegnst ep 1 20 t hat

precedes the |ithography process described above. Thereafter, the sequence
D i ncludes the dBAGENMHAMFANIE aiiest aspeehotibe imeentign g pérsengbizatiorco3 and

: ' b i ed , ] le,
i cony uncPoRiRt RoRRa Y ERBhRAg iy "LRBERERY pAfear BY icOthebiiig bt st op 41,
but before chl}far?%i’ﬁﬂ&él%a'di@aq K&hﬁﬁeﬁ{f@ukggﬁfh%ﬂﬁ&éﬂb ?Qa.ﬁ]zgcrl ieage prior art,

the direct wite beam exposure step ried out. fter, a second

devel opnentfodRingan layeroof ogerhitendiweisubsieits tnpdesifgl QuiABSeT ar eas and
etching 5 steps are carried out. The |ayer portions at the exposed areas
are renovedersonaliegs Secoreiagiware (BpH lifkeun asicerdanie wiithci persoratiyatodn  par t s

now t o Ph H8L0ER: HRVBROPOIRHCh! SokHnde LA Ch e uh A BEEROY nvent | on
par Al ol ot et B R e B G Y ect et i1
accor dance wi th & 11Ter aspeer or Ehe T o O e on of ¢ he
chip is ac®erpmséaadthdougmidreterching stop desoptbpd pboesske BH limdar(per &1) ng in the
are formed giving rise to the specified digital key.
15 Whereas the specified description in connection with the prior art
referred to etching, the invention in accordance with this aspect is likewise
applicable to other processes such as implant, diffusion etc., as can be
appreciated by e; skilled man in the art.
In accordance with one preferred embodiment, the photo resist is
20 exposed to a direct write beam by means of laser. In accordance with a
modified embodiment the e-beam is utilized, by yet another modified
embodiment other beam sources are utilized, e.g. an ion beam, and by yet
another modified embodiment an X ray beam is utilized. The direct write step
is carried out by this embodiment along with parallel optical lithography for the
25 general exposure which is implemented using e.g. a stepper (scanner), scan and
repeat system or others, all as known in the art.
In accordance with a preferred embodiment a positive photo resist is
utilized. Modification of the process described above for incorporation of
digital key using a negative photo resist or reversing a PR by over-exposure

30  from positive to negative or vice versa are evident to a person skilled in the art.
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chip an individualized digital nunber (e.g. key). The latter is realized by
formng in |ayers of a sem conductor substrate any desired nunber of

Per sonal iwedl/Sgeur e Hardware (PSH) |inks in accordance w POT/&B00/04869
personal i zati on 10 al gorithm The incorporation of the key in the
integrated circuits is preferably acconplished using direct wite in the
manner descNpisebatindhis andfafleathérsseiynences desceiied beloph dicophiatsiesist lrsd havi ng
processed the | ayer ortions (e. t hrough the etching step descri bed

g.
above) the BEPPHaf sensgiyly both to thegepgrakeptigalwaradlel pxposues, apwelpedo f i ed

di gital key, ecified description in connection with the
prior art t?lg%é?%{ﬁgi)?gf%%ﬂcﬁ%}l%g, the invention in accordance with this

aspect is |ikew gecoraimpibaabihes e ' :
diffusion etc., as caﬁl@be aé%f% iegﬁiﬁhbygﬁgéﬁ’%?g?%ﬁﬁﬁptgﬁeﬁ%ﬂ. I n

accor darfce #iac¢propléshed diyarsimgrorendradores?SH phbt-mphsit(s) ingsefiabily a 20 exposed
to a direct wrilt?. beam hy nmeans of |aser. In accordance with a nodified
enbodi ment Ralled lighographic sieppingeaxposire yrstemwhisby asreenliadeutilizestaodi nent

ot her beam r .l ized, e. an ton, beam and .ye not her
modi 11 od- orgtd Bhofimast {hiat Scompions ForehTh the ShipSring FipR iTf flowle: ep is
carried outexlgbsﬁreilﬁo&nbodi ment along with parallel optical |ithography for
the 25 general exposure which is inplenmented using e.g. a stepper

(scanner), scan sidg PSEppladtosysskewathintiescanné@ rends Kizowhss N the art. In
accordance with a preferred enbodi nent a positive photo resist is
utilized. sadystioatnreeessmarpefiientas somperad thdbe usronfisepanate dicest por at i on of

Caital K . : b . ) b
over - exposuri s ey Rt BTl peasy vl Beired dltara Soemnt o a
person ski L{i.@.‘:thé Sedrii€r ﬁrgf the dafct @H@Esﬁ)ﬁg ?E‘gﬁ%& Wﬁ%éggrgggﬁglégglggl ow

PCT/ (BBOO' 04869 Note that 1n this an r segue

t he phot or%Bphdﬁa&naﬁ@mafbbéiaﬁta@lvémagéfdthé?s&’pd?%@iﬁe@t WhHee &gﬁ'@i&[ opti cal
paral | el exposure, as well as to the specific PSH exposur According to

anot her aspHe ibhakescusernfdhe aloeadyfinstailetgscannertsystest | i nks

15 In one preferred embodiment, a dedicated PSH photo-mask is utilized in

order to expose into the photo-resist an individualized pattern on every chip.
This photo-mask allows only a limited beam to pass through, to bring a laser
spot (of appropriate shape and dimension) to the photoresist surface, very much
similar to a direct write beam. In this aspect, the specified individualized pattern

20 includes but is not limited to a digital key . As will be appreciated by a person
skilled in the art, the additional PSH photo-mask may be applied for each layer
either before or after the parallel lithographic stepping exposure. In this case,
the links will be selectively exposed according to the individualized pattern
required for personalization of the specific chip under the control of the

25  personalization algori;hm. The beam and wafer will move under x-y control
relatively to each other, and the beam will be pulsed and/or blanked to expose
selectively the PSH link locations, as selected by the personalization algorithm
for the individual pattern on a specific IC. (See further below.)

In another embodiment of this aspect of the invention, the PSH photo-

30 mask is combined with the general photomask (e.g. for a given layer) such that
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5 is acconplished by using one or nore PSH photo-mask(s) in preferably, a
paral l el |ithographic stepping exposure system which, as recalled, utilizes
a generavophstiat mask that is conmon for all the chips, fpeT/eBansey in a
doubl e exposure node. Using PSH phot o- mask(s) within the scanner renders
the mass 10 production process nore efficient as conpared-to the use of
separ at e diouside therndrmasgsposnre fieldsthdeer may be hahapdie akwvefisithysgor switch

bet ween different systems (i.e. the scanner and the direct wite system

i s obvi at edCaPLFPRERIRIR & seeiiddouble-pxppsyRat bberisticles plibwet sodiseni dr age t o

t he separat i [ roach si nce i es use of the already
installed Sbgegﬁ{n@?&}sg}l\é&lgrﬁ%aﬁ%Pr}sﬁeagrgg ttﬂ)ef %%F@fﬁlgar}@giq lﬁﬁH’ﬁtI’&’“&Ed%“bét ed PSH
phot o- mask the spitideh#E ThistanBEld Bhe AR RRAPZB F&dIOE aﬂgm@-sﬁ%s' tihe &

i ndi vidual i zed pattern on every chip. This photo-rmask allows on?y a
| i m t edsbegmoductipass t hrough, to bring a | aser spot (of appropriate shape

and dimension) to the photoresist surface, very nmuch_ simlar to a direct
wite beam |n tiedolepieg descriptiapetibis aspectrefithe inventiomds described 20

i ncl udes but.. t limted t diagital key.. ill b iated b
person ki Lo o Qo RS Rblq Busk Ghagieh rathe eskd REGR8E Bppl i ot
f h | [ : le: [ t [
exposure. 1R E e RIS, A HB Blioh SR b AL BRI PP gt o

t he indi vi dugllikeadscngiplieable to epliase Whegy a PSHsHo higdk is0sbrbintd&igpeci fic
chip under the control of the 25 personalization algorithm The beam and

waf er wiol | gencial piretemaskyi.ccwiteren speciall R8H sHape(sd fardbe spatieaposiad t he beam
1L b Puhest Sndher RLaTked L pepene s Selsctiagyy, he PRk e
Phi s spect of | TReCehsa ARSI HaEParBy B18 by RuRB SISk IR C ™ t 1t he
CRULE 26) V0 01 54104 P Goooy 04850 T o s e B e I o,
there may Her threughibe PSHhsHape outside the gepetl fildam the geserakphato-masky;ond
doubl PR géc%rde;m:% V{'it ! })r(lzel gmL(S)di(r)r];Jn% (S) tthetsgcéjrildr gs,%écttor}'%he invention.
For a better understanding of the foregoing, attention is now directed to
Fig. 2a illustrating a way of forming the PSH links 51 on a layer 12 by using the
dedicated PSH photo-mask 301 (or through the PSH shape outside the general
field on the general photo-mask) in accordance with a preferred embodiment of
20  the invention. Thus, the sequence starts from the conventional pre-processing
step 1 of the lithography process, as described above when the PSH links were
formed by means of the direct write beam.
Thereafter, according to this preferred embodiment, a step 30 of
exposing the pre-defined locations 303 of the photo-resist 14 to radiation 35
25 through the PSH photo-mask 301 (or through the PSH shape outside the general
field on the general photo-mask, not shown) is carried out. The PSH shape 302
will let through just a spot beam 304 of appropriate shape and form to expose
the photoresist at the locations 303, with appropriate energy from the radiation

35.
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beam t hrough this shape instead of the general field, while letting through
only the spot beam This cancels the need to exchange reticles, and thus
saves ti meODN541% producti on. The foll owi ng description of PChGBo@esert of
the invention, is described wth reference to dedicated PSH photo nask
(reticle). Those versed in the art wll readily %ppri;iﬁzge_that tlhe o
description wt UG- A :ge applicable
to thepcase V\herlé}{?tgjsaoﬁgo}tug“ﬁggﬁSités)pa%:gfnbéji&?lbes‘d t'ht ﬁésglio genégirl_gl phot onask,

i . e. where &ceyltng @l theStyombaplecaiordsd2 toltke gpadralbexposureaadintsn @8 svitn t he
general mask itself outside the general field, Reference is made now to
Fig. 2a andheggnergiphojprinaaskidl (yigwesk alsq Weplar siave itlig. 3€).f or mi ng t he PSH

[ [ ' X - h.the PSH sh
out ST de’ the. Gendin: HedaregieTiRBS R R Spal leselriinep! 53%@%@8%2 dance
. ; . m . . ter

with ong erggd '4%'atet8‘¥1%$ B&HRGPOCh AR Bt fo?&e&BQ%l/ggE{?E@tggke?gtoa[n&a elte

under st andi ng of the egorng, attentiron is no lg. 2a

i 'l ustrati ngoeesviay thé layer portiont hethBStletied kfeds hindthérebpfemid tHRYPIII ng t he
dedi cat ed PSH phot o-mask 301 (or through the PSH shape outside the general

field on tHikgSdandigepersl desige Ry of theatﬁsirﬁdiale@@icxfd cimcuitép oEpetts th;&_rmfblodi nent

f 20 the i ' . .4 he sequence start omt, conventi ona
Br e- pr ocgsgﬂﬁ?ﬁ%?@bs %If%?’dtt%g?qefﬂéjgﬁ%@ B a@@§£lpwg§n§§s[élﬁp b’tf_cIY_V aﬁovfet when
the PSH i lyecteN Lec | reafter,
acgordi ngI trﬁé)gf?'?i?gt%g?g erreégér%ggkgﬁngg{)fé@?% EIBEB%la%\#fd ngg@gr%‘ép ?ﬁe
pr e- defipnedhd gueifiopedehtediocitich PIBGLa Bdivilual thipPwhdabielRfeddy 25 through

the PSH photo-nmask 301 (or through the PSH shape outside the gereral field
on t he gendh&perpdistlization Rigonithm phefarably wsichng inetie scanneT b@ti®SH shape 302

expose. t hopiioNer eibeamavil he bRBked msriepbsundarABLOe SeeEner gy 1 om
i ation. : 54194
pcr/ cBoo 0408 CosO i BER R e B S b R g hedfor SR e r st of

the chip exposed (as shown in photo resist 54).

15 Those versed in the art will readily appreciate that the invention
according to this aspect is not bound by the etching process and other variants
are applicable, e.g. applying implanting or diffusion, etc. A sequence, shown in
Fig. 2b, provides another non limiting way of forming the PSH links 51 on the
chip layer 12 by using the specific PSH photo-mask 301. The sequence starts

20  from the conventional pre-processing step 1 of the lithography process, as
described above when the PSH links were formed by means of the direct write
beam.

Further, the step 3 of exposing the locations 32 to a general exposure
radiation 33 with the general photo-mask 31 is carried out.

25 Thereafter, according to this preferred embodiment in accordance with
the second aspect of the invention, the step 30 of exposing the pre-defined
locations 303 of the photo-resist 14 to the radiation 35 through the PSH photo-
mask 301 is carried out. (In an alternative embodiment of this second aspect,
this additional exposure may be through the special PSH shape, off-set on the

30 general mask, as described above). The PSH shape 302 will let through just a
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according to the layout in locations 32 to the general exposure radiation
33 with the general photo-mask 31 (viewed also in plan viewin Fig. 20
Then, thavabosapenti oned conventi onal devel opnent and opt POT&BOpOStEd 5 bake
4 and etching 5 steps are carried out for renoving the photo-resist and
processing the layer portions at the selected areas and thereby formng the
PSH |inks %ot beam §8dof apprppsiatershape and fovm deasiposeithelphotaresistiat the cui try of
parts thereof.. TgﬁSPSH | i nks S%Aand tpe general .de ggn 52 are al so shown
in the plan®GURESAP3: With appropriale ey iipat BeradfationdSci arity of

expl anation, th | f ' A0 it |f1 r | #ed | ocation
303 of an indivi J?fﬂgﬁ#%ﬂ%géﬁﬁg§&g@?g%?égﬂ6§$e®ﬁ§&%g?é%ﬁgﬁ%ﬁ&i$0n

al gori t hm ptefseirabiryied @ut GritemonirghtBie phodneEissimt hrodessiRthe Myepr . the beam
wi |l be blanked, preferably under control of the scanner station
cont r ol I5er ,paatiensa dlae skilegied arche andythershy fdiminglthe RSHOmMIS 151 asid | not be

exposed (as_sho I.Nn 0 resis 4), 15 Those versed in the art wl|
readily ap&eééﬁaigﬁslg%SE ‘#ﬁ%ﬁ &W@h@fe&}fw EXSHHY 9 Pags thereotaAect is not
bound by t i : O Il e licable, e.g.

appl yi ng i E%Fgﬁt% ?%g(g\éésli@ézg?ﬁlgggﬁe,p 11%{6 @fy %%s%‘g&ﬁ%@%;%%g@%’ YaﬁlanLﬁ’g. 2b, _
provi des anot herAf@rthé bfﬂﬁd%‘ﬂeﬁ%r &ichfseqiee cbhgd&rell abbik$hel on the chip
| ayer 12 by using the specitic PSH photo-mask 301. The sequence starts 20
from the commemingpladtopesisipisvemssthandthewadfesfcontirud piddegimphiterer ocess, as

descri bed apove when the PSH |inks were fornmed by neans of the direct wite
beam Fdr t H8¢ rem3pingsisps i dhe whplssnaguipeiuring pseqesnarezarmesl out gesvdting

L R e St T
oo e Yot e B RS ISR QU BBt L2
phot o- mas hidi réwrseaenginebringtby xﬁdmimWsﬁJet\&ma&i‘ahaAzsie,mCﬂmétiﬁ ‘this
second aspect, this additional exposure may be through the special PSH
shape, of f JRi§0 piobingeamsiforgelAlds KB nerbram asd vekiags ersdrasbanadysis dﬂahe PSH shape
302 mﬁ“% I%%Hiﬁﬁﬁygh just a 23 SUBSTI TUTE SHEET (RULE 26)
Additionally, for further complication of reverse-engineering analysis, a
planarization tef:hnology known in the art, such as, for example, chemical
mechanical polishing (CMP), may be applied to the wafer. It will be appreciated
that the sequences A through D shown in Fig. 1a through Fig. 1d as well as the
20 sequences shown in Fig.2a and Fig. 2b may be applied to forming PSH links on
one or more layers for a chip having any number of layers. The layers may be
of any appropriate nature, such as metal and poly-layers, contacts, vias,
implants, active/passive regions, etc., provided that they are defined by
lithography.
25 Those having skill in the art may appreciate that, in general, there are
no special restrictions imposed by the present invention on the conventional
steps of lithography process while utilizing the PSH technique of the present
invention. In particular, the photo-resist may be not only positive (as it was

considered above), but also negative (see Fig. 2d) depending on whether it is

30 removed or remains after the development of the irradiated regions on each
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WO 01/54194 PCT/ GBOO 04869 spot beam 304 of appropriate shape and formto
expose the photoresist at the |ocations 303, with appropriate energy from
the radi avdon548% Then, the aforenenti oned conventi onal drewGBporesss? 4 and
etching 5 steps are carried out for renoving the photo-resist and
processing the |ayer 5 portions at the selected areas and, thereby,

form ng t hdayestThd m@msaﬁm@@hevempmengq eB@gphropecticiesimatch bbéct r i cal
circuitry ogﬁagar ther eC| fie abov the etching step is only
one out of ¢ ?Peﬁ%s‘gt I5f W%u?lﬁf’% ure ag Wet ag Iétﬁ"ﬁ@s‘g?ep, for each
sequence consi der o) ed and the
waf ers conti nue p?glcegé%ﬁﬁaoéﬁﬁn{ngﬁgé? f%p lrnglr%n‘%agll-l%gaslg?éré %tfmt’ Th3 e

nmanuf act ur i bedes 8StheRapfpriatcohbinati@sul ting in conpletely processed
wafers. During the fabrication, the PSH |inks of each |ayer are,

opti onably, covéﬁdttlmgﬁwesldﬁthﬁH plmﬁcenmskl@atthpm&-mtﬁ’&ﬂstmpemﬁnt or

hi nder reverse-engi ne | ng by . non- |a{ru5| ve visual analysis,

non- dest r ud8§ §eNCra; mw%@a@ﬁdw tSER)?“ﬁI@}’e‘éqf&ﬁﬂﬂé(ﬁ'@lﬁ%Wﬂbge cont r ast
anal ysi s of k for t her i on of
reverse- englltrtllgegr |jeng %Aﬁ? “Z“h a?grsfl lggtzlecﬁ’ildtzguﬁlﬁ‘bﬁ 8%91%& the art,
such as, [OF i@mRlioh e Paralel RS b be appl i ed
to the wafer. It WI1| be apprgcle e that t hre slleé Egﬁ@@ﬁ%\m? )(é{}gh D shown
in Fig. | additiopalghask i3.provided 351 alesndtively2fe gengrengask Bhufsetifor Fi 9. 2a
and F|g 2b nay be applied to formng PSH links on one or nore layers for

a chip havi h?gb@ﬁyt%mﬁséhroagh Iﬂa@@rPng *ﬂmq C&Wd%thwnb@l figkd) dmpradope opr i at e

et vel pasdivoat vl on LR thdlS oA Tl NirByot bl Hrampriesbiipe.
l'i thogr athmP%%m Rcd3¢2 &%ﬁ‘}é redultafit {10F 383 ton%fetgﬁgf SeIRAbRWd@L. TN

general , there-are no special restrictions i the present

i nventi on ®ig.Dee Theroadiet, iieaatordaicepsitioftep BSthe&ﬁQﬂtptmﬁlstl le utilizing
the PSH t echni que of t he present invention articular, the
phot o- r esi §@anﬂﬁ§/ upden¥tY eantyolpard pulsed gmﬁou blamb@{ lncaamanmrrlmmmhnve) but

Femai nd?af 1R ST RSO D absch e RSB 91l Brrsdeineaen
selected PSH links in every individual chip.

Reference is made now to Fig. 3, which illustrates schematically an
exemplary lithographic system for forming the PSH links in accordance with
one embodiment of the present invention. According to a preferred

20 embodiment of the present invention, the system includes a conventional
lithography station 300 having a pre-processing module 311 for conducting a
conventional pre-processing step 1 of wafers 310, for example PR coat and pre-
bake, a lithography stepper 312 for parallel optical exposure, and post-
processing module 313 for post-processing the wafers 310, for example by PR

25 develop and post-bake. The pre-processing module 311 and the post-processing
module 313 are equipped respectively with a wafer-input interface 317 and a
wafer-outpttt interface 316 provided for loading and unloading the wafers 310.
It should be noted that Fig. 3 is presented for illustrative purposes only, and the

individual and relative dimensions of the system and parts are not in scale in

25
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24 SUBSTI TUTE SHEET (RULE 26) WD 01/54194 PCT/ GBOQO 04869 | ayer. The

phot oresi st shoul d have appropriate energy properties to match both the
general opoboadioparal l el exposure as well as the PSH expoBar/eBoWusebeam f or
formng the PSH links can be a | aser, electron, X-ray or ion beans or
their appropriate combination. 5 Uilizing the additional.PSH photo-nmask
(or the of dhisdiguRSHustheprownrelative lgpeatémalof tiespgrts mapeay; anset apiit h t he
second aspect of the invention will further be exenplified wth reference
to Figs. 20raMiPi®P.  Thus, as shown in Fig. 2f, in addition to the parallel

osure 350 thrpugh.,.a requl ar .phot o- K ditional ma i.S provided
2)5(5) (gr al ter nat/}(ifgm}ng ﬁ%gﬁ%ﬂﬁ%emggﬁgeﬁ%%g%w ¥(§E{t‘r?é‘s3‘g}gd?n to FaE s
t hrough to d%ﬂ-b&ﬁﬂ&f i :a Spo eam
on thg photﬁéar%resi st. A s%ﬁ%%%ﬁﬁ%ﬁgg@%@gn 1of tg?]%’%ﬁé’gﬁ‘%%&iﬁ‘e _
i npi ngi 3g shalithegBphyatudiontie seesal placds: spot 363 on wafer 364 are depicted

in Fig. 2e. Thereafter, in accordance with step 352 (see Fig. 2f) the spot
i s scanned under X-Y Cferkqrgirouidingilie sssquenng/Aythp dinatadiriterbeanmstatiar  known i n

15 the prior art s to Qi rise to the specific,ex ure of the

pr e-def!oned and Sgﬁégétlgguxgg%g?ﬁ\yﬂggthq]prg\-@p S_FW&‘U?‘H@SB(@RP ‘.[}:eRef erence is
made now to Fig. 3 1 I y an exenplary

| it hographic sgst glgrt]hpgllraﬁpgrsﬁpgg}{%ﬁé‘gﬁgpmﬁ\gﬁbgccordance with one
enbodi ment of the preBemoriptyeidingOme sAfRACS B thet diredt RrRE BELR SrafiBn embodi ment
of the present invention, the systemincludes a conventional [1ithography
station0300 havi ng3kt ismeeynted asthiesteppediidatidn B inoFigcd)dud tis oygrative

conventi onal pre-processi ste . of vvafgrs 310, for exanple PR coat and

pre- bake, a Iithd§r'¥ 021 ‘é’ﬁﬁ%tfy Y%’it SFBFap RIS ragigtipp of thogtepnsre, and
Dy PR 55 dovel op and b Mt rif R RE B ATl B S s T ¢
post-processi ng  radligeddBtiRIAnRIEIQBLHiFRSRIAdVE! Y W th a wafer-input
interface 317 and a wafer-output interface 316 provided for |oading and
unl oadi ng the waf ers GlFor providhnputhd strpience €4 thehditecEingite Bedrs sfakieaent ed f or
HTust rlzsit 've pur p0331%sis ?rrllcl)u%teda lralgmfterelg the lithography stepper 312 and the post-
processing module 313 (location C in Fig. 3).
D. In order to provide the sequence D, the direct write beam
station is a standalone laser, e-beam or other radiation source station
(not shown) or located between the post-processing module 313 and
20 the wafer output interface 316 (not shown)
In another embodiment, for providing sequences A, C or D, the direct
write beam station is mounted within the stepper, as in II. In these cases, rather
than working concurrently with the general parallel exposure as in sequence B,
the direct write will be switched with the parallel exposure, to expose the wafer
25 to either one at a time, as required. The invention may utilize known prior art
floorplans and systems for wafer transfer.
By one embodiment, the beam station includes a controller coupled to a
computer, a wafer stage, on which the wafers 310 are placed, motorized x-y

axis parts for scanning, means for deflection of the beam, optic elements, and a

30 beam blanker (none of these shown). These parts may move with appropriate

26
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i ndi vidual and relative dinensions of the systemand parts are not in scale
in 25 SUBSTI TUTE SHEET (RULE 26) WO 01/54194 PCT/ GBOO/ 04869 this figure.
Furt her novep1/sabati ve | ocations of the parts may vary, asPEBGBUpO4SHY _
production. According to one preferred enbodiment, the lithography station
300 is preferably coupled to a direct wite beamstation.314 that may be
nount ed i n acbutabg il k4, lye or apimpirssidat-y divettivrsaudividuatly apdselafively @ epgpvi di ng

t he sequence A _the direct wite beamstation 314 is nounted between the

pr e- pr oces Oty fﬁbéﬁiﬁ‘éi‘@i}lewiftgq@‘?hIchmwgﬁ@ﬁﬁ@fgst(ébsé)ﬁamm, Sglbfpcat |t otn_ A n10
' ' t.wite beam station

?1?1 i g) NDEAPgag{qnﬁ%?ﬁgﬁjlls\?/ﬂ]ﬁbgﬁe %R%gﬁgﬁnf@ﬂ?@kkﬁ%w‘aa%fonﬁﬁ is operative to

wor kK concurrent I%rw&mpﬁglﬂ%pgmfi&?z%{}poé&gﬁﬁéd %hgtflalttﬂ@ mhveRRgEs 312. (The

direct wite beam and genera I"at 1 on may expose concurréently the

same fi el d ae catiriell @ueonlyfih@ndijecon fopropided chnbigubd scanemdenplity t he
direct wite beamstation 15 314 is nounted between the |ithography
st epper 312hansrabgeorptherfly’ hbesse isthegpprapuiate rati¢rsddA: i The attemmbidg. 3). D.

d i.de t. .D, the djrect ite beam station is a
!stn ag:jalez)nteoqu’rggﬁuog-vﬂ i?ﬁs‘gg‘l’{gtgc ‘!nfp%cg‘ﬁ‘twltg‘&ﬁgE?CEtt%% i&h)ﬁl b@(k?‘g gnﬁm% or
I db - DI,
iﬁf 2? 1? aceeg\ivfese? r%}it&?as(ﬂgﬁm%ﬁtﬂ Iogﬁge?l%%aﬁgrs@ﬂ%goﬁﬂﬁég?%& HT %nre%%f’ %B&cﬁ\iﬁﬁe’s equences A,

C or D, thguilerdedtionrd Redeaay shidth@thé SeamuatGdintobybankBgost epper, as in
1. In these cases, rather than working concurrently with the general

paral | éb eppbedr @cashould peefermbliebBoptimired di pader tevpidvedanieqhirbé s wi tched with
the parallel exposure, to expose.the wafer 25 to either one at a time, as
required. ‘Pﬁﬁpﬁmméﬁn%?ﬁgﬁ?lml@é %ﬁ'{‘}iﬂﬁy’m%ﬁn&)’i“?‘ml@@ﬁ@ irydeihd systens
];g:] . \rNgr f;r ttc?: gup rgrgiatt%iﬁ%%%n%QB%Qd"E?ﬂtnong&%ogee@ Besits e 10GHINES1 €

of the PSH links, the parameters of the movements of the moving parts, as well

as the characteristics of the beam may preferably be determined depending
15 upon the particular application. To cope with accuracy, critical dimensions,
alignment and throughput time problems, the PSH links can be designed in non
critical dimensipns, and not necessarily the minimal dimensions (critical
dimensions, CDs) for a given technology node. Since the PSH links are
relatively a very minor part of the layout and of the chip, the additional area in
20  this case is not significant.

By way of a non-limiting example, a system such as Leica ZBA32,
commercially available from Leica Microsystems Lithography GmbH, can be
used as a direct write e-beam system.

Turning now to Fig. 4, there is shown a schematic illustration of a
25 wafer with chips that are scanned in a strobe-on-the-fly mode of operation in
accordance with another aspect of the invention. This mode of operation is
particularly applicable in the case that the movement of the scanning beam
relatively to the wafer is only within the range of deflection and in the X or Y
direction for each row of chips on the wafer. During the scanning, the beam is

30 pulsed and/or blanked. A typical yet not exclusive example of such scanning
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conmputer, a wafer stage, on which the wafers 310 are placed, notorized X-y
axis parts for scanning, neans for deflection of the beam optic elenents,
and a 3o weansdabaanker (none of these shown). These parts PEVGBOWE:ses t h
appropriate 26 SUBSTI TUTE SHEET (RULE 26) WO 01/54194 PCT/ GBOQ 04869
accuracy in x-, y- or conbined x-y directions individually and rel atively
to each otede fsoilluserhtedtin Feg.y4, exiprs ithrgbeaac fscahs plony at reth BA0 én tHeoXt he beam

at, say, locations 315, in ich the specific PSH |jink(s) should be forned.
For exgrrpl e‘,flrfiqtﬂé’nli@‘f‘-l I5RY oleShips apdiaticn baviagsrannnst thedustiovethents 5 are

carried out ' rrection r.QVi a_conti.nuos _scan_.and appl yi ng
the "st robel?eglﬁ{- ﬁ?é’-g i frg&leggéﬁchhgilﬁéﬁhegsﬁggﬁj?%‘?é” 18%&% TGHEC itheThe latter
mode  of ongRkit@Birdklidn BEd 9 361495 SHCH B sERnEn g Rle!is VehlefiRi& gRge to Fig.
4 below. Characteristics of the beam. such as” wavel engt h ener gy, spot
shape, spulpeticulady usefudifior fmasnpredoytiomberidsein ddverdaerewish ddsbiddeous

bl anked or 10 pul sed, etc.I shoul d preferablé be optimzed in %r.de.r to
progi F'et recﬂﬁtqpééﬁth&ersle t@@afﬁ‘g@en i,gf-gr ae%)m?n%ﬁf;gged an ’nlgm feg;g]steé’
stability, G, r.der . i -

| ocat i on)s/. @ﬁéeqoél?acﬁﬁlg)n C&T@%@k@; "ﬁ?f?ﬂéﬁg, Of“ﬂé‘”ﬁgfﬁﬁt_r@FéP egj EES Coarm
novenent s i : C .

may pref e_rgglt?/éfg’lel nggﬁl&ﬂée)gﬁgg%Zrﬁd ng_ri%%atgongﬁﬁlzﬂlggrﬁ%ﬁyros[gpplhi c?t![pn.
To cope wi tefleadcaltyafiyctioniry cisduiwdty ittt Bsner speéifiRaabovarsbvidisppghput time
problems, the PSH links can be designed in non critical dinensions, and
not necl¥ss aiidey therponiioh ofshe pirreralizetien algorithwaAll tietecatiomsare CDs) for a

[ hnol d Si he. PSH.| i nk | afively a very m nor
partof t nanEast albrihe gelkfed R ithin Heange PERGm e8I 20 (hi o case is

not signifi B aMRVihe d; =gt ; ch.as Leica
ZBA32, co rcFéﬁ‘?/ avtz}allgldzla Fg&?P gm%%a%gsﬁﬁmé%?%ﬁ%x%fﬂ%gfﬂﬁﬁ@ GrbH,
can be usend eddotdeRedtion dttad)e- beam system Turni ng now to Fig. 4, t here
is shown a schematic illustration of a 25 wafer with chips that are scanned

in a strobe-on- tthwili by appreeiated yppersarischilled in the art that the very high

15 flexibility of the PSH technology in accordance with the various aspects of the
present invention facilitates a multitude of applications for incorporating in the
chip the PSH links so as to give rise to individualized electrical function (digital
or analog, as the case may be).

Various examples of such a digital key (that applies to the first aspect of

20 the invention) or any electrically functioning circuitry (that applies also to other

aspects of the invention) which utilizes PSH technology of the invention are

illustrated below with reference to Figs. 5 to 10.

Example 1

25 Figs 5-6 show an example of alteration of functioning of electrical
circuits by individually expose its elements during the lithography process, in
the manner that was described above. A state of an inverter gate circuit 601 (in
this example, part of a Pull-Down Register) may be changed from "1" to "0" by
exposing the photoresist corresponding to a polygon in the metal layer of a

30 conductor 602 shown in the electrical schematics of the circuit. By following
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accordance with another aspect of the invention. This node of operation is

particularly applicable in the case that the novenent of the scanni ng beam
rel ati velwooos4ibe wafer is only within the range of defl erCT/oBo@nded n t he X
or Y direction for each row of chips on the wafer. During the scanning,

the beami s, 30 pul sed and/ ok, .bl anked. A typical .yet not exclusive exanple

of such scahiARGroas a%U%%ﬁﬁ[ﬁ*t?ﬁ%a@%@“ﬁp?‘é{f@%@}‘xﬁﬁyof%ﬁﬁg4 PCT/ GBOQl 04869

node is i”iH@(ﬁ—thtaféﬁ il fle%hi: Where the beam scans along a path 390 in the
the T1rst gt

X direction r ow chi ps, and after having scanned the first row

the beam noves iQorisider,od ex&aplePin 8bit iheerkecdng (fimbtivhingthsi forscanned in the
opposite direction and so forth. Such a scanni ng node is very efficient and

5 parti cul @xhmples efdigitdldey ol ypr isomdt ¢icthe getei aixsuits G0k (hodamntef thiet h t hi s
node of operatjon, selected areas in the chip,.(e.g. 391 ipn the first chip
and 392 5i n MREANCLeSARAt Laser) a5 SHOMEB i) ARRELLE Fibescinted Rk ackars | ons

t hat are suybjiegt: Lndi v | . ' i a

gt ol nusbUREHf the 48 IR UBinERE: FIRETNR 8 datfutfoad 7
manner speGyiyestpadiny the SRS thrddbsRicidl PSITARGtb Fhaskf ad A& cribed

personal i zati on algorithm Al the locations are aligned along the path
390 and wi tabowe,tthecomespeondingiRSinlidks vt be selectpdythenenahlingrortdsabheg di r ect i on
of the beamscan (in a preferred node, there is. no need for deflection at
al1). 1t wimgtakgichand.dhersbydhe dispepnsstion ok ponnegtion (repreckively) Feguitede very

nspect oot TohEuodbdoan'if i LT HARH Y o0 PR Bl b S0 e Tone
i vi dual | se e D e P ThER o e e tRal Pl e 1% e may
be). Vari outiscenasqitdtinks 761)@02and 798 atresmnd(to M whepgisiths rdnmiting f i r st
aspect of 20 the invention) or any electrically functioning circuitry
(that appl iceBnegtesblinks earrrspondi§pde Bivieg righ® qm&gmumbermldalm)i, li zes PSH
Lechnol ouy o 0! (VSRS % Bt kdy 5GENGE BEhRMILIRar Sher 30° Lo Fios
15 This individualized 8-bit key array may be incorporated, for example, in area
391 in the chip illustrated in Fig. 4, using, for example, the specified strobe on-
the-fly technique. In a similar fashion a different digital key will be
incorporated in area 392 of the successive chip in the wafer. As specified
above, the digital key may be utilized by any appropriate known prior art
20  application that requires keys, e.g. as a private or public key in the RSA
algorithm. The specific key that is incorporated in each chip is determined by
the personalization algorithm, selecting what specific PSH links to expose or
not.
Thus, in an implementation where a multiplicity of such inverters form
25  an array, the number of individualized combinations is 2", where n is the
number of inverters in the array. Insofar as design considerations are
concerned, primitive cells that contain such PSH enabled inverters can be a
priori stored in a cell library enabling the design, in a simple manner, of 2"
different keys using # cells. In the specific simplified example of Fig. 6, 256

30  different keys may be represented using 8 cells. The PSH links will be
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25 Figs 5-6 show an exanple of alteration of functioning of electrical
circuits by individually expose its elenents during the |ithography
process, waovs41e4 manner that was descri bed above. A st at ePOT/GBN0/0489%®r t er
gate circuit 601 (in this exanple, part of a Pull-Down Register) may be
changed from"1" to "0" by exposing the photoresist corresponding to a

pol ygon in ; 0 h i e.electrical
schemati cs s'gg%glﬂgl&ie%x I(‘:)S%@ta{o %%n%ﬁaé%@ngHS%ecg%éﬁ I ‘?’Wg t?m% 26) WO
01/ 54194 PI#duB6d ABtBGIAstdah Heappraiabd Bﬁ%ﬁhhﬁ%kﬂfedhhkﬁe hhaih HetHespond to

a digital key can be incorporated into the chip. Consider, for exanple, an
8-bit i nverdesigngechgell uaceonsainmyoresthah one PSthtipke, a digital key) built up

from8 of the gaje circuits 601.(the |ayout of the 5 netal and contact

| ayers as shown 3@ Pf‘ﬁ.grr é?“&é’jdw(@m (H@téﬁaﬁ?@&%{dgwwsyé?%@amlw ed in
the art. b [ j 0 ' irect wite beam
or by egpogli)’ﬁ[glg?ﬁ%‘;e\éﬁ%@fé)?g@?g{a?%habggofﬁﬁla&?%Ee)g?gjﬁ?ﬁ E@&“ﬁ%@%ﬂ NeR, as
descri bed aahnyall thbpreaefiRsdPSH 106atis?ls, hhdbs piidihg BR Kahesh@E, thus
enabling or disabling netal etch and, thereby, the di sconnection or

connect i on bianképthei heahy, the tapatioesiwild bk exposed todeslizegtherdistindt W' dual | zed

digital key,hcode c osed of the Jogic 'O and _ '1' nunbers (respectively).
Thus, and 36/113 Véﬂ’(‘}%f?‘gﬁcqlﬁélt‘gﬁé%l@lYlauﬁi%j?d dgiteleey on aspesiBiechip. | i nks 701,
702 and 703 correspond to '0" whereas the remaining connected |inks
correspond to ' |', giving rise to an 8 bit nunber (10110101), which may
functiqp aExanghigit al key representing the hexadecinmal value D5. 15 This

i ndi vidualized 8-bit key array nmay be incorporated, for exanple, in area
391 in the chi pTheR$H teaheidue cakrbe uselt] foupersgnalition xR OM. Fe Speci fi ed

strobe on- the-fly technique. In a simlar fashion a different digital key
will be i fevpdsehasentiodl and Blayodi402mf aVit eplentROM rqalizingthBrutlaf er . As

speci fi ed V, .digital. k may be uti.lized by any app riate known
prior art 3 aé@?’l %’gﬁs gst%’g'llzer(g%q.?f’Fcﬁgg ﬁé@@,lﬂ%@@ona y é‘sé‘r‘c’i thePSHyr public
ey in_the 1&2Rfiqusl @@iahi3lor R 1SRRGk if o Lasgd in each
chip is deter n‘iqu#e’d by t hé)r er sgﬁﬁ |nf§§?%|g)§%g% gg{:‘flk E%fnr&g)gﬁg@g?{’] Sahat
speci filg PBiduestod sombirexipase ti transistors (e.g. those designated 413) are

selectively exposed on the photo resist in order to form PSH links and thereby

enabling Vt (threshold voltage) implant during manufacture of the chip. The

presence or absence of the Vt implant, as individually defined during the PSH

exposure of each chip, will implement respectively the logic ‘1°s and “0’s in the

20 ROM truth table, different in every chip.

Example 3
According to a preferred embodiment, special care can be taken for

security applications to layout the PSH links to make them visually identical to
25 circuits that do not contain PSH links. Fig. 8 shows an example of alteration of

a characteristic of an electrical circuit 501 corresponding to a logic NOR gate

(diagram 502). After the alteration by utilizing the PSH technique the NOR

gate circuit 501 effectively transforms into a circuit 503 corresponding to of a

logic NAND gate (diagram 504). During the chip manufacture, by selectively
30  forming the PSH links, and thereby enabling or blocking Vt implant, two
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not. Thus, in an inplenentation where a multiplicity of such inverters form
25 an array, the nunber of individualized conbinations is 2, where nis the
nunber ofwoOnvernvers in the array. Insofar as design consi BET/&GBo@NMS6ar e

concerned, primtive cells that contain such PSH enabled inverters can be a
priori stored in a cell library enabling the design, in a.sinple manner, of

2" differ | N DN o | | i dd pl e of
Fig. 6, 250 ds R L Qh el i S R R I PR o

links will \iall2900lSUBETd NOFE gid bt effchite]y GehiRsAikeANANIDGateGBRISY 04869
sel ectively exgosed to signify '0" (link disconnected) or " 1' (link
connect ed) ,mawbe gpedinrseenrily Pueposes, making scvepis engingesingimyors difgisukiki [ 1 ed in

th t, i t . desi h cell tai t PSH | i nk.
By o pref errd. SrBRPHEA TRAREEC PSS BITHIE B sthE e xarpl o 5 1),
th . : . i

R e e e N S e e

the beam tshailhioahé ondbiMatibn bf tiexiposees iwExeablee the distinct *0° or ' 1°
val ues that constitute the individualized digital key on a specific chip.
10 Exanpl e 2 The PSH techni que can be used for personalization of a ROM
Fig. 7 sh§¥s a sgpenatic 401 and a layout 402 of a Vt inplant ROV
real i zi ng &“XAWPY 4 Tabl e 403, that is personalized according to the

i nvention. By using tAﬁﬁll(')D Elrclifs ig ersBHﬁizte {/aﬁ“} s o figatfo .aA' ons 412
ng to %{a §§ q pggécorgol ngp ?t%e

on the circuit correspon reques ron o

transi sfor ain(eRafhpld, PS8 ® drwsarpdlectriddi3tha@ne 803 aha ¢hd é’(ﬁiréégéﬂcﬂﬁg ed on the
photo resist in order to formPSH |inks and thereby enabling Vt (threshold

vol t age) i fprcanB02of adgnableuwoeni Mirefr ciderit CHhgoutphecurpme s€theeienitabsence
of the Vt inplant, a% i ndi vidual ly defined durjng the PSH exposure of each
chip, w |l Mapbetaad bysslssting oo pppiopaatedyl dransistor 14 andexposing the 20 ROM

truth tabl %hofgrégiﬁrc%pgesﬂ&cﬁlyge {o'th& IBioR’gonFS)ﬁqutﬁe Setive diffusion region
layer by using the PSH technology. A man skilled in the art will appreciate the

15 effects of using positive or negative PR. By selectively exposing the M2
transistors, the current can be individually tuned. Thus, for example, a
reference voltage or current can be defined in a comparator. Such a comparator
may be utilized, for example, for personalizing analog characteristics of
sensors, audio devices, etc.

20 As will be appreciated by persons skilled in the art, an electrically
functioning individualized circuit incorporated by using PSH technology to
implement a digital key may be realized as a series of bits of practically any
desired size. As specified above, such a key may be utilized for many
applications, e.g. as a key for various algorithms including but not limited to

25 algorithms for identification and/or authentication purposes, e-commerce
transactions and others.

Insofar as the second and third aspect of the invention are concerned, the
technology is not confined only to digital key, but rather it can be utilized in any
electronically functioning digital or analog circuit. Other possible applications

30 include redundancy designs, debug and split designs, etc. where the final
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According to a preferred enbodi nent, special care can be taken for
security applications to layout the PSH Iinks to make them visually

i denti cawoo1/54% circuits that do not contain PSH |inks. PCTYGB80/é4sems an
exanpl e of alteration of a characteristic of an electrical circuit 501
corresponding to a logic NOR gate (diagram502). After the alteration by
utilizing tvesiBs(d)welbeidgfiaed be PNERechablogy ncauiding 30 intefrh@tiate vast y
transforns into a circuit 503 corres to of a 1ogic NAND gate

ondi n
(di agr am 50@pultimarke) deﬁ@nérﬁts-, Nﬁﬂwlgtmkneég f@ya@em?md maeks; 30 I) or QUE%TT %T -
PSH i nks, and there en in r ocki. AN t WO
SHEET (RULE 26) R0 a0Re atfbeblpdrnug trafion, &F %’tqu@eg fﬁ%&yw’% ;
el ectrical & i VPfut i @aﬂgﬁd visual ly
| ooks Iike ghél\%guggtég?a but h%% %ig{)\? v%# ?}“ e veslfp?/_ﬁe aq%ga%eté?teq ~This may
be good S orpreeentmiohyinfrusipe seaon-deitiugive @eegsse engi neering nore difficult.
Conmbi ning a nmultitude of such gat es, for exanple, and selectively 5
exposi ng t hem wi The diginl keyi mpy bereamptiedrivith agersonalizatiopalgmithmunbers, etc.,

im .conbi i f.the i t. in Ex le 1. le 4 Anal o
i reuts. o AT B B it oA Lo FarTReT R omeh ahe 109 an exanpi 6.

i . i . f
2 Lunabl o QP SATH AL AmOG FI e SIRchiin il LEPRARIHN AR "oy be

tuned by sedaehichijo Tas g@fﬁ@h@@idﬁ@h%@&ithﬁ@mﬁd beodi R icht Frceael RAY 1agert he _
phot oresi st corresponding to the polygon 812 in the active diffusion region
| ayer bip usioreghaimee seSHityechnol ogy. A man skilled in the art will appreciate

the e trans: stdrExammie dotmaltialEubBey Shisateelgtamedsngbe ot or |-
Sucha compuiid; SAREHBLLERR R iRy FRRETRRGE olndifBIG anal oo
oo et ORISRy 8t o 0 )
circuit i noomparawedr bymbsi agl RSHdoedihatel.ofyy atather example, a random
15 number (or a pseudo-random number) can be used itself or as a seed for chip
personalization. This (pseudo-)random number can, for instance, be generated
by the controller of the PSH exposure station. The personalization algorithm is
kept, if desired, in a secure encrypted format in the PSH exposure station
controller, whether it is a separate direct write station or integrated in the
20  scanner, both as described above. This controller may be kept safely, to adhere
to required security standards. By this embodiment (for example, with respect
to the strobe on-the-fly mode of operation), the chip individualized combination
is utilized to strobe the beam to expose the corresponding selected link
locations in the specific chip, while scanning in the x-y axis, as described
25 above.
While the present invention has been described with a certain degree of
particularity, those having skill in the art to which the present invention pertains
can now perceive that various alterations, modifications, improvements and

additions may be carried out without departing from the following claims.
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inplenent a digital key may be realized as a series of bits of practically
any desired size. As specified above, such a key may be utilized for many
appl i cat ivom81/58949. as a key for various al gorithnms incl udPOTyGB0OG/04361
limted to 25 algorithns for identification and/ or authentication purposes,
e-commerce transactions and others. Insofar as the second and third aspect
of the inve@liAdNMSre concerned, the technology is not confined only to
digital key, but rather it can be utilized in any electronically
functioning digital or analog circuit. Qher possible applications 30

i nclud dund degi b | it desi , etc.. wh t he final
51 SUBSTI TUTE. SHEET [HOREOS 85 N G gilecis oHshiehhometl BoUnBAEIaFon( ) w ||
be defi ned L g ' ' I'ts,

var ket demaadt, Rar gy et CRERA ek tnt YL PEHE MR by AbGo al cts of

the aspect ciocteicalodnsicteistitidetermligttionprocss (ESPPY/ the YnethdtBforwhol e circuit
may further be covered fully or partly by subsequent |ayers to 5 prevent

non- i nt r usi REsealizEe ehseprisieg:i ve access. The digital key may be conputed
with a personalization algorith tili in%oe@?,r rrgre specific

manuf act uri ng par ametEP¥I0NE,8 BVaALL 10R Brqdgein rﬂiﬂﬁ ity pheleggicakcifeyitBer and t he
die x-y cooggl Ml /YA |y define each chip. The

per sonal i zat#ggﬁgﬁ%oért?%tn%mngy&ggﬂgi fferent for each chip layer, 10 to

enhance security. Ford@x@rmbguctﬁ)@ﬂmégt@hg%gq%:f or chip personalization
is using the ot nunber-,- wafer nunber and x-y coordi nates thensel ves. A

nmore coiplicated al gorithsimgy fist BGRR irf the pgarsopedduzatidemticel nunber t hat
is a functiqgn aof lt e |ot, .nurrba}r?,o V\fafer nunber and x-y coordi nates. As
anot her exa%fﬁt@?aa?ilﬁ‘éﬂ‘f%ﬁfl%(’% yapter gy eaghof dhgipluralitg efelsoimisal ) can be used

itself or ag.Aits: for chip personalization. This (pseudo-)random nunber
can, for ins{ ance, be generated by the controller of the PSH exposure

station. The personalizat iigfho3} §Qohll FODE in #8Ahverlt Pﬁﬁﬁﬁ I ' secure
encrypted format in the PSH e%loosure st at iu%)n co}ﬁetrr{)) er, ﬁ%atstge&}@' t is a
separ at e dialestticalchamcetiatic ofiatleastwne of dtegslufatitt Sfelectrical circuits so as

15 to incorporate therein an individualized digital number,

thereby personalizing the at least one of the plurality of electrical circuits.

2. The method according to claim 1 and wherein the first ECDP and
the second ECDP are identical.
20

3. The method according to claim 2 and wherein the first ECDP and

the second ECDP each comprise direct beam writing.

4, The method according to claim 1 and wherein the first ECDP
25 comprises parallel optical photolithography, and
the second ECDP comprises at least one of the following: direct

laser beam writing; and direct e-beam writing.

5. The method according to any one preceding claim and also

30 comprising:
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20 scanner, both as described above. This controller nay be kept safely, to
adhere to required security standards. By this enbodi nent (for exanple,
with respead1/s41e4 t he strobe on-the-fly node of operation)PCT/IGB0@MMSH

i ndi vidual i zed conbination is utilized to strobe the beamto expose the
correspondi ng selected Iink |locations in the specific chip, while scanning
in the x-y axis, as dpedoied tRSfdloming aléd the pidedingeasing aiffivegntDPn has
been descri ggéj with a certain degree of particularity, those having skill
in the art WHPE R seePEEBEnt i nvention pertains can now perceive that

various alterations, nodifjcations, inqprovenents and , additjons nay be
carried out without depart?i% uf’%nir’[ﬂggafsgﬁIs?)%nﬂaa@r’a‘idﬁ%t.lcaiﬁiecglgﬁéﬂ TUTE

SHEET ( RULECESict¥Rtfh/opAho 4 d &Fﬁ@%@ﬁ%ﬁguraﬁﬂ#\@?&rmﬁ‘ cﬁﬁ’l%ggééd for

personalizing an electrical circul avi at ‘| eas one r having

el ectrical characteristics, the |ayer being produced by an 5 el ectri cal
characteristic deternination process (ECDP), the nethod for personalizing
conpri si ng: Oprovi di nglhe m@d[)&c@pr@ng)mjdhn@5aan;ilaiaoaddrm;;risdrﬂg:el ectrical
circuits each having_at | as(# | ayer: and during, productign of the at
| east one layer: 10 u‘éﬁl%aihlf EgﬁfPE ¢ i leastone sgeand Igy e toduedify dent i cal

el ectrical f -3 . I f ral.ity of
el ectri cal fégﬁ"z’ﬁfﬁdﬁ‘?%gﬁ%@?tﬁgggc égéztgé%& E&%@F&ﬁ?}l#gnﬁa@iae(ﬁﬂc%di fy at

| east one @taidtsri cal characteristic of at |east one of the plurality of
el ectrical circuits so as 15 to incorporate therein an individualized

di gi t al !hunber, thereby personalizing the at |east one of the plurality of
electrical circuits. 2. Th t hod . according to claiml and wherein the
first ECDP Ztnd t he sﬁ‘t“oﬁ?& cgpding @eslaime by whergin said ECDP includes a

personalization algorithm.

8. The method according to claim 7, wherein said personalization
15 algorithm includes utilizing one or more manufacturing parameters for

generating said individualized digital number.

9. The method according to claim 8, wherein said one or more
manufacturing parameters are selected from the group consisting of a lot
20 number, a wafer number and an electrical circuit X~y coordinates that uniquely

defines said electrical circuit.

10. The method according to any one preceding claim and also
comprising:

25 covering at least one of said layers by subsequent dielectrics
and/or metal layers, to hide said personalized electrical circuits, thereby

hindering reverse-engineering analysis.

11. The method according to any one preceding claim and also

30 comprising utilizing planarization to hinder reverse-engineering analysis.

34

SUBSTITUTE SHEET (RULE 26)



3. The method according to claim2 and wherein the first ECOP and the
second ECDP each conprise direct beamwiting. 4. The nmethod according to
claiml1l amadowkagpein the first ECDP 25 conprises paral |l el POPGBo@)4869
phot ol i t hography, and the second ECDP conprises at |east one of the
follow ng: direct |aser beamwiting; and direct e-beamwiting. 5. The
met hod according to any one preceding claimand also 30 conprising: 33
SUBSTI TUTE ? EET (RULE 26) WD 01/54194 PCT/ GBOQ 04869 perform ng the

fol  owi ng after the pHegmisthed acpordigsdo rlaisy 1, mdppein saididigiiahgumbsecond
ECDP: produgi -] t least a second |ayer, identical electrical
characteri g&iagcgggéhﬂ%eﬁre wafer in each of the plurality of electrical
circuits. 5 6. The nethod according to claim5 and al so conprising: using a
third ECOP in the at | east one second |layer to nodify at |east one

el ectri cal Eharact eriBlté metfodascdoediag toagy ohe pheceling ahirh YwRéres] @t i cal
circuits. 10 7._The nethod according to claim1l, wherein said ECDP includes
a per sonalnedificaHonof 8t leapheneseleqiisaheharacteristiootiatdgast oneloditle 7, wher ei n

sai d persongl.] ien 5 algorithmincludes utilizing one or nore

manuf act ur .Fﬂ‘d%ﬁ 8ﬁ8{38%§°a$8&°“’§%ﬁ%‘ﬁaflﬁlﬁ‘§ ng%qh&rmg (!Piy\ﬁxg’ﬁﬁ‘i“ieztbwwﬁhgﬂtt al

nunber. 9. [The oxetPRedaggording to claim8, wherein said one or nore

manuf acturi ng paraneters are selected fromthe group consisting of a |ot 20
nunber, a wafer nunber and an electrical circuit x-y coordi nates that

uni quelaé defines said electrical circuit. 10. The nethod according to any
one pre®edilfy cl ai m a¢ methwd according to claim 13, wherein at least one of said

PSH photo-masks is a dedicated PSH mask.

15. The method according to claim 13 or claim 14, wherein at least
one of said PSH photo-masks is combined with a general photomask.
15
16. The method according to claim 1, wherein said first ECDP
comprises parallel optical photolithography, and
tﬁe second ECDP comprises direct writing; and wherein said
direct writing includes scanning the wafer in either one of X and Y directions
20  and applying during said scanning strobe on-the-fly so as to accomplish said

modification.

17. The method according to claim 16, wherein said direct writing
being direct laser beam writing.

- 25
18. The method according to claim 16, wherein said direct writing

being direct e-beam writing.

19. The method according to any one preceding claim, wherein said

30 digital number serves as an input to an application.
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conprising: 25 covering at |east one of said | ayers by subsequent
dielectrics and/or netal layers, to hide said personalized el ectrical
circuitswohesghy hindering reverse-engi neering anal ysi sPCI/GBoWs6eNnet hod
according to any one preceding claimand also 30 conprising utilizing

pl anari zation to hinder reverse-engineering analysis. 34 SUBSTI TUTE SHEET
(RULE 26) WD 01/54194 PCT/ BOO 04869 12. The nethod according to claim1,
wherein said digital nunber is a digital key. 5 13. The nethod according to
any one pre#ding cl al hs methadacgordieg tondaiing 7 cehersin ssid algorighastis one

el ectrical ri.stic of at le ne of the . plurality of electrical
circuits co‘?f‘g’%@?‘ﬁﬁtgd%&flfi}?%%@ n&%‘ﬁ%@%‘lﬁl‘ﬁ%ﬁ@ﬁ ‘ﬁgltallnélwer-one PSH nask.
10 14. The nethod according to claim 13, wherein at |east one of said PSH
phot o- masks is a dedi cated PSH nmask. 15. The nethod according to claim13

or claim 141.wher ei n "Hie inedmid acooligf tosdaieh BHHiIReinGaiR&ictyptforcOmbi ned wi th
a general photomask, 15 16. The net hod accor di ng to claiml, wherein said
first ECDP medipprealizes paRiA er DES algatithphot ol i t hogr aphy, and the second
ECDP conprises direct witing; and wherein said direct witing includes
scanning the wafer in either one of X and Y directions 20 and applying

during sai dypscanni ng gty of L: .o aceonplish said .
modi fication. 17, The r?e@ﬁ%gag%}c‘g@g%légt% gn@ﬁgflﬁ%%fn\%ﬂgkaéﬁeﬁ e@gﬁrama! rect
writing beiirgitslieack tldcadsic MRBMCOHiprishE: a ARfE8 laytRendBE 1298 ReGaE.di ng to
claim 16, wherein said direct witing bDeing diréct e-beamwiting.
10 surface layer, the surface layer and the at least one sub-surface layer each
having at least one electrical characteristic influencing operation of the
electronic circuit, an improvement comprising:
selecting one multi-layer electronic circuit;
altering at least one electrical characteristic of at least one sub-
ts  surface layer of the one electronic circuit, the altering comprising altering the at
least one electrical characteristic so as to incorporate therein an individualized
digital number, to be different from a corresponding digital number of at least
one other multi-layer electronic circuit produced by the method; and

producing a surface layer of the one electronic circuit,

20 wherein the altering occurs before the producing.‘

23. In a method for producing a layer in an electronic circuit, an
improvement comprising:
providing a wafer comprising a plurality of chips and coated with
25 aphotoresist; and
performing the following steps in order:

i. performing parallel photolithography to produce an

identical image of an electrical circuit on each of the plurality of chips;

ii. selecting one of the plurality of chips; and
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19. The nmethod according to any one preceding claim wherein said 30
digital nunber serves as an input to an application. 35 SUBSTI TUTE SHEET
(RULE 26)woW/0MH654194 PCT/ GBOO 04869 20. The net hod accordi/cgot/eH86d ai m 7,
wherein said algorithmis inplemented in an encryption nodul e that
utilizes said digital nunber. 5 21. The net hod according to claim 20,
wherein said encryption ridumalifiéeg thedmage oRSe one §d&ted doipisbhst®2. In a
met hod for producing a multiplicity of multi-layer electronic circuits,
each el ect rBeRTRORG Gigrain @ myfivisupbized digitalawenbesyer and at | east one sub- 10
surface |l ayer, the surface |ayer and the at |east one sub-surface |ayer
each having at |east one electrical characteristic influencing operation of

the electranic circuy ' ; HSA Ko ' ne
i1 ayer ol ect roni e s R L RRAHE TP Ruirk 2Rh S AcindAL kel
char act ér i sbimprises atodifyan) byodieectwiritd5 surface | ayer of the one el ectronic
circuit, the altering conprising altering the at |east one el ectrical
characteristic so as to incorporate therein an individualized digital

nunber, toRe different froma correspondin igital nunpber of at |east

one ot her Marti-Iayer B}GQH@%CY?PECR% f%@?km Bftgﬂgé’%@r%Q tﬂ%@%m&e; and

pr oduci ng +the one electronic circuit, 20 wherein the
altering O?gﬁ%fsgifﬁgéﬁﬁﬁzé%}t%duci ng. 23. In a nethod for producing a | ayer
in an electronic circuit, an inprovenment conprising: providing a wafer
conmprising a plurality of chips and coated with 25 a photoresist; and
per f or ffng 26he f ol | ok mgthsrdegesoiding tadedaim 24 apé mheretn tlp giacc Wrik

phot ol ithogra E% to rodece an, identical imge of an electrical circuit on
each of th Oﬁﬁj %ﬂ‘?'Pga‘Bf IeRt WEHC.i i . sel ecting one of the plurality of
chips; and 36

27. A method according to claim 28 and wherein the modifying

comprises modifying by exposure through a mask.

28. A method according to any one of claims 23 to 27 and wherein

the exposure through a mask comprises exposure using a laser beam.

29. A method for personalizing an electrical circuit having at least
20  one layer having electrical characteristics, the layer being produced by an
electrical characteristic determination process (ECDP), the method for
personalizing comprising:
providing a wafer for producing a plurality of electrical circuits
each having at least one layer; and
25 during production of the at least one layer:
using a first ECDP in the layer to produce identical
electrical characteristics on the wafer in each of the plurality of electrical
circuits; and |
using a second ECDP in the layer to modify at least one

30 electrical characteristic of at least one of the plurality of electrical circuits,
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SUBSTI TUTE SHEET (RULE 26) WO 01/54194 PCT/ GBOQ 04869 iii. modifying the
i mage on the one selected chip so as to incorporate therein an
i ndi vi duavoaeshied gi tal nunber. 24. A nethod according to BCBGBI@Bisand
wherein the nodifying 5 conprises nodifying by direct wite. 25. A nmethod
according to claim 24 and wherein the direct wite conprises |aser direct
wite. 10 2the modifichtidn af ebledstnmet dedttiaalnoli2dacerds tisheft zftlléasit:@ﬁg@fgég:t \(/jvrl te
conprises e-beamdirect wite. 27. A nethod according to claim an
whrenr) eint hePle?a}th ﬁgect@wchgg C%arlﬁyligrrg%gfy@gdmwmsgm V\}?ﬂ@kghaatrr?ﬁ k. 15
28. A nmeth reli cl aj 3, to 27 an erein e
exposur e tgl(régﬁgﬁl%afdé ﬁ%@kﬁﬁggﬁp%9§§?€@&£€t&§ph&to&ng%er beam 29. A nethod
for per sonaicgdbyporforlioftd theal 165t G bf I HIRGLR of ERShical Bip | Ver
having el ectrical characteristics, the layer bei'ng produced by an
electrical characteristic determnation process (ECDP), the nethod for
personal i zi&g conprising: providing a wafer for producing a plurality of

T

el ectrical cuits ERcHmerind #rgording éaslaimd, veheeein @Msgéndﬁfsafig t
roducti on I t.gQne |la ryUsing a first ECDP in the layer to
Br oduce ide’ﬁfﬁé’gﬁ“’qé}%ﬁfﬁacg?‘ﬁféﬂﬁaféif%maé@i cs on the wafer in each of the
plurality of electrical circuits; and using a second ECDP in the layer to

nodi fy at |east one 30 electrical characteristic of at |east one of the

plurality dfl.el ectri CBhie miettwud dcsordilg tSBERIZDWGE (STl RMI&se6he YO
01/ 54194 PCT/ GBBOO 04869 the nodification of at | east one electrical
char act ¥ri saikPdH photo-waasks dheomsbinedeavith a general photomask.

32. In a method for producing a multiplicity of multi-layer electronic
circuits, each electronic circuit comprising a surface layer and at least one sub-
surface layer, the surface layer and the at least one sub-surface layer each
15 having at least one electrical characteristic influencing operation of the
electronic circuit, an improvement comprising:
selecting one multi-layer electronic circuit;
aitering at least one electrical characteristic of at least one sub-
surface layer of the one electronic circuit, the altering comprising altering by
20 exposing at least a portion of the one sub-surface layer through at least one
Personalized Secure Hardware (PSH) photo mask thereby altering the at least
one electrical characteristic to be different from a corresponding electrical
characteristic of at least one other multi-layer electronic circuit produced by the
method; and
25 producing a surface layer of the one electronic circuit,

wherein the altering occurs before the producing.

33. The method according to claim 42, wherein at least one of said
PSH photo-masks is a dedicated PSH mask.
30
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plurality of electrical circuits conprising nodifying by exposure through
at | east one Personalized Secure Hardware (PSH) photo mask, thereby

per sonal iwdngs4ibe at | east one of the plurality of el ectrPCHGBoOMOMBIItS. 5
30. The nethod according to claim?29, wherein at | east one of said PSH
phot o- masks is a dedi cated PSH nmask. 31. The nethod according to claim?29
or 30, wherp{n at | eapfhe ARE1JA accdRifgitsl cRah et SlaimSBSwhercuPhbicgd Wi th a
general photomask. 32. In a nmethod for producing a nultiplicity of

mul ti - ayerore @ttaidREE ploito-aniasks is eambirederith argenexl pbotamasknpri si ng a
surface | ayer and at |east one sub- surface |layer, the surface |ayer and
the at | east one sub-surface | ayer each 15 having at | east one electrical

characterisjid c influgncin ' f the  .elec ic cireuit, an

i nmpr ovenents§§(:orrpri Si ﬁﬁ:a @%ﬁh@@?ﬁﬂé&@ﬁgﬁ% lﬁqul‘ﬁﬁgreﬁéeﬁ%@gfcr%ﬁciu &8 cui t ;

al tering atj rﬁ§§gm&ﬁ%oﬁ{éﬁg;r{g;cal characteristic of at |east one sub-
surface | ayer of the oné electronic circuit, the altering conprising
altering by 20 exposiroyidiig & sasir canpeisingaphialithef chips aub-coated sdth | ayer

t hrough at | east one Personalized Secure Hardware (PSH) photo mask thereby
altering t Hephatoresigktandone el ectrical characteristic to be different froma

correspondi ng electrica cha a(‘TIgri st iﬁ% of. at ,| east one other nulti-I|ayer
el ectronic circuit erﬁ'i SRS RO Wi ?ﬂf;mé)ﬁﬁer% produci ng a surface

| ayer of the one electr Oniicgﬁ%ﬁﬂi"f%ﬁ’aﬁ%ﬁ?@ﬁgﬁéﬁﬁr@?ﬁﬁ?ﬁgd‘?&% s before

the producing. 33. The neth acco ern at |east one

of saidip PSHemtival ina@skiSan dec@ridgdiaites dAchioftmpluslitysf clgpBSTI TUTE SHEET
(RULE 26) WO 01/54194 PCT/ GBOO 04869 34. The nethod according to claim 32
or claim33, wherein at | dasselecsing ont of sheiplesHitybbchipagasikis i s conbi ned with

| ph K. o . .
a general photomas iii. modifying the image on the one selected chip, the

modifying comprising modifying by exposure through at least one photo mask.

15 36. The method according to claim 48, wherein at least one of said

photo-masks is a dedicated PSH mask.

37. The method according to claim 35 or claim 36, wherein at least

one of said photo-masks is combined with a general photomask.

20
38. A method for personalizing an electrical circuit having at least
one layer having electrical characteristics, the layer being produced by an
electrical characteristic determination process (ECDP), the method for
personalizing comprising:

25 providing a wafer for producing a plurality of electrical circuits

each having at least one layer; and
during production of the at least one layer:
using a first ECDP in the layer to produce identical
electrical characteristics on the wafer in each of the plurality of electrical

30  circuits; and
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35. In a method for producing a layer in an electronic circuit, an 5
i nprovenent conprising: providing a wafer conprising a plurality of chips
and coat adowi/s4194 a photoresi st; and perform ng the foll owwayGBIEmS69 N
order: i. performng parallel photolithography to produce an 10 identical
i mage of an electrical circuit on each of the plurality of chips; ii.

sel ecting one of the pl ur alsidg/a ScoRNIRTDP @theilhjer 15Rslidify Aidedshond Mage on
the one selected chip, the nodifying conprising nodifying by exposure

t hrough at dlecigcalwheragtenistic nfiskleast bae 36 theTploratigy hbelecicical dicugs.tthbe cl ai m 48,

wherein at |eas of said _ photo-masks is a, dedicated PSH mask. 37. The
net hod accoﬁeﬁ?ﬁng&gﬁc‘F%ﬁPﬁl% ecyvatipg:and whereis s glr‘F(éé(‘gitm&)lﬁélUéﬁS sai d

hot o- masks, . S..: ' e . - A et hod f or
Ber sonal i zisﬁg&gﬁg gl? ée‘%? %r‘éggﬁée?roglgl%? ﬁé%m&lgﬁéﬁﬁé%gﬁpap}%nggng ﬁ%‘\(}i ng
el ectrical haiags@bbSoh-Ho-1i36 ab &Y ScobfIRM sRIdAHNGiEdaton,an el ectrical
characteristic déterm nation” process (ECDP), the nmethod for personalizing
conpri si ng:th&ebppevonialiging thaftleastosnepsfatie plurglity of electicalyciafuite) ectri cal
circuits each having at |east one layer; and during production of the at
| east one layer: using a first ECOP in the |ayer to produce identical

i i i ) i h,of .t he. pl [ i .of
ol ect 11 cal 350 o1 r cullpemenad ser Bralfiist pouRRifetb it Spetdhif 54104
PCT/ GBOO 04§GQits LatnBicdirafic ¥dufr bl ti@in#’fsd};ﬁa%éﬁéafg?aﬁ@ lfaé(st%ﬁieg 1St one

el ectrical characteristic of at Ieaglr orne o urality of electrical
circuit®, tshefaceshyonthdibRce dayer bad sheditlest one sub-ngfacand,enbestei n said

direct witing includes . )

having at least one electrical characteristic influencing operation of the
electronic circuit, an improvement comprising:

selecting one multi-layer electronic circuit;

altering at least one electrical characteristic of at least one sub-

15 surface layer of the one electronic circuit, the altering comprises direct writing;

and wherein said direct writing includes scanning the layer in either one of X
and Y directions and applying during said scanning strobe on-the-fly so as to
accomplish said altering, and

producing a surface layer of the one electronic circuit,

20 wherein the altering occurs before the producing.

40. In a method for producing a layer in an electronic circuit, an
improvement comprising:
providing a wafer comprising a plurality of chips and coated with
25 aphotoresist; and
performing the following steps in order:
i. performing parallel photolithography to produce an
identical image of an electrical circuit on each of the plurality of chips;

ii. selecting one of the plurality of chips; and
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scanning the wafer in either one of X and Y directions and appl yi ng during
said 5 scanning strobe on-the-fly so as to acconplish said nodification,
t hereby peosomabd zing the at | east one of the plurality oPCEIGB0OV/04364l
circuits. 39. In a nethod for producing a multiplicity of nmulti-Iayer

el ectronic circuits, each electronic circuit conprising a surface |ayer

and at |east one sub- 10 SHrie@Eyin@tBeéimi rgﬂ{ef(ﬁfé%ele@tégrch%(ﬂhé he at | east
one sub-surface | ayer each having at |east one electrical characteristic

i nf 1 uenci ngnogi€ying compoikes diecct siraing; end wheiain sditl dirant Writing weredes

conprising: selecting one nulti-layer electronic ciycuit; altering at |east
one el eCtI’iS@aquEgtg?‘ea‘fYﬁéf UN ré’PeeS’%% %‘?éy tigpandapplyipg daringgaid of t he

car - di v et npnEe Ot NS0T B A R ERRE SR bR Bhener one of X ana v |

directigns and applying during said scanning strobe on-the-fly so as to
acconplish said altering, and producing a surface |ayer of the one

el ectronic dircuit, T methodiancdrimgabtaayiong pomeding disifmveherdia the oduci ng.
40. In a nethod for, pr,qgg)ﬁi ng a layer in an electronic circuit, an

i mpr ovenenteleciopiG dravd Implenenis apleastamead the llovangq rdandansyidesigas chi ps
and coated with 25 a phptoresjst: and performng the following steps in
order: i. pa‘é%gg,%eﬁgnp%pgﬁﬁgp A&hol i thography to produce an identical

i mage of an electrical circuit on each of the plurality of chips; ii.

sel ecting one of the plurality of chips; and 40 SUBSTI TUTE SHEET ( RULE 26)
WO 01/ 5419412PCT/ CBOOA&68irichl dircuigstoliydaddyt the mdtbgacordifg t®agy sel ected
chip, the nodifying conprises direct witing, and wherein said direct
writing i ndngdeecedigaglpinhg the wafer in either one of X and Y directions
and applying during said scanning strobe on-the-fly so as to acconplish
sai d nodi fyi ng.

43. A system for personalizing an electrical circuit having at l=ast
one layer having electrical characteristics, the layer being produced by an
15 electrical characteristic determination process (ECDP), the system for
personalizing comprising:
a wafer stage for receiving a wafer for producing a plurality of
electrical circuits each having at least one layer, wherein
the system is further configured to apply a personalization
20 process during production of the at least one layer, the personalization process
including:
using a first ECDP in the layer to produce identical
electrical characteristics on the wafer in each of the plurality of electrical
circuits; and
25 using a second ECDP in the layer to modify at least one
electrical characteristic of at least one of the plurality of electrical circuits so as
to incorporate therein an individualized digital number,

thereby personalizing the at least one of the plurality of electrical circuits.
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5 41. The nethod according to any one preceding claim wherein the
electronic circuit inplenents at |east one of the follow ng: a redundancy
desi gn; woOdebug desi gn; and a chip design. 10 42. An el erCT/GBad/04869 cui t
produced by the nethod according to any one preceding claim 43. A system
for personalizing an electrical circuit having at |east one |ayer having
el ectrical gharact eriBhd Ssterh ROchrANSS tdelhitg 4BpdusRdeihar]ddrigliect ri cal
characteristic determ nation process (ECDP), the systemfor personali zing
conpri si ng:cizrcuiainpleseatyatieast ore of tienfpllawiag e redlandgarayddesigrg aa pl urality
of electrical cjrcuits _each having at | east one |ayer, wherein the system
is further %%Hgi Hgé‘éja{l‘é)aé:g‘tﬂ Besdglber sonal i zati on 20 process during
production of the at |east one |ayer, the personalization process
including: using a first ECOP in the |ayer to produce identical electrical
characteristics on the wafer in each of the plurality of electrical
circuits; and 25 using a second ECDP in the layer to nodify at |east one
el ectrical characteristic of at |east one of the plurality of electrical
circuits so as to incorporate therein an individualized digital nunber,

t hereby personalizing the at |east one of the plurality of electrical
circuits. 41 SUBSTI TUTE SHEET (RULE 26) WD 01/54194 PCT/ GBOO 04869 44.
The system according to claim43 and wherein the electrical circuit

i npl enents at | east one of the follow ng: a redundancy design; a debug
design; and a chip design. 42 SUBSTI TUTE SHEET (RULE 26) WO 01/54194

PCT/ GBOO' 04869
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AVENDED CLAI MS [received by the International Bureau on 18 June 2001
(18.06.01); new clains 45-62 added; remaining clains unchanged (3 pages)]
44. The syevemiaccording to claim43; and wherei n the el erCT/iIGBAab/04869 I Cui t

i npl ements at | east OVA of th%f %\? edundancy design, a 5 debug
d ?1‘6?'61

design; and a c desi |thography
exposure, char a& gﬁ’ estQiPthFﬁ"tFH}ff'pﬁ Eﬂe% % @ég re defined PSH
link | ocations R clajms ﬁ%ﬁ%ﬁﬂ%ﬁq i%ff‘?'BWq Glaigs ushpng @Ipagﬁﬂ sure 46. The

photo mask according to claim45 and wherein the general |ithography
conpri seg, opti cal ogr aph 5 47, .Ih accor g to claim45
or clai 6 and wh MMW&%@M@P%@r ect wite
Iithograa{;%é E@?HM m w W 45 - 47 and
wherein t%@ corrprl ses a |i01§3|t 've phot o [@8 49. The photo

nmask sac cdubiigidesign; angd acship design. 45- 47 and wherein- the photo nmask conpri ses
a negative photo mask. 50. A cell adapted to be included i'n a «chip design
cell library, 25 characterized in that: the cell conprises at |east one

PSH I'in ocation lih‘{ F“?“? %a@gﬁﬁl n the at
| east onl<4ia"i 'PSH IlnkAI ocati1on corrpglhislei si @% ufa |§‘? oii P I'n ocations. 30

52. A chinithskesi gn cel|l library, characterized in that 43 AVENDED SHEET
(ARTI CLE 19) V\D 01/54194 PCT/ GBBOQ,04869 ncell,library
includes at | east éﬂﬁ'@ﬁﬂ“‘&é E"B‘im&lrﬁg s foFai m 51.

10 pmonalmoninmaddluonalwom | :

i
i .
. . .
{..0. ¢ . - .

46. .. mmmmbqamﬁmdwhm&cgm
hﬁnmhymﬁmmmm :
15 47. , Thephotomukumdmgholum450rchm46mdwhmin

4, mmwmw’mofmas 47 end whersin

mephommkoommummvemgm .

20 v
4. . 'I‘hepbotomukaooadmgpmyofclmmﬂs 47andvmerem‘
thophommnﬁ:oompmaunmnvephowihﬁgsk '

. 'so. ' Acel!ldgptadﬁobainel?dedinachxpdeugneeu%my,
25 Wiﬁm Lo ;“”'. R
' nwmmmmmm
st Thuﬁomﬂmgmohhnﬁhndwhuamﬂwaleastmm
mmm.pmuyofrsawkwm "
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53. A lithography machine controller, characterized in that; 5 the
controller is operative to personalize at |least one PSH |ink |ocation. 54,
The cont vobbes41according to claim53 and wherein the |ithegrashyo4sachi ne
conprises a direct wite |ithography machine. 10 55. The controller
according to either claim53 or claim54 and wherein the controller
conprises a programred processor. 56, The controller according to any of
claims 53-55 and Wﬁmmoﬁwmuwmﬂmmmnprr sing at

| east one Eﬁl | 0 at | east- one ‘'mgnufacturing parameter; a random
nunber ; Eigffséﬁ@b er a digital nunber; a chip Iocatron on a
wafer; a serial nunber; an ID nunber a program and a list of  nunbers,
and the controller is operatrve to personal i ze the at |east one PSH Iink

20 | ocat 83n based, Adlithographyimachivie controller; champtecizedin that:angi bl e

Smp[rﬁu e(r:;rrgﬁslglr)! e dr u n&rr S| Hg %%ﬁgmwﬁml@#assocr ation

char act ejdegfignl N that 25 the controller is operative, under control of the
conputer 1 n . association with the ’program to personalize at |east one PSH
link location. 58. A conputer-readable signal conprising a program

operativg I n asso I on th a er optr t hogy aphy machi ne
control | & 30 chmmwms MMEE’IM&E 19) WO
01/ 54194&@&%@@ ﬁﬂ% #ﬁghg fafeRfledt i Ve, under control of the
conputer Tn association wt e program to personal ize at | east one PSH
linkibocation. 59.' The net hed accordr.qg to claim 20, whereij n said
encrypti 5 nodul g real S an cr on ith 60, «The 'met hod
accor di ng to claim %t?ﬁ?’rﬂ‘gﬁﬂ%g\&%mm m‘m& ‘
whmmtlxcoontrollereompnmapmmm&pmoum L
56. © The muou«wbordmgmaﬁ&.ofcmms §3-55 andwhereinthe
18 eon!rollerreedvu tninbutuompdxtnzstlmtmeofthefouowmg'
- uhaummmﬁmnhgmhnﬁa;amdomnumw:
pmdo-mdoﬁmmbet-adlgihlnumﬁw stip location on a wafer; & serial
mnnbu- anm'munber aptogmn.andalinofnumbm,md K
- thpoonuoﬂorhopmhvebﬁhonaﬁuthutleasthSHlink
20 loeaﬂonbaﬁed.atleutinpm.onﬂleqput.

te

57. Ahng!b!eeomputex-teﬁdnhlo” diy 'eompﬁsingaprogmn
opmuw,inmodaﬂmm:eompmtwmmlahthomhyméhme
controller, chatacterized inthar: = -

25 ' ﬂucontrollerisopu:uve,undu'eonuolofﬂleeompuhm
modﬂmﬁﬁﬁummpunﬂidﬂhﬂmmunkbunonn _

30
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I npl emented in a decryption nodule that utilizes said digital nunber. 10
61. The nethod according to claim®60, wherein said decryption nodul e

real i zes vaodeenyption algorithm 62. The electrical circupCT/aBo®o@dsng t o
claim42 and wherein the electrical circuit conprises at |east one of the
following: 15 a digital circuit; an inverter; an array of inverters; a

menory; a ROM an grray of bits: a leoqgic tg. | urality. of | ogic
gates; an anal og &4%%&%%05%%@ SHEET ( ARTI CLE

19) moehﬁonwiﬂrﬂaepmmmpasoﬁaﬁzpatleasthSHlmkhm.

S9. Thamoﬂ:odlocondingto clmzo whmin said encryption
s modnlemﬂzuanenaypﬂnndgonﬂm. o

60. ' The method sccording t6 claim 7, wherein said algorithm is
implemented in a decryption module that utilizes said digital number.

1o .61. . Themeﬂ\odaccoqlmgteclahm glhgtainsaiddeorypﬁon
modﬂoruhmadaayphondgmﬁm

) 1
I

6. . maamwckmawotdmgmolm&mdwhmmﬂw'
dwmmcimﬁtoompdmuleastmqbfm&u&'vﬁg' '

e S yeqt LIS w ’

15 . ad@hlmwh;mmvmanhmyoﬂnvm,amenimya
ROM; an aay of ROM bits; 8 logio gab; mmmy oﬂosin gatos; an analog
circult; end a corrent mimor. . ¢ ., "
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