WO 2013/ 014431PCT/ GB2012/ 051752 - 1 - ANONYM SATI ON AND FI LTERI NG DATA
Field of the Invention 5The present invention relates to a system and

nmet hod f owoanmmi3si ng data and in particul ar for sel ecPCYaBoRABIISA Si Ng
data in a configurable way. Background of the Invention 10 Many

busi nesses are faced with an apparent conflict between the need to respect
their clear obligation to protect tﬁéjséburity and privacy of their
custoners in their use of data, and a business inperative to maxi m se
revenue 15 opportunity AWNONYMISATE®ON ANDI FJLTEREZNG DATAg t he data. These
opportunities increasingly 1 nvolve exposing data to partners and third
parties and the novenent of data outside the protected network of the

busi ness. pRPE9LeEE PHet REvERE@WNI | € still retaining sufficient usable data
to enabl eTthe 20 opportunity 15 a key challenge. In addition, in this

i ncreasi ngly gl obal econony, data crosses borders increasingly and

or gani sati ons ed to ensure_ that they.continue to c I ith _all the
relevant regul atr §PEGULr GRBRLS CO5TRETABI Iy t 67 ShaPe dat A°BbPleen
reposi torires hsoapmessent nakar egui renpattieniaenyobusknessese1$haring data
bet ween repositories can becone problematic when the data being shared is
at | east PACPAMLSEBAf Pdént ital & SeefefuspPéLhERNi-se sensitive. 30There are
many exanpl es of systens which are arranged to securely share data between
repositories, including systens for securing the repositories thenselves,
and secur Bagkgmeuodnufintbet Lomeohapnel s between repositories. - 2 -

An agﬂLtional probl em ari ses when the source repository wishes to only
shar art of a data set with a destination repository. 5Therefore, there
is required a systepuandcpBthod-thatceveneenesnt Reserphebkens i Summary of

t he I nvention
between the need to respect their clear obligation to

protect the security and privacy of their customers in their
use of data, and a business imperative to maximise revenue

15 opportunity by either exploiting or enriching the data.
These opportunities increasingly involve exposing data to
partners and third parties and the movement of data outside
the protected network of the business. Protecting the data
while still retaining sufficient usable data to enable the

20 opportunity is a key challenge. In addition, in this
increasingly global economy, data crosses borders
increasingly and organisations need to ensure that they
continue to comply with all the relevant regulatory
requirements.

25 The ability to share data between repositories is an
essential requirement for many businesses. Sharing data
between repositories can become problematic when the data
being shared is at least in part confidential, secret or
otherwise sensitive.

30 There are many examples of systems which are arranged
to securely share data between repositories, including
systems for securing the repositories themselves, and

securing the communication channels between repositories.



10The present invention relates to a systemfor anonymsing and filtering
data sets which are leaving a data repository within a secure environnent

t o anot hewoenws/ressment that nay or may not be secure, amrdTaHGBRYBRYESNISROr
de-anonym sing the data sets as they are returned back to 15 the secure
data repository. The present invention provides a systemand a

nmet hod of transformng data in real-ti‘me, or near real-tine fromthe
original data set to an at |east partially anonym sed, filtered and masked
data set suitahheafiarttibansnmpssboamt aras2@ twhendtpar kyueutsirdeogfitarsecure
environment. The invention has the inportant additional feature of being
able to r&e8Pgé &A 8 lVed8BrpaPeral Py anBayai sed dath sefleFhafahasn
previousl y beenitransmtted outside of the secure environment and
deanonyni se" the previously anonym sed data, 25 for storing the deanonym sed
data back in the source repository, or other |ocation mnthln t he secure
envi ronnent . TEE urnln data.set does ot havg to b ggtac?g Eo t he
original data set’® P6$rd G°tRat Saf SHEASE oﬁeSVE ﬁplﬁp ] h-r enai ns
unal t er edovEbismak! ewssthibkdppanki.es to 30 add to alter or in other ways
enrich the transmtted data set prior to returning the data set to the
secure environnent. Additionally, the present invention provides the
capablI|téumﬂgkggo@aghgylﬁgghgagq configuration data, to 3 transform

mul ti pl e datesets, ot drtrrerrmng structure and apply different
transformation technlques (for exanpl e anonym sation, masking, filtering)
to eaq@ accordhgg to their,t¥ge.,5 An anonym sati on_system and net hod
filters, anonyfi'§eBT&RGI6r ‘BYRBFWEe  ErFans§For s sE8HSIEI'véCdat a before it is
sent onwaaqényﬁgglﬁ§aaabef&@t@@l§§t@5@@'sbhbrQh@@htxreFmébb@hqvéedatee
anonym sation systemis being able to also 10 de-anonym se data as it is
sent backrﬁﬁoﬁhéoéwlgﬂﬁéﬂhng partycatnEr ranakeysi §oopnehkeehnent .

The anony s 1 uppo u int ace dat a
and can agh§$E 8@§§¥e%%gkf%f§ ??aﬁé %ﬁ?aﬁg g?greaagkpygré %ge %%e dat a.
ACCOdengdb@aﬁohymﬁElESDEQE theneskssprevicdeg ar@ekbedrﬁbdabanyntsing dat a

conpr|5|n% the steps of: readi ng paraneters of an anonym sation

procéH%re P?oﬁ?&u?@ ééﬁﬁlﬁﬁPBﬁPEoéﬁonynlsatlon procedure resource;

recei ving datarh@ B%eé@ﬁ@yHh%@HtEBQWbéoQQBésS9“%?%teﬁh§h@'B hgghgat@fsource

is identified by one or nore of the read paranetéers; and applying one or

nor e trangtanﬁéprmmggtdathelneﬁea&eﬂlmé datanaaﬁoréahgtumetﬁeoanﬁh?nlsatlon

procedure mherehn t he Qne gr nor e E%négornaé ?3 ncl ude tr nsform ng at
o]

| east an SFi-ginal Porti on of °t A8 F&cérved Hatar a"'transformed portion.

Ther ef orefinedtres ahdmmé&kbam@athr@ughsamtanmeymbﬁatkans&ysbeahnam he
predefined and configured for 30 particular types of received data.
Di f f etent thatd Pype¥ REYSBECpPOcEsSBEVFR BPVEEPBRE hays CTARERI6its

ef ficientgnd ganygpLent ncusham sahhoncegpgebably uhape pew data

receive an at least partially anonymised data set that has

previously been transmitted outside of the secure
environment and deanonymise the previously anonymised data,

25 for storing the deanonymised data back in the source
repository, or other location within the secure environment.
The returning data set does not have to be identical to the
original data set, provided that at least one identifier
data item remains unaltered. This allows third parties to

30 add to alter or in other ways enrich the transmitted data
set prior to returning the data set to the secure
environment. Additionally, the present invention provides

the capability, using easily modified configuration data, to



- 4 - interfaces and/or data types are introduced or require anonym sation

or other transformations. Advant ageously, this provides a faster,
in-1ine, woabtius1 hi ghly configurabl e and reversi bl e werlaBDRI055752
anonymi si ng dat a. The net hod advant ageously may consistently

anonym sed data to the sane val ue when required. This provides referenti al
integrity with data. 10Preferably, the one or nore transformations to be
applied to the received data are identified or identifiable fromthe read
par anet er srafBeopar ametepser eadaf senst hercanfirguriabl etanenyresanhton
procedure resource may al so define, describe, reference or point to a

t ransf or m@PPoN E5LE6RPNGUFaPREhCFBsbuPEetERAT 1HBSEr (S £KEMBAE or nore

transf or mahbans k9 henaPphsednLO %@§t5§gﬁgye@od@5@h 1heodeseEi pLi on may
i nclude particular functions to be applied to portions of thé received data

or identiftheis dfrehose functions or procedures, for exanple. The
transfgrnation 20 configuration resource may al so be configurable. The
transformati on configuration resource may contain rules or definitions of

the transformhhoasoh9miBderbakeysthe thanstenaat renteenfi gupatnenekesource
may al so descri be how and where to apply the transformations wthin the
recei ved 25d404. othervwiegt fgaaRIYrrehecpeadigar drteePstaug ftr tHefenhcl ude

or i dent £, 80%-0N¢c0r YOLe1al to an cxterflall RASLOr pALLON configuration

resource describing t one or nore transformati 0 be applied to the
recei ved #latahermobe,; &ahei aputydisectonysgbtbheidabaisgurbécoroi ntepface to
scan for received ut _ di ectoréﬁof the data source or

dat a; . : t
CnteriBeettooRPTYB Lo aNeFar f8d tiata ForFoRFRG the “BBpPFedtPonioe the one 5

or nore tpapsfopmrati-0R813sWEl ber ceenthgdration resource describing howto
wite out put data containing the applied transformations; and nunber of
al |l owabl e concurrent processing threads. 10Preferably, the transformation

configuration o] 1dLor _th i gur nym Lon_procedure
resource may b39§n§%§§¥@§ga$EP§ ?X%?%&egHsgghﬁngg égg§@%EEI§? t he ori gi nal
portion ofinthefreeei vedrdata d5tmmynbecrecapenabkevhramctheft ransf or med

porti.on usin% stored information. The stored information nay be a copy of
t he 15 trahsform and data quality rules to the data.

According to a first aspect there is provided a method
of anonymising data comprising the steps of:
reading parameters of an anonymisation procedure from a
20 configurable anonymisation procedure resource;
receiving data to be anonymised from a data source,
wherein the data source is identified by one or more of the
read parameters; and
applying one or more transformations to the received
25 data according to the anonymisation procedure, wherein the
one or more transformations include transforming at least an
original portion of the received data into a transformed
portion. Therefore, routes or workflows through an
anonymisation system may be predefined and configured for
30 particular types of received data. Different data types may
be processed in different ways. This allows efficient and

convenient customisation especially where new data



transforned portion together with the original portion. Optionally, the
stored informati on may conprise the 20 transforned portion stored wth the
ori gi nal wonvidmn4sfi recei ved data. The transfornmed portiPom/GRIY14081 52t oken
stored with the original portion within a token store, for exanple.
250ptionally, the stored information i s cryptographic material for
decrypting the transforned portion into the original portion of received
data. The stored information nmay al so be cryptographic information such as
a cryptograpbir€éakey taddeer yptat heptsanstorredopartionr teru3beexanple. 6
hashi ng; redacting; filtering; find and replacing; replacenment wth random
val ues: véPPBﬁWFéﬁFlaﬁdoﬁa§F%ﬁ6.t€ﬁﬁ§?OFW§ﬁéP8ﬁnations may be used.

SPreferably, thg,LhaAsSEnERLI 0RKLGANLL-gyrakon kesedrce and/igr the,
configurabl e anonym sati on procedure resource are in XM. format. This

facilitat&smeashephégntpglrigtireblandnddireivrgsibihemetoppmatbs nmay be used.
10Advant a %ouslg .t he rgceived data are call data records. Call data
records of"EbHiRE Fé@%rga Jents that occur within a nobile network. These

include call consegtiBns, aSVonABSs30Ees ybaERY S8R saRdLok, BaeakMedegdat a
downl oads occurring; handset roam ng; and handovers between base 15
stati ons, R6P éRafpPeS20EhER UGt 4REeYpESAnaySHe udbdsS Provipegferably, the

anony”iSaE%?@rBEEES?”%Et@%¥i%2§&Qgﬁ Le¢ei ving the data froman input
e a se

channel and witing t ony data to an output channel. The input and
out put 20 channels may be descri bed or defined within the configurable
anonym sation pro edu%ﬁyres urce or the confiaurable anonynisgtion

procedure resotf CEHAY¥n FE?nOP§f8FeW859atFG PREFTEEAPIGuF8bPE resour ce

defining theichannel sne25Brefiecabhycat Beer eeehved dat armayeariginate from
any one or nore of: a database, file system nobile network, and real tine

dat a feedfrPhetlat deptyresaBctrom- ot RBR PeEalREARESoresEuifEes. tBePr ef erabl y,
the ”?thogoEEXgEHébﬁgraﬁ8§9&ﬁ§§t&@% ﬁ%geédﬁﬁé re our&%cﬁé¥i99 an i nput
conprising the’transforned portion and a nEM/pOFFIOH, ang” S57°-
define, describe, reference or point to a transformation
15 configuration resource that describes the one or more
transformations to be applied to the received data. The
description may include particular functions to be applied
to portions of the received data or identifiers of those
functions or procedures, for example. The transformation
20 configuration resource may also be configurable. The
transformation configuration resource may contain rules or
definitions of the transformations to undertake. The
transformation configuration resource may also describe how
and where to apply the transformations within the received

25 data.

Optionally, the read parameters may further include or
identify any one or more of:
a transformation configuration resource describing the
30 one or more transformations to be applied to the received
data;
a reader configuration resource describing how to read

the received data;



recovering the original portion of the received data fromthe transforned
portion using stored information. In other words, these steps describe the
recei pt ovoposvilews! y transformed data once further pro®e3giBrg1Amas7sbeen
carried 5 out to create or nodify data preferably associated or derived
fromthe original data. Upon receipt, the original or identifying portion
or portions of the data may be recovered so that the data is deanonym sed.
Stored informati on may be cryptographi c keys required to decrypt 10 the
transforned porhi 6npar aidatabaseotrotakl awcbheoartgi bal ivakueate bhe
recovered, for exanple. Preferably, the anonym sation procedure resource
and/ or pafafBt éPE HBFFAESE WBFRFI ow or a definition of how the 15
procedure will 2APELALEC direchECOr diengntogarsecond aspect ntherg ks provi ded
an anonym sation system conprising: a configurable anonym sation procedure
resource 20iitrcktudnagopaecdndtérsioflaniagonym sabilonaprooceddr €heaodat a
source. configured,to r§ceiv .data to be anonym sed; |ogic configured to:
read the 85r§ﬁ£?eF§a8F Pﬁ@a§ﬁ8ﬁﬁﬁisation procedure 25 fromthe configurable
anonymi sati on praeedurechesoguearivheresButhe dakarseungenbs kdentitied by
one or nore of the read paraneters; and apply one or nore

transf or mettoR8tt 82t ReCPBERIVeBIdAEE aPPOFBPN§TRESEREMARGAYATY saf'Fon
procedure, wher,gi-ne30bhe 006,351 B0EE, LI ANShor BbEARS  hACkude branst ormi ng

0 r
at | east an orlglna? portion of the recelveg ggta into"a trans

or med
portion. 8 Preferably, the systemfurther conprises an input
interface confi?ured %g interface wiith the data §0urce..The interface may
al so of al ternatFvelry 'HfeFE?eFFapééarQ?tbPBngg tHBT G4t 8"sbGPEBIC8

Preferabl ynayhe systeshkust.hericorpbhsRSs saniodt pubckptieef aegofiokeWnbti ng or
transmtting the transfornmed portion and any associ ated untransforned

portion. Férepeavprtefne phécesBPRgVER PAFHIéGlar, the output interface nay
10 transmt data using SMSC and/or HITP, for exanple. Optional |y,
the systemfurther conprises a data store configured to store information
t hat enabl es t Recarirgbnal paet bongtaabepnecaver ed themrtheitedanstannmed
orti.on.
P 15 may be recoverable from the transformed portion using stored
information. The stored information may be a copy of the

transformed portion together with the original portion.

Optionally, the stored information may comprise the
20 transformed portion stored with the original portion of
received data. The transformed portion may be a token
stored with the original portion within a token store, for

example.

25 Optionally, the stored information is cryptographic
material for decrypting the transformed portion into the
original portion of received data. The stored information
may also be cryptographic information such as a
cryptographic key to decrypt the transformed portion, for

30 example.

Preferably, the applied at least one transformation may

be one or more selected from the group consisting of:



9 The net hods descri bed above may be inplenented as a conputer program
conprising programinstructions to operate a conputer. The conputer program
may be stwoedidmm441conput er -r eadabl e nedium 5 The poEtdB2dR/BeSer | bed
above may be inplenmented as a conpl ete anonym sation system It
shoul d be noted that any feature descri bed above nmay 10 be used with any
particul ar aspect or enbodi nent of the invention. Brief description of the
Figures 15The present invention nay be put into practice in a nunber of
ways and esbadhaentsdwckhnpewrbetdesari; bednby away reblexanple only and with
reference to_the acconpanying drawings, in which: FIG 1 shows a flow

di agr am of CRLAEEREATT BE CANGAYAPEI HGlP6Sdalal 1gPveRm by 2dy™8fkékdml e only;
FIG 2 shgys.a thawsdbaghamat fafethodstar deanonym sing dat a; FI G
3 shows a schematic diagramof a Systemfor perform ng the nethods of
figures 1 and 2; 25FIG 4 a flow diagramof a workflow for performng the

nmet hod. of figure 1; F sho a_cl.ass diagram of classes _used
R O P aRFetir 8Pk ng toRe et neas ol 1P arae 5thra of ERaieBrons a
schemati cahbghrl evel canehlheebuee ad0ngdhagranvaf pacsyatiem tesopertormeng the

met hods of figures 1 and 2; FIG 7 shows exanple input data and
exanpl e odfptt!daPa™Psl-| oW A§ appLicafi6n 6RSLRE merhodusftipgupedl; - 10
- FI . 85 5hows yexanpl-e. j.oput ta.a xanpl e output data follow ng
applicati%ﬁlg% phe %gt%od gf ??gu?g91?e 088 FIG 9 shows functional and

non-functional requirenents of a systemfor inplenenting the nethods of
shows a table of use gases that may be

figurqiel and 2;. 5 and 1 FI 10 2al@

perforhed by theVABLREGCHE ¥ ghPe 1ecetved data are ca
records. Call data records or CDRs record events that occur
within a mobile network. These include call connections,

SMS messages being sent and/or received, data downloads
occurring; handset roaming; and handovers between base

15 stations, for example. Other data types may be used.

Preferably, the anonymisation procedure may include
receiving the data from an input channel and writing the
anonymised data to an output channel. The input and output

20 channels may be described or defined within the configurable
anonymisation procedure resource or the configurable
anonymisation procedure resource may in turn reference a

further configurable resource defining the channels.

25 Preferably, the received data may originate from any
one or more of: a database, file system, mobile network, and
real time data feed. The data may come from other locations

or sources.

30 Preferably, the method may further comprise the steps
of:
receiving an input comprising the transformed portion

and a new portion; and



It should be noted that the figures are illustrated for 10 sinplicity and
are not necessarily drawn to scale. Detail ed description of the preferred
enbodi nerwe 2083/g4431 is a sinplified flow di agram of a fiPCSIGERB1I2405075di nent

of the anonym sation system illustrating the process of anonym sing a data
file/set froma source repository, suitable for transferring to a third
party repository. Fig. 2 is s sinplifi'ed fl ow di agram of a second 20

enbodi ment of the anonym sing system illustrating the process of
deanonyni si ng aecdatarfinbetneceirvednbioopoattibhr dfpanty reepaskttotyrasui t abl e
for uploading back into the source repository. Exanple - Source Repository
bei ng a MbBPetRet WoFRSISTEEEr BPEFLCA Bastanel cdatlal8éPTF8F 14 mobi e
network CUELERELoL8SSt 0hed 08 B CDR-BEPOBL! PLY WHLRL B Ao3eEULE; BQUhLONMEN .
The customer data sef conprises sensitive data itens, as shown In usSe case
of figureti@psandmadndsénsiticeefdatacit emeceWhendgt hesdatansetricsetio be sent
to a third garty 30 %utside ghﬁ sgeure en&iro&gent one grdnnre of the
sensi t1 ve Hat 5°1 C&E Cor CpolPrdAE FRCEhBIEOSEoieY dafaCs8f s fransfor med or
anonym sedebyvthe ranenyAksati gansystieRraccopdhngeteibhe rukesragipredefi ned
for that sensitive data set use case 19 as illustrated in figure 10. The
anonym se@rdafignsefviigdt PanSAPHt ed PerthenthPidtpar €yptaTReYt Pansmitt ed
a“O“yU‘Segegg%éréats%OHHEkS%ﬁebag@aaﬁgnégbﬁgﬂ ﬂ%&édttéﬁﬁréﬁd non- anonyni sed
data itens. 5The third party then pertorns prgceSS|ng on the anonym sed
data set andoaddsiat measbeoneyptenrephdat aegnr rehnentdt oot Hecdaba set .

This data _enrichnment item can,be any ﬁgditkonal datﬁ mhicg i s dependant on
at edbt GRE GEFHSFOERFr BREEHENaRONgn S5 aara 8of 1 Pdr LaRARIE R
cell-1D, #Q1wki €B bA useocaseal9rhascrampbeen anonyni sed, could be used by

the third party as an approximate |ocation identifier for the customner.
Using this location identifier the third party adds a contextual text

nessage data i d : [N nym dat a
e e T S et S R
deanonym satrbontsyst @mfthenar ead& fihe brcantnrgidataosebf deanenygm ses the
anonym sed data set. . The de-anonym sed data set and the cont extual
text messBEECPSUEFalshitt PBETHEhi n the secure environnent to an 20 SMSC
(Short Message Service Center) which uses the deanonynm sed data to send the
contextual text message to the custoner via SM5 (Short Message Service).

I n the above erampkéinghé&ot hi sdcpaft gsrastptoeirdedswirhvededghni nf or mati on

to allow themto s%nd a tar%eted nessage,ZS based on | ocation to a custoner
nonymisa éPPeéFSt m compr

wi t hout havin any access"to the éust omer, and i nportantly, w thout
any private and pensanakabntormahiyonsabouh bheceusteneesbeirng transmtted
outside of the secure environnent. By de- anonym sing the sensitive data

i t ens?WherFhedanenyarsB8tsosdata28ep P PEYFefarned PEOFREVEBEUr e

envi ronment, thdEEEi%BﬁgcQaE@n§?bu9éB bg assaciatedchack L@ the customer

and the enriched data can be utilised.

anonymised;
logic configured to:
read the parameters of the anonymisation procedure
25 from the configurable anonymisation procedure resource,
wherein the data source is identified by one or more of
the read parameters; and
apply one or more transformations to the received
data according to the anonymisation procedure, wherein
30 the one or more transformations include transforming at
least an original portion of the received data into a

transformed portion.



- 12 - Configuration files used to configure which data itens shoul d
be anonym sed, filtered and/or nmasked, and the configuration files defining
t he | ayowoahithes3ir ansf orned data set can be vari abl e. PCha&E20003NTH2
transformati ons need 5 not be the sane as the outbound transformation.

The described invention is a configur%ple approach to addressing data
security (for exanple, by anonym sing “out goi ng data) and data privacy (for

exanpl e, by masking and/or filtering outgoing data). 10 Figure 3
illustrates schepatiraallly the bagsikem miernak conpenentsandataufl ows within
an anonym sation system 10 and key external interfaces. The "wall" at the

top of theldFagram FEpFréserts 5°seBGPFEyCBolindar {BetibensSexrsting™®5 i nput

and 0UtpUEn§¥§E%€E_%@ycBlEBeo@“%@¥€kﬁ%&&9@1§Y§B%€k%9eﬁte@%%a-or An
exanpl e anonym sati on system 10 consists of "three logical |ayers: 20Data
I nt erf aceproc®hpsthaydrtisspespensi ble for reading and witing data from
vari o raw sources. The data interface passes the data to the Data
Reader/ Witer |ayer for processing. The supported interfaces are: File

syst em 25HTTP/ HFEPS-36P|, PrBat abasemMessagengcbapaiReadansbWtptiers - This
| ayer is responsible for 30 parsing a variety of data formats, transform ng
i ndi vi dualn8&raafreef@s bylGsPrAgOrhereranstering wWehiB2PRECTREAs or m Engi ne,

and repacé?%&?ﬁ&Egg?gﬁgga%gggggiéga SRR ARYERYLe o rtion. For real-

2013/ 0144
time processing in particular, the output interface may

10 transmit data using SMSC and/or HTTP, for example.

Optionally, the system further comprises a data store
configured to store information that enables the original

portion to be recovered from the transformed portion.



format for onward transm ssion. The supported data formats are: Delimted
Fi xed Wdth 5XM. HTM. YAML SMPP UCP 10HTTP SQAP Transform Engine - This is
responsi bWe 2bmvo1s43ansf or mi ng i ndi vi dual data fields in &aCrazB2etyosofs2ways,
in order to 15 anonym se and de-anonym se them The supported transforns
are as follows: Filtering Masking Ephemeral Encryption / Decryption

20For mat Preserving Encryption / Decrﬁ%tlon * Hashing * Find and Repl ace

Redaction Validati on 25Random Nunber Generation * Detokeni sation * *
Starred trasshecnsdar eestokenbsabbect mansber splewbhebdmeans tokenisation
can be turned on for them Tokenising is exp Ialned in detail later in the

descrlpt|8ﬁog§9mTﬁ@mHéﬂ§R§H|§5996ﬁmtF8ﬁ§FBFﬁﬂP§Su§@dOPérﬁéﬁe@se t okeni sabl e
tranSforn§omputé%. The computer program may be stored on a computer-—

readable medium.

The methods described above may be implemented as a

complete anonymisation system.
It should be noted that any feature described above may
10 be used with any particular aspect or embodiment of the

invention.

Brief description of the Figures

15 The present invention may be put into practice in a
number of ways and embodiments will now be described by way
of example only and with reference to the accompanying
drawings, in which:

FIG. 1 shows a flow diagram of a method for anonymising

20 data, given by way of example only;

FIG. 2 shows a flow diagram of a method for
deanonymising data;

FIG. 3 shows a schematic diagram of a system for
performing the methods of figures 1 and 2;

25 FIG. 4 a flow diagram of a workflow for performing the
method of figure 1;

FIG. 5 shows a class diagram of classes used within a
system performing the methods of figures 1 and 2;
FIG. 6 shows a schematic high level architecture

30 diagram of a system for performing the methods of figures 1
and 2;

FIG. 7 shows example input data and example output data

following application of the method of figure 1;



The following is a sunmary of the method carried out by the anonym sation
system 10: The anonym sation system 10 i ngests data from an

i nterfaceyo3utsaideta is interpreted into records/fiel dsPoy/GB2oeAdETSEW it er;
Fields may be nodified by one or nore transforns defined in a transfornset
or transformation configuration resource; 10The transforned data is
returned into its original or simlar-format by a reader/witer; and

The anonym sation system 10 transmits the data to its destination via an
interface. A nwmber soghbvanskampsewhhphthaveacanpl exappopevticest d5ta

i ncluding encryption, are defined via "Transform Schemas". These schenas

al |l ow a coRPLEXPParBPOrAPEOCBeCSpiert MedlefAcetahdIPhENéonsi stent |y used,
possibly many tirfeSg showsFRLNEXaRRLE: aASEREMR,LELERARYPL 8 coRIRALL el d,
e.g. MSISDN coul d be used consistently across a nunber of routes 20 and

i nterfacesfte albbwnconsi stmehatmentriypt tor andhdder ppt fopures 1 Angl 8ssary
i's prq¥ided whi ch explains the technical ternms used by this description.
The anonyﬁ?gation system 10 is preferably nmulti-25 threaded and can perform
many of these acti.ons, sabwhi ghtspeedorcapeuckenkl Yyhat may HBe anonymi sation
system 10 is stateless and maintains no history or status of activities

per f or nedPBEfPEMBFoEes8S REEELREr ABr é19WFEhlthe exception of tokenisation,
it does not 30 store any data. Therefore transactions are atomc. Once an
action is conplete, the systemdi sregards the action and comrences a new
one. Shoul d t hetanbnyitisati ontsystentlOhbefiigheesuptrediliiosterarpl €oby
system failure, then on restart 15 - .(or by another resilient

nat anbe) SLPRLTERETr 8 tr BREaBPToRSGBAPAT He8d T8 Be tPepEated. |1 the system
fails while processing data on a file based interface, the file data would
remain on the server in an unprocessed state, allowing 5 a system

admi ni st r Bespitgdafesppiptdopepfotbespreéegsed pRbeAimeRES using a TCP/ I P
interface, if the systemfails the TCP/IP connection will be term nated and
no further data will be processed. Data could then be sent through the
system agai n omrdeg.itt hasabeenpnestarlt edowl@Vapiraii onsai mitrernmat and

prot ocol between input and output nmay be nmade. For exanple, this may

i ncl ude r ERAPAYTPPENTA GAPaBASEYARE P AYSTEETa filf@strating the

process of anonymising a data file/set from a source

repository, suitable for transferring to a third party
repository.
Fig. 2 is s simplified flow diagram of a second
20 embodiment of the anonymising system, illustrating the
process of deanonymising a data file received from a third
party repository, suitable for uploading back into the
source repository.
Example - Source Repository being a Mobile Network
25 Operator. A customer data set for a mobile network customer
is stored on a CDR Repository within a secure environment.
The customer data set comprises sensitive data items, as
shown in use case of figure 10, and non-sensitive data
items. When the data set is to be sent to a third party
30 outside the secure environment, one or more of the sensitive
data items or portions in the customer data set is
transformed or anonymised by the anonymisation system

according to the rules as predefined for that sensitive data



In one inplenentation, the anonym sation system 10 is a Java application
whi ch can be run on any operating system 15 wth a Java Virtual Mchine
(JVM . Theormm/arwsisuggest ed version of Java is 1.6. FoPCPpGBRIOCAG50TS2
environnments, the follow ng Operating Systens are recomrended: Redhat
Enterprise Linux 5; and Debi an Squeez? 20Exanpl e suitabl e versions are:

Li nux RHEL version 5.x Debian Squeeze version 6 Java JRE Version 1.6 Toncat
Version 7 25Jpam (if using the GU) Version 1.1 QG her environnents nay be

used. setAnsexanpkelexeeutiionsebathe anomypusat ion syst emviOmimgdbe as
follows: 30 hﬁvigate to the "input” dlrectorg and open the "input.csv"
file usi ng253t Rt edi t6PSEXaRBPetPnplie t81tRePsys¥em ARy Ch8"E81F6Ffows: -

16 - 12343678, 168ka442747123436101508PBEEN BGohORYLdaka hothgsSysLem and

rename the 5 input.csv file to "rnput.csv.ready”. The system picks it up,
processesnpti-andnwnited tlh€aodtpus.to a new file in an output directory. As

hown in thi | the first field has b ked, th d
Fi 1 1orbd and t Aot RPEA pRRLE| L) BnERyBOGHS PraceoTong on che (e Secon

"12%***783nbnym448856424322t and adBat atl ntestaees, ibPahaoReaders/ Witers
and Transform Engine provide a flexible framework to receive, transform 15
and out puElaaghigpé 6P 8atadaTReSetnmy!'BE E€8hPI GuredratalEBRf Fglr &Ei on

;::g :2 ég%giggggkﬁgﬁgaﬁEQEQB%hEQE ¢ach.gopRgnent Wthin the ganfihgyrati on
item from the anonymised data set. For example the cell-ID,
10 which in use case 19 has not been anonymised, could be used
by the third party as an approximate location identifier for
the customer. Using this location identifier the third party
adds a contextual text message data item to the data set.
The enriched or amended anonymised data set is then
15 transmitted back to the secure environment. The de-
anonymisation system then reads the incoming data set, de-
anonymises the anonymised data set.
The de-anonymised data set and the contextual text
message is transmitted within the secure environment to an
20 SMSC (Short Message Service Center) which uses the de-
anonymised data to send the contextual text message to the
customer via SMS (Short Message Service).
In the above example, the third party was provided with
enough information to allow them to send a targeted message
25 based on location to a customer without having any direct
access to the customer, and importantly, without any private
and personal information about the customer being
transmitted outside of the secure environment. By de-
anonymising the sensitive data items when the anonymised
30 data set 1is returned to the secure environment, the enriched
data set can be associated back to the customer and the

enriched data can be utilised.



Configuration files are preferably stored securely in an encrypted and
digitally signed form20 XM. Configuration fornat The data fl ow

t hrough twe 2apgiis4sat i on may be defined in XM.. The hi ghPCexgH20t05UTsR UT €
recommended for the XML file is as follows: 25Interfaces Reader/Witers
Transform Sets Routes A "Route" defin?g a data flow or an anonym sati on 30
procedure through the system linking fogether a Data Interface, a Data
Reader/Witer and the rel evant set of transforns. The route or

anonym sati on ppacedurettiay beldefiused by aoceantjuguer ahlenhananynisamson
procedure resource. WO 2013/014431PCT/ GB2012/051752 - 17 - An exanple

conf i gur aBPeYaAoRFNPEAEYBASEFocéduFerPEsaif¢ari 828k BBFoW Fn XML for mat :

<transf or gy st ypezyabhdathon<ftyperna<thel dxgsi,sdas/ thel dz.5REOPRELI €S>
<r eqgul ar Expr essi on>[ 0- 9] { 15} </ r egul ar Expr essi on>

<act i onOnBaitkusesREPLACE<VactbbnenFadhkEuieboundpkaeeréntMakuenNOReAd

MBI S /repl ace t Val ue> 10</pro ties> </transfornt <transfornp
<type> alpggtﬁgzgﬁFySgge as tég oB%Eouna trans%ormatlon.

The described invention is a configurable approach to
addressing data security (for example, by anonymising
outgoing data) and data privacy (for example, by masking
and/or filtering outgoing data).

10

Figure 3 illustrates schematically the basic internal
components, data flows within an anonymisation system 10 and
key external interfaces. The “wall” at the top of the
diagram represents a security boundary between existing

15 input and output systems which the anonymisation system 10

Ccreates.

An example anonymisation system 10 consists of three
logical layers:

20 . Data Interfaces - This layer is responsible for
reading and writing data from various raw sources. The data
interface passes the data to the Data Reader/Writer layer
for processing. The supported interfaces are:

File system
25 HTTP/HTTPS
TCP/IP
Database
Messaging
Data Readers/Writers - This layer 1is responsible for

30 parsing a variety of data formats, transforming individual

data fields by using the transforms within the Transform

Fngine, and repackaging the result into the same output



<fiel d>nsi sdn</fiel d> 15<properties>

<r egul ar Expr essi on>[ 0- 9] { 15} </ r equl ar Expr essi on>

<act i onOWai2b e +REPLACE</ act i onOnFai | ur e> <r epl acenent Yar(GB2NO0SA752
VBl SDN</ r epl acenent Val ue> <l og\War ni ngFl ag>f al se</ | og\War ni ngFl ag>

20</ properties> </transfornme Fail ed rfgtes If a failure occurs on an
interface which neans the route either”cannot start correctly, or continue
torun, it 25 will be noved to a pool of failed routes. A RouteManager

t hread ru@srinatt Ferbaekgraundaakhikbeohi. mehthatipbbetanonymesabiraatsyst em 10
is running, and periodically attenpts to restart the failed routes. By
default, fhFS period is set to every 30 seconds, but this is configurable.
30 Flgure 4 shows ;gschepmtically the process 100 carried out by a Route
Manager. If a route is successfully restarted, it will be renoved fromthe
failed routes E@@bd fidahroute fails to restart, it will remain in the
failed routes @8 until the 35 next tinme the Route Manager attenpts to
start the fail routes. WD 2013/ 014431PCT/ (B2012/ 051752 - 18 -

Interface typesTtimy be defined in the configuration file and | oaded when

t he anonym sation system 10 is started. New interfaces can be defined using
product ExtenstfBHLAPI. FeatureDescription File Based HTTP(S) TCP/IP The

anonymi sation system 10 will read data files froma configurable input
directory. Transforned files are witten back out to an output directory.
UCP
10 HTTP
SOAP
Transform Engine - This is responsible for transforming

individual data fields in a variety of ways, in order to
15 anonymise and de—-anonymise them. The supported transforms
are as follows:

Filtering

Masking

Ephemeral Encryption / Decryption

20 Format Preserving Encryption / Decryption *

Hashing *

Find and Replace

Redaction

Validation

25 Random Number Generation *

Detokenisation *

* Starred transforms are “tokenisable transforms”,
which means tokenisation can be turned on for them.
Tokenising is explained in detail later in the description.

30 The detokenisation transform is used to reverse tokenisable

transforms.



The anonym sation system 10 |listens for HITP nessages on a configurable
address. It then forwards transforned nessages to an output port. The
anonyni sawpanidgysgsdem 10 can listen for any generic commeoTGR2AS1I2Er a
TCP/ I P socket. DatabaseThe anonym sati on system 10 can read raw data from
a dat abase table and wite back to azgéher tabl e. Messagi ngThe

anonym sation system 10 can process sages froma JMS queue and put the
result back on anot her queue or topic. The followi ng interfaces may be
supported. 5Tabhe folkblvenBasedZheuvamanynbsathenmsysbenmcifrwehl oueadydat a
files froma configurable input directory. Transfornmed files are witten
back out t8caAReOYPLEAdiPECESFYEMIOATTP(S) The anonyni sation system 10

listens for HTFR-MESSAYRS<ARi8,CANLLGHr abl € addEessaht sLRRNfor war ds
transforned nessages t0 an output “port. TCP/I'PThe anonym sation system 10

can |isteanterfang;generic communi cations over a TCP/ I P socket. 15Database
The anonym sat i.on tem 10 can read raw _data frgom a. dat.abase table and
wwiteqﬁack to EﬁStﬁé atéﬁlé?%erpre%ﬁ@s§86?n§e?ﬁggﬁﬁgﬁ§§9§a Yofi system 10
can processanesgagesetroma JMS queue and put the result back on anot her

queue or topic. 20 Every interface may have two generic configuration
parameters: -F19lds Raiele TRE1haRE §irvenct 6Tt RerPntéerfaéerhéi ng defi ned.

Iohs b VSEdsRaLtg Boutestec eLetenge LIn LILERL0E cracigurasillPe T
resource;
10 The transformed data is returned into its original or
similar format by a reader/writer; and

The anonymisation system 10 transmits the data to its
destination via an interface.

A number of transforms which have complex properties,

15 including encryption, are defined via “Transform Schemas”.
These schemas allow a complex transform to be specified once
and then consistently used, possibly many times.

For example, a schema to encrypt a common field, e.g.
MSISDN could be used consistently across a number of routes

20 and interfaces to allow consistent encryption and
decryption.

A glossary i1s provided, which explains the technical
terms used by this description.

The anonymisation system 10 is preferably multi-

25 threaded and can perform many of these actions, at high
speed, concurrently.

The anonymisation system 10 is stateless and maintains
no history or status of activities performed or in progress.
Furthermore, with the exception of tokenisation, it does not

30 store any data. Therefore transactions are atomic. Once an
action is complete, the system disregards the action and
commences a new one. Should the anonymisation system 10 be

interrupted, for example by system failure, then on restart



filesystem htt pi nterface tcpi pinterface
dat abasei nterface 10j ns For exanple: <interface>
15<nane>iwoeanfiaaeNane</ name> <type>i nterfaceType</type>PEPIGHROIA(5eE52

Specific properties go here ... </properties> 20</interface> File
System Interface The file systen%interface has the foll ow ng
properties available for configuratroh. 25inputDirectory - The path of the

directory to scan for new files outputDirectory - The path of the
directory (be wki heocautputekiilesntoinstance), thei Bputibuf tirxnsaGptibanal
filter to only process 30 files endin% in a certain suffix,

renovel npiP3uff "ged MRePReFcBE2R6E -t dTr ERBVEYFREMSGRELR #PAAFt he i ncomi ng

fil? nanep%@%@s%ﬁnbsdﬁ%gtEﬁnat@iﬁgebggéeuﬁnterface, the_@gﬁguﬁ§95fix h
Optional suffix to append to the 35 outgoing file once it is fully witten.

Def aul ts touldeadyain 20 thef pprshedSof Bhxunp@pticonall stubfiex téladgdnpo the
incomng file once i aults to .d

( onc a|t.i§ Q“'k prace gd. Dgf Q. e . .
br ocess ngSiF PLR- “GUFPER £ 6 “Append o TRE | RpLEPARACSHL bt FFE8s which the
data is bekngrpraeessedinbebautbg1d tatepraeessingtnpoklknghr egueacy - How
often to check the input directot{ for newfiles in mlliseconds. Defaults
to 10000 F@@ gggéﬁasyonnectlon wlll be terminated and no further data
will be processed. Data could then be sent through the
system again once it has been restarted.
10 Variations in format and protocol between input and
output may be made. For example, this may include reading
from a database and writing to a file.
In one implementation, the anonymisation system 10 is a
Java application which can be run on any operating system
15 with a Java Virtual Machine (JVM). The minimum suggested
version of Java is 1.6. For production environments, the
following Operating Systems are recommended:
Redhat Enterprise Linux 5; and
Debian Squeeze
20 Example suitable versions are:
Linux RHEL version 5.x
Debian Squeeze version 6
Java JRE Version 1.6
Tomcat Version 7

25 Jpam (if using the GUI) Version 1.1

Other environments may be used.

An example execution of the anonymisation system 10 may
be as follows:
30
Navigate to the “input” directory and open the
“input.csv” file using a text editor. Example input to the

system may be as follows:



Exanpl e configuration file section 10The follow ng is an exanple of the
section of XML required to define the file systeminterface. <interface>
<nane>Fi | wWOnhsyflase</ name> <type>fil esystenk/type> 15<pPOpATR2) 051752
<input Di rectory>/Data/in</inputDirectory>
<out put Di r ect or y>/ Dat a/ out </ out put Di r?gtory>
<i nput Suf fi x>. xm </ i nput Suf fi x> - -
<renovel nput Suf fi x>f al se</renovel nput Suf fi x>
20<pr ocessi ngSuf fi x>. proc</ processi ngSuf fi x>
<out put Suf fi x>, icku9</output8uffix>
<fi ni shedSuf fi X23fPRi’§hé@&r+ thi’'SHedsdfPPx>
<pol | i ngFr eguency>20000</ pol | i ngFr eguency> </ properties> 25</interface>
This interface will poll every 20 seconds for files in the "/Data/in"
directory (rel @i vespathstheommpbhée Hetat tontwhepgstha andnympinsati bhesyst em
10 magistarteg are ngo d, ,30 bgt it is &egonqgnded %hat abgolu e pat hs be
used td avoPd-¢oit'usi-on) “°The"Phteffaceé At -pick Gp°any PirFé§ wt hPt he
".xm " subbbxesand theahesuktibBg eutputitbukesoi B nklatahleutn whl |l end with
.xm . pi ckup (since the input suffix is not being renoved). 35If nultiple
files wt RUEREtsdrBECEEPEYRafrE EPEVInsér fedsi RK8MPhE PRpAY - dFPectérytf or
processi ng; By ot e -apanym-safLan %xgtggbéﬁd(%Qﬁt§§@apgﬁd apsecandyfile is
inserted after the first file has been processed) there may be collisions
when the gnonymildat eonrgpstdm 10eattenpts to renane files. - 21 - In order
to avoid this, the anonym sation system 10 may attenpt to identify
filenates that have previ ously been processed and for which the processed
files are stilkipresengri nvt h@spgnpyluoonoout put directories. 5A unique file
nane may be assigned to the input file which does not clash with any of the
processing or processed files in the input and output directories. Were a
collisionis foupd, .8 nugher w bl bexappendod, 9pLo.t e end At Lhe base file
name. For exanple: upposi ng using the above configuration a file

Fngine provide a flexible framework to receive, transform

15 and output any type of data. These may be configured via a
configuration file in XML format. The format for each
component within the configuration file is described below.

Configuration files are preferably stored securely in

an encrypted and digitally signed form

20
XML Configuration format
The data flow through the application may be defined in
XML. The high level structure recommended for the XML file
is as follows:
25 Interfaces

Reader/Writers
Transform Sets
Routes
A “Route” defines a data flow or an anonymisation
30 procedure through the system, linking together a Data
Interface, a Data Reader/Writer and the relevant set of
transforms. The route or anonymisation procedure may be

defined by a configurable anonymisation procedure resource.



test.xm is inserted into the input directory. This file will be processed
by The anonym sation system 10 and will result in a test.xm .finished file
in the i npoRo/mestory, and a test.xm .pickup file in tireTER2pLH05152
directory. Now if another file called test.xml is dropped into the input
directory, the anonym sation systen11£ wi Il notice the existing processed
files and will rename the file to "test.xm 1" before processi ng. 20The
resulting processed files would then be test.xnl 1.finished and

test. xm 1api ekuppils tbafipgpubbanadaauhput sdiieet prbesduespeetbvieky. iEi | es
appearing in the input directory are created by virtue of an "atom c

oper at i on®P@RHENnPFPéady 1NTHIME Ae&R&§tthat 25 a partially witten file cannot

be picked up by Lhe,system Error handling If an I/O error occurs on
the interface (readi ng«wpd-wiithtigpnkidgs-to disk) the route may fail and be
noved 30 the fail ed routiesdpeokdnI3@iHIdFP/ HTTPS | nterface The HTTP(S)

interface |istens on a<cE@GPtttRegbnnecti on for HTTP or HTTPS protocol
requests on a configured addressilarfpr2e23ne %431 POT/ GB20P2FOBEPSO 22 -
The content portion of the ré&dtlesPOISIEoSRIRET < He 1a32YE *hhieH i s
interpreted by the Data Readéf ¥ &t tV¥ansiffied He ol al g =" rRE T fér f ace
has the follomﬁqgtggﬂ&bgkygﬁie properties: 5listeningHostnane - The
interface will listen.en this network address. Defaults to "l ocal host"
l'i steningPort - The intwikacaivbdlonkisten on this network port IisteningTLS
(Transport Layer Securitig)whetibet</¥@etdre anonym sati on system 10 server is
usi NgQLHTTPS for this <smouberties>
<regularExpression>[0-9] {15}</regularExpression>
<actionOnFailure>REPLACE</actionOnFailure>
<replacementValue>NOT A MSISDN</replacementValue>
<logWarningFlag>false</logWarningFlag>
20 </properties>
</transform>

Failed routes

If a failure occurs on an interface which means the
route either cannot start correctly, or continue to run, it

25 will be moved to a pool of failed routes. A RouteManager
thread runs in the background all the time that the
anonymisation system 10 is running, and periodically
attempts to restart the failed routes. By default, this
period is set to every 30 seconds, but this is configurable.

30 Figure 4 shows schematically the process 100 carried out by
a Route Manager.

If a route is successfully restarted, it will be
removed from the failed routes pool. If a route fails to
restart, it will remain in the failed routes pool until the

35 next time the Route Manager attempts to start the failed

routes.



out goi ng 15 outgoing out goi ngHost nane - The interface will create an
connection to this network address outgoingPort - The interface wll
create arwoanmsgu#idon to this network port outgoi ngTLS ( PCRIGRR01205LEger
Security) - Wiether the downstream server is using HTTPS.

transfornilfype - Specifies which direc %on the data is to be transfornmed in.
Data can be transforned in the HITP 20°Request Body, the HTTP Response
body, or both. The value of this field nust be REQUEST, RESPONSE or
REQUESTRESPONSEInespeativekpekeyBroveder finthe ikeypeovbden gokkassoused for
htt ps connections. 25For HITPS, appropriate certificates nmay be installed
in the JafalATTPS Reysedr¥hen the gRENYBLEEWLIAG PE¥SERMexdnpPeS6RTERE -
section ofi. M. rrequired tandgti et ReqHLIPRS BtenfiacerxTbnterhages .
30<nanme>HTTPI nt er f ace</ nane> <type>httpinterface</type> <properties>

<out goi ngHost nanme>10. 20. 0. 221</ out goi ngHost nane>
<outgoingEQ&E;§051<G%g&ggLﬂgPort> 35<out goi ngTLS>t r ue</ out goi ngTLS>

File Based The anonymisation system 10 will read data files from a
configurable input directory. Transformed files are written back

out to an output directory.

HTTP (3) The anonymisation system 10 listens for HTTP messages on a
configurable address. It then forwards transformed messages to an

output port.

TCP/IP The anonymisation system 10 can listen for any generic

communications over a TCP/IP socket.

Database The anonymisation system 10 can read raw data from a database table

and write back to another table.

Messaging The anonymisation system 10 can process messages from a JMS queue

and put the result back on another queue or topic.

The following interfaces may be supported.

5 Table 1.

File Based The anonymisation system 10 will read
data files from a configurable input directory. Transformed
files are written back out to an output directory.

10 HTTP (S) The anonymisation system 10 listens for HTTP
messages on a configurable address. It then forwards
transformed messages Lo an output port.

TCP/IP The anonymisation system 10 can listen for
any generic communications over a TCP/IP socket.

15 Database The anonymisation system 10 can read raw data
from a database table and write back to another table.

Messaging The anonymisation system 10 can process
messages from a JMS queue and put the result back on another
gueue or topic.

20

Every interface may have two generic configuration

parameters:



<t r ansf or nTy pe>REQUESTRESPONSE</ t r ansf or niType> - 23 -

<l i st eni ngHost nane>| ocal host </ | i st eni ngHost nane>

<l i st eni Papt348@BO</ | i st eni ngPort > <l i st eni ngTLS>t r ue<PCirgiBeni MFTI5S>
<keyPr ovi der >keyPr ovi der </ keyPr ovi der > 5</properties> </interface> TCP/IP
Interface The TCP/IP interface Iisteni on a configured address 10 for
TCP/ | P connections. Once connected, d fa can be passed and transforned in
either direction on the socket. The raw data arriving is passed directly to
t he Data Reader/ Wi hemef or Theansfer gatreantoTheei aheetaaechasitbhe fol | ow ng

configurabl e properties: 15I|sten|ngkbstnane | i st eni ngPort
out goi ngHBSERRRE - olfgsi nGPBFEIWRBNTASC BAREEL F6nTPEE8PSRI F8Red on t he
speci fied;20.-rgemi ng port, a new Socket will be opened, a new connection

will be established to the outgoing address and the correspondi ng i nput and
out put data st reanstioe boffhedityeet pdnsnuekifabe passedcdowngtioetlhe Dat a
then continue to listen on the 25

Read t Th licati
sggc?; ngﬁblﬁ %@gﬁgﬁ;&%9F§PS§%Sfﬁévgén§ “data type will be created in

each dlrectlon. Tramsfieepystean be configured to act in either direction.
The followng is an exanple of the section of XM. required to define the
TCP/IP interface. 3D&fRieEraéesc<name>TCPI Pl nt er f ace</ nane>

<type>tcpipinterfacg;@%¥gg cSRLEperties>

<out goi ngHost nane>1 4</ out goi ngHost nane>
. databaseinterface

10 . jms
For example:

<interface>
15 <name>interfaceName</name>
<type>interfaceType</type>
<properties>
. Specific properties go here ..
</properties>
20 </interface>

File System Interface
The file system interface has the following properties
available for configuration.
25 . inputDirectory - The path of the directory to scan
for new files
. outputDirectory - The path of the directory to
write output files to
. inputSuffix - Optional filter to only process
30 files ending in a certain suffix
. removelInputSuffix - Whether or not to remove the
suffix from the incoming file name when it is written to the
output
. outputSuffix - Optional suffix to append to the

35 outgoing file once it is fully written. Defaults to .ready



35<out goi ngPor t >8080</ out goi ngPort >
<l i st eni ngHost nane>| ocal host </ | i st eni ngHost nane>

<l i st eni yBapt3#A201</ | i st eni ngPort > </ properties> </int ecraaB2n12/05124 -
In this case, this interface will listen on port 9201 and nmake a connection

to port 8080 on IP address 1.2.3.4. "g cal host" may be used
out goi ng hostnane if the destination §
server as The 5 anonym sation system 10. Database interface

for the

plication is hosted on the sane

The

dat abase interface readsheapudata fropraodatabaseikabbeaaadtbnseets

transforned data into another table. The 10 input database t
consi st ofN&°PriAalry lRe§RES| tfmiandualdaPECEsFERA: PREAPALESN

fol  owi ng confi.gurabl-g-RLApREL|,8$1x - SuffEQPMEFﬁgﬁghdjtEh%hEa!ﬁ de
dbc. Dr for Rysm

class for the input database. (e.g. "comnysqgl.]j iver"”

abl e nust
face?RAE t he
iver

15

"oracl e. j dbd. doitypet. OiaekebBhiiver thikodaOradckepeiVgr bousedatdba®efdrilvers are
availq?!e for each database inplenentation. i nput URL: The JDBC URL

of the inplt -BabP5655&"Eerver. (e.g. "jdbc:nysql://1.2.3.4" ).

20i nput Use

r:

The user nane f.or thelinpytrdatiabase- How oftBputBasswekdrh&henpassword for
t he i nput database. i nput DBNane: The name of the input database
schema. 29t&aBréRaefoThecdatabaseitabiélpaarectgSpoPRtRrEltaehor 688°0Thi s

nust be tQ§05§€E0E8E€the i nput and out put dat abases.
primary key colum o

pri mar yKey:

t he dat abase. 30dataColumm: the data columm to

t he

transform ExamplepubbDfiiveratThe diileeseforionhe out put dat abase. (e.g.

"com nysql . jdbc, Driver") . . .
fy qat -] The fo?ﬁo%lng is an example of the section of

required to define the file system interface.

<interface>
<name>FileInterface</name>
<type>filesystem</type>
15 <properties>

XML

<inputDirectory>/Data/in</inputDirectory>
<outputDirectory>/Data/out</outputDirectory>

<inputSuffix>.xml</inputSuffix>

<removelInputSuffix>false</removelnputSuffix>
20 <processingSuffix>.proc</processingSuffix>

<outputSuffix>.pickup</outputSuffix>

<finishedSuffix>.finished</finishedSuffix>
<pollingFrequency>20000</pollingFrequency>

</properties>
25 </interface>

This interface will poll every 20 seconds for

files in

the “/Data/in” directory (relative paths from the location

where the anonymisation system 10 was started are allowed,

30 but it is recommended that absolute paths be used to avoid

confusion). The interface will pick up any files with the

“.,xml” suffix, and the resulting output files in *“/Data/out”

will end with .xml.pickup (since the input suffix is not

being removed) .

35 If multiple files with the same file name are

inserted

into the input directory for processing by the anonymisation

system 10 (for example, a second file is inserted after the

first file has been processed) there may be collisions when

the anonymisation system 10 attempts to rename files.



- 25 - out put URL: The JDBC URL of the output database server. (e.g.
"jdbc:nysqgl://1.2.3.4" ). out put User: The user nane for the output
dat abase.wo0 2013/014431  out put Password: The password for tReT®HR2p1/055752

dat abase. out put DBNane: The nanme of the output database schena.

The dat abase interface wll read all fms in the input table, passing the
data fromthe data columm to the read 10 witer layer for each row Once
t he data has been successfully transforned, the transfornmed data will be
witten to theraubputrdavabasedandikhetaei ghpakmiewtfibanmst/becinnpot mdat abase
w Il be del eted. , . The following is an exanple of the section of
XML 15 reéEF?@BttBodéﬂ?ﬁéléydéﬂéﬁaégeﬁan@FaEéVe<Pﬁ?¥ﬂPééé¥ been

<nane>datgpeggggggrgaaeféeawﬁfcﬁt¥H@>gggégaéghn%§ﬁ5@cgfétg9§il<propertieS>
20<i nput Dri ver>com nysql . dbc. Dri ver</inputDriver>

<i nput Ur | prdbentysgl the1i2p8t408308<punpdtieksoxciiprput User >user 1</ i nput User >

i t d d<l/i t P . .
S Poramoot AT SR EnE L PP BeRE T 20855 467 R8> HBE A BBPE<F14B) enames

<pri mar yKeyxrkeydbpki ABEyKeyzn<dataCahynBrdaha<b@atacel ugnar processed
<out put Dri ver >com nysql . jdbc. Dri ver</out putDriver> o
30<out put OrILSFdBbE: fpSqlnPPE. 219, 2U8BO6<foUEHLGPUEPS . Where a collision

<out put User>user 1</ qut pu er.>;souLp S rdzpas r ds/sout-put,Pa rd>
Zout put DBRETESy Hait SohORBET ol but BENERES 2 ar 0ner: fogs 9oy hEbrr 526 Error
handl i ng file nhfhea #@atabaseaptennectivity issue occurs, the route may fai

and be noved to the failed routes pool ee figure 2). 40 If there is a
par sing error With éﬁ?p8FlPﬁeuaéP8 Fﬁeagﬁ8ﬁﬁ 8%“5?98 PP Be%Fgﬁged and
the of fending . kAW Wkl knk€PRERA EAto the input directory.

. This file will be processed by The anonymisation
system 10 and will result in a test.xml.finished file in the
input directory, and a test.xml.pickup file in the output

15 directory.

. Now 1f another file called test.xml is dropped
into the input directory, the anonymisation system 10 will
notice the existing processed files and will rename the file
to “test.xmll” before processing.

20 . The resulting processed files would then be
test.xmll.finished and test.xmll.pickup in the input and
output directories respectively.

Files appearing in the input directory are created by
virtue of an “atomic operation” when ready. This means that

25 a partially written file cannot be picked up by the system.

Error handling

If an I/0 error occurs on the interface (reading and
writing files to disk) the route may fail and be moved to
the failed routes pool.

30

HTTP/HTTPS Interface

The HTTP(S) interface listens on a TCP/IP connection

for HTTP or HTTPS protocol requests on a configured address.



WO 2013/ 014431PCT/ GB2012/ 051752 - 26 - the input table. Wen the database
is polled again, the anonym sation system 10 wll attenpt to process the
row agai rwoO2MsgEagiing i nterface The nmessage i nterface i gCugBof205115¢adi ng
nmessages froma JMS queue and witing themto another queue or topic. The
configuration paraneters are: brokerUrl - the url of the JMS
broker to connect 10to. usernane (oﬁt?%nal)usernane to use if
authentication is required. password (optional)password to use if

aut henti cahkeonohseheqpbredonlbiftnputQuedecestt he nareiakrebetguedetto |isten
for nessages. out put Destination - the nanme of the queue/tqgpic to
send mess#féstaf el NfPARSLOFAREY 0hSChRE2hBEATEPHI PBE. transformed

out put Typg -CguaYE5E 9Ri &he- lw@@khgeetBESOMBQUEO%QOQQﬁg RBhIEQB kS pRequeue or
a topic. errorQueue (optional) - queue to send nessages that can't

be procespedrdutite:an error occurring. An exanpl e XML confi guration
secti for the NQSﬁagin ace IS E m§ 25<L9&e52%%8; on
<name>JMSI nt er face</ ﬁ% 29 85>Pﬁ§9/tyg S & FS Ftreds
<brokerUrkh&@pnékh@@ala@ake§é615ékammkgrebl>1oca1host"
30<user name>secur eser ve</ user nane>
. listeningPort - The interface will listen on this
network port
. listeningTLS (Transport Layer Security) - whether
10 the anonymisation system 10 server is using HTTPS for this
route
. outgoingHostname - The interface will create an
outgoing connection to this network address
. outgoingPort — The interface will create an
15 outgoing connection to this network port
. outgoingTLS (Transport Layer Security) - Whether
the downstream server is using HTTPS.
. transformType - Specifies which direction the data
is to be transformed in. Data can be transformed in the HTTP

20 Request Body, the HTTP Response body, or both. The value of
this field must be REQUEST, RESPONSE or REQUESTRESPONSE

respectively

. keyProvider - the keyprovider class used for https
connections.

25 For HTTPS, appropriate certificates may be installed in

the Java HTTPS keystore.
The following is an example of the section of XML

required to define the HTTPS interface.

<interface>
30 <name>HTTPInterface</name>
<type>httpinterface</type>
<properties>
<outgoingHostname>10.20.0.221</outgoingHostname>
<outgoingPort>6051</outgoingPort>
35 <outgoingTLS>true</outgoingTLS>
<transformType>REQUESTRESPONSE</transformType>



<passwor d>passwor d</ passwor d> <out put Type>t opi c</ out put Type>
<i nput Queue>i nput </ i nput Queue>
<out put Dewoi2nstd1e3rout put </ out put Desti nati on> PCT/GB2012/051752
35<error Queue>error</errorQueue> </ properties> </interface> WD
2013/ 014431PCT/ (B2012/ 051752 - 27 - Rggder and witer configuration The
data reader/witer configuration consfsts of a specified data type and a
set of fields which are available to be transformed. A field represents a
particul ar piece of 5 informatigriingsspec>ioedhbocatlioreningidyenamcom ng
data stream For exanple, if <theedate@trypesios/HEVenirgPPitel d coul d be a
particul ar el enent, defined bylstesingathtiwgcatigrrimitésSconfiguration to
define where a field is | ocat WHRVEtRE Tt agurev iRt/ FrEarisd t he "Fiel d
Definition". The fotre@ECF;(Sfpe_LrGl?ﬁTs paraneter is described for each reader
in this section.” The supported data types are |isted bel ow
Feat ureDescri ption Fi xed WdthThe anonym sation systemw || read standard
fixed width foroeyIdatacebekicai t edThe anonymi sation systemw || read
standard delimted format data, including CSV files. XM.The anonym sation
systemw || i ntT@?plT@F@Pmﬁpée?lﬁ/ﬁ‘cﬁatlé?tﬁﬁér 8ledcROPfePHTPS efespsil at ed
w thimy a shpgheptag. -HINLThe anonyni-sathanesyshemwibl LAt eEppeksghnpl e
HTM. data, where each field is encapsulated within a single tag. SOAPThe
anonym saghdntsgsséprwetll inneerpeet dsikppkeo8OAR datasownhetre &aehrhivel d is
encapsu'agggamggghgi%gsHggkgs%%g'directly to the Data Reader/Writer
for transformation. The interface has the following

configurable properties:

15 . listeningHostname
. listeningPort
. outgoingHostname
. outgoingPort

When a connection is established on the specified
20 incoming port, a new Socket will be opened, a new connection
will be established to the outgoing address and the
corresponding input and output data streams for both
directions will be passed down to the Data Reader/Writers.
The application will then continue to listen on the
25 specified port. A Reader/Writer of the same data type will
be created in each direction. Transforms can be configured
to act in either direction.
The following is an example of the section of XML
required to define the TCP/IP interface.

30 <interface>
<name>TCPIPInterface</name>
<type>tcpipinterface</type>
<properties>
<outgoingHostname>1.2.3.4</outgoingHostname>
35 <outgoingPort>8080</outgoingPort>
<listeningHostname>localhost</listeningHostname>
<listeningPort>9201</listeningPort>
</properties>
</interface>

40



HTTPThe anonym sation systemw || interpret fields within an HITP request
YAMLThe anonym sation systemw || read YAM. object data. SMPPThe
anonyni sawpaniasystsem wi | | interpret the source and dest PoatGRIn12AB0UTRS S
fields of SMPP v3.4 protocol nessages. UCP/ EM The anonym sation system w | |
interpret the address code fields of EM-UCP v4.3c protocol nessages.
Every reader witer has two generic c ﬁfrguration 15 paraneters: nanme - The
nane given to the reader/witer being defined. This is used in the Route to
reference the iatenfiacease,28h4is typerfatbewtypelottient enf acetberng
configured. Valid values (case sensitive) are: fixedw dth, delimted, xm,
htm, soaplchBBprPeddEPRFFEEL Oy AR POShppUaAdCticpFTRECFESE of 2t Hi € -secti on
describes.the.spectii a9 _eenf,sgHr ablerpropgrthbessf ahseagher eadepfwriter.
Del i mited Reader The delimted reader Wl read a stream of
del i m t edddatanpaspbint applintdipndiigi doakedows a&hd Bewkdserpassabi &hds to
the c fi%ured transforns ?nd ﬁﬁpackage the resulting 10 delimted data

T SBe

strea 8OB8R£gir 2Bl 875 i'es for the delinited reader are as
fol |l ows: separatorCharacter - The character used to delimt the
fields in a row uot eCharacter - The character used to surround

15 each fiel d, PahPrERSReédtREE2EE present in. Defaults to " escapeCharacter
- The escape Cﬁﬁéaﬁg@épagéeqln Qr?B%QWﬁQH%e ﬁQaB%E%.e%S?oW thi tghﬁggs-
I e header of

Defaults to \ nesToSki p - The nunber o ines int
i ncom ng dabade Thdsénwkelkksbersksppedefiodaprodcessi agoahdrcanb26 .b&he
configyred to bg appended without change to the gutput. Pefaults to O
and a data column. The interface has the following
configurable properties:
. inputDriver - The java driver class for the input
database. (e.g. "com.mysqgl.jdbc.Driver" for MySql,
15 “oracle. jdbc.driver.OracleDriver” for Oracle). Various
database drivers are available for each database
implementation.

. inputURL: The JDBC URL of the input database

server. (e.g. "jdbcimysqgl://1.2.3.4" ).

20 . inputUser: The user name for the input database.
. inputPassword: The password for the input
database.
. inputDBName: The name of the input database
schema.
25 . tableName: The database table name to poll for new

rows. This must be the same for the input and output

databases.
. primaryKey: the primary key column of the
database.
30 . dataColumn: the data column to transform.
. outputDriver: The driver for the output database.

(e.g. "com.mysqgl.jdbc.Driver").



copySki pLi nes - Wiether to include skipped header lines in the output.

Defaults to true footerLines - The nunber of lines in the footer
of 25 thewDnoeommgidata. These wil| be skipped and conf iPgurGRL0t20050752
appended w thout change to the output. Defaults to O copyFooter -

Whet her to include the skipped footer gata in the output. Defaults to true
newLi ne - The newline string to use i A°t he output. 30 Defaults to the
standard new line for the operating system on which The anonym sation
system 10 i s runni ngutbarURBN: XThasedrsyskensrt ihs bstdsuabbyadaskngl e |ine
feed character WD 2013/014431PCT/ GB2012/051752 - 29 - and for Wndows it
is a CarrPggESret UPnIt ol PBREA™BYIA VT hestéed.” filterField - Wen performing
filter transfoLms op.dglifited dataustl Maxebecdesheableshe hoekudeca blank
field 5 in the output rnstead of renoving the field coonete l'y, in order to
preserve the nunber cotrooPammgoird:t iecopbpatvoddt &orThihs pakapeter specifies
whet h fll%ﬁéed fields wll be conpletely renoved fromthe outgoing data

or mh ARfields will be included in their pl ace. Defaults to fal se,
10 meaning that a fbltenedeibgkd whel nbeei BEl vdedoaspatbhankouakue in the
out put . The "Field Definition" for delimted data is the 0- based

i ndex mhléﬁhéﬁﬁresponds to the field in the incom ng data. Optionally, the
flelds my be reardatedssknifbelacase 13 theqfhehd,detl bhiiag shpukd be a
coma separated pair of the initial ex and the desired output

exanpl e otabhe, Xbasseayi ohet dacenfirgur ehthdadel crilted readee ESadsrfollomsz

<rea > 20<nanme>Thr eeXFor nReader </ name> <typ >de| d</type>
Sropal 1 23 B el AV T of ChaP ACTer Srel JBbar ALY EASRALREr B0

<quot eChakaetesztriqyotecharachen> 28sf kkharkFbehdat nues/ fiihtepki el d>
written to the output database and the original row from the
input database will be deleted.
The following is an example of the section of XML

15 required to define a database interface:

<interface>
<name>databaseInterface</name>
<type>databaseinterface</type>
<properties>
20 <inputDriver>com.mysqgl.jdbc.Driver</inputDriver>
<inputUrl>jdbc:mysgl://1.2.3.4:3306</inputUrl>
<inputUser>userl</inputUser>
<inputPassword>password</inputPassword>
<inputDBName>inputSchema</inputDBName>
25 <tableName>dataTable</tableName>
<primaryKey>key</primaryKey>
<dataColumn>data</dataColumn>

<outputDriver>com.mysql. jdbc.Driver</outputDriver>
30 <outputUrl>jdbc:mysgl://1.2.3.4:3306</outputUrl>
<outputUser>userl</outputUser>
<outputPassword>password</outputPassword>
<outputDBName>inputSchema</outputDBName>
</properties>
35 </interface>

Error handling
If a database connectivity issue occurs, the route may
fail and be moved to the failed routes pool (see figure 2).
40 If there is a parsing error with any of the data in a row,

an error will be logged and the offending row will remain in



</ properties> <fields> <field> <nane>fiel d1</ name>
30<definition>0</definition> </field> <field>

<nane>f i ev02e13mamsr <defi nition>1</definition> 35</fi el #eTAdB201251752
<name>fi el d3</ nane> <definition>2</definition> </field> 40</fiel ds>
</reader> Fi xed Wdth Reader - 30 - }ge Fi xed Wdth Reader is responsible
for reading lines of fixed wi dth datas”The confi gurable properties for the
fixed width reader are: IlinesToSkip - The nunber of lines in the header of
5 incom nghdataputheselw.l linbe skkppedabaeseprecessing apndieanthe confi gured
to be appended wi thout change to the output. Defaults to O

copySki pLPREEYMIPRELRBr SYSTPRCLUdE I SKi Eéﬁmﬁéaﬁ@rpFPﬁ§§slﬁh?héooutput
Defaults tg-tpue. Must be true or false 10footerLines - The number of |ines
in the footer of the incom ng data. These will be skipped and configured to
be appended wi thout change to the output. Defaults to O copyFooter -
Whet h to include the skl geg footer data in the output. Defaults to true.
Must be true or -f&fgé"” ac

The message interface is used for reading messages from
a JMS queue and writing them to another queue or topic.

The configuration parameters are:

. brokerUrl - the url of the JMS broker to connect

10 to.

. username (optional) - username to use if
authentication is required.

. password (optional) - password to use if

authentication is required.

15 . inputQueue - the name of the queue to listen for
messages.
. outputDestination - the name of the queue/topic to

send messages after transformations have been applied.
. outputType (queue/topic) - whether the output
20 destination is a gqueue or a topic.
. errorQueue (optional) - gueue to send messages
that can't be processed due to an error occurring.
An example XML configuration section for the Messaging

Interface 1s as follows:

25 <interface>
<name>JMSInterface</name>
<type>jms</type>
<properties>
<brokerUrl>tcp://localhost:61616</brokerUrl>
30 <username>secureserve</username>
<password>password</password>
<outputType>topic</outputType>
<inputQueue>input</inputQueue>
<outputDestination>output</outputDestination>
35 <errorQueue>error</errorQueue>
</properties>
</interface>



15newLine - The newline string to use in the output. Defaults to the
standard new line for the operating systemon which the anonym sation

syst em 10WD013irmi3mg. fi xedFormat - Whether to emCoGB2otNS15aMe
width fields on the outgoing data streamas the input. This neans 20 that
any fields shorter than the input fieéq after transformation will be padded
with trailing spaces. Defaults to truée. Tt is invalid to configure a
transformwhich will produce a field of a greater |length than the input,
e. g. Epheneral rREageypthanwr2b®hecbneldubatinbnti on for Fixed Wdth data is a
comma separated pair of their start position within the |ine (0 based) and
the length of the FRERJTCEAPY/thé tEreF@8tiAEE 24181t 6°BE1EFE&N8Fofned need to
be speCIfgggci%@@dr@aggrtpbb!aﬁapg akk urspechfisednt il dgeuntrangheemed.
30An exanple of the XML séction to configure the fixed wdth reader is as
foll ows: «peadetrazpdmexFilxedW dthReaderetnahe>a<pyppéeztitedWodehe/ bype> -
31 - roperties>. . <|inesTo§ki >g</|inesToSkig> . . ‘

<t i xedFor hat S PRELPPI XBdPoP RREL T <Fpr OREFLT&b> BefI'gl 48SOBITE) data

<name>f i ekdichnamesr<debinpiltl onr0: b/ datbnilbenzs<hfriel dz (0=fibekdaiq

<nanme>fi el d2</ name> <defini tion>5, 4</definition> </field> <field>
15<nane>f Pel d3RpKrapeSlar element, defined by its XPath location. The

configuration to define where a field is located in the
input data is called the “Field Definition”. The format of
10 this parameter is described for each reader in this section.

The supported data types are listed below.

Feature Description
Fixed Width The anonymisation system will read standard fixed width format data.
Delimited The anonymisation system will read standard delimited format data,

including CSV files.

XML The anonymisation system will interpret simple XML data, where each

field is encapsulated within a single tag.

HTML The anonymisation system will interpret simple HTML data, where each

field is encapsulated within a single tag.

SOAP The anonymisation system will interpret simple SOAP data, where each

field is encapsulated within a single tag.

HTTP The anonymisation system will interpret fields within an HTTP
redquest

YAML The anonymisation system will read YAML object data.

SMPP The anonymisation system will interpret the source and destination

address fields of SMPP v3.4 protocol messages.

UCP/EMI The anonymisation system will interpret the address code fields of
EMI-UCP v4.3c protocol messages.

Every reader writer has two generic configuration
15 parameters:
. name — The name given to the reader/writer being
defined. This is used in the Route to reference the

interface



<definition>9, 10</definition> </field> </fields> </reader> 20 |

fi xedFormat is specified, and the transfornmed length is |ess than the

| engt h ofwohelsanigiinal field, the transforned field w | PChssRatdsd75ai t h
spaces. If fixedFormat is specified, and the transformed | ength 25
is greater than the length of the ori %nal field, an error will be thrown.
If fixedFormat is set to false, the ofitput will be a concatenation of al
the fields after they have been transfornmed. 30XM An XM. reader is
responsi bl e for readiypg XMrhdatgpandfextraetbng beehdscbartganstior m based
on XPath expressions. XPath can be used to define specific_elenents or
attribut e¥2todpbdatrafisf 6P TBdSCPRéS&Var e2E6F | ECEPFEL (T RnoAR a8 h6bes. A 35
configurabhe propertyctar hhe XM qreader is: (hiht echpde s Wiepe a field is
filtered using the filter transform thi's field defines whether to

conpl etely rente thetfpift Ehed redéibrnomesheibatpuheXhbeorfjiust to set the
val ue of the_node ég be bl ank.. 40§ields Ere o nfi%urgd by an XPat h

expr essi ofi CAT - 9HE88S Skt ERFRG - FRe 8%pFessi 6f°BSF6RG t6 the same field. The

text - 32 - costenttel Rhegsede is the field value which will be
t ransf or ned. An exanple of the XM configuration for the XM reader
is as follows [88edsedtit6RI2r92F6F Hifdl Feednki §hEGEMNOATT PPe1Be%&fDI e) :

<reader> gnage>XM Reader $/pamez sLYREXMLSlLyRaa $hbehds>p10sf kelda

to the configured transforms and repackage the resulting
10 delimited data stream. The configurable properties for the
delimited reader are as follows:
. separatorCharacter - The character used to delimit
the fields in a row
. quoteCharacter - The character used to surround
15 each field, which need not be present in. Defaults to “
. escapeCharacter - The escape character, used to
allow quote characters within fields. Defaults to \
. linesToSkip - The number of lines in the header of
incoming data. These will be skipped for processing and can
20 be configured to be appended without change to the output.
Defaults to 0
. copySkipLines - Whether to include skipped header
lines in the output. Defaults to true
. footerLines - The number of lines in the footer of
25 the incoming data. These will be skipped and configured to
be appended without change to the output. Defaults to 0
. copyFooter - Whether to include the skipped footer
data in the output. Defaults to true
. newlLine - The newline string to use in the output.
30 Defaults to the standard new line for the operating system
on which The anonymisation system 10 is running. For UNIX

based systems this is usually a single line feed character



<nane>titl e</ name> <definition>/book/title</definition> </field>
<fiel d> 15<nane>aut hor </ nane>
<def i ni t iwo2013caks3aut hor </ definition> </field> <fiel d> eoamBARISIIPti on

</ name> 20<defi ni ti on>/ book/ descr</definition> </field> </fields>
</ r eader > For exanple, the éollomﬁng HTML data coul d be used as
25 input to this reader: <book> <titlé3Title</titl e>

<aut hor >Aut hor </ aut hor > <descr >Descri pti on</ descr> 30</book> In this case,
t he val ueandTifbkreWindAukhar" is" Besarirphgentewauhd rbe1pivekedyup flane
transformation by the fields "title", "author", "description” in the
configura??@ﬁ-file. For exanple, if the destination systemis dependent on

35 the value of, a 5E%@EEE?i%h@”ﬁnWheBhEQEE@?ﬁE95”E§ﬁgékdt?ghs?%rﬁgthgured
to set the value of this elenment to an invalid value. HTM An HTM

reader isdeésponsibfethoer ireadiyngeHiMsidabacahd 40céxtieaet bagnki éfidddt o
g g O e U A0 8220, TS SContl ULl o REgReLLY o, the
order to preserve the number of columns in the output data.
This parameter specifies whether filtered fields will be
completely removed from the outgoing data or whether blank
fields will be included in their place. Defaults to false,
10 meaning that a filtered field will be included as a blank
value in the output.
The “Field Definition” for delimited data is the 0-
based index which corresponds to the field in the incoming
data. Optionally, the fields may be reordered, in which case
15 the field definition should be a comma separated pair of the
initial index and the desired output index.
An example of the XML section to configure the

delimited reader 1s as follows:

<reader>
20 <name>ThreeXFormReader</name>
<type>delimited</type>
<properties>
<separatorCharacter>, </separatorCharacter>
<quoteCharacter>"</quoteCharacter>
25 <filterField>true</filterField>
</properties>
<fields>
<field>
<name>fieldl</name>
30 <definition>0</definition>
</field>
<field>
<name>field2</name>
<definition>l</definition>
35 </field>
<field>
<name>field3</name>
<definition>2</definition>
</field>
40 </fields>
</reader>

Fixed Width Reader



filterNode - Were a field is filtered using the filter transform this
field defines whether to conpletely renove the filtered node fromthe

out put HWD2013/Guustt to set the value of the node to be PCadB2b6R/BITE are
configured by an XPath expression. Al nodes matching the expression bel ong
to the same field. The text content ogothe node is the field val ue which
will be transformed. An exanple of the”XM. configuration for the HTM
reader is as follows: 10<reader> <name>HTM.Reader </ nane> <type>htm </type>
<fields> <fiel dnelbsnranerfivehdksbname®s responsible for reading lines
<definition>/ htm /body/ hl</definition> </field> <field> <nane>fi el d2</ nane>
20<definiP?oﬁ%ﬁﬁ?nWFB%Byﬁﬁﬁéﬁd@F?nF?PShQUEPPﬂélH£OE€F§P8§ for the

<name>f i eld3sinamgzy<defiait Lop>/ ht nl / body/ h3</defi ni tion> 25</fi el d>
</fields> </reader> For exanple, the follow ng HTM. data coul d be used as
30 input to thiss readeesTeRkaP>- The number of lines in the header of

5 incoming data. These will be skipped for processing and can
be configured to be appended without change to the output.
Defaults to 0

. copySkipLines - Whether to include skipped header
lines in the output. Defaults to true. Must be true or false

10 . footerLines - The number of lines in the footer of
the incoming data. These will be skipped and configured to
be appended without change to the output. Defaults to 0

. copyFooter - Whether to include the skipped footer
data in the output. Defaults to true. Must be true or false

15 . newlLine - The newline string to use in the output.
Defaults to the standard new line for the operating system
on which the anonymisation system 10 is running.

. fixedFormat - Whether to enforce the same width
fields on the outgoing data stream as the input. This means

20 that any fields shorter than the input field after
transformation will be padded with trailing spaces. Defaults
to true. It is invalid to configure a transform which will
produce a field of a greater length than the input, e.qg.
Ephemeral Encryption.

25 The Field Definition for Fixed Width data is a comma
separated pair of their start position within the line (0
based) and the length of the field. Only the fields that are
to be transformed need to be specified, the reader will copy
all unspecified fields untransformed.

30 An example of the XML section to configure the fixed

width reader is as follows:

<reader>
<name>FixedWidthReader</name>
<type>fixedWidth</type>



<body> <hl>Headi ng 1</ hl> <h2>Headi ng 2</ h2> 35<h3>Headi ng 3</ h3> </ body>
</html> In this case, the values "Heading 1", "Heading 2", "Heading 3"

woul d be wocksdiwsif or transformati on by the 40 fiel ds PCraraizosifseel d2",
"field3" in the configuration file. - 34 - SCAP The SOAP reader is
responsi bl e for readi ng SOAP data and ﬁxtracti ng fields to transform based
on XPath expressions. XPath can be used fo define specific elenents 5 or
attributes to be transforned; these are collectively known as nodes. The
configurable property fmopthecSOAP reader is: filterNode - Wiere a field is
filtered using the filter ttamsfothmpr>thilsnés®isdinefi nes whether to

conpl etely 10 renove the fil téFedfpote > trem fhedbotpit SOAP data or just to
set t val ue of the nO@E°RPY &bl ank Fields are configured by an XPath
expression. Al nodes ?Féte&ﬁ?bgietlt&g expression belong to the sane field. The

t ext content of the node 1s the field, yalye which will be 15

t ransf or ned. An exanpl e of theg.XM.¢onfd guyald on if.ar the SOAP reader
is as follows: <reader> <nane>SQARReader </ name> 20<t ype>soap</type>
<fields> <field>

<name>field2</name>
<definition>5, 4</definition>
</field>
<field>
15 <name>field3</name>
<definition>9,10</definition>
</field>
</fields>
</reader>

20

If fixedFormat is specified, and the transformed length
is less than the length of the original field, the
transformed field will be padded with spaces.

If fixedFormat is specified, and the transformed length

25 is greater than the length of the original field, an error
will be thrown.

If fixedFormat is set to false, the output will be a
concatenation of all the fields after they have been
transformed.

30 XML

An XML reader is responsible for reading XML data and
extracting fields to transform based on XPath expressions.
XPath can be used to define specific elements or attributes
to be transformed, these are collectively known as nodes. A

35 configurable property for the XML reader is:

. filterNode - Where a field is filtered using the
filter transform, this field defines whether to completely
remove the filtered node from the output XML or just to set
the value of the node to be blank.

40 Fields are configured by an XPath expression. All nodes

matching the expression belong to the same field. The text



<field> <name>titl e</ name> <definition>/book/title</definition> 25</field>
<fi el d> <nanme>aut hor </ nanme> <defi ni ti on>/ book/ aut hor</definition> </field>
30<fi el d>wenamgtdssscri pti on </ name> <defi ni ti on>/ book/ destrGB0efdsnisei on>
</field> </fields> 35</reader> HITP The HTTP reader/witer is
responsi bl e for extracting and transfgéning data fromw thin an HTTP
request body, and 40 extracting and transform ng HTM. el enents usi ng XPath
inthe - 35 - HITP response. There are no configurable properties for the
HTTP readebntent ofAahexanpkeiXMcheoffiegur ahian frafichheiHITBer eader is as
foll ows: 5<reader> <nane>HTTPReader </ nane> <type>httpReaderWiter</type>
<fiel ds> EFPBPESTT6<name>nsi sdn</ nane> <definiti on>nsi sdn</ definiti on>

An example of the XML configuration for the XML reader
is as follows (See section 2.9 for a full configuration file

5 example) :

<reader>
<name>XMLReader</name>
<type>xml</type>
<fields>
10 <field>
<name>title</name>
<definition>/book/title</definition>
</field>
<field>
15 <name>author</name>
<definition>/book/author</definition>
</field>
<field>
<name>description </name>
20 <definition>/book/descr</definition>
</field>
</fields>
</reader>

For example, the following HTML data could be used as
25 input to this reader:
<book>
<title>Title</title>
<author>Author</author>
<descr>Description</descr>
30 </book>
In this case, the values “Title”, “Author”,
“Description” would be picked up for transformation by the
fields “title”, "author”, “description” in the configuration
file. For example, if the destination system is dependent on
35 the value of a specific element, the transform should not be
configured to set the wvalue of this element to an invalid
value.
HTML
An HTML reader is responsible for reading HTML data and
40 extracting fields to transform based on XPath expressions.

The configurable property for the HTML reader is:



</field> <field> <name>HTM_Header | </ nane> 15

<definition>/htm /body/div/spanNi d="original']</definition> </field>

</fiel ds>we/2nsades3r 20This data reader/witer is effectiPpceglgB2a120Bn0site
reader which processes HITP request data on the outbound path, and

del egates to the HTM. reader to trans%grn1FWNL data on the HITP response.
The field definition consists of the nme of the field in the case of a
request, and an XPath 25 expression in the case of the response. |In order
to define which directiienNnader angherm bsfappli ¢abkelterea psaper tye
<direction> nmust be set wwthin the transformconfiguration. This val ue nust
be set toféiltRér COBTBEOND: of NERBOURDA ﬂ@?lpéﬁuégﬁtgﬁﬁ Fespemséctely

respectively30The #ohkowbngrbsean 8xampLe 0t phikeptlanstoruLset, set
configuration for use with the reader definition above <transforntet >

<name>HTTPTeamsfioenrfn&e>naticansf oenb2aBs<t r ansf or n» <t ype>encrypt </ type>
<fiel nmsi sdn_</field> <directi on> BOUND</ directi on>.<pro ti es>
U e UL bt B e S S S R I e
<t ype>dechyptrihypercddsbrekd>bhMsHeadgr ks/ thel dame field. The text
content of the node i1s the field value which will be
transformed. An example of the XML configuration for the

HTML reader is as follows:

10 <reader>
<name>HTMLReader</name>
<type>html</type>
<fields>
<field>
15 <name>fieldl</name>
<definition>/html/body/hl</definition>
</field>
<field>
<name>field2</name>
20 <definition>/html/body/h2</definition>
</field>
<field>
<name>field3</name>
<definition>/html/body/h3</definition>
25 </field>
</fields>
</reader>

For example, the following HTML data could be used as
30 input to this reader:
<html>
<body>
<hl>Heading 1</hl>
<h2>Heading 2</h2>
35 <h3>Heading 3</h3>
</body>
</html>
In this case, the values “Heading 1", “Heading 2",
“Heading 3” would be picked up for transformation by the
40 fields “fieldl”, *“field2”, “field3” in the configuration
file.



<di rection>I NBOUND</ di rection> - 36 - <properties>
<schema>snokeencrypt </ schema> </ properties> </transforne 5</transforns>

</t ransf ovoet301¥3L The YAM. reader is responsiPbit&HE20r2/08xt52act | Ng
and 10 transform ng data froma YAM. data stream There are no configurable
properties for the YAM reader. An exanple XML configuration for the
YAM. reader is as follows: <reader>_1%énéne>tgmyan1reader1</nane>

<type>yam </type> <fields> <fiel d> <nane>fi el d1</ nane>
20<definiti on>gegei pt</definition> </field> <field> <nane>fiel d2</ name>
<defi ni ti on>cust oner. nanme</definition> 25</field> <fiel d>

<name>f i el d3</ haReSC2HefPAPEF0ASI FBRBORPAPL SNEPE/ dePPANEI SR5F<FRLE| d>

and extracting fields to transform based on XPath
expressions. XPath can be used to define specific elements
5 or attributes to be transformed; these are collectively
known as nodes. The configurable property for the SOAP
reader is:
. filterNode - Where a field is filtered using the
filter transform, this field defines whether to completely
10 remove the filtered node from the output SOAP data or just
to set the value of the node to be blank
Fields are configured by an XPath expression. All nodes
matching the expression belong to the same field. The text
content of the node is the field value which will be
15 transformed.
An example of the XML configuration for the SOAP reader

i1s as follows:

<reader>
<name>SOAPReader</name>
20 <type>soap</type>
<fields>
<field>
<name>title</name>
<definition>/book/title</definition>
25 </field>
<field>
<name>author</name>
<definition>/book/author</definition>
</field>
30 <field>
<name>description </name>
<definition>/book/descr</definition>
</field>
</fields>
35 </reader>
HTTP

The HTTP reader/writer is responsible for extracting
and transforming data from within an HTTP request body, and

40 extracting and transforming HTML elements using XPath in the



30</fields> </reader> bj ect - G aph Navi gati on Language (OGNL) is used
as the expression | anguage to choose fields of data froma YAM. 35 object
map. It iwoposilldde to specify a particular field in a IPCIIGBI8iZNg1BSqUar e
brackets e.g. itens[1l].descrip. This would correspond to the descrip field
of the object at index 1 (zero-based)_in the itens list. If the specified

i ndexed 40 item does not exi st then_aBVLNaFni ng wll be |logged to state that
the systemwas unable to transformthis field definition as it does not
exi st andutrhle appbbeati.omhwesl dreonbi pyarigurdble SBBeProtecabrSWRP
Protocol v3.4 nessages can be accepted as a data type as per the

speci fi catif8f FS5pIeFhis includes | ong SMS messages. The fol | ow ng
messages are axgi Lalhe1£okyp Eaa@%%g@&bgnfow@%t ngFpdebibyver smguery sm
cancel sm 10replace smdata sm submt nmnul I'n these nessages only

t he fol | owagofsel ds are avail able for transf ormati on (where avail abl e):
15sour£e addr _destination addr Al'l other nmessages wll be sent

through the filter “Unaft 86t8dader < /names

<type>httpReaderWriter</type>

<fields>
<field>
10 <name>msisdn</name>
<definition>msisdn</definition>
</field>
<field>
<name>HTMLHeaderl</name>
15
<definition>/html/body/div/span[@id="original']</definition>
</field>
</fields>
</reader>
20 This data reader/writer is effectively a composite

reader which processes HTTP request data on the outbound
path, and delegates to the HTML reader to transform HTML
data on the HTTP response. The field definition consists of
the name of the field in the case of a request, and an XPath

25 expression in the case of the response. In order to define
which direction a transform is applicable to, a property
<direction> must be set within the transform configuration.
This value must be set to either OUTBOUND or INBOUND, for
request and response respectively.

30 The following is an example of the transform set

configuration for use with the reader definition above

<transformSet>
<name>HTTPTransform</name>
<transforms>
35 <transform>
<typerencrypt</type>
<field> msisdn </field>
<direction>QUTBOUND</direction>
<properties>
40 <schema>smokeencrypt</schema>
</properties>
</transform>
<transform>
<type>decrypt</type>
45 <field>HTMLHeaderl</field>

<direction>INBOUND</direction>



An exanpl e SMPP reader configuration XM. fragnent is as 20fol |l ows: <reader>
<nane>snpp- dat a</ nane> <type>snpp</type> <fiel ds> 25<fi el d> <nanme>subm t
dest </ narw® 26tbafli43itt i on>submi t sni desti nati on addr </ def iPairtGRent2/0s4fseel d>
30</fields> </reader> Fields are configured by a slash separated pair of
nmessage type and field nanme, both accgrdi ng to the SMPP 35specification.
UCP Reader WO 2013/ 014431PCT/ GB2012/ 081752 - 38 - The UCP Reader
will read nmessages according to the UCP - EM specification v4.3c [6]. The
foll owi ng Message Types are support edirop&alikst nput Operation 5SMI Al ert
Oper ati on Al'l other Message Types wi |<scirassstdhesugtyrthésdhiehter
unaf f ect ed. The foll owing fiel d®rapetasai|l able for transformin the
out goig1g message and res onses tm;)xa@r“mdc (Call Input Operation only)
There are no conf j gur abl rj{@éﬁ]érilsti es for the UCP reader.

anstorms

YAML
The YAML reader is responsible for extracting and
10 transforming data from a YAML data stream. There are no
configurable properties for the YAML reader.

An example XML configuration for the YAML reader is as

follows:
<reader>
15 <name>tgwyamlreaderl</name>
<type>yaml</type>
<fields>
<field>
<name>fieldl</name>
20 <definition>receipt</definition>
</field>
<field>
<name>field2</name>
<definition>customer.name</definition>
25 </field>
<field>
<name>field3</name>
<definition>items. {part_no}</definition>
</field>
30 </fields>
</reader>

Object-Graph Navigation Language (OGNL) is used as the

expression language to choose fields of data from a YAML
35 object map.

It is possible to specify a particular field in a list
using square brackets e.g. items[1l].descrip. This would
correspond to the descrip field of the object at index 1
(zero-based) in the items list. If the specified indexed

40 item does not exist then a warning will be logged to state
that the system was unable to transform this field
definition as it does not exist and the application would

continue.



An exanple XML configuration fragnment for the UCP 15 Reader is as follows:
<r eader > <nanme>ucp- dat a</ nane> <type>ucp</type> <fiel ds> 20<fi el d>
<nane>calWoiznputi4gdc</ nane> PCT/GB2012/051752
<definition>Call I nput Operation/ Qperation/adc</definition> </field>
25</fields> </reader> Fields to transégrn1are configured by a slash
separated |ist of message type, nessage operation and field nanme. 30
Message type nust be one of CalllnputQperation or SMIAl ert. Pl ease see the
UCP speci fi cat smppP[ 6kotorodetai | s of each nessage type. Message direction
nmust be either Cgeration or Result and field nane nust be either adc or
oadc. Transf or EBNFEGGPEPIL o35 TREASPER AT CaPePEoRFFEEFEE PR BhERXRL file
by mappi ng,sRegif be.figbdspcdefingdiby the . reader Awrhlges) 16a4astkansf orm
type, and Specifying any required properties for - 39 - the transform
Mul ti pl e tneansbesns Toanfbélapphbedeteoagesi rgkeafeelldble for The avail abl e
t ransf.or are _described in the followng table, and this section details
the fuhcti-bAAFTIEY"8Hd 8 configuration paraneters for each transform Sone
transforns are."tokenbsabl em, nmeaning that the generated values will be
stored agai nst the inggt values in a token store, for future | ookup. See
bel ow i n tabl e*2 foferdi’8Ti-fifor mati on on tokenisat ion.
FeatureEEscripLionT&bgg&sggle

. cancel_sm
10 . replace_sm
. data_sm
. submit_multi

In these messages only the following fields are
available for transformation (where available):
15 . source_addr
. destination_addr
211 other messages will be sent through the filter
unaffected.
An example SMPP reader configuration XML fragment is as

20 follows:

<reader>
<name>smpp-data</name>
<type>smpp</type>
<fields>
25 <field>
<name>submit_dest</name>

<definition>submit_sm/destination_addr</definition>
</field>
30 </fields>
</reader>

Fields are configured by a slash separated pair of
message type and field name, both according to the SMPP
35 specification.

UCP Reader



Maski ngAl'l or part of the field value can be masked wth a chosen nmaski ng
character. A field value can be encrypted using a configurable encryption
al gori t hrworeelidisa4sgYes i ndustry standard AES encrypti onPCAGB2aryogptsed fi el d
val ue can be decrypted to plain text with a configurable algorithm

i ncludi ng i ndustry standard AES encryg%ion. Fi el ds can be conpletely
removed fromthe output, so they cann be reconstructed or retrieved in
any way by the destination system A field can be hashed by way of a keyed
hash function uskengca seatetr keyll eeatiedlesBatbeYascapplihgatbonhkeycst ore.
Find andPart of a field can be rep Iaced wi t h _anot her Repl aceval ue. Sever al
pairs of vaﬁMésSPécﬁﬁﬁSaéﬁanrgﬁlé@e gan Beespediriéad ﬁééééﬂ?oﬁpﬁﬁﬁ of a
field canjbe weppyedchrom the output (effectively find and replace,
replacing with nothing). The part which is renoved will be unrecoverabl e by
t he destination systeml Enpatsbnekatlway to filtering ValidationA field can
be checked agai nst thegglar ﬁxg §S|on with various options for what to
do if the field doe ratch”CRahdOMh Number Gener ates a random nunber,
irrespective ohithecGeremakisageairypeef wihe baput thirelgn thtendedcet-o be
usedYes only with tokeni sation enabl ed. Detokenisation Oiginal input

val ues cal"'BéfreseBred by | ooki ngYes

The following fields are available for transform in the
outgoing message and response:
10 . AdC
. OAdC (Call Input Operation only)
There are no configurable properties for the UCP
reader.
An example XML configuration fragment for the UCP

15 Reader is as follows:

<reader>
<name>ucp-data</name>
<type>ucp</type>
<fields>
20 <field>
<name>call_input_adc</name>

<definition>CallInputOperation/Operation/adc</definition>
</field>
25 </fields>
</reader>

Fields to transform are configured by a slash separated
list of message type, message operation and field name.

30 Message type must be one of CalllInputOperation or SMTAlert.
Please see the UCP specification [6] for details of each
message type. Message direction must be either Operation or
Result and field name must be either adc or oadc.

Transform configuration

35 Transforms are configured in the XML file by mapping

specific fields (defined by the reader/writers) to a

transform type, and specifying any required properties for



up a token in a token store. - 40 - Table 2 Tokeni sation Tokeni sation
enabl es the output of certain transforns 5 to be stored in a token store
al ong wi twoths/aumput val ue whi ch generated them |n ot heCcTigB2208/051752
transforned fields are recoverable. The token value may be derivable from
the input or original value (e.g. by g encryption or other function) or
may be unconnected. The tokenisation g ocess 10foll ows these steps: Check
whet her the input value exists in the token store. |If so, return the
correspondhBgtirakefiorm. Multiplt BRetnstuBmsheaunder bpbngetir anstorm (any 15
described in table 2 as being tokenisable, for exanple) and add the result
to the toReéRJsEoféSl¥he anonynisation system 10 application cones with a
Dat abase tokentgr LeR@SLbOLY +$hALE s FREatEaRsLALAB Nl SURPOLY 10wing

t okeni sation are: 20Encryption Hashing Random nunber generation To
reverse thebflekeninsdathon peotess, datdeflekeéhiesatinohivnanster mmdan be used.
Thi s ki effegtivelﬁ.a tokenisgble 5. tran fgrn1 ich dgoesn' havg an

i npl enent aPF'on9of “how''t 82t FARSFOPm Gat &7 “dnd"455ufes -t RAl'“t hé“t'8kEA™ s
present farcevebyevakuplkegemweadindr anstornecgahigurati on1tiesmat 17r aasf or ns
are configured as entries in a transform 30 set, which is defined in XM
usi ng t heS&PraAsrERABEE>tREg I NRUEr HASHEFNBEL 2i §CHER| AeATBy £RE £8FP6RI ng

ConfiguraﬁbBQquréggt%Eiow in table 2 for more information on

tokenisation.

Feature Description Tokenisable

Masking All or part of the field value can be masked

with a chosen masking character.

Encryption A field value can be encrypted using a
configurable encryption algorithm including Yes

industry standard AES encryption.

Decryption An encrypted field wvalue can be decrypted to
plain text with a configurable algorithm

including industry standard AES encryption.

Filtering Fields can be completely removed from the
output, so they cannot be reconstructed or

retrieved in any way by the destination system.

Hashing A field can be hashed by way of a keyed hash
function using a secret key located in the Yes

application key store.

Find and Part of a field can be replaced with another
Replace value. Several pairs of values to find and

replace can be specified.

Redaction Part of a field can be removed from the output
(effectively find and replace, replacing with
nothing). The part which is removed will be
unrecoverable by the destination system, in a

similar way to filtering

Validation A field can be checked against a regular
expression, with various options for what to do
if the field does not match.

Random Number Generates a random number, irrespective of the

Generation value of the input field. Intended to be used Yes
only with tokenisation enabled.

Detokenisation Original input values can be restored by looking

) Yes
up a token in a token store.




WO 2013/ 014431PCT/ GB2012/ 051752 - 41 - nanme - The name to use for this
transfornSet, which the Route will use to reference it The foll ow ng
is an exawpletamfstigurati on of a transform set: 5<transPorain2/051752
<nane>anonymn se</ nanme> <transfornms> <transfornr <type>encrypt</type>
10<fiel d>fiel dl</field> <properties> <schema>f pe</ schema>
</ properties> </transfornmp 15</ transf o m8> </t r ansf or nSet > The
foll owi ng configuration paraneters may be present for every transform
20fi el d - T3beenane given to the field in the reader/witer configuration to
apply the transformto type - The type of transform being configured.
Val id val ues (case sensitive) are filter, mask, encrypt, decrypt, hash,
fi ndAndRepl aceyedaction, r andomNunber Gen, 25 validation, detokenisation
Additionally, the followng two properties are optional for every
transforn1 Tokengensiibhvehapdes- tvhephEPutheflnpmtavalueanﬂ§prme masked
in files aults.to true 30sensiti eCUt u t he output val ue
mist B migkBA FhoT8y ) 8s EOReiairPE o o paPeatEn the- 1ABhe! VELS

which generated them. In other words, transformed fields are

recoverable. The token value may be derivable from the

input or original value (e.g. by an encryption or other

function) or may be unconnected. The tokenisation process

10 follows these steps:

. Check whether the input value exists in the token
store.

. If so, return the corresponding token

. If not, run the underlying transform (any

15 described in table 2 as being tokenisable, for example) and
add the result to the token store.
The anonymisation system 10 application comes with a
Database token or repository store. The transforms that

support tokenisation are:

20 . Encryption
. Hashing
. Random number generation

To reverse the tokenisation process, a detokenisation
transform can be used. This is effectively a tokenisable
25 transform which doesn’t have an implementation of how to
transform data, and assumes that the token is present for
every value received.
Transform configuration format
Transforms are configured as entries in a transform
30 set, which is defined in XML using the <transformSet> tag. A
transformSet is defined by the following configuration

parameter:



The rest of this section defines the configurable properties for each
transformtype. Sonme of the properties may refer to transform schenas,

whi ch ar ewoons/aespl i cat ed 35 sections of XM, rather tiram/GB2st2/&1Rai n

val ue. The use of properties to refer to schemas is docunented specifically
for each transformtype. See the full configuration file at the end of the
section for a full exanple. - 42 - Friter Transform The filter
transformrenoves a field fromthe data. This may nean renoving the field
entirely, or just resdei rgThhenkinel dosuval ey dapendiragsenrinBetgdata type.
Exanpl e 5 behaviour is defined in the faoll ow ng paragraph. The exact
process f8PLFPI £BFi RGULS HeépéndéRt toNTERETSPEEI fifc data reader/witer, as

fol | ows: The fgﬁhbwahgdigagﬁ exiRg1Eeadaki6aRbe popfi gured to ei ther
conpletely renove the field or set the field to"be a 10 blank value Fixed

wi dt h dat aranghierfii eed:will be set to a bl ank val ue XM/ HTM. -

The rquer can Qgrggﬂjiggﬁgd to set filtered nodes values to be bl ank, or

to renbve the entire fnggQQKmymisthmngjD - The field will be set to be a
bl ank val ue SMPP - . Lherdi€ld Wwll be set to be a blank val ue Note:

This transformis one way andchoiscbemersible. A filtered val ue cannot be
reinstated. 20An exanpl e of the XMstypepsneegbtt<otgenfigure the filter
transformis as follows: <transfornfictdpfesidl<yérlfdtype>
<field>fieldl</field> 25</transfor merRegkiiAg Tr ansf orm This transform
repl aces a subset of characters within a f{eFEPER/ ¥ SPetifi ed character.
The configurabl e properties gy%gkggyéi@ﬁ¥tfﬁg’nasking 30 transform are:
anchoys - Used to defing“§a§yg§i£;ngzﬁo mask. Wiether to work fromthe

begi nni ng or end ,ef the idput val ue

The following configuration parameters may be present
for every transform:
20 . field - The name given to the field in the
reader/writer configuration to apply the transform to
. type - The type of transform being configured.
Valid values (case sensitive) are filter, mask, encrypt,
decrypt, hash, findAndReplace, redaction, randomNumberGen,
25 validation, detokenisation
Additionally, the following two properties are optional
for every transform:
. sensitivelInput - Whether the input value must be
masked in log files. Defaults to true
30 . sensitiveOutput - Whether the output value must be
masked in log files. Defaults to false
The rest of this section defines the configurable
properties for each transform type. Some of the properties
may refer to transform schemas, which are more complicated
35 sections of XML, rather than just a plain value. The use of
properties to refer to schemas is documented specifically
for each transform type. See the full configuration file at

the end of the section for a full example.



- 43 - when applying the offset and nunber Masked properties. |If specified,
this nust be START or END. Defaults to START of fset - The nunber of
char act erwOf2omit43e anchor to skip before maski ng start ecTiogf2a/ass7seo 0.

For exanple, 5 if masking using the # character with an anchor of start an

offset of 1 and a nunber Masked of 4, "Hell o" woul d becone "H####" .

number Masked - the nunber of characfef$é To mask fromthe offset 10character
- the character to use as a mask. Defaults to * For exanple, if
character = *, rAncher Teaf3ARTN O fset = 2 and nunber Masked = 4: "Hell o"
woul d becone "He***" 15" SecureServe" woul d becone "Se****Serve". An

exanpl e of theTXRLTFé§GFr A0S BT FGUPESEhPs Tt Pafsf 6P F8%a83F 8l | ows:
<tranSfOr%ﬁigtMB§>H@%K<QEMB@TD%EEEEGkqug'%g@éféﬁk?|95 SPEOPEELLESR

<anchor >START</ anchor > <nunber Vasked>4</ nunber Masked> <offset>2</of?set>
25<char actee>tf<LehHdravténs, <fppepditiges» therdnsborgpe. ExanmPhies exanpl e

wi || sk tFe 3&% -.6t5 har cter% in_t Oin ut g&g resent) with a series
of * char Ret'erdCU30kHc ?%9?8& afd 880?9E§|8ﬁ gp ?Egpgncryptlon t ransf or m
wi Il encrypt thecdakacusprgcasdetbredienerypti o8 seberaenthenavakl abl e
encryption schemas are | oaded at system start up from configuration
EncryptioﬁpeCifiC data reader/writer, as follows:
. Delimited data - The reader can be configured to
either completely remove the field or set the field to be a
10 blank wvalue
. Fixed width data - The field will be set to a
blank wvalue
. XML/HTML - The reader can be configured to set
filtered nodes values to be blank, or to remove the entire
15 node
. UCP - The field will be set to be a blank value
. SMPP - The field will be set to be a blank value
Note: This transform is one way and not reversible. 2
filtered value cannot be reinstated.
20 An example of the XML required to configure the filter
transform is as follows:
<transform>
<type>filter</type>
<field>fieldl</field>
25 </transform>
Masking Transform
This transform replaces a subset of characters within a
field with a specified character.
The configurable properties available for the masking
30 transform are:
. anchor - Used to define a substring to mask.

Whether to work from the beginning or end of the input value



- 44 - keys to be used by these transforns need to be added to the
application keystore using the Configuration Managenent Utility. Wthout a
val i d encwopbidan4dsey defined in the application keystor @CTidBee/as1Basf or ns
cannot be used. 5Two exanple types of encryption are described: Epheneral
- The sane input value will produce different encrypted val ues when
encrypted twice with the sane encryptron key, however, any result can be
decrypted to the original value. For exanple: 10"12345" could encrypt to

" X13f 9s3geEen2apPBlyongt haef bEsteat haaphuandrbRBdAXSgasSbssHI" ol t he
second tinme. Both of these values would decrypt to "12345". For mat

Pr eser vi n§PECAAIPAput DY &l BESH PP §WﬁégsofrEﬁéfoPﬁﬁ?BlFﬁet§a§€Anghertext
when encrypted.usi ngethe 15 same, eRELYPLiFORLKeY 1 Ihe ¢LpRerhextwhbl be of
the sane length and the sane al phabet as the input value, specified by the
encrypt|onosshepabeéntegmaakuog sFertexapplfeults to O "F2345%agpukd encrypt
to "9 27"'f "67890" coul d ggcr&gt to "46602" .. Then_"98627" ﬁldtdecrypt
back to 20T15345% gntd>*466065% oGldarasErypt 8 a87§§5 OrCﬁFlS Firy? only a
substringogaBcbeogner yptied ushngransanghor/ af f sgt1meehasism baBcamsi m | ar
way to the masking transform An encryption schema may be specified in the
XM. 25 conBifdéifation file in order for an encryptlon or decryption
transformto be contigubelskeq - ARCCRERKBLI 88 SEleaR.ES sOeb! Rad,by the
foll ow ng paraneters: nane - user defined nanme for the schema 30key -
the crypt ographhe kéysaki as to use. This nust have been defined in the
applkgitlon keystore u5|ng the ¢ nfiguration managenent utiljty WD
2013/'014431PCT/ GB20T2F65765 - hBe. charactepyhg USERaSt §pBaGf -encrypti on.
EPHEMERAL pak sEREs( Eer wmat Preservi ng Encryption) al phabet (Fornmat
preserving only) - The valid range of |nput/output characters as a strlng

E. g. For example, if character = *, Anchor = START, Offset =
2 and numberMasked = 4:
. “Hello” would become “He***",
15 . “SecureServe” would become “Se****Serve’.

An example of the XML required to configure this
transform is as follows:
<transform>
<type>mask</type>
20 <field>MsisdnhA</field>
<properties>
<anchor>START</anchor>
<numberMasked>4</numberMasked>
<offset>2</offset>
25 <character>*</character>
</properties>
</transform>
This example will mask the 3rd - 6th characters in the
input (if present) with a series of * characters.
30 Encryption and decryption
The encryption transform will encrypt the data using a
defined encryption schema. The available encryption schemas

are loaded at system start up from configuration. Encryption



5 "0123456789" for nunerical values. Special characters can be defined
usi ng XM. escape sequences e.g. &anp; for & anchor (For mat

preservi myoaniyf4431Used to define a substring to encrypPCTMBOIPANS1T50 Wor K
fromthe beginning or end of the input val ue when applying the offset and
10 encryptionLength properties. If spggified, must be START or END.
Defaults to START offset (Format preserving only) - The nunber of
characters fromthe anchor to skip before encryption starts. Defaults to O.
15encr ypt kepkengt be( Beemabypreseeviirgneibyhs- néba aunber aalieghapachers from
the offset to encry Exanpl es of configuration for both types of
schema arépﬁélFéFPBRSKGYGE@ﬁérVﬁﬂpanééﬁeﬁﬁgfkﬁéﬁéﬁéBﬁeW@PéB%Wﬁ&%e
<key>nykeﬁf/5§¥§. wlthoﬁkyeeegﬁbéwéﬁék§ékxeﬁ>ké§ea%&xagaoaﬁc@ﬁga>
25<encryptionSchema> <name>f pe</ name> <key>f pekey</ key> <type>FPE</type>
<a|phabeta©@2$456189<kayphabet>tBe§anthansswAﬂ$<banoh©rbe used.

<offs >2</offﬁet> <enciépE|0nLen h>20</%n y§t|o Len E> .
</enc§§ption8¢ &fta YPES 0oL PRCFKRTABEY 8L Bof at ™ PPESEr vi ng

Encrypti on exanpl e, rphamnaeters 3ne 22mw khpbe eaqméptv@qu('pkogm@@ent)
Transform configuration The encryption and decryption transforns
are confi §aFéarsnby SPREYPEFPOWRAYCHr Bpert gPcrypted S¥herm”Ith FBFerence by
nane to a En p n.sch "n Leh S etined S g e
conflguraglon %BX §b9 © & O?%k%nlggt%on%cﬂefC %engkygg?o ﬁyEg
10 tokenlSHE|omlgchemavamuaseEorfekahemesation is to be

10 “12345" could encrypt to “X13f9s3gGsGh25DB” on the

first attempt and “IR3d2xSggs9DssH3” on the second time.
Both of these values would decrypt to “12345".
. Format Preserving - An input value will always
transform to the same ciphertext when encrypted using the
15 same encryption key. The ciphertext will be of the same
length and the same alphabet as the input value, specified
by the encryption schema configuration. For example:
“12345" could encrypt to “98627”. “67890"” could
encrypt to “46602”. Then *“98627"” would decrypt back to
20 *“12345" and *“46602" would decrypt to “67890".

Optionally, only a substring can be encrypted using an
anchor/offset mechanism in a similar way to the masking
transform

An encryption schema may be specified in the XML

25 configuration file in order for an encryption or decryption
transform to be configured.

An encryption schema is defined by the following

parameters:
. name - a user defined name for the schema
30 . key - the cryptographic key alias to use. This

must have been defined in the application keystore using the

configuration management utility



enabled. If this parameter is left out, no tokenisation will be used.
Exanpl e transform configuration An exanpl e of the XM

conf i gur avpanifaus3gncrypti on and 15 decryption transfor RETABOBRDA BRI OWs:
<transfornr <type>encrypt</type> <field>fieldl</field> <properties>
20<schenma>f pe</ schema> </ properties> <$transforn» <transf ornp
<type>decrypt </type> 25<f i el d>fi el d1<FPi el d> <properties>
<schema>f pe</ schema> </ properti es> </transforn> 30Hashi ng Transform

The hashi ng transfoegpusestan akger bEhenwirt/bracseceetickegat.ooer eake a hash
of the supglied val ue. The secret key may be kept in the application key
store and (FEFBPAFeHTESSFNINY BPCIYPRéC8Aane way as an encryption key. This

key needs to be addegdyhopthe ppphheabi-anckeyshorgysi ngra-Confiiguration
Managenment Utility in the same way as encryption kéys. Wthout a valid key
defi ned i matbe applhnpationtkeystoreacherhi sst panstonm.c@npgoet be used.
5 “0123456789" for numerical values. Special characters can be
defined using XML escape sequences e.g. &amp; for &.
anchor (Format preserving only) - Used to define a
substring to encrypt. Whether to work from the beginning or
end of the input value when applying the offset and
10 encryptionlLength properties. If specified, must be START or
END. Defaults to START
. offset (Format preserving only) - The number of
characters from the anchor to skip before encryption starts.
Defaults to 0.
15 . encryptionLength (Format preserving only) - The
number of characters from the offset to encrypt

Examples of configuration for both types of schema are

as follows:

20 <encryptionSchema>
<name>ephemeral</name>
<key>mykey</key>
<type>EPHEMERAL</type>

</encryptionSchema>

25 <encryptionSchema>
<name>fpe</name>
<key>fpekey</key>
<type>FPE</type>
<alphabet>0123456789</alphabet>

30 <anchor>START</anchor>
<offset>2</offset>
<encryptionLength>20</encryptionLength>

</encryptionSchema>



The configuration paraneters for the hashing transformare: keyProvider -
This defines the key store to use. This should be set to "keyProvider" to
use the apploatism 10 key store. This has been i ncl ude#CasGERomF 75gur at i on
paranmeter for extra configurability in future, but for this rel ease should
al ways be set to "keyProvider" keyAligs - The alias of the key in the
application key store to use 15t okeni St TonSchema - The tokeni sation schena
to use, if tokenisation is to be enabled. If this paraneter is left out, no
t okeni sati on wrhl the wsetle FormatArrexanpleagcentirgprabvhonxXMo1segnent for

t he hashin% transformis_as follows: 20<transforns <type>hash</type>

<fiel d>fi EPGT2FFPEFdS Iprépdrtile8S eReyPPEFIdErSkBYPEBRFder </ keyPr ovi der >
25<keyAl i as>haghKeysikeyALhaszusiproperties> </transfornm> Find and Replace
Transform The Find and Replacé Transformw || replace any 30 instances of
defined string&hwi ehicnyatfibel dndi tthcappthen vaboefoThe wakueotiéifumddmay
optio II% b% a %egglar ex ressignu The configuration paraneters for the
find ahd PEplAte randfBPnPaPBea5Yfol | ows: WD 2013/ 014431PCT/ GB2012/ 051752

- 48 - schemachenar ef ar engerbycrane hama tbi ad andcrepkaea scheman”
whi ch nust be defined el sewhere in the configuration file Find and Repl ace
schema defFREfpon which must be defined elsewhere 1in the
configuration file.
. tokenisationSchema (encryption only) - The
10 tokenisation schema to use, 1f tokenisation is to be
enabled. If this parameter is left out, no tokenisation will
be used.
Example transform configuration
An example of the XML configuration for encryption and
15 decryption transforms are as follows:
<transform>
<type>encrypt</type>
<field>fieldl</field>
<properties>
20 <schema>fpe</schema>
</properties>
</transform>
<transform>
<type>decrypt</type>
25 <field>fieldl</field>
<properties>
<schema>fpe</schema>
</properties>
</transform>
30 Hashing Transform
The hashing transform uses an algorithm with a secret
key to create a hash of the supplied value. The secret key

may be kept in the application key store and referred to in



5A Find and Repl ace schema is defined by a nane and a list of pairs of find
and repl ace values. Each entry may have the follow ng configuration

par anet erwo 20f3me431 the value to find r epl aPET/GR20E2/058150e t O
repl ace matchi ng values 10 with regex - whether the value to find is
a regul ar expression (defaults to falgﬁ). The exanpl e bel ow uses the
regul ar expression [a-z]{5}, which neans it will match 5 consecutive

| ower case characters. Please see the glossary 15 entry on regul ar

expressi onsef geamADEydatabhSencryptiotasesenshtikveey whetiberot be val ue to
find should be case sensitive (defaults to false) An exanple find and

repl ace séReRd 8 &5°f BPPOWS2t<LPIndRNEREpFatiéSERefmSON1guration
20<name>nyggherRshpanes 1 TRLORE tYL shae<eatr ¥z shindzashhi pd3s.

<repl ace>b</reépl ace> 25</entry> <entry> <find>b</f1 nd>

<r epl ace>Uzthepktaecevyatcdsesgndetfivedt Luekheasepeénsitive>k30stentry> <entry>
<find> a-%%ﬁS}Elfing> <re§Iac%>%##</r8place> - 49 - <regex>true</regex>
<casesensit'iveSt Flig<PtAsE&58MSIt PVeS=°C"

The configuration parameters for the hashing transform

are:
. keyProvider - This defines the key store to use.
This should be set to *“keyProvider” to use the application
10 key store. This has been included as a configuration
parameter for extra configurability in future, but for this
release should always be set to “keyProvider”
. keyAlias - The alias of the key in the application
key store to use
15 . tokenisationSchema - The tokenisation schema to
use, 1f tokenisation is to be enabled. If this parameter is
left out, no tokenisation will be used.
An example configuration XML segment for the hashing
transform is as follows:
20 <transform>
<type>hash</type>
<field>fieldl</field>
<properties>
<keyProvider>keyProvider</keyProvider>
25 <keyAlias>hashKey</keyAlias>
</properties>
</transform>
Find and Replace Transform
The Find and Replace Transform will replace any
30 instances of defined strings within a field with another
value. The value to find may optionally be a regular
expression. The configuration parameters for the find and

replace transform are as follows:



</entry> </propertyList> 5</findAndRepl aceSchenma> Exanpl e transform
configuration An exanple for the configuration of a find and repl ace
t ransf or mvosbrsgiad3def i ned schema is as follows: <transf®@CE6B2012/051752

10<t ype>fi ndAndRepl ace</type> <field>fieldl</field> <properties>
<schema>nySchema</ schena> </propertie%> 15</transfornme The |ist of
values to find and replace are applied”in the order defined in the
configuration file, the output of each being used as the input of the next.
Redaction Transforns20the Redaetifenrcfransf,onamei kb menpyedaaydi nstances of
defined strings. No padding with spaces or replacing with "black blocks"
will be pé?Péﬁﬁ@dSCP?ményW%éFﬁ1@Psﬁaﬁﬁlﬁ@fﬂ§ege6éﬁﬁéaer?hé“FFH8 and Repl ace
transform.cgriBe,used, setting the replace value to a string of spaces or
anot her 25 appropriate character. The configuration paraneters for the
redacti on trangﬁodnaadeRaslhoblew@emscﬁeﬁanitaoneference by nane to a

"Redaction sch be de i ned.el n the configuration
file %%)RedactlgrTP ﬁhﬁﬁgdggpaﬁFloﬁc ema 1R %8§QEF|O yséhgﬁgeigngeﬁined by a
name and aikksbrobavakues tentneapvMercFaeheentnVcrnyrhavechheyf akl;owm ng

configuration paraneter: WO 2013/014431PCT/ GB2012/051752 - 50 -
have the follow1ng configuration parameters:

. find - the value to find
. replace - the value to replace matching values
10 with
. regex — whether the value to find is a regular
expression (defaults to false). The example below uses the

regular expression [a-z]{5}, which means it will match 5
consecutive lowercase characters. Please see the glossary
15 entry on regular expressions for more details.
. casesensitive - whether the value to find should
be case sensitive (defaults to false)
An example find and replace schema is as follows:
<findAndReplaceSchema>
20 <name>mySchema</name>
<propertyList>
<entry>
<find>a</find>
<replace>b</replace>
25 </entry>
<entry>
<find>b</find>
<replace>c</replace>
<casesensitive>true</casesensitive>
30 </entry>
<entry>
<find>[a-z]{5}</find>

<replace>###</replace>



.redact - the value to renove An exanple redaction schema is as follows:
<redacti onSchema> <nanme>nySchema</ nane> 5<propertyli st> <entry>
<r edact >awOnrethaai431</ ent ry> <entry> 10<r edact >b</r edact PCT/GBIW 12051752
</ propertyList> </redacti onSchena> Exanpl e transform configurati on 15An
exanpl e for the conf!guration of a [eggcgion transformusing a defined
schema is as follows: <transforne <type>redaction</type>
<field>fieldl</field> 20<properti es> <schema>mySchena</ schema>
</ properties> </transfokpegRandemc=Nurbgex&enerati on Transform 25The Random
Nunber Generation Transformtakes a String o
<casesensitive>trué</casesensitive>
</entry>
</propertyList>
5 </findAndReplaceSchema>

Example transform configuration

An example for the configuration of a find and replace
transform using a defined schema is as follows:

<transform>

10 <type>findAndReplace</type>
<field>fieldl</field>
<properties>

<schema>mySchema</schema>
</properties>

15 </transform>

The list of values to find and replace are applied in
the order defined in the configuration file, the output of
each being used as the input of the next.

Redaction Transform

20 The Redaction Transform will remove any instances of
defined strings. No padding with spaces or replacing with
“black blocks” will be performed. If any form of padding is
required, the Find and Replace transform can be used,
setting the replace value to a string of spaces or another

25 appropriate character. The configuration parameters for the
redaction transform are as follows:

. schema - a reference by name to a “Redaction
schema” which must be defined elsewhere in the configuration
file

30 Redaction schema definition

A Redaction schema is defined by a name and a list of

values to remove. Each entry may have the following

configuration parameter:



val ue as input and returns a random nunber generated using the a
random si ng al gorithm between specified upper and | ower bounds. The

appl i cat iw0'20133u#43 i n secure random nunber generator WPCI/GB2012HEW752 0
generate the random 30 nunbers. Note that this transformis not dependent
on the input value and is intended fOéOuse only wth tokenisation enabl ed.
The followi ng configuration paraneters”are available for this transform

WO 2013/ 014431PCT/ GB2012/ 051752 - 51 - | owerBound - The inclusive | ower
limt for the randomenunber ganeratoe. tb. eembhe val ue generated will be
greater than or equal to this val ue upper Bound - The excl usive

upper linit foflt REABPLENEEAPRGABEr SGERBAatSr 25 TellPKH&val ue generated
wll be |less thapyarregualntp this value. tokenisationSchema - The

t okeni sati on schema to use, If tokenisation is to be enabled. If this
paraneter is |eft<oeme>ngStokankgatimen will be used. 10An exanpl e
configgration XNL<seﬁnen gor this transformis as follows: <transfornp

<t ype>t andomNunber &6 QFF%% 155fi el d>fi el d9</fiel d> 15<properti es>

<I ower Bound>100</ | owexBaurg¢> <upper Bound>200</ upper Bound>

<t okeni sat i onSchema>nySchema</t okeni sati onSchema> 20</ properties>
</transfornme Validation TFaRSPEEMETAESGAFEdati on transform checks the input
val ue against a regulgpegégggssion. If it matches the value will pass 25

t hrough the transform unchanged. If it doesn't match it can either be
removed, replaced wthkeanotrher val ue, or pass through anyway (with a
marniﬂ9 | ogged). The action to Eegf%rnlon validation failure is defined by
t he configurati on parafeEErs°<ThEYE86hfi guration paraneters for 30 this
transformare as foll Qwshtry> regul ar Expressi on - the regul ar expression

to check the input val ue agai nst
</propertyList>

</redactionSchema>
Example transform configuration
15 An example for the configuration of a redaction
transform using a defined schema is as follows:
<transform>
<type>redaction</type>
<field>fieldl</field>
20 <properties>
<schema>mySchema</schema>
</properties>
</transform>
Random Number Generation Transform
25 The Random Number Generation Transform takes a String
value as input and returns a random number generated using
the a randomising algorithm between specified upper and
lower bounds. The application’s built in secure random
number generator will be used to generate the random
30 numbers. Note that this transform is not dependent on the
input value and is intended for use only with tokenisation
enabled. The following configuration parameters are

avallable for this transform:



WO 2013/ 014431PCT/ G3B2012/ 051752 - 52 - actionOnFailure - the action

to take if validation is unsuccessful. Mist be one of: DONOTHI NG -
t he val uewai2bi3/pass t hrough t he transform anyway 5FI LTERCI/GH2e12%8015¢ Wi | |
be filtered (using the sane rules as the filter transform REPLACE -

the value will be replaced by the valgf defined in the "repl acenent Val ue”
property replacenentVal ue - the value“to be used as a 10 replacenent, if
the actionOnFailure paranmeter is set to REPLACE | ogWarni ngFl ag - whether a
war ni ng nessage shoubédebeoliaggedTnhennalfiseld flaivks vahidatbencnbBefaults to
fal se An exanple of the XM configuration required for this 15

t r ansf or MFP8988 PBIPEHs ISREFahsFor ArC<t fpe>Val P8atPBREAEFPe¥L 1L Do

<fiel d>mepsdnelli ehdz SPropeLti €8>this value |
20<r egul ar Expr essi on>[ 0- 9] {15} </ regul ar Expr essi on>

<acti onOnFai | ure>RERPLACERPaDt onOhFakckalesixpepbaeementnVal desNOReA

MBI SDN</ r epl acenent Val ue>_ <I ogWar ni, ngFl ag>t r ue</ | og\War ni ngFl ag>

ST or opor  FBEROB5 I ARe PAPRE DR okantsat on PARsPOrAF Ao Hapg be

det okeni satkenthranst-oemubs wsednte haokeup previously defined values in a

token store. It is intended to be used as the reverse of one of the other
t okeni sabl e 30 °t r an§P6ERBSEERERYPERBA, “haSRi h§KeraRasAPRURBEE GeREr at i on)

with t0keﬂE§§tE9ntSQ@9E§gtibh qgeﬁongg Qﬁ&%léBY If this parameter is

left out, no tokenisation will be used.
10 An example configuration XML segment for this transform
is as follows:
<transform>
<type>randomNumberGen</type>
<field>field9</field>
15 <properties>
<lowerBound>100</lowerBound>

<upperBound>200</upperBound>

<tokenisationSchema>mySchema</tokenisationSchema>
20 </properties>
</transform>
Validation Transform
The validation transform checks the input value against
a regular expression. If it matches the value will pass
25 through the transform unchanged. If it doesn’t match it can
either be removed, replaced with another value, or pass
through anyway (with a warning logged). The action to
perform on validation failure is defined by the
configuration parameters. The configuration parameters for
30 this transform are as follows:
regularExpression - the regular expression to check the

input value against



functionality as a standal one transform The only configuration paraneter

i s: tokenisationSchema - The tokenisation schema to 35 use. This is
mandat or ywoanidatsieni sation. If not present the transf@ecmas20i2/dB5aisk to
start. Please note that the "keyCol um" and "tokenCol um" of the

t okeni sati on schema - 53 - should be Eeversed for the detokenisation
transform i.e. the "keyCol um" shoul d°bé the col umm cont ai ni ng previously
generated tokens, and the "tokenCol unm" should be the col unm containing the
ori gi nal input avalivesnroAnuexanpkacotcthencenf tguratironaflotathbs teansform
is as follows: <transfornme <type>detokeni sation</type>

<fi el d>f i BRgPEFEPefs - 1H85Foper PPEsST:

<t okeni sat i onSghgpraRyEokenisathonschema<itakenhsatiansshemaz skprgperti es>
</transform 15Tokeni sabl e Transform Configuration Any transtformfor
whi ch t okenivwgatsi on i s avail able (encryption, hashing, random nunber

generation) nu cify a tokenisation schem t se. This schema
speci fies the ?&Biggf t%?gnyg PFong%dthglEBﬁFFgur5??8% Bg?aﬁgpgrs f or
t hat 20 specktki est ype of 1tekeni-satirerm)The anonym sati on system 10 cones

wi t h dat abase tokenisation built in, and provides a Java APl for a custom
t oken store toRBELG#FFt refile valueTheléxst ERE26F RE tHBRefPS4EI on dat abase

s a prer gayi sLhe s when t utabng an tekenisat Lo Log any 25 tokeni sabl e

transform tokeni sation Is enabled on a transform the token store may
be checked everypibremehéveiansforiei sailneokedbasiuingdt he Bol | ow ng process:
30The, { nput yalue may be Lpgked up LRptRe.LoKeN SLATE: is set to
REPLACE
logWarningFlag - whether a warning message should be
logged when a field fails validation. Defaults to false
An example of the XML configuration required for this
15 transform is as follows:

<transform>
<type>validation</type>
<field>msisdn</field>
<properties>
20 <regularExpression>[0-9] {15}</regularExpression>
<actionOnFailure>REPLACE</actionOnFailure>
<replacementValue>NOT A MSISDN</replacementValue>
<logWarningFlag>true</logWarningFlag>
</properties>
25 </transform>
Detokenisation Transform

The detokenisation transform is used to look up
previously defined values in a token store. It is intended
to be used as the reverse of one of the other tokenisable

30 transforms (encryption, hashing, random number generation)
with tokenisation enabled. It does not have any
functionality as a standalone transform. The only
configuration parameter is:

. tokenisationSchema - The tokenisation schema to

35 use. This is mandatory for detokenisation. If not present
the transform will fail to start. Please note that the

“keyColumn” and “tokenColumn” of the tokenisation schema



If the input value is already present in the token store (i.e. it has
been through the system already and a token generated) then the token from
t he t okerwetzors@iwidlil be 35 used wi thout running the tramsit@Bi2gitss2 - 54
- If the input value is not present in the token store, the
transformw ||l be run and the resultlgg val ue stored in the token store. A
t okeni sation schema is specified by a“nane, the type 5 of tokenisation and
a list of tokenisation properties, speC|f|c to the type of tokenisation
bei ng usedhothisbseetivensdesebirbeschawrbacuseathenbuirkhsicbraat abase t oken
store. To use the built in database token store, a database 10 table nmay be
used, whi ERchak<¥iel3tR{ n§padedPeollifns otemy. CVﬂR@HﬂR?g BAEH18F S ch must

have uni qye,epRsbhakBkensThehe FRY PeoREREH1GRhUMs LGt Be tab! eo1hkh they
nmust all have defaul't val Ges. Tokeni sati1 on configuration

par anet er sohbeinhegdataebasegibatokepust gréupay be: driver - The class of

the JOBC drlve to_use. url the full alified C url to the, database,
el uding t he. 88t SEACE Schemshanen  totratioh’ EBE IRTE HrapkdotiC i fame 1o
connect tastheidatyabase 20password - the correspondi ng password table -
the nane of the table to use to store tokens keyColum - the colum to use

ransro

to store input vafue§;25;9Kgggghggnﬂm>the colum to use to store tokens
An exanpl e of the XNtuﬂequﬂﬁedmbm>conf|gure a tokenlsatlon schema is as
fol | oWs: <t okeni sat ¥otischéma> <name>nyTokeni sati onSchema</ nanme>

enlE iqnSchéna>ny enlsa 1qn enlsatlons ema

30<t ype>DATABASE</ t ypez,<tQ nlsatlonPropertles>
<driver>com nysql <j-edretoBri ver </ dri ver >
<urI§Edbc:nysqI [/l ocal host:3306/test</url> - 55 -
5 Tokenisable Transform Configuration
Any transform for which tokenisation is available
(encryption, hashing, random number generation) must specify
a tokenisation schema to use. This schema specifies the type
of tokenisation and the configuration parameters for that
20 specific type of tokenisation. The anonymisation system 10
comes with database tokenisation built in, and provides a
Java API for a custom token store to be written.
The existence of the tokenisation database is a

prerequisite when turning on tokenisation for any

25 tokenisable transform.

If tokenisation is enabled on a transform, the token
store may be checked every time the transform is invoked
using the following process:

30 . The input value may be looked up in the token
store.

. If the input value is already present in the token
store (i.e. it has been through the system already and a
token generated) then the token from the token store will be

35 used without running the transform logic.



<user nane>r oot </ user nane> <passwor d>passwor d</ passwor d>

<t abl e>t okens</t abl e> <keyCol utm>i nput </ keyCol urm>

5<t okenCoWvormesiakssn</ t okenCol uim> </t okeni sat i onPr oper t iPES¥6B2012/051752

</t okeni sati onSchema> Pl ease note. It may be desirable to popul ate the
token store manually before starting the anonym sation system 10, 10 for
exanpl e so the tokens do not have to & generated but are already present
when the systemis started. Validation rules and standardi sation

St andar di sati on and1si apkeihpurBtafiiki hg ean pecaehievaedthy uskag a

conbi nati on of validation, find and 15 repl ace and redaction transforns.

For exanpP&CTEnethsl FERIAGOSPetitilcPEi EPds2BdulFichEcstahdardieédcas

fol lows: WBLEDN ;A Vaki dakign transformto check character range, type and
VBl SDN | engt h 20A Find and Repl ace transformconfigured to replace +44 with
0 A Redacti oniAt kahshoppttonr epberawiict eppacéibENEby a name, theAtVaki dation
transformto _check character range, 2 e and_LMEl length.(15 or 16

0l gl ts) ATREGLCH O S PAneT Or 08 FertyboREns S h S hnPE SSRAEA " ST ol D

A Val i dat kpactiranster mtotrgheckrchakaet entiangeeidg tiype.amdikCCl D | ength
(19 or 20 di%[ts) A Redaction transformto renove whitespace IMSI - 56 -
A Val i dat PBACELPANSEEFMIPEScherk teharacter Paagé, 1hypetaradsPMsPkPength (14

or 15 digits)..

To use the built in database token store, a database
10 table may be used, which has two String based columns (e.g.
VARCHAR), each of which must have unigque constraints. There
may be other columns in the table, but they must all have
default values.
Tokenisation configuration parameters for the database
15 token store may be:
. driver - The class of the JDBC driver to use
. url - the fully gqualified JDBC url to the

database, including the database schema name

. username - the username to connect to the database
20 . password - the corresponding password
. table - the name of the table to use to store
tokens
. keyColumn - the column to use to store input
values
25 . tokenColumn - the column to use to store tokens

An example of the XML required to configure a
tokenisation schema is as follows:
<tokenisationSchema>
<name>myTokenisationSchema</name>
30 <type>DATABASE</type>
<tokenisationProperties>
<driver>com.mysqgl. jdbc.Driver</driver>

<url>jdbc:mysgl://localhost:3306/test</url>



A Redaction transformto renove whitespace | P Address 5A Validation
transformto check IP address format i.e. |PV4: nnn.nnn.nnn.nnn | PV6:
hhhh: hhhhwolhis/diisih: hhhh: hhhh: hhhh: hhhh | PV6: PCT/GB2012/051752

hhhh- hhhh- hhhh- hhhh- hhhh- hhhh- hhhh- hhhh 10A Redaction transformto renove
whi t espace Route configuration Fbm1th§5data fl ows through the system nmay be
configured (i.e. workflows). These are“known as routes, and are 15
configured preferably in the XML file using the foll ow ng paraneters:
interface - The data interkagerhamethbstkgukernkdentified by the nane field
in the interface configuration reader - The data reader/witer
for this route, 20 identifiB&SBYCFASPASRECFIer B2PAVPRE r eader/ writ er

configuration transferabet nskdenthfied by the nanme field within
the transform set configuration. Exactly one transform set nmust be

applied to a single route, <bavCohemsaneprticanstgfml2Bnset can be shared
across. nmultiple routes. maxConcurrent Readers ,(optiaonal) - The maxi num
nunbeﬁiof threads to use tétggﬁﬁgﬁﬁﬁﬁpﬁ% g%&é/ﬁ@ﬁ?Pnguaﬁfhin this route.
Specifically, each intertagentsasibvherapsenedtr ent Readers property as

follows: 30File Interface - The nunber of threads which can process files
concurrently WD 2018,6%2433PEPNEBROTRP051752 - 57 - HTTP - The

T e OLpEL IR EOLTE Rathenacan am.er opessgal it benenuely.
request s. sTCPEI Ranuihéynbrbercottbhréads tihi ehocaniprodcesssgatam 10,
10 for example so the tokens do not have to be generated but
are already present when the system is started.
Validation rules and standardisation
Standardisation and simple format fixing can be
achieved by using a combination of wvalidation, find and
15 replace and redaction transforms. For example, the following
specific fields could be standardised as follows:
MSISDN

. A Validation transform to check character range,

type and MSISDN length

20 . A Find and Replace transform configured to replace
+44 with O
. A Redaction transform to remove whitespace
IMET
. A Validation transform to check character range,

25 type and IMEI length (15 or 16 digits)

. A Redaction transform to remove “-*, and
whitespace.

ICCID

. A Validation transform to check character range,

30 type and ICCID length (19 or 20 digits)
. A Redaction transform to remove whitespace

IMSI



5 from TCP/ I P connections at once. Note that one thread per TCP/IP
connection will be used, so this should be set to the maxi nrum nunber of
expect ed wonnssatikms via this interface. Messagi n®@CT/GHre12n3mtser of
threads which will concurrently listen to the input queue. 10Dat abase - The
nunber of threads which can process dﬁ%abase data at once. The
following is an exanple of the XM. configuration required for a Route:
<route> 15<interface>fil e-feed</interface> <reader>delinted-data</reader>
<t r ansf or nSet >anonymi sezhitranshorabatForm to check character range,
<maxConcur r ent Reader s>4</ maxConcur r ent Reader s> </rout e> 20Exanpl e
confi gur afyBR fiPPeIMSI lengka £4F| 6% hg Fé9ahSeéxanpl e of a conplete

configuration fLile, xspeghtying the teblaw-ng cQARENEAL Sospace A
startup section inform ng the application of the namespaces in use by the

XML file. ThisI®hédbdebe set to the 25 value given in the bel ow exanpl e.
a fil based i nterfac r.eadi.n iles with the .rea suffix fromthe
RN io o I Lk L R b P T e A Tl

suffix and.eenam ng the processed file in the input directory to end with a
.done 30suffix. a delimted reader, using a conmma as a delimter and
speci fying 3 fiEVds. "BRenRBl-POW-R§transforms - 58 - For mat

preserving encrypki.oRy&0eEYALLAGLURLLA  A0nERALAGL RS LT LAAKan of fset of 2
fromthe beginn?ng, usPng tﬁe appﬁaget 01%%4567%% F%ﬁter - the second field
is renoved 5Maskyeomaskhhghuphtohdhehahaehehs-whhh-ah#h-whth an of fset of 2

fromthe start It is possible to split the confk uration across multiple
configuration ﬁiﬁ@gécgépne§5ﬁﬁﬁgoﬁﬁltPnF@PPX@eg gBﬁFHaBE defined in one

file, all readers in another, and so

Route configuration

How the data flows through the system may be configured
(i.e. workflows). These are known as routes, and are

15 configured preferably in the XML file using the following
parameters:

. interface - The data interface for this route,
identified by the name field in the interface configuration

. reader - The data reader/writer for this route,

20 identified by the name field in the reader/writer
configuration

. transformSet - Identified by the name field within
the transform set configuration. Exactly one transform set
must be applied to a single route, but the same transform

25 set can be shared across multiple routes.

. maxConcurrentReaders (optional) - The maximum
number of threads to use to launch Data Reader/Writers
within this route. Specifically, each interface uses the
maxConcurrentReaders property as follows:

30 File Interface - The number of threads which can

process files concurrently



10 on. Alternatively, all conponents related to each route could be defined
in separate files. Pl ease note that the reference to URLs at the top
of the cowbiguretisen file is specifying various XM. nanmespaiBesizvesqiszr ed by
sone of the application libraries. No internet 15 connection is required to
run the anonym sation system 10. <?x ver si on="1. 0" encodi ng="UTF- 8" ?>
<beans: beans xm ns: beans=http://ww.s FiﬁgfraarKorqhena/beans

20xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schema- i nst ance"

xm ns="http:// wewpdet irea. earhddsf haepbirguFaliroR" requests which can be

xsi : schemaLocati on="http://ww. spri ngframework. org/ schema/ beans

http:// WRESPPERGFr AFBWOFRIEPYFSEheRRIFBBaARSY spFithg- BBAHSI3PE. k&§" tO

25<i nterfage>ysnagerf hLepbeeds/ pagezcshypertll-esyst eaglibype> <properties>
<inputDirectory>/input</inputDrectory>

30<out put Di r ecT6PY2Pout poe<houbput Difr ebrerpyls which can process data

<pol | i Freque >5000</ pol | i.ngFrequency> <i nputSuffi x>. ready</i nput Suffi x>
v bl B IE e nR e e SRy BoRRURAL L2 LRGN LR
<pr ocessi ngSufrbi xanweekiing<iprocessuBeSUf EbXPhis should be set to the

35<fi ni shedSuf fi x>. done</fi ni shedSuffi x> </properties> </interface>
<r eader > HOEARRE>HEMPRTt €4- BEPSRLRANESNREGHESHE| VARt E8LFt ypESTERFEpert i es>

Messaging - The number of threads which will
concurrently listen to the input gueue.
10 Database - The number of threads which can process
database data at once.
The following is an example of the XML configuration

required for a Route:

<route>
15 <interface>file-feed</interface>
<reader>delimited-data</reader>
<transformSet>anonymise</transformSet>
<maxConcurrentReaders>4</maxConcurrentReaders>
</route>

20 Example configuration file
The following is an example of a complete configuration
file, specifying the following components:
. A startup section informing the application of the
namespaces in use by the XML file. This should be set to the
25 wvalue given in the below example.
. a file based interface, reading files with the
.ready suffix from the /input directory, writing the result
to the /output directory with no suffix and renaming the
processed file in the input directory to end with a .done
30 suffix.
. a delimited reader, using a comma as a delimiter
and specifying 3 fields.

. the following transforms



<separ at or Char act er >, </ separ at or Character> </properties> 45<fiel ds> <field>
- 59 - <nanme>fi el di</ name> <definition>0</definition> </field> <field>
5<nane>f i wDABK/ 0 at3e > <defi ni tion>1</defi niti onrPCT/dB201205175i el d>
<nane>fi el d3</ nane> 10<definition>2</definition> </field> </fields>
</ reader > 15<transf or nSet > <narre>anon¥$n' se</ nanme> <transforns> <transforne
<type>encrypt </type> 20<fiel d>fiel di</fiel d> <properties>
<schema>f pe</ schenma> </ properties> </transfornp

Format preserving encryption, encrypting up to 20

characters from an offset of 2 from the beginning, using the
alphabet 0123456789
Filter - the second field is removed
5 Mask, masking up to 4 characters with a #, with an
offset of 2 from the start
It is possible to split the configuration across
multiple configuration files, for example all interfaces
could be defined in one file, all readers in another, and so
10 on. Alternatively, all components related to each route
could be defined in separate files.
Please note that the reference to URLs at the top of
the configuration file is specifying various XML namespaces
required by some of the application libraries. No internet

15 connection is regquired to run the anonymisation system 10.

<?xml version="1.0" encoding="UTF-8"7>
<beans:beans
xmlns:beans=http://www, springframswork,org/schena/baansg
20 xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance”
xmlns="http://www.detica.com/ddsf/configuration"
xsi:schemalocation="http://www.springframework.org/schema/beans
http://www.springframework.org/schema/beans/spring-beans-3.0.xsd">

25 <interface>
<name>file-feed</name>
<type>filesystem</type>
<properties>
<inputDirectory>/input</inputDirectory>
30 <outputDirectory>/output</outputDirectory>
<pollingFrequency>5000</pollingFrequency>
<inputSuffix>.ready</inputSuffix>
<removelInputSuffix>true</removelnputSuffix>
<processingSuffix>.working</processingSuffix>
35 <finishedSuffix>.done</finishedSuffix>
</properties>
</interface>

<reader>
40 <name>delimited-data</name>
<type>delimited</type>
<properties>
<separatorCharacter>, </separatorCharacter>
</properties>
45 <fields>
<field>



25<t r ansf or np <type>filter</type> <field>field2</field> </transfornm

<t ransfornr 30<t ype>nmask</type> <field>fiel d3</field> <properties>

<anchor >SVORI/Emshor > <nunber Masked>4</ nunber Masked> 3PpedfdBetzB«7s0f f set >
<char act er >#</ character> </ properti es> </transfornr </transforns>

40</ transf or nSet > <r out e> <interface>éhle-feed</interface>

<reader >del i m t ed- dat a</ r eader > 45<t ransf or nSet >anonyni se</ t r ansf or nSet >
<maxConcur r ent Reader s>4</ maxConcur r ent Reader s> </rout e> <encrypti onSchema>
50<nane>f pe</ nanme> <key>f pekey</ key»aséype>ERExAteppe>

<al phabet >0123456789</ al phabet > <anchbor=STARD</ anichor tor55<0of f set >2</ of f set >
<encrypti onLengt h>20</ encr ypti ®iflléhgt h> </ encrypti onSchema> WD

2013/ 014431PCT/ GB2012/ 051752 1€+~

<name>field2</name>
<definition>l</definition>
</field>
<field>
<name>field3</name>
10 <definition>2</definition>
</field>
</fields>
</reader>

15 <transformSet>
<name>anonymise</name>
<transforms>
<transform>
<typerencrypt</type>
20 <field>fieldl</field>
<properties>
<schema>fpe</schema>
</properties>
</transform>
25 <transform>
<type>filter</type>
<field>field2</field>
</transform>
<transform>
30 <type>mask</type>
<field>field3</field>
<properties>
<anchor>START</anchor>
<numberMasked>4</numberMasked>
35 <offset>2</offset>
<character>#</character>
</properties>
</transform>
</transforms>
40 </transformSet>

<route>
<interface>file-feed</interface>
<reader>delimited-data</reader>
45 <transformSet>anonymise</transformSet>
<maxConcurrentReaders>4</maxConcurrentReaders>
</route>

<encryptionSchema>
50 <name>fpe</name>
<key>fpekey</key>
<type>FPE</type>
<alphabet>0123456789</alphabet>
<anchor>START</anchor>
55 <offset>2</offset>
<encryptionLength>20</encryptionLength>
</encryptionSchema>



- 60 - </beans: beans> GRAPHI CAL USER | NTERFACE 5A GUI (graphical user
interface) application provides a facility to edit and mani pul ate commonly
changed fweatorgs4sfi any of the described configuration PCraB20Es®s2i ncl ude
the list of transforns in use by a particular route, the properties of

t hose transforns and the schemas that Bhey 10 need to function correctly.
Typi cal use case This sectiof’outlines an exanpl e use case for the
QU . These are the steps required to nodify and save changes to a 15
configuration ki/beankseeahatnches the QU User enters usernane and password
User selects which configuration file they wish to edit fromthe file
browser 20Application uses keys specified in the GU configuration file to
decrypt and open the configuration file. If the keys are password
protected, the user will be pronpted for the passwords. User
browses t hr oughREREI&%&EI PaBRe INT&RERAOENS i n 25 the configuration file, and
select one to eg E ( : User ﬁelgct gEdit Tra@sfornf g User
nakes ecessar B at 5 2PRAGABr B§5Es *PheT a6 t “BRL SR THe AR ESt Fon
nmakes thesecehangesol BdAeMahY, mBdE pdokhengohasnheennsavyed teadusksyet
30User presses the Save button. The application uses the keys specified in
the QU c8hti §iir ahPoAcE6TeRefypPNERE EBAE PHUfatPEn FhPecaRdCoVErPWEREe t he
previ ous coatlgur athaachihe 98 diskpy o Bliticuiar cecanpaym sation
system 10 application groups transfo¥n1t getﬁe Into Transform Sets based
on the |istopkrtiansbér nbodef tmedswbthenaedchhst sahshesnBebt: ehegent in the

conflqﬁratlo fl|$ These are ordzred |ists of transforne 5 which are
appl i€ BRCEGOPoGPESSCEaEN route wil

Typical use case
This section outlines an example use case for the GUI.
These are the steps required to modify and save changes to a

15 configuration file:

. User launches the GUI
. User enters username and password
. User selects which configuration file they wish to

edit from the file browser
20 . Rpplication uses keys specified in the GUI
configuration file to decrypt and open the configuration
file. If the keys are password protected, the user will be
prompted for the passwords.
. User browses through the available transforms in
25 the configuration file, and selects one to edit.
. User select “Edit Transform”
. User makes necessary updates, and presses the
Submit button. The application makes these changes in
memory, but nothing has been saved to disk yet
30 . User presses the Save button. The application uses
the keys specified in the GUI configuration to encrypt the
configuration file and overwrite the previous configuration

file on disk.



have exactly one Transform Set applied to it; however a single Transform
Set may be used by several different routes. This relationship is defined
in each cwof2opumatsion file. 10The default nam ng scheneParidB2be/dshes2
transformtype followed by its position in the transformset relative to
other transforns of the sanme type. For_exanple in a transform set
containing the follow ng transforns (?h order): 15mask, mask, hash, nask
hash The generated nanmes woul d be mask-1, nask-2, hash-l, nask-S, hash- 2
These nanes camhbeaedhtedshyibhesyseemusongppheckdibnTansper m f eat ure.
20Changing t he order of transforns A transform may have _its position
changed, FEPAEEQEM §OGERBETL FARST GFAESEATR SBFS §éﬁ§§a§nwﬁ§? ti&hsPér m

types may.be,sikaphe apd; Hé&ewétﬁéﬁ'%a%ﬁt<%§a9EfB%B@%EB'%%eﬁ@ﬁ& ¢anche
edi ted, however sone have a nore conplicated structure which require the

use of a tSoﬁegaTatQOdefnﬁe t AeesepropeptiesedFor séxanpl €rahhéoFinad and
Repla orm main s a list ngs

repl ace eggﬁ t 8 with: l% (saﬁlgtwgga geFOan%§9F0n§a§§ FPugﬁ &%s sense

to group hhvtogehhenyi ahe arSehearmwWBkehagpnithencbetrshavradvby sever al
i nstances of the sane transform Several Schemas may be defi ned
within a ééAPLGUFERNEACET 6cteliel BBpHEEdblE £6Varffeféhfct§pés of

tra“SfornkéﬂgﬁxTE%%IEhﬁ%%ﬁtgkngﬁﬁgm/%TES@EEeHHanSa%ﬁ'E%Hk%gﬁ¥ak98n hi ch

application ervi 'S section explains
may be usédlto inplenent new nodul es for in the anonym sation system 10.
The mpgul e typgs whleh ¢an be,greatgd are:,,Dala |nterfaces Reader/Witers
followed by its position in the transform set relative to
other transforms of the same type. For example in a
transform set containing the following transforms (in
order) :
15 . mask, mask, hash, mask, hash
The generated names would be
. mask-1, mask-2, hash-1, mask-3, hash-2
These names can be edited by the user using the Edit
Transform feature.
20 Changing the order of transforms
A transform may have its position changed, relative to
other transforms in a set.
Schemas
Most transform types may be simple and have a basic set
25 of properties that can be edited, however some have a more
complicated structure which require the use of a “Schema” to
define their properties. For example, the Find and Replace
transform maintains a list of things to look for and what to
replace each item with. This list can get gquite long so it
30 makes sense to group it together into a Schema which can
then be shared by several instances of the same transform.
Several Schemas may be defined within a configuration

file, each applicable to different types of transform and



10Transforns Tokeni sers (token stores) Creating new nodul es invol ves
witing a Java class in a package comdetica.*, adding a DDSFMbdul e

annot at i omot2013¢thes3el ass and updati ng the anonym sati on PEIIGBIDLNS1752
configuration 15 file appropriately. For the systemto be able to use the
new nodul e(s), the Java cl asses shoulg be compiled into a JAR and i ncl uded
on the Java classpath when starting t e anonym sation system 10. Here is a
si npl e exanpl e, applicable for Data Interfaces, Reader/Witers and

20Tr ansf oeash Cfassektil echeoasdabiy,cae pewWIRBULEBy the GUI
@DSFModul e( " nynewnodul e") public cl ass NewMbdul e ext ends

25( Pol | i n§PPataPhtePf ace/ Abstract Reader Wi ter/ Abstract Transfor n{ @verride
30@verride 1 pxrhRstofoRbiguration file: <interface/reader/transforne

5<t ype>nmynewnodul e</type> </interface/reader/transfornm 10C ass structure
for extensionsOvervieRwi gure 5 shows the structure of the classes which can
be extended to_create new angnym.sation tem 10. nodul es. The
DDSFCotponent Fﬁ%érFEEElPE EXP§8EDFeS§F g%ESSg%6FhaPFys§§tEﬁﬁgoﬁﬁonents and

defines thepflehkaw Agwt wodaetRo@Sr in the anonymisation system 10.

The module types which can be created are:

. Data Interfaces
. Reader/Writers
10 . Transforms
. Tokenisers (token stores)

Creating new modules involves writing a Java class in a
package com.detica.*, adding a DDSFModule annotation to the
class and updating the anonymisation system 10 configuration

15 file appropriately. For the system to be able to use the new
module(s), the Java classes should be compiled into a JAR
and included on the Java classpath when starting the
anonymisation system 10. Here is a simple example,
applicable for Data Interfaces, Reader/Writers and

20 Transforms.

Class file:

com.detica. newmodules;

@DDSFModule (“mynewmodule’)

public class NewModule extends

25 (Polling)DataInterface/AbstractReaderWriter/AbstractTransfor

m{

@Override

30 @Override



15void initialise(); - This nmethod has the purpose of validating properties
and initialising any external resources required by a conponent, for
exanpl e daoabmga44sonnecti ons. void clean(); - This net hedTieaots115ar pose
of clearing 20 down any external resources which were started up in the
initialise nmethod, for exanple closing_down a database connection created
inthe initialise() nmethod. Every cﬁnganént shoul d preferably inplenent

t hese net hods. Were a superclass al ready defines these nethods, 25 the
call "super.incbhakisearisupenlel:ean()" should be used as the first line in
the method. Data Interfaces Data Interfaces are responsible for
processi ng incomng data froma source and witing it to an output

interface. An 30Q,aporypisatign, systemrEragework provides a class called
Abstract Dat al nterface which should preferably be extended to inplenent data

interfaces. WD 2013/014431PCT/ GB2012/ 051752 - 64 - Anot her cl ass,
Polliquatalnterface, is< efiged mhicg gx&znds ébstractDataInterface and
defines extra logic for ThEPEEIMYIHYTEF4°S6UFEE at a specified interval.
The foll ow ng sections expl.ain which nethods need to be 5 overridden when

i npl ementing a new custom Data Interface of each type. Every Data Interface
i s responsi bl e<f 6pteréacrengcadsrnprerDacastr eam obj ect for each data unit
to process. The Sinpl exDataStream contains an i nput channel and an out put
10 channel whi ch"define where the data is being read fromand witten to
respectively. AbstractDatalnterface The AbstractDatal nterface

cl ass, contains must be overridden by inplenenting

ﬁmo nmet hods, mh%ch
cl ass€S. They SréSTs5SHESEFIBEdTPR EKESPSIPBRi ng tables 3, 4 and 5.
Abstract Dat al ntegfiaeesstaptik) the structure of the classes which can

be extended to create new anonymisation system 10 modules.
The DDSFComponent interface is a root level class for
all system components and defines the following two methods:
15 void initialise(); - This method has the purpose of
validating properties and initialising any external
resources required by a component, for example database
connections.
void clean(); - This method has the purpose of clearing
20 down any external resources which were started up in the
initialise method, for example closing down a database
connection created in the initialise() method.
Every component should preferably implement these
methods. Where a superclass already defines these methods,
25 the call “super.initialise()/super.clean()” should be used
as the first line in the method.
Data Interfaces
Data Interfaces are responsible for processing incoming
data from a source and writing it to an output interface. An
30 anonymisation system Framework provides a class called
AbstractDatalnterface which should preferably be extended to

implement data interfaces.



Met hod Nanestart() Method Function Starts the interface. Note that this is
different froml oadi ng external resources, which should be done in the
initialiswOromsatinsd. Return TypeVoid Tabl e 3 Abstract DeRCalGR2erd@&tB2st op( )
Met hod Nanestop() Method FunctionStops the interface. Should not clear down
external resources, which should be done in clean() Return TypeVoid Table 4
20 AbstractDat al nterface.i sRunning() t hod Nanei sRunni ng() Met hod

Functi onWhet her or not the interface is WD 2013/ 014431PCT/ GB2012/ 051752 -
65 - running. RebunBrTypebeol eaniTabbetbInterface, is defined which

extends AbstractDatalnterface and defines extra logic for
the polling of a source at a specified interval.

The following sections explain which methods need to be

5 overridden when implementing a new custom Data Interface of
each type.

Every Data Interface is responsible for creating a
SimplexDataStream object for each data unit to process. The
SimplexDataStream contains an input channel and an output

10 channel which define where the data is being read from and
written to respectively.

AbstractDatalnterface

The AbstractDatalnterface class contains two methods,
which must be overridden by implementing classes. They are

15 described in the following tables 3, 4 and 5.

AbstractDatalInterface.start ()

Method Name start ()

Method Function Starts the interface. Note that
this is different from loading
external resources, which should

be done in the initialise()

method.
Return Type Void
Table 3
AbstractDataInterface.stop ()
Method Name stop ()
Method Function Stops the interface. Should not

clear down external resources,

which should be done in clean()

Return Type Void
Table 4

20

AbstractDataInterface.isRunning()

Method Name isRunning()

Method Function Whether or not the interface is




Pol I i ngDat al nterface The Pol | i ngDat al nterface class can be extended to 5
create a Data Interface which polls an input source for content at a

speci fi edwOrbsroaad3lr For exanpl e, the Fil eSystenl nt er f ac®CRIGHEIR/051752
anonymi sation system 10 i s an extension class of PollingDatalnterface. The
Pol I'i ngDat al nterface class itself han %es all the polling 10 code, and the
mai n met hod which needs to be inplenented is described in the follow ng
tabl e 6: PollingDatal nterface.getData() Method Nanmeget Data() Met hod
FunctionFind the next available data unit Tromthe input source and produce
the appropriate SinplexDataStream Return TypeSinpl exDataStream The next
avai |l abl e dat a _Btreafysshoul d be returned, orefdkl if there is no avail able
i ncom ng dabae Table 6 15Reader/Witers Reader/Witers are
responsible for reading data froma data interface, splitting it up into

i ndi vidual records and fields, sending the fields off to the transform
engi ne for progg§§hﬁng@gIg@gg§gb@g the resulting data back up into the 20
same formfor witing back to the data interface. The anonymi sation
systen1franemoﬁhepPéﬁﬂd@§DﬁhéIAb@Ffa@?RéédéﬁmﬁﬁﬂebecEé§§nﬂ@ﬁ éxtension in
order to pe ne ader [W.iter e "i |t| an | ean”. net hods of
- 66 -éthg% §% Béggn?% i er%gczhégg gPs IlcgﬁFesgg % #0r
Reader/VVbbﬁténandtshogbdcbeleMeﬁhtédeal TFamstemplé Ttaesforn1class is
responS|bIe for performing a 5 transformation on a piece of data and

ret urni ng ﬂﬂ@SV@%@W@nt?éféFﬁaWétaléu§PBHVWF§ﬁ§F8PnFY?ﬁﬁmaﬁ8n§ﬁ1§8t|on

systen1Fr@g@@gggogrgy5ggs Ehﬁoﬁ@§55§%E$&%E§E@5€bC|@%é whi ch shoul d be
extended. The "initialise" cl ean” met hods of the DDSFConponent

|nterfacePaﬂélag@@ta@ptecébbe toatheiTransf orndles all the polling

10 code, and the main method which needs to be implemented is

described in the following table 6:

PollingDatalInterface.getData ()

Method Name getData ()

Method Function Find the next available data unit
from the input source and produce

the appropriate SimplexDataStream.

Return Type SimplexDataStream. The next
available data stream should be
returned, or null if there is no

available incoming data.

Table 6

15 Reader/Writers
Reader/Writers are responsible for reading data from a
data interface, splitting it up into individual records and
fields, sending the fields off to the transform engine for
processing and packaging the resulting data back up into the
20 same form for writing back to the data interface.
The anonymisation system framework provides the
AbstractReaderWriter class for extension in order to define

new Reader/Writers. The *“initialise” and “clean’” methods of



10 and shoul d be overridden. Tokenisers (token stores) The

anonym sation system 10 i ncludes a database inplenentation of a token
store, fowouss/osm usi ng a tokeni sable transformw th trokasemtasors2t ur ned
on. It is 15 also possible to create a customtoken store repository.

The anonym sation system 10 is nostly gtateless and nul tithreaded and can
scal e both horizontally and verticaTI@ easily. 20The anonym sation system
10 utilises encryption for various purposes: Encryption of configuration
files Enengpbbencefipdatatfiekdsracthbpeaatsanabplicable to the Encryption
of the Keystore, which holds the_keys 25 used to performthe data field
encryptio eaéﬁé/VEEFéﬁsoﬁngtéPPHﬁdké9sovﬁﬁFéﬁd§Pe used to access the
keystore and ercrLypt.apd decrypt configuration files There are several
types of "Key" used by the 30 anonym sation system 10: Storage Master Key
(SMK) - This i 8 Thenképrusedate éﬁcrypponhébéaoﬁyni9atﬁonm$ygten110

appl i 2013/ 014431PCT/. GB201 /% 67, - nfl ratlon iles and
encryp |o rR8§ POFe“fPleS™ Th&FE“Fsonly 8n8n8frFﬁg§nggr ﬁergﬁB i sation

system 10Tbngtanee a custoft arbuprkexs th&haenShkmshaukdnnet shemstored in
clear text. Instead, one or nore Startup keys may be 5 required to "unl ock"
t he SMK wﬁéﬁ@@@@rktPF§Vh@§6eHheSﬁ@ﬁFﬁﬁcﬁéy§nﬁﬁ9r@eCéé§§wﬁhéCbré@@éﬂ@d In

the case of having.a singl e;startyp key. it ~should be password prot ected.
I

Al'l startup keys w be required to unlock t e configuration
DDSFComponent interface are also applicable to the Transform

10 and should be overridden.

Tokenisers (token stores)

The anonymisation system 10 includes a database
implementation of a token store, for use when using a
tokenisable transform with tokenisation turned on. It is

15 also possible to create a custom token store repository.

The anonymisation system 10 is mostly stateless and

multithreaded and can scale both horizontally and vertically

easily.

20 The anonymisation system 10 utilises encryption for

various purposes:

. Encryption of configuration files
. Encryption of data fields within a transform
. Encryption of the Keystore, which holds the keys

25 used to perform the data field encryption
. Encryption of startup keys, which are used to
access the keystore and encrypt and decrypt configuration
files
There are several types of “Key” used by the
30 anonymisation system 10:
. Storage Master Key (SMK) - This is the key used to

encrypt the anonymisation system 10 application



file for the anonym sation system 10 startup, as well as 10 when opening a
configuration file inthe GQJ. It is not recormended that all startup keys
are kept wo?2tse1ps3educti on server. At | east one shoul d peTsiRZOEXDSIBADL €l v,
e.g. on a USB drive, and inserted as necessary. Transformation Keys -
These are the encryption 15 keys used to performencryption of the data
fields wthin the TransfornlEngine._Tﬁ y are stored in the Keystore, which
inturn is encrypted using the SMK The Confi gurati on Managenent
utility isocareguomandohi fielteobhnwheebrppovbdesetBeotel Fowenq fuaeti opal ity
to manage 20 the encryption aspects of the system Gener ate new
encryptioﬁ“%@y@néiﬁél%g?ﬁﬁ PRE §t'6r ageniBisfer LRByFYHSPRglq 1nstance
cryptographi cally strang,pandom nusher sgenenat,on. nbRepcandgm.purher
generator will be initialised"with a cryptographically strong seed. The
sour ce 25coftatrhéeseed Ilmayebd, operabirngosygstenrtdepehndegnt may be Encrypt a

stora mast er. _key . usi,ng.any,n e f Startup keys Encr [ decrypt
any co fiﬁﬁggff8§ FPIeEg%PF% t#ggs%ggaa eﬁﬁgFgrl§e§838@8ﬂ893t§t§% &Y Store,
encrypt edxethnbhepst prageorasbebrkeyed. 68 the casA stonagengaster key may

be required, and all associated Startup keys should be provided on
appl i cati 6ANSL&r 6LapLUBTREYH ol FoW AY lHeSEr PBESVARIeRARPPELEE -aftll

anonym sat.i S 10.depl.ay - is.d i At L he file,
e T DA Lt e S
| evel archifectureths showgminatigur ey6tehOThesdepkoppent gensdi sts of 3
mai n dat a Lloms: . Wb aBEIicatioE.igcess ﬁver HTTP, - A Wb service
is used t 8 FBt GPA"¢OSt BnEP daPH E6 8 bl dwser THE GEDL-appl i-€albn is a 3rd
party whi ¢chcepntabng @hg@ta@as@tht@@Ckgpgegr@Bkggkboan@h@ngﬂgaﬁet@@n
custoner nanes. A user of 15 the web service knows the real MSI SDN and

enters thesr¥are Atwebapér ANEosS8edrehbEoptetstonernodetsi| §-9Then a

anonymn sat.,.gn e I ts. .t t and encrypts the MSISDN in
t he POST gggadg¥§%hghh$Thg%§%§§§t%Saﬂgcégggg ts the MBISDN in the HTM. page

returned by the webTappkifoahranon2@SKBPFUCRepeS8agetproeassiypgiva an SMSC
via TCP/IP - The anonym sation system 10 acts _as a proxy_to an SMSC,

anonym si K§Yde8fFHat PoRSKEPEBNE6RYPhe affohfe data TigldeoieFdata record

transforne&éoargﬁs@@khnkh@qnét!@ﬁegiaréhgtgkée iRt enbagey s Gual onmE cdat a
files are 25 dropped into the input directory and these are anonyni sed and
pl aced i nithéusot pat edcrsgetodyusThesehdi b¥Et ori es are then accessed by

ext er nal SySte%ﬁevb%n§Egﬁration Management utility is a command line

tool which provides the following functionality to manage
20 the encryption aspects of the system:

. Generate new encryption keys (including the
storage master key) using a cryptographically strong random
number generator. The random number generator will be
initialised with a cryptographically strong seed. The source

25 of the seed may be operating system dependent.

. Encrypt a storage master key using any number of
Startup keys

. Encrypt/decrypt any configuration files with the
storage master key

30 . Generate a Key Store, encrypted with the storage

master key



Exanpl e i nput/output data 30The Configuration file is set up with nultiple
interfaces and this section gives exanples of input and output val ues for

each i nt ewbaos/defsined above. File based interface - 6®CT/GB2012/05Tt5e file
based interface is set up to read CSV files consisting of Nane, MSISDN and
| MEI. An exanple input file would be: John

Smith, 447789123456, 123456789012345 5368 Bl oggs, 447982794563, 320247543723897
The nane field is set to be partially masked, the MSI SDN set to be
encrypted, andat BeokWgk ha%teunkégn&égrﬁedreqalkba ouhput1m ght be as
follows: John #####, 985572987352, 123456789012345 10Joe

BH####, 952939?561%@ 85824754577586 7O #PPBaPACT AfEFf 4Be2PPLlicCafhgenHTTP Dat a
Interfacegig set,up to transform HTTP request data, encrypting the MSI SDN
and decrypting tﬁe 15 MBI SDN in the resulting HTM. page on the response.

The input would be creating by submtting a formon a web page, but the

resulténg undeggéiggé TP re uest .body coul d %g: 2% . .

nsi sdn=447789123%5 BW%PQS Gt +008r § TS REFsan a1 FPBEYBAEFAYAPEd, so
the out putywakrne1oodkd1bemciBi. SEATE7406847HhinB&subM LESUbALL tRUery125Thi s
is intercepted and the MSISDN field decrypted by The anonym sation system
10 to theHEEPpéPd ZRPAILE <Réggsace, processing a variety of data

formats. A high level architecture is shown in figure 6.

10 The deployment consists of 3 main data flows:

. Web application access over HTTP. - A Web service
is used to return customer data to a browser. The web
application is a 3rd party which contains a database of
encrypted MSISDNs and unencrypted customer names. A user of

15 the web service knows the real MSISDN and enters this onto a
web form to search for customer details. The anonymisation
system 10 intercepts the request and encrypts the MSISDN in
the POST data of the HTTP request, and decrypts the MSISDN
in the HTML page returned by the web application.

20 . SMPP/UCP message processing to an SMSC via TCP/IP
— The anonymisation system 10 acts as a proxy to an SMSC,
anonymising destination MSISDNs on the way out.

. Customer data record transformation of delimited
files via the file interface - Customer data files are

25 dropped into the input directory and these are anonymised
and placed in the output directory. These directories are

then accessed by external systems via SEFTP.

Example input/output data
30 The Configuration file is set up with multiple
interfaces and this section gives examples of input and
output values for each interface defined above.

File based interface



30<titl e>MSl SDN Lookup Results</title> </ head> <body> <di v> MSI SDN: <span
i d=\"nsi sdn\">671968471158</ span> 35</di v> <di v> Nane: <span
i d=\" nanew0=20r3/mh43Ri neer </ span> </ di v> </ body> - 7@CT/GB20tms¥75This is
intercepted and the MSISDN field decrypted by the anonym sation system 10
to the output: 5<htm > <head> <titl e>Msl SDN Lookup Results</title> </head>
<body> 10<di v> MSI SDN: <span id=\"nsi sdn\">447789123456</ span> </di v> <di v>
Nane: <span id=\"name\">Ariel R neer</span> 15</div> </body>

The file based interface is set up to read CSV files

consisting of Name, MSISDN and IMEI. An example input file

would be:
John Smith, 447789123456,123456789012345
5 Joe Bloggs,447982794563,320247543723897

The name field is set to be partially masked, the
MSISDN set to be encrypted, and the IMEI left untransformed,
so the output might be as follows:
John #####,985572987352,123456789012345
10 Joe BH#####,952953756154,320247543723897

HTTP Data Interface
The HTTP Data Interface is set up to transform HTTP
request data, encrypting the MSISDN and decrypting the
15 MSISDN in the resulting HTML page on the response.
The input would be creating by submitting a form on a
web page, but the resulting underlying HTTP request body

could be:

20 msisdn=447789123456&submit=Submit+Query
This msisdn will be encrypted, so the output value could be:
msisdn=671968471158&submit=Submit+Query

25 This is intercepted and the MSISDN field decrypted by

The anonymisation system 10 to the output:

<html>
<head>
30 <title>MSISDN Lookup Results</title>
</head>
<body>
<div>
MSISDN: <span 1id=\"msisdn\">671968471158</span>
35 </div>
<div>
Name: <span id=\"name\">Ariel Rineer</span>
</div>
</body>



</htm > 20TCPIP Interface Two TCP/IP interfaces are set up, one for SWP
and one for UCP. Each of themare set up encrypt a MSISDN field. Exanple
i nput andwoubputi448al ues are shown in figures 5 and 6. (PoE/GERRbLASITSRr € are
as viewed with a text editor, and 25 contai n unprintabl e val ues)
SMPP (The first record shown in figur207 is the value pre encryption; the
second record shown in figure 7 is the“value after encryption): 30UCP (The
first line shown in figure 8 is the value pre encryption; the second |ine
shown in figure/@&nls the value after encryption) Figure 9 shows a list of
t he funct ironal iandnnenced5etiuncti ohal MeeqoNr édentisdtorypbhedabgnyiesat i on
system Fhguneml@ashowssgsnen- eRhaustihveotiablie:listing 31 different
conbi nati ons of sensitive customer data itens that nay be associated with a
customer data kegqrd. For each conbination of data itens in a data set, the
tabl e 40 identifimesdwhi ch sensitive data itens do not need to be WO
2013/ 014431PCT/ CB2012/<05I 78X Lodgkhp- Revdnyritsetk> and which data itens do
need to be anonyfitsed; filtered or masked (i.e. transforned) to neet
current security“&§uirements. Masking may include renoving detail and
granJIarity 5 fron1d§F§;'%§ﬂ§,<for exar Iedegghgqgﬂggggayor cell-1Ds could
be masked to generaIL§§NE e I'ocdtion information to a particular town,
county or country. _4;,> OF course, the anonym sation system can be
configured to anonym senahy: kyps oh-dakacitemand:adn copdi-nati on of 10
theseldata itens in a/data itemset. The invention is not limted to use in
anonym si ng and fd/kbéys ng nobil e network data or Custoner Data Record (CDR)
data, and can bétapplied to any data having a predefined data structure.
15As will be appreciated by the skilled person, details of the above
enbodi mrent may be varied without departing fromthe scope of the present
i nvention, as defined by the appended cl ai ns.

20 TCPIP Interface

Two TCP/IP interfaces are set up, one for SMPP and one
for UCP. Each of them are set up encrypt a MSISDN field.
Example input and output values are shown in figures 5 and
6. (The values here are as viewed with a text editor, and

25 contain unprintable values)

SMPP (The first record shown in figure 7 is the wvalue

pre encryption; the second record shown in figure 7 is the

value after encryption):

30 UCP (The first line shown in figure 8 is the value pre
encryption; the second line shown in figure 8 is the wvalue

after encryption)

Figure 9 shows a list of the functional and non-
35 functional requirements for the anonymisation system.

Figure 10 shows a non-exhaustive table listing 31
different combinations of sensitive customer data items that
may be associated with a customer data record. For each
combination of data items in a data set, the table

40 identifies which sensitive data items do not need to be



20Many conbi nations, nodifications, or alterations to the features of the
above enbodi nents will be readily apparent to the skilled person and are

i nt ended wWo 2bvaniq3art of the invention. Any of the feateceGReRMSITSed
specifically relating to one enbodi nent or exanple may be used in any 25

ot her enbodi nent by making the appropﬁiate changes. G ossary
TermDescri pti on Advanced Encryption S hndard - An i ndustry standard of
encryption. An exanple encryption used in the anonyn sation systemis based
on AES- 256n6hhei2b6; and72hichi Haver siems Aoseekal ksedelavianehassdfil e,
encrypted using the Storage Master Key, which hol ds: Transformati on keys
used for éRéF§FPEFORT BEEKFHt ildncandTRASAPRGSR) t RPNMERE SHERGRI sati on system
HTTPS Keystel,¢;Passupldserdsed to read the contents of a password protected
HTTPS Keystore File An operation which acts as a single unit. Traditionally
refers to a tridasachiponawi tthichudedatabasey drtehé easegofntiherangnym sation

tem this i d.to indicate th file, shoul t b dinth
Thout i 1 EEOB: SRRt AEERS” CONTI SUPRR PapBFoSaP HOEA AoParE ity iEFen st ate.
It shoul dcbe1wr bbt gaswetihta diehterentesuhbi Xoandibhennrenraredoni Roorder

that the system does not start to read a partial file. The XM. file which
cont ai ns PRECEBRLPGUFAFPoNnCOPRREUPE &RENGEHer system conponents required to

start an Instag ecBErEQ?_@HQPXHEE@&&QBtﬁXEtEgg%eﬁoggﬁnﬂe'hBﬁf?Bhkay

provi ded with the anonym sation systemto enabl e nanagenent of "t he

applicati on keypsvoiegs sher ageecmast éntkeyfest antiupny- cd8binakeys, of

transforna%ion ée¥s, and the en ry tion and decb%ption of relevant files
“%Fhe I e

wi th thes&"REYs 1EGBFi ¢Bt PoH2Fay &FSPeSpbnsilBFe 1P8F & 88t ifig"Phiput and
out put datamehapnebsukEormVanbaysiEAWGSAHAC@S 1tering mobile network

data or Customer Data Record (CDR) data, and can be applied

to any data having a predefined data structure.

15 As will be appreciated by the skilled person, details
of the above embodiment may be varied without departing from
the scope of the present invention, as defined by the

appended claims.

20 Many combinations, modifications, or alterations to the
features of the above embodiments will be readily apparent
to the skilled person and are intended to form part of the
invention. 2Any of the features described specifically
relating to one embodiment or example may be used in any

25 other embodiment by making the appropriate changes.

Glossary

Term Description
Advanced Encryption
Standard - An industry

AES standard of encryption. An

example encryption used in
the anonymisation system is
based on AES-256 (the 256-




A "data unit" refers to a single piece of data read by one of the
interfaces, as follows: File systeminterface - a single file TCP/IP

i nterfacewoa1xiimglie socket connection on the rel evant [PpPOTIGB2HEIB(SE
Interface - a single HITP(S) Request Database - A single database row
Messagi ng - A single Message A key us for the encryption transform This
may be a 256bit value for Epheneral entryption or a 2048 bit val ue for
format preserving encryption. See al so Transformation Key This is a section
of the application XM. configuration mhichbd%fines.mhich formof encryption

to use in an encryption transform al ong Wt h Vﬁgséﬁg ific properties for

the encryption type. A type of encryption whereigveryqat ijaesacvakue is
encrypted, it encrypts to a different val ue; but .gweryreut put ,ganystill be

decrypted back to the - 74 - correct origkpal _val ye A ukLlity, provi ded
with Java for the creation of HITPS keyst058§dzéhy %gtﬁgyto [protected with

a password, which can be added to the application key store as an aliased
key. Redaction Regul ar Expression Renoving specifdfdexinddin adjel d An
expression for defining patterns within text. Sgg.g f@g(éﬁéyyﬁgfbﬁpr a
decryption and

hashing within the
anonymisation system

Rpplication keystore

e HTTPS Keystore
Passwords, used to
read the contents of
a password protected
HTTPS Keystore File

An operation which acts as
a single unit.
Traditionally refers to a
transaction within a
database, in the case of
the anonymisation system
this is used to indicate
that a file should not be

Atomic operation placed in the input
directory with the
configured input suffix in
a part-written state. It
should be written with a
different suffix and then
renamed, in order that the
system does not start to
read a partial file.

The XML file which contains
the configuration of Route
and other system components
required to start an
instance of the
anonymisation system

Configuration file

A command line utility
provided with the
Configuration Management anonymisation system to
Utility enable management of the
application keystore,
storage master key, startup




reference guide. Route A conbination of Data Interface, Reader/Witer and
Transf ornSet which defines a "channel"” through the system - 75 - A
fragnment wb 2KM01w3siich defi nes conpl ex properties for parCrasarzastzsast or ns.
Encryption, Tokenisation, Schema Find and Repl ace and Redaction all have
their owmn Schemas. These can be edite? via the GQJ. A randonmy generated
String which is used to encrypt sensi Pve configuration files used by the
system Storage Master Key (SMK) The Storage master key is never stored in
clear text. Instead it is split up into startup %%égs Ecgtgan Qg gtored
separately. One of a nunber of keys which mﬁén’ onbi Red {'ogether "Wt form
the Storage Master Key. Whenever the Storag8 NﬁgFanéfgp ﬁgangdKey is
required, all startup keys must be provi dedSCAYBFAPPuBTKEG I AEGS

be password protected. This is a section oftRé HAppli ERESENKKNE -

configuration which defines which form of e | . Tokeni.sati on
Schemato use in a tokenisable transform a&ﬁé Q&F? Cgﬁlggpggpggc

on

ogerties for the token sto%gég?ﬁgl %él%@ﬁt?éﬁaFé?gr

ata Interface input an utput data
channels from various raw

sources

ptionally

configuration 8
responsi bl e for

A “data unit” refers to a

single piece of data read

by one of the interfaces,

as follows:

File system interface - a

single file

TCP/IP interface - a single
Data Unit socket connection on the

relevant port.

HTTP (S) Interface - a

single HTTP(S) Request

Database - A single

database row

Messaging — A single

Message

A key used for the
encryption transform. This
may be a 256bit wvalue for
Encryption Key Ephemeral encryption or a
2048 bit value for format
preserving encryption. See
also Transformation Key

This is a section of the
application XML
configuration which defines
which form of encryption to
use in an encryption
transform, along with the
specific properties for the
encryption type.

Encryption Schema

A type of encryption where
every time a value is
encrypted, it encrypts to a
different value, but every
output can still be
decrypted back to the

Ephemeral Encryption




transform ng individual Transformdata fields in a variety of ways, in
order to anonym se and de-anonym se them A collection of transfornmns,
Transf or nwBabrowsed t ogether to be applied to several PCEIGER012/05752-
within a single data record Transformati on Key A key used within certain
transforns. Most comonly this wll bg used for encryption; however keys
are also required by the hashing tran form This termis an overar chi ng
term of any such key used by any relevant transform This is generally a
256bit value wth the exception of fornat gggseggingiencrxpaggn when it is

a 2048bit value. The transformation keys are Stored i d the appPFCation
keystore. - 77 - CLAIMS: 1. A nethod of ananypbLsi Bg datayeenBhi shaget he
steps of: readi ng parameters of ap angpypisationpre¢edure froma

5 configurable i i cedure res ce; Y] ata to
be anongnised fgégﬁégéggggggﬁ?% , Wherein % §O§g€§Zs§§ﬁ§ SEE?EE%%PEREEd by
e ad pa

one or nore of raneters; and ap I'ng __one _or [
transformati ons to the received E £ B ?engtgnas the
input value.

This is a serialised java
class containing a
collection of certificates
used by the HTTPS protocol.
If HTTPS is to be used, a
Java HTTPS keystore must be
generated containing the

Java HTTPS Keystore appropriate certificates.
Java comes with a utility
for creating such a store,
called *"keytool”.
Optionally, when creating
the store, a Key Password
and a Store Password can be
specified.

The file containing the

K fil ' j
eystore file application keystore

A utility provided with
Java for the creation of
HTTPS keystores. May be

keytool protected with a password,
which can be added to the
application key store as an
aliased key.

Removing specific text from

R ion .
edactio 4 field
An expression for defining
patterns within text. See
Regular Expression WWW . regular-

2 XY s.info for a
reference guide.

A combination of Data
Interface, Reader/Writer

Route and TransformSet which
defines a “channel” through
the system.




10 data according to the anonym sati on procedure, wherein the one or nore
transformations include transformng at |east an original portion of the
recei ved wataiymi4sia transfornmed portion. 15 2. The net hedTaB2012415m52,
wherein the one or nore transformations to be applied to the received data
are identified in the read paranmeters,_3. The nethod of claim11 or claim 2,
wherein the read 20 paraneters furtﬁe75iﬁclude or identify any one or nore
of : a transformation configuration resource describing the one or nore
transformations to be applied to the receixe rdata'ht of XML w iahreader
configuration resource describing howto rea "25t"e “r 8cei Ved Baf . an input
directory of the data source to scan for r§8 ived gatrs; “anPoab E?laﬁrectory
of the data source to wite transf or me8 dREATF 6P EW hG2PREEPSHIi cati on
of the one or 3@.pAeKE transformations; a WEPFEYPESAFY glP&EFeR2FésBur ce
describing how to wite output data contai Aithg§ ER€ BpPLPEE BP&nsformations;
and nunber of allowabl e concurrent processRagacthieadsll havy8 thgiThe net hod
according to any previous claim wherein thencénhegasabllecanronym Hat i on
procedure resource is encrypted. 5 5. The netihoddaeder dhrgGUG .any previ ous
claim wherein the original portion of the received data is recoverable
fromthe transformed portion using stored fnfépfafignIcneragedTRETABfhod of
claim5, wherein the stored information 10%WBéRpriiseysereter aAStEPhed
portion stored with the original portion ofenegcéiivedcdataguratisn The

met hod of claim5, wherein the stored inforfmesonses oyyphegeaphen.materi al
for decrypting thertyangtetaedrkdb poewkK)on rThtoStheagei gesakrpeetyi an of
received data. 8. The nethod accordi ng t onangrpeevicedsiel aimnrwhekei.n the
applied at least one transformation is onerggtepreisekecteditram theogroup
consisting of: hashing; redacting; filteriBgarcup keys which can be

stored separately.

One of a number of keys
which when combined
together will form the
Storage Master Key.
Whenever the Storage Master
Key is required, all
startup keys must be
provided. A startup key may
optionally be password
protected.

Startup Key

This is a section of the
application XML
configuration which defines
which form of tokenisation

Tokenisation Schema to use in a tokenisable
transform, along with the
specific configuration
properties for the token
store.

The application layer
responsible for
transforming individual
data fields in a variety of
ways, 1in order to anonymise
and de-anonymise them.

Transform

A collection of transforms,
Transform Set grouped together to be
applied to several fields




20 find and replacing; replacenent with random val ues; validation; and
masking. 9. The nethod according to any previous claim wherein the
t ransf or msiDI2018/ae43fli gur ati on resource of claim 2 and/ or PCim&GE2B1208nfs2 gur abl e
anonym sation procedure resource are in XM. format. 10. The net hod
according to any previous claim mher?in the received data are call data
records. 30 WO 2013/ 014431PCT/ GB2012/051752 - 79 - i nput channel and
writing the anonyni sed data to an out put channel . 12. The met hod
according to any previous claim wherein tQ§t i&e%egvgdlgagatgri%Eg%tes
fromany one or nore of: a database, file system mobi P& netwior K. ghd real
time data feed. 13. The nethod accordi Rgyt QsaRy wREBYhOUS rehalhm
further 10 conprising the steps of: receh%irRgma@n MARUt -ERRBLISI N the
transforned portion and a new portion; andi,;. .i¢go¥eri,adyt ke, original
portion of the received data fromthe trangﬁggg;%igggthg@egéknge§gored

a re

information. 15 14. The nethod according tge n E vious ¢lai hwherein

t he anonym sati on procedure resource definés “workf Fow; ¥%H A conput er
program conpri sing programinstructions 20 ?ﬁgﬂ?gmﬁﬁﬁn§§8ﬁﬁtea ofi a
conput er cause the conputer to perform thetREtthed 8F AN§TeF CBraPnsSIMt o 14.
16. A conputer-readabl e medi um carrying a €énpitefVUsPograntaEeoPdi AGYL 0

claim15. 25 17rapséenpatepnpkeyrammed t orpervorim thenrérhnd ohignysof
claine 1 to 14. generally a 256bit value

with the exception of
format preserving
encryption when it is a
2048bit value. The
transformation keys are
stored in the application
keystore.




10

15

20

25

30

WO 2013/014431 PCT/GB2012/051752

CLAIMS:

1. A method of anonymising data comprising the steps of:

reading parameters of an anonymisation procedure from a
configurable anonymisation procedure resource;

receiving data to be anonymised from a data source,
wherein the data source is identified by one or more of the
read parameters; and

applying one or more transformations to the received
data according to the anonymisation procedure, wherein the
one or more transformations include transforming at least an
original portion of the received data into a transformed

portion.

2. The method of claim 1, wherein the one or more
transformations to be applied to the received data are

identified in the read parameters.

3. The method of claim 1 or claim 2, wherein the read
parameters further include or identify any one or more of:

a transformation configuration resource describing the
one or more transformations to be applied to the received
data;

a reader configuration resource describing how to read

the received data;

an input directory of the data source to scan for

received data;

an output directory of the data source to write
transformed data following the application of the one or
more transformations;

a writer configuration resource describing how to write
output data containing the applied transformations; and

number of allowable concurrent processing threads.
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4., The method according to any previous claim, wherein the

configurable anonymisation procedure resource is encrypted.

5. The method according to any previous claim, wherein the
original portion of the received data is recoverable from

the transformed portion using stored information.

6. The method of claim 5, wherein the stored information
comprises the transformed portion stored with the original

portion of received data.

7. The method of claim 5, wherein the stored information
is cryptographic material for decrypting the transformed

portion into the original portion of received data.

8. The method according to any previous claim, wherein the
applied at least one transformation is one or more selected
from the group consisting of: hashing; redacting; filtering;
find and replacing; replacement with random values;

validation; and masking.

9. The method according to any previous claim, wherein the
transformation configuration resource of claim 2 and/or the
configurable anonymisation procedure resource are in XML

format.

10. The method according to any previous claim, wherein the

received data are call data records.

11. The method according to any previous claim, wherein the

anonymisation procedure includes receiving the data from an
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input channel and writing the anonymised data to an output

channel.

12. The method according to any previous claim, wherein the
received data originates from any one or more of: a
database, file system, mobile network, and real time data

feed.

13. The method according to any previous claim further
comprising the steps of:

receiving an input comprising the transformed portion
and a new portion; and

recovering the original portion of the received data

from the transformed portion using stored information.

14. The method according to any previous claim, wherein the

anonymisation procedure resource defines a workflow.

15. A computer program comprising program instructions
that, when executed on a computer cause the computer to

perform the method of any of claims 1 to 14.

16. A computer-readable medium carrying a computer program

according to claim 15.

17. A computer programmed to perform the method of any of

claims 1 to 14.



