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. MOBI LE TRANSI T FARE PAYMENT CROSS- REFERENCES TO
RELATED APPLI CATI ONS 5[ 0001] This Application clains
priority to U S. Patent Application No. 11/536, 296,
filed on Septenber 28, 2006, incorporated by reference
herein in its entirety for all purposes. BACKGROUND OF
THE | NVENTI ON [ 0002] The present invention is directed
to systens, apparatuses and nethods for the 10 paynent
and collection of transit fares, and nore
specifically, to a system and associ ated apparatus and
nmet hod t hat MOBI1dS TRANSITeFARE PAYSMENEs a cel |
phone to enabl e paynment of a transit fare. The present
invention is further directed to systens, nethods and
apparatuses for using a contactless el enent such as an
integrated circuit chip enbedded in a wireless nobile
devi ce tGROSSHBEFBRENGES TQRIIATER ARRIAEATIONS
transit fare paynent capabilities. 15[0003] Many

[00PAOPHIEs AFRHLAN faifil gggm? 49, S"@’B&nﬂ&%‘g&ﬁ%ﬁm(f 91/596 PR, filed on

pur poses SI ng tran ation syste Such syst éns

Seprendqeuféfe 2006 mcerppreéndslwpfegemp@hﬁr@y &1 dnentirdtyofor ebk awpbsss.

buses, subways, trains, ferries, and the |iKke.

Typi cal | y, these transportations systens require sone

form of fare pPRAEKGRQUNDNQFJHEDNEENTION of the

system One neans of fare paynent is the use of sone

r nf

100870 R e R TR S ek M) et s SR e
paywenttagd ehllechoreofftansit fens, dvd rmppbpeedica)s' to xsyeintant ppeciated
app%?tta arg(f)m?tg?(g@lrltht@%esga &%1{%{%6?%% %ﬁ%é%%gg%hggy f%heél%élégﬁnﬂent of
a trankit Gaig hl“h:e pmaemt 1nmdef isdurtlet heectadeo hﬁdm’smneﬁhodsfmﬂ dppan@uses

d Th i )
for fellett dofeided Bttt RO Heperaied BrdfCity GEReiF & vieles,

moltiile davibeithatymayadoehbite trembactibs payh@niaidttransit fatayagmetit capubiliies.
in a formal transaction process t hat may requi re nore
desjr.ed for auth i.cati f the user and

[OOM&gﬁ\gZStp%cg? e ﬁ%eiafly g(r)]rélglcl:l e 19 r\;voelT %r&ﬂfl er Ipugaoses using
tran@ammmt sstetls.i Suchtsgnelas thclpdy pubhic u@ﬂgpdrt&yﬁtsgmdj aw elxadple
erest .int e f.cn "smart"

busds s A Gaerienand e e PR AR5 R bpufins SwaRrsire

som8 Y@hﬁfflfarApS}gﬁdfn& atfj‘(ﬂl(lé @r h@reﬂﬁﬁ@éi&h& yygldﬁf | MRAndgs gf fare pagrment is
ocket -sj zed .car or . qt her portabl e pa nt devi ce

the "5) SH&t Squee Torp QERYE Rt taF gﬁ"f‘h@?lc‘éa fare F@d?gé%ge rE4R% 2one

previdusFRs@bIERBPbarzB] d? %o which @T&te carPbe APPHR&QI FRTRIN tHf d%ﬁt to be

wi th non-progranmabl e | ogi c. The m croprocessor type

paidcah p dptgrydgtec Blopigverasich ﬁﬁf%?ﬁrd%&ep@rallhreaalrf‘athstrtb%@gms@ the

card tHRGEH PORd MG dr Bhef Qe @EMismIG HBEE the Rhrd S Q@ﬁﬂ&t Perator. This
mani pul ate i nformation stored in a nmenory |ocation on

requirgaeriay etficigniandisplareptimal 48 traRsioISes efsi Oéten ypaehltfafs and( dogrot
w1s1%%f§&l {311%% d ey agé‘irfja 1 Qﬁraﬁ&rﬁ ngggfg méﬂeg@% xgoﬂ‘e &

ata t mani e re
thandlesiteddort apthsendagpmpfthp neer ded appeufabtpfehmrammmsu ch as
debiting a charge froma pre-established bal ance held

[000i4f1 trie ptSBIEMs¥nQunRayh gtaﬁ@a@ﬁé&memﬂ sygf%fng $ias led to an interest
in the use of contactless "smart" cards or contactless smart chips as part of a fare payment
system. A smart card is generally defined as a pocket-sized card (or other portable payment

device) that is embedded with either a microprocessor and one or more memory chips, or one
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unl i ke magnetic stripe cards (such as standard credit
cards), can inplenent a variety of functions and
contain a variety of types of information on the card.
Therefore, in some applications they do not require
access to renote databases for the purpose of user 10
authentication or record keeping at the tine of a
or Thqra NSHOLY dips mﬂsrrmmmgrhmplai_ﬂs legis eftiequinpuicensordpnd @ul
typ]%%ﬁ{;‘ian @%B?B e‘l:grstar% P&g Fo%%sg}ng gvtn{zﬁéés’, %ulecil élgr:_gote aélg,le Ac?ielteg for &ngwise
maramdth erfordevioe gorefl Gkﬁ)ﬁ)ﬁ]]em&yélm:atma polthewanie In porttnakt, fhe memaly

ari et t he, cont act e and the co S
chinB e 0B IS RRTAAERE el cah DRy E AT B3R d R mat s
man]i-%l?it&tbﬁth\éﬁfeltadhhgeleﬁbflk ® p&ﬁﬁﬁﬁ?pieﬁdeﬁh&i %&t&oﬁ,mdchl alts debiting a

uncti ona ilit of the car ca Vi a
chargg fhony g prgsefpbl tsggfﬁﬁ?%%ce Bﬁﬁg SLihE MERQTEST Se‘ﬂ%r%g‘ﬁ’?l%’t Sy cards,
unli&éknetia kipk Sards GOEH ds sadAd bRk cArdOOfRUnBleBSntd VIHAR DF

of conmmunicating with the card reader or termn nal

fungtjoph#idicophy ety tyngs pidaforagfipnithe aandisThesslen, ipapme
appfm}(lm%f tﬁ%p&d ¥R kdquBE aceWitd %ot@&atﬂﬁ%'f&ghé £lopsgrto
he card reader or termnal. Such contactless cards
autheytgﬂaéam prreeaidveaningzat thevimerpfiansastion. rs swat clp istagse Pl oqagluctor
i . i = Vi t
ol 5B LR RHRBEX ! SRR PSS gty
be etribeddsd nglanmtiegr tiénace: eader or terminal. Contactless cards
have found uses in banking and transit applications,
(00037 Le¥: JIRY oBRE i GRUYeh&al RIBYA! thE "c@d’{é& e Snd ik o ﬁrftac‘{’l%ss type.
pocket in order to conplete a transacti n Furt
A cosashtype sofrt edné ispmeiian includessrontactsiwhichrshble agedss, to the data and
; e
SRS 004P DEER LAl i, BENEGR by ae,
contgetiphs ssart daed is 8Eman 438 XS stcarpdeata.a AOH6] coEvmmlqahngJ@hh the
cardcgncfeggr tgli%%ﬁal Wnﬁlout & e%ﬁ 5(9 f 1rectdcgn gjhl% ISL?C@I %1 n%ffgctlvely
ens encount ere stan gar
be "mmedﬁ'nﬂl plassirgytherp alpmtthe&radd coddrec termma]e rsub]n cxmmﬂtss cards

e 0 nhot I. teS|Ut| ntranSIt
wriSroadun e Mo Grl bR EhEnp Rt i i AR
techbiGl8gy, inheinjroXigity t6 @rnaitdﬂm dhuseydataltdnsfefbansen thatard Bl the

transit fare nment . and Il ectio ess. can. not
readgctIatng o BB o SRYF (R0 e meeaah Pl Gl FRpbicatrons, as
they@hkiyhﬁ)‘ﬂ tdgad ifeﬁﬁ)vﬁ%n@@@'sﬁ%ﬂiet RHR6RS $n ordsr tHBYmPIEte lei?tnaﬂsactlon
purchase transaction at a retail point of sal

Furﬂeeﬁr 12?195‘%?6 Phbe _rovdRE nfaresh iy sieheardie piaRslakds h?m Leep ﬁ%@éﬁ’?% thgt
govéil'h ﬁfe'o%b‘tlaﬁyn DRGAMTECS FlreshthdRsd dndihaRis es\ﬁ@m 54 QOISO 14433
typical ly requires authentication that the card user
standagdent it ed to access the transit system and has
sufficient funds for the desired transaction. In
mmpld i EPMough dohRERRE sthirPESds préviad £5tutWinl tb sé¥PSARE h¥blems
have different authenticati on requiteinents, fare
encogricred|Datsteaasd PaARENA pRE(S in grangiaiire aymgntaafsplestionenvigonment,
they %?18 rB@i@% &Eﬁé@%&lﬁu&?ﬁﬁ t1HsH o ﬁ?ﬁ@cﬁl@h@ tﬁer%g%eQ%tfﬂxe transaction
“rele ant e transit systema user w
for thyt skt 8@ pivary eoneidergiéon. Skhisempans tltabthaél@estsfatem@y@Wta@n
colle\-/gwmérﬁ%rggc% %1?1%? gg%ee}fr?oﬁrng@ acﬁ@eg% uﬁ§$ g %{t%ﬁ%a” o1l %{hentl%itlon
and gpravabprbeas) sk thapde ngeidder amurd:hame taansaqmgh et agmetmgrpamh otCale

canss
teo s Rkl B PR b pleiShs LR b e e
preveiioltesalipaguigs mﬁewamoﬁ ttat theBsrd ustrtihlerditled er @bdss fhen@nsit




10

15

20

25

Al . Al i ,

cal cul ations and rates required dependi ng upon the
actual travel distance, direction, patron 10 category,
and/or times of use, fares nay need to be conputed
based on station entry and exit |ocation, direction,
node of travel, category of patron, and possibly tine
of day. This would require that the smart card

systerg apg K@I syfficecatibinds for thealesiredtiransagtiono rin edditien, iffesdnlt trartsi

systBit @l %m ve G4 Al RS. Bﬁ% cgmgﬁa dateg.$ {u&ggtgog@,%d

retriev n1a user"s car é uen
ancilesy rﬁataab@ﬂnemants,r Thib ercats thatttie mte;@si wadt aomtmn ttltee:latatrelevant for

the %ﬂﬁu gfs?eqn Qasep (’V?SYIGS t;évsunﬁtzea\gv 0 e s:lér5 Lt? ; tg 8cess[ tﬁgtsysm This

envi ver a
can bempfa stgnsﬁcamdmﬂﬂem cnfni wet WBB@ t& tmlide rﬁ(&é chap on€angit system,

L I iti.on to those noted, these issues
suct s P AR akenciB G & e Lot PBRR Pragidientiigatmy oo
diffgem upicobr loampRy. at i ng agencies; |f a contactless

paynment card is used, it typically lacks the ability
s not av

t hi and i.lable
L e SR G A T
calcﬂlhﬂlcﬁls afiditatds Geduited Bepetléing Oponttheactyss trevel BBMhEY dirsttike Qiatron
f card. history and cajculate the fare in a

Cate%ﬂfw& 9f FigesgiaremtrataBrecdria e campuird %‘éqdémoﬁta“%?@%%d exit

locathdn BRYCtiBE, rﬁ&ﬂlﬂf ekl tdﬁ&lgoxg d? ?&tfd?ln and$WRsibl§ tMheSIfldbNITHRs would
ocatlon or ency for the first tinme may need to

requirg fiek ihg pmgth AT (ST e4h iR oipyedmablpie Berfpay these

com @&%n@b%’é@ BY 2it& SordRla08 BtSevRfl ORI NBeANGrd A DGibSRNER RAAY
efore the card may be used in transit at the new

terminglsgeaders; be ghlg to mueeds dagerritiende the sgridehpiesipusistitions.e a
different set of file structures and/or information to

[0008&” tthe, e @lahsif &R BoRRét GMeserd v @alSied BaGasid BRYr d s@a‘-ﬁlﬂard
e approprlate data formats or encryption capabil yd
udae:

contgcgforsgmarhsaid o ghig @sqblespptic s Ingadgifion éprhoggypnigdathese iaswes inc
met hod for paynent and collection of transit fares
that dtRged -Z%réma U PEREIRE 88en8Y AT growhelroapriatingiagencies;
overcomnmes the noted di sadvant ages of current
apps oathe@mitactless payment card is used, it typically lacks the ability to write back

to the chip, and data is not available on subsequent transactions to calculate the
fare. This adds to the burden of the system having to keep track of card history
and calculate the fare in a post processing system rather than at the gate or

farebox;

¢ It may be required that a patron, who is visiting a location or agency for the first
time may need to register their card for use in that system. This may take a
physical process of going and doing something before the card may be used in

transit at the new location; and

e Each agency or region may utilize a different set of file structures and/or
information to handle their fare policy, and a single card may lack the

appropriate data formats or encryption capability.
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BRI EF SUMVARY OF THE | NVENTI ON 5[ 0010] The present
invention is directed to a system apparatus, and
nmet hod for facilitating the paynent and coll ection of
transaction fees or fares using a contactless el enent
such as a contactless smart chip. The inventive system
can utilize a contactless el enent including, for
[00a9} an\fd h# is desweshis asydtes,spperaius ahigthehr paymieneinslswletdion of
tran£1E ﬁni:é i u hz%gggantg@ﬁ% s’ma?trehgj nﬁr'}v%ch kfgr%bmaét%grotgd jode,

ess evice, such

dlsad&nmgamﬁdueexptappreachEDA 10MP3 pI ayer or the like. The
smart chip, or other type of device, can be integrated
with the Mr permt data
stored on the #ﬁhhggﬁggggggg%ﬂgﬁgﬁﬁgégpuIated
(e read, MW|tten erased) using the wrel ess

[0010p mﬁﬁ!nn iptsaeiit Gvventivet indirkctedso plypsteimtapparatas spdmethoth fonrfedilitating

g S
the éﬁ ent and recl[el{)(lggf tFa%ge?ctm{? ?’%% &efgrets 831?% ?n chnﬁ%‘agéé e?en}e'txpsutch1 as a
contsgtBeBsasthqn rifimanvehaveesysahmah atlhzmscon‘aytldsedpmmumbdmﬂmg; for

reless k ,Such dat a
exarpf I 30 Rt BolEet Pt B BN ROl 8 & Mo, LD,
lasett dﬁ&dm“, etc) cantbeddeddeitte) a ﬁtobﬂélbv&ell’eﬁqlevwe,ducflﬂ& afrastéle phone, PDA,
rates,  historical a on system u

Icula S
mef Qe R RES. PRt i, Ot Oherite < Cief SHuts Eate ithdhe
cncufury bf thb enob DO ldvecede Yirdifit diRYst6r0drb he chipR@BE hakksspyaent
ctions a d transit specific functions within one or

mant?& ds(ééufeé KL, epsedh hune e Pirelstistogrupyications nghyork as the

data @RARLAThADE]. MR Rafleld defa feQuifddNE EdaBI AfeDBlabeedd) for example,
electronic wallet for comerce transactions and as a

a trapyigysiom ang deta ferithrcgistent tcondugiists qalsulationsiagyebepugvidadtto the

chip ngln% ﬁmkéleé REWOAE SSuch Bat? Ry GIEARMBREE cont:BPLEI®BSsat | ON
functions is achieved by use of a dynam™

passwemtlyem@ﬁe@erﬁeﬁb oxqatt wavirddApr foreragionlationg (atdsphistorieal data on
" |G Al ;ﬁ yment, transit and other applications to
SyS{) oreél(ao the chip, with the transit data and

st or age | ocations being 25configurabl e using the
(001 r dhesantasdespstornepbBiooiated iwith e mobide é@@@ ngyecomiyic fmancial

payn%‘( ﬁﬁl@ttorfé‘laﬁ@ﬁarﬁft sF&ﬁ@ﬁh&fb% \Nﬂﬁm‘@n@ H S@%Mléga(tra%}ér data

| ncorpor ate | ocat det er m ni ng tec Ol 0gl es
storage et Thes eanablay the enobde deviesrts funcsvstmthmyelmonic wallet for

comxplgt%g ltrgl%QCtﬁ)‘?ls Qndjzfs%rtr W Efs Ci:gaettoléﬁle ?orqgegsetro%ﬂa fArQ é%{rjx{xe?ggﬁ transit

Ions, or ci operations r
servmes donfié gnboehmetne, miplementahomeﬁbqttnﬁmmqms 1sm‘chxda¢daby3tse phge

artitions |ndxn 3 %{

dynaHj nmtemgﬂfarpaﬂa%%%%t F)(steg%thap I?%Imt%%a E’é gnnngnan %1 d)axmeént,t tﬁaétsft and
othemngpplicationste ba sfoesdranahe cme,rwmhee ahrsita@\ang storkga theatldk $eing

fel gl?nate the need folg a user to visit a transit
con dising the wireless network.
[0012] Further, because the mobile device, alone or in conjunction with the network, may
incorporate location determining technologies, data relevant to a particular transit system may
be provided as a user moves between different locations, regions, or cities. In addition,
operations required to configure the chip, either in terms of data storage (partitions, indexing,

data management) or functional capabilities, may be accomplished via the network as a form

of over-the-air provisioning. This eliminates the need for a user to visit a transit office or



10

15

20

25

30

Wi N . S et b

kiosk to activate the smart card's functionality,
obtain the access control data or obtain other

i nformati on needed prior to using a specific transit
system [0013] In one enbodi ment, the present
invention is directed to a nethod of providing access
to a systemfor a user of a nobile device. The nethod

kioskrig hefiyats tmmrwuwm@mmm@g agqgpit qosiroldiatazpr pbtein other
gre the nobile device
‘“mﬁgﬁgégggfe FP§6ﬁ%€ %%?Jﬁ&gﬁ&ﬁghta exchange over a
W rel ess network, and communi cati on and data exchange
[00333 g one erabadimensi the presantinveniion éndirecisd kmbmetgd ofiiveviding
r I t
e e o et (A HATR R, e eth LA B 5
accasetomtnokdatavfoe thewgertoi dleanmi:elssieﬂm; twihete thkamabileslegme ssadpable of
comgle LA de{HdtdtaS%xal\égée (gvl'é?a Vv\%{j E:ssel‘?'e%w&ﬁt 28’ mfﬁum ?on]a%fi data
CF evi ce, "feceiving the access’ cont data at ‘a

exclaylget mmgmﬂxdaeﬁéld oomimeninativab tenlumi@yt IThe acthed furthantrmhxkies
to the

t f d f h
oo b D SR (AL el Apreal o TRt CAT I Bhrs
whete®¢ el oot dtha d i 0l
i of’i? elcogy comintiq Reakal nthd hashaee 8"%%%‘“2%‘?256‘“"50“”6
mobylp ée‘é}%feéﬁﬂ"m[gé‘@’l%fe% ﬁorﬁ%ﬂﬁé Pt BSYBI6 T SQEFftion f%maf wagnthe

acces$00RRb] @it is SrafkiférRatRE the nbbaY 86868 th @le doletiof ltdﬂﬂmal using a
15access for, a user_ of a nobile device. The nobile

nearfiel} cEnEnicatigRy P sloshRABICEsE Sie rﬁ?ﬁd‘*&éﬁ%%%@ﬁﬁh‘&é’ﬂ‘ to
deteBNRE ifAhdMserls PRVida8 BVREdto tﬁe"é}st@ﬁmm ni cation and data
exchange using a near field comunications technol ogy.
The invention includes a systemelenent in

[0018h rdRoEEE PBROEN, the BEPTE BRI B ARCHAI AR fo Pigwiding
acceSd RFE Oer 6f 2 BBV RE € F8e FOBMER Ratd QPSHINST dWRTkumickRh and

i nvention further includes a processor configured to
data sxangecovar 2wiplesaisteorkging spapupisatippead date srthapge e g, near
ﬁeld\’@aﬁﬁﬁfﬂ%a{l&% t&“ﬁﬁ@@éf C%tlﬁ@ntlgﬁﬂn@luﬁe% DL deg, dPint he

el emrent of the w rel ess communi cati ons network and
commpupigatfasyvidoe ellestiontiernvnal endwih preelpment of Biettielaspbi | e
com S8, 800, URARERL LR TR oSkl o
processitd gepgragaiaceess catmil deatierchy dessscase nomtol ddtatsprévidasto He
elemtlgglbcijl'ltﬁei VQ?éiés% g%ﬁ%&%ﬁ@ n&%ljka%lg?%g%f&g%%% &ﬁg&x{h%fé?%neetwork to
the yuobéls elahce amiam tanomunisatidh nmnEGboupjechtorm& todlectimh t@"nﬁmil,d’i'mge the

access to t.r an stemfor a user. of bi.le ..
com@3GiERRn dieli FHTgbreR T {55 BF ol RS it BRR b Fobite
devitweiswmprthe edaefiEld tommiuhicaime sshmdédyr ol data required for
access to the transit system connunicating t he access
ce ov th
001807 b =S shBediPRng BE kSl TS B i i Figit
provdﬁttgaacsés@ fcgi@ariit 8ysRdmt foi @I’m%alolﬁeﬂlo\hﬂé Bévicel IThe 32fdHiiddtudes
devi ce, connunlcatln fdaccess control data

provi%bngt zh\glr%liesg ﬂgﬂx)ﬂg?g}ingrﬁ]mg)l aﬁ@e% 3ta @qwlred or access to the

transR@HIA] DA PNSLHLHB A8)QH36NtralNTA b BRasSIiRUctiBEover the wireless
conmmuni_cat ed access control data to determne_ if the

netwidia HATSECTRRARE AR OBERIS2Ag0 ¢ Haa S iosEs Flemey siomipined within the

mobile wireless device, communicating the access control data to the transit system using a

near field communications technology, and processing the communicated access control data

to determine if the user is provided access to the transit system.
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[0016] O her objects and advantages of the present
invention wll be apparent to one of ordinary skill in
the art upon review of the detailed description of the
present invention and the included figures. BRIEF
DESCRI PTI ON OF THE DRAW NGS 5[ 0017] Fig. 1 is a
functional block diagramof a first enbodi nent of a

lﬂﬂwst@ﬁhﬂfqbﬂecasr@aé pivigtagescd thequescrissvaatiemwill beapnaaitie dne of

ordf‘ﬁ'ﬁtér@kﬂ] ].? n gleYé“P@f tﬁ@dé?zﬁleﬁ %gs%n}at%éx J}‘%hJ I\%Es%ﬁtqﬂyeqﬁgﬁ and

ect o envi ronment, 1 n acc ance wth an

the motudeld fimmes. of t he present invention; [0018] Fig. 2 is

a functional block diagram of a second enbodi nent of a

system for gfiefid Hils Rﬁ"fﬁ%@ Fep% I@Qﬁﬁk#ﬁom ai ned
vvlthlnarmblledlgwcet e used in e 10
aynent and col |l ection environnent, in accordance with

(005 divbdcis memetiel ek drgaf aifinsy embodimentpid sy6am ¥ enabling a
contabifbss g’lex‘n?nt LodthnCd ?vﬁﬁ’ifll nmbﬁg Eex?éeatg b@Mdd!ih \?h%tfiu@i) nﬁ%{%?f?d

primary functiona enent s a paynent syst
colleptioh eraronmestt mradenardango with bh embedhmente theprésent. imPEL; LED
DESCRI PTI ON OF THE | NVENTI ON 15[ 0020] The present

OOfS'PV Qﬂé 1290, kiR, ﬁlénra?ﬁt)a{jdﬂié}atﬁ X§éc§ ertR R lé? a sy%'fégn for
o ST RS 5

od for ficiently enab e use
enaldmstaa:enﬂa@tbgs d¢roeng n@ntalnedanltlem 9 mmbﬂmcestu bh uml imgthe fare

R P N S0 DS AR e rr

invea@eessd a system such as a transit systemand to pay
for goods or services at nerchant |ocations. In the

SGtj ALl p ; tont .| - .
o055 B4 RRabEhpa, LG ARSI Ay SRR LT or
payroént systare thet Wizetrestarsled portaldpbadimendesicef t he

i nvention. For exanple, a wireless phone accor di ng to

an enbodi rﬁé‘fAﬁdEﬂB%st{\iP’i‘i(bﬁrbﬂHEbﬁq\“@ﬁ*ﬁt eater

access token to access an anusenent par
concert hall, school, or other venue, while also belng
[0020k e d'hg pregenp Wﬂ*@?ﬁ’@l iy @kastedta pystsu, aepasaysrant mepd for efficiently

enab%% tHaRHsY oPaOEH?{Pd'Z:EésQ blefbANS 8 LdvA3EmEH: sHTNRY% tIa%éPéJ@ﬁT 2ment

Enbodi ments of the i1 nvention use a contac
and @fﬂbnﬁmt enyirgrinednt. nEpbedipenisiel the dSendiontcaic b wssd tachvitpacaesd a
r.el
sysfh BEHES 8 o HEANR Blpf EERBS r3HGeER ARIRH BAARA, 1 e
descnip@m ltedpva ecessitrpten’pls describersintdetsils Howsvani it sowderstbed that

hSIC ] nsit.office.or kio
other %Slon Cecr%sscsan%on%/ edi gmf) dﬁmen atf t'lée %:ng Igh na IOI(‘) enxa feaa w1reless
phodemsmeadg tcsamoslmhzbainmnt @t‘r’tﬂe mnyntoh ety bdatal aseh eva@ettokdd to access

on iR i A R R B RE Preb Bt ol Ao R PEp§aGs o

paynigdbioken e Eee paheid¥Cordinary commercial transactions or money transfers.

[0021] Embodiments of the invention use a contactless element (which may include a
contactless chip and wireless data transfer element, such as an antenna) embedded within a
wireless mobile device to enable a user to access multiple transit systems without the need to
physically visit a transit office or kiosk to obtain access control and/or fare calculation data.
Instead, such data, and any other data relevant to using the transit system is provided via the
wireless communications network. Further, because the wireless mobile device may have

other data access capabilities (such as Internet browsing or short-message-service (SMS)),
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300t her data access capabilities (such as Internet
browsi ng or short-nessage-service (SM5)), information
regarding transit routes, schedul es or pronotions may
al so be made available to a user. [0022] The
contactl ess el enent enbedded within the nobile device
may conbine the capabilities for retail point of sale
infopraation mesatdiel angi squtesssebedatas gt premwtignidnaysaso briinagde available to a
ermts 5 the nobile device to function as a financial
paynent nechani smor token (such as a credit/debit
card) and as a transit system (or other venue) access
[00226 k dive cotactigesrelenmenterpladideviithin theenelile levinemay eqmpinathe
capa!gﬁﬁn%g fo? ?ét&'l‘rgcfmttd? Sal€ g llrﬁistﬁang FH aclBY i ﬁge' 4 ﬁls ?)ermlts
ry stor ge el ement . such a storag
the mblelmiwlce torfenctiones y financiah pampmmhﬁmbm Opmklen (sudnﬁda to
. e
oredj Ui B0 BE L Bl SRl VRS, Rl PR R U
embagiplents thicicbipghat Térenstat kﬂmﬁ pbrt aﬁpé canaictless etm;enbmw etflizd @ diynamic
on Hhe nqbil§ ngiﬁe ar. se t tp t he nob ﬁ %ﬁVlcebover
MenRY SRR PIRUE B SHSP # SIO798 SN I ARy E’a f &HP HBY “have
pampb@édaadmdldd atsecuf)@ ﬁ‘or@t’dﬁag@fofpdiynimt Rldigdafandtionsgede s@ﬁoxan d
he abil i ccegé data for other agenci

Pam&@i‘?d\ft sy F‘%th é’“t?\n R st ARRIGRHOR MR TEHIRE PR the obile

deviaPet se@ad HRMdHEE st FTRYthE &vifeREY dBMERDTIR: timkin gppthbalon may
wirel ess network to permt provisioni ng[ of .acce
havegsplppdse defador one gf & r&@e APBY agERT 2pdhave the ik accept data for

otheF &eBMaNdelid@tdvid 31ROy irdleRABwRFK. TRE @aﬁsft%ﬁ?lhctan&yﬁokﬁ‘&ﬁma}l [
this way, the data storage section of the chip, th g

conﬂgiurﬁb%eé@mgmww@e% selvorintoragimit progisionigif acasspoatipl data, fare

calcﬁﬁ‘t‘i’dnrda&n&rgtﬁertra&gﬂg&hty&g@H of oRVirdnéf k}s‘te’ﬁ% 13 ﬁusd\% the

as required for the particular transit agency, reg
data gorage sqstiogeniye e tb@lghéme@d h@Oz3jsedrineneltipie ar@mlfess@em
.el e r j . .
envué)g s thr&%ﬂ ig%&{ﬂ{g %g ﬁ?ggglnnﬁ%é !ﬂe @atg ?1%:1&?(1;%8 {élg Blttft@ﬁlgr transit
agamnnﬂymucayngamsmhwdhnsuch as a near field
connunications (NFC) capability. Exanples of such NFC
I
o0 PR e bl B S s s goictin
mechBhisg) usriger snhwm rdnee d@vmulscamy nipghogr sweh 8¢ omed fiphd chmmunications
(NF ({}) C%{)]a)llﬁfﬁ IS rﬁg%eﬂl%sdo?tg?c eﬁc%ﬁo'lggt ds 1%1@{(%%%@][5@4%9%8 IMZ{Q’:h RFID,
BluetgiothiM atxélnﬁaamcdrnmmﬁtaemnsqnethodm &hdattla: m@)lhglegrbmmegdbe n
a. dedi ed. 25 tor ere Furt.
prov e v iR SR b SR et i MpliGfeny o e
transtl ¢ Of inekdsr, emthpba trafisid sypgeni spRoisic tiatsybsihg modattlﬁ atdedibeeed
witten d er g as needed Jo make t he
Stora%‘? fCﬂE’Pé’ﬁ edfg’é’ Hethe frapsy garhfaHe At %&Pﬁaﬁ%’iféwn\?&ﬁy derfa

dynaghd sutgt qfeﬂﬂl@mﬁghfaﬁﬁt &R bakeittds @ﬂi drisc@BSneeded to make the
enbodi nent. of the invention, other data storage ned

mosteFigRs uiEl dhs SPTRICHRII WD OfPonehtslabie daetoraapehins GREPRGMs)

are used in one embodiment of the invention, other data storage media may be used in other

embodiments of the invention.

[0024] Both transit and payment applications have adopted the ISO 14443 standard for
contactless smart cards. Because of the use of a common standard, there has developed a

desire to utilize a bank-issued contactless payment card as both a commerce payment
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30[ 0024] Both transit and paynent applications have
adopted the 1SO 14443 standard for contactless smart
cards. Because of the use of a common standard, there
has devel oped a desire to utilize a bank-issued
contactl ess paynent card as both a commerce paynent
mechani smat a point of sale and as a transit fare
mecharyisra At a prowiedsile md aph @H%@F@W% rekehgrggm. Weis soghdipaevide
for %%stﬁ’lfc essdfrag; I%l cg)ﬂ{a@t%sg Frﬁé't §a@@ file &Q{sﬁ §r€ c&h eclib PR rktail
re co ion~and retail point of sa e present
pomt nf/mhat)l Eihe plsseajt megttied it Grecrdtn gmondetherthingg yercoming certain
disa x\f/a%%agg%n(]rfg ug,g}%% %a%!ieﬂ*{l gé)rﬁgcgl\égsﬁ)&%%grﬁ tchfr% algd E}gkgetn?m tt?'a{ﬂg@r d
envidb@iment.onment . [0025] A first approach to satisfying
the desire to conmbine both functions into a single
nt ess spart t Lhj ct
10058 (Ehbt ERRARTE i i Bt bl B BRORARY 40
conthft&ﬂssmarecmd mamm?ﬂotu_tlhﬁsa e dess pyymaenp bardenttepteseat form as

ST T T
applﬂidfi&ﬁiktusédiﬁﬂ commkRriglan &618Y trdnSacfion rdgaifiky end-to-end authentication
appr ansacti on er, because

val cline
and SR s 0F] S s i RSB oV PR GRS g tion

speel@%)éﬁ@dgratfbﬂg @il fetgaOmektQad colRStidH YeQifes kih BE-line transaction at
transaction at_the transjt systemgate or farebo

the tangit ysiam epte et fRIsher (ob thedommagseribed for & sapart Gakd teyun éé*)der)

Thisifb&cali®, REA AESRer's ot of PigwUS Sl iSinRET SbntYmevih ey tratnﬁﬁ re
is i nSUff| cient tine in the transit environnment

envigggiment terwagfor gmking issyaraPPERYRY dsarproyrloA Hlsriarg élranwlqlh ddeally,
card AL &atloh SRALLd Iﬁgceséeq Sk Xma& o&8 Eéi’mﬁﬁl/feg@ér lcORaR bl tek tl?ﬁlsn

processed at the smart card term nal/reader contained
gﬂewnﬂmﬂ@XtranS|t gate or farebox. [0026] In addition to
the transacti on speed issue, there are security and

(0028} N&X 2ddifdeSo ARSLRIRLSHsPE RsdeBeddf REurfly GRNGBRGIIRSS
paynent application card deS|gned for on-1ine

assogigted ovithzleg usoof # pordgstledstpaymens applicatbancaardbiesigmpbios on-line
authi iéhlgﬁ“%h 2911:0 it ill’?’é&ré{nﬁ&ltlp ’Eheg%l boudde fllqgk 1{1&1[]%14 Sgt &Onot %Quted to:

enti cation card term

aut heg%ﬁtﬁ@ﬁt’ic?iﬂm? et ?Iaglg fz meﬂglta%ﬁlteﬁt?&tl dtpgregtgsaepﬂ%h potential

t hrou counter ni ques; trans
transabtﬁamgmangnanmﬁm&thgnmmqumn line in real tine

as designed. Wth such off-line transactions, the

negat i Kraudli tednsit tramsactions biesibt afthariepdat-buk ioacad smbas debignad.

the u ar, i s, the chapismto
ot or WAl St SEh RSt aFe i TR o TR BBl By
i st visddbnphesugmda @inthsr)unthe prichad, aschamis® to deter fraud.
contactl ess paynment, cards are hssue@'and/o wher ei_n

the usk'ibi SEbBRftRA Fiart e aperdve Hdmgul! RpRimiahly ey paognded
number,srbr&amhctl&B payment cards are issued and/or wherein the use of

counterfeit cards changes the unique card number on each use;

e TFare Cost Calculation: the transit fare cannot be calculated at the gate or
farebox without historical use information for the card. The cost of a transit
transaction is dependent upon previous transaction history for the card. This
historical data is not available, and cannot be written or resident on the

contactless payment card as defined by financial institution standards;
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Fare Cost Calculation: the transit fare cannot be

calcul ated at the gate or farebox w thout historica

use information for the card. The cost of a transit
30transaction i s dependent upon previous transaction
history for the card. This historical data is not
avai | abl e, and cannot be witten or resident on the
contechhasSecpdtyrfotage:giroteatondd cardbaldd dath im@mnsit ére collection

institutjon standards; ta SecuritylSto : .

br ot ecBPTE gr ARl TGS o4 F gisgiofh PEAIPAN orimary
col I ecidceimt iiHbe T thafincRY Bsttufidd gaknknt cafdd Gkhdehlg sdcarity
in the formof the PAN (primry account nunber [or thg1re

f manci %Ate UrRily feflahle pag Rertctiessmgymene cde Agqirgsult, transit

Secur i {oflebtdhayfths KBI1H YarMa chBRl fdARrathiatadetr8l§ Swhich is
paynent card. As a result, transit fare 5collection

syst enotapyuething rowsitifare collqcsien systrensdo presently; Jf implegnented, this
SecUr eleyirdibhCitedcfits10iedB5ENLA 's&ﬁri%yr BRSs; b © _
collection systens do presently If inplenented, this
requir £ ' ’
o ORGSR 05, OB 0 SRS o
banki nije oard ssaiderandcbamisra ppr waalt covironrentonaydroeatiicult to

mechani 1N 1 It [ L fLlLeult
o 101 Fpresin CUrbF chpPORes BRIER RBE BLOUEwBHOLEY,
nmust bifnaapiplmymedntoygaizatorsi dhispayarserhething annsitalystom providers

R i R e R T R

addi t i sednd laamaistafivedstheadid adm ni strati ve over head.
[0027] To overcone sonme of the above-nentioned

ohl ens_ which arise.fromthe off-line..15 use of, a ..,.

roocff, 0 Ao Srotie fotnctr i ol e picbln Sttt g tnotrine
use oftasdohtatildsobankingnaialrad defired dgtfmandis énsafutian sthidaedsad date, use of

.capabi | ]t. t he contactless snart.card or chip with
aaaifial et ol DRFRTS Rt GeR e’ Thb b ke sPheg sRoith' day be
possitsé. ovieves iking el défided fisd dthctuty MdAchyRIEBIKEPS thavurkesific to one

that are specific to one agency. or group of : :
agency GHEPER ?5&90@@@%@8@% iny2 frRngH e Prgpeat E%cgﬁ?é‘ﬁ%ﬂoa (§gvironment
raiscS QL B BpeBilitité MAN@RrokiAts €SpRtitelly, i 3B HEEp5BL & lfke K tb O

_.that environnment. Specifically, a transit patron is.

utilizej qagpkitudg obimsit pysseanspaprd) in idiffraent pcationg,fejthat 8 yiggle fransit

agenPPRRY nbtbedt bR torlc8G @Ik ONSaccSR ahdBle AlcRIa06h §ath FRRRbF the
agency may not be responsible for coordinating access

systegsd Thasrracapa thetithe eondartidssismaftsardandy requirepeodsieniegywith myjtiple
. S i .

s FER05 LAy LB, PR (R0, of BOLAAR e

and begpwse trahsidgandiesand arstemishatgs ovegimagles wplhevtho date Hey cequie

for a'ciesg Al f&r%%al%{}lgtiggjg %és’fan%iF &z Lt{)l‘ﬁﬁ%ﬁ 'ﬂ}%l cglf'dhrﬁ%dneﬁg &t beer[ﬁ)dated or
cnange over e (as we as € aata ey require

changed on a regular basis, including deleting stale data or data not relevant to the transit

system(s) currently being used. In the case of a standard payment type card, this typically

requires that a user visit a representative of the transit agency or card issuer and have the

current data programmed into the card for use at that agency or regional location. Such a

requirement can rapidly become undesirable as transit patrons seek access to multiple and

disparate transit systems around the country, and as new agencies introduce fare processing

systems over time.
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25for access and fare calculations), the transit data
stored on the card may need to be updated or changed
on a regul ar basis, including deleting stale data or
data not relevant to the transit systen(s) currently
bei ng used. In the case of a standard paynent type
card, this typically requires that a user visit a

[0028¢ prie $entcgindymtothatt dh prebenam siamsitasgﬁcmyascwr oncathdy rsive their dual

payrglgxg— gi?}glf %ctg?ses ggré ﬁlgg actlvgta tntafo ar%x b%treo Ergﬁto é)%%ﬂcalgf go to

a desigapied tednsin by st lobamndﬁ yrdbxeto Gtoee mndﬁspefc&m dataafor ﬂisteamfhlat
atrons kac ess.to nulti) Ie and di.sparate tr

svot P AR be st RB LA 7Y BRI S RelPERRAcTest B proauc

and bfhef M&Jﬁ)@mﬁa ECthN RERSBE AEn &Y &l s§HBmOTRE néddﬁ@phys{c@l@zé’d to a
In this regard, pote .that at present a transit s

trangjGgpteTJARsgop eReriopR dhiy et fvﬁglidrbea%lpr% aly AR SUPRET O] o i as

wellag a8y Sar€ A-Hsahet. Fot ¥Rl Bydtdmd With P RYAEBInt nMyabErdf B&ers (eg.,
required to phyS| cally go to a designated transit

millipps plpptopYothe Beedifer &yﬁlﬁmmmsr%@ Brasess gy rridly heeonte yadesirable
for Kt & NSEd 1h tem As noted, the
Ortrangrpt Osnpec(iifl o g@géry y include encrypti on keys,

ansit fare products, 5and other data specific

to
002t9hatFl$1ﬁﬂ }S@@WIG&@M diggragyafafifst epphedimesagiof asystem 100 for

ena&ﬂﬁ%‘c@ﬁbétbés@&erh&t Borktdi RIS thiS ¥ HoBR HQFRMU 8Oude@ iPBE FRE M
hrs act would be required at initial issuance of the

payre@nt éncheoligetian eagqumyent; &l ehoprdanessyitirpnembpgiment ¢frfhg present

(S n
e SR Bl GRS R0 oty s
COMpPIDICFRS nmabﬂmpw 2y Mehile devicntiPshayalts cewireess apbHe telephone,
t t t 0 i
e AR S Tt PR i e
phorsy sithengHl Stnokly 1naﬂabdtn|tamgn af the pteaett irvssticl ien@triimited to this

emof el 15 el B4 PR AR b BF ol bl it
devivé (chil plﬁbnemiﬂﬂitfyelma tiok eidbizs pereseof the rRlephérdydinctibss. sMolwre
evice

in.Figure 1, s 100|ncludesam)bll
devitgiena0s &l B IE S e B Tl AT £ WBT D5
wuembwneeryima\aecem&rﬁwoﬁelza wi reless nobile tel ephone,

15FDA, | aptop conputer, pager, etc. In a typi cal

dev e 102
003§ R e B s Efanieaiae D s oenie Gy BSery
implemy@ed inQhe foSm @@E sérhigdrid@étot ¢hif M6Gia)gobabirRatstorddd eldi@nt) with
case %f a ce phone as the nobjle device

1
an aggag)pte Wﬂrﬁlew&@sﬁ T (e Jatpitersnusden) ¢ 5062*??% %pew

anteﬂrﬁAf dohAtilLHabmes 106 ist8s0diaeld Wile(elee |eﬁ@@&i%}i witd g bloBS device
bile device circuitry 104 i s capabl e of

102 %r&ﬁﬁmr@aqu% @W?t@mé%r}syuwdtw eslilag netvodi 2P @Ay (e applied fo
contAPs EnEB 1668y thénd off @Rl @s ERIeh iRter R8T Eodtddicss clement

interface 108 functions to permit the exchange of data and/or control instructions between the

mobile device circuitry 104 (and hence the cellular network) and contactless element 106.
Mobile device 102 may also include a secure data space 110, which may be used by the
device to store operating parameters and/or other data utilized in operation of the device. The
secure data space 110 may be in the form of a chip that is separate and apart from the chip in
the contactless element 106, or alternatively, could be a section of memory in the chip that

forms part of the contactless element 106. Note that the chip in the contactless element 106

10
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[0030] Mobile device 102 further includes a

contactl ess elenent 106, typically inplenented in the

formof a sem conductor chip 106(a) (or other data

storage elenent) with an associated wirel ess data

transfer (e.g., data transm ssion) elenment 106(b),

such as an antenna. Contactless elenent 106 is
mapssnde dite stonge bap@kility. in tlenfora ddmembiyi that nmythie Iaecesl@d vize

.. 2510 af control i.nstructions tr smtt

B (R Pe B Bt S5k PR oot ARE b ot
cl emrent 106 by neans of contactless elenent interface

[00308. C&omtlasstelcmsmt H)Geisremablie of eads&rengl 0@ réagnuty datesusing a near

ermt the exch d/or control
relf el B 2 R By B pesiv gty o
accrdmtte Rethesstdnderdized piotarbl drelhmmaks)femebhmnh @déﬂtﬁ.‘ﬁs as ISO

t 106. Mbbjle vice 102 mm 0 .i
144Gy O i oo Rer e SQmetcotag BaMSR 185 4 i fanee
conFRERIa6Rs dapabslﬁty [ R REREAD, BlicRRANEH L) SedatitdtBdr dofa h@fisfer
data utilized 1 n operation of the deyvjc The.secure
capghikity thyb geneberuped foercipass ity ety Bpbie @mcs 17,34 3 lgcal transic

farescnoﬁé’crtﬁh @p@%@mrddeﬁﬁmag reanGi F e ICB116dM3N SO ¢t $arebox,
el enent 106, or alternatively, could be a section of

etc. g §eure)- (Thas, @rbge deaee K08 ingrpphle of eommyicaging prgctqnaleing
dataeiln%m? @&mt&)@ ﬁrstr&&foﬁs $iR8bth Bl SRy drl 136 dGRAL BGd L& Runications
el enment may Include data storage capability in
Cap!mlet}’flélm of a nenory that may be accessed via
interface 108 to permt the inplenentation of read,

[Oﬂlﬂ'] ' t@stemo%@&%ﬁdﬁrﬁ%hﬁeﬁess gl%elﬁ)&@ﬁf@ﬂn@d w1tﬁ@qf§ﬂdbﬂe device to
Contact| ess el ement” 106 is capable of transferring and

be usedtinithd faty mamantus agflegtiereenvirppmaend fertheninaluges Tramsit Agency
cenfrdl Qﬁl%g{lt}eﬁ/%r\;]e}é &b 14¢; Hhidh! c% unRUTEN R4 @gll{ﬁ ASpHTRE SW 120
typic y In 4 ar T

( ccordance w t a st an | ze pr otoco
and drand@ FaretGodingfonrSystewH3Ni Srangit deency Sysiem 440 m@Ocommunicate with

Celthfit ﬁgét%}'ﬁ ?zd fa %lh:eln{eh%lfj %%él?phr'\'gﬁ gygie‘n?MﬁRé‘M&e‘i&Ej Wedicated

capa a shor ni cat
corrmamaianbnstsystemu dtensis AR SyBtm d #0 okl Thhmumtate witb drangit Fare

ransfer c that .can,be u dto
Col S B D Y e R R he ekt LS o PRGBS
corﬂnﬁmadatubrfsayﬁems fieste timolhk Gednisio A gapydTeatralSCohifdter/Server system 140
entified ransit Fare Coll ecti on
ma}?bfraectﬁ?é}&?“teidéeﬁené OpPF- f"h%d‘:‘?r SYUTBYUPPPHIRE 2 S% qrémé%@? ce
coopd@ingSragdpaeh@esah aggidAINI cati ng and transferring data
and/ or control instructions vi a both cellul ar network

ear field nuni. cat i on ability.112.
0038 5 BF)5Rhen s B TR A e s SRRt i entiey
(ter@@NtIguRrhidi Rition/Thi¥® PhrdEPrdey i6 ghel fizure) 150 that is responsible for

performing certain of the transaction data processing functions for system 100. Issuing

organization 150 may represent a bank or other financial organization that issues the
payment/transit data used in the mobile device (or the device itself), and/or acts as a clearing
house for processing certain data associated with the payment and transit transactions (e.g.,
account reconciliation, billing, etc.). Note that it is also possible for the operator of the
cellular network (i.e., Cellular System 120 in the figure) to be in communication with issuing
organization 150 (shown as a dotted line in the figure) in order to provide data that may be

used by issuing organization 150 in the processing of transit transactions. Further, note that

11
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be used in the fare paynent and coll ection environnment

further includes Transit Agency 15 central

conmput er/ server System 140, which comruni cates with

Cel I ul ar Phone System 120 and Transit Fare Coll ection

System 130. Transit Agency System 140 nmay conmuni cate

with Cellular System 120 via the Internet, a telep honf\;
IssuingdPrganization dFY may by 2 fiiiddeey gjoxy fhap agieesi s dptggnediary m the fransit
systErR A DA A drRRSane? e Mactidndifing pRAGER&Y System 140 may

conmuni cate wth Transit Fare Eol  ection System 130

via one or nore of the sane t{pes of private or publi

(0034 FosmieAiscdingioaaldleqkatingrampt eseepng crabiodimengpls gystem for
enab‘m@ RCYntEaRES Abm&R @&Hﬁlﬁéd wiKiN 8 mobie HeR LG Be TBY iPeare
conputer, clearinghouse, or other system supporting a
payBetH gndacqilectmn PV PPRENBEAP aecardanes Wittanserebogiyesné Pithe present
inveh8&H. %urL?Q??&Js thE B%d élerﬁ&‘?{‘é‘sym@ﬁéﬁ %}%Q %@émﬂ! thc REsecure
capab of communicating wth e entli
data’ “sp@s@mh(gr Q@ntpathéss aleimont/ Cﬁhtamd nanhnyhﬂmok@e davive piealepicted as
remdlaBt el tpstBlor bind BRAGRSL Bl o W GTRCLOL T Blbicted i
F1gu‘r@t Byaityeen of 6ch remeviblgelangemninzads SV dbds, fash meperg seds, and
th %’EG or. other financial organization that issues the
° eﬁiﬂ} {F¥F%nsit data used in the nobile device (or the
device itself), and/or acts as a clearing house for
[0035F odeslssaniped; érventive ststem 188 povides edefficieht éves pEwsireri
contacg%(s)s:] eéelta nflzsné :Hll :%E]r%rrl] Staq%tolth%p g’nv(rpm%s:ﬁt flr?tg%rﬁ I%g th% contactlFss clement
withphssibbileadefe's teﬂ@homeammtrmrm@hoﬁh&pé!ﬁm&lsj thd: a&ilumehmbkk may be
(i.e., Cellular System 12 he fi
used s e o e SRR Roragmn Arss PP st Sy Sm it e
tran@th@atemet@erlglnmllb gextk;&e Thigfaci)atds RheOfrosion Of 4Ry lc@i&roml a:ita,
that ma e us y, i Ss i zation 150 in th
enorgpligEAER) e GowlstigRdinf #ea%agffgaﬂgvanﬁawﬂwfo o S SYHRRR AS
notedl S hhe G tHGRMRh&/BE proBesdind sdiPitesdBaydbe fRb¥igedrd itteYenB u6F ¥rom
that acts as an internedi ary in the transit system

anothRg SAUTET SUINSAS §i lﬁsgnrtgrfagaélﬂzatl?laWsaateweéﬁhlm PATEYRgf Via the ansi

agen@f/ &R Tprovﬁ&g%ﬂ'lheﬁlsﬁﬁﬁg%rganﬁz%n@n bRt Al pablyOSkch data may
di agram of a second enbodi nent of a systemfof

inclusig abthmgafapwﬁ@a@ss eagokdagnenery iRtk h eebswpidhi ote Ja for
exangmg{ 108hid S¥la6i6n § Buli&d #38Daityin yger&@ets eéwgﬁ%me&ramgency or

l'ection environnent, "I N accor danc
issuipgrbrgdiipsion, afd ptetfempcfe@ermf thmdaemrpcmsmf|fg®me1n2:ns¢mmcount
billi 1% &r ?%%n&gt? agazlgg“g’oél't:g% gtu;lrrsr u‘ilj&%lf g%@o%pgflﬂ?ensygt%t
contalned within the nDblle deV|ce are depicted as
[003p) Dy arislicated| @peivrtrahgrseomueknadatipes qapabillity egutdizeditoiansfemdata

e |
o PRS00, 580 T3 BLELM L B ygSoe G
termnahmrybuxaaft@ Tkam conl@utibetionschianad) iseusde toi tomsfer ihﬁﬁ@ﬁﬂiorﬁ@eded
by th%er %1{ sg/fs?t% t% v\és%{ o)if ¢ e: egc]sc%sgq% %‘; g%/sudd%\%gg {)]fr tgir,]f S em zﬂ that

site, ed@bviea wmmmﬁmtftheayrelclltcelgﬁcat datzgreqh&ddgnhmtsﬂeﬁls RAs w1ll be
nt th the nobile.d c te ony... .
L

clemB®@, and in addition, provides other benefits and advantages in the transit fare payment

and collection environment.
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used as the data transfer channel between a Transit

Agency's conputing systemand the 15transit system

user's nobile device. This facilitates the provision

of access control data, encryption keys, fare

cal cul ation data, and other data relevant to a

specific transit system As noted, sone of the data
[0031h d/ Aot exgmpleccd Sherippisd mydnpergn m}chkaérapslbsmsuewsmowuida utglfrg the
1nveldﬁ9e,r s{e&%ﬂ%%mrde?c%%&? elal ‘?‘#ﬁ‘ t@o Reds qqrahﬁtséﬂi'st;g% utsﬁlé a form of

zation or a trus part
paymmarmshet thay exsbya ekt will typically a6 med fmm effidenttifisation gnd/or

s RO el Rl HE B SPGB vt o
utilif¢ethe Isy/smm sm:sckﬁges Thia sdennficksion ef suthentitadion @xtamaly ®e id the form of
this,situa trusted third party. serve a
a DA, PRSP i RealiCt P Rtrds (B b B SRR B PAN)
and/ansh Qehdée bﬂmcafcty@nan Prlocdsh Bsutiahsn ePTRES to@icufatd &
or key generation and

mai nt.ena account billin
authali*tgﬁ?%#ﬁ Gt ?ﬂaﬁg@.%ﬂ@n%@qﬂﬁ» WYthepsystsPesiemsn thapyalidpfes the
code)Y $f &1ditioh OBS GhnsSy it iR bREratIP Rave¥REdss 10aR@Emation regarding the
connunlcatlons capability is utilized to transfer data

user's tigRYL AeERnE - HSISMoBntRd finds agailableise ag tosmsire thatihe eppuated

faret:a{ﬁe &%x‘e@ﬁﬂﬁér&c%ﬁﬂ%nin%é“ (e.g., gate, termnal,
f ar ebox, c.). This communi cations channel is used to

ansfer |nfornat|on needed by the transit systen1to
l003§h abht erdgr tagpsurg pdesiodlene of sxutity, differeahinsit gesiansanithave

diffd &R a%&ﬁi%%o%&e?ﬂ%he%t fir ad@idn PhOY 'trgﬁsltslﬁé'@:s Qg ahs, tpa,fm ferry)
the fare calculation data required by the Syst em

will ppvye| differend dgasii foeed and faee Gompakatioy eequipenents. phovtdewvp bt:trween
d1ffe?é}1t ﬁ;cgﬁ&l' %&ﬁesn&;uﬁﬁ% %&teé’f 'é{c.)! ﬁﬂs}mgla;f Qﬁcoﬁ { ?ﬁ@e%ﬁ ber and wide

| enent, and I'tion,” provides o ene
Van@:‘h glf tzeaviy WS@gegptlons tlhe)rdqr mwstiltzefaaon,tagh:ysmmrt chamebnt for payment

of tr&n%l |f§e§tth9 Qse?@%f&@onﬂﬁﬁtaﬁaﬂa&)%qg’ Kljfn d%éq r%d & ac%&g |arad utilize

mann ransi ste user
tmm@tmmnzgﬁ@mﬁ i nventive systemw || nOM/be descrlbed. I n
order to access a transit systemusing a form of

o TR B . 80 £ 8 Sl ol G g
requivedt for acc:tetséommd)utﬂiaamcewgrsp@é@b toansit hﬁtslysnaxem provided/®l d wher via
N TR L C—
assoctatyd byéh ithe TriesitfApentyo€omputer System 140 may be used to generate and/or
control the distribution of access control data, fare computation/collection data, and other
data relevant to the operation of a transit system. This data is communicated to an element
(e.g., a computer, a transmission tower, a network node, a wireless carrier, etc.) of the cellular
system 120 via the Internet or another suitable communications channel. This enables the
transit agency to provide a cellular network operator with information to permit a customer of
the operator to access and utilize the transit system. Note that in addition to the transit
agency, the contactless element issuer and/or transaction data processing agency may also
provide data to be stored on the chip in the contactless element, either directly to the cellular

operator, via the transit agency, or via a trusted third party organization.
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a password, personal identification nunber or code

(e.g., a primary account nunber (PAN)), and/or an

el enent of an encryption process (such as a "key" used

to cal culate an authentication code that nust be

exchanged w th another system el enent that validates

the code). In addition, the transit systemw ||
(0040 eaneamws tmatrel dat éss campuitatiooicoligctiomdstagad dihnlgdatmlevant to
the %;%:lfletcfﬁ)n o?t grga ast aglg g%ézlijnrsgerrte% ?c{ t’hf: hg%gg?&rlr’% gtlaettcrj; élﬁ?a% network
Thehietadoreeciedl Uyytht mebcdwivatindpdssxidbrouglha 8§)nthdnlessredtemnt o

e s Ory HaFEPP YR aHe SR Y P gffor o dle TG ma

fomﬁsﬂﬂbti of @[E&ﬂhﬁctlds@elaﬂéhtt Note, thargigd "dhtaamay hlsdﬂ'@daﬁm{)ﬁngrucnons
bus, train, {ry wi ||, have different trqnsit fﬂl
that gage #}%@ée%%a QPiegperaten fetatsden the copotpserlempni,wch as data
stor}Rt WRERmMoLE, infib@hest of (RESd ARG gd SbhbR $parGiiaiiy FSnemory),
states, etc.), they may encounter a | arge nunber and
etc.wi de variety of transit systemoptions. In order to
utilize a contactless smart el enent for paynment of

[0041?13r'!$51ﬂs1tf1&%@§0y @&?dﬂ&@@lst@thfi@ b lako PRsidYed deadth®, deftaini M
e data required to access and utilize those transit

infogyatiog ﬁ%garq]még}lsem acgund R 2 hengratigpieide dsanphlarg Lollection

systQ¥ §86 QARK Py R e itk @SRt oSHaLBM MRisMAtChayddtBedfd part of the
required fof access to and utilization of a specific

autheptipaon (agspst eomrak prasess srdor fgecoppuigtion/eqllegion nreqeps, | Fer
exalﬂﬁla WhE JFrailxg{.ZA%é%c bPE&RR ste‘n?o&ratoﬂn? %{)QHE DRI Qe[rdé)ﬁroh]blted

COI’TpUt ati ona par at us assocl ate the Transit
fromygpe e he @@nqngpnﬁslm@mamgwwaystb@nd@e@lpcnr@orgeﬁtéqr gatarequired

for ag‘g?tgj?lr ﬁl%l%craﬁlm % sg gsﬁgl{ ést})]%ah%@ a %‘P Sﬁ‘esofg\(%] E(E}glrre%lérteg in

are co col I'ect1 on ata
the qugieetication pmcdm)s Foptberatf acthlrcbwarta i$ manlsrﬁd ingispremsioing of the
dat is icated to an e i
trans&fg S%%S]frle a or 1r% {Ille nctlons §u(cg %déblt%lg a user account

acconnt mana
for tind frﬁis'estﬁnsaajid’m) ahis deth can bdqfro*tnhﬁi toehd Traagit Ag@bﬁ@bﬂlﬁ\ﬂel\ﬂ}atem

FRAST 8ol ORCT Owe
i tabl.e co

t he | terne or t her s
140 B ST Seop P P e N oo g B et a
cellular network operator wth |nfornat|on to permt a
[00421is tAsnmeresutif whdnea uspeima)bmesstan of deessbiknridviae pdskezevithive

transit in,ad
comglaglﬁ%tipns ?ﬁ%ng Elin}l ag gssg?%tﬁ% Hvlltg "Itgzgﬁg ftare néd)/lls?tlon syssfem 130,
the dohR B¢ tleMentGheithén {he ded@&SIah gorganicyte nﬁm thd e cdllpition isgheem
. data o be stored on tF Chl int qgﬁtgctless q
via (o ReRE HEld cgmpyyaicatinns Spe ﬁ‘ F?ewacyef E perstes pe ugrdgo
identif§@hd iR TkéhaAGLNEntiQfioN HRa (ae ¢ I distyplont Ry dr P@Ed f¥rms of
org ani zation. 100401 The access control data, fare

auth@tsmné}fimmtm SEQidsrfatieanired dor afRrrerompyiation. @F BRPAe other

accob& rbRRd AR thk @81 iof HRtehd FRSthlr, SYSda@IMbBbd graﬂaéa% l@Gransit
the nobile device via the cel lular network
agency and/or transaction processing entity if needed for account management or other

functions.

[0043] As mentioned, one means of performing an authentication process involves the
exchange of "keys" to enable mutual authentication between two parties. In this case, the
chip embedded in the mobile device would be provisioned with key data that could be used to

identify the user (and possibly be linked to the user's account data for transaction processing
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The data is received by the nobile device and passed
through the contactless elenent interface and stored
in the appropriate section of the chip or other form
of data storage that 5 forns part of the contactl ess
el ement. Note that the "data" may al so be contro
i nstructions that cause the execution of sone
purpw&b aiid mit eb@terd theardankie systmt durtheswitk defeenit keysupplicable to
ta stor I con on ,of
SR P R B P BB oRG ST APpFR B OF 6O
networR At be HGARE yroaamtrequn%y styedata 4kChebi bayl thouspr. ovi de,
or generate, certain 10infoimation regarding the

er's.accou or authent.jcation.,data t ans it
(00447 T Baq e B0 R pBYE AT I Mt Pn R e B Rl caca
could®e ﬁlﬁlg’gafed by lhyp oﬁk@b@alﬁ&c}’tox@e( 1 )Jﬁ)eﬁloﬁf‘deﬁﬁﬁf&nﬂgfte(ﬂlh@logles that notify
authenti cation_(access contr process and
a user e axed é@m% of fransit %ﬁtﬁ%fe&fé@é a hagqd qn,eengiephic Pli%mty toa

transif 8@ntanAABNGY thelprdvishstihd prodess AMRARKIRF S updR MseP FQUEH]?2)
a list of cards prohibited fromuse in the transit

detegfom ol ysqr PFFEBIgNtodranai i plleytiosinfrasps viethpser figld of

comhfificH@nd cﬁpﬁgﬂﬂt}r &8 (3 §f&fou§‘1]y Wv%h Wﬁl@ﬁﬁﬁé &4 1h8Ns used to
process (such ‘as a’part " or one of two keys

tnggeéa@mr@fwlqnmgm@ceawﬁmn @éﬁ/ﬁﬂéﬁ pr ocess) Further, if a
third party is involved in the provisioning of the

[004*5[ apgt dxampil Sﬂ?ogﬁé @ev% eyfippdiEviBCLREMon 'H%ﬁﬁﬁi%ﬂi%%chnolo gy such
functions éSUC debi ti ng a user account for

as GPp 4glabal satel Wméltlp@ﬁg systef) sowla ba uged o é@eriﬁrlm/w@@cﬁ user ig fyéthin
a specifdfidtarlt rrfgsw%an‘;ﬂ EE%&}&[ A rﬁ&‘ﬂ 140 a{?& th? dehdth i SELHNRI e

operato or eventual transm ssion e user s
usedrhylsh¢ wlayentitransit 2OROG42 thapregrn rt@sngmde ﬂwhécr \altlutbe fransgt agency

s BESGEOLR bR TARILE IR bR ROBRFRAT s g

"pusmdéi e thte nidile d@od;d Lepotl ﬁanmymg ¢m 1d@0pn tifvbthe oalevactt thapsis

Wi t.hi gomuni cat, A h
agenfles éorcxg:il feg%l%fm a re e r%mvt%g ?ei,r] er é)reser];tmgl Ee use}‘ w1tﬁ a %essage or

screenOdispliyi tha tpeoin s aC&pa’@I thé tejeyvantratahiFsrtiaythe triwsitoptivdserovided to
[ used to igfntif exchange

devi c n the use
the Wi it FRdeS Brro Rt uief plefs ot bl URT Rty BSE RGTT o0
charfd®dri¥tcs)tos?, anallabiin Wi ia@Brtdial Gk iffain@ adr odiie) rel@apMjatteneters.
data required for a fare conputation, or provide other
count,..rel at ed a.tot 0
o048 Pictof i o® sl e et B0 o SRRl e cpttutr
nemfagﬁﬁﬁystﬁﬁtdfdlﬁa}t Beanns@tdeimpe ﬁceesmtmg oftht intopilé Seviveednt
r ccount rran.a rrent or 0 er ctlons, AS .
mettod s O Lo AR ool b Al scokice S0 ARELps f5pton of
the nRFREIE 86vetagY OTME fal BE s F@ERAING &g;@emle pte@3sson (bR ab;brawsmn)
mut ual authentication betwee parties. In th
trans{ RICY PERSSTH 218 FHBBYRIEPT %tatfﬁéthﬁ%lil%‘tén%@é Wé%l%wammé of

ﬂmc@&QMh&iBeﬁgmMAth key data that could be used to
dentlfy the user (and possibly be linked to the

[0047] S1msllaralg:/,ctl?éI Q’gmsg %§ls%enfl (()ierlta tmraga/ ?)g %&)tvldgg toptrhg %s?esr %Lonngthe user being
detected by a transit terminal as a result of the contactless clement communicating with the
terminal using the near field communications capability of the contactless element. In this
case, the transit terminal could be configured to detect the contactless element, and provide a

message (either directly from the terminal or as a result of a message sent via the cellular
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pur poses) and perm-t access to the transit system
Further, with different keys applicable to different
transit systens, and possibly to the sane system at
different tines, the cellular network nmay be used to
provi de the required key data as needed by the user.
[0044] In addition, note that provision of the
netwagLiortetusacafésmg &npkbwisioh dlrescontantass eleinert vdtittbe Bqaitdddrapsit
d,[trl ggered by any of several factors: (1) location
%et er ni ni ng technol ogies that notify a user of the
availability of transit systemrel ated data based on
[004f4 o druathxi, enqpireo meth'otiy)f pwvaﬁttgthﬂshuire;iytansim;wwm datai 18 oaxt lersed
on R BERY b 0R F R5E8R AYLAT B Bk PRIHERE
conéeameg telbkat tekpmted hdchaGt is wedduto eiggenthe bﬂ)vrs&narngfdf ededransn

cations capa evi ousl|. rovi
syt R o PR PG et o Eht UL i Taatagd Bt g P pgion o ey
the meﬁwmtsiwﬁbﬂ”tge PARE eHSevinakht edpichadr @1ty bdtd be 1516%&1 toFtRd user's
a nobi |l e devi ce equi pped wth a | ocation
mObdégéYIFﬁ ?Neﬁﬁletcél@ﬂ?’f&eﬁw such as GPS (global satellite
positioning system could be used to deterni ne when a
[00493 ETAS rﬁ>|td&i, thBicellutar sipR@rit magd ald B¢ adga @ohﬁi“ovﬁe tHe @it device with
termnal, cit i 0 . t hi s determ natjon
fare coRyp Ry %?e%glb'? %g?e%&‘é‘l@wﬁ*wlf Ffeunagﬁ?ﬂfﬁégomﬁﬂqnﬁht
infofrR@ioANand OtHRF RNAtElPrAnkR sph&@N infdrinatidd) el“H-iJ mﬂnay BIRECY within the
15dat a they may require. Providi ng data coul d be

conigefises demerdetp é%rqu areqARd exchanzsd i ﬂwgeﬁ@a farg gpliegtion system

elen{gﬁpdtérﬁmgl@ VihrEBoxU BN tA@L SR Nh O EhptiRial e TER 1bh QA 0ARAI I, end-
rel evant transit agenci es) or via recelving a request

poing, g afiday, Elﬁcablﬁtf@.f? SEHCETEIRtS. rEhetahbity todrovisiethths contastiasse
elerr%'ﬁt ik ﬁl%%rgltlu.ﬂbrss%t a%lfsl)alﬁ tyrgcc)lgfnlt g&g? (S){f/l.ﬁlt B%evtvﬁe?% ﬁ}e{@&Bedules
changs er ratearoriyse pf ﬂ*ﬂtoespwatb tronsdt systemsare lipkasif(se Bataewser of one system
Iy [ user 20characteristics, cost,
can %%I}{ %PWSEWQ&{%R&%%@H ain time franme, or other
rel evant paraneters. [0046] In addition to, or instead
[0058¢ @@udﬁﬁgums tifegnvangeasyisism ahdmeathridrieay h@nltlhtZWeWktlefll fantagtiess

Ik L,
SR B LA S TR bR
suchtaccaba el ibszer (phanofes clttltm)rm@f fupdtenpe i Ingeraedipryer trosted third
part%m%)%/ HL rlra%m? %el&clné;snatnﬁ (? ertg Ié‘lre plﬁﬁnsm% rféheg(%)\rll%cﬁﬁgg ]@I;rerye]ﬁtswnh
the ttapsipdoa/i ki adchf;mr%her mnsdcﬂesagbmem cmt}]csﬁﬁsgeamjz lfeazk)eﬁgured to
s wthin th

ation data t
bros 5Py e e Rk R LB B e PFIA apsgption
(e.g.t ot dixs| HINSM&Y edthreladidatidh prdsopdady fod ask ih @het}hﬁlt uselle
.upon he user bein (%gt ecéed bé a.tr nS|t t rm naId as
enVl%?“F‘S@ 1 30d geqEp T e&f’%‘t fepled fo the ?f@ﬁtap SPIRg Y e
wouldRefb@b bR Pbrtishditnt RnARANo bé Bbidtes GIMAE ﬁﬁ!;t fe@ﬂ)% so that an

capability of the contactless elenent. In thi
application accessing one region would be excluded from accessing the other region. This

would function to prevent a transit application from accessing private account data such as

the PIN, and hence help to ensure the security of such data.

[0051] In one embodiment, the transit specific region would be partitioned to accommodate
data for multiple transit systems. Allocation of the partitions and associated memory space

may be facilitated by a bit-map identifying unused memory space that could be read by a
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30case, the transit termnal could be configured to
detect the contactless elenent, and provide a nessage
(either directly fromthe ternminal or as a result of a
nmessage sent via the cellular network) to the user
offering to provision the contactless elenent with the
required transit data. 10048] Further, another nethod
transjf sypteuWidlilingtot stere dae) i the dath starege tlesystie thedadbale devian elhe bit-

map 0 or ﬁmer ogmg)r Lr@ﬁg & url%t) (%I;eé'mmefi ﬁl? f;ﬂ% ?E‘%&f&?@‘%ﬁ% §p ﬁpcfa{gzg QO reflect

pres&ﬁ@pmae raﬂd)dr?goﬁ Q&kinsiato scampadlits boCddldtions biSdats. etghd tPansit
tri er e rovi sio e transit sste at a

specti Sh AbRE B R s B st e ipecr B e iy

man@@e?ﬁdnﬁ}b&‘oﬁkolﬁ@%l%d Ol this taidproidhea flelise &g stﬁ&hae aan &neh{wy
transit ssterrB i n that reglion or Clt cou

allogsfigRy [shsed  gemmibmpipl tEmsib B ogs R 06 B4 étPretCH@ 2 apqdg an

exari§lé @Pﬁéhah?x%ﬁl ﬁl%smaﬂﬁ% nt §ﬁ?errpt%|at| N5 abRESMRE freBYinvention
rovi de the nobile device with 10fare

al so be use
is ongderpigt alteiu%lﬁbéd é’iaér%ga Stprags Heghuologyhdayeloped byt Yigh dherassigpes of
the @gﬁgmmmmﬁ ag qsscng{ (T L A Bhatd aéa%er@grﬁ&ns 1rptthlﬁ€erd States

ated transit systeminformatio aama
Patentt AprdidatigntSerial Nuneber 0O 5@ 8 3% s dSeptamher K 3063, sntmkéglélethod and

Syst% ??re Ql%f‘.a?iﬁ% <:qe§§’I aui] Maﬂ?gggr{eg{]éﬁ N %e%ﬁl% "I%Qérl” ?Xg E&Rents of

erm na C.) to de
whxdhhehapipzrmmcawed byarederbras @litoentisdtar t - poi nt, end- poi nt :
time of day, applicable fare structure, etc The

[OOSQE th R 81\4&1&&1 n?thtelﬁge m&fi%'r ?/i%e thhPis § %p%ﬁﬁ%‘fcé’dmﬁned

e ce ar systentis particu vant eous 1n
payngdnt et uracmms funhigons, dndrtie mohibldstasric hﬁmgssuelr acnag ssanfigtermediary

or tréjﬁqedttglrd Ba 2 g@fr £ gc%gﬂcr) ans thé stglyd%gf quctron% &)Ia %g?e(rgtlon will be

one system can o coun
pres&Baio ﬁdfp&yﬁy, enj:lect[rdi%lﬁh]ymést teinSaztis:s Bdtuthbhmdl ifithe nbrisv@er

ste nd t hod be uti]i.zed with. a nt act | es
conditigdlt Badfoh S el b Bettialat A5 nehiefn GRS reiite
conduttansaaishddion payikefsclyaifdhdre &8 $astifffcleAtfun 0N crddit i2 (S W6 hbuer's
case, @?e i ssue rw&%l anot her enti.t may . f cg on, as
acoolt, 9rrif e FRRFIEFTS P GSHSHECT FHVIS 1t 3 §PEREYe Shie Eortifisi t
indica@@ S p&SibBo160); BECANAERrohRa Pt 8 h B dHIm&f not Bauthorized.
contactless element with
In the following description, an "acquirer” is typically a business entity (e.g., a commercial
bank) that has a business relationship with a particular merchant. An "issuer" is typically a
business entity (e.g., a bank) which issues a portable consumer device such as a credit or

debit card to a consumer. Some entities may perform both issuer and acquirer functions.

[0053] In standard operation, an authorization request message is created during or after a
consumer purchase of a good or service at a point of sale (POS) using a portable consumer
device (such as a credit or debit card). In this case, the portable consumer device may be a
wireless phone. The authorization request message can be sent from the POS terminal
located at a merchant to the merchant's acquirer, to a payment processing system, and then to
an issuer. An "authorization request message" can include a request for authorization to
conduct an electronic payment transaction. It may include one or more of an account holder's
payment account number, currency code, sale amount, merchant transaction stamp, acceptor

city, acceptor state/country, etc. An authorization request message may be protected using a
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the transit data. In addition, the contactl ess el ement
data storage nmay be configured to broadly contain two
regions: a first region dedicated to data for use in a
paynent transaction (e.g., account data, PIN data,
conmuni cati on protocol data for use in the point of
sale 25 environnent); and a second regi on dedi cated
secire etdrgptionarsiod (appll2&6it SHInor chhevaket) dnerdeegiptaventaata drom
beiq{ogiceferabllS be partitioned and managed to be isol ated
SHPfHESFi rst region so that an application accessing
one regi on woul d be excluded from accessi ng the ot her
[0054 gi Fogure Fishevsropdythefttagsttm@n thad cqmrtwmsett wah & stamdrd payment card
as pgtg %k : él%‘bh%? al'éd':l %gghuag%lgg%g?l n‘c%rgervgl C G oel'lvl?(guggl Ljiﬁefctn%eé: 11noblle
deviRelcdn wlaaised wih [H3QHsk¢m R0 aowell ﬁﬂieﬂﬂeﬁmﬁﬂy déd@ﬁbddrtﬁlﬁﬁt $ystem. The

i.fic re n ul.d itioned.to 0 dat e.
sysiERal ieyfaeh TR doaisns AR D b ind e O A i AT ropated
witoRbdel théresit RBAioAS ST dir@ent HRAENaNt 18@1@16@5 20R%), PRD) may be

faciljtated by a bit-map identifying unused nenpry

affiligted with sipsle HI?FQS‘a‘He A ongrnpry 38 may pyfeBase £09dsias ﬁmcgsmt H

mer&lfhnﬁfo@a[tf%ngﬁ(ﬂ) Qfﬁlﬁ Gﬁn?@ﬁ@i‘ta@f@%ﬁ%e@ﬁ%&bn fp@yﬁl@h@ device 32.
nobi devi ce. or other form of 1ndex

The@@@ﬂl@r%(@e%"éb)rﬁaﬁ @@lmamnwé with g isgper28 Siferrpaymeggrprocessing
syst!;’rHQ@t ed to reflect present space allocation (taking
Into account additions and del etions of dat a) . The

transit specific region_of the nenory. al so
[0055) e e ppritherrEPYmeriREF @I Timay b/ iy Sﬂh’tqbée @ﬁﬁhi@émple the

port%l@t:&}ﬁ%eﬂ Rvidt bdd #elmotii cfeﬁbéth@ﬂﬁé&ﬁ&gt’es 2oddRXERIRment such
ile structure and nenor ocation is used to permt

asa ﬁmptformt@ntgrpamw datp £q. @n%ﬁi%nmh@s@cman@n‘mr@mmné aggreless
datafh%ﬁQ@% ﬁaﬁ@fﬁéﬁ%ﬁ el eﬁt“sg YRRAL o fif ?hteenﬁﬁlﬂ? LA réhaser
s Ra or t

I'sS surta e preéen I nventi on
ete. )orie su@rarve@, thiagnobile HeliceRhat iheorpor8e brthgey et hndiragy, functlons

The ggﬁaeoll?op d ¢1§9ma% G0 AR QQE cRLn gg\?% (;l?oedgt[he Speedpass™

nven escri I oNn O rage em
comrrSrcﬁaﬂymdaﬂalhleLfmm EglkoBtMbb Cd_@l?aette nTh%picB cadtaioing BE:rdhqi or

10/.656,.858, 03
othe 1Y REeoR B G TR he s Milar TP BB ST tisel nuis SR LPOAG beger,
trandyfandeg,comett liken Tﬁe paciblecohakten devitd@ayCAsnt i@tdrforak thwhibiiy to

SRR D SUPRRE (4SBT Bl

valuél @MicEénst(61al a btdredapRbLadpf conbi ned paynment and transit
functions, and the possible scenario of an issuer
ti as an i nternedi ary. 15or trusted third part
(005 | T pdueR! PG I G man el e GitERorSnE S
netwoRS! &idi ottitr Wiehids dfemplefs@itic@PeratiyiRive@l toYuppit 2al aeitvepni ¢
ynent transactlo |s aut horized i f the consuner

auth@&%&%iﬁfﬁ@est ‘ﬁ‘éelit}o& degeryigss, 3nd © Bﬁ%ﬂdf"'%{nﬁ@rﬁ"l"’&éﬁ foy
payréhd irhdgctioub.f AL baMp1drY Pgﬁn&& pl%r:@,@lmg sPsBent PRF Hetudt WesaNet™,

transaction. Converse here are insufficient
Paymeih geocessing segings suph @aw%ls@%fﬁ%% pblg toypreenshercdippard frafspgions,

deblfci,%g?ﬁ‘iﬁgct%n&’ ?iti& ?tgérqyﬁe@ 08 LoTRherBVirfi8adidnd ViR O Mfticular,

includes a VIP éystem (Visa Integrated Payments system) which processes authorization

requests and a Base II system which performs clearing and settlement services.

[0057] The payment processing system 26 may include a server computer. A server

computer is typically a powerful computer or cluster of computers. For example, the server
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20i ndi cated as possibly stolen), then an el ectronic

paynent transaction may not be authorized. In the

foll owi ng description, an "acquirer” is typically a

business entity (e.g., a comrercial bank) that has a

busi ness relationship wwth a particular nerchant. An

"issuer" is typically a business entity (e.g., a bank)
conmhtec ban lzsulege matnfratx&bda mirgamsune clusker bcegup bf ssvess functioning

nsumnmer one. _entiti
a5 35f7 B GRS it BT P 4 TR ORee cpupBRalWeo
serviet) Biicpaghaeit paessidg s9stemaB ndytudotryzsattatdarwired oesireless network,
. nlf_ss g is created during or after a consumer purchase
1nd61n%%g Y8k service at a point of sale (POS) using a
portabl e consuner device (such as a credit or debit
[OOS&N dhe nhadcHahi 1602&3133£22(h)’1 e2PPtyprbilehave psinef satePOS Brembiyials

rel ess on The aut hori zati on guest ssa
(oG B G TR B SR B HE S5 o A sibie Bofor
saleTEHiRA Hay bO uded SinBRARE ABic (e RC Gbid) Rhderd. OTHR &&Mm&m may
roceSS|ngis ystem and then to 30an issuer.

includg Anp Spifapk GOBRCY B GoMagticpgaeds i oreralien: o %ﬁ@lpée FEGRLay card
reacfe{%rcaﬁl wchRE R?Ql;aldﬁanfréqgeﬁ‘c@? s4&Hna @ MaBh&RtsirRIr6adBRYIE N interact
transaction. It may include one or nore of an account
witthibe pertable @amﬁe‘aﬁ%éant number, currency code, sale
amount, nerchant transaction stanp, acceptor city,

[003% C GA)strQ)'EedSi AdsFHBIOURMENS of @Hecs{anﬁﬁlrd%%ﬁ&ﬁé B ANtrdrBEHEBS bystem
nessage nmay be rotectEd USIng secure encr¥ tlon

is thﬁ@vwcaese@lsgjole fom agpqunigmpnagemely finghersipyolysd ipthgdrangagtion.
Suck Ex?&ﬁi?} mQ%@reglgc&%te%pamm%m 2&ds adtﬁ)&%h td:éoﬂkﬂﬁc@ tha

shows a paynent system 2 t can be used wt
tran@{cam@i@n@mtmaﬁ@apr@ms) penfirmdiic iderdify efrapastydn a transactlon (via

rece&@D 5P ?g&%ﬁﬁﬂﬂ&ﬁﬂ%%o ontﬂ?l{b@lt ' &%ﬁnﬁ Q gllgl 0 El%}{tj ‘&Tﬁké’ %xdc?&ﬁtr 1 n]lg %j

evi ce can be us system 2
perrgisa ptmehqyﬁ,@md wghgled@fsmqme@f nurchassi withstie tisan's adtlent{yis eetaring

a reco?d op tﬁé H’Qnesg%{gg;a&%g%t %%tg,ge?c A glt %é&t@t’oﬁa}% selﬂqgven on such an

acquirers Fose e ch
enmlyomgztpetfnsn certain whnkit erl@ed saracas aaiditiongaticcrrmdad (trays,actlon
22(b) may be affiliated with a single nerchant. A
SeIVEGhsumer - 30 may purchase goods or services at the
mer chant | ocations 22(a), 22(b) using a portable
[0068) N Fomerantplea ispaymen tqaagﬁn@m proeysiggen8y maPbditeeponsible for
co as %‘é‘atgn%;v%’ th§4n(r?: O)rliimof)er %%r?esg & eﬂngc% ggr]n;}e'lu%r s§%tem\l\%od§%\gjrl1 %%%Hﬁéaﬁon

datamby gfﬁabfaang: mﬁcurmmhimmg keys;)E Bor kmxycrdb ef dciesyBNYrarBitisy e process
For exa ortabl e consuner evi C

catigBla S 4 PR PR PoAe Py BRat BE TP T oM U Gddenbricaion
dataS¥ it ERNccbCibedfo Py Thi the fr&l’fmt%&ﬁﬁnbé&ggdﬁaﬁﬁﬁﬁﬂmg @écard(s €or@ransit

a . BI'N nquﬁ account nunber, etc, qbﬁ% ﬂ§
actividesasle FYEISEARTh gt may Wn&ﬁ e RS dggituta
netwdk A Yr&NMEsucR dith 80ee88d blthd\EpethtRdS: ev@ntbélsp%wsmn to the end user's
device. Note that a trusted third party may also perform some or all of these functions, and in
that manner act as a clearinghouse for access control data and/or transit activity data

processing.

[0061] As described, the present invention provides a system, apparatus, and method for
enabling the use of a mobile device including a contactless element in a transit fare payment

and collection environment. Further, the mobile device may be used for both transaction

19



10

15

20

25

30

i T N B b A

etc.). In such a case, the nobile device may

i ncorporate both paynent and transit functions. The

portabl e consuner device may al so i nclude a keychain

devi ce (such as the SpeedpassTM commercially avail abl e

from Exxon-Mbil Corp.), etc. The device containing

the chip or other data storage el enent may be a
pay@eidtlandl atnsptBemes. penbairatntslofhé plescas mivattian prdviRIBAssplution to

ager, 20 trans der, or the like. The portab
tran{ip CASHRBRET SRACEIS TR oA Sueh 43 BRIkt tims seBs B Faq, e peed to
proR§s e antd @i@kelge krneh 0% c(oﬁta@tless deslehivtithcaraddr maripRittansit
funct i ons acredit c or stored

systerh Sehilg .ﬁ%cﬂ(t%tm@ he el igrnat ol afbied serFc Cprd et ugffgmsit and

payREH FERboRY, Of SRBEAD tIRYSE 61t Bl MY nbtReHUIPrdlaiéh data in the
processi ng subsystens, networks, and other neans of

contpefisseeiement iythe pobie fleyis nﬁ%\é@PStaéolsxwp@rqeﬂﬁﬁ @robqms that arise in
botthP@gg ARt ZRlH08: SRlYdces, exception file services, and
ring and settl enment serV|ces for payment

transactions. An exenpl ar ¥nent proce33|n§ system
[0062hy Fonetagple, winnike cqlinlarmg o HpHeien tie sgntasiessesiemaiich
ehmﬂr%teYtMé!@& M3 & t@?llxy%wta P06 89 3sitGy 5t Toca@bfho obtain the data
transactions, debi car transacti ons, and other types
requirtd Grpessciodlle systams dbisi benefit isavatate forheitrngibspesife bparations
that c&’?&!sgﬂ}%ﬁo @ot\l{ltﬁa 1‘3}{1‘31 Sme(o\fflt@a% a%letgé ﬁ‘IOgﬁle é%)’c%%ﬂ& Yor any re-
processes authorization 30 requests And
issuzncBasde data ﬁ;rsh@mm deficp éraf Bmeeded beanserd fand, etc. Thus, the

regw%ra%t er%g(g\/gglon r)lefgr é{ld ? @f VEs(i)oq{isngof-ghceeséO %ngatnd %kl%? 8&? ﬁ]gle chip in

the cmntxptﬂﬁee elemsmtcymbe:pdrfoymad paier thel neecbfusp Buer tovisit h snsi:é‘md
kmaOf conmputers. For exanple, the server conputer can be
4o Targe mai nframe, a mniconputer cluster, or a group
of servers functioning as a unit. In one exanple, the
[006§]3r \Fertharmxpmmléonada@atbsomg@lataabmsbe @qﬁe:r inghe gotrotlesd etement may

be hi 1ted Sa%iﬁ %/ng%fl'ﬁglente tloggxe € \%‘a 8 o%?r‘g’(% {o 0V1 Sgc%»ggs 6%n(r§l.?neg gfrﬁléltiple

trandnfhtyaéllﬂﬁt Ondpd36ibB]soltkien Weﬁldhbam allo@Etatrneﬁm)Sy s’iﬁée&)n th2 2ifip jn
RO Nt of sa nal s

h . .
avaghEirpet fors SEHEY LT PERCPIG, BOVEREI R "Sun i aeencics

debllféQ(V pa‘raapa& thAEhip BUikEigRb Qurit Bf d@f st&ragesph&d. ITh na!; s1fiiatjorb the
i ncl udln devi ce ( r eaders.,

limityd ietngny WacR Relyp v |pws§téh%/clgmg?la@@@g o gt systems

to whieRHRGKCRSrARERsOTFuPRE! At the Bitualied wBNa IR &ost ﬁ%@m&ﬁ&y is
card readers can include RF (radi o frequenc

usedgithn i onsrdighiietized. te chipstoraesdpics canmptbe m?@}%%wdée?w

transhQy¥kh By bR PRIELARIBnEONSUMEr devi ces 32. [0059] As
¥ a desirable element of the standard el ectronic

nent transaction systemis the entity responsible
(00685 Thepe 2p elgerroblamagE PEFEORe R 11 GRROAITAIRS PYBA Presert fyention

that ﬁt‘fl?z@§§95ﬂﬂ§lﬂatm§l6? By Bt brbVisiBRig BEd 4 @ﬁﬁ&%%@ryfsﬁice to
ensuring that a user is authorlzed to conduct th

provideanserctithothe (ath themneedip lveqess adtutisre the aelesstsﬁystel@@mﬁ qheige. The
dyna&rgce rﬂeglg\gﬁ épgt%/ rge{y % A g%’d {ogto‘?e B%eﬁ&is@a.?at ey n% @(;ata that is not

recei person entitication nu
presgolpieded &y wadscrc iTenbviyghasicprovisiopingdipabllitnproyuled by the
cellular network and/or near field communications channel may be used to erase stale data,

re-configure the memory space (e.g., introduce new memory partitions), write identification,
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permt a purchase, and reconcile the amount of

purchase with the user's account (via entering a

record of the transaction anount, date, etc.). In the

context of the present invention, such an entity nmay

performcertain transit related services in addition

to the standard transaction services. 20[0060] For
acc&SS(amnloEandfd‘ﬂ darp aympnitionrdans povide angymioe ksysnendefatilitate otieey data

be.res onS|bIe for nnunlcatlng with one or nore

Proceysiest %&%F@%P“E%‘?‘Fb%%sr SIGNSHs to provide

aut hentication data (by generating and/or distributing
[0045¢y As diwnssedynhea inbendive syceasadiracthddansy te wijizédwih a chip that is

d f t |
capdyisi e e GO R o e eb L R P STicalor T Bt p e
the dhtd Qorakd dlerd¢ht a9 B la&nﬂg@esd tb ero@aly chithintahRadt e istinct data
ex enses gener ate recor S for tranSI t

storsgg SEq ¢ @greg@fléled%? RaHia ST I APERITT eion (S, account

dataCOINAHM, GAmBryMcEdunt REnp of PANfda&f exbirafdd Atk Eorﬁﬁhﬁ&@a[d@nt 0
rOV|de such data as needed to the operator fo

prot@% Aeta far uss iBvhesparf of sele prvioRmeRfser-)end a seeend reﬂt%léieélﬁaé@d to

the t?anglft WS iiRstidat £ tr&?sﬁtts%t&ﬁ){deﬁhﬁ@augﬁ ret REIR FR B Rt Bl spSHific
hese functions, and I n that nanner act as a

transﬂ sefatpqnﬁ,g}hmltyéiaﬂaowc acEresscandnesion manbapagiitinmed and mensiged to be
isoldéd fr-dh e fﬁlﬁtrg%i&{ &QEé%h%ggmﬁ{?&P&ﬁésLl n?%n&'?e fohivRGH bel di€ruded
present invention provi syste appdrat us, an
frommascérsng tlgrotearadgdiomg t he use of a nobil e device
including a contactless elenent in a transit fare

[006?[@3/ 9%%@1& andle ’E%Qxl;s t% cllﬂnregxg}{ fof e oty F8y bOLFree I memory,

[ eVI ce e us transacti on
whersanyndynamanile maamrten‘smfmp@lesutﬂmw this apryoash, & flexible file

struddr§ %S&‘&eﬂn@%ﬁr%%ba% Y% £ eﬂnﬁ %u‘i‘t@hﬁt‘i’an‘sf? ts)%s'ie%% taccess and store

envi ronment specirfic pr o ansact
datatas n@dcab N3dta amdmgnamrdnatnhgenme dlslruxtlpn&)pmﬂdwwa te Cdlmla network

element in the gontactl # t wth q?t :
and/?r haf el%i COIflmUItllrQaatlrﬁ)élIS %hanne Can B e us V\,ﬁ %,(1 cof rglgf ezlc%pg{a:;clﬂrés fﬁlg, write,
erase] erl), alReatn at teratlocdte metnyp) arads andetereias ﬁlan':rhéht d/lhaﬂever memory

trans S5paynent .functjons. | n addition e
manggeHeRL fop AR SRk 1R YRR reoRy Batdg Pty
providRB b 861l @S5 tied rolah of AmitBemedbiy @palityio @ chipavit tethe 8eed to

solution t Certgvgadéoble that arise in b&gh_@he ,
PrOVERPHBRPSCRhEF T 422 /SempliDedTans BT aEfIEstapeusers
needdsi ng the cellular network to provision the

contactl ess element elimnates the need for a user to

y visit a transit system tion to obfai
ro0e Y Nofethachha efisk o HeaF mghmpRtied i hereohils GRufe mepp ot many
typed) @Bfhiling uporethd dbadd ©pd &id thétR 1.t ERpids 11$dl)lﬁfélpfehﬁanent memory

gperations that correspond to both the initial issue

cont%weﬂk widh thg fher greuttienfibdavice duish aeshawg 1 Bigutgnly, or removable
merdofy inS@HANEENRY bt Addaod @l tslm JFRRAIM EhifE %L SR WA Figute 2).

needed because of fraud, etc hus, the registration,
The gpourgidetasnaagds aaaepsibie ie eRNRANGH ﬁ@théﬂe‘a%?déés theceptegiiesand

elemBhtFEr ARG HBbHOErtdl BRchifly) to provide the ability to add, delete, or modify

the contents as required to process transactions in a particular transit fare collection system.

[0068] As noted, the secure data space and/or data storage space in the chip in the
contactless element is generally limited on a mobile device such as a cell phone. This is one

of the motivations for the use of a dynamic data and memory management approach in the
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the contactl ess el enent can be perforned w thout the

need for a user to visit a specified 15| ocati on.

[0063] Further, as nentioned, data storage space in

the chip in the contactless elenent may be |imted,

and insufficient to store the data required to provide

access to and use of nmultiple transit systens. One
preqanxsisi/dnﬁen sﬂietﬂa'tammd\ammﬁcy dveess he;a;lstowhwmirrﬁrmnqmcsﬁmcm ten

n_ady ance, to. each.tran

updEEpie By bR P bR AL b P e R o Prongiy fo s teminal
of a&g@dﬂf@d emsi? DRy (ie., H&e@ﬁmtbbf&ltﬁﬁilﬂerrmhﬂ fGlﬂthbdl 8 prédedning, or

run qut, of da astoraes . |tuat|on
locaflﬂ% d?f?lmneeéi&ﬁ?%%tﬁv sops distag e ﬁetelmv fﬂﬂwﬂ & PEYISIQNTiR)-
Inst&edl oF trhhstAabedel peaRsheldiy WritténA0 Phdmoty GhdRMBsubie\¥it Gldbild1e

user desires access. Further, in the situation where

devieg,ydata storage space canehpopyated angkovgrvgiften e ragHirgsl asghgdevice owner
mov‘eﬁ‘b&tbv@éd [6&fiond L o ?Blﬁdﬁbf%ttﬁﬁﬁﬁ%st%ﬁ@ce cannot be nodified
to add new transit system or "agency file partitions.
25 [0064] These. and other problens are overcone hy an

(006241 d:&rtﬁgn%s rggopized Py e MYENPRvRISYIdHS & ARSI S @ahcan be

upd SR rBALINRNiOfhe QMﬁflartn@ﬁvcﬁk proRidey4 §/h§9fb' iNPleafdt RvEaNNRAEKcial
menory space to provide a user with the data they need

aspects o gesysiens e ngtadiproveouslyand pelaw):t systerrB of choi ce.
The dynanmi ¢ nenory space nmay be nanaged to store

ne egﬁ)d Aataasitnidr ANRY Becdad @h}tsh;ﬁtly & ifdPin ReBEQINEnYit location or
needed by the user. The over the air provisjoning

capabi | 0t usRiEARRerbRaghnet g5 k103l IcEAgTIP SPrefnGioRIcANRPGHc data

near fi gl -dsG Wﬁfeﬁ%h%st@&am% sulRYs &%dﬂﬁ@@kéy@ tah &8 fare
stal e data, re-configure’the nmenory space (

i nt r odupredwnsandetherylasspedifi orgprtiowter fransit agericy or system may
I dent i ff)eclmid g%to tl?ecrﬁ(%cfl% CRBLY s%l:uf@%n% ;e"f}[o?el% é)ver the cellular

conput ati on o e encryption keys,
facilitetteotdst Abis Vdawhmpmwb@saedQOWMnaﬁgmmmslcally visit a

oper ati ons. ﬁ)%fltl(%aeu’éh it a[}]}% g@ ﬁéorﬁ%-lgsh?ncc‘g P ’c\r/atdgﬁialas-

i nventi ve system an beu I'ze

chipt hEStabhshmgp:ahﬂceumfrelhtmnmlgp maﬁldtmnsﬂnagdncy may be
transacti on ns. In s.uch
2 case. eePHRRRTE b dtml dEen S¥RayF BhUCBRe ol B
br oadl ypxeeemeaj wittedthe bp@epridterpandit $ire 4tk belag Badédao ﬂ@msers
regi ons: rStelcgﬁ'%I on dedicated to data for use in a

paynent liof“%\ﬂ‘éeé@% PGV account data, PIN data,

primary account nunber or PAN data, expiration date,
com@ni Tiat filoBpaoe ollael takath piratipatig tiafsit fgenpoorsystah can be
sale en |ron and a second re |on dedi eag[ed

to the PPANERLY 5’6’&%%6@ %F BIRrSEengt asenpigsdgsfe [ argpate, the
i dent i fdeakn@morptRrRdissbdnd@variitieh 8s fhofiss paetd frém location

to location, city to city, and agency to agency. The transit products owned by
the user for a specific agency will be held in the device (at least temporarily)
and in the agency central computer/server system. When the user travels to a
new location, the fare products and data for the relevant transit agencies can
overwrite unneeded data for other agencies outside the area. When needed
again, the overwritten data can be re-written to the device, as initiated by the

agency computer/server system for the new location;
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10 transit systens, loyalty data, etc.). The second
region may be partitioned and nanaged to be isol ated
fromthe first region so that an application accessing
one regi on woul d be excluded from accessi ng the other
region. [00661 As noted, the transit specific region

of the nenory may be a free-formnenory, wherein a

dyna@) c The hbcmﬁgfesmm filerspaco dods rioshayeitd bedwhe id advihikesas
approac cture

o Pocat ri et ot Frmpliatied Brd bitko Al e JREr R i vo v
to acc epma@de sheif filedab@u@sdans eﬂkedmcr@ablak@rs dam‘emmynucally

manage nstructi ons provi via the r )
net wor E‘f i %@é&d%‘c@la n?&ﬁ‘ﬂuﬂ?‘%%&%ﬁﬁs pr gbjle
be used dé\@cec&%fa% isd@dnde RRAbAIeRNFer(ci Q(Sjparﬂélbit@,
erase, etc.), allocate or re-allocate nenory areas,

and W se | enment at ever nenory managene
o ) 2ot PG roses OB borf RN I 4 TR Jrd Barty to act
manage medihe 6&d@bdniguyer/8&vEsQéd € rdulGHIk %hsatrhgmlésaad

problemof limted nenory capacity on a chip. and to

t he needySt&Spr 8V|P§?V6‘?Fstﬂr?e°ﬂ9§‘§‘fm‘§ R iBle gt isica ARhoarjssuers
nul tipl ‘e’m%zﬁ ¥he§1§ﬁsatrﬁﬂ§f-t@§narn‘§%lhﬁcﬁghl YorlcB6rdHa8En shd
needs. [0067] te that "'the secure a space

i ncor poﬁ%@@ﬁlanﬁ)ffrﬁ@sltrf@r@mr@ueté@mt@r‘ilm}deb@amenﬁém This may
types, Ex[%@ oR 1R thd 1Rl Bt fol&ea es'tB A8dntain their own
Exanpl es 1 ncl ude permanent nenory 25contained wth the
ot her cPamepitersgrver sysths defavaref prepditypsriomons tragsitfilgur e
1), or ules intended for data

st or age{]r1 @éﬁlgﬁtép&%@ﬂﬁﬂﬁrﬁghl ps, as shown in Figure

2). The secure data space i s accessible via conponents
of t(fle Henkiswed payguent @ah@s typipalydavearsexpiraiimrdatd, andmpy dere-
and nob )

2dd, "del"SFARPY et R i Be BLOUL LG BRI,
proces scardlwﬁd;awwldrbs r¢qm1rad mqthmuglaa pioeesn of tegisteriag their new
col | ect

space a{;]agg'wﬁxg & an? p L %Qggé pog‘goeus% e enelg/h 7 C\H{tlfﬁlg%o%ﬂe
cont act ks pechemanﬁg so$utg>e rlegcaibéd/hdréing thie ds Iﬁiﬂ] necessabyi. | The
device such as a cell phgne. Thi.s iS Q of the

mot i vat (81 "FIBROL Bt B aapapidniattdvs PradecRanbipe oan be
managenpadedap fieaiaeibe fon ubdia trapyies @ny timaVvENld davice Thiest or
data and ecu t ess ke stored wthj "
ooy | CSEAPbA aoB S8 PO TGS PRI R in & simile
| ocat i oadet;hin a particular city, or prOX| mty to a
termnal of a specific transit agency (i.e., detection

e 501 ity oD B Ghts P BT PR AR e server

t er m nalystemk hRyeLovaya FbAviiv 1&9 lm)genﬁhn@ip&adh Qfmalntam
transit data bein er manent itten on
i ssu anc@cur%ty]e ﬁd‘ﬁ? Fsgcompromlsecf or 1%M he agency des1res Ee‘?/ exchange ona

regular basis, it is possible that file access keys can be changed through the

cellular network;

(7) Ttistypical for a transit fare account to become invalid from time to time for
any of several possible reasons. By using a mobile device in the manner
described, it is possible to load data to the device to block its use in a transit
application. For example, the payment account that is linked to a transit fare

account may be unpaid or become invalid, in which case it may be desirable to
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devi ce's data storage space can be updated and
overwitten as required as the device owner noves

bet ween | ocati ons and applicable transit systens.

[ 0069] Further, as recognized by the inventors,
providing a dynam c nenory that can be updated in
real-tinme via the cellular network provides a way to

i mpl eneblocls axcessad trbsitafstan abagd 0 3'srphdysif the ttahgt y@tnghas no

(as note re u rans ser
w1 ot hEBTPRRE ¥ uR e Augibio bighedpet PR Rk g 48Re o
transi t trhitaine payridnt todl,and untdbddked dedcertaebaym&noaicc&msdmlid
in order to store transit stems eci fic. data for
n a de8FHE AR eRIs ek THR S RERERE L AP s Gel & Lost
keys, tblaga@bﬁdé‘vwee products, and ot her data specific
to a particular transit agency or system nmay 15be

i ce!

Oﬁgg)el bgéagﬁté)p ceeglﬁgto%ee as UF ps ?{E?r Pnas UF qaﬂgger% ?/OFS) has a display,

el i m nak&phd)ande@sllih@Eapabitifyaisd ﬁosMEI@ lfoﬁt&nﬁih&/}&teﬁﬂ&sbﬁé to access
visit a transit location either_initjally, or

re- i ssuliRE&aptt acpungy ddisfnavarrevidede abiiingh .rﬁaotalaf monitor transit
account grelAld &'f)?cniu@t sY!tﬁ§1reR1fb%/ fhdn@iR Bilidr HRGGH PlrdRYe RS transit
acconpl i shed bg mai |, internet, phone or ot her
nmor e coPFPdviteA ta@mﬁ?s@&é‘écses, with the appr oprl at e

transit fare data being | oaded to the user's phone

overof hevihahd bty SRS fukcfibnalidof 4 hEbiRRRGRE (coupled with
all ocated to each participating transit agency or

syst em B¥HANG copRtaAybal IF 90 B transy sygera uﬁqrém&w access to
agenci eg,fig §§z§'te‘%n F&t@&ﬁ%bﬁe‘d&%g‘%nfohﬁ%dﬁ%ﬁo@% dFaiBhY theRhse of
be used and overwitten as the user noves from
| ocat i othe trpssittsystec dh¢ vyer mey by alble tacdetgymingribpt 4 hunisyurngng
agency. . fh r whe f
epoci 11 5ELBal LOMR! o RG] TRAUARE I b PRe HiE o Bhie for
t enpor atheir prtigwier destirtatien. é@mo@orm&tmanMY hﬁmbtﬁmeérbb'soeit okr
system r travels to a new |l ocation, the
fare pr%e\a/'\g ysgéggrgg@gt a for the relevant transit
agenci es can overwite unneeded data for other
agenci es blst of tie phdng's arcesagingiferrbide thegd, B8 faiqueryttheeagency
overwitt t
ot at ed P THE-SaEnEah Solbbl P, MG IBKL Eirorifoc of
new | ocat isgmeific busds, ffhies, afcl;ocati on of secure file space
does not have to be done in advance, as with that of
card pets i i es
oran uptt Sea gt BERAAR: Mot B oREPhARIRS R30S
and encry pmmmalsmyztha: anfitld infymeatiot adurges thwa dedprovide feate and
car d/ devi Ce, a8 eedgd This elimnates the need for
mobi | e 5d&8UVER 0T 4AYs re-i ssuance to al |l ow new
agencies to participate; (4) The present invention
(0070} oVindles, thh@vgpicyorsyamm tlyo Emmblea potentst eelv bhdingds padely Fay
msta?l(c:et i35 Posg%l(éeﬁtggte 1al éﬁ‘grg %\%ﬁ'{ng ?r%%s?trfat%y gﬁcﬁcgjoﬂ%tr Vgﬂ'Heg &Rxlk?be
made pmﬂablu NAL yn émmpﬂm lattnapﬂﬂesystgmnmremghﬁsde gamalt bigs lfmraéaasaball

game, Otl? soxq{?rﬁtnﬂﬁ preseqt ﬂle dev1 e ‘Eo the sn[l]e}/rt srlgrll ﬁ‘}dl 181rr]nseglaPel}t R%d a ticket for
the game plus a discounted transit pass for the train to and from the game. These products
could be loaded to the phone and payment for these products could be charged to the

associated payment account.
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10associ ation of transit fare products and cardhol der
paynent data. This may mnim ze or elimnate the need
for each of the agencies to naintain their own
conput er/ server systens in favor of one party
performng transit file managenent on behal f of many;
(5) Bank issued paynent cards typically have an
[0078X piln additpon, thateds thapdtentird tforldecatien bdsbd ssvied tebeofferchioee
cust{nﬁ%rfs g g’r:lxgﬁ g ?ng%}le d@vm}e ds? g ?‘grqtgﬁn?l?%t atat)ugi ap reail Er%’gﬂla ch]hesdc'e%%g tan
detepmiae &s Reatfonradd btregrodgtstane servicesbasalr ¢h thattidrat@c hAn example is
trapsit enc Qr to_.use of.the n car Wth t
the 55 s B0 Do o o1 G SLUF O Stol Hlse Afepgor the

local &biffee kfopRlldRGR8EREYon thEoBRY iSeewi | | Nnot expire, and
the appropriate transit fare products and data can be

| gade 0 evice for in tr nS|
0073 B S s e Brens it s BREY deaioad B udére,
ap pd?%u@ _?ﬁd/ms‘dgodsefdl r @MfBlingt e oﬂﬁfﬁbﬁﬂckddv_[be avithi aBoh At ABEIBAErt in a
e ability of t nobi evice t ept
trangl FEeRt BT RS wavtﬁgtlﬁﬁaxg?m%ae@%g%d%thgrmﬂgﬂ%
deviBd @aa6 bdp¥Ble bEYonFRNASRIE Bhd dAPHARER oV @ aBINietvork. The
25security. If a key is conprom sed or if the agency

contepgless damqag (pap ichidp g 8higihay mag gombine Harspetionjpgyment and transit
fare & §!étIRJn§ thadatd dd @e @ﬁﬁ %?a? K ?yo%m%@d bt GRaRSe thahHulkNising

e cel lular network is typical for a transit
the qelémler neev ko m@1®é@@ﬁé8ﬁ8ﬁvaacp@s prdbgredafplation d4tyes fegded by

the L@er ’I‘ﬁte c ﬁ‘ﬁ?ﬁ&%ﬁh%@ Mln? &a?aaﬁ&gge dmg%/el Hﬁﬂeplglt ﬂqquﬁ'teld%torage

evice I nh the nmanner Odescr 1 bed, I'S possi
capabitpatd b ztlacianty ubesl fdlemccs@ tq multiptecnd ichangingdransit systemanbi t

. [ dan. anpl. C [
s A A RSS2 gt D BPUIRON OBl hflrbi
venubg damnzampleatheaders,iamusdrnanh parks ertiekhibiy etoe desirable to

bl ock access to transit systemusage. Simlarly, if

007Bh e Ittshcan@ bé uraiéfsmatthdﬂ af pReemahtatio aspiequdibed shove taniey

a bIo k operation of the device as a
1mP1?rP%m IF“a'{" loﬁlﬁ&ng éiﬂfap‘t}?qul"‘[&’ﬂ’@dn f‘fnoghlé"e"rtlﬂtégrated

mam&aymsd o6 @iéﬂlbsdr§ aﬂﬁ%édﬁu@g BroRidell herbii 2p&ORTSEd ikt £ s’ in

ock transit use ernanenthx as in the case of a |ost
the agd"llllé{fl%\lv épd chtaée other ways and/or methods to implement the present

invention using hardware and a combination of hardware and software

[0074] Any of the software components or functions described in this application, may be
implemented as software code to be executed by a processor using any suitable computer
language such as, for example, Java, C++ or Perl using, for example, conventional or object-
oriented techniques. The software code may be stored as a series of instructions, or
commands on a computer readable medium, such as a random access memory (RAM), a read
only memory (ROM), a magnetic medium such as a hard-drive or a floppy disk, or an optical
medium such as a CD-ROM. Any such computer readable medium may reside on or within a
single computational apparatus, and may be present on or within different computational

apparatuses within a system or network.

[0075] While certain exemplary embodiments have been described in detail and shown in

the accompanying drawings, it is to be understood that such embodiments are merely
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(8) Because a cell phone (as well as other types of
nobi | e devices) has a display, keypad, and scrolling
capability, it is possible for transit systemusers to
access their transit accounts. This may provide the
ability to renotely nonitor transit fare val ue or
product status, review transit rider history, purchase
Ulushative ofzand indt ii@pdeddoibe Eeﬁtﬁo@‘t@fnhqiasabisyer@bm and (9 thi/invention
s 15 SRR AR RY AR LHRL TGk Rls AR Bsive. since
varipass&hdrinediftoatienstniagretir t6 jfiebewithisinatyoskijhinnhaacess t 0
transit systemroute and scheduling information prior
[001@ Q‘&s 1@@& hé€in} e Lde of3£", Odn" bPahd TigiSdnle SHTHRM " at TE1t MREN
be able to determine that a bus is runni ng 15l at €,
unlqsﬁﬁiemgﬁ%ﬁyl'féﬁhcart%@é FOHHYe efficient, or that service
is/is not available for their partlcular desti nati on.
This informati on may be obtai ned by one of severa
mechani sns: a. Use of the phone's nessaging
capability (e.g., SM5) to query the agency
conmput er/ server systens for route, schedule, and
on-time performance of 20specific buses, trains, etc.;
or b Use of the phone's NFC capability to query smart
signs, on-board termnals, or other in-field
i nformati on sources that can provide route and service
i nformati on. 100701 Further, the inventive system al so
enabl es potential new busi ness nodels. For 25
instance, it is possible that special offers covering
transit fares and/or other venues could be nade
avai l able. As an exanple, a transit system user m ght
see a smart sign for a baseball gane. The user woul d
present the device to the smart sign and i nmmedi ately
| oad a ticket for the gane plus a discounted transit
pass for the train to and fromthe gane. These
products could be | oaded to the phone and paynment for
t hese products could be charged to the 30 associ at ed
paynment account. [0071] In addition, there is the
potential for |ocation based services to be offered to
custonmers. Wen a nobile device is used for transit at
a bus or rail station, the device can determne its
| ocation and of fer products and services based on that
| ocation. An exanple is the use of the device to pay
for a fare exiting at a rail station and soon after, a
coupon for the 5l ocal coffee shop could be presented
on the nobile device. [0072] In accordance with the
present invention there have been described a system
apparatus, and nmethods for enabling use of a nobile
device with a contactless elenent in a transit fare
paynment environnment. The contactless elenent is
enbedded within a nobile device that is capable of
conmuni cati on and data transfer over a cellular
net wor k. The
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~ 10 cont, actl ess elenent may include a chip that may
conbi ne transaction paynent and transit fare
applications. The data on the chip may be provisi oned
and ot herw se mani pul ated using the cellul ar network,
to provide transit system access and fare cal cul ation
data as needed by the user. The chip may utilize a
dynam c data storage nodel to permt the limted
storage capacity to be efficiently used for access to
mul ti ple and changing transit systens. In 15addition
WHAT ¢ apsiMepf&r € appl i cations, the invention may be
used as an access token for other venues, for exanple,
t heaters, anusenent parks, art exhibits, etc. [0073]
11t Shaglale pmﬁﬁ{gsgce&@ t E%pstémorps B5ERBF a nBLRE HibAE, as
descri bed above can be inpléenented in the form of
COpEING? Iogl c using conputer software in a nodul ar or
| nt B@rtaﬁ E%ce %P&téﬂﬁ'tﬁ’é §§ér?§ gnéﬁ?lg device,
tea I Ngs row de er el a person o nary ski'l
whanein the mebiter devige lig caanwoamraplmcawhané detah@qchmyswer a
il Bk e Lol E G o SR ing SHE ekl
cosmﬁdmmtums[t@d%og&ny of the software conponents or

| oiPenadlie. AR e atep ebsl Bl Yugraih RN ) efess networt,
whErelyeths atcess tongrohdatadaicdusdd @ beorgnsinitted cﬁvagtheg«a retess network

for example, Jaya,, .C or.
to 35 pBle COYER POt =i aice v AopHsuun goactiess elament
witHe thel riotsie devi b@ thO térmedtiesCaleifentrypdise of HimuRd a8 a
series of ins ctio or commands on a co
tranaKiaB PEYERh TR AIR RO A e P ARG STEQEan REAVEIS FCResoyo
thésystaf; only nmenory (ROM, a magnetic medium such as a
hard-drive or a flop di sk, or an optical medi um such

as ASCENINGANP BG5S GUTFO! Colmdt 2 6YStPBAaISHEN HETIMaIthe:gocess

coh@8ll 3 BeInPtrandrdridd¥réin %hé“t%ﬁlecd%ﬂﬁétt@me%ﬁéctlaﬁ’ Bethiall 8sing a
and may be present on or within different

negbfigid commyniaetione senbaelagiised within a system or
net ?P%ééssn hPBé EI‘che]\yég s E&rﬂhf M d&ts HHE@F% ng 'ﬁbcﬂﬁ LE&E Srovided
e and shown I n the

hav een descri I n detal
aceess rpPwreysteg. drawi ngs, it is to be understood that
such enbodi ments are nerely illustrative of and not
intended to be restrictive of the broad invention, and
2.t hatThe methachefenteimndin wihsreirothetraotiije devies is @dnohiletwireless
te%@ioillfl c arrangenents and constructions shown and
el bed, since various other nodifications may occur
to those W|th ordinary skill in the art. [ 0076] As

h
3.1'o Tog et ordii 1o p8rein feisyeB asties ehiiEe ot DAL o
cotrprisdsclaCoidedian ¥n auMéHtTcah& pilobég¥ttdalithenticate that the user is

entitled to access the system.

4, The method of claim 1, wherein the access control data further comprises data

utilized in a transit fare computation operation.
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"1. A nmethod of providing access to a systemfor a user
of a nobile device, conprising: generati ng
system access control data for the user of the nobile
devi ce, wherein the nobile device is capable of
communi cation and data exchange over a wreless
net wor k, and conmuni cati on and data exchange using a
near field conmuni cations technol ogy; provi di ng
the system access control data to an el enment of the
wirel ess network, whereby the access control data is

5.CaUSEHé théthB€ of El@RSITIViHeREn Beerieal A& \ebiRILARSHAHS t¥&HnkIobPis a
t he nobil e device and stored within a dynamcally

REBHeFHAIog% e contactl ess el ement within the nmobile
device, the contactl ess el enent capabl e of being used
as a transaction paynent nechanismfor a transaction

6.di f fB1ednethed ehelgimoliviiengin atasessingthe raseiveq agcess control data to
; I ..
AGEFY B SPETROR LpES I G RPuBeihs:
t r anissingrthe teceivednacdess ensityiol data &w buthentigatertbe usdrias @t vatieh user
of thS EQ/SEQIH, éﬁ%i ng a near field conmunications technol ogy;
and processing the received access control data
t o dermittingtheiusert toeaccese thd systenoif treadenis@atentiatedas a valid
m . The nethod of claim1, wherein the nobile
u%}ééfittf's sysggrg. nobil e wirel ess tel ephone. 3. The nethod
of claim1l, wherein the system access control data

further ri ses ta used i.n_an aut henticafion
7.pr ocREm OB st b dufhet Shprnd Proliding besitd Bt coptr
dats eee sydtemplidceion terrhinall ke sabhdeccess @nBrondata behg usddin
the access control data further conprises data

copiuneHonaMth theacesss centol datadn @ AHtheRtcagAn BRSRSet i on. 5.
The nethod of claim1, wherein the near field
conmuni cations technology is a RFID technol ogy. 6.
8.The ThetmRibodef daimy Inwhereihthessyptepyis a deasihgystend r ecei ved

access control data to

9, The method of claim 8, wherein the transit system access control data is
generated in response to determining a location of the mobile device.

10. A system for providing access for a user of a mobile device, the mobile device
capable of communication and data exchange over a wireless network, and

" communication and data exchange using a near field communications technology, the
system comprising:

a system element in communication with a collection terminal and with an
element of the wireless communications network;

a processor configured to execute a process to generate access control data,
whereby the access control data is provided to the element of the wireless
communications network and transferred over the wireless network to the mobile
device, the mobile device including a dynamically configurable contactless element in

which the access control data is stored, the contactless element capable of being used
28 00
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" determine if the user is provided access to the system

further conprises: usi ng the recei ved access
control data to authenticate the user as a valid user
of the system and permtting the user to

access the systemif the user is authenticated as a
valid user of the system 7. The nethod of claiml,
further conprising providing a second access contr ol
data to the systemcollection termnal, the second
access control data being used in conjunction with the

as@ﬁ&%ﬁcﬁdﬁﬁia&ﬁﬂenﬂﬂb@ah@nﬁ@r geaR&ietibn aiffereAt P6rAPR&Eding Sccess
The nmethod of claim1l, wherein the systemis a transit

todhespsahi and. The nethod of claim 8, wherein the transit
SY StLEBnhGrGRI0f AU cotlpibd td thedBIMELiAH BFminl, I%S BMMABNitRion

a l f the nobile d 10. A

det erm ni ng ocation o evi ce.

meduie eanfipuied e sacetve tie acsesssewntrelrdata fremrthe mokileggyiqeaising the
negf"‘ﬁélﬁ%om uﬁicmgegm%f%k,pe capabl e of comuni cati on and
ata exchange over a wrel ess network, and
communi cati on and data exchange using a near field

L1 SRS tnd BBORY BAREICOTREIS! itne.

11; O ThE sy
a system el enent in conmuni ca h™a co

termnal and with an el enent of the w rel ess

1 o SRR SR Al ped SRR ey is o
RAID¢scklaylogye access control data is provided to the

el enent of the wi rel ess comuni cati ons networ k and
transferred over the wireless network to the nobile

13eviThe, syéth® ofelirh @0 0eNdreid théadaash cumtral diynamiheatdiprises data

_@onf,l ur ab) gacont actl ess elenent in which the access
utidgsickip &1 ransit fore sorpyiaben ORREI®ont act | ess el enent

capabl e of being used 28 as a transaction paynent

mechani sm for a transaction different from providing
145 ¢ c dsethgd 1of aroyisling: acgesg to a transit systesmfar i usak PlohmeBita fevice,
cofpHBhgd to the collection termnal, the comunication

ir:rr@!ju e confi [

C gured to receive the access control data
f r orBrevidingrd mineless BEIWOEK elemery witleaggessrcontirel|data required for

acERETY e FasR 3y de&R ol 0gy.

communicating the access control data to the mobile device over the wireless

network;

transferring the access control data to a dynamically configurable data storage
element contained within the mobile wireless device;

communicating the access control data to the transit system using a near field
communications technology; and

processing the communicated access control data to determine if the user is

provided access to the transit system.

15.  The method of claim 14, wherein the data storage element is part of a

contactless element.
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11. The system of claim 10, wherein the nobile device
is a wreless phone. 12. The system of claim 10,
wherein the near field communi cations technology is a
RFI D technol ogy. 13. The system of claim 10, wherein
the access control data further conprises data
utilized in a transit fare conputation operation. 14.
A nmet hod of providing access to a transit systemfor a
user of a nobile device, conprising: provi di ng
a wreless network el ement with access control data

16, eqUuiteafethed oPE&IRSH, WhetditthemBsfidid 8athnanitations technology is a
communi cating the access control data to the nobile

REABJ@WOI89%r the wirel ess networKk; transferring
the access control data to a dynam cally configurable
data storage el ement contained within the nobile

17ni r elhedrethed, plcdaim 14, furthes gemPiNGat i ng t he access
Com&}idiﬂ s M’elé@%efv?tﬁﬁ%ieheﬁt’ﬁkﬁHhﬂé%(ﬁ\ﬁre@ foeffard i el d
conmmruni cat i ons technol ogy; and processing the

copypitation derttbel trangesystedv@ndol data to determine if the
user. | j C X t b
The afrBlid St AT fich el bRAC Hop R B RS overthe

wiedlessmetwark. part of a contactl ess el enent. 16. The
met hod of claim 14, wherein the near field
comuni cations technology is a RFID technol ogy. 17.

18The Thetrhetboabf déim 15, Wherdiruthelventactbasp elesientyis capable of being

rovi di n .he wireless, netwark el enment w.th s
usPASH PRSP gt R o Fa Bt i B GR provicing
acgysstte fhe @adit system. conmuni cating the fare conputation

data to the nobil e device over the wirel ess network.

18. The nethod of claim15, wherein the contactless

1% enpRtmétAod aPaiirel 4 vheriimtheundisle @Bvite fsfaARiBaess iphone.
paynment mechanismfor a transaction different from

provi ding access to the transit system
20. A mobile wireless device for use in accessing a system, comprising:

an interface for communicating via a wireless communications network; and

a contactless element coupled to the interface, and including a dynamically
configurable data storage element and a wireless communications element, wherein
the wireless communications element is configured to communicate with a collection
terminal via a near field communication medium, wherein the data storage element is
configured to store access control data to access the system, and also financial data to
enable conducting a financial transaction with a merchant, the financial transaction
being different from providing access to the system.

21.  The mobile wireless device of claim 20 wherein the system is a transit system

and wherein the collection terminal is a transit fare collection terminal.

22.  The mobile wireless device of claim 20, wherein the device is a wireless

telephone.
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19. The nmethod of claim 14, wherein the nobile device
is a wreless phone. 20. A nobile wireless device for
use in accessing a system conprising: an interface
for conmunicating via a w rel ess conmuni cati ons

net wor k; and a contactless elenment coupled to
the interface, and including a dynamcally
configurabl e data storage el enent and a wrel ess
conmuni cati ons el enent, wherein the wreless

comuni cations elenent is configured to conmuni cate

23M t hri reg@hb@6t digim 1, avhdrdifthevhebir deeidé isfdapalsle of accessmg
conmuni cati on medi um_ wherein the data_stor aS%efael e

aqeQUIK $HPTMALOB @STA5IatdIVEN He Liess rerBotel dronifgt Hansy faece

prof\ft $h68se FRvieWHarsitSRief hiBRRE ipatchesd mevl RarditalPbducts, or obtain
conduct | ng a financial transaction wth a nerchant,

PaseRs- fi nanci al transaction being different from
providing access to the system 21. The nobile

Wi rel ess device of claim20 wherein the systemis a
24. r andietmethed efislaimdl 4vmbersimtheieotils (dewes iS<§ﬁpatbé€r o a¢agssing
a&oﬁﬁt%&ﬂﬁa&foﬁ ?so%ﬁkédqﬁltct{ e ilé)(ﬁ; Ig‘d@ﬁke, rer%ﬁtely d‘ﬁ&alﬁp %hs‘?t fare
W T el es evice is
vahierar| pgeduict sthsishieniew trargs ndamstme/c pw@ha;fe newaransit products, or
the nobile device is capable of accessing
obﬁ%ﬁgg%s?sl nformati on associated with the user, renotely
nonitor transit fare value or product status, review

o TR S Ol o R T b PR e
eléhénti®&anfiguide tb pevide acedss ind eccotlntﬂnf@asaidgngasm:anemwlth the
e de

Qn .associ a
OBl HEISS AR ST Tapior HrEs Bl s or K ol
trarBit irelét histOAS blrchadéatewhirgisRiproduets; 6Nétsteinpassess ansi t
products, or obtain passes. 25. The nobile wreless
devi ce of clai m 20, wherein the wirel ess

26£ ORI rhthb® Bl AEaTBikhér TomPRdiAgtUr ed to provide access
to account information associated with the nobile

vvi r edekeymninieg, thabtherysabhas apcepsed 8 HrstrapsisYste hr e val ue
p;ﬁ@\ﬁ&iﬁ& fatb QbtdSor & Eé’doﬁd"trtaﬁs'ﬂ"é‘sisienf 'tﬁ’eefaré"!:l% Bb¥ed at least in

purc ase hew transit products, or obtain passes. 26.
parhen thetuseiiacsessiigahefist tl‘ﬁmﬂt?ﬂé?enb@ﬁﬁrl sing: determ ning

t hat 'the BIERiRETr th

or oAl AnY i raP AT R 35 ol ol obfeR the SERIGRTHS the
wifeless nﬁta/vcakbased at least in part on the user acceSS| ng

the first transit system and providing the fare

data for the second transit systemto the el enent of
27t. he TWerréthed ofhadimo2es wheﬂa"m thElferendatd fod thoef secbrad trarksg, system is

dat a Sit syst em 'S
ot ore ob st & lofiotibal o, BEFRRR el G0t f o1
reduced fare. 28. The system of cl ai m 10, wherei n the
ro ssor is . C 1 coll ectjon termpnal_. anpd
21 e Staineat e Rowhdrendte BroceSoL s Pl B AR sondthen
teﬁ*ﬁlﬂﬂuhﬁl ﬁlrﬂhépQﬂféﬁelﬁ Ehe ;ﬂr@ée@.ﬁdﬂm@orﬁ‘ Baded tth exataty a p@sess to:
accessed a first transit sys

determine that the user has accesged a first transit system;
provide fare data for a second transit system, the fare data based at least in part on

the user accessing the first transit system; and
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provide fare data for a second transit system the
fare data based at least in part on the user accessing
the first transit system and ) provi de the
fare data for the second transit systemto the el enent
of the wirel ess communi cati ons network. 29. The
systemof claim28, wherein the fare data for the
second transit systemis one or nore of a discount, a
pronotional offer, or reduced fare. 30. The nethod of
claim 14, further conprising: determ ning that the

userprbade thieFaRRth for the stcold BarBitlsy ¥t fhe HEBEMDRGe
fare data for a second transit system the fare data

WiFRIRSS gORMUNiCaliaNSiNeMiRAKt on the user accessing the first
transit system and providing the fare data for
the second transit systemto the wrel ess network

2%| erfbftsysteof cipife 2fewhriainghe Brafata 507, thasesoad fransbsystameis
or%%%&r@%f&@%c&%@,oﬁ&oﬁfolﬁ&ﬁég brrery 3 Rdlec RAE OF TOTe of a

i scount, a pronotlona or reduced fare. 32. A
nmet hod of providing access for a user to a transit

yst i $1:00 jving access contr ol
30Zat ﬁ?&‘?%@?ﬁ@%’%ﬁaﬁ”é?ﬁer g%/s%ﬁiwgét a systemcol |l ection
t er rdeteatmjninghhatitheasssr hasraceesbedda fiest trangitgsysteamsf er r ed

PR 1 St DA B bosdd At B on

thp user esaissigg tiefirseaisitaystamcasds cont r ol "data to _
PSS e ot o neS BT SIER  £hF plss neion

eléhegnd transit system the fare data bei ng determ ned

in response to the user accessing the first transit
system and providing the fare data for the

315 eCang nidtRdtbofl clAMS0e WhinAthe ¢are BB foPfhedseldridetk &6 system is
network, thereby causing a transfer of the fare data

one oF Mk ok diseRy r2aRemPtiaRAl pfen PloredHedfBiSt | e devi ce
over the wireless network. 33. The nethod of claim
32, wherein the fare data for the second transit

325y stAdnethed gf royidingmceess fora ek Eud Fransitsypiesnsemarising:

Of f @Eceivilg ACBEU4BHtrdIRaE: for a first transit system at a system collection
terminal, the access control data being transferred from a mobile device to the
collection terminal using a near field communications technology;

processing the received access control data to determine if the user is provided
access to the first transit system;

providing fare data for a second transit system, the fare data being determined
in response to the user accessing the first transit system; and

providing the fare data for the second transit system to an element of a
wireless network, thereby causing a transfer of the fare data for the second transit
system to the mobile device over the wireless network.

33.  The method of claim 32, wherein the fare data for the second transit system is

one or more of a discount, a promotional offer, or reduced fare.
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34. The nethod of claim 32, wherein the nobile device
is a wreless phone. 35. The nethod of claim 32,
wherein the first transit systemis a first transit
system accessed by the user and the second transit
systemis a second transit system accessed by the
~user, and the fare for the second transit systemis
di scounted if the first transit system accessed by the
user and the second transit system accessed by the

user_ are |inked. . o .
34. The method of claim 32, wherein the mobile device is a wireless phone.

35.  The method of claim 32, wherein the first transit system is a first transit system
accessed by the user and the second transit system is a second transit system
accessed by the user, and the fare for the second transit system is discounted if the
first transit system accessed by the user and the second transit system accessed by

the user are linked.
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