) ' ] ' by nessage scranbling
Portabl e data storage nediumw th access protection
'The invention relates to a data storage nedium which 5 has a sem conduct or

.chip in which secret data is stored and is processed. Dammmmmm @%?ioﬁs
nt

! . ) . o m
which contain a chip are used in a |arge nunber of diff fg &
for exanple in 10 order to carry out financial transactions, [for

for goods or pascvbiesaadh aecandaisaldthpalian s, Jor. cortoTly no
ccess checks. Tn alT These appiicatrons; secret—data wh-ch st
gr otected against access by uASFERES ﬁﬁ@amﬂﬂlrldlgoa_rtles is 15 generally
processed within the chip of the data storage medium This protection is
ensured intgp alja by the fact that the internal structures of the chip
have very smal I ne%ls?%ngeg(‘? at “Qcfesd@ Ry Eirezéast roedwes whiichh t he
ai m of e&t r Basi ag seatigomltiucttdrs dieig g 2 0vipt e6 essedet NghREse sSthcldy es is
very difficyhl. jknpr0kdel 0 make access even harder, the chip can be
enbedded in a verypsecurely'adhering compound whose forced renoval results
in the sem conductor wafer being destroyed, or at least in the se_c;let ?ﬁtea
stored in ibaghd @Qidﬂg%r %&ﬁiia'\’&vhiéhl |%g%\@a§% aall jscg Egjstsélgbl eto pggwa e e
sem conductor wafer with a protective layer duri 5 i Sor tton“process,
whi ch cannot®b8Sr EHBvEd ik hottfeuest r epiag celté oseni cnduekarnpyaf e:n. 30
expene, ve bul. i . nower Lol coel b earnl & aua R oo EPiTEE S ossi bl ¢
ensive byt i verthel ess .in princip _ _
fe)c()lro an atta%&lér%tog%sex%lésgetrﬁ’elci rer AAl & r @Bt didkervti fime teldp, meadst o

' ' i hip 89 cogid bergxpased, for
i nvestigat ef¢x. Thentnodinalb st meclewse OofcHdukd f e,
exanple, b eci chijng et hadg or by means of a suita
ooy " EELeleaPEe) BbereL e IR U, ST TR, Brefecten

: against access Dby unauthorized third parties 1is

15 generally processed within the chip of the data storage
medium. This protection is ensured inter alia by the
fact that the internal structures of the chip have very
small dimensions so that access to these structures
with the aim of extracting data which is being

20 processed in these structures is very difficult. 1In
order to make access even harder, the chip can be
embedded in a very securely adhering compound whose
forced removal results in the semiconductor wafer being
destroyed, or at least in the secret data stored in it

25 Dbeing erased. It is likewise also possible to provide
the semiconductor wafer with a protective layer during
its production process, which cannot be removed without
destroying the semiconductor wafer.

30 With appropriate technical equipment, which admittedly
is extremely expensive but is nevertheless in principle
available, it would be possible for an attacker to
expose the internal structure of the chip, and to
investigate it. The internal structure of the chip

35 could be exposed, for example, by means of special
etching methods or by means of a suitable grinding
process. The structures of the chip exposed in this
way, such as interconnects, could be made contact with
using microprobes or could be investigated using other

T
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way, .such as interconnects, could be made contact with wusing m croprobes
"or.coul d be investi gat ed usi ng ot her nmet hods in order to determ ne the
.signal waveforns in these structures. It wuld then be possible to attenpt
to use the detected signals to deterni | ng secr et data fromthe data storage
medi um such as secret keys, in 5 order “to use these for manipul ation

purposes. | tmMHHdL !Lhk%‘@.‘d%ei“ beo p@é%b?lngnreo Eg{é e%TP% %9 gﬂ%lvle orraﬁi[_lsel n
i nfluence th i gnal waveforns In expose ures viat
ni cr opr obes.t ?ﬁ?ehe%%ﬁ‘t“wur?ﬁrt RéEr WJe'Ld ngtedee haes sbddens: &k rtwrermbi ch

al l ow t he segr etsdatuhe | aepa&tbeulsairgﬁu% St%r Qietlﬂefﬁmr%ﬁes*eé%gg%tt@%ﬁa gyocess
measuring the current .consunption or the tining for
(Paul C. gKoc Eh%l ﬁ]a?[ r?c’d%ﬁ&e olﬁe‘iih’ﬁﬂnenéhltcélt i®dh BECEREf ikeWsel | Hn, 15

RSA, DSS; amld-‘c’cﬁmetoSyséelth"e,seSpﬂ’dmgﬁni@ﬁ1@’@1(1199§urp¥9@e%9/ 35:78\:?&111@19

i mpl tt S Sippl e Iy5| SPA In this
Zlng})yglg miltcllh&k%TWlb;lEl LX ﬂfos%%gnpl egBa noii/ﬁ{“ g e2ted to
encryption l@sﬁln{f@%ecrtélte kegidnailhat wageformay thn ent:]ne!pt e@bc;t@e(éd_ Y = M
mod n is forslf%dlcﬂg.j:réé’lg,lté['lecﬂ‘%%h opfapLpenti ation process, a squaring

operation is carried out wt ¢ internediate result and a mul tiplication
25 operation is carried out with Mif thereis a "1" in the exponent d,

while omy ®ew@wa gﬂp@ﬂ@ém@ i t hethbes NArdregdhatg % a1 i ed
out if thgrelsam" erse nown; the tinmes St%a)mc erressage

Mis used c&rnl5¥ |tﬁbGnt§€Fcfre%t bbsetVi RETEREUE AT i SEmatpdmse arrl/ or the
timng duri b@ tdeshuopet aby oneasSiriag tHHY Sculss@gecbasahpaYsnused ifea "1
is present in g tl%grkexh(é‘aneggrdeguced wi t hout an {ob(J: em; h| s attack

10 rocess er,
can be count er ecrilg maki ng change t'he?
“Tlmlng Attacks on 1mp1ementatlon of lefle—Hellman,

15 RSaA, DSS, and other Systems”, Springer Verlag 1998;
WO 99/35782) .

One simple attack of this type is the “Simple Power
Analysis” (SPA). In this analysis method, by way of
20 example, a known message M is subjected to encryption
using a secret key d, that is to say the encrypted text
Y = M mod n is formed. During the modular
exponentiation process, a squaring operation is carried
out with the intermediate result and a multiplication
25 operation is carried out with M if there is a “1” in
the exponent d, while only a squaring operation with
the intermediate result is carried out if there is a
“0” in d. If M is known, the times at which the message
M is used can be identified by observing the current
30 response and/or the timing during the operations. Since
this message is always used if a “1” is present in d,

the key can be deduced without any problems.

This attack can be countered by making changes in the
35 message M or in the key d. BAnalysis methods are,
however, known from Paul C. Kocher, “Timing attacks on
implementation of Diffie-Hellman, RSA, DSS, and other
Systems”, Springer Verlag 1998 and from the
international patent application WO 99/35782, in which



35 message Mor in the key d. Analysis nmethods are, however, known from

" Paul C. Kocher, "Timng attacks on inplenentation of Diffie-Hellnman, RSA,

. DSS, and other Systens", Springer Verlag 1998 and fromthe international
‘patent application WO 99/35782, in which the key can be deduced even if the
nmessage or the key is nodified, that i's to say scranbled, by recording a

‘l'arge nunbegyof KRASHETBO! qeunLe iy ahioh the GlieRle 4.2SpRAsRe9f the

integrated circuif is neasured D fferential Power "Anal ysis" (DPA) or
H gher Ordets W@lfl{eﬁifor‘éfé?ttésrrﬁ@e $4Y | FP53EPBPE t &Y deREPFIIRBe Kkey

easily by igdgpgif nuhBerd¥s REdNE SRIHUI AL PLOCHSSch 16hkheursenef the
nmessage to be encrypted, it _has already heen proppsed for a factor. r*n to

be added foFSER81SBncrYbti Giof ?ﬁée%é%ﬁﬁe THeCehtr ypts on™EERETeE = My
mod n i & thyspehaegedttial( Mowes n)xhams ik THD®PA)Means Hikgier t OrSler

i npossi bl e léﬁ get back to the known 15 nessage Min an anal ysis process.
However , this change to the nessage text M repetition of
specific patterns can be identified by observing the current curve. There

(s a high prgbalidity of hbgse s COLLRIUAGRAt el nsaennt alnidige (Mt 1)

so that in S case as I'S poss educe
mul ti pli cat #8fidKd Wenbée%tquwghedgééﬂgt s caleutahépnpPasc&mSoccurs | f

it is pessibhe tL.ad dantidy mdusipg Eeeﬂélrér%ﬁypm@dysw ARAc@3yust her a
25 rrultlpllcatlon process is carried out using the same_ facfors (which

cor r espondsPE6™a RYRRIFHY Ji9&r afi ofrf"%cf’h 'Re FAt arded &I P Sr
di fferent fagteyprivhi chofcorgmrspondsshged Muthépl iaadd gt oper atdexit of the
i nt er nedi at resul t the ssaggﬁéngﬁ ce |t MS aI | 39 30 | th|

possi bl e to i de tlli“?/grﬁfll tipl ¥ " Bhe B ject ofhlt%e

invention isethas tlmtpr dtedts sbopetsible to get back to the known
15 message M in an analysis process. However, even with

this change to the message text M, repetition of

specific patterns can be identified by observing the

current curve. There 1s a high probability of these
correlated patterns containing (M + r*n), so that in

20 this case as well, it i1is possible to deduce the

multiplication and hence a 1 in the secret key.

A further problem occurs if it is possible to identify
during the current analysis process whether a

25 multiplication process is carried out using the same
factors (which corresponds to a squaring operation with
the intermediate result) or different factors (which
corresponds to a multiplication operation of the
intermediate result by the message), since it is also

30 in this way possible to identify multiplications by
(M + r*n).

One object of the invention is thus to protect secret
data, which is contained in the chip of a portable data
35 storage medium, against unauthorized access, with the
aim of ensuring that the data is still used

efficiently, as before.

This object is achieved against the background of the



,data, which is contained in the chip of a portable data 35 storage nedi um
agai nst unaut hori zed access, with the aimof ensuring that the data is
.still used efficiently, as before. This object is achieved agai nst the
background of the precharacterizing clause of claims 1 and 5 by the
characterizing features of the respective claim The invention is based on

‘a data storpgechedhypebaying 818usen §ONAULE Ofe Chi p J cly hag at,Least one
menory in i ch ag oger.atl gg Erogram is stored which contains“a nunber of
comands, wWitHht2ath* cH6MMEN4CpFBaEREI R ShEnaESPeRiticle cdmibe detected from
outside the sem conductor chip. 10 According to the invention, the data

storage nedj ! signed to use different functions to scranble data
which is ugié}génn%ﬁ‘efeﬂ éﬁgonl e 93654 QI BulatPorr Y1 REs sted5unrhBayang may

t hus be5a nessagécbotucaypralduibewhioheherdiat elegsyl tthamthahoay eiabt ai ned
by carrying;oiln 8nCupuItAL ;o | se data.which is stored in
the data storage redi am %lr%eB%g?gg?o l%:a S‘g% ra?r%l gg‘l}g’g‘ prE R H y2a
nessage whitHoOes 05 BemaaBfgpt wdth tedch alwungrud pbdbdutingr svgdaltor the

data to be vich nemnedeatRd&sld 2pdy %u@s%‘é’s%ﬁl}éﬁ”& RHE8h: 922
operation tqQ be carried out as a nultiplication, wt Fhe PRt er b at e
result havi Breviously been scrambled using different functions, or for
the data to be an internediate result and for the internediate result

then to be duplicat ed as . an addi tion process, 30 with the internediate
resul t havi‘hg previousPy th&en Vet ed“B8i A§tEI FraT&Re feRI¥®nss This
advant ageoultsigried mekessét qidssiddre f 6unopebaki ons swirtvdihe batgrnediate
result (squalidig.; 2ddidd O E Cndn 58cgefg?dg 28780 ation process.

15 The data may thus be a message but may also be
intermediate results which are obtained by carrying out
a computation process, or else data which is stored in

the data storage medium.

20 The data to be scrambled is preferably a message which

is to be encrypted.

It is also possible to provide for the data to be an
intermediate result and for a subsequent squaring

25 operation to be carried out as a multiplication, with
the intermediate result having previously been
scrambled using different functions, or for the data to
be an intermediate result and for the intermediate
result then to be duplicated as an addition process,

30 with the intermediate result having previously been
scrambled using different functions. This
advantageously also makes it possible for operations
with the intermediate result (squaring, addition, etc.)
to be made secure.

35
In particular, the invention provides for the function
scrambling to be provided in the form of encryption by
means of modulo operations in which the message M is

used if there is a “1” in the exponent d, and for the



'35 In particular, the invention provides for the function scranmbling to be
'provi ded in the formof encryption by neans of nodul o operations in which
-the message Mis wused if there is a "1" in the exponent d, and for the - 5
nmessage Mto be varied using a different function for each use. According
to one advant ageous refinenent of the i nvention, the nessage is

scranbl ed byeaddigrg 12 tacter Jdr1ed Muksnthe @%%%éﬁgn m@ﬁﬁ@t&%nnq%ﬁhave a

different value for each i, to the nessage M for ea use
Power s of tﬁ@cﬁeé@&ge M may al so occur a nunber of times in other
cal cul ati on net hods to which 10 ri*n is then added for each use. A

further i securlty is.achieved if the B nodul us n is multiplied
by a cons{rgn?\ég |g k,"3nd°PF LIATFRISHBYUI & diaemasn wPEh e nodul us
nis 15%ar nnyancmtononlt;hd atlmsage nte tsheralrrm:tl@rdm@ a&@dilﬁgubt $|aca;rc& t?ent

| i kew se scianbl V, | 1 | ai ned in the oW ng tex
with ref eregr;cg[i?t gﬂaﬁ-%%eﬂrré}; rﬁé‘&h?ﬁ%w F’r%lr?tref ollr)l ASaul ?V%anijﬁ% FETEEE i on.

W thout anyVReéseri éPifoneﬁﬁhgeher atot ythei méssassured fdmt daug mocd ar

tiat calcul Ne r a Y. g Y =
gxgggez :(rjl1 {Lﬁg I:lecfiarl nfgi“g%eér a??ogﬁ\%l ?%gt%églﬂt g@%ﬁaﬁee gggﬁ?t %as wel I
as a mul ti plPPERET o thyF IS 25 neb885e M lad addan aretedsi themdiich a ' 11

ind, aed ar;squbsitigeopedasdofow chhgsknt ernediate result is carried
out if there is a "0". According to the invention, a random nunber r is

first 30 of all chosen, and the product r*n is formed, for the encryption
process. Tha époimtt i anbonvpmenessir heecustiakt i blha eS@dari g t@Rer at i on,

in which thﬁo@ﬁfggch ﬂgwhdfkfﬁg¥%ht8ytgeéégé m%nf%ctresﬂlt z Inforder to
- a further modulo operation with the modulus n is
15 carried out only later, since the intermediate results

are then likewise scrambled.

The invention will be explained in the following text
with reference to an exemplary embodiment for modular
20 exponentiation. Without any restriction to generality,
it 1s assumed that the modular exponentiation is
calculated in order to form an encrypted message
Y =M mod n in that a squaring operation with the
intermediate result as well as a multiplication by the
25 message M are carried out if there is a “1” in d, and a
squaring operation with the intermediate result is

carried out if there is a “0”.

According to the invention, a random number r is first
30 of all chosen, and the product r*n is formed, for the
encryption process. The exponentiation process then
starts with a squaring operation, in which the product
r*n is added to the intermediate result Z in order to
calculate the expression (Z*(Z+r*n) mod k*n), where k
35 is an integer, instead of Z*Z mod n. In the situation
where the exponent, that is to say the secret key d,
contains a “1” at that point, this is followed by a
multiplication operation for which, first of all,

(ri*n) 1is added to the message M, that is to say



,calculate the expression (Z*(Z+r*n) nod k*n), where k 35 is an integer,
instead of Z*Z nod n. In the situation where the exponent, that is to say
-the secret key d, contains a 111" at that point, this is followed by a

mul tiplication operation for which, first of all, (ri*n) is added to the
message M that is to say M+ ri*n is f®rmed and (Z*(M+ ri*n) nod k*n)) is

cal cul at ed tead of .Z*M The procegs passes  through this |oop
until all t e§rd| git's i1 t h 5@8?& rifgy ﬁg Z Mhéeh: prbE g D t h 1S bei ng
i ncrenment edcbyculetfesr ttheteexit ofil tifinadion p]r.‘rm:egs:dd‘esaacfpam The

result is alx—_ﬁS}o'lIBﬂ “t:r‘.{ guggggaflgﬁetrlfogﬁpete}ﬁ:a&?? ae?ogﬁgti&aeti 0

process. As a resul haracteri’s tro

i nt eger mul kKepl élaMe tb\%erhoﬁmggs'@@dt heitds sadeeiviglobscnemenheadgbyt He
result, =an %&ertsué)nnéy@hnﬁattl@lqca%rbrpepf&ééeguq'ﬁd é’%él’boegs ny fyobl ens,
resultl ng in the advantage that the nmessage M can no | onger 3t ai ned
by anal ysi sTEFUthe TRir PO r B8PoAsr BfUEHE BT L@ pCO@pﬂi@§1§UCC@§Slaﬁe
processi ng eppbakh®Astadnt Reod®ssage are no longer correlated and it is
thus inpossible to identify an identical, repeating pattern. Furthernore,
during an analysis process, it is now 20 virtually inpossible to

di sti ngui shAa aultesllitadf ohhepehatraan eiriGnia sthet | tigeopedatiion, ch' nce not
only t i gherimedi | Z hut SO rocess nmessa

changeh"lebn eg%:lh oper%lleoﬁﬁi% Eﬁe diu?{ ]Bé{iulg gﬁerrﬂ%ﬁgﬁgi %sult
and a fact ofORRI &P schanget ther r@saﬂetd wlnhepctteamseomh@ucﬁlmr ged tﬂrnis only in
a mltipligahi o OQ%E%BG‘&'&e@UtwﬂﬁQutn a%ysqi:!?%g@gms()pefééu?g fiyy ther

i mprovement in security can al so be achi eved in {hat security-critical
conput at i ont Beraa‘ilY%’éag%z)t%?cﬁ%vé‘e&S@@rereMatF@ﬂ beP weleingeande (z) are

split intookeapHedt 9y eRENaldiensodl (Be ard @2 9LE2bbnss0 of the

15 chip, since successive processing operations on the

an

message are no longer correlated and it is thus
impossible to identify an identical, repeating pattern.

Furthermore, during an analysis process, it is now
20 virtually impossible to distinguish a multiplication
operation from a squaring operation, since not only the
intermediate results Z but also the processed message
M + r;*n change 1in each operation, and a product
between the intermediate result and a factor which is
25 not correlated with it are thus formed not only in a
multiplication operation but also in a squaring

operation.

A further improvement in security can also be achieved
30 in that security-critical computation operations £ (z)
which have a correlation between z and f(z) are split
into computation operations gl(z) and (g2f(gl(z)), so
that gl(z) and g2f(gl(z)) are not correlated with one
another. gl(z) and g2(z) are in this case suitable

35 scrambling functions.



.that .gl (z) and g2f(gl(z)) are not correlated with one another. gl(z) and
g2€z) are in this case suitable 35 scranbling functions. Patent Cains 1.
-Data storage nmedi um having a sem conductor chip which has at | east one
menory in which an operating 5 progra_m%s_ stored which contains a nunber of
comands, wth each comand produci ng signals which can be detected from
outsi de the sem conductor chip, gharactey,i in that the data storage
mediumis designed to use different |uu§¥%§ﬁ§ to scranble data 10 which is
used nore than once for a calculation process. 2. Data storage nedi um
according to.cl abacd, sebasget ddzath i Rathal the é@ﬁi%&rﬂi&@co??r%m ed
conpri ses thﬁ.ﬁgsggge tg bf encrypted. 15 3. Data storage medi um accordi ng
to claim 1, "“Ehdr &%er Pred 35t nQRS HBSHAFY ddedWPEChn dTht EPREATANS

resul t, 5andpEOSubmecitserEttcsmtah rd:hmgcnpebat'gansi % irfuthS@rl 6ﬁr Bofinadds, |

mul tiplicat] pr S, W the internediate, 20 result, having previously
been scranb%gghusgﬁgﬁdi 3%5%(? A OTY ST PE 55 st BPLGR Punﬁﬁbcording
to claimi1,dethatcadt erifzeth i n auiatidehe dat@ usedmisoaductber medhape 25
result, and ' : iate r l.t i ub en plicated as _an

addi tion prcé)lggi,s?&sll,:E\E/av?ltfL tqhetl?ll np%zllrértr:edi%’}ez r‘zfﬁ'%’t %g%//}f%ggpr@@lgéﬁgll y 'Been
scranbl ed YRFRGNELS i e ef ubkE feorent 3¢ WwictBams stor apyamieimdaceor di ng
to one1of tdeichresedsBa fbakeMhaghanaet hzed dat dhalc it Hal s at i on
conprises an encryption process by nmeans of nodul o operations, 1n which
the nessage Mis used if thereis a "1" in the exponent d, and the nessage
Mis varied2.35 nstag astbhfdes entmddingt i oacterdeagh use. &1d3ata storage

”Ed'u”]accoégéchEgrggngfjﬂpe that the data to be scrambled

comprises the message to be encrypted.

15
3. Data storage medium according to «claim 1,
characterized in that the data used is an intermediate
result, and a subsequent squaring operation is in the
form of a multiplication process, with the intermediate
20 result having previously been scrambled using different

functions.

4. Data storage medium according to claim 1,
characterized in that the data used is an intermediate
25 result, and the intermediate result is subsequently
duplicated as an addition process, with the
intermediate result having previously been scrambled

using different functions.

30 5. Data storage medium according to one of the
preceding claims, characterized in that the calculation
comprises an encryption process by means of modulo
operations, in which the message M is used if there is
a “1” in the exponent d, and the message M is varied

35 using a different function for each use.

6. Data storage medium according to one of the
preceding claims, characterized in that a factor ri*n

is added to the message M for each use i(i = 1..k),




.preceding clainms, characterized in that a factor ri*n is added to the

nmessage Mfor each use i(i =1..k), - 8 where r is a random nunber and n
.is the nodulus. 7. Data storage nedium according to claim®6, characterized
inthat ri is the sane for all i. 5 8. ta storage nmedium according to

claiml or 2, characterized in that the calculation conprises a nodulo
operation i i.ch t:he qxgglr f e e used ith these powers
of the nessgg\eéqgeit}n&%vgfi e d%fg nl%&neggrga%%?%f ei?sl”eﬁrth? ur?l%cglil%\%sfor each use. 9.
Dat a storage nedi um according to one of the preceding clains,
characterized i npghat tBeopRIHE! Ushdyibs "MUddJUdied; bycg consiapt factor k
and a further 15 nodul o 8_pergati on ils carri eﬁo&?%with t he rr%)%l us6a£n. 10.
Met hod for FREFECtEdH a5 décrtdrtdatiaien thet samet doxg@ldedi-a having a

sem conductor chip which has at |east one nenory in which an operating
programis 20 stored whjich contaipns a nunber_of commands, wi_th each
command pr oduci n&a PgnBF8r &BFcH e 3FSCECEEG f FBMC AR de Phe 2-

sen conduct chachicherdhadactier i zgtat n that cdatalwhich | sonped gy e 4 han
once for a l.cul at i on rocess i.s. scranbl ed using.different functions. 25
11. Met hod %@ggllri i %trc?tc Ogll rﬁsrid"fﬁlc%ér acter?7ed”i %f tRS "FRESER £4% be
scranmbl ed cuAgdi seslBhmddwage whwels ieft dHse mResppeedoeBly 1Xamisdhod
accordimng tQsehgl B ¥A.f FAVACIRIHASG Moot Nl NEsdata used is an
internediate result, and a subsequent squaring operation is in the form of
a nultiplication process, with the intermediate result having previously
been scranbbed usiate diftfared mRafwnctaedsralsdg Mebhodnacceyedi nhd o claim

10, characterized.in . . .
preceglng claims, characterized in that the modulus n

is multiplied by a constant factor k, and a further
15 modulo operation is carried out with the modulus n.

10. Method for protection of secret data in data
storage media having a semiconductor chip which has at
least one memory in which an operating program is
20 stored which contains a number of commands, with each
command producing signals which can be detected from
outside the semiconductor chip, characterized in that
data which is used more than once for a calculation
process is scrambled using different functions.
25
11. Method according to claim 10, characterized 1in
that the data to be scrambled comprises a message which

is to be encrypted.

30 12. Method according to claim 10, characterized in
that the data used is an intermediate result, and a
subsequent squaring operation is in the form of a
multiplication process, with the intermediate result
having ©previously been scrambled using different

35 functions.

13. Method according to claim 10, characterized in
that the data used is an intermediate result, and the

intermediate result 1s subsequently duplicated as an



;that .the data used is an internediate result, and the internediate result
i s-subsequently duplicated as an addition process, wth the internedi ate
.result having previously been scranbled using different functions. 14.
Met hod according to one of claims 10 tag 13, 5 characterized in that the
cal cul ati on conprises an encryption process by neans of nodul o operations,

‘in  which thediressageoMdssysediich tdes eihsemediakl thesueXpaaertgd, and
t he nessage_M.is va usi ng ifferent fu ctlon for each use. 15.

0
Met hod acco?ﬁ?ﬁéoFoﬁgneegp S H%Hfﬁ'ﬁﬁlf@ Sterf Wt 9T hat t he

cal cul ation conprises a nDdqu operation in which the powers of the
nmessage areqguse h of nessage. bei ng .varied,_15 using
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17. Met hod accordlng to claim 16, aracterized In IS thé 'sane for
all i. 25 18RiRBt k6@ d&%%ﬁ%ﬁ%thd%rﬂéﬂ%@ éfaithero t%) @7 “l”chamac'herl zed in

that the nvéﬂbuﬁeﬁtISdWU|éh§||€Hemeéss§9€Stﬁnt skactar kg aﬂglﬁ fugt her
nodul o opergt%ﬁn s, Earrled t with the nDdqus n. 30 19. ﬁb
according t BYOFCcFEPAE P8 £6T182Chc g act eri zed in that

securi flp- crltlcal conputatlon operations f(z) which have a correl ation
between z apd lh@ﬁ b tatlo ration
(g2f (gl (2))," 50 t% z 8 ?ézf%8|(z?f aP% noieTas gprelgtegQMAth one
anot her. c aracterlze 1n that the calculatlon comprises

modulo operation in which the powers of the message are

used, with these powers of the message being varied

15 using a different function for each use.

16. Method according to one of <claims 10 to 15,

characterized in that a factor r;*n is added to the

message M for each use i(i = 1..k), where r; is a
20 random number and n is the modulus.

17. Method according to claim 16, characterized in
that r; is the same for all 1i.

25 18. Method according to one of claims 10 to 17,
characterized in that the modulus n is multiplied by a
constant factor k, and a further modulo operation is
carried out with the modulus n.

30 19. Method according to one of c¢laims 10 to 18,
characterized 1in that security-critical computation
operations f(z) which have a correlation between z and
f(z) are split into computation operations gl(z) and
(g2f(gl(z)), so that gl(z) and (g2f(gl(z)) are not

35 correlated with one another.



