ATTORNEY DOCKET NO. 126278. 00702 METHOD AND SYSTEM FOR GENERATI NG A DYNAM C
VERI FI CATI ON VALUE BACKGROUND OF THE | NVENTI ON [ 0001] As net hods and
devices for engaging in financial transactions have increased and expanded
into new horizons, age old problens such as fraud and counterfeiting

persist. In fact, as applications and devices are devel oped whi ch nake

credit oradehlineyDasedr hoansaebi7ons a nore attractive and readily avail abl e
alternative to cash, fraud and counterfeiting activities have seen a
proportionate increase. [0002] In order to protect financial institutions,
consurrers and nmerchants fromthe fraudul ent use of transaction cards, the

i ndustry has devel oped Bﬁﬁq“ﬁ rg %%T'ﬁ‘flﬁdfw ‘f‘?ﬁb ed to reduce
fraud and counterfeiting su& Nﬁ@? h@@g@féégﬁﬁﬁgbgi ver-layers, and
wat er mar ks. Nonet hel ess, na S é&b

roving to be | ess
effective as financial transactions are increasingly being conducted in a

W reless environnment. Siml Ab b $' I i nts are increasingly
bei ng enployed on electro ; sical plastic cards,
the ability t t echni gues ,such . as a custoner.signature.or hol ograns to
verify a partyoUtAT asppeliedian RS fodtraeing ™ Butid HFARTOLS MRtORSTH 78
the primary sources of fraud which is prevalent in the credit card industry
is ski nexpgdediie pevy Berasogs.tage pileprellens sushiae frawhandrrguperfeiiag pepigh dn fashaet i ¢
stripe data to create counterfeit cards. Early skimmng was difficult to

hi de and apelbjitivedarcuddyires ane deglippdrevitich Bske credidior debit dated alnmedctigys mawore
becone nore sophisticated, so has the technol ogy used by skimers. [0004] In

addi ti on,atiRRWE MdRadify HKIAER NErRANE tARRE AR  anf bR M LactiviliecO Rgvd 364 ance
arsmall bug was inplanted in a termnal, and left in place for weeks to

col l'ect B8lsteqfcgarLd nunmbers before being renmoved to harvest the
coIIectiUgaggrﬂééht%: | so, one of the nore insidious

[0002} In order to protect financial institutions, consumers and merchants from the fraudulent
use of transaction cards, the industry has developed and introduced many features designed to reduce
fraud and counterfeiting such as holograms, special over-layers, and watermarks. Nonetheless, many
of these features are proving to be less effective as financial transactions are increasingly being
conducted in a wireless environment. Similarly, as financial instruments are increasingly being
employed on electronic devices, rather than physical plastic cards, the ability to use techniques such
as a customer signature or holograms to verify a party to a transaction is becoming less available.

( [0003] One of the primary sources of fraud which is prevalent in the credit card industry is
skimming, which refers to the electronic copying of the card’s magnetic stripe data to create
counterfeit cards. Early skimming was difficult to hide and required cumbersome equipment. As
credit card technology has become more sophisticated, so has the technology used by skimmers.

[0004] In addition, new forms of skimming have appeared. For example, in one instance a
small bug was implanted in a terminal, and left in place for weeks to collect hundreds of card

numbers before being removed to harvest the collective card data. Also, one of the more insidious



ATTORNEY DOCKET NO.: 126278.00702 fornms of skimm ng involved |ine tapping
wherein the comunication |ines between the termnal and the credit card
i ssuer is tapped and the card data extracted fromthe communications string.
One of the nost sophisticated exanples of |ine tapping involved skimers
renting an office next to an issuers regional data center and tapping |lines

goi ng to aherRNEFURICKEONPUtIesSs.00Fe tapped lines were redirected through a
conputer on the skimrer's site. Conpounding the problem the skimers were
able to renotely access their conputer thus permtting the skimers to

harvest the credit card nunbers froma renote |ocation. By sone estinmates,

ski mm ng i I 1.NSL ] ni .1 r
annual 1 y. Dy PBRE Rlont Thl Lblng W el #inu e e3P} P Hhfund
skimed card wll _engage in at |east $2,000 in transactions before the fraud
i s uncoveﬁ?‘Ealfe‘i‘[‘ SO s W%@n#&eﬁ@&% %gmt?ﬂi)framgwewm%?ﬁﬂaﬁ Tihieg iy of
magnetic stripe based transactions. This is because the magnetic stripe,

whi ch is e arstsophistippsedherainpdds o line depping invelvedhsldmmendrestieg as ofico apxtde ynof
data on three separate tracks, is a passive nedia. In other words, the
digital wonrtsaogiond ditheemagnetippirgtiinepgoicgio theisper E@apdtsrs. cOd tephedWinehotte any
di fference between the copy and the original. Largely, this feature is

relied upRBirdciedR@uiHl ﬁaﬁﬁou&@gna{ésﬁm«ﬁ%,érisraﬁe.t@cﬁlmﬁ&ih?ﬂﬁpaﬁle%,mislaﬁnméyi wéral e
terminal is sinply fequired to read the data present on the magnetic stri pe.

[ 0006] Olzﬁaleo [0 Itenl%tﬁ%l; '::1&:%59’ thgﬁ‘%tgﬁllpggéhe u&%@nﬁhk@ﬁ?{lg gl({)i %rp % R%r@gs? %ee&eélﬁ ce{rgr

the consunmer to closely noni erea eir transaction card.
This will allow the consunmer to prevent the. card from bejng sw ped through
i nappr opr‘?%@r#&ﬁ‘ & EFnolg|gGaipey | ya%mﬁasaﬁmscsig{lwﬁéoe% P@&PF@%@UUC@%E@@M ve
and-bring the prom se of quick transactions to current paynent environnents,
the cl asefi @llivks phidpldprp roblalyh dowtbermure rigmgi indnsiry anplysts deve citimagednibpietashs
envi ronnment the opportunity to skimmagnetic stripe data is nore preval ent.
In a wirelk@ascetari MO BBk irfat PakESN, 008l in Sikhsatmkuns hefeke the diaud yisiceadrddy possess

the card to be skimed nor have access to any of the physical equipnment

(e.g. [0005] Skimming is predominantly a phenomenon afflicting magnetic stripe based
transactions. This is because the magnetic stripe, which is placed on the back of a transaction card
and stores a variety of data on three separate tracks, is a passive media. In other words, the digital
content of the magnetic stripe can be perfectly copied, without any difference between the copy and
the original. Largely, this feature is relied upon in legitimate magnetic stripe transactions as a point
of sale terminal is simply required to read the data present on the magnetic stripe.

[0006] One of the primary means by which skimming can be prevented is for the consumer to
closely monitor the whereabouts of their transaction card. This will allow the consumer to prevent
the card from being swiped through inappropriate devices. However, as magnetic stripe contactless
cards evolve and bring the promise of quick transactions to current payment environments, the
classic skimming problem comes along with it. In fact, in a wireless environment the opportunity to

skim magnetic stripe data is more prevalent. In a wireless environment, a potential skimmer need

not physically possess the card to be skimmed nor have access to any of the physical equipment (e.g.
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-2 PT.0!50850 v5 (384CrN5!.DOC) ATTORNEY DOCKET NO.: 126278.00702 PCS
termnal, comrunication lines, etc.) which is required for skinmng in a
wire based environnment. A skinmmer can sinply, and w thout know edge of the
consuner or nerchant, intercept the wireless transaction and copy the data
being transmtted fromthe card to POS term nal. [00071 Nonet hel ess,
magnet i ¢ STTORMEYJHICKEAND.: nagnedd7e2 stri pe paynent applications are

i ncreasingly being deployed on integrated circuit cards or simlar devices
whi ch have processing capabilities. Accordingly, what is needed is to
dynami cally generate a verification value for each transaction which can be
used to apbhephiifat %orhﬂﬁnfcﬁﬁdhsﬁﬁésl AUk) W @%@ia%oi%mkmmﬁfgtnleatweatoasfea of

t he paynent service W | S|gn|f|cant y reduce the opportunity for sklnnlng
SRR R R e N
not be useful conducting further transactions since the skinmed
verificath BWI‘&?%P%%“]S%“WB@“%?HY& h¢ gate beips Bgtsatited o SRS OSOMMBRY OF THE
| NVENTI ON [ 00081 The present invention describes a system and net hod for
dynam cal |y gef@dAtNogthalesy endghetastiips dvtaland nhagnetve stripy ipagmet expplitahierst 4r¢i t y
of a paynent service deployed on a paynent device, such as an integrated
circuit cimedhdingdpbélng @gslbyeliciEinicpRtdaayoBintarsLoVdiMbar devites Whzithal ®ip@cessing
transaction. Wth each transaction a verification value is dynamcally
gener at ed.QihihRA. RAYIRIN RLCR Eéd%ml%tc?narﬁﬂegl? kil VRICRAATRNC LR CC-
The verification val ue |s enbedded into the pa data which is
transnltted from

Gt caftisipR iR PENORR e el SpErbBpfiona e Pinienred PRbt BGHaRR
da a, wWwith the enbedded verification data, which may be in the form of
magneti c &t PRYRENE PREYiCE wilk pignificanptly redugs dhgePPpFgRIRY Bor a]élf‘@mg 8inge wayﬁ%ﬁ%atlon

net wor k whi ch _ . o
value is different for each transaction. Therefore, even if the data utilized in a given transaction is

skimmed, that data will not be useful in conducting further transactions since the skimmed

verification value is not valid for subsequent transactions,

SUMMARY OF THE INVENTION

[0008] The present invention describes a system and method for dynamically generating a

verification value for verifying the authenticity of a payment service deployed on a payment device,

( such as an integrated circuit credit card, each time the payment service is utilized in a transaction.
With each transaction, a verification value is dynamically generated on the payment device from data

specific to the payment service. The verification value is embedded into the payment data which is
transmitted from the payment device to a point of sale terminal such as a credit card terminal. The

point of sale terminal transmits the payment data, with the embedded verification data, which may be

in the form of magnetic stripe credit card Track ! and/or Track 2 data, to a payment network which

transmits the payment data to a service provider computer. The service provider computer
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transmts the paynent data to a service provider conputer. The service
provi der conputer -3 PT. 0150850 v5 (38N@DS. DOC) ATTORNEY DOCKET NO.:
126278. 00702 i ndependently generates a verification value. The transaction
i s disapproved if the service provider generated verification value does
not match the paynment device generated verification value. 100091 In an
al t er nat e AeTdrOGYIERIKET p@Ey nMepd7s odaba generated with each transaction on the
paynent device is transmtted fromthe paynent device on which the paynent
data was generated to a point of sale termnal such as a credit card
termnal. A verification value may be generated by the point of sale

term nal g@{a}j}ggér}ﬁ SERHTEN véi’?itcﬁti NN shc%n%odléag)bfb%d Y#tﬁéﬁeﬂziéegﬁoﬂ@ér”?

of sale e point of sale termnal transmts 'the paynent data, wth

the verificatian dat which may, be.in the form of magnetic. st.ri credit
card Tr ack e Btdiondglus dginbr miGhafe b e eetisP woTRA SO A IS PARTH £ ot he
paynent data to a service provider conputer. The service provider conputer

i ndependent | y 1§80 1anealtgmyienbiodisang paymenialatatgsacrated i Heeach Arapsciensepie oved
if the service provider generated verification value does not match the
veri fi cat paymevalevee gparmesatted from thégaypennteviot os atheh thegrayimesd daty Vi3 boderafrto
present invention may be used in any transaction in which nagnetic stripe

Track | apdhrsaie aekindl dh as Mrkdit &8d RxEHANFeteriieliorAYud iiPebeienérie @by Bee
i ncludi ng contact-based interfaces and wireless interfaces. BRI EF

DESCRI PTI }g}ht% s 1@%%%%{%0%%?&%%@@%%% &ﬁltailpe%lr\?i{tl}lih Eheaﬁgnt of sale

ag:lvant ages of the e . S O ! e pl’ esent Inventi O!’] W e ‘appar ent .
o i s 7R LBR SRS 2R BRER S S5 SRR 1

“ be in the form of magnetic stripe credit card Track 1 and/or Track 2 data, to a payment network

which transmits the payment data to a service provider computer. The service provider computer

independently generates a verification value. The transaction is disapproved if the service provider

generated verification value does not match the verification value generated on the point of sale

terminal.
[0010] The present invention may be used in any transaction in which magnetic stripe Track

1 and/or Track 2 data will be exchanged over any type of interface including contact-based interfaces

and wireless interfaces.

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] Aspects, features, benefits and advantages of the embodiments of the present
invention will be apparent with regard to the following description, appended claims and
accompanying drawings where:

[0012] FIG. 1 depicts the method of creating an encrypted data block for use in the present

invention.
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[00121 FIG | depicts the nethod of creating an encrypted data bl ock for use
in the present invention. -4- PT: N 150850 v5 (38#(d0O5LDOC) ATTORNEY DOCKET
NO.: 126278.00702 [0013] FIG 2 depicts a nethod for generating unique
derived keys fromdata residing on a paynent device. [0014] FIG 3 depicts
a nethod for extracting portions of an encrypted data block for creating a
dynam c carpbrueriDiicgat Non 1vahs@reccordi ng to the present invention. [0015]
FIG 4 depicts an exenplary record format for use in an enbodi ment of the
present invention. [0016] FIG 5 depicts an alternative exenplary format
for use in an enbodi nent of the present invention. [0017] FIG 6 is a

fl owchart of frekr tJl Lz ] reat :

veri f1cati on yaloL TRy SauREhy PEURL dep bl DNRR AR K A5hE e on
flomchart of an alternate nethod of ut|I|2|ng a dynam cal ly created

verifi catPOMYUESt 0 aut henticate a transaction. DETAILED DESCRI PTI ON OF
THE | NVENTI ON [ 0019] Before the present nethods are described, it is to be
under st ood t hdPO4hiFdGi Idepirts aonethed fonettrapting nogipng @faﬂlwgcrpj@tpddaémla@kforcreatmg

met hodol ogi es, devices or protocols described, as these may vary. It is

al so to bedwacércidadifichtédn tdhe dcesrdinpod thg)pressmdnwiantibﬂne description is for
the purpose of describing the particular versions or enbodinents only, and

is not int endqdots& Fid nd aeplia§m§é$&ﬁm%la93f/ réb e OIS ﬁﬂtuse inenttoain b Cie Wekdnt be
limted only by the appended clains.” In particular, although the present

invention,

[0016] FIG. 5 depicts an alternative exemplary format for use in an embodiment of the
presernt invention.

[0017] FIG. 6 is a flowchart of a preferred method of utilizing a dynamically created
verification value to authenticate a transaction.

[0018] FIG. 7 is a flowchart of an alternate method of utilizing a dynamically created

verification value to authenticate a transaction.

DETAILED DESCRIPTION OF THE INVENTION

[0019] Before the present methods are described, it is to be understood that this invention is

( not limited to the particular methodologies, devices or protocols described, as these may vary. It is
also to be understood that the terminology used in the description is for the purpose of describing the

particular versions or embodiments only, and is not intended to limit the scope of the present

invention which will be limited only by the appended claims. In particular, although the present

invention is descrtbed in conjunction with financial transactions, it will be appreciated that the

present invention may find use in any electronic exchange of data.
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invention is described in conjunction with financial transactions, it wll
be appreciated that the present invention may find use in any electronic
exchange of data. -5- PT. #1508500(38#(r 051DOC) ATTORNEY DOCKET NO. :
126278. 00702 [00201 It nust also be noted that as used herein and in the
appended cl ains, the singular forns "a", "an", and "the" include plural
reference unless the context clearly dictates otherwise. Thus, for exanple,
r ef er enceATDORNEYKBYCKETSVOR I2ef7en@mnze to one or nore keys and equival ents

t hereof known to those skilled in the art, and so forth. Unless defined

ot herw se, all technical and scientific terns used herein have the sane
meani ngs as commonly understood by one of ordinary skill in the art.

Al though any nphgds rrﬁlkt”ali&‘%e Wred ;A{ A’sﬂ%@d‘ﬁer&ﬂ HAQ xfﬂae%gﬁ&{deﬁ%ﬁ ifE R Qnétﬁ'zﬂ be

used in the practi'ce or test |ng 0 odi nen present 1'nvent

th f d..et.hod : . t d_h
are | nor BOTAI Ra By P dhenREORBOR AgoRaretniest I b ERRal ol g R

adm ssion_t hat the nvention is not entitled to antedate such discl osure by
virtue of This &y et‘%ﬁﬂ?%ﬁ“c‘[ ©o2 key Genarfarense torope opmeksdsys il stirsatsphasides
met hods and systens for dynamcally generating a card verification val ue
for each kweanngadtoseskilieudn fherartusrid sofently $nless defaled ®titeowiseailftgchhicaltand haentific
paynent service is authentic and has not been skinmed. The dynam cally

gener at edtefag ﬁ%edH@ﬂéianaG@fhle@ﬁlné/ﬁiehhﬂn I Rlcemppdlytddaeiosit By afe dthedingtS WM in ite
generated on the paynent devi ce, edded |nto t he paynent data, and

transm ttgd Al‘ﬂto@g g(gdfs%ﬂllu@artote&{/ﬂl%?ént tg I sBRedib&] H%ﬂ%rl?%aztﬁgg%d\r}?t?%gracnce

paynent data is rom a eV|ce a verl

generated t he. ve t|on i :
rgeddeq PLsTERE eﬁé@fﬁeﬁtw b P isG e i WrsT M. agrav st Es L oAy

the point of sale termnal is interpreted as si aynent data (e.gqg.

st andar d Pebjsetans meptiensd harelicre incorpeatse brre:ieremzngla{t@p%et%ﬁto errortviyeditfed

admission that the invention is not entitled to antedate such disclosure by virtue of prior invention.

[0021] Generally, the present invention provides methods and systems for dynamically
generating a card verification value for each transaction and for utilizing such value to venfy that the
payment service is authentic and has not been skimmed. The dynamically generated Card
Verification Value (referred to herein as the “dCVV™) is generated on the payment device, embedded
into the payment data, and transmitted to a point of sale terminal. In an alternate embodiment,
payment data is received from a payment device, a verification value is generated by a point of sale
terminal, and the verification value is embedded into the payment data.

[00622] In an embodiment, data received by the point of sale terminal is interpreted as simply
payment data (e.g. standard magnetic stripe Track ! and/or Track 2 data without an embedded
dCVV) by the point of sale terminal. The point of sale terminal passes on the received data to a
payment network which, in turn, passes the data on to the service provider. If the service provider
determines the transaction is one for which a dCV'V is required, the service provider independently

generates a verification value. If the verification value generated by the service provider does not
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dCwW) by the point of sale termnal. The point of sale term nal passes on
the received data to a paynent network which, in turn, passes the data on
to the service provider. If the service provider determ nes the transaction
is one for which a dCW is required, the service provider independently
generates a verification value. If the verification value generated by the
servi ce provorhdy DoaETat: 126688F029 15 03 50 v5 (78@®5!. DOC) ATTORNEY
DOCKET NO.: 126278.00702 match the dCWV received fromthe paynent device,
the transaction is identified as potentially fraudul ent and di sapproved.
[0023] In an alternate enbodi nent, data is received by the point of sale
term nal i -

o mal BB HESS i L AP POk SV IReA R, BSIRIANE sgorply,
to a pay mhlch in turn, passes the data on to the service
prOV|dernF$ﬁ@ﬂmi@F&$8 PEFSYi der i ndependent |y generates a verification
value. |f the verification value generated by the service provider does not
mat ch the dCW0PRHeingedltgrpgpembedipentndatots recgived bethgippiat of saledermingd aedie ticdn i s
identified as potentially fraudul ent and di sapproved. [0024] For purposes of
t hi s appl beét paint oftshie tdreuimal topayeretet vehefidatietl vatxal Thepeminofuale tehermat passes on the
conprising a mcroprocessor which may be used in a transaction or data

exchange ageidesddid ayﬂ@ﬁt&ieﬂNorWth{n duinThdskGhd §ia 8 RARAbdrtike P:fovfdl&e The

f or egoi ng, "paynent eV|ce shall include an integrated circuit card (also
cormonl y WY 3vid8r in e?lﬁgéenegat%%m% 1Ycz§%¥1 Qfalug dl? %e Vlél'l ﬂgatitoﬁ IVQIB?T%Q}%MU% by
per sonal di gl taI aSSIS ant e ronic device,

0025] For, pur oses his ap I|c cont Ies "wirel ess' al |
e any P GY G2 Ron oG gt Hor G ¥ Fee Aat pB%@WsManal ha

protocols, in mhlch data i s exchanged between two deV|ces wi t hout the need
for the dewsediontipidertifisyaspeentigllydeugnlent andidisaprievadi i ti ng t he

[0024] For purposes of this application, the term “payment device” shall mean any device
comprising a microprocessor which may be used in a transaction or data exchange as described
herein. Without limiting the generality of the foregoing, “payment device” shall include an
integrated circuit card (also commonly known as a smartcard), a memory card, a cellular telephone, a
personal digital assistant, a mobile electronic device, or a computer.

{0025] For purposes of this application, “contactless” or “wireless” shall mean any
communications method or protocol, including proprietary protocols, in which data is exchanged
between two devices without the need for the devices to be physically coupled. Without limiting the
generality of the foregoing, “contactless” or “wireless” shall include data transmissions by laser,
radio frequency, infrared communications, Bluetooth, or wireless local area network.

[0026] For purposes of this application, the term “payment service” shall mean any
application deployed on a payment device which causes the exchange of data between the payment
device and any other device or location. It should be appreciated that “payment service” is not

limited to financial applications.
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generality of the foregoing, "contactless" or "wireless"” shall include data
transm ssions by |aser, radio frequency, infrared conmunications,

Bl uet ooth, or wireless |local area network. [0026] For purposes of this
application, the term"paynent service" shall nmean any application deployed
on a paynent device which causes the exchange of data between the paynent

devi ce angrarweQiDaekrdew. G808 od:@cation. It shoul d be appreciated that
"paynment service" is not limted to financial applications. -7- PT_ H

150850 0 (38# 0S!. DOC) ATTORNEY DOCKET NO : 126278. 00702 [0027] For
pur poses of this application, "paynent data" shall nean, with respect to

financial applg ions thosg. data.el.enents u . he pa nt service,to
execute a tra @%@ﬁ&%ﬁ@”ﬁﬁﬁS&ﬁPﬁapﬁéﬁ @%tp¥EWH§%? ﬁﬁﬂh@?ﬁ*W%F%ﬁ@%ﬁ?ﬁBﬂE“ﬁny
necessary data el enents exclusive of the present invention. For exanple,
when t he $R)sAAES dops fate clements paghly the PsyPEaeriedp eXeeaiaR raRpaeEs prshwith
"paynent data" would conprise Track | and/or Track 2 data, as that is
under st oomspsyt tonen-ohanoradliraresasticsk hihl necessari data elemdnts exdusivd afdhegiresgnt iswgotomas
the primary account nunber, expiration date, service codes, and

di scr et i ofkyaniiat,avhen Baypignendatvac idByia@le6OstEpIREdisQr@iritthelin, Gaktlent data”
identification nunber or a unique identification nunber for a service

provi der . {0028k ﬁﬁhkeﬂm:ﬁ'&r”ﬁ%l%z 148, R nddRlRWY :olne b SIafie P ITEIRE Y

| ocated on the paynent device. The paynent device w al so mai'ntai n an
e e A S
increnented with each transaction. Alternately, the ATC may be decrenent ed
fromits §Hrgioarry ddkedErenmitial” veayidsafoniprisa @ Mntqug Karddeerdimcatienusiter f&§ be
a value of any length. In addition, the service provider which deployed the
paynment swevquiccdenpiitdtiomainmbear for a sgorce espalrdi ng ATC accessabl e
[0028] In an embodiment, the payment data will reside on memory located on the payment
device. The payment device will also maintain an application transaction counter (ATC). The ATC
will initially be set by the service provider to a predetermined value. Thereafter, the ATC will be
incremented with each transaction. Alternately, the ATC may be decremented from its initial
predetermined value with each transaction. The ATC may be a value of any length. In addition, the
service provider which deployed the payment service will maintain a corresponding ATC accessable
to the service provider’s computer. As discussed in more detail below, this corresponding ATC is
used to identify payment services which may have been skimmed. In an alternate embodiment, a
cryptogram, digital signature, or hash value based on transaction data may be used in place of or in
conjunction with the ATC.
[0029] Each time the payment service is initiated, a dCVV is generated on the payment
device for authentication purposes. FIG. 1 depicts the method of generating a dCVV for each

transaction according to the present invention. Initially, a numeric string of predetermined length is

created. This numeric string is created by overlaying 101 the ATC 102 over the corresponding lefi-
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to the service provider's conputer. As discussed in nore detail below, this
corresponding ATC is wused to identify paynent services which nmay have been
skinmed. In an alternate enbodiment, a cryptogram digital signature, or
hash val ue based on transaction data may be used in place of or in
conjunction wth the ATC. [0029] Each tinme the paynent service is initiated,
a dCWV i sapemrecabedkennvha@aymeot devi ce for authentication purposes. FIG
| depicts the method of generating a dCVW for each transaction according to
the present invention. Initially, a nuneric string of predeterm ned |ength
is created. This nuneric string is created by overlaying 101 the ATC 102
over the r Y
poacer N {085 otsn b B ey R R e
service or PAN 104. Thi.s nunmeric strin oncat enat ed on %he ri ht Wi t

The expi rapai s PonSaTEEs fxdiion fote S GRaSTHE! Serer o8 DOV S bduce
a concatenated value 106. |f necessary, padding characters 108 are

concat enatrednce 2 gonsatcadied valigHio. dineceseary paddingeiarasters HI8 e acneatenstetid fran the
nunmeric string 112 with a predetermned fixed length. 1In a preferred

enbodi mentight bhhs corenendted Eilud 1@ td foZmiasiuib2Be kiihg 11 2 witke o pietetemhihdidisgh 1ength.
nuneric string of any |ength may be used. The padding characters 108 may

consi st - of oBreib@RURLRLnr hib nmerIst A 19UNSR-bBYITEALE, MRS 1 LRLrid stadgrupn

both to the payment eV|ce and the service provid he nuneric strlng 112
is bisected |n 10 t 0 ,0ck B
B ock A 105 B R e Pl S Rl 8 ey f’“SlSﬁefa ] oty

result of the, encryptlon step 121 is Block C 1%? Ien th equal to Block A
- Bl ockmsTig29lup 4hat et pais e deypaipre dey iery E@@ewqewrgﬂ gk hg nppgric
re ultlng in Block D 124. Block D 124 is then encrypted 125 with a second
encrypt i otringeM2 istag:cted inge bawileckBlod equaben@B, BiBtlos R 1 €arkddiZlotlsB i b Blddeh Yt ied
129 using a decryption key 130 to
then encrypted 121 with a first encryption key 120. The result of the encryption step 121 is Block C
122 of length equal to Block A 116. Block C 122 is then exclusively OR’ed (XOR) 123 with Block
B 118 resulting in Block D 124. Block D 124 is then encrypted 125 with a second encryption key
126 to produce Block E 128. Block E 128 is then decrypted 129 using a decryption key 130 to
produce Block F 132. Block F 132 is then encrypted 133 using a fourth encryption key 134 to
produce Block G 136.
[0030]} It will be apparent to one of ordinary still in the art that the first encryption key 120,
the second encryption key 126, the third encryption key 130 and the fourth encryption key 134 may
take any preselected value. In an embodiment of the present invention, the first encryption key 120,
the second encryption key 126, and the fourth encryption key 134 are equivalent and of a different

value from the third encryption key 130. Other permutations of the encryption key values utilized in

the methodology of FIG. 1 are within the scope of the present invention.
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produce Block F 132. Block F 132 is then encrypted 133 using a fourth
encryption key 134 to produce Block G 136. 100301 It wll be apparent to
one of ordinary still in the art that the first encryption key 120, the
second encryption key 126, the third encryption key 130 and the fourth
encryption key 134 may take any presel ected value. In an enbodi nent of the
present i RyaNERDHoddRe NOL. NSt zengypti on key 120, the second encryption key
126, and the fourth encryption key 134 are equival ent and of a different
value fromthe third encryption key 130. OQther pernutations of the
encryption key values utilized in the nethodology of FIG 1 are within the

scope of the p t invention. -9- PI._.9 150850 y5 8#(, 005! .

ATTORNEY DOCKEPOREh 1 o pRESH Gngimons i i reamppe ke HAG TsaBoae rem ey
first encryption key 120, the second encryption key 126, the third
encryptio 6{2&5‘; thighencpmgon key Fupncihe frawripshergptigadiey 134 takg khe vtakis of anigee logys
uni que keys derived fromdata existing on the paynent device. Upon

depl oynenderived dlonpdatarexistirgesty theepaymentpiev son dlpion eldploymeite eadrpaymentpreondedier
with a master derivation key. The master derived key nmay be deployed with

payment sgiineRgdiby tl’&badeﬁ_fi@aqré‘l}id@-wifﬂ-ﬁ fnhbr@leR TR Ny SERMhERS deBERI ¢ nlaheSame
master derived key) or individually. Each paynent device will be

per sonal i hy §k ] |Li t 3 3 : t
e vi co. ERLLHnEAeBRNR phlokos Py, SHRBMY BolfiNE sl B hiEec iR IR
are utilized i he.preferre nbodi nent . The ,account.. nunmber, 201, .th

Scount staenke) S ihanThhS BahaS e eon TR D RORUART PRTBEPTSHTATR ¢ he
i nverse of the account sequence nunber 204 are concatenated together to
create a CHWE Keevatasg o he namenoseryiee. fdbed shaws the methednlesit Onderaing Walvgiue10
may- be padded with zeroes, or sonme other value 211, to create a string of a

pr edet er nkayedhichiarcadllib@hgthe.préfarrad qurtetisnane dhe atrodntmentber 200 gheanaatt exgatred
val ue 210 nay be 128 bits in | ength,

number 202, the inverse of the account number 203, and the inverse of the account sequence number
204 are concatenated together to create a concatenated value 210. If necessary, the concatenated
value 210 may be padded with zeroes, or some other value 211, to create a string of a predetermined
fixed length. In a preferred embodiment, the concatenated value 210 may be 128 bits in length,
although the concatenated value is not limited to being this length. The concatenated value 210 is

then encrypted 220 using the master derivation key 221 as the encryption key for each encryption

stage. The encryption utilized may include any type of encryption methodology. For example, this

PN

encryption step may utilize Triple-DES encryption. The value resulting from the encryption step 220
is a unique derived key or UDK 230 for the application identified by the account number. Two
additional keys, UDKA 240 and UDKB 241, are derived from the UDK. The derivation of UDKA
240 and UDKB 241 from the UDK 230 may take any form, including assigning the value of the
leftmost half of the UDK 230 to UDKA 240, and assigning the value of the rightmost half of the

UDK 230 t0 UDKB 241. Alternatively, the UDKA 240 may be derived by selecting alternating or

-10-
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al t hough the concatenated value is not Iimted to being this length. The
concatenated value 210 is then encrypted 220 using the naster derivation
key 221 as the encryption key for each encryption stage. The encryption
utilized may include any type of encryption nmethodol ogy. For exanple, this
encryption step may utilize Triple-DES encryption. The value resulting from
the encryptTERNEYtRIETKZZ00.:1 R6@s b ue derived key or UDK 230 for the
application identified by the account nunber. Two additional keys, UDKA 240
and UDKB 241, are derived fromthe UDK. The derivation of UDKA 240 and UDKB
241 fronrthe UDK 230 may take any form including assigning t he val ue of the

L?fgtg?ﬁétst rf%?é'ﬁﬁmg%b%%ﬁa%@% %ﬁ‘ﬂzﬁ‘%%ﬂr@?h s
e o vl 8 SE L e SHEFmBH b 338&%%%3@ hERDHER 1 he

UDK 230 while the renalnlng bits are assigned to UDKB 241. Furthernnre,
there is logthequi rement that UDKA 240 and UDKB 241 are of equal |ength.

[ 00321 Returning now to the result of the nethodol ogy set forth in FIG 1.

FI G 3 descri bj@s32]theurhinptnberto fieceelt i thg nictlipdologdl sét Gorgeindii@at e fitel déshivbesEach
ni bble (4-bit grouping) of the value stored in Block G 136 is subjected to

t wo separaawuﬂtﬁeer)aicbééﬁlg%aﬁeas&geﬂeeat@mld@\r\e ER& ¥igb1ues of; glemg ) BF pRIBIeAS
shown in FIG begrnnlng wi th"t he nost srgnlflcant i eft most) digit

of Bl ock 1 n1n|n c e ibble, . tains a

val ue ransé;?rﬁg 1r1: : 8 21:,30 e%ﬁegatlo PWO s argre \) eratlvF'glt‘ocess?S t8 ev%luer;l[e B}e Va{ 8??6 and

placed in new Numer.ic strln 305, referred to herein as hol dlng string,
by rtoncat eh%}e Agshayen iB ki a%b%emvlag With ths nasesignifjeant G l%fheom digitef Blogk G 136

extracted value, if any. The result will be that the holding string

cont ai ns aldseqamesng)feacxhaseqe@tiahni@bhgiffar pirbleerontainy sivalag ranging from zero to nine,

inclusive, that value is extracted 301 and placed in a new numeric string 305, referred to herein as a
holding string, by concatenating the extracted value to the right of the previously extracted value, if
any. The result will be that the holding string contains a series of values ranging from zero to nine,
inclusive, which appear from left to right in the holding string in the same sequence in which they
appear in Block G 136.

[0033] A second evaluation is then performed again beginning with the most significant digit

of Block G 136 and examining each sequential nibble. If a nibble contains a hexadecimal value

:',ﬂ\'

ranging from ten (A) to fifteen (F), inclusive, that value is extracted 310. The extracted value is then
decimalized by subtracting the hexadecimal value A from the extracted value resulting in a
decimalized value ranging from zero to five 315. This decimalized value is then concatenated on the
right to the right most value of the holding string 320.

[0034] Once all nibbles in Block G have been twice examined as described, the three most-

significant (i.e. leftmost) nibbles of the holding string are extracted 325. This 3-digit value is the

-11-
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i nclusive, which appear fromleft to right in the holding string in the sane
sequence in which they appear in Block G 136. [0033J A second evaluation is
t hen performed again beginning with the nost significant digit of Block G
136 and exam ni ng each sequential nibble. If a nibble contains a hexadeci ma
value ranging fromten (A) to fifteen (F), inclusive, that value is
extracted 310. The extracted value is then decinalized by subtracting the
hexadeci maTTGRMENOORSKET ot IRE@7&est7p2act ed val ue resulting in a decinmalized

val ue ranging fromzero to five 315. This decimalized value is then
concatenated on the right to the right nost value of the holding string
320. [0034J Once all nibbles in Block G have been tw ce exam ned as

descri beddcy ot @siRRh: M BluhibG M bifsma§ be bRt Mk RPIcESxGhinthGbble
hol ding string are extracted 325. This 3-digit value is the -11 PT 850850

vS (38k(~$: b0 e EQRNEF Egﬁy. : 78.:00702. or :
transacti%ﬁ@&g eera%utjﬁr%‘;@ﬁers of *bi gag%lyl\l(t?gﬂgx ?Jgecﬁ g%%n?%]%g@ﬁ/gu%wsﬁé@r@énﬁ?sﬁed
ni bble string to generate CVW for. a transaction, Furthernore,
di £ 1 er ent HIAPIED Y PO ﬁSfta*@dkFé’ ‘?’F@ﬁi‘%“s‘t@“' Shere e,ﬁnwéymg o3, BUYVES FPFRECH VY
for a transaction. The three |eftnost nibbles, however, represent a
pr ef er r edpref¢yedipmeeiment00351 Once generated, the dCW is enbedded into the

paynent data transmitted fromthe paynent device to the point of sale

term nal . The [0835) Omee @enegded) yhetdTeV Y & diibedfledsitoehd gayiienedatadrddsmite@dFear the o
the point of sale termnal as standard paynent data. In other words, the

poi nt of sah@nt dlee tEMTPARN odId teRRIaDerRR g &&i@e%tlﬁ{tm B&ni: & @1edEMVnd Svill

enbedded and where such dCwW may be |located. There’is no indication to the

point of asp%!eaer t(t) ?l{errlgorilﬁl 0 sg%tter?niga as s{a%daerg%g%geenq cfa&? qntorfhe(er C\ivaotrt%, the point of sale
terminal will not be able to determine if a dCVV is embedded and where such dCVV may be
located. There is no indication to the point of sale terminal that a dCVV is embedded into the data
received from the payment device.

[0036] FIG. 4 depicts an exemplary record format for transmitting payment data, with the
dCVV embedded therein, from the payment device to the point of sale terminal. The record format
of FIG. 4 is created by concatenating a primary account number 401 for the payment service, with an
expiration date 402, and a service code 403. In a preferred embodiment, the primary account number
401 is 16 digits long, the expiration date 402 is four digits long, and the service code 403 is three
digits long. However, the primary account number 401, the expiration date 402, and the service code
403 are not limited to being these lengths. Next, in a field typically reserved for other uses, a value is
placed as an indicator 405 that a dCVV has been embedded in this record. The value of this
indicator is known by the service provider which deployed the application on the payment device.
Next, the ATC 410 is placed in the field which may typically be reserved for PIN verification data.
Finally, the dCVV 415 is concatenated on the right of the record. The remainder of the record may
comprise additional discretionary data.

-12-
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received fromthe paynent device. 100361 FIG 4 depicts an exenplary record
format for transmtting paynent data, with the dCW enbedded therein, from
t he paynment device to the point of sale termnal. The record format of FIG
4 is created by concatenating a primary account nunber 401 for the paynent
service, with an expiration date 402, and a service code 403. In a
preferred enbodi nent, the primary account nunber 401 is 16 digits long, the
expi rat i oATHRNEYJYXKES Nour26f8g91%8 | ong, and the service code 403 is three
digits |l ong. However, the primary account nunber 401, the expiration date
402, and the service code 403 are not limted to being these |engths. Next,
inafield typically reserved for other uses, a value is placed as an

i ndi cator 405 foh3?) AtcHaMyheg; beghieihaddad ekangllaf}sfomwoﬁtrar'réﬁﬂtm.%lﬁa%@f&t
this indicator is known by the service provider which depl oyed the
applicati : : ' I - ' fiield
ah ch- ey o ARG PR BT AR R o ik SO (R R R
dCwV 415 i oncatenated on the right of the record. The repninder of the
ecord may A N dds PERAPY FEAIRA g AT popounty ey S0 06 ey Vs
(334( 6! DOC)  ATTORNEY DOCKET NO. : 126278.00702‘$0037] Alternately, FIG 5
depi ct s assdeomdthanexprasion dite fhha sérvice coderfd a it Y iRbS Adagndeariteld fonP BY veatlficgionwi t h
t he dCw enbedded thereon fromthe paynent device to the point of sale

t er m nal . datd §@5.f ratfetrad Bhbodimens therpeiataedadeyu onabeeHE! is B3 tedn @idivasng, the
account nunber 501 for the paynent service, with an expiration date 502, a

service Cgﬂﬁaé&ﬁdat@sdi\(ﬁouﬁ%its R the Jekﬁé@coﬁ@éoj;%gﬁrrxgdg%ﬁé 16R, HYPVIERdd iofr. | N

a preferr enbodi ment, the primary account nu Is Sixteen digits
thcee di gl g PR RVErTegier &Rl bty fetoRe KRR NerRieY fofet f on
data 505 is four digits lLong. However, the primary account , _
number 501, the expiration date 502, the service code 503, the PVKI 504, and the PIN verification
data 505 are not limited to being these lengths. Next, in a single data field 510 each of the
dynamically created CVV, the ATC and the indicator to be used by the service provider to identify
that a dynamic CVV has been embedded are stored in sequence. The remainder of the record may
comprise additional discretionary data.

{0038] An important aspect of the present invention is that the system of utilizing the
dynamically created CV'V allows the service provider to make a determination of the authenticity of
the payment service being utilized. This authentication step is not left to merchants, individual point
of sale terminals, or other third parties or devices. FIG. 6 shows how the dCVV is used in a
contactless environment to permit the service provider to evaluate the authenticity of the payment
application deployed on the payment device to make a determination of whether the payment
application has been skimmed. Although shown in the embodiment of a contactless environment in
FIG. 6, the present invention is not limited to such an environment and may be used for any
transaction where magnetic stripe Track 1 and/or Track 2 data is exchanged using any method or
means for communicating such data. As shown in FIG. 6, the payment device generates the dCVV

13-
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nunber 501, the expiration date 502, the service code 503, the PVKI 504, and
the PIN verification data 505 are not limted to being these | engths. Next,
in a single data field 510 each of the dynamcally created CvW, the ATC and
the indicator to be used by the service provider to identify that a dynamc
CW has been enbedded are stored in sequence. The renai nder of the record
may conprirseraddbockaTato dizsrmsetioonary data. 100381 An i nportant aspect of
the present invention is that the systemof utilizing the dynamcally
created CW allows the service provider to nake a determ nation of the
authenticity of the payment service being utilized. This authentication

step is ngh1 g?é:g%ralg)g vﬁﬁ%%@%@do@gﬁ&cmﬁd a%g%%hgﬂy@?sle?nﬁe Jﬁiiﬁ‘lﬂltﬁepa%er(?tt her

third partié hows IS use

contactl ess ironnment tao perm the se V|ce rovi uat

ot henti ofity S0 BABS Rl SiBialart BepBotmt uhbe b AT Or;f%n'%a y Beilisdt o
make a determ nation of whether the aynent appllcatlon has been ski nmed.
Al t hough $hepsyment @%@W@hﬁ&cﬁmﬁﬁ@edﬁc‘évebmlﬁwﬁeééﬂy detopsminasation tp thepant ¢

the present invention is not limted to such an environnment and may be used
for any tdlarsantldd. Whep@nnegaletdrmisd rdcpgnides aekredeiaddianras Tir the kialadhfoanats
exchanged using any nethod or neans for connunicating such data. As shown

in FIG 6o pighcrpddBRMa S8V G &%@ﬁf@hﬁ&l fohge EMYe prod RePTomPkQOAS01iNDy via a
(38#(j 051 . ) ATTORNEY DOCKET NO.: 126278. 00708 601, preferably using the

met hodol Oﬁl ygn e%?%twgl(i?(qn%atbsﬂ wi), Ekhl% sgrwce én'rosin fereo edd rrecnt OstGEﬁt}B%\éﬁnegni datg%}ﬁﬁe 5

605. Int respec exenplary recor

may be utiliz The aynent data with the enbedded dCwW | transmtted by
daya conmiRieRads o iR B Al he SORIOBTIEIE I GHAT (B TTRR! FSITAESREOTSHE

term nal recognizes the received data as in the standard format of paynent
data and pasadsssittapsaghiemorsior €4 [bhetservich erayaley t@epyieroiziegames haptbe trnsgaisn
likely via a

was not a contactless transaction, the fransaction is processed in its normal manner 630. If the
service provider computer determines that the transaction was contactless, the service provider
computer compares the ATC received from the payment device to the corresponding ATC stored on

the service provider computer to determine if the received ATC is the expected next ATC 635. Ifthe
ATC received from the payment device is not the expected next ATC, the payment service deployed

on the payment device has potentially been skimmed 640. If the expected next ATC is received, the
service provider computer will independently re-generate the dCV'V for the given transaction 645
utilizing the same process as described above. If the service provider generated dCVV matches the
dCVV received from the payment device 650, the service provider deems the payment application to

be authentic 655. The service provider computer then replaces the ATC which was previously stored

on the service provider computer with the ATC received from the payment device 660 for

subsequent authentications. If the service provider generated dCVV does not match the dCVV

received from the payment device, the transaction is potentially fraudulent and is terminated 665.
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paynment network (not shown). The service provider conputer receives 620 the
paynent data with the enbedded dCVWV and interrogates the appropriate
indicator to determne if the transaction was a contactless transaction or
not 625. If the service provider conputer determ nes that the transaction
was not a contactless transaction, the transaction is processed in its

normal manner 630. |If the service provider conputer determ nes that the
transact i 6HTOPEYEWKES NOesIg6278.i805er vi ce provi der conputer conpares the ATC
received fromthe paynent device to the correspondi ng ATC stored on the
service provider conputer to determine if the received ATC is the expected
next ATC 635. If the ATC received fromthe paynent device is not the

expect ed next [B)59] THeendIRBITRAY oBEIGY b AR HSR] iR ¥ 6 un@Bn WG cBAYERYY rAexties, Bas
potentially been skinmed 640. |If the expected next ATC is received, the

service p i der ut i i - -1 he
gi ven' 1 opSAisH FRHB 1R clbrbore, P FRSNIEHL, ok BeIRNPEEN T A YNt AL, e
service pr.ovider %energ%ﬁf scvv mat ches, t he CVWV recei ved fron1th%ﬁ§?%nent
devi ce 658°VE AETHEPVITEENY diPtieln HEME IPHENSalTSRT IIBPYiIEsh HBPn feplodye the
authentic 655. The service provider conputer then replaces the ATC which was
previ ous| gppbcasioad wopld eandigyesr thic cephvaion dergesonisua df YW €01 trénsagipas ebew fed
fromthe paynent device 660 for subsequent authentications. If the service
provi der Genkslat GtedddRbtclo@sriogitedriat Stap RS wibidvthen de setvied thnamidiebpayhent
device, the transaction is potentially fraudulent and is term nated 665.

- 14 PT_ #LrQRn8 vAiué 38aNMRlly, thPRenofdibERNaY bPMHtRd WA respkdfid 48y B(héPZanbRA3H 1

The net hodol ogy of FIG 6°discussed rh conjunction with contactl ess

transacti j not, | imted ther .For exanpl e he h may be
T zed nete PRugll o bR frf Gh@ont B e TRl hrRL SREP MG e 1
such an instang the service provider, upon deploying the application,

woul d confi gur@&%‘uén appfaeas sroe dBeydheP Hisn ey eV rR SR RREH CRR NS PUB G e

t he
sale terminal such as a credit card terminal 701. The point of sale terminal receives the data and

computes a verification value for the transaction 705. The verification value may be computed in a
number of different ways including, without limitation, using a unique transaction number provided
by the point of sale terminal, a timestamp, or a transaction amount added to a timestamp. The point
of sale terminal may then embed and/or append the verification value and additional data to the
payment data 710. The additional data may be required for the service provider computer to verify
the transaction. The point of sale terminal then passes the data stream on to the service provider
computer 715, likely via a payment network (not shown). The service provider computer receives
the payment data with the verification value 720. The service provider computer may optionally
compare at least a portion of the additional data embedded or appended by the point of sale terminal
to corresponding data stored on the service provider computer to determine if the received data is
proper 725, If'the received data from the point of sale terminal is improper, the transaction data may
potentially have been skimmed 730. If proper data is received, the service provider computer will
independently re-generate the verification value for the given transaction utilizing the same process
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—— AR

threshold. The indicator interrogated in Step 625 would then be set for
transacti ons above the threshold value. Simlarly, the nethodol ogy nay be
utilized with respect to any other transaction criteria including, but not
limted to, geographic |ocation, use patterns, or any other criteria. [0040]
In an alternate enbodi nent, the paynent device transmts paynent data to a
poi nt of AFabeNRYEyOUKEARINCsUIChz7as07a2 credit card term nal 701. The point of
sale term nal receives the data and conputes a verification value for the
transaction 705. The verification value may be conputed in a nunber of
different ways including, wthout limtation, using a unique transaction

nunber pr oy h&ﬁdoy tné’ ggg}? 8?9&19%1’&%&2 ‘ghg tlle{h?s&@llce }ﬁO\;IHéFegSe}lQr%d \%Flﬁéatmf’l value

transacti on anDun of°sale term na

t hen enbed d/ end t e verification va nd add al data ta the
payment R Ge vREE R e i G mnfﬁmlgl Ll Falinpbof R seBfirantiod
provi der conputer to verify the transaction. The poi nt of sale term nal

t hen pass@eenshie gayreens pprligaion ta be epbenisr ASc el iy B¥YigR Providshseineytery Mgy thenke| v
via a paynment network (not shown). The service provider conmputer receives

t he payneotticdall aupdiatehhd duditioarl daiacelticlowasyatvieushi2@ored he theeervice prayidey Eaheputer
conputer may optionally conpare at |least a portion of the additional data

enbedded @jth aRRAMEBSh Bita tREIvEO B RS paSRER deGiCaT Bhbsed @nEAHBERABRN 730, Hata
stored on the service provider conputer to determne if the received data is

proper 72
oy oper - “EH P AR SEAMKE o filol W*E%%%ﬁ%%’t‘b‘h o BB B b som e
proper data js.received, the service pro er wll dependent |y
r egg‘ener aPUNtH A &FTina gé‘i‘? GHnsgeionds ?%?ntiaﬁé r@v NGRS L e J(% lizing the
sa process -15 PT. 0 150850 v5 (3804051DOCC) ATTORNEY DOCKET NO

126278. 00702 a4l ekhefpregpiag poronsidgred galilkusirative ondy o738 pringiplehef §@rlv"f@é0ﬂ
provi der generated verification value matches the verification val ue
recei ved Furdier shhee pahdrbusahodifit@iohesnd chahged 4] rebdiey ®etimb drspskiNddd the art, it is

not desired to limit the invention to the exact construction and operation shown and described, and
accordingly, all suitable modifications and equivalents may be resorted to, falling within the scope of

the invention.
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deens the paynent application to be authentic 745. The service provider
conputer may then optionally update the additional data which was
previously stored on the service provider conputer wth the additional data
received fromthe paynent device for subsequent authentications 750. If the
service provider generated verification value does not match the

verifi cati bhavaldemeddei ved fromthe point of sale termnal, the
transaction is potentially fraudulent and is term nated 755. 100411 The

foregoing is considered as illustrative only of the_.principles of the
i nve%ti o%. Furt her, {'si ncg W‘Ffﬁ?éro(m@%ﬁ?l 3 gg&ltingﬁsvegﬁgatﬂ’i’avﬁg'@sfgw franspeiog; | v

occur to thag@isilghlled in the art, it is not desired to limt the invention
to the exact construction and operation shown and descri bed, and
accordingly, all suitable nodifications and equival ents maybe resorted to,
falling wthin the seegagarbase geordwompisiona first @atapailue 408 058@nd Baip3ghie dorUs1

DOC) What | L ed s A nethod of dynamcally creating a verification
val ue for %g%yﬁlgeﬁlgg%gqlf‘%)ﬁem%blgﬁ%lrlfl@%nt@a‘.ns%cﬁgﬁ‘ti ng a base record conprising a
first data value and a second data value for a paynent service being used

in the transaction; spittidgttheibast heohbine 4 88ofi¢ld and & s@ohd fiskd; fi el d and a
second field; encrypting the first field using a first encryption key;
perform ng an excl usive- OR (. XOR) ration on the encrypted first field and
the second field to %FB@HB%%§%§%H§E$P%@%?lﬁtgﬁ%ﬂﬁbpﬁﬁééthe first result
usi ng a second encryption key to produce a second result;

performing an exclusive-OR (XOR) operation on the encrypted first field and

the second field to produce a first result;

encrypting the first result using a second encryption key to produce a second

result;
decrypting the second result using a decryption key to produce a third result;

encrypting the third result using a third encryption key to produce a fourth

result;

sequentially extracting each value between 0 and 9 from the most-significant

digit to the least-significant digit of the fourth result to produce a fifth result;

sequentially extracting and subtracting hexadecimal A from each value
between hexadecimal A and hexadecimal F from the most-significant digit to the least

significant digit of the fourth result to produce the sixth result;

concatenating the fifth result and the sixth result to produce a seventh result;

and

selecting one or more values from the seventh result as the card verification

value.

2. The method of claim 1 wherein the first encryption key, the second

encryption key, and the third encryption key are equivalent.
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decrypting the second result using a decryption key to produce a third
result; encrypting the third result using a third encryption key to produce
a fourth result; sequentially extracting each val ue between 0 and 9 from
the nost-significant digit to the least-significant digit of the fourth
result to produce a fifth result; sequentially extracting and subtracting
hexadeci mal A from éach Vak nethdgeifwtamn 1hebeae e thendeeryitiandehédifacefeimmdle fiestf r om
t he nost - si ni.icgnt digit to the least significant digit of the fourth
result to PrEALERE*the sixth result; concatenating the fifth result and the
sixth result to produce a seventh result; and selecting one or nore val ues

fromthe seventh resylt %e&ﬁ&héﬂ&ff@la‘?@rli\ffhéﬁﬁhitlihrﬁecb%lﬁblﬁke}zdiffgf.‘;efrdm'éﬁfhd)f()f
claiml1 wherein the first encryption key, the secon encryption key, and

t he third Badrsypraraniondyy dhesesqud eroranion key, znd ghe tiné epasypioa ksb- cl aim 1
wherein the decryption key differs fromthe first encryption key. 4. The

method of claiml wherel %él%rﬁ?etﬁoedcﬁ{f.}ﬁﬁ%ioﬁpolkcq%mgilfthﬁr\?}hegéigme%%gpre frg i Py T T st
encryption key, the 'Second encryption Key, and the ird encryption key. 5.
The net hodisfin Eaythone of claims 1 to 4 wherein the base record is 128- bits
in length. 6. The nethod of any one of clainms 1 to 5 wherein said first data
val ue conprises a i mary account_ nunber for the nt service.

P pg. ﬁm method of any one of claims 1 to 5p“£?})]/errrgn said %rst data value

comprises a primary account number for the payment service.

7. The method of any one of claims 1 to 5 wherein said first data value

comprises a unique identification number for the payment device.

8. The method of any one of claims 1 to 5 wherein said first data value

comprises a unique identification number for the service provider.

9. The method of any one of claims 1 to 8 wherein said second data value

comprises an application transaction counter.

10.  The method of any one of claims 1 to 8 wherein said second data value

comprises a cryptogram.

11.  The method of any one of claims 1 to 8 wherein said second data value

comprises a digital signature.

12.  The method of any one of claims 1 to 8 wherein said second data value

comprises a value derived from the payment data.

13.  The method of any one of claims 1 to 12 wherein said first verification

value is derived from data further comprising:
a service code which identifies the payment service; and
an expiration date for the payment service.

14.  The method of any one of claims 1 to 13 wherein the base record

further comprises padding characters to extend the base record to a predetermined length.
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7. The method of any one of clains 1 to 5 wherein said first data val ue
conprises a unique identification nunber for the paynent device. 8. The

met hod of any one of claims 1 to 5 wherein said first data value conprises
a unique identification nunber for the service provider. 9. The nethod of
any one of clains 1 to 8 wherein said second data value conprises an
application transactlison dhdmiegiod ck@ny dixeofiaddimed tofl4 ahgremthedirstehaiypwonl to 8

wherein said second data value  cqonprises a cryptogram 11. The t hod of
any one ofkey) B AEond pisTPtigRdses the derrypton Wé%eatgv&ew%%ﬁﬁ% r'eYeSi gi tal
si gnat ure. : of claims 1 to 8 wherein said second
dat a Va|ugh%§8ﬁ%p?§g§h§9$gﬁ%* e?@%@ﬁ'fronlthe paynment data. 13. The net hod
of any one of clains 1 to 12 wherein said first verification value is
derived fromdata further conprising: a service code which identifies the
paynent service; and an expiration date for the paynent service. 14. The
nmet hod of any one of clains | to 13 wherein the base record further

conpri ses padding characters to extend the base record to a predeterm ned

| ength. -18 15. The nethod of any one of clains 1 to 14 wherein the first
encryption Kkey, the second encryption key, the decryption key, and the
third encryption key are derived fromdata residing on the paynent device.
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