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FIG. 5

{ START )

STORE ENCRYPTION KEY RELATED INFORMATION IN STORING
UNIT OF TAG READER 8500

SPECIFY ENCRYPTION KEY FROM ENCRYPTION KEY RELATED
INFORMATION STORED IN STORING UNIT BASED ON ENCRYPTION KEY
SPECIFYING INFORMATION RECEIVED FROM DETECTED COMMUNICATION}—s510
TAG AND SELECT SPECIFIED ENCRYPTION KEY AS ENCRYPTION KEY
FOR CURRENT COMMUNICATION

ENCRYPT INFORMATION REQUEST MESSAGE THAT REQUESTS
PRODUCT INFORMATION AND TRNASMIT ENCRYPTED INFORMATION —5520
REQUEST MESSAGE TO TAG

DECRYPT PRODUCT INFORMATION MESSAGE INCLUDING BRAND NAME,
PRODUGT NAME, AND GRADE RECEIVED FROM TAG AND DISPLAY }—8530
DECRYPTED PRODUCT INFORMATION MESSAGE AS VISBLE INFORMATION

RECEIVE ENCRYPTION KEY UPDATE REQUEST INFORMATION THAT
REQUEST DISCARDING OF LEAKED ENGRYPTION KEY AND UPDATING | —g540
WITH NEW ENCRYPTION KEY FROM TAG

REPLAGE ENCRYPTION KEY DESIGNATED FOR CORRESPONDING
PRODUCT WITH NEW ENCRYPTION KEY AND SELECT NEW ENCRYPTION | —g550
KEY AS ENCRYPTION KEY FOR CURRENT COMMUNICATION

END
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FIG. 8

| RECEWVE READING DETAIL INFORMATION INCLUDING PRODUCT
INDENTIFICATION NUMBER ASSIGNED TO EACH PRODUCT TO BE
READ AND READER IDENTIFICATION NUMBER ASSIGNED TO EACH
MOBILE COMMUNICATION TERMINAL FROM MOBILE COMMUNICATION
TERMNIAL VIA WIRELESS COMMUNICATION NETWORK — 8800

l

[C*HECK REPETITIVE TRANSMISSION OF INFORMATION BY CHECKING |
IF PRODUCT IDENTIFICATION INFORMATION AND READER — 3810
[DENTIFICATION NUMBER INCLUDED IN READING DETAIL

INFORMATION ARE THE SAME AS THOSE INCLUDED IN READING
DETAIL INFORMATION PREVIOUSLY READ FROM MOBILE

COMMUNICATION TERMINAL

%

ASK SUBSCRIBER SERVER INQUIRY OF SUBSCRIBER INFORMATION
BASED ON IDENTIFICATION NUMBER INGLUDED IN MOBILE
COMMUNICATION TERMINAL INCLUDED IN RECEIVED READING
DETAIL INFORMATION AND RECEIVE SUBSCRIBER INFORMATION ~ f— 8820
FROM SUBSCRIBER SERVER

J

CREATE AND STORE CUSTOMER MANAGEMENT INFORMATION

INCLUDING SUBSCRIBER CALSSIFICATION INFORMATION AND  {— S830

PRODUCT INFORMATION READ DETAILS BASED ON READING DETAIL
NIFORMATION AND SUBSCRIBER INFORMATION

l

ADD POINTS OF SUBSCRIBER ACCORDING TO READING —— S840
DETAIL INFORMATION

#

READ AND OUTPUT CUSTOMER MANAGEMENT NIFORMATION IN _
RESPONSE TO INFORMATION OUTPUT REQUEST INPUT — 5850
FROM EXTERNAL DEVICE

END




