WD 2012/ 158222PCT/ US2012/ 023975 METHOD AND APPARATUS FOR MEMORY FAULT
TOLERANCE CLAIM OF PRIOCRITY [1] This patent is a continuation-in-part of
Uni ted Stwbesi2Aaspnat Application Serial No. 13/269, 416 friras2an/oexvs 7,

2011. This patent application also nmakes reference to, clains priority to,
and clains benefit fromUnited States Provisional Patent Application Serial
No. 61/487,250 filed on May 17, 2011, and United States Patent Application
No. 13/285,864, filed on Cctober 31, 2011. [2] Each of the
above-referenced applications is hereby incorporated herein by reference in
its entirety. FIELD OF THE I NVENTION [3] Certain enbodi nents of the
invention relate to nenory circuits. Mre specifically, certain enbodi nents

of the invenNETHOB! AN® APPA RETIGHFORIVENIGRY YA TR T TOMIRANaH t
tol erance. BACKGROUND OF THE I NVENTION [4] Faulty nenory cells are

inevitable in any practical inte t j it conprising a significant
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the. prstah e gy R ed b Wiak dpeABEl : G FRizsiRh s huylh APSIGEE 16 ©
2012/ Y3GRA20CTIASA0h Q3897 BRHEF SUMMARY OF THE | NVENTION [6] An

appar atus ‘and/’or nethod I's provided for nmenory fault tolerance,

subst ially_as il.lustrated and/ or .descrihbed in connection wth at

eaot 0l of "R of HF b\ EdelbeRRES ShpliGRE: Jfheatlar JTboiatt Mt by
reference in its entirety.

FIELD OF THE INVENTION

[003] Certain embodiments of the invention relate to memory circuits. More
specifically, certain embodiments of the invention relate to a method and apparatus for

memory fault tolerance.

BACKGROUND OF THE INVENTION
[004] Faulty memory cells are inevitable in any practical integrated circuit
comprising a significant amount of memory. The faulty cells are the result of the ever-
increasing design constraints imposed on modern integrated circuits. Conventional
methods of dealing with faulty memory cells are overly costly and/or impractical for

many applications.

[005] Further limitations and disadvantages of conventional and traditional
approaches will become apparent to one of skill in the art, through comparison of such
systems with some aspects of the present invention as set forth in the remainder of the

present application with reference to the drawings.



[ 7] These and ot her advantages, aspects and novel features of the present
invention, as well as details of an illustrated enbodi nent thereof, wll be
nore ful Iwountersgi2eood fromthe foll owi ng description an@¢Carses2®iors WO
2012/ 158222PCT/ US2012/ 023975 BRI EF DESCRI PTION OF THE DRAWNGS [8] FIG 1A
depicts an exenplary device operable to mtigate the inpact of faulty
menory cells. [9] FIG 1B depicts a portion of an exenplary receiver

whi ch, through use of the present invention, can achieve satisfactory
performance even when utilizing an array of menory cells that has nore than
a correctable nunber of faulty nmenory cells. [10] FIG 2 depicts a first
view of an exenpl ary fBRIEFISTEMAR YOROTHE INVENHOXN 3A depicts a second
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[15] res3%slséﬂféﬁﬂ1r1ﬁb@esc&ﬁ E@Mﬂ{é’clﬁﬁﬁlon of a fault mitigation
control [1 Fl GS. 4A—4E depict an exenplary systemin which an array

of m"‘}'{%ﬂ :: %Ré‘s[ anEit Btﬁe‘{“’a&s‘?zﬂ{?igefsorasrpf'e&!sg%éi "Bobdi® rLdTRRE! of T h@"PrEnf™" ©

faul t
invention, as well as detalls of an illustrated embodiment thereof, will be more fully

understood from the following description and drawings.



[17] FIGS. 5A-5K depict an exenplary systemin which an array of nmenory is
zoned into four zones for mtigating the inpact of one or nore faulty cells
in the arwayen2/{s88p FI G 6A depicts an exenplary fault ®rCTIUS201202397RPppPI Ng
nodule. [19] FIG 6B depicts another exenplary fault mtigation mappi ng
module. [20] FIG 6C depicts a configurable fault mtigation nmapping
nodule. [21] FIG 7 depicts a systemoperable to enable and disable a
menory fault mtigation nodul e based on a type of data being witten to or
read fromnmenory. WO 2012/ 158222PCT/ US2012/ 023975 [22] FIG 8 depicts a
system operable to allocate nenory based on a characterization of the
menory and the sensi tBRﬂEED}ES(ERéPBKDN OETHE WRAVEINGS or read from
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i npl enented in hardware, software, firmmare, or any conbi nation of one or
mor e tHbteof . FKa %ﬂepma ResaaIdnyie W anegXemplanankr (Pt ARAREMAT on- | i mi t i ng

exanpl e, instance, or illustration.
[012] FIG. 3B depicts a second view of another exemplary fault-tolerant memory.

[013] FIG. 3C depicts an exemplary memory instance.

[014] FIG. 3D illustrates an exemplary mapping between a fault register and memory

cells managed via the fault register.
[015] FIG. 3E illustrates an exemplary portion of a fault mitigation controller.

[016] FIGS. 4A-4E depict an exemplary system in which an array of memory is

zoned into two zones for mitigating the impact of one or more faulty cells in the array.

[017] FIGS. 5A-5K depict an exemplary system in which an array of memory is

zoned into four zones for mitigating the impact of one or more faulty cells in the array.
[018] FIG. 6A depicts an exemplary fault mitigation mapping module.

[019] FIG. 6B depicts another exemplary fault mitigation mapping module.

[020] FIG. 6C depicts a configurable fault mitigation mapping module.

[021] FIG. 7 depicts a system operable to enable and disable a memory fault

mitigation module based on a type of data being written to or read from memory.



[25] FIG 1A depicts an exenplary device operable to mtigate the inpact of
faulty nmenory cells. Referring to FIG 1A, there is shown circuitry of an
exenpl ar ywel2ectrsgaz2c devi ce 100 whi ch conpri ses an anal egTfuseei/oesvds ( AFE)
nmodul e 102, a central processing unit (CPU) 104, a nenory nodul e 106, a
digital signal processing nodule (DSP) 108, a user interface nodule 112,
and a signal bus 110. [26] The AFE 102 may be operable to transmt and/or
receive information utilizing any suitable comrunication protocol(s). In an
exenpl ary enbodi rent of the invention, the AFE 102 may be operable to

per form anal og- domai n processi ng operations that enable transm ssion and/ or
recept[0?n] of BI&hdgodepicts exjueystgmdiopesibde ol tilpéax ethanibidPM basednains.a

[27] The CPU 104 may be operable to execute instructions (e.,g., an

oper atchagcisfzadap afotheonemery apdrtheissnsitiyityt ¢fethgedate el wighn e anpead t he
CPU 1%4 ma Iﬂenerate control signals for configuring the device 100, and
contr Fﬁpﬁé3 Beration of the AFE 102, the nenory 106, and the DSP 108. WD
2012/ 158222PCT/ US2012/ 023975 [28] The nenory 106 nmay conprise a plurality
of merdB23] cel FEGHNY erdnidl shsev sinulagien resules @%@n @Piempi/@wlmelaﬂ@tabﬁé Afra nor e

colums. .The nory my c rise any suitable type of volatile and/or
non-VSP%FtlY?réJtﬂ%%g és%\é%og@gw?béﬁﬂﬁom EEPROM MRAM FeRAM and

Fl ash. An exenplary structure of the nmenory 106 is described bel ow with
respect to FIGS. 2-3B. [29] The DSP 108 may be operable to performdigital
signal processing algorithnms and functions in accordance with one or nore
communi cati on standards. For exanple, the DSP 108 may be operable to
performdigital filtering, constellation mapping, constellation denappi ng,
i nterl eaving, deinterleaving, and error correction. In an exenplary

enbodi nent of the invention, the DSP 108 may be operable to perform
digital -domai n processing functions that enable transm ssion and/or
reception of orthogonal frequency division multiplexed (OFDM signals.

[30] The bus 110 may conprise data |ines, address |ines, and/or control

| i nes. For exanple, the signal bus 110 may conprise one or nore N-bit data
busses, and a plurality of control |lines such as read enable and wite
enabl e signals conveyed to the nmenory 106. [31] The user interface 112 may
receive input froma user of the device 100 and provide output to the user
of the device 100. For exanple, the user interface 112 nmay conprise a
touchscreen, keyboard, and/or other input device, and may conprise an LCD,
speakers, and/or other output device. [32] In an exenplary receive
operation, the AFE 102 may receive an RF signal, process the received
signal in the anal og domain to generate a baseband signal, digitize the
baseband signal, and output the baseband signal to the DSP 108 via the
signal bus 110. The DSP 108 may process the baseband signal to recover

i nformation contained in the baseband signal. During processing of the
baseband signal, the DSP 108 may read WD 2012/158222PCT/ US2012/023975 and
wite to the nenory 106. The recovered information nay then be conveyed to
the user interface 112 for output to a user of the device. [33] In an
exenplary transmt operation, data to be transmitted may be read from
menory 106 and conveyed to the DSP 108. The DSP 108 may process the data to
generate a baseband signal in accordance with one or nore comrunication
standards. I n generating the baseband signal, the DSP 108 nay read from and
wite to the nenory 106. The generated baseband signal may be conveyed to
the AFE 102 where it may be converted to an anal og representation, further
processed, and transmtted onto a physical nedium



[34] FIG 1B depicts a portion of an exenplary receiver which, through use
of the present invention, can achi eve satisfactory performnce even when
utilizi ngvarowrrssaz2of nmenory cells that has nore than aPcoruseaizaioes nunber
of faulty nenory cells. [35] As utilized herein, an "array" of nenory
cells my refer to a group of nenory cells corresponding to a particular
address (a particular value on the address bus 208). Thus, the nenory 200
may be referred to as "array-addressable.” For exanple, if the nmenory 200
utilized 8-bit arrays, it may be referred to as byte-addressabl e.
Simlarly, if the nenory 200 utilized X-bit arrays (X being an integer),

wi th each array corPEdpdhdPESCRIPRONOMGHE 0N VIENTBIQN t he menory 200

may b ferred tq.as rd- addressabl e., 36] The, depjcted portion of fthe
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may be i'npl enented by, for exanple, a DSP such as the DSP 108 of FIG 1A
[ 37] AVitlhthedimrdtararefmwnyilimediheeid,5andordemians ey ase beinmge wifithe #ewahs by then! y

the dei nterl eaver nodul e 158, other nodul es of the receiver 150 may al so
read aistiemeds by eangior?ofer w3enmiac WsdEroy 02oms ay ekangitndh thardigee 152

and, in doi.n y. ta vant.age of aspect,s of the presept.jnvention to
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utili Zenakpettfesf tot fumctione tHanotan bd 3@pldnemed i@haaiware, sefewhregdirgivgartal
baseband signal 151 ?ity be received fromthe AFE 102. The equalizer 154 nmay
proce®s amyecenpinationsi ere gtjmere thaesof evdb aitidized drereins the eoenexemplancnent s

of the signal 151 .t.o generate the si | 155. The demapper 156 nm
Cr ans g s RaitRe EREReRy Maaigsso RSHANRE of one of more bits of the

signal 157. The deinterl|l eaver 158 may deinterl eave the groups of bits of
t he silgAal 15FIG ol Yealepicis eneremplayyalevigooperalertemitigatsthenmypase otifaultyz ed

for bufferin it f .the sjgnal, ( 157 and/or 159 during th }
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the signal 165. The byte deinterl|l eaver 166 nay rearrange the signal 165 on

a byt esbyingrfacelmedusletld 2genénaignal bes dilgnal 167. The nodul e 168 may perform
Reed- Sol onon decodi ng on the signal 167 to generate the signal 169. The

si gnaljpi§P mayhe @\FE'tlggtmz%_Obe fo?éﬁaﬂb% tPfrRf QAT and/dreeeive MyformUdE6h utilizfid ace.
[39] I'n an exenpl ary enbodi ment of the invention, the receiver 150 rmay

oper ataayisuitabkysiremunegtioni prgtceolpecim ah eabmptargraygbadimemnt loédb¢ ibvenitive, per
second per Hertz. In such an enbodi rent, aspects . of the present jnvention
may enB®IAFEnEZ aady beropyabls) & peEformcanalog-gompin pracessyie APeIaings Hapoo4

car - afofls’ TanSRER, Apalett CERREYoF il et RIS ohlSrmutintgros,

accomtijjlq?S%%&_though the menory 152 may be smaller in area than
conventi ona nori es based on foundry-standard cells. The nenory 152 nmay

be rracﬂﬁz,?]rral | The bé(PUV\R)Z? Orrllz%/f ]b568%%gr%%-lre/ lth zegcle%{n%zﬁngsa%ctions (e.g., an operating
system) to control operations of the device 100. For example, the CPU 104 may generate
control signals for configuring the device 100, and controlling operation of the AFE 102,

the memory 106, and the DSP 108.



for exanple, reducing the nunber of, or conpletely elimnating, redundant
col ums and/or redundant rows of nenory cells. [40] FIG 2 depicts a first
vi ew of awoOerewmsBrey fault-tol erant nenory. Referring t®CFIUS2012/0239h%8 nenory
200 conprises a selector 205, and a plurality of nenory tiles 2021-2028.

O her exenplary nenories may conprise a different nunber of nenory tiles.

Al so shown are an address bus 208, a wite data bus 210, and a read data
bus 216, and tile select |lines 2121-2128. In the exenplary nmenory depicted
in FIG 2, the wite data bus 210 and the read data bus 216 each conprise
40 lines for carrying 40-bits of data, and the address bus 208 conprises 20
| i nes [028] car The ngemoR0-106t mag dvoesisriseAh tiloradity sof2fehiory adtls esBicanaagt (bddi t
data is depicted, the invention is not limted to any particul ar nunber of
addr egéragecdanty ene or mara 1pwHRadraiieppsmore sglurams - 200 gnemgr e BIYr¢HBPBIEe or

f L1 d i d i ph |
oy T raBlegSBent olRye indBaRir o EnErBRyY Rira: S50V ISRAN KA. <pan
il U1 ispig0ss. SIRARDE ITRIRLY i 54207 208MpID SFHERRL INTEIRN! 1061202

where X i's an integér betwden 1 and owin FIG

3A. ThissthehedowA0hh iespedeeodiesS.Ie-3Bal ue on the three nost significant
| ines of the address bus 208 (corresponding to the three nost significant

bits ) o : td . Sl .
21213038 {33 " ARSIt SpPRIR Lo PORoRh di i SFEErE s,

| ocat iaad fuacbnscth datordarscet witheond ot e FBIMMENIPhtEGEdtadtdaidRe Bsioeessplbus
208, and data to be witten to the nenory |ocation may be placed on the

wri t e thiatRSBud0@ 10ay The operaldentsstpesfogmi idigigadt filteriag, ebnsthbataeidrieappibgs 208

may det ernlne whi ch one of the til e%gl ect l.ines T1%1121-2128 i s.asserted. The
asser COBSEINEOR HLRIPNEe 1DEPLAVRG, (dedRfetleayingnend; 180500 TEI Ny ST et ed.

The s . slgnifi S r u (cor di ng
o tne CRVERY Bl HCHE FF TR R (B0 DSB FOSHRFE SR Suebly SE b RRRr
det er i gigalt PoridihC pro®BIng IFRRAIdRN that tdhabRreltBfksBAsdidh Card)dx flepEed aoPn
the wite data bus 210 is witten. WO 2012/ 158222PCT/ US2012/ 023975 [43] In
an exemnogoyalrfeeqhenpg datision, mthpladdr @D sagmmsrory | ocation from whi ch
data is to be read may be placed on the address bus 208. The three MSBs of
the adds@ps niye @t ano rﬁ§¥ Wohfrise L lintaddrdR 18Rk e&Nd/bl B8Rt Re2 1R 1 S
asserted.” The asserted tile select |ine 212x may result in the tile 202x
bei ng exainpid, ¢ble sipnal bey éhd eery ¢aaptissonndf noaatN-bitndma bfisdehearatia iphsalius
208 may determnm ne which nmenory |ocation in the selected tile 202x is read
out omfconel gy sysh Aspigad zpgble pudywrpgnaBle sigpnlst eonyeyed dadhe iregmery an
exenpl @ry fault-tol erant nenory. Shown in FIG 3A is an exenplary nmenory
tile 21 §X whi ch may correspond to one of the nenory tiles 2021-2028 in FIG
2. The nenory tile 202x conprises fault register 304, fault m'_tiag)tion
nmappi 193 hbdul e 3eer irgedace 1 4 |mayieqedet it dsvirduseioaluthe dovice tdRoind

i nstances. ,3141- 3144, and |11 pl exer dul es 318 and 320.. A S0 s are a
wr o HBTASEUEPIT, g Pendt bt BeBsE B Faf Buames the gt ufiedle BREMALT P
map c i r i aul t
rogi stonlssh@iehsctth. KiTHoRd FRYTBRGE b et IR i combiisy af REDE
i nst anpeskesd, hhdAlrdtherSapusdanse.may occur, for exanple, during start-up of
the systemin which the nenory 200 resides (e.g., receiver 150), and/or as
part sti y 0, UR | Wols Mt . h
Cean( 3 he T e e M A 02 R e, AR PRIEHA

Menor Yré&dsk she redeivaCfighfileinothenmatoddbariet bandrate adaRsbandelidisal, Qipetify
nore cells of the fault register 304 may be configured. In this manner, the

faul t thegastband 3ognalagné vakpw thetbasehandngjgndletonthebSPaHfy sra thecsighalnbws
faulty r I in the menpry instances 3141-3144. The fault regjster
304 n&}ggw ng) My RTQB?gEB?&éS*g%a“ao?l%@qllt% TeRYES ANTQEMAtgN £oNfANGEE Hb r y
such . £l } r [ st Ng
of - ondis, Paxanair{iat B BRN i s S an IR0, ot TR TOImEPRAE

3141-3144. For exanple, the fault register 304 nay conpri se one or nore
one-ti me-programmabl e cells which are programed based on a scan perforned
during production and one or nore SRAMcells WD

2012/ 158222PCT/ US2012/ 023975 whi ch are programred at each start-up. In
anot her exanple, results of start-up scans nmay be accunul ated (e.g., in
flash) over multiple start-ups. Menory cells of the fault regi ster nmay be
physically separate fromthe nenory cells of the nenory instances
3141-3144. Alternatively (or additionally), nmenory cells of one or nore of
the menory instances 3141-3144 may be allocated to function as the fault
register. [46] The fault mtigation control nodule 322 may generate the
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[47] During a read operation, the signal lines of the bus 302 may be
connected, respectively, to bit lines of each of the nenory instances

3141- 3144v0unizugsre2wr i t e operation, the signal |ines of PCmashug/o3E1 nay be
connected to the bit lines of the nenory instance 314i, the signal |ines of
t he bus 3162 may be connected to the bit lines of the nenory instance 3142,
the signal lines of the bus 3163 may be connected to the bit lines of the
menory instance 3143, and the signal lines of the bus 3164 nay be connected
to the bit lines of the nenory instance 3144,. This is illustrated in FIG
3C, which is described below. [48] The fault mtigation mapper 3065

det er nindesritghiocthel moa®rYfl 06heThe rdoe vemidainboisndtidh magnthet beacoatvegdd ko des of
the bus 302. Different values of the wite nap control signal 308

cor r edsehidteréacgi ¥li2ehos putpr gpiaityer ebthgelayidthe |ines of the wite data bus
210 and the lines of the bus 302. WD 2012/158222PCT/ US2012/ 023975 [49]
The f4083] m tIrgat iesomplgryera3o6i opetagion des twhbe lrahkmétsed fnatyhise bessl Sl
connect to which lines of the bus 3171. Utimately, if the signal 3161 is
sel ectreempyy Qe and coprardrtoztte, DiSke 108l Thml?&?%aﬁqu%ommms@ﬁsssmdata to

L oA ) e SR Rk A S 19

corre : Lf BRI . (and
thus aenraung, Bl tRE&Dlo BRRRL 162 xS NER Y el Jrotha G 28 (Rpncihdry
[50] Tios. fBh geﬂiérhie@aids@l?aﬂﬂiﬁi?ﬁal #A§Dededipieyedes tMIAHE 110Dashat it hryhis
3162 connect to which lines of the bus 3172. Utimately, if the signal 3162
i s selcovvettedio amenaloiticpresgetatign gfurthice preedssedyiandgeansonttedioptr a phggical
determ nes which lines of the bus 3162 connect to which lines of the read
dat a 6{5%‘{1911’6. Different values of the read map control signal 310
correspond to different mappi ngs between the bus 3162 and the bus 3172 (and
t hus dD34ler enFlGapBidegicthetpertinn tof eanbersen3lery wediven evhiehdthdengh bss of U6 .
[51] The fault mtigation mapper. 3063 dgft erm nes whi i‘lg Iirles of the bufs
3163 PBAWEEINYCHURA; g?fl prifg¥e ghtisfaglopy perprmangg eyshtvde) utilizing anArgyapt 3163
is sel t | tipl r h I EL) i er 3063
deterﬁﬁ%@§8Q§¥§ﬁH?E%%§£%£:&%ﬁaﬁgééﬁE%%ggéﬁﬁgi Pb%haﬂ%%ﬁﬁ¥f§§§&of t he read

dat a 216. Different values of the read map control signal 310
corr egggﬂd L oA EPERESHApH RYEDAVBEROrh B RN Te BT AR d P i dnenory (and

t hus di r i Ngs : t e ).
s SRR oRERS 263 REABER, 3585 PR AL bAoA 481, it A0
3164 copRedle hknWrycInd hi§Sb@efehRdhSas3daitay-MdreSRbRL Y. Fbf ek@pRi Ghale 3164
is selected by the multiplrexer 318, the fault mtigation mapper 3064

det er mermerwR0Q htilizek 8-kt atrhgs, huma3 Iedretamek 6l ad bytetidednedsables Sitnitdnky, ifead
data bus 216. Different values of the read nmap control signal 310

cor r esho MY YRG0 wilized Xdpbamigys Gebaivenn éegens vatlsgadnyraneonsesponding (and

thus diff nt _mappi ngs. bet ween t he 3164 and the read data bus,216).

(557 FhanbhyOrES: ARy Hehafy 2P niaghe R0 P Ridenip o

menory., Each array may reside entirely in_one of the nenory instances

3141- 393Gl or The depicted portion of the receiver 150 comprises a memory module 152, an
equalizer module 154, demapper modules 156 and 160, deinterleaver module 158,
depuncturer module 162. Viterbi decoder module 164, byte deinterleaver module 166,

Reed-Solomon decoder module 168. The depicted portion of the receiver 150 may be

implemented by, for example, a DSP such as the DSP 108 of FIG. 1A.

[037] Although the memory module 152 is depicted as being utilized by only the

deinterleaver module 158, other modules of the receiver 150 may also read and/or write



WO 2012/ 158222PCT/ US2012/ 023975 may span nultiple ones of the nenory

i nstances 3141-3144. In the exenplary enbodi nent of the invention, each of
t he menoryoiorEsees 3141- 3144 may conprise MN nenory ee€lrlus2@aenaivged i nto
Mrows and N colums, where each of Mand Nis an integer, and one or both
of Mand Nis greater than 1. [54] The multiplexer 318 may sel ect which of
the busses 3171-3174 gets routed to the bus 319. The nultiplexer 318 may be
controlled by one or nore lines of the address bus (lines 16 and 15,
corresponding to address bits 15 and 16, in the exenplary enbodi nent
depicted in FIG 3A). [55] The nultiplexer 320 may sel ect which bits of

t he bus tixlthegetry modidd 158 ankeir deitigdat mayuske ddvantinge oflihdpeplsetahe piGemay be
controlled by one or nore lines of the address bus (line 0, correspondi ng

t o addrexyios; o @mprover parfesmasicaryd/entediaeepestdul/ et pavich coneumpupn. Ji56]

| tion, at st - d/ or. durj f i cati. / ducti t esting,
scan onaieg i ornlse 4 B8 rsSeiy e a0 ey Roes Bhisf Bvine Beiiter B BB Pon of
Faul RO IS0 FRY DB 80 S i ablor GO BBy o RonligR, Scan

is conplete, the nenory X may rmal operation 1n whic ata Is
df d itt toth ] 02x, Xl i nt t 1
and 607 BT usTEPeraign & e el perans Sienabaoh 10 BE oL ELATDIE

nenor i I |4 SS
o T a8 O BB P BREa 0 DroctRad kel 157 R A 1 RS OF AT
bus 2@quéhey tamiponshtsi Faht Gigmndnab ganddte tB2ighay 1599@11%&@@&1\/ 136 the

fault register 304 to deternine if there are any faulty nmenory cells at
t hat |n@yatransiaiensymhleolpefivhe signgt 4b% és gBaups- Glduk o hwré hudstofrthe isgzal dA7.

contr dul e, 322 set .the wite map control signal. 308 configure

t he nﬁﬁwe'?e@%l@aw P InerFan th ST QloPie Shdasiena! HHE § GEPRE of
the | - Up. . S 2.
The bttt sicrehd56 T i do2Rafts JREHIER (RRHTREARE: SEHE. SORARYSIE
314w (ahBRrNEIWd i BieAdkftcfIRh VRSP OTIH a&nhpp@Myrf?ahsm@gr&q)s ADits of
2012/ 158222PCT/ US2012/ 023975 asserted, causing the ' lines of the bus 302 to
be conhestgadl 169 o tgroupesf bits bfiehersipmal 16 hstErcdeBivdmrenn 2 ehd e aisertgbitshe
write operation. 6b58] For a read operation, the_ address to be read from

(" ADRINR the pignahd 6| taceemeriie thesighal £ed dis Yiserbi fiseodesul 6 may dgsode the
contral d 2.may,.l o ADRS.R in the fault, registe 04 to

det er mSHBT 0 HEBE inso 3y PRt vocarnesly e SR LeTon I bute
memor Heirﬁéﬂé‘s[lfe?slﬁlﬂﬁz%éﬂfm%éﬁﬁlef Gghhl 164 ogad bg&-%'%gfé)baﬁy(w'ggné%?e Ry set
the read map control 3Signa 10 to~“configure the ppers 3061--3064 to

i npl erintal 4 6 PRienmodhRe 16D nispatisisn ReetliSvlomsul desodingt dve tHeosignalpl 67Ttee
menory cells corresponding ADRS R in each of the nmenory instances 3141-3144
may beeneme the mémloldﬂ;sEBQ segl 1896may be sypéputi foe fyrtherhgrocessang 61.24 BE dus
3161 na¥ &ﬁ %%%ped to the lines of the bus 3171 by the mapper 306i, the

| i nes YSF' & '#&s 3162 may be mapped to the |ines of the bus 3172 by the

mapper 3062, the lines of the bus 3163 may be mapped to the Iines of the
bus 31639y t heanrapgraplagy ebodemeninedsthefiny¢rgidn, shanggivenyl Senamppedta i t he
lines of the bus .3174 by the _.mapper .3064. sed on bits 16 and 15 o

ADRS. RSO RRARRE A sereBAIg TEORABE €€ abasbp Diineeh peid et s U 1M e bus
3109. . i f [ . L M ot tij on
of t e usienR'dspdeflor A prileniliafioR iph{ ThaB e ¥acBief 1 EHERRE AL °F
216. fhidde thlcof /BedR D OGR! for2Q¢ itk ESnEf ofihethiemotX efPathout degrading
fault-tol erant nenory. The nmenory of FIG 3B may be simlar to the nenory
of FI @he 3¢arbigt-toragisdi femyitiviy t Haeshdlé but pars dfant HEORedr y Thist amayesbe
3141- 3144 a{ | exed onto the 321 prior to . being mapped onto the

bus 328CHPP 1%@%%%@@ 'lsh@mmeerwr&gfﬁs%n@mb%g@#ﬂ&r i axed, thve conventiopal s
o0 F andioflts B G SEHRITS: af SRS ThBCmERIRY a5 alth Bs v e P o7 Y

the present invention may depend on various design constraints and
considerations. [60] FIG 3C depicts an exenplary nenory instance. Shown in
FIG 3Cis an exenplary nenory instan%F 314y which may correspond to any
one of the nenory



14 WO 2012/ 158222PCT/ US2012/ 023975 i nstances 3141-3144 shown in FIG 3A
The nenory instance 314y conprises a row decoder 330, word/row |ines

332[ 1: M ,wbi2012i58:28 336[ 1: N], nenory cells 3341, 1- 334m RCTAsA01c0R3MH

i nput/ out put nodul e 338. The cells 3341,1-334m N may reside in one or nore
of the menory instances 3141-3144 of one or nore of the nmenory tiles
2021-2028. Although a single-ended enbodi nent is depicted, each word |ine
332[mM and/or each bit line 336[n] could conprise two |ines for
differential signaling. As utilized herein the tem"bit line" is utilized
for referring to both a single-ended bit line and a differential pair bit

| i ne. fof @hmphe reducthgc trkenudiber rdy od econdpletel palimmatiog, rédindanacylemeoded
address on the bus 208 such that the row line corresponding to the address
208 | @ndérgé@@l@uia@r rews of glegrargpellswhi | e the renmining word |ines 332 are
deasserted (i.e. "unselected"). [62] Each of the nenory cells

3341, 1033 m NFI@y?2 kepipendikevieoy ot anexenipliryofaultatoferatiambmueyoRefering may
conpri se for exanpl e, cross-coupled inverters and one or nore access
transitetidls.2, fhe3apemesy 2O0eRMPFgast A 691®§tﬂf Hodung 33duipby $E| memoRh dtlefer

th b FI G A bus 316 t d to th
bit 1120 —Of%[ T SR, o maties By SITPHS r e EABbeT G dnciany©
cor 1 eSRANILING shiwh e TRRIed LR a3bANe did AEBH0, ol 4 P ?cﬁﬁ 316216,

corresponding to the nenory I nstancé 314y nay cou I'I'hes

336[ 1:abl, ulwrsemw&mi 2118 ,-daag s dntiae ckb@phits rﬁ@r&oﬂsaxdepetsaonﬂmﬂi e the Wwhe: bit
i nes 336 [64] FIG 3D illustrates an exenplary mappi ng bet ween a

faul t daeg{ass éﬂbeamﬂ ﬂr@nmagi dngd Ibys rdibagpedt comaptisee 40dinas fosgastyeng 48dfitsr off ng
to FI an M.r ol um, bl ogk aof nmory 351,
wher MR 185 ﬁ gomaﬁae%v%gﬁers saToing ﬁéb] big a%ffé%& Aidigh o 1 ¢
an ex {9 o] ti f

cor 620 %ﬂg%ié?%%?{‘%“éh (ol R B i B i o it B oy

"ar r ayyundferofiatidfeRs BY dataWitsl | zed herein). In another enbodlnent each row
may conprise a plurality WO 2012/158222PCT/U82012/023975 of arrays

corr es[BQﬂl?' N9THE nfén%ljffr tﬂes 5% 20?&%&%0@%%&% r or thBre> IJ{eUsl )| r(E)I\?\;sa; %%Hs

enbodi arrays I n pan mu

t hus, aﬁdsmg&ﬁtelaeg@r Oghe%gﬂ&@#i@oﬁ&YtSCOEﬁ@l? RS ﬁﬁ ni‘é'sidepélﬁlr"egy\% oﬁ'esé‘f stirown
are nenory cell 350K, where K = ceiling(Mi), "ceiling()" denotes a
roundimgmory titest22 -A2Gde ot mayt ggarmuhbipde iones ofithd nicegay tdet RO2R-202andnV|

i nclusive. Each first portlon 352 of .the menory bl ock 351 nay correspond to
ir om@X@mphfﬁwoanwté 020 QmeWHereoPS/%ra@cmt%%r 'a«mreﬁayl ada 85 dglusize, Wit h

vai uedebiiiod Relove i TSt o TE sF R 4Ry Fegis, BF g, Pt TESR00G ves
of i 1HE 'lﬁ?esQﬁ{ ‘éradmréssgﬁfs'ﬂ)ge(gfoﬁ(egfgcr}dingqﬁltﬁ?:t eE o TR ¥ic A OGiks 351

The val‘ue may, for exanple, or-t e of the"nenory. The
val ue(MSBs)nﬁyh@eddhets@rtmaseeh oh®of eheatilplselecbsigaal s 2t el Xeat ure si ze and/ or
ot her characteristics of the technol ogy process by which the nenory bl ock

351 i ?]br' C t | rreéq% yORAkd ¥p atlabt g{ggééldr\é?s ¥f at ?m\b‘?} llg%af?fon to”%YnéHs

deter ned ea e’ nmenory starts-up ased o

bui | t dam Eetbfbd @sitlen nhhye be>pdagddasy tiedddtesebis 208,Fnd da?za)ta\rber\ennemteﬂi@ul t
regi ster cell 350k corresponds to each i rows of ‘the bl ock of menory 351,
may ccmfrragpomatlon anaeweadaeashon ithe witerdasa bay 18k eThowbrgei most- Slgmflcant
sensitjvit sens vity zones are escrlbed n fur her t

bel ow/neTRb thed Pé%‘ﬁus det?rgmﬁstwles enRiof dhe ti e 1ot 217 - oHes s

r egl Sta%é rfdd! s§8fté&fi?e°§bq?cﬁqln%aﬁ ﬁ%&uﬁ emh:ﬁé’ lie)ﬁlf @'%( ﬁém B3 Othe | 1

an exenp ary e I men e I nveént reglster

cel I's sehafte&PIda8 PenFidadt emel of th@\ﬁﬁdf&){ bhe X®Bu@brieSp&iiihg N8 (th@9eidntediher e
Ris and integer greater than 1 that represents the nunber of sensitivity
zones ledsosigaxfacalt dD,ltsf(i[uSBR#:ﬂ)f (thc gddrcels)glnay Metbrmig by widich nieovgrydndaticsin
sensitjvity zones wo fault ister cells for each i rows of
menor yhe peepeitids 2@@ rhq @m patthe szﬁe éﬁ@m%ﬂ) Boriiteh of a fault mitigation
controller. Referring to FIG 3E, the depicted portion of the fault
mtigation controller 322 conprises a%ault accumul ator 356, and logic
nodul es 358, 360, 362, and 364.




WD 2012/ 158222PCT/ US2012/ 023975 [66] I n operation, upon start-up of the
menory 200, a scan of the nenory 200 may be initiated. The scan may

conpri se woi2binigs12est data to menory, reading the test aarastoomeivesory,
and then conparing the witten data to the read data to detect faulty
menory cells. Each cell or group of cells of the fault accunul ator 356 may
correspond to a particular colum of nmenory in the block of nmenory being
scanned. Accordingly, for the i rows being tested, each tine a faulty cel
is detected in a particular colum, the one or nore bits of the fault
accunul ator 356 corresponding to that colum are increnented. [67] To

i1 lustfoddle, chnsndee¢empheypead operatibn cehkel ®ld3&R of(FhEmaR)locatiorefrpaondihigh t o
the first i rows of a block of neno%é 351. Test data may be witten to and

t hen rdagisftpdia iepd naay be plaged o therpddlscss bus 208t eElie Huge MdBs pf &g address
portion 3521. For each col t hrough N,.th ne or re-hits of th

Paul t e sy »Ba i ph b W henad 26 raghoe. e dveiedifeach
time : d e,k 0 : b Qs 1.
tnce aFIRELRY 2T B R St i B el e o T e PG b ficint,
and/ ofinak idfthetaddre3p st 1A fagr d:tépinke edhich mhboepié&ition @f theakldcted tile
accunul ator 356 to determ ne whether the cell 3501 of the fault register
shoul @0Bg iasmdrawdnte theared datachlis 2361.1 3501 bei ng asserted may indicate
that a first mapping is to be utilized when witing to and reading from an
array [0} he PIGt3Amlepheda s€aundevieal of art ekdmBlabil fhei-rderdaasreidred SHyvn
indicate that a second mapping is to be utilized when witing to and

r eadi ng Klond Anisaan axeinplaremgorary dnle 332k whids|maheotregpaul tamaeoel the
arithnetic operatjon erf t he conten of the, fault register 356
ey déﬁ@ﬁaryoﬁfvﬁ%—i%ﬁd&ﬁﬁ 2, ﬁglep‘BPF’PB}ﬁ 18392, SPEXisehdalp redister 304,

hi gh- I tEvi z . ' u 0 he. . : | S dto
A L R e L R R e g o

hi gh- sgaabty HistancBOBY i AEY 43640 ARdieRS AdduleQvaisensd BRI tAIsHYhblvdNge 3682
and 3684, éach of the portions each conprising one or nore bits

cor r espotediaty bus 2d0ea geaddata ol 2 ods 302 breseyr §16GH3tk, IGite miye cbntr¢k) of
the portions 3681 and 3683 are |l ogically ORed by nodul e 358, to generate

si gnalsignab3931adixgeadaparr corpolgzedzd s 359. The bit(s) of the portions
3682 and 3684 are logically ORed by nodule 360, to generate signal 361. The
si gnal[08%]l i sThavault eekibtgr 304 emhpst@d62he tresudsnef ate os ingoral faBB 3caBi ghdies 361

and 363 are ANDed to generate signal 366. If signal 366 is asserted, then a
1 may TBRIQFY MSEWCED 3 ks ¢a-c Sneh 3G max opeurs foneramiele, duripe sagtewp ef the hen

0 b ittt t | . ,3501. 69 f ti 52=352K,
may bavseanelhiErng SufRER 208 Mg ey merbr 1360 nB Bab kPR EERe N o,

ti : jSt 3507350 d i
B Tmna R angeF by et D6 b P RE PR MR, e Rl RS
depi ct31ap-Fixdgmmayaby ssataicdoidetes ifalltyameaiorgycelf. Fomensh be oo neste ideteetddvo
sensitivity zones for mtigating the inpact of one or nore faulty cells in

t he adpalyy nstoory ¢ellsFioas. oranorEceltseoh theafaudiyragistere s ynagebe sonfigured. f lul t
regi st

r 402 associ ed with the arr 400, and an 8-bi.t dat | ock to.be
Lo e DRragh eester Hob8a S bie Ao raitbe: He funiss a0 ey Ipattarat

4A- 4E 4 i i . t bl i ;
[ nventflgll(li)!l?;y ?@éﬁﬁ% Y ggll% ?nmq}t]gt?t' émﬁ%}ﬁsg%sc gg %I’L]l 1Y%da?g§tfgh%§e§{gggrr e%{jkfgl Phe
array cé@prisehgny aluitablef rfpeeofvaaild0hdrey dom-vaIAER hi¥od Bidh aSeHRAMYI ty
zone and a low sensitivity zone. To illustrate, in the exenplary enbodi nent
depi ctlZdAM, ROBE EERRADV, fhsh deltwsebhodlor 40 gisteragomBising ofuorzeor wiord fhpt [ 7]
being the MsSB and bit [0] being the LSB. In this enbodipent, an errqr in
one ofﬁqmtlgte[ﬂ?ﬁzqndzﬂ PReNahioaths| HEeRoR MSFHIFEY géius?ﬁé 4o [FQF gEAMBLs, thg Rt i n

o7 s TEBler opOF R, EOMpHE S0 R S B pR Ty P L E O, nRC ARt o1
or Vi (f?g%r%ﬁﬁh&ﬂba@dt o hsehn patBrh&d @Bﬁngﬁ%@&ﬁéti(ﬁf 581 oh@be tFERRAM céianme

error e (FER) may be lower with an e rinbits [7:4] than with an
error in bits [3:0]. Accordingly, the 8pper four cells (cells [7:4]) have
been zoned as higher sensitivity ceII%, and the |lower four cells (cells
[3:0]) have been zoned as | ower sensitivity cells. In an enbodi nent of the
i nvention, which sensitivity zone a cells and/or colum should be assigned
to may be determ ned based on WD 2012/ 158222PCT/ US2012/ 023975



a normalized difference in a system performance netric (e.g., bit error
rate (BER)) due to that cell and/or colum being faulty as conpared to that
cell and/wo20/13sa22bei ng functional. [72] In operationpPCrhus20mappiong
between the cells [7:0] of the array 400 and the bits [7:0] of the data

bl ock 404 may be determ ned based on a mapping indicated by the fault
register 402. [73] In FIG 4A there are no faulty cells in the array 400.
Accordingly, the fault register 402 indicates that a first mapping is to be
utilized. In the exenplary enbodi ment depicted in FIGS. 4A-4E, the first
mapping results in the bits [0:N] of the data block 404 being witten
sequewhiah laye pgriranwdl dteafld stvft-wmb. Ihanathengxadifle, rEvalts oBstatthep somnp inmgy
utilized in FIG 4A is as shown in table 1 below Table 1 Cell of array 400
Bit ofbecscammlaed (@g4 indlashppvgripultiple ptayt-ppy. Mezgory cells of the fault register

may be physically separate from the memory cells of the memory instances 314,-314,.
Alternatively (or additionally), memory cells of one or more of the memory instances

314,-314, may be allocated to function as the fault register.

[046] The fault mitigation control module 322 may generate the write map control
signal 308 and the read map control signal 310. During a write operation, the control
module 322 may control the state of the write map control signal 308 based on the array
of memory cells being written to and the contents of the fault register that corresponds to
that array of memory cells. During a read operation, the control module 322 may control
the state of the read map control signal 310 based on the array of memory cells being
read from and the contents of the fault register that corresponds to that array of memory

cells.

[047] During a read operation, the signal lines of the bus 302 may be connected,
respectively, to bit lines of each of the memory instances 314,—314,.  During a write
operation, the signal lines of the bus 316, may be connected to the bit lines of the
memory instance 314, the signal lines of the bus 316, may be connected to the bit lines
of the memory instance 314,, the signal lines of the bus 3165 may be connected to the bit
lines of the memory instance 3145, and the signal lines of the bus 316, may be connected
to the bit lines of the memory instance 314,,. This is illustrated in FIG. 3C, which is

described below.

(048] The fault mitigation mapper 3065 determines which lines of the write data bus
210 connect to which lines of the bus 302. Different values of the write map control

signal 308 correspond to different mappings between the lines of the write data bus 210

and the lines of the bus 302.

11



[3] [4] [4] [5] [5] [6] [6] [7] [7] [74] In FIG 4B, there is a faulty
menory cell (cell [1]) in the |ower sensitivity zone, but none in the

hi gher sewei2zbivisgae2zone. Accordingly, the fault regi st ePCHAR20120239a% es t hat
the first mapping is to be used. [75] In FIG 4C, there is a faulty menory
cell (cell [5]) in the higher sensitivity zone and none in the | ower
sensitivity zone. Accordingly, the fault register 402 indicates that a
second mapping is to be used. In the exenplary enbodi ment depicted in FIGS.

[049] The fault mitigation mapper 306; determines which lines of the bus 316,
connect to which lines of the bus 317,. Ultimately, if the signal 316, is selected by the
multiplexer 318, the fault mitigation mapper 306, determines which lines of the bus 316,
connect to which lines of the read data bus 216. Different values of the read map control
signal 310 correspond to different mappings between the bus 316, and the bus 317, (and
thus different mappings between the bus 316, and the read data bus 216).

[050] The fault mitigation mapper 306, determines which lines of the bus 316,
connect to which lines of the bus 317,. Ultimately, if the signal 316, is selected by the
multiplexer 318, the fault mitigation mapper 306, determines which lines of the bus 316,
connect to which lines of the read data bus 216. Different values of the read map control
signal 310 correspond to different mappings between the bus 316, and the bus 317, (and
thus different mappings between the bus 316, and the read data bus 216).

[051] The fault mitigation mapper 3065 determines which lines of the bus 3165
connect to which lines of the bus 3175. Ultimately, if the signal 3165 is selected by the
multiplexer 318, the fault mitigation mapper 3065 determines which lines of the bus 3165
connect to which lines of the read data bus 216. Different values of the read map control
signal 310 correspond to different mappings between the bus 3165 and the bus 3175 (and
thus different mappings between the bus 3165 and the read data bus 216).

[052] The fault mitigation mapper 306, determines which lines of the bus 316,
connect to which lines of the bus 317,. Ultimately, if the signal 316, is selected by the
multiplexer 318, the fault mitigation mapper 306, determines which lines of the bus 316,
connect to which lines of the read data bus 216. Different values of the read map control
signal 310 correspond to different mappings between the bus 3164 and the bus 317, (and
thus different mappings between the bus 316, and the read data bus 216).

[053] The memory instances 314,-314, may comprise one or more arrays of

memory. Each array may reside entirely in one of the memory instances 314,—314,, or
12



WO 2012/ 158222PCT/ US2012/ 023975 4A-4E, the second mapping results in the
bits [0:N] of the data bl ock 404 being witten reverse-sequentially to the
cells [ O:Wp 20f2/t5k22array 400. That is, the mapping util iPeeaSeon2m238754C i s
as shown in table 2 below Table 2 Cell of array 400 Bit of data bl ock 404

[O0] [7] [1] [e] [2] [S] [3] [4]

may span multiple ones of the memory instances 314,-314,. In the exemplary
embodiment of the invention, each of the memory instances 314,-314, may comprise
M*N memory cells arranged into M rows and N columns, where each of M and N is an

integer, and one or both of M and N is greater than 1.

[054] The multiplexer 318 may select which of the busses 317,-317, gets routed to
the bus 319. The multiplexer 318 may be controlled by one or more lines of the address
bus (lines 16 and 15, corresponding to address bits 15 and 16, in the exemplary

embodiment depicted in FIG. 3A).

[055] The multiplexer 320 may select which bits of the bus 319 get routed to the read
data bus 216. The multiplexer 319 may be controlled by one or more lines of the address
bus (line O, corresponding to address bit O, in the exemplary embodiment depicted in

FIG. 3A).

[056] In operation, at start-up and/or during fabrication / production testing, a scan of
the memory instances 314,-314, may be performed and the location of faulty memory
cells may be stored in the fault register 304. After the scan is complete, the memory 202x
may begin normal operation in which data is read from and written to the memory 202y,

where X is an integer between 1 and 8, inclusive.

[057] For a write operation, data to be written to a memory location may be placed
on the lines of the bus 210 and the address of the location to be written to (“ADRS_W”)
may be placed on the address bus 208. The fault mitigation control module 322 may look
up ADRS_W in the fault register 304 to determine if there are any faulty memory cells at
that location in the memory instances 314,-314,. The fault mitigation control module
322 may set the write map control signal 308 to configure the mapper 3065 to implement
a mapping that corresponds to the results of the look-up. The data on the bus 210 may
then be mapped onto the bus 302. The bit of the write enable signal 312 corresponding to

memory instance 314y (the memory instance corresponding to ADRS_W) may then be
13



[4] [3] [5] [2] [6] [2] [7] 1[0O] [76] In FIG 4D, there is a faulty
menory cell (cell [4]) in the higher sensitivity zone and a faulty nenory
cel | (celwoO[20i2)158222t he | ower sensitivity zone. Aspects @®CTiUS0R20231%i on may
enabl e conmparing the potential error in the value of the data block 404 for
each avail able mapping to determ ne which mapping to utilize. To
illustrate, in FIG 4D, the first mapping results in a potential errors at
bits 4 and 1, and the second nmapping results in potential errors at bits 6
and 3. Accordingly, in FIG 4D, the first mapping may be utilized.
Simlarly, in FIG 4E, the first mapping results in potential errors at

bi ts assortbd? caasidgtthe 1aesosfdthrapys 302 rteshd tenmnettgabte@mmtii Eheeof ahs nadmbiyt s 5
and 0. Accordingly, in FIG 4E, the second mapping is utilized. [77] FIGS.
5A- 5K 1gepne 3 kw.awdmifestipg dhe waie OReitioah an array of menory is zoned into
four zones for mtigating the inpact of one or nore faulty cells in the

array.[0Shlown For &lré¥dl opdrabitn athe aidressrtaybeofeaddrmny“AEIRS BO0mag begplhted
regi ster 502 associated with the array 500, and an 8-bit data bl ock to be
wri tt & the addeesabug20800I'hg fanlhmitegatign eenird ihedulesi?? mapileele dpihDRSGER

venin g PRIERherSE §04h deserm(s 1515 18 395 aBistorf sy 8 that 0Eation
in the memory instances 314,—-314,. The fault mitigation control module 322 may set the
read map control signal 310 to configure the mappers 306,-306, to implement a mapping
that corresponds to the results of the look-up. The memory cells corresponding ADRS_R
in each of the memory instances 314,—314, may be read out onto busses 316,-3164,
respectively. The lines of the bus 316; may be mapped to the lines of the bus 317, by the
mapper 306, the lines of the bus 316, may be mapped to the lines of the bus 317, by the
mapper 306,, the lines of the bus 316; may be mapped to the lines of the bus 317; by the
mapper 3065 the lines of the bus 316, may be mapped to the lines of the bus 317, by the
mapper 306,. Based on bits 16 and 15 of ADRS_R, the multiplexer 318 connects one of
the busses 317,-317, to the bus 319. Based on bit 0 of ADRS_R, either a first portion or
a second portion of the lines of the bus 319 are connected to the lines of the read data bus

216.

[059] FIG. 3B depicts a second view of another exemplary fault-tolerant memory.
The memory of FIG. 3B may be similar to the memory of FIG. 3A but may differ in that
the outputs of the memory instances 314,—314, are multiplexed onto the bus 321 prior to
being mapped onto the bus 323 by the mapper 3064 (which could correspond to any one
of mappers 306,-3064 of FIG for example). Whether the memory in FIG. 3A or the
memory in FIG 3B (or another memory not shown) is utilized along with aspects of the

present invention may depend on various design constraints and considerations.

[060] FIG. 3C depicts an exemplary memory instance. Shown in FIG. 3C is an
exemplary memory instance 314y which may correspond to any one of the memory
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[ 78] Based on the data to be stored to the array 500, the cells of the
array 500 nmay be zoned into four zones by relative error sensitivity. To

i 11 ustratwo 2ore/t5Be2exenpl ary enbodi nent depicted in Fl GBCTAA2&E2/0239% dat a
bl ock 504 is an 8-bit nunber with bit [7] being the MSB and bit [0] being
the LSB. In this enbodinent, cells [7:6] are zoned as relatively high
sensitivity, cells [5:4] are zoned as relatively nmediumhigh sensitivity,
cells [3:2] are zoned as relatively nediuml|ow sensitivity, cells [1:0] are
zoned as relatively low sensitivity. [79] In operation, the mapping
between the cells [7:0] of the array 400 and the bits [7:0] of the data

bl ock id§idncey3 bh—dbt.eshowedn Fd6e B An Bhermpphowy imstincat Ridhbyompeiséks- birtowf aul t

register 502, [80] In FIG 5A there are no faulty cells in the array 500.
Accor dicaedsr, 33Chaveigdion Hags 382k B2 bitrlinesat 3ol 1 IMatnemery eellsdphiing3dent o be

o) 2 o BSOS "ERY eEPAEl 200 Bk BSOS o O
a1 e e e Ry R GRS LR Th 4 Tof Oy R B nrafbaedy AT TPPRPE) soo
Bi t ofAldesuzhbd oiellbOHdddO¢mbOdinkeklt i§ Hbpicd, kddh wloddl line 332[m] and/or each bit

line 336[n] could comprise two lines for differential signaling. As utilized herein the tem

“bit line” is utilized for referring to both a single-ended bit line and a differential pair bit

line.

[061] The row decoder 330 may decode a portion of the binary encoded address on
the bus 208 such that the row line corresponding to the address 208 is asserted (i.e.

“selected”) while the remaining word lines 332 are deasserted (i.e. “unselected”).

[062] Each of the memory cells 334, ;-334);n may be operable to store a bit of data.
Each memory cell may comprise, for example, cross-coupled inverters and one or more

access transistors.

[063] The column input/output module 338 may select whether the bus 302 (see FIG.
3A) or a bus 316 (see FIG. 3A) is connected to the bit lines 336[1:N]. When we[Y], the
bit of the write enable signal 312 corresponding to the memory instance 314y, is asserted,
the bus 316 corresponding to the memory instance 314y may be coupled to the bit lines
336[1:N], when wely] is deasserted the bus 302 may be connected to the bit lines
336[1:N].

[064] FIG. 3D illustrates an exemplary mapping between a fault register and memory
cells managed via the fault register. Referring to FIG. 3D, there is shown an M row by N
column block of memory 351, wherein M and N are integers, and one or both of them is
greater than 1. In an exemplary embodiment of the invention, each row of memory 351
may correspond to a particular memory address (and thus each row may be an “array” as

that term is utilized herein). In another embodiment, each row may comprise a plurality
15



[3] [4] [4] [5] [5] [6] [6] [7] [7] WD 2012/158222PCT/US2012/023975 [81]
In FIG 5B, there is a faulty nenory cell (cell [0]) in the relatively | ow
sensitiviwg 2zaomess22accordi ngly, the fault register 502 i mdirast@g/oedvas t he
first mapping is to be used. [82] In FIG 5C, there is a faulty nenory
cell (cell [1]) in the relatively |low sensitivity zone. Accordingly, the
fault register 502 indicates that the first mapping is to be used.

of arrays corresponding to a plurality of memory addresses. In still another embodiment,
arrays in the memory block 351 may span multiple rows and, thus, a single memory
address may correspond to multiple rows. Also shown are memory cells 350,—350x,
where K = ceiling(M/i), “ceiling()” denotes a rounding up to the nearest integer, and i is
an integer between 1 and M, inclusive. Each first portion 352 of the memory block 351
may correspond to i rows of memory cells of the memory block 351 and may be
associated with one of the fault register memory cells 350,—350x. Accordingly, larger
values of 1 may correspond to smaller fault registers, while smaller values of i may
provide better mitigation of faulty cells in the memory block 351. The value of i may, for
example, be fixed for the life of the memory. The value of i may be determined, for
example, based on the feature size and/or other characteristics of the technology process
by which the memory block 351 is fabricated. Additionally or alternatively, the value of
1 may be determined each time the memory block 351 starts-up (e.g., based on a built-in
self-test). The exemplary embodiment in FIG. 3D wherein one fault register cell 350,
corresponds to each i rows of the block of memory 351, may correspond to an
embodiment in which arrays are zoned into two sensitivity zones (sensitivity zones are
described in further detail below). The invention, however, is not so limited, and more
than one fault register bit may correspond to each i rows of the block of memory 351. In
an exemplary embodiment of the invention, the number of fault register cells that
correspond to each i rows may be equal to ceiling(log;R), where R is and integer greater
than 1 that represents the number of sensitivity zones. For example, for R=4 (e.g., High,
Med. High, Med. Low, and Low) sensitivity zones, there may be two fault register cells

for each i rows of memory.

[065] FIG. 3E illustrates an exemplary portion of a fault mitigation controller.
Referring to FIG. 3E, the depicted portion of the fault mitigation controller 322
comprises a fault accumulator 356, and logic modules 358, 360, 362, and 364.
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[83] In FIG 5D, there is a faulty nenory cell (cell [2]) in the nediuml|ow
sensitivity zone. Accordingly, the fault register 502 indicates that a
second nenpi2n/i582220 be used. In the exenpl ary enbodi nemrCTdspéicoesd7s n Fl GS.
5A-51, the second mapping results in the cells [3:2] of the array 500 being
swapped with the cells [1:0] of the array 500. That is, the mapping
utilized in FIG 5D is as shown in table 4 below Table 4 Cell of array 500
Bit of data block 504 [2] [O] [3] [1] [O] [2] [1] [3] [4]

[066] In operation, upon start-up of the memory 200, a scan of the memory 200 may
be initiated. The scan may comprise writing test data to memory, reading the test data
from memory, and then comparing the written data to the read data to detect faulty
memory cells. Each cell or group of cells of the fault accumulator 356 may correspond to
a particular column of memory in the block of memory being scanned. Accordingly, for
the i rows being tested, each time a faulty cell is detected in a particular column, the one

or more bits of the fault accumulator 356 corresponding to that column are incremented.

[067] To illustrate, consider the portion of cells 352, (FIG. 3D) corresponding to the
first i rows of a block of memory 351. Test data may be written to and then read from the
cells in portion 352, to detect any faulty cells in portion 352;. For each column 1 through
N, the one or more bits of the fault accumulator 356 corresponding to that column may be
incremented each time a faulty memory cell is detected in that column of the portion
352;. Once all cells in the portion 352; have been tested, one or more logical and/or
arithmetic operations are applied to the contents of fault accumulator 356 to determine
whether the cell 350, of the fault register should be asserted or deasserted. Cell 350,
being asserted may indicate that a first mapping is to be utilized when writing to and
reading from an array in the portion 352;. Conversely, cell 350, being deasserted may
indicate that a second mapping is to be utilized when writing to and reading from an array

in the portion 352;.

[068] The logical and/or arithmetic operations performed on the contents of the fault
register 356 may depend on which columns of the portion 352, correspond to high-
sensitivity zones and which columns of the portion 352; correspond to low-sensitivity
zones. In the exemplary portion depicted, there are high-sensitivity portions 368; and
3685 and low-sensitivity portions 368, and 368, each of the portions each comprising
one or more bits corresponding to one or more columns of the memory block 351. The

bit(s) of the portions 368, and 3685 are logically ORed by module 358, to generate signal
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[4] [5] [5] [6] [6] [7] [7] [84] In FIG 5E, there is a faulty nenory
(cell [3]) in the nmedium|ow sensitivity zone. Accordingly, the fault
regi st er WO20izdsrat es that the second mapping is to bePagas2012{/088751n FI G
5F, there is a faulty nmenory cell (cell [4]) in the nmediumhigh sensitivity
Accordingly, the fault register 502 indicates that a third mapping is
to be used. In the exenplary enbodi nent depicted in FIGS. 5A-5I, the third
mappi ng WO 2012/ 158222PCT/ US2012/ 023975 results in the cells [5:4] of the
array 500 being swapped with the cells [1:0] of the array 500. That is,

cel l

Zzone.

mappi

ng utilized in FIG 5F is as shown in table 5 bel ow.
359. The bit(s) of the portions 368, and 368, are logically ORed by module 360, to

generate signal 361. The signal 361 is inverted by inverter 362, to generate signal 363.
Signals 361 and 363 are ANDed to generate signal 366. If signal 366 is asserted, then a 1
may be written to memory cell 350, and if signal 366 is deasserted, then a O may be

written to memory cell 350;.

[069] Each of portions 352,-352k, may be scanned for faults in a manner similar to
that described above for portion 352,. Each of the fault register cells 350,—350x may be

populated in a manner similar to that described above for cell 350;.

[070] FIGS. 4A-4E depict an exemplary system in which an array of memory is
zoned into two sensitivity zones for mitigating the impact of one or more faulty cells in
the array. Shown in FIGS. 4A—4E are an array of memory cells 400, a fault register 402
associated with the array 400, and an 8-bit data block to be written to the array 400. In
the exemplary embodiment depicted in FIGS. 4A-4E the array 400 is 8 bits and the data

block is 8 bits, but the invention is not so limited.

[071] Based on the data to be stored to the array 400, the cells of the array 400 may
be zoned into a high sensitivity zone and a low sensitivity zone. To illustrate, in the
exemplary embodiment depicted in FIGS. 4A-4C, the data block 404 is an 8-bit number
with bit [7] being the MSB and bit [0] being the LSB. In this embodiment, an error in
one of bits [7:4] of the data block 404 would cause a larger deviation in system
performance from the correct value than would an error in one of bits [3:0] of the data
block 404. For example, in a digital communication or video system, bit error rate
(BER), packet error rate (PER), or frame error rate (FER) may be lower with an error in
bits [7:4] than with an error in bits [3:0]. Accordingly, the upper four cells (cells [7:4])
have been zoned as higher sensitivity cells, and the lower four cells (cells [3:0]) have
been zoned as lower sensitivity cells. In an embodiment of the invention, which
sensitivity zone a cells and/or column should be assigned to may be determined based on
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Table 5 Cell of array 500 Bit of data block 504 [4] [O] [5] [1] [2] [2]

[ 3]

[0] [4]

WO 2012/158222 PCT/US2012/023975

a normalized difference in a system performance metric (e.g., bit error rate (BER)) due to
that cell and/or column being faulty as compared to that cell and/or column being

functional.

[072] In operation, the mapping between the cells [7:0] of the array 400 and the bits
[7:0] of the data block 404 may be determined based on a mapping indicated by the fault
register 402.

[073] In FIG. 4A, there are no faulty cells in the array 400. Accordingly, the fault
register 402 indicates that a first mapping is to be utilized. In the exemplary embodiment
depicted in FIGS. 4A—4E, the first mapping results in the bits [0:N] of the data block 404
being written sequentially to the cells [O:N] of the array 400. That is, the mapping

utilized in FIG. 4A is as shown in table 1 below.

Table 1
Cell of array 400 Bit of data block 404
[0] [0]
[1] [1]
[2] [2]
[3] [3]
[4] [4]
[5] [5]
[6] [6]
[7] [7]

[074] In FIG. 4B, there is a faulty memory cell (cell [1]) in the lower sensitivity
zone, but none in the higher sensitivity zone. Accordingly, the fault register 402

indicates that the first mapping is to be used.

[075] In FIG. 4C, there is a faulty memory cell (cell [5]) in the higher sensitivity
zone and none in the lower sensitivity zone. Accordingly, the fault register 402 indicates

that a second mapping is to be used. In the exemplary embodiment depicted in FIGS.
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[1] [5] [6] [6] [7] [7] [86] In FIG 5G there is a faulty nenory cell
(cell [5]) in the nmediumhigh sensitivity zone. Accordingly, the fault

regi ster WO20iz@dsrates that the third mapping is to be ms®Eais20p®ZI97s n FI G
5H, there is a faulty nenory cell (cell [6]) in the relatively high
sensitivity zone. Accordingly, the fault register 502 indicates that a
fourth mapping is to be used. In the exenplary enbodi nent depicted in FIGS.
5A-51, the fourth mapping results in the cells [7:6] of the array 500 being
swapped with the cells [1:0] of the array 500. That is, the napping
utilized in FIG 5His as shown in table 6 below Table 6 Cell of array 500
Bit ofAAdallh tht eedorlOrhapging results in the bits [0:N] of the data block 404 being written

reverse-sequentially to the cells [0:N] of the array 400. That is, the mapping utilized in
FIG. 4C is as shown in table 2 below.

Table 2
Cell of array 400 Bit of data block 404
[0] [7]
[1] [6]
[2] [5]
[3] [4]
[4] [3]
[5] [2]
[6] [1]
[7] [0]

[076] In FIG. 4D, there is a faulty memory cell (cell [4]) in the higher sensitivity
zone and a faulty memory cell (cell [1]) in the lower sensitivity zone. Aspects of the
invention may enable comparing the potential error in the value of the data block 404 for
each available mapping to determine which mapping to utilize. To illustrate, in FIG. 4D,
the first mapping results in a potential errors at bits 4 and 1, and the second mapping
results in potential errors at bits 6 and 3. Accordingly, in FIG. 4D, the first mapping may
be utilized. Similarly, in FIG. 4E, the first mapping results in potential errors at bits 7
and 2, and the second mapping results in potential errors at bits 5 and 0. Accordingly, in

FIG. 4E, the second mapping is utilized.

[077] FIGS. 5A-5K depict an exemplary system in which an array of memory is
zoned into four zones for mitigating the impact of one or more faulty cells in the array.
Shown in FIGS. 5A-5K are an array of memory cells 500, a fault register 502 associated
with the array 500, and an 8-bit data block to be written to the array 500. In the
exemplary embodiment depicted in FIGS. 5A-5K the array 500 is 8 bits and the data

block is 8 bits, but the invention is not so limited.
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[6] [1] [2] [2] [3] [3] [4] [4] [5] [5] WO

2012/ 158222PCT/ US2012/ 023975

WO 2012/158222 PCT/US2012/023975

[078] Based on the data to be stored to the array 500, the cells of the array 500 may
be zoned into four zones by relative error sensitivity. To illustrate, in the exemplary
embodiment depicted in FIGS. 5A-51, the data block 504 is an 8-bit number with bit [7]
being the MSB and bit [0] being the LSB. In this embodiment, cells [7:6] are zoned as
relatively high sensitivity, cells [5:4] are zoned as relatively medium-high sensitivity,
cells [3:2] are zoned as relatively medium-low sensitivity, cells [1:0] are zoned as

relatively low sensitivity.

[079] In operation, the mapping between the cells [7:0] of the array 400 and the bits
[7:0] of the data block 404 may be determined based on a mapping indicated by the 2-bit
fault register 502.

[080] In FIG. 5A, there are no faulty cells in the array 500. Accordingly, the fault
register 502 indicates that a first mapping is to be utilized. In the exemplary embodiment
depicted in FIGS. SA-5K, the first mapping results in the bits [0:N] of the data block 504
being written sequentially to the cells [O:N] of the array 500. That is, the mapping
utilized in FIG. 5A is as shown in table 3 below.

Table 3
Cell of array 500 Bit of data block 504
[0] [0]
[1] [1]
[2] [2]
[3] [3]
[4] [4]
[5] [5]
[6] [6]
[7] [7]
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[0][6] [1][7] 1[88] In FIG 51, there is a faulty menory cell (cell [7]) in
the relatively high sensitivity zone. Accordingly, the fault register 502

i ndi cat eswohat2/tsBe2f ourth mapping is to be used. [89] PATRIS®1283397% here is
a faulty menory cell (cell [5]) in the nmediumhigh sensitivity zone, and a
faulty nmenory cell (cell [2]) in the nediumlow sensitivity zone. The
second mapping would result in potential errors at bits 5 and 0. The third
mappi ng would result in potential errors at bits 2 and 1. Accordingly, the
fault register 502 indicates that the third mapping is to be used. [90] In
FIG 5K, there is a faulty nmenory cell (cell [6]) in the relatively high
sensi 0811y zbn&lGartd,atHeatlis ya Wrutoy ymemabty (eBl (cell5]0]) iin theeralsmivalylbwgh
sensitivity zone. The third mapping would result in potential errors at
bits GCAHHVHLY ZPHe #Asgptdinghp prhiuloiseisteedd indicptpothapthafirdmapngds Kits 5
and O. Accgrdi ngly, the fault register 502 indicates that the fourth

mappi 0§ P9t 0 be uUsed. [91] While FIGS. 4A-4D depict two sensitivity

zones, and FIGS. 5A-5K depict four sensitivity zones, in practice, the
nunbed082] senlt HlGi 3.z 8wee i8ita Fpwled reemone caly(ceHt Blderingtheatadatixaignlow,

92] FIG. .6A depict . I fault mitj i i dule. .
Ret or PFREBY EPBE- QeONHBEPags [t Rguusord hrps e IO eTEoanuae it
i nput Yeipeg 604[7: 0], output lines 610[7:0], a multiplexer 608, and a
control signal 612. Wen the control signal 612 is logic O, the lines

o Ao BEVTEP IS 60", 1o O B 4o o
20121 BRI SRCF U0 5o BBaE 5 MR ARl T ehby o e Eresdy L econd mappine s o
be used. In the exemplary embodiment depicted in FIGS. 5A-51, the second mapping

results in the cells [3:2] of the array 500 being swapped with the cells [1:0] of the array
500. That is, the mapping utilized in FIG. 5D is as shown in table 4 below.

Table 4
Cell of array 500 Bit of data block 504
[2] [0]
[3] [1]
[0] [2]
[1] [3]
[4] [4]
[5] [5]
[6] [6]
[7] [7]

[084] In FIG. 5E, there is a faulty memory cell (cell [3]) in the medium-low
sensitivity zone. Accordingly, the fault register 502 indicates that the second mapping is

to be used.

[085] In FIG. 5F, there is a faulty memory cell (cell [4]) in the medium-high
sensitivity zone. Accordingly, the fault register 502 indicates that a third mapping is to

be used. In the exemplary embodiment depicted in FIGS. 5A-5I, the third mapping
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604[ 2] 610[2] 604[3] 610[3] 604[4] 610[4] 604[5] 610[5] 604[6] 610[ 6]
604[ 7] 610[ 7]
WO 2012/158222 PCT/US2012/023975

results in the cells [5:4] of the array 500 being swapped with the cells [1:0] of the array
500. That is, the mapping utilized in FIG. 5F is as shown in table 5 below.

Table 5
Cell of array 500 Bit of data block 504
[4] [0]
[5] [1]
[2] [2]
[3] [3]
[0] [4]
[1] [5]
[6] [6]
[7] [7]

[086] In FIG. 5G, there is a faulty memory cell (cell [5]) in the medium-high
sensitivity zone. Accordingly, the fault register 502 indicates that the third mapping is to

be used.

[087] In FIG. 5H, there is a faulty memory cell (cell [6]) in the relatively high
sensitivity zone. Accordingly, the fault register 502 indicates that a fourth mapping is to
be used. In the exemplary embodiment depicted in FIGS. 5A-5I, the fourth mapping
results in the cells [7:6] of the array 500 being swapped with the cells [1:0] of the array
500. That is, the mapping utilized in FIG. 5H is as shown in table 6 below.

Table 6
Cell of array 500 Bit of data block 504
[7] [0]
[6] [1]
[2] [2]
[3] [3]
[4] [4]
[5] [5]
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Tabl e 8 604[0] 610[7] 604[1] 610[6] 604[2] 610[5] 604[3] 610[4] 604 4]
610[ 3] 604[5] 610[ 2]
WO 2012/158222 PCT/US2012/023975

[0] [6]
[1] [7]

[088] In FIG. 5I, there is a faulty memory cell (cell [7]) in the relatively high

sensitivity zone. Accordingly, the fault register 502 indicates that the fourth mapping is

to be used.

[089] In FIG. 5J, there is a faulty memory cell (cell [5]) in the medium-high
sensitivity zone, and a faulty memory cell (cell [2]) in the medium-low sensitivity zone.
The second mapping would result in potential errors at bits 5 and 0. The third mapping
would result in potential errors at bits 2 and 1. Accordingly, the fault register 502

indicates that the third mapping is to be used.

[090] In FIG. 5K, there is a faulty memory cell (cell [6]) in the relatively high
sensitivity zone, and a faulty memory cell (cell [5]) in the medium-high sensitivity zone.
The third mapping would result in potential errors at bits 6 and 1. The fourth mapping
would result in potential errors at bits 5 and 0. Accordingly, the fault register 502

indicates that the fourth mapping is to be used.

[091] While FIGS. 4A-4D depict two sensitivity zones, and FIGS. SA-5K depict
four sensitivity zones, in practice, the number of sensitivity zones utilized can be any

integer greater than 1.

[092] FIG. 6A depicts an exemplary fault mitigation mapping module. Referring to
FIG. 6A, the fault mitigation mapping module 602 comprises input lines 604[7:0], output
lines 610[7:0], a multiplexer 608, and a control signal 612. When the control signal 612
is logic 0, the lines 604[7:0] may be mapped to the lines 610[7:0] as shown below in table
7. When the control signal 612 is logic 1, the lines 604[7:0] may be mapped to the lines
610[7:0] is as shown below in table 8.

Table 7
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604[ 6] 610[ 1] 604[7] 610[0] [093]FI G 6B depicts another exenplary fault
mtigation mappi ng nodule. Referring to FIG 6B, the fault mtigation

mappi ng eoubhe/Be22conpri ses input |ines 624[7:0], outplCTiSa@2/0880f 7: 0], a
mul ti pl exer 628, and a control signal 632. Wen the control signal 612 is

|l ogic 00, the lines 624[7:0] may be mapped to the lines 630[7:0] as shown
below in table 9. Wien the control signal 632 is logic 01, the lines
624[ 7: 0] nmay be napped to the lines 630[7:0] is as shown below in table 10.
When the control signal 632 is logic 10, the lines 624[7:0] may be mapped
to the lines 630[7:0] is as shown below in table 11. When the control

signal 632 is logi¢ 11, thmaldpnes 624[7: 0] ngyo[pe nepped to the |lines
630[ 7: 0] is as shoywnrbet Uvgoi4r[ll]t abte 1R —Tabt 81(?[1] 624f0] 630[0] 624]1]

604[2] 610[2]

604[3] 610[3]

604[4] 610[4]

604[5] 610[35]

604[6] 610[6]

604[7] 610[7]

Table 8

604[0] 610[7]

604[1] 610[6]

604[2] 610[35]

604[3] 610[4]

604[4] 610[3]

604[5] 610[2]

604[6] 610[1]

604[7] 610[0]

[093] FIG. 6B depicts another exemplary fault mitigation mapping module.
Referring to FIG. 6B, the fault mitigation mapping module 622 comprises input lines
624[7:0], output lines 630[7:0], a multiplexer 628, and a control signal 632. When the
control signal 612 is logic 00, the lines 624[7:0] may be mapped to the lines 630[7:0] as
shown below in table 9. When the control signal 632 is logic 01, the lines 624[7:0] may
be mapped to the lines 630[7:0] is as shown below in table 10. When the control signal
632 is logic 10, the lines 624[7:0] may be mapped to the lines 630[7:0] is as shown below
in table 11. When the control signal 632 is logic 11, the lines 624[7:0] may be mapped to
the lines 630[7:0] is as shown below in table 12.

Table 9
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Tabl e
630[ 4]

10 624[2] 630[0] 624[3] 630[1] 624[0] 630[2] 624[1] 630[3] 624[4]
624[ 5]
WO 2012/158222 PCT/US2012/023975

Table 12
624[6] 630[0]
624[7] 630[1]
624[2] 630[2]
624[3] 630[3]
624[4] 630[4]
624[5] 630[35]
624[0] 630[6]
624[1] 630[7]

[094] FIG. 6C depicts a system comprising a configurable fault mitigation mapping
module. Referring to FIG. 6C, the configurable fault mitigation mapping module 640
comprises input lines 644[7:0], output lines 650[7:0], a multiplexer 648, a control signal
652, and sixty-four configuration elements 646,;—64655. Although sixty-four

configuration elements are utilized for illustration, the invention is not so limited.

[095] Each of the configuration elements 646, ,-64655 may comprise, for example,
an NMOS transistor, a PMOS transistor, a CMOS transmission gate, a fuse, an anti-fuse,
or any other device for making and/or breaking a connection between signal traces. The
configuration elements 646,,-6465s may be one-time configurable, electronically
configurable via a programming station, and/or dynamically configurable (e.g., by
control signals from a processor such as the CPU 104) during operation of a device (e.g.,

receiver 150) in which the module 642 resides.

[096] In operation, the module 642 may perform a first mapping when the signal 652

is logic 0 and may perform a second mapping when the signal 652 is logic 1.

[097] In an exemplary embodiment where the module 642 is one-time
programmable, the second mapping may be determined upon characterizing a particular
memory that is to be utilized with the module 642. For example, the module may be

paired with a memory 152 that has a faulty bit line [6] such that cell [6] of each row of
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the memory 152 is faulty. The module 642 may be programmed such that bit line [6] of
the memory 152 is mapped to the one of the lines 644[7:0] that corresponds to the least
significant bit of the data blocks that are written to the memory 152 via the module 642

(e.g., bit [0] of the data block 404).

[098] In an exemplary embodiment the module 642 may be configured on a per
memory, per-memory-instance, per-memory-address, and/or per-memory-array basis.
For example, the configuration elements 642 may be placed into a first configuration
when writing or reading memory from a first address of the memory 152 and may be
placed into a second configuration when writing or reading from a second memory

address of the memory 152.

[099] The fault mitigation mapping modules depicted in FIGS. 6A—6C achieve
different mappings via re-ordering of signal lines. In this manner, delay introduced by
the multiplexers 608, 628, or 648 may be the only significant additional delay introduced
by the fault mitigation mapping modules 602, 622, and 642, respectively. In other
embodiments, however, the mapping may be achieved via one or more logic gates. Such
other embodiments may be utilized, for example, when additional delay can be tolerated.
In an embodiment of the invention, the mapping may be achieved by a permutation

network such as, for example, a Benes permutation network.

[0100] FIG. 7 depicts a system operable to enable and disable a memory fault
mitigation module based on a type of data being written to or read from memory.
Referring to FIG. 7, there is shown a multiplexer 702, a memory fault mitigation module

704, and a memory 706.

[0101]  The multiplexer 702 may route the data bus 710 to the bus 712 when the data
type / mode signal 708 is in a first state, and may route the data bus 710 to the bus 714
when the signal 708 is in a second state. The signal 708 may indicate a type of data on

the bus 710 and/or a corresponding mode in which the electronic device is operating.
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[0102] The memory fault mitigation module 704 may be substantially similar to, or
the same as, one or more of the fault mitigation mapping modules 602, 622, or 642. The
memory 706 may be substantially similar to, or the same as, the memory 200 described

with respect to FIG. 2.

[0103] In an exemplary write operation, a data block to be written to the memory 706
may be placed on the data bus 710, and a value of the data type signal 708 may be set to
indicate the data type of the data block. If the data block is of a first type, the multiplexer
702 may output the data to the memory fault mitigation block 704, where the data will be
mapped to the data bus 714, which connects to the bit lines of the memory 706. If the
data block is of a second type, the multiplexer 702 may output the data to the data bus
714, which connects to the bit lines of the memory 706. When the error mitigation

module 704 is bypassed it may be disabled to save power.

[0104] FIG. 8 depicts a system operable to allocate memory based on a
characterization of the memory and the sensitivity of the data being written to or read
from memory. Referring to FIG. 8, there is shown a switch 806, which connects data
busses 808 and 810 to the memories 802 and 804. The bus 808 may carry a first data
type and the bus 810 may carry a second data type.

[0105] In operation, the memories 802 and 804 may be scanned to determine how
many faulty memory cells are in each of the memories 802 and 804 and/or where faulty
memory cells are in the memory 802 and memory 804. Based on the result of the scan,
and based on the error tolerance of data types 1 and 2, the switch 806 may be configured
via the signal 812. For example, if data type 1 is more error-sensitive than data type 2
and memory 802 has fewer errors than memory 804, then bus 808 may be coupled to the
memory 802. As another example, if data type 2 is more error-sensitive than data type 1
and memory 802 has fewer errors than memory 804, then bus 810 may be coupled to the
memory 802.
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[0106]  FIGS. 9 and 10 show simulation results of an exemplary implementation of the
receiver 150. FIG. 9. shows the impact of Ngar = 400 stuck-at-faults (SAF) in the
Frequency Time De-Interleaver (FTDI) memory 152 on the decoding performance of an
exemplary implementation of receiver 150 with Forward Error Correction (FEC) as
measured by the Bit Error Rate (BER). For the simulation shown in FIG. 9, the de-
interleaver memory 152 stores soft symbol data. Ngar = 400 stuck-at-faults were
uniformly distributed and mapped to each bit in a memory word, as follows: Ng,r faults
were first introduced in the MSB of the symbol data and the BER due to the faults was
recorded; next, Ngar faults were introduced in the remaining symbol data and in each
case the BER due to the faulty bit was recorded for a fixed SNR=18.5 dB and an Additive
White Gaussian Noise (AWGN) channel with O FEC decoding iterations. The simulation

was repeated for each cell in the de-interleaver memory word.

[0107]  Stuck-at-Faults (SAF) typically account for more than 50% of memory array
faults and therefore SAF can be used as a first order approximation to a faulty memory
array. For the simulation, a larger than expected number of Ngp=400 stuck-at-faults was
selected to account for other types of faults not modeled in the simulation and to test the
system under high fault conditions. For the simulation, by setting a sensitivity threshold
to 1.6x10-4 BER, or 7% above the fault-free reference, the high sensitivity (MSB) region
contains all faulty bits with BER greater than the 1.6x10-4 threshold. Similarly, for the
simulation, the LSB region (i.e. low sensitivity region) of the same size contains all faulty
bits with BER less than the 1.6x10-4 threshold. In the simulation, if a memory fault is
found in the MSB region and no faults are found in the LSB region, the permutation of
the MSB and LSB regions results in ASNR gain improvement compared to memory

without repair.

[0108]  Although, the receiver 150 utilizes aspects of the invention in combination

with forward error correction techniques (i.e., Viterbi and Reed-Solomon encoding),
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630[ 6] 624[ 1] 630[7] [94] FIG 6C depicts a systemconprising a
configurable fault mtigation mappi ng nodule. Referring to FIG 6C, the
conf i gur alsbeof2z158122mmi ti gati on mappi ng nodul e 640 conpri ET/USAEAW239THes
644[ 7: 0], output lines 650[7:0], a multiplexer 648, a control signal 652,
and sixty-four configuration elenents 6461, 1- 6468, 8. Al t hough si xty-four
configuration elenents are utilized for illustration, the invention is not
so limted. [95] Each of the configuration el enents 6461, 1- 6468, 8 nay
conprise, for exanple, an NMOS transistor, a PMOS transistor, a CMOS
transm ssion gate, a fuse, an anti-fuse, or any other device for naking
and/ oraspe@sldfntheaimentiont may ingproee systagngperforamse cMea odthbuguhatusenof
el enents 6461, 1- 6468, 8 nay be one-tine configurable, electronically
conf i gddgiamal gfrar eoBedanmi ng stati on, and/ or dynamical |y configurabl e
(e.g., by control signals froma processor such as the CPU 104) during
oper at[0bd0]of BI@el) skoweadault sewstiviey cd&iciem fohhe kxtinglarpdebquénty Tiesd des.
[96] In operation, the nodule 642 may performa first mapii ng when the
si gnalD@bnterleavesgifclBDamemary pe? fdrmia $edond fadipi nigltnhéd $1T%N%iagffwlt 652
is logic.l.. [97].ln xenpl ary e | rent where. th dul e 642 i
one. ¢ Srasifyisyreaptiipal b " TR ilinnd tind Thayets. Giserhraatats ToD
char aghghh | BHRABIOMRRIY. HNA HeSsibRffort ihé Faest ¥ R e
642. %@He)@a?r%ﬁeg,&?wee rmggllgg may %ébbgﬂeeds 1%/Ivl{%lt(ﬁﬁ)a’trtreém)ry 1%1&1{6{1%? 8]has a
faul t widret dathneyrhbdls ssiored hiatmesloky [1Ofvsof Tieadhult on6itivity coefficient { was
determined by taking the difference between the solid and dashed lines in FIG. 9, and
then normalizing the difference to 1. The coefficient { may be calculated, for example,
during manufacture of the memory 152 and/or may be calculated real-time while the
device 150 is in operation (e.g., processing video). That is, the fault sensitivity
coefficient of a particular memory cell may correspond to the difference in a system
performance metric (e.g., BER) due to that memory cell being faulty as compared to that
memory cell being functional. The simulation results show that the data bits that are
closest to the MSB have a higher fault sensitivity coefficient compared to bits that are
closest to the LSB. As a result of permutation of MSB and LSB regions, utilizing aspects
of the invention achieves the fault sensitivity exhibited by the LSB region for MSB

region data, whenever the MSB region has faults and the LSB region is fault-free.

[0110] In an exemplary embodiment of the invention, one or more circuits may
comprise a multiplexer (e.g., multiplexer 608), a data bus (e.g., bus 302 and/or bus 316)
comprising a plurality of data lines (e.g., 302[1:N] and/or 316[1:N]), and an array (e.g.,
array 400) of memory cells (e.g., memory cells 334) coupled to a plurality of bit lines
(e.g., bit lines 336[1:N]). The plurality of data lines and the plurality of bit lines may be
used to write to (e.g., lines 302[1:N]) and/or read from (e.g., lines 316[1:N]) the array of
memory cells. The multiplexer may select among different mappings between the

plurality of data lines and the plurality of bit lines. The array of memory cells may

31



WO 2012/ 158222PCT/ US2012/ 023975 the menory 152 is faulty. The nodul e 642
may be programred such that bit line [6] of the nenory 152 is mapped to the
one of thwol2preessB44[ 7: 0] that corresponds to the | east Peirgrsedizoadyws bit of
the data blocks that are witten to the nmenory 152 via the nodul e 642
(e.g., bit [0] of the data block 404). [98] In an exenplary enbodi nent the
nodul e 642 may be configured on a per nenory, per-nenory-instance,

per - menor y- addr ess, and/ or per-nenory-array basis. For exanple, the
configuration elenments 642 nay be placed into a first configuration when
witing or reading menory froma first address of the menory 152 and may be
pl acedonsispofi Ns awonat ycawilsi ther pluralityvdfebit Winet imgy oongistacti Ngbift limes aase tend
menory address of the nenory 152. [99] The fault mtigation mappin
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enbodi ne pi ng may” be achi ev via one or nore loglc

gat es.(e guchitoblek 4 adicrbe twaritiay e Uiridyl, a@dnfibaratRmasiihe  muthiphe x@d by onal
delay can be tolerated. In an enbodi ment of the invention, the nmapping may
be aclbieepatrobyd Hapesdt, muleast onparetamohdkw savsitisie thef data dlegkpisgo adaByegemory

perrruta{ion net wor k. {) 1%3‘1F|G 7 picts a system.operable . to enabl.e and
di sabl& 1&%}&5&? D of memy¥Cels dgane %ra%l@ﬁe BHC LY A3 TE31dg AR 3 THESINGT
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[ 0101]iithe andfot FielgdRly déAteRYvindWaetdioedah@. bus 710 to the bus 712 when
the data type / node’'signal 708 is in a first state, and may route the data

bus 7 th S . S 7 I Sel . sj gnal
705 g |l o0t At e Ut ColeRRieR A Rhe Sl B iyl 5SS ST LS o 80 Hhoe
i N wWhighliraliBe of | 2efalyk QRES e%,\/ FBG. BE) Qffem@iond-ceW§) A first mapping between the
2012/ 158227PCT/ US2012/ 023975 [0102] The nenory fault mtigation nodule 704
may belemabst ahdatallinessindi thaplamalityof biidircameayabe utheed fomofiestafnetdrembdbeeul t
mtigation mappi ng nodul es 602, 622, or, 642, The nmenory 706 may be

subst Mt thel Pharaddityy ofaprrays. of tasend apapRige ohéharphality206 s diiepetndathe

oDyl B i3 Gh05 oo BT Febnd ok ForPBETR! bRy SP8agd oFls 0
example, a first mapping may map data lines 302[1:N] to bit lines 336[1: N],

respectively, and a second mapping may map data lines 332[1:N] to bit lines 336 [N:1].

[0112] In an exemplary embodiment of the invention, the plurality of arrays may be
utilized for storing multiple types of data blocks. A first one or more of the plurality of
arrays may have less than a threshold number of faulty cells. A second one or more of
the plurality of arrays may have more than the threshold number of faulty cells. The first
one or more of the plurality of cells may be utilized for storing data blocks of a first type
(e.g., operating system parameters). The second one or more of the plurality of cells may

be utilized for storing data blocks of a second type (e.g., media data).

[0113] In an exemplary embodiment of the invention, one or more circuits may
comprise an array of memory cells (e.g., a two or more of the cells 334, 1-334yn). The
one or more circuits may be operable to discover a location of a faulty memory cell in the
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may be placed on the data bus 710, and a value of the data type signal 708
may be set to indicate the data type of the data block. If the data bl ock
is of a fwosbiwwyge2 the mul tiplexer 702 nay out put the @aTrast@2tbd7srenory
fault mtigation block 704, where the data will be mapped to the data bus
714, which connects to the bit lines of the nmenory 706. |If the data bl ock
is of a second type, the nultiplexer 702 may output the data to the data
bus 714, which connects to the bit Iines of the nmenory 706. \Wen the error
mtigation nodule 704 is bypassed it nay be disabled to save power.

[0104] FIG 8 depicts a systemoperable to allocate nenory based on a

char aareyi dfameorrpletlfiethodoxationaiedn g hedseds fér enanyplofto tahleftdmibat &l off the
witten to or read fromnenory. Referring to FIG 8, there is shown a
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utilizes aspects of the invention in conbination"with forward error

cor r eahdrenbite ofinhguiasa block, ,andi ther deicond poraed -oFathe ndata drdeddinrey) be \Wless-
2012/ 158222PCT/ US2012/ 023975 aspects of the invention nmay inprove system
per formance even w thout the use of additional error correction.
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[0109] FIG 10 shows a fault sensitivity coefficient for an exenplary
Frequency Tine De-Interleaver (FTDI) nenory 152 due to stuck-at faults.
FIG 10 swowsizzis8ralt sensitivity coefficient C for a sectriusaoiefzionge
Frequency Tine De-Interleaver (FTD) nmenory based on the BER plot in FIG
9. In the simulation, the FTDI nenory columms store data synbols stored in
menory rows. The fault sensitivity coefficient C was determ ned by taking
the difference between the solid and dashed lines in FIG 9, and then
normalizing the difference to 1. The coefficient C may be cal cul ated, for
exanpl e, during manufacture of the nmenory 152 and/or may be cal cul at ed

r eal - tsigmfipdntl anet dremdey bite ofl 8k dsaiblocdpeTht ivatite(apegatiorpmagdsesperforvaliea) .
That is, the fault sensitivity coefficient of a particular nmenory cell may
cor r eIES Rrecessngdicts-efregerncyring/astime gepeerienvidglordafastisan(e. g. , BER) due
to that nenory cell being faulty as conpared to that nenory cell being
functi[0hB§]. The ani exdmaplaoyn enslsaditrens dwiHehatvenhiendaha oi tsorchaircwite nedyosest
to the MSB have a higher fault sensitivity coefficient conpared to bits

t hat &PENHIsgsEstaty {he. 28Ry AQOh of avgmorpfcefsrand at memasy BE Bndzatsm
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316) conprising a plurality of data lines (e.g., 302[1:N] and/or 316[1:N]),
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coupled to a urality of, hit lines (e.g., bit lines 336[1:N]). The
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array of" menory cells may WO 2012/ 158222PCT/ US2012/ 023975 consi st of N
menor yecferinsd ak ipartpifur ddinteyleatinigipgrotésses may consist of N bit |ines, and
the plurality of data lines nay consist of N data |ines, where Nis an

i nt egqp] ph1eat B an Badnplary Bbodthb AU RthE ARy &itidnN 8ndek hdit KRNt RYniRising
control |l ed based, at lTeast in part, on which, if any, of the plurality
menor yancakds of sndmoityt gelld-anaya beropieeatdpdo atriangei itsnof dhtaatodbt aviiditeac ko (le g. ,
data block 404) is to be witten to the array, a configuration of the

mul ti Prayet magope cebhbawid ey asgsedyitytcoetagent assiaed O MCHIWNOENSEHS Of t he
data bl ock is to a faul memory cell anong t.he array of menory.cells. The
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enmbodibyesmpdrivee dier eMuebf meperformemt sneteiy (0., 0BEROmenspradr forithy coll baingays
(see e.g., FIG 3C) of nmenory cells. A first mapping between the plurality
of datfan¢tionad tathe tahee pf theaparformamepimetric megaspeed fios tha ¢4ll beingffanlty fir st
one or nore of the plurality of arrays. A second nmapping of the plurality
of dat[@ll7]neslend tx@Enplayy ambodinfenbidf thenasvemapynpendt of ided Ewcuits sepond
portion of the plurality of arrays. For exanple, a first mapping may nap
dat a IconyeisgopfanliNegisterpind an Megowdn] N-caljumnr lopk of imarmery eglls, avhese oach

i . data |i 332[ 1: to bit |i 3 1] . [0112]1
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cel | s.th4h $ECBAR¢h @élﬁng(log%ll)ecélfs éﬂ“ﬁlepfa%ltaﬂe'gls_‘teloﬁl@rihaﬁéﬁteﬁﬂﬁé ﬂ%‘dﬁldél)z{rﬁi/éﬁan
the threshold nunmber of faulty cells. The first one or nore of the

pl ur allpcationf o efross may dmraspohdingdi fors of dhe rdodah hémokys cefls,awhénest it ype
(e.g., operating system paraneters). The second one or nore of the
plurality of cells may be utilized for storing data bl ocks of a second type
(e.g., nedia data). [0113] In an exenplary enbodi nent of the invention, one
or nore circuits may conprise an arrgg4of menory cells (e.g., a two or nore
of the cells 3341,1-334m N). The one or nore circuits may be operable to

di scover a location of a faulty nmenory cell in the WO

2012/ 158222PCT/ US2012/ 023975 array of nenory cells, the |ocation being

i ndexed, for exanple to a left-nost cell of the array. The one or nore
circuits may be operable to arrange the order in which the bits of a data
bl ock (e.g., data block 404) are stored to the array based, at least in
part, on the discovered |location in the array of the faulty nenory cell.
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[0114] In an exenplary enbodi nrent of the invention, one or nore circuits
may conprise an array of nenory cells (e.g., array 400) and a nenory fault
m ti gati oworeotulse22¢e. g., nodul e 3065), and the one or mMPCE/USR2012023935 may be
operable to wite a data block (e.g., data block 404) to the array. The
wite operation may conprise a swap of a first portion of the data bl ock
with a second portion of the data bl ock. The swap may be in response to a
detection that one or nore nenory cells of the array is faulty. The wite
operation may conprise, subsequent to the swap, storing the data block to
the array of menory cells. The first portion of the data bl ock 404 may be a
nor e- sogfichrabdato baanprinwperebdmiesndf andd,datmsbleockhe siad of hike $mdoredigter t i on
of the data block may be a | ess- WO 2012/ 158222PCT/ US2012/ 023975

si gni fRdahe comagwablepng gsuab toeciting(lagfxseidbive(Mfle write operation may be
performed as part of processing (e.g., frequency and/or tine

dei nt ¢01 E&lvi nQrhea elabadihieaasmof [tBd ibyedtivnamagxpmplide y worbodnsieny mhchihe-

i nvention, one or nore circuits may conprise an array (e.g., array 400) of
nenor yeadable (g, comepteryrdadable) ninedygtni and/abditPeagee nagedivmp digdngosgeyed and

th I it b ble t d .a data bl ock f t h

ar r ay (B PACHNT SO0 oraft SPEMETS BrPs Eoveiddrd Moo ooty
a bry?e i . 4° of il
oi 15 WER aoEotlng Rt AMPCF, B RnBiE Sty RRIR] B ihifE e

I esporsmpuleraodrifein e stdpatasescribedreinBrmiemeos) faultabldrivgcearray is
faulty. The first portion of the retrieved bits my be a nore-significant

one on e bi e / j f rj eved
bi ¢ s OITYe anpEo@ingtpouticlucth difon B knh B IBH0RM AU RAE sphlart Trd PL2
oper atcoaibin@jorbof Rekfdware dnd sop@vdre Of The etgdnerineavidiy npdyobesalipél 18]d n an
exenpl ary enbodi nent of the invention, one or nore circuits conprising an
ar r ay ceftrakerask fasbein &) ahdgasbenepeaplter spstany, amgie didigribiitedatashtom pdiere
witten to thﬁ array of mgrqéy cells based on a ensitivitg coefficien

assi gibHeieat Bleaneits s WPread AOss S raalainigIgoRec PPRES S¥Stelld ARY KNG he

arran I a ls. BARIR }

coet 1 CLiceRP e Sy Aot fbR R a0y caTiing of, EdkEoL desuibsy,
conpamefdntik &suyl Ue Aoty pic N IIAbiRBASE oFERdrt&abe afld  soBF e TREP Weed deRbralhe
cell being functional to the value of the performance netric neasured for

t he celurpdmei ngmipatdrt yystgdl With lan camperempregmne thati when loding hvaded eartd on,
one or nore circuits may conprise a fault register and an Mrow by N col umm
bl ock c3ECyfednentels |the cpmEce dstief sughathat i Farries rifutghie apehiody dsscrabrgd

i nteger _greater than 1. The bl ock of nmenory cells may be zoned into R

sensi t1© 'Py zones, where Ris configurable to be any integer greater than
1. Each ceiling(log2R) cells of the fault register may indicate the

pr esed@&2QInd/ Ege Pesgnt Hyestionipy glsorbeacmbeddashndicaginuteraegam miedytoc k

of menpr.y, cells, where I.is W 2012/ 158222PCT/ US2012/ 023975 confj gqurable to
e anyVith SEBIt ey AL heeaRe NPT Qo BT IFE M98 o fEacHgr Sl o
may b fi R i WN i+) 0 her
embod e O R e e o
(e. 9. .Conpmet programdalthe presedi contaxiomesinsamy @Qﬁem,dmanlyduil%@gﬁ osd@dor
thereon, a machi ne code and/or a conputer program having at |east one code
sect i owtasiare afabl stef Mstactipne ingoded ta enwpud systenhduaging eausifergnation

machi ne and/ or conputer t erformthe.steps as described herein fo nory
faul t POFSHRgSEPAPHY & I ArRgryculphinefian exer diFeshy %aﬂf&wﬁ@r eEbpif o
in har £ I i S .
presort Thldf e T opSrdf RTMARY BRelied TpITE RoRRRbr &) KfbfucddEin o
conputyedifeySit emte@il fopma di stributed fashi on where different elenents are
spread across several interconnected conputer systens. Any kind of conputer
syste ot hgky,: C i i.hed
her ei Kbl?%l]sui tg\éhd?e[)% %?%g?qgg%%ﬁagn@% ﬁggcd%éﬁdehgﬁldqg%?%r {ej(?%%ya%e a
gener ambydiMens, SOWHHbeundéaisst Wytthos gaBdtifthd hAIhAM Afidds chi@Bs hedyng

| oaded and executed, controls the conggter system such that it carries out
t he nmet hods descri bed herein.



[0120] The present invention may al so be enbedded in a conputer program
product, which conprises all the features enabling the inplenentation of

t he net howle 2desissizbed herein, and whi ch when | oaded i n &CTarspuRee39gystemi s
able to carry out these nethods. Conputer programin the present context
means any expression, in any |anguage, code or notation, of a set of
instructions intended to cause a system having an information processing
capability to performa particular function either directly or after either
or both of the follow ng: a) conversion to another |anguage, code or
notation; b) reproduction in a different material form [0121]Wiile the

pr eseite made rindoequiiaslechsemagelse substutsdt vithefie deparéingofroer thei seageboldithent s,
it will be understood by those skilled in the art that various changes nmay
WO 20 P2¢sens apoamapnyshp ﬁdl@@gg TRy MedHicaions dady V8l BAde enagdaplea apdeulant ed
wi t hout departing f.romthe scope of .the present invention. In .additian

many  RUHRERE BF MOHETif 8 RGO b HigOreR it PRt FioRh e SRS oM Bt a
toth Ctiny f .t i L O Wt | f [ ope.
Ther orerBe T ORRoR R GuRGRE R BRAERTINYEARGH ho b EP Btk a3 T he
part i eutdisehodiso®eed, s chashe prdyeht invahtidheviniedant ailensudia@nw falling
include all enbodinents falling within the scope of the appended cl ai ns.

WO 2012ithiB8he seaE/ afishe apporBazdaioaal M5 Wiat is claimed is: 1. A
system conpri si ng: one or nmore circuits conprising a nultiplexer, a
data bus conprising a plurality of data lines, and an array of nenory cells
corresponding to a particular nenory address and coupled to a plurality of
bit lines, wherein: said plurality of data lines and said plurality of bit
lines are used to wite to
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and/or read fromsaid array of menory cells; and said nultiplexer selects
anong different mappi ngs between said plurality of data |ines and said

pl ural it ywofotwtssizenes. 2. The system of claim 1, whereiPoT/Gsadd/oa3rany of
menory cells consists of N nenory cells; said plurality of bit |ines
consists of Nbit lines; said plurality of data |lines consists of N data
lines; and Nis an integer greater than 1. 3. The system of claiml,
wherein a configuration of said nmultiplexer is controlled based, at |east
in part, on which, if any, of said plurality nmenory cells is faulty.

4. The systemof claim1, wherein, for a wite operation in which a data
block is to be witten to said arrayLAtMSenory cells, a configuration of
sai d nyhhi iRlcBxRiediis: control | ed based, at |east in part, on how sensitive
said data block is to a faulty nmenory cell anong said array of nenory
cells. 1. 5. Akestemstommpriding:] ai m 1, wherein said array of nenory cells
is one of a plurality of arrays of nenory cells,

2012/ 158222PCT/ 9820A2 NI UILS ComBﬂSHFEea é@/lslflelﬁX@L 2|ditanbys GoRepIATiAg 9a

first mappin ald ralit es _an ural i. t
bi 1 moe. Ty PE BB BBt ol S SaRa iR i R} o Bty .
and a SeCO@HerH@Bpédlﬁe&falﬁ% éd‘f(ﬂé Iu)faﬁ’[g/ dﬁhﬁhhésn%e‘?&ﬁ said plurality of
bit lines is utilized for cond ort said pluraiity of arrays. 7.
The system of clsa1d1plaralwgze1feiam lines and said plurahty of bit lines are used to write to
and/or read from said array of memory cells; and
said multiplexer selects among different mappings between said plurality of

data lines and said plurality of bit lines.

2. The system of claim 1, wherein:

said array of memory cells consists of N memory cells;
said plurality of bit lines consists of N bit lines;

said plurality of data lines consists of N data lines; and

N is an integer greater than 1.

3. The system of claim 1, wherein a configuration of said multiplexer is

controlled based, at least in part, on which, if any, of said plurality memory cells is faulty.

4. The system of claim 1, wherein, for a write operation in which a data block
is to be written to said array of memory cells, a configuration of said multiplexer is
controlled based, at least in part, on how sensitive said data block is to a faulty memory

cell among said array of memory cells.

5. The system of claim 1, wherein said array of memory cells is one of a

plurality of arrays of memory cells.
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said first mapping maps data lines 1 through Nto bit lines 1 through N,
respectively; and said second nmapping maps data |lines N through 1 to bit
lines 1 twocomussy22r espectively. 8. The system of cl ai mPET/Ush@z®23975 sai d
plurality of arrays are utilized for storing nmultiple types of data bl ocks;
a first one or nore of said plurality of arrays have |l ess than a threshold
nunber of faulty cells; a second one or nore of said plurality of arrays
have nmore than said threshold nunber of faulty cells; said first one or
nore of said plurality of cells are utilized for storing data bl ocks of a
first type; and said second one or nore of said plurality of cells are
utilized for storing data bl ocks of a second type. 9. The system
according to claim8, wherein said one or nore circuits reside in a

recei ver afd perlhgrsysteinyef alagmor, whesgilency dei nt erl eavi ng of received dat a.

WO 2012/ 158222PCT/ US2012/ 023975, .10... A em conpy i si,ng: e of. nore.
Cirouits combPt SHRETEOSER) 60 HUHDiY TERICTRGr PRLE g Beo OB IRES bul ar
menory addr ess, 3ai,6d 9ea Pibst Bl DrGhE Wl sidFRPAIQRETRRYS; A

a second mapping of said plurality of data lines and said plurality of bit lines is

utilized for a second portion of said plurality of arrays.

7. The system of claim 6, wherein:

said first mapping maps data lines 1 through N to bit lines 1 through N,
respectively; and

said second mapping maps data lines N through 1 to bit lines 1 through N,

respectively.

8. The system of claim 5, wherein:

said plurality of arrays are utilized for storing multiple types of data blocks;

a first one or more of said plurality of arrays have less than a threshold number of
faulty cells;

a second one or more of said plurality of arrays have more than said threshold
number of faulty cells;

said first one or more of said plurality of cells are utilized for storing data blocks
of a first type; and

said second one or more of said plurality of cells are utilized for storing data

blocks of a second type.

0. The system according to claim 8, wherein said one or more circuits reside

in a receiver and perform time and/or frequency deinterleaving of received data.
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di scover a location of a faulty nenory cell in said array of nenory cells;
and arrange the order in which the bits of a data block are stored to said
array of werwry1s8ekl s based, at |least in part, on said @#csaseereeddcati on
of said faulty nmenory cell. 11. The system of claim 10, wherein: said array
of menory cells consists of N nenory cells; said data bl ock consists of N
data bits; and Nis an integer greater than 1. 12. The system of claim 10,
wherein said one or nore circuits are operable to: discover, for said data
block to be stored to said array of nenory cells, how sensitive said data
block is to an error at a bit |location of said data bl ock
correspondilfg t A sydteml corypriigang.of said faulty nmenory cell in said array,;
and arrange the order in which said bits of said data block are stored to
said array of mORSIOf BEIC GroRSCPMPHSING ABtarTay ¢famemosy cels godpsRondiingetp
sensitivit f claim 10 \M%e[)ej n said.one or nore
Uul1ts elnglpp

_ _ Y particul 13. The a\éstem.g )
Circuits ardBReHALMEMYYHIgEassSUd 9ar QF Mg fire ©&Qstem of
Laim 13, wher sis sl : . ! .
i 3, her o st iy ) B G 5o o
and

arrange the order in which the bits of a data block are stored to said array of
memory cells based, at least in part, on said discovered location of

said faulty memory cell.

11.  The system of claim 10, wherein:
said array of memory cells consists of N memory cells;
said data block consists of N data bits; and

N is an integer greater than 1.

12.  The system of claim 10, wherein said one or more circuits are operable to:

discover, for said data block to be stored to said array of memory cells, how
sensitive said data block is to an error at a bit location of said data block
corresponding to said location of said faulty memory cell in said array; and

arrange the order in which said bits of said data block are stored to said array of

memory cells based, at least in part, on said discovered sensitivity.

13.  The system of claim 10, wherein said one or more circuits are operable to

Process a datastream.

14.  The system of claim 13, wherein said processing of said datastream

comprises deinterleaving said datastream.
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15. The system of claim 10, wherein said one or nore circuits conprise a
fault register that stores an indication of said discovered |ocation of

sai d faulwo 2nevssaz2cel | . 16. A system conpri si ng: PCT/US2@2®23975 NOr e
circuits conprising an array of nenory cells corresponding to a particular
menory address, and a nenory fault mtigation nodule, said one or nore
circuits being operable to wite a data block to said array of nenory
cells, wherein said wite operation conprises: a swap of a first portion of
said data block with a second portion of said data block in response to a
detection that one or nore nenory cells of said array is faulty; and
subsequent 1tSo sdihd ssem of icttiagED),of h@gimdsadd oac ranére draraisccomnprége @fautenory
cells. 17. The system of claim 16, wherein: said first portion of the
dat a Begister thatstares an didjeatiorcahsaid discovenedlacaiansolofaid Baudtygmemosy selt; and
sai d second portion of the data block is a | ess-significant one or nore

bits of said data bl ock. 18. The system of claim 16, wherein said
write operglg on A $yf f&f}ﬂﬁ%' . part of processing a datastream 19.
The system of cl a??in % erelﬁ% sai d processing of said datastream

O Son 315, LA S eaatsinem sy of il A cone e
a particular memory address, and a memory fault mitigation module, said one or
more circuits being operable to write a data block to said array of memory cells,
wherein said write operation comprises:

a swap of a first portion of said data block with a second portion of said
data block in response to a detection that one or more memory cells
of said array is faulty; and

subsequent to said swap, storage of said data block to said array of memory

cells.

17.  The system of claim 16, wherein:

said first portion of the data block is a more-significant one or more bits of said
data block; and

said second portion of the data block is a less-significant one or more bits of said

data block.

18.  The system of claim 16, wherein said write operation is performed as part

of processing a datastream.

19. The system of claim 18, wherein said processing of said datastream

comprises deinterleaving said datastream.

20. A system comprising:
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one or nore circuits conprising an array of menory cells corresponding to a
particul ar nenory address, and a nenory fault mtigation nodul e, said one
or nore cwopeuiZssizei ng operable to read a data bl ock frecrased2aeivay of
menory cells, wherein said read operation conprises: retrieval of the bits
stored in said array of nenory cells; and a swap of a first portion of said
retrieved bits with a second portion of said retrieved bits in response to
a detection that one or nore nmenory cells of said array is faulty.
21. The systemof claim 19, wherein: said first portion of said retrieved
bits is a nore-significant one or nore bits of said data bl ock; and said
second portion @hesaimoreetirgugtsedprising anartaysst- miegmirj/ ice Antonaspomdimptoe
bits of said data block. 22. A system conpri sing one or nore circuits
conpri si ng faPArievlay egmeshaddreseiand a wr@prdrf@uhrmmaéwau nedyles syidi ong or
operable to: arr.an a to, be to sajd arr of
ol o based 9t AR s piyabBuREed dnathblefTu e pP st SarTt
said array v@ﬁer@ﬁ”&%? r %ldp%rat?dz}fjc 1t1§'e said arranged bits of data to sai d

3

array of menory ce e system of claim 20, wherein a

sensitivity coefréﬂr@v@h@f e lﬁtsCS@(bl‘edel ssidi drpr ofayenloryresly;yandel I's is
determ ned by conparing the value of a performance nmetric neasured when

said cell is furactwamel atdost pertipalalesant reteeedbits vntham secandt partonesd sarced

when said cell is faul t%/ \{;O 2012/ 158222PCT/ US2012/ 023975
retrieved bits in response to a detection that one or more memory

cells of said array is faulty.

21.  The system of claim 19, wherein:

said first portion of said retrieved bits is a more-significant one or more bits of
said data block; and

said second portion of said retrieved bits is a less-significant one or more bits of

said data block.

22. A system comprising:
one or more circuits comprising an array of memory cells, said one or more
circuits being operable to:
arrange bits of data to be written to said array of memory cells based on a
sensitivity coefficient assigned to one or more cells of said array of memory
cells; and

write said arranged bits of data to said array of memory cells.

23.  The system of claim 20, wherein a sensitivity coefficient of a cell of said
array of memory cells is determined by comparing the value of a performance metric
measured when said cell is functional to the value of said performance metric measured

when said cell is faulty.
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24. A system conpri si ng: one or nore circuits conprising a fault

regi ster and an Mrow by N-colum bl ock of nenory cells, wherein: said

bl ock of wermryiserekls is zoned into R sensitivity zonespCgamsk12/023975
ceiling(log2R) cells of said fault register indicate the presence and/or

| ocation of errors in a corresponding i rows of said block of nmenory cells;
the size of said fault register is configurable and equal to ceiling
(log2R)xceiling(Mi); Mis configurable to be any integer greater than 1; N
is configurable to be any integer greater than 1; Ris configurable to be
any integer greater than 1; i is configurable to be any integer between 1
and M inclusive.

24. A system comprising:
one or more circuits comprising a fault register and an M-row by N-column block
of memory cells, wherein:

said block of memory cells is zoned into R sensitivity zones;

each ceiling(log,R) cells of said fault register indicate the presence and/or location
of errors in a corresponding i rows of said block of memory cells;

the size of said fault register is configurable and equal to ceiling
(logyR)xceiling(M/i);

M is configurable to be any integer greater than 1;

N is configurable to be any integer greater than 1;

R is configurable to be any integer greater than 1;

11is configurable to be any integer between 1 and M, inclusive.
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