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1 A Method and Apparatus for Protecting Private Information on a User
Apparatus Field of the Invention s The invention relates to a method and
apparatus for hiding one or more items on a user interface on a user
apparatus. The invention further relates to a method for entering a new
password or selecting a predetermined password on a user apparatus. 10
Background of the Invention It is becoming more and more common to
store items such as digital photographs, video files or music files on an
electronic device (such as a personal digital entertainment (PDE) device)

or apdfethar rRRatysSenfretestingfaly ated ndprBIdi_kimay be

personal to the user and sw@lafUs@eRpparaEg. Some users 15 would

like to be able to mark certain files or folders as private if another user is

using their device or to protect their private content if the device is lost or
FidtbleithEHaveabilignto determine which files or folders can be viewed by

Th%ﬁﬁyéﬁiib‘ﬁ%fé{%‘é'%oﬁ rﬁg\ﬁ&ﬁag@gggﬁ%%wm%mab; GAVERIRE items on a

ccording to an aspect of the , there is provi an electronic

usefeliterfRfie SPOriAgUERICABRARI e, fHealR@mian delles dsllsssifgaarustiod for
entBfpydace frwdispiaviaeds pluibeoh glestigrigdiamilivielossamiediles a user
being arranged: 25 a) to receive at least one instruction for at least one of
PR rality of electronic files initially displayed on the user interface to be
categorized as a hidden file; b) to receive at least one instruction to hide
e a(t)lea tgrgﬁ o( theHQluraIity of electronic files which is categorized as a

{
Baﬁ}}( en'h e;o c% 0 hide the at least one of the plurality of electronic files

It igvbrtorving more and more common to store items such as digital photographs,
video files or music files on an electronic device (such as a personal digital
entertainment (PDE) device) or a personal computer (PC). Some of the stored files
or folders may be personal to the user and not for general viewing. Some users
would like to be able to mark certain files or folders as private if another user is using
their device or to protect their private content if the device is lost or stolen. The
ability to determine which files or folders can be viewed by another user would be

advantageous.
Summary of the Invention

According to an aspect of the invention, there is provided an electronic device for
storing electronic files, the electronic device comprising a user interface for
displaying a plurality of electronic files, the electronic files being arranged:

a) to receive at least one instruction for at least one of the plurality of
electronic files initially displayed on the user interface to be categorized as a hidden
file;

b) to receive at least one instruction to hide the at least one of the plurality of
electronic files which is categorized as a hidden file;

c) to hide the at least one of the plurality of electronic files which is
categorized as a hidden file in a manner where the hidden file is not displayed on the

user interface;
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categorized as a hidden file in a manner where the hidden file is not
displayed on the user interface; 2 d) to receive at least one instruction for
the hidden file to be displayed on the user interface; and e) to display the
hidden file on the user interface, wherein the at least one instruction for
the hidden file to be displayed on the user interface includes selecting 5
an item from a listing of items displayesl on the user interface, with data
associated with the selected item serving as a password to allow
transmission of the at least one instruction for the hidden file to be
displydd wreicaideascoRedsihstippiraths iddeaniedosbaltigriaysst on the
usethidrepse wich of the plurality of items io initially displayed are to be
subsequently hidden and which of the items are to be subsequently

displBlet?. FRRIFY (RefidfseRantIdnfoHBRURGERP HENSHBIr HiGsak least one

indoatosstolethelhid @nparatdsoenays b dstRbg et d Qisef itstHaRABBNAIEs selecting
ction _is e the one or m items e hidden

tqgether with the ins hi r ..
A R g o R R oM A e MR Wl e aspiec
witb!néw@_fsablgasit ter instingiars carpaswing tnelinvwiveesterasiol thiethe at least
on%!W&N’%ﬁ’éﬁt%ﬁh@ﬂlaﬁwﬁ@@’ﬁg 9&5%8&%‘%@[%%‘% Aedifps to be

idden, the remaining items of 20 the plurality of items being categorized
as items to be displayed; and at least one instruction categorizing one or

Th@g®3m8§ tg_ﬁﬁigaﬂ%ghaems@t@w Qiﬁﬂ?&ﬁ%ﬁﬁh tb:fetﬁéﬁ_ﬂmﬁiﬂa@e items
._.as items to be displayed, the remaining items of the plurality of items

i P SRIEYEHE a8 iR RS BRI B R RS (g6 S are to be
subetepistelysiksphsy ditldéns iheisefoRifongtamsiddopriudomatitaly apparatus is
ategt%rligr?d as items to be displayed, or to select items to be displayed,

Iost %rremalr'\ing items being automatically categorized as items to be

hidden, or both.
The apparatus may be arranged to request a password together with the instruction

to hide the one or more items to be hidden. This improves security.

The apparatus may be arranged to receive at least one of:

at least one instruction categorizing one or more items of the plurality of items
initially displayed on the user interface as items to be hidden, the remaining items of
the plurality of items being categorized as items to be displayed; and

at least one instruction categorizing one or more items of the plurality of items
initially displayed on the user interface as items to be displayed, the remaining items

of the plurality of items being categorized as items to be hidden.

Thus, the user is able to select items to be hidden, the remaining items being
automatically categorized as items to be displayed, or to select items to be
displayed, the remaining items being automatically categorized as items to be
hidden, or both.

The or each instruction receivable by the apparatus may be an instruction to
categorize one item. That is, each instruction may relate to one item on the user

interface.
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30 The or each instruction receivable by the apparatus may be an
instruction to categorize one item. That is, each instruction may relate to
one item on the user interface. 3 In one embodiment, before the item(s)
on the user interface categorized as files to be hidden are hidden, the
item(s) on the user interface categorized as items to be hidden are
displayed on the user interface with a marker. The marker shows a user

whieh ehtheiitesn(shonrtheuseniipdacaaiRsataeaHze dasdRmys)do Mss
 HEHER- I AORNSE S BRARMAT Pz he Nemlel Shilseardnieice,
categorized as | ems 'to be en are h.é ?

hersifdes amctipnizrias 'ﬁh@rﬁ§%*hféfiﬁé}?l&y%bﬁa@fd@plﬁb%méﬁ(ﬁehwa

iieriaserithigeamk@y. drnentounar kaeshew s uarigafieh at thenitemeshe
& c}he user interface are categorized as item(s) to be displayed. Thus,
t

e user can see which items are going to be displayed and which items
are going to be hidden. I5 The apparatus may be further arranged to

rhgnpEishertiestiaidiesiadebiddens) Dherappaatisscmae Rafthetd as

rran e rh|d|n fromt erfa e the ane or more items to
e R e e e R R T s B st &5
W‘r‘ﬁdéebﬁ aiRb Ry dispreydiselayrs ormmibee mmmaumm suatkethdthe
m@fk@r@rwgemﬁseategeﬂzadtﬁé ams)ehediselayval ARk e tem Yrized

|te or| ed as items to be hldden are displayed on the user
ﬁ?té?ﬁg p‘t‘??’ee ser can re-display all the items on the user
interface. The apparatus may be arranged to request a password

?}Qﬁﬁthﬁé%@r@sﬂ@éuﬁﬂﬁﬂ iRAisHiay BHETE KL &Qp@?éé gﬁ@%ﬁ%rfeﬁgms

den. This improves security. The apparatus may be further arrange

eI UDIANR G Bne or more items to

The apparatus may be further arranged to encrypt the item or items to be hidden.

The apparatus may be further arranged, after hiding, from the user interface, the
one or more items to be hidden: to receive an instruction to disptay the one or
more items to be hidden; and to display the one or more items to be hidden, such
that the item or items categorized as items to be displayed and the item or items
categorized as items to be hidden are displayed on the user interface. That is,
the user can re-display all the items on the user interface. The apparatus may be
arranged to request a password together with the instruction to display the one or
more items to be hidden. This improves security.

The apparatus may be further arranged, after displaying the one or more items to
be hidden: to receive at least one instruction, by which instruction or instructions,
each item of the plurality of items is no longer categorized. That is, the items are

no longer categorized either as items to be hidden or as items to be displayed.
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be hidden: to receive at least one instruction, by which instruction or
instructions, each item of the plurality of items is no longer categorized.
That is, the items are 30 no longer categorized either as items to be
hidden or as items to be displayed. 4 In one embodiment, the apparatus
is an electronic device for storing one or more electronic files, the plurality
of items displayed on the user interfage being at least some of the
electronic files stored on the electronic device. 5 The electronic device
preferably includes "UP", "DOWN?", "LEFT", "RIGHT" and "SELECT"
In anetemborhimentcthenRP@alRtEsHiR BISIERIERIIR daviesPieioNasinguam or more

cleARHAIINSs IR NRRE RFRICIGh e dpai b hAEe issismarmRvsatng at least

electronic device for storing electronic files, the electronic device
sorgd RffRSI K SIRIEF HlRs RICE S PRI SIRSIRG'A FRYISity of electronic files,

the electronic device being arranged: a) to receive at least one instruction

for at |east one of the plurality of electranicfilesyRitially di ed.onthe-
The P AT o et B SL0E sy e ) o b oy and
"SHMEECS utitios. (hHeddetieonidelesiammay glepinetiy en 1QRIdSNomIEHik.

which is not categorized as a displayed filed; c) to hide the at least one of

the plurality of electronic files which is not categorized as a displayed file

Acesriding dacknetbaa@sPgrtofethaBvantior: SirreniralifoRordw madeRCtronic
deVile R PsteirRjavedipshibeissaninmgarsniansbiR e )csndisslay thedseidenerface

file on the user interface, wherein.the at least one instruction for the
for HRIBM M AP R rag e Be sm TR E RSO e Mo BRH AT aneed:
itemafram eelistirg af iteass displaysdustichefasetintashomeanioh dagaplurality of
sociated. with t it Vi S: a :
el Ao DN ey oo e chee  EAaSE e fp{Btgorized s 2
displizytalyidd;on the user interface. 25

b) to receive at least one instruction to hide the at least one of the plurality of
electronic files which is not categorized as a displayed filed;

c) to hide the at least one of the plurality of electronic files which is not
categorized as a displayed file on the user interface;

d) to receive at least one instruction for the hidden file to be displayed on the
user interface; and

e) to display the hidden file on the user interface, wherein the at least one
instruction for the hidden file to be displayed on the user interface includes selecting
an item from a listing of items displayed on the user interface, with data associated
with the selected item serving as a password to allow transmission of the at least

one instruction for the hidden file to be displayed on the user interface.

The electronic files may be any types of electronic files, for example music files,
picture files, photograph files or data files. The selected files may all be of the same
category e.g. genre, date, size. The term “file” should also be taken to include folders
containing one or more files. In one embodiment, the electronic device is a handheld
personal digital entertainment device. The user interface may be a screen on the

personal digital entertainment device.
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The electronic files may be any types of electronic files, for example music
files, picture files, photograph files or data files. The selected files may all
be of the same category e.g. genre, date, size. The term “file" should also
be taken to include folders containing one or more files. In one
embodiment, the electronic device is% handheld 30 personal digital
entertainment device. The user interface may be a screen on the
personal digital entertainment device. 5 The electronic device may be

ranged to.request a password together with the instructjon to hide
R I R R e e e e
majueBpiga didedhe fsoeidnsdadigs donhadiidtilensitrisdroprebes etsotitnic
device. For example, the music file may be a song and the associated

ta may be the title of the song. In that case, the electronjc device may
R R Rl S B B Soee R e e e
slepanih davise| EQFsertividee Musidiioaigitive pasywortdtiay dseaiated
e Ry BINAECASS . dO Hhe QIRGITANIR AleVice MAY ReartnoedViedisRlAke
a rorggt to enter a number, Th electron,lcédewce may be arranged to

ARSI 8RN 8 BFPTIRERI TR MOHRS: 1 Ay R RGP 5Les SiRE on
thestsictreniol deyieg o lfilewiniinl ihelisptayeddmalyeesenintbefatethst filese,

ipdadidenn dhade mﬁg\eﬂ'ﬁaﬁ%ﬁyﬁa & theRlyralivg ph e REINY number.

categorized as files to splayed; and at least one instruction
categorizing one or more files of the plurality of files initially displayed on
thee edectintér fdma casniityshio drea displ ay eecdhve meaistinge files of the

plurality Qééﬂ?%#?@im&@éﬁgﬁ’r&%ﬁ%ﬁ@%r'&?ﬁ?‘ﬁ@?ﬁ%@%lﬁpaqity of

user may select the files to be h whereby ther files are

dadindiats diselaxet amisdses Bisdrss drciies indadiddenythe reppaining

files &6 tHeptlispigyetiiahbeatyditegatardilesinare oo mapieabiy selected as
files to g, IUAARD. ARl AN SASHIIRY LD L GRbrR e DY NBLISTRE %t
device may be an instruction

files initially displayed on the user interface as files to be displayed, the remaining

files of the piurality of files being categorized as files to be hidden.

That is, the user may select the files to be hidden, whereby the other files are
automatically selected as files to be displayed or the user may select the files to

be displayed, whereby the other files are automatically selected as files to be
hidden. -

The or each instruction receivable by the electronic device may be an instruction
to categorize one file. That is, each instruction may relate to one file on the user
interface. In this case, if the user wishes to categorize several files, the
carresponding number of instructions must be given.

In one embodiment, before the file(s) on the user interface categorized as files to
be hidden are hidden from the user interface, the file(s) on the user interface
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to categorize one file. That is, each instruction may relate to one file on
the user interface. In this case, if the user wishes to categorize several
files, the corresponding number of instructions must be given. 30 In one
embodiment, before the file(s) on the user interface categorized as files to
be hidden are hidden from the user irqterface, the file(s) on the user
interface 6 categorized as files to be hidden are displayed on the user
wRtadaceeditsafilatatkebe Thiddemrier sheplayaduser tivhicheof ilerfdes eith a

thsrikserinteHareAS fleg ouzed AR Ailes iRRdudde the IBaNmigLpatye

embodiment, before the file(s) on the user interface categorized as files to
FRRIHER AR HRFIBPHEIAMHE user interface, the file(s) on the user

interface categorized as files, to be displayed are displayed on the user

i GHaR D AMBESEH D B BISHK B SRS B8RS WRiIChRithe Has Y8 ed

catelgorized as files to be displayed. 10 Thus, the user can easily see
RhitR it ar 8GOS DR IB/Bd And TmiEHeHRES e JOMY Bble user
ImitkitTe Tategletzdrie Gesite raljsbéafathercalisarmed tonetherypttlimdiface

Widlles daher 1erRidheRe ARRL UCHOD CAIRYPUFIRG Fithe RS 2l IPRS as

hidden may comprise a user highlighting a file on the user interface using
I8 b PRGTERIFYRE “UP", "DOWN", “LEFT" and "RIGHT" buttons, showing
a menu using the "OPTIONS" button and 20 selecting "Mark as Private" in

Hg,epy H§éfﬂ%§aeé;§ﬁ§}"s'é!%%éﬁ' ﬁ‘{é@ "azglg%ﬁ}g 'io%t%%%l@éénéﬁwi%h
categorizing a file as a file to be displayed may comprise a user
§RRIBENNS NSuEIAEShe or more of the "UP", "DOWN", "LEFT" and

"RIGHT" 2s buttons, showing a menu using the "OPTIONS" button and

Sﬁlgcé‘ggthn%rlé&Slce may be further arranged to encrypt the file or files to be
hidden.

An instruction categorizing a file as a file to be hidden may comprise a user
highlighting a file on the user interface using one or more of the "UP", "DOWN",
"LEFT" and "RIGHT" buttons, showing a menu using the "OPTIONS" button and

selecting "Mark as Private" in the menu using the "UP", "DOWN" and "SELECT"
buttons.

An instruction categorizing a file as a file to be displayed may comprise a user
highlighting a file using one or more of the "UP", "DOWN", "LEFT" and "RIGHT"
buttons, showing a menu using the "OPTIONS" button and selecting "Mark as
Selected" in the menu using the "UP", "DOWN" and "SELECT" buttons.

An instruction to hide, from the user interface, the one or more files to be hidden
may comprise a user entering a “Settings” area on the user interface and
selecting “Show Selected Folders Only” using the “SELECT" button.
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Selected" in the menu using the "UP", "DOWN" and "SELECT" buttons.
An instruction to hide, from the user interface, the one or more files to be
hidden may comprise a user entering a "Settings" area on the user
interface and 30 selecting "Show Selected Folders Only" using the
"SELECT" button. 7 The electronic device may be further arranged, after
hiding the one or more files to be hidden from the user interface: to
receive an instruction to display the one or more files to be hidden; and to
display the one or more files to be hidden, such that the file or files
Theaskanrizdd as\itesrmbddispttyedanahthedfileftar fikditocttegorized aore files
iles to be hidden are displayed on the user inteyf That is, th
o B PRl B T R eGSR SE 3 Bot e one
or tndve fidglén bealyiddemriseld wskspenténiagae' settage figedmhatudgsst, such
interface and selecting ™ " ¥ y " button . =
th h&e‘%lceﬁi?ré)rqi(ﬁ Fesvié%%n%?ﬁ %élc{:‘r%iﬂge? %Ore%%zeétpé%gggwor Ct:gﬁgeetﬁ%r Or files
cateiibrinedinstfiletidn tedigitmnthecotisppyestefiltietodry idedacahidat is, the

us érpgg%v?si &% W %”W&ﬂgggword may comprise data associated v_vlth_ a
music file stored on the is electronic device. For example, the music file

may be a song and the associated data may be the title of the song. In

Th@ﬁ%ﬂf&l&ﬁ%ﬁ!%ﬁ%ﬂﬁ%%ﬁ@ 8?%(9% AH2R98E IR A RIGMPLLR a user

se a music fi e music files stored on the eleqtroqlc device. .
enfEngse! Bedingenaseanble tossolket ihieriassicad Falagitigngagundll Folders

Qr; afl the password may be a number. In 20 that case
ECEeRaValythe p y :
US&?@%C'?OI’% evice may be arranged to display a prompt to enter a

number. The user may then be able to enter a number. The electronic

Thd ¥i8§g§§b$ bR fHEh et FBBQ&%F}Q@H dispkayingttae e RbMaEy diesriith the

e
be hi rom the user interface: 1o receive at least one instruction, by

insteIfinohandismasiher argrectBRse dilen st iHédanralifjsonRIgv§Hsecurity.

Th|8'19§§sword may comprise data associated with a music file stored on the
electronic device. For example, the music file may be a song and the associated
data may be the title of the song. In that case, the electronic device may be
arranged to display a prompt to select a music file from the music files stored on
the electronic device. The user may then be able to select the music file
functioning as the password. Alternatively, the password may be a number. In
that case, the electronic device may be arranged to display a prompt to enter a

number. The user may then be able to enter a number.

The electronic device may be further arranged, after displaying the one or more
files to be hidden from the user interface: to receive at least one instruction, by
which instruction or instructions, each file of the plurality of files is no longer

categorized.

According to a further aspect of the invention, there is provided a method for
hiding one or more items of a plurality of electronic files displayed on a user

interface of an electronic device, the method including:
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categorized. According to a further aspect of the invention, there is

provided a method for hiding one or more items of a plurality of electronic
files displayed on a user 30 interface of an electronic device, the method
including: 8 a) receiving at least one instruction for at least one of the

plurality of electronic files initially displayed on the user interface to be
categorized as a hidden file; b) receiving at least one instruction to hide

the at least one of the plurality of electronic files which is categorized as a
hidden file; 5 ¢) hiding the at least one of the plurality of electronic files

whieh is@ategoslz Etstsorehiddreictiie iivraatnizanterehefdhte biatinofilelestronic

filed' t@@?lﬂé’ﬁgﬂe’a @??tHé%g?tf?ﬁ@%edBorS@‘dé{{Q@oﬁ%%eéé angdasietion for
the hidden file to be displayed on the user interface; and e dlscg 3}/8 %‘ efxty of
tructi

hidd®n 'Fﬂé%‘ﬁ%é‘h?@ﬂn?@ﬁéﬁ%”k&%%?ﬁ tHesate-: '5Aet 989
elefabthefhidderidiléstodtegdisplapadadnddenfder interface includes selecting

225 ggate 0%% listing. of iemslislauey BPdREISRE mer\f,a%h Vit lRfized as

the selected item serving as a password to allow

a h@éﬁ@ﬁh‘%@oﬁnra@wﬁéraff*r@a%mﬁ@'%’%f&%cb?r]nﬂs:dtﬁa%%@ﬁ flie t5gdntertace;

dispigyedaningeusasiniesiaceudfoBydhisemidtion fie tseecispyedsmtiie user
;Fms to Qe hidden and the items to be displayed and can, therefore,

intertac f]e
display onIy selected items on the user interface. This is useful, for
examplaisplepndatyeonidee fisepapharaas iB1egees. stlgreih BReat least one

insGIRSKIBEN: ﬁt@@e&) flemppsetshigyesesapRAREISTRERIMNG Alideasicdnging an
iteq%g{;hrgtr %El(r)r,a tg é %aﬂ ﬁ¥a|n|°nrtwg ruesletre |mt r?f the !Hr(? “IIX ggsﬂo%@?e&%wth the

ng items of ura ftems bl
seleamgmwmgtommglm@kbpw ity mﬂm@@cﬁﬁiéﬁtatﬁ%aﬁfséﬁ%ﬁﬁtmdl0“

for BOARRILAIRS dtarn (@lphich B weulsdikardergshidden i.e. those items

which are not to be displayed on the user interface. In one embodiment,
25 those items are called private items. Automatically, those items which
By &tz nadtsetecteder can choose the items to be hidden and the items to be displayed

and can, therefore, display only selected items on the user interface. This is useful, for

example, for privacy or if the user apparatus is lost or stolen.

in one embodiment, step a) comprises the user apparatus receiving at least one
instruction to categorize one or more items of the plurality of items as items to be hidden,

the remaining items of the plurality of items being categorized as items to be displayed.

In that embodiment, the user can choose those item(s) which he would like to be hidden
i.e. those items which are not to be displayed on the user interface. In one embodiment,
those items are called private items. Automatically, those items which are not selected

as private items are categorized as items to be displayed.

The or each instruction received by the user apparatus may be an instruction to
categorize one item as an item to be hidden. That is, a single instruction may be

associated with a single item.

After step a), the items categorized as items to be hidden may be displayed on the

user interface with a marker. The marker indicates to a user which items are
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as private items are categorized as items to be displayed. The or each
instruction received by the user apparatus may be an instruction to
categorize one item as an item to be hidden. That is, a single instruction
may be 30 associated with a singlegtem. After step a), the items
categorized as items to be hidden may be displayed on the user interface
with a marker. The marker indicates to a user which items are 9 marked
RS dems B g dewh i AR RS M Ep s kst IR thsehs wil
Kaoawivhicheitemsammiggingte diepthsplayed amtivhéchsi@mscrgana gobreg
&g&p&e@i%yggﬁger step c). 5 In another embodiment, step, a)
comprises the user apparatus receiving at least one instruction to
categorize one or more items of the plurality of items as items to be
ldiandﬂyederthtmdenminia@memefmmplmalmymfém&heir@amag@tth
A% HERIBPR ddenyIe Ihihal smacaimen; He HaeliAn faanse ese
he wou ISp

item(s) whic ike to layed. Auto atlc y, those Items
tRfcHisHaYRs: fatdermainiagianse Hae dprieef &Péﬂéan@@srpzéww@ﬁ

itenietdistdriddbhone case, step a) comprises the user apparatus receiving

only one instruction, is by which instruction, one item is categorized as an
item to be displayed and wherein, after step c), the user interface displays

I AR AROSEMRS T faﬁwa@’e@anahfmgpléﬂwmﬂ@n@mh@%h@ weHibkstEnbs.

dTépay@wsambméh@n@smdéer@ﬁkse wUSIEh VERELR A0 SHERIRY Oy iR BiIGE be
fro the aqlurgl %X c]of |t(=i the L USer interface. 20 In another case,
ﬁgp compnsegs tHE USRS %rBBara as rec%'\/mg one or more instructions,
the or each instruction received by the user apparatus being an

insHalchen, B aRksianeiensas Apipmiahadisga¥sbnENat itidkbn,
tgvlwhlcﬁ instruction, one item is categorized as an item to be displayed and
wherein, after step c), the user interface displays only that one item and does not
display the remaining one or more items. This is useful in the case where the

user wants to display only a single item from the plurality of items on the user
interface.

in another case, step a) comprises the user apparatus receiving one or more
instructions, the or each instruction received by the user apparatus being an
instruction to categorize one item as an item to be displayed. That is, in this case,
the user wants to display one or more items on the user interface and a single
instruction is associated with a single itern to be displayed.

After step a), the items categorized as items to be dispkayed’ may be displayed on
the user interfacé with a marker. The marker indicates to a user which items are
marked as items to be displayed (the other items being items to be hidden) so
that the user will know which items are going to be displayed and which items are
not going to be displayed after step c).
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the user wants to display one or more items on the user interface and a
single 25 instruction is associated with a single item to be displayed. After
step a), the items categorized as items to be displayed may be displayed
on the user interface with a marker. The marker indicates to a user which
items are marked as items to be disbq)ayed (the other items being items to
be hidden) so so that the user will know which items are going to be
displayed and which items are not going to be displayed after step c). 10

IR ane &AYRafimeNtsten B) AEhe-VSeL,aRRRLALIS IRESLY sta&{gjaw&m,

o hide, from the user interface, the one or more items to be hidden .ma%/
SRS fi7e HEEREpPhRRIS reciy EPas s diddag Miprsogwprise the

geeusdbp arsionlyetrdgequs ees Smvhb Khevrtipecsosreetpag sw ardyatie o aused

IOBIREHEIRS Lare dNGUsEEAISPlaYiod g RARRYAELIAY GARARTISE &éfgzy.

associated with a music file stored on the user apparatus. For exam
music file may be a song and the associated data may be the title of the
Sbngasstitati case cihepisedappasatusamdywitowideisigfiznepiréa icnseleatar

spRg-fhom e é_Qg}qaéF%ﬁ%@ﬁng}ﬁglgﬁw%%ﬂg ang e E%S&%ftéﬁedaﬁ%ay

apparatus recelving a password may comprise a user selecting a song

hoteritleiige sehiedoiiaheasselngopsphRr aatuFTRAYAPYRE PRSSWBHO
sedgcbe aomyfrirenhk dbajcepeedhshuser appanatisg ARY thEOMSE & 11O M

1) SV rgwﬁ?%a%%égﬁojig%gf the user apparatus re %e“éjnﬁ%,? from the
password may comprise a us rentgrlng 3 humber. t@p o m%ly
EBRISristorRe Q8ethspparataBRaTRIYDHtiAdeRRatively otfitomasevpedhiaerke a

nbeveethadmaaAdeheicomprissr HERISRREpibBdstaPHRIrEL e 4188F a

2n aratus receiving an instruction to display the one or more items to
DR Ene G Sl st saPalel m B RS AP BB 2
Heshigolennaghewsineafter step e) the user interface displays the item or

items categorized as items to be displayed and the item or items

%etlteggrized as items to be hidden. o . ‘ .
ep~c) may comprise the user apparatus encrypting the item or items to be hidden.

The method may further comprise, after step c), the steps of: d) the user
apparatus receiving an instruction to display the one or more items to be hidden:
and e) the user apparatus displaying the one or more items to be hidden,
wherein, after step e) the user interface displays the item or items categorized as
items to be displayed and the item or ifems categorized as items to be hidden.

Thus_, the user can re-display all the items.

in this case, step c) may comprise the user apparatus encrypting the item or
items to be hidden. In that case, step e) may comprise the user apparatus
decrypting the encrypted item or items.
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Thus, the user can re-display all the items. 25 In this case, step ¢) may

comprise the user apparatus encrypting the item or items to be hidden. In

that case, step €) may comprise the user apparatus decrypting the

encrypted item or items. 11 Step d) may comprise the user apparatus

receiving a password. This improves security as only those users who

know the correct password are alloweq to re- display all the items, private

and non-private, on the user interface. 5 As before, the password may

comprise data associated with a music file stored on the user apparatus.
Step\liirmatiyebprtimeipadbrordanapparaprisdecaivinbed. TagsHRiod hifaymproves

secg#f D LAY 5RysRMEESIEREDL RECRHEET ) R UBEEsHRPAraHS ARSRBANGD re-

. ast one’instruction, by which instruction or instructions, each io item
dispayhall Sher s ef REYALEI b NATEIME e GO EIUSRE BT Fo a further
aspect of the invention, there is also provided a method for displaying one
or more jtems of a plurality of electronic files displayed.on a user inte
As Bfag)r{eelglﬁfre?ﬁ@&@?%@ RIBIGS iﬂ%fﬁ(ﬁﬁ’& :O(I"gg?{ r\évggi\ﬁnng?%??egﬁs%t gt%ggd on
theinstiugtioar fonatAdastaneiyf the phasiityrdihetyotamicifites riditaky.
displayed on the user interface to be categorized as a displayed file; b)

receiving at least one instruction to hide the at least one of the plurality of
TheetoethonicrfigSuithiehdemprissiteforisten dtRspri 84 file; @) hidiﬁbethe at User

appGARhORERh M RILIGILY S IRstrOMioH 85 \WRh InsiRl GRIE @R TFERBE0RY), each

~adisplayed file'on the user interface; d) receiving at least one instruction
iterfopfitie mabtyies #ems BR9RaS T aBANRER dnterface; and e) displaying

the hiddgn file on the user interface, wherein the at least one instruction
Acgggc}irr]xg tt]édge unrtiLeeFoagSedcifs %!fa%%digoetrﬁlﬁlold,sef‘{“ia%elrgagg(gng%g%segeéeﬂmgod for
displaying one or more items of a plurality of electronic files displayed on a user
interface of an electronic device, the method including:
a) receiving at least one instruction for at least one of the plurality of electronic files
initially displayed on the user interface to be categorized as a displayed file;
b) receiving at least one instruction to hide the at least one of the plurality of
electronic files which is not categorized as a displayed file;
¢) hiding the at least one of the plurality of electronic files which is not categorized as
a displayed file on the user interface;
d) receiving at least one instruction for the hidden file to be displayed on the user
interface; and
e) displaying the hidden file on the user interface, wherein the at least one
instruction for the hidden file to be displayed on the user interface includes selecting
an item from a listing of items displayed on the user interface, with data associated
with the selected item serving as a password to allow transmission of the at least

one instruction for the hidden file to be displayed on the user interface.

The electronic files may be any types of electronic files, for example music files,
picture files, photograph files or data files. The term “file” should also be taken to

include folders containing one or more files. In one embodiment, the electronic
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25 an item from a listing of items displayed on the user interface, with data
associated with the selected item serving as a password to allow
transmission of the at least one instruction for the hidden file to be
displayed on the user interface. The electronic files may be any types of
electronic files, for example music fifb%, 30 picture files, photograph files
or data files. The term "file" should also be taken to include folders
dovitaining persarahdigtéiles tént@neent bisdice Mihthesele siteficd 2naeyice
izRdesnang gt s aigralomeRkdauseadiig.user interface may be a
screen on the personal digital entertainment device. In a first embodiment,
step a) comprises the electronic device receiving at least s one instruction
to edirsyeritedineot, stopedilesnufrtbesptueatityatbfilesiasifilewteitiag hitddest

1o edtetonivn wibespinec dbostieg s
%§$|ayez§?‘ﬁgt*§,§?ff%%§ s iAot %?eg's%% e

e HASIBMANIRS defob d RinlEd e otitRs iy wRlescsre a8 tHiaseto be

dispiygdd on the electronic device's user interface. In one embodiment,
those files are called private files. Automatically, those files which are not
selected as private files are categorized as files to be displayed. is The or

o st R VRl L P Eh 6B SPOSR: ISR Bty hich it bigtitie fio
batkigoeiz €coniediile fissavilieicaheritidebe Ghalldgea single Mstitsioadviay's
a iated with g sin ' p y comprise a user highlighti
e T e PG S S, R R Bl
é%?@?ﬂﬁ"iéihg“ﬂﬁé%bﬂ@l@"%ﬁ@h sriected estpiyatsalileaseriaiegolived
thefilgretolbesirg iedUP", "DOWN" and "SELECT" buttons. After step a),

the files categorized as files to be hidden may be displayed on the 25

user interface with a marker. The marker indicates to a user which files
&he or each instruction received by the electronic device may be an instruction to

categorize one file as a file to be hidden. That is, a single instruction may be
associated with a single file.

Step a) may comprise a user highiighting a file using the "UP", "DOWN?", "LEFT"
and "RIGHT" buttons, showing a menu using the "OPTIONS" button and
selecting "Mark as Private" in the menu using the "UP", "DOWN" and "SELECT"
buttons.

After step a), the files categorized as files to be hidden may be dispiayed on the
user interface with a marker. The marker indicates to a user which files are
marked as items files to be hidden (i.e. which are private files) so that the user

will know which files are going to be displayed and which files are not going to be
displayed after step c).

In a second embodiment, step a) comprises the electronic device receiving at

least one instruction to categorize one or more files of the piurality of files as files
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marked as items files to be hidden (i.e. which are private files) so that the
user will know which files are going to be displayed and which files are
not going to be displayed after step c). 30 In a second embodiment, step
a) comprises the electronic device rgfgelvmg at least one instruction to
categorize one or more files of the plurality of files as files 13 to be
displayed, the remaining files of the plurality of files being categorized as
RS Biviaribidhe Irethiintecbies embediiveniiitiod Tiserteing ctateseritedsas
fiile( 8 wdighdag would like 5 to be displayed. Automatically, those files
which are not selected as files to be displayed are categorized as files to
be hidden. In one case, step a) comprises the electronic device receiving
Brifysosreans eitishmeptwhic hseistarctbacemthfike illaEioyucz & aoadilie

{® il%acﬂib?pﬂé@%d Agt@mtw&n@r%s%f%%t%@u He Heesluerfacedignlaysne

%ﬁFX one f| e %Qg_ é) %\fmt dl% z;ﬂ/ the remaining one or more files.
use?u? 8 'cas8 Eé%’éo 29 Wants to display only a single file

from the plurality of files on the user interface. is In this case, the method

m%@omése Rpsel) highighting fhat Q@@tﬁ&ﬁ[&ésm;@ée rélc?g) vrq_c? QX%‘N one

Ii ‘féB HT" buttons showing a menu using the
BERRPYe M EHel R ollerdrReRriEhrna sty retiepieyed
aDOMIBIe N afSEL&CT), thetiors.ir28facndittacasey Step a<hmprigees

Hae RLBRImE AsNicatecaivinaRRe momrlét&gg%mﬁ e géeemre the

instruction received by the electronic device being an nstruction to
EREYGIR %S'ﬁ%aé(s%{'bn@ta'%edfgaé%a HPRaPIg ARG @3§e0rﬁh@eu§é¢r

inarfeecto display one or more files on the user interface and a single
instruction is associated with a single file to be displayed. 25

in this case, the method may comprise a user highlighting that one file using the
"UP", "DOWN", "LEFT" and "RIGHT" buttons, showing a menu using the
"OPTIONS" button and selecting "Show this folder only" in the menu using the
"UP", "DOWN" and "SELECT" buttons.

in another case, step a) comprises the electronic device receiving one or more
instructions, the or each instruction received by the electronic device being an
instruction to categorize one file as a file to be displayed. That is, in this case, the
user wants to display one or more files on the user interface and a single

instruction is associated with a single file to be displayed.

in this case, step a) may comprise a user highlighting a file using the "UP",
"DOWN?", "LEFT" and "RIGHT" buttons, showing a menu using the "OPTIONS"
button and selecting "Mark as Selected" in the menu using the "UP", "DOWN"
and "SELECT" buttons.
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In this case, step a) may comprise a user highlighting a file using the
"UP", "DOWN", "LEFT" and "RIGHT" buttons, showing a menu using the
"OPTIONS" button and selecting "Mark as Selected" in the menu using
the "UP", "DOWN" and "SELECT" buttons. 30 14 After step a), the files
categorized as files to be displayed m&y be displayed on the user
interface with a marker. The marker indicates to a user which files are
m&émba%ﬁi,ktﬁgt”cﬁil(ag elisela) 3 yhﬁglo(tﬂ@ m&se{ofit%tSd@tf’A!?ééleﬁxé% Be Bigﬂﬁpﬁo‘sgn
t the user wi w which files are gping to isplayed and whic
A B B S ISP LI 515 G R BbhEs are
JtEsisy shtifle e leche Hisrdevice (tee aitfirg Hasimsinecflins to bideidhendse rat

ey eddes 0 bR Ridgan anEapsisesing elest ANpISRUCEIEGRIMRNGIA are not
assword, Thiﬁ imgoc{o es security as only those users who know the
gg eq&oﬁ displa da ersst

orte 5 pags ord are affowéd to hide files from the user display. The

password may comprise data associated with a music file stored on the

qleehonimseyiaent Ata@xanpiantheBuugiriflgdanay ReadRGAAMSRRLon to

3&3&@@9 c(i)?taoma¥ be tth§ title %‘ the son%ﬁnm that case, the electronic
EVTce Ay SravidlE TES 18y ?n%?ffi L SR 3B IRCHRY S Ryecs red i
tAcPatswtprrhid tieviverarestisecstiy af thel\elboenicalevite recaivihg aorrect

RRSSWErS ARAYIBNER IS RidUTEE RRIAGHRA.&SaREIHPM the songs stored
on the electronic device. Alternatively, the password may be a number. In

that case, the electronic device may provide a prompt to enter a number

it thesstepdintlhg elgotrosec ditaicasocabein gvith 20 pﬂg&}/\/ﬁiﬁi $fayd on the
e o e D s ey
I RoFEY, bSrBP 41 2 S @Bl et e el pigEonic device may provide
a prompt o select a song from the songs stored on the electronic device and the
step of the electronic device receiving a password may comprise a user selecting
a song from the songs stored on the electronic device. Alternatively, the
password may be a number. In that case, the electronic device may provide a
prompt to enter a number and the step of the electronic device receiving a

password may comprise a user entering a number.

Step c) may comprise the electronic device encrypting the file or files to be
hidden.

The method may further comprise, after step c), the steps of: d) the electronic
device receiving an instruction to display the one or mare files to be hidden; and
e) the electronic device displaying the one or more files to be hidden, wherein,
after step e) the user interface displays the file or files categorized as files to be
displayed and the file or files categorized as files to be hidden. Thus, the user
can re-display all the items.
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device receiving an instruction to display the one or more files to be
hidden; and e) the electronic device displaying the one or more files to be
hidden, wherein, after step e) the user interface displays the file or files
categorized as files to be displayed and the file or files categorized as
files to be hidden. Thus, the user 30 can re-display all the items. 15 In
this case, step c) may comprise the elgctronic device encrypting the file or
files to be hidden. In that case, step e) may comprise the electronic
device decrypting the encrypted file or files. 5 Step d) may comprise the
In tHectrasis siepics) reegicon prisesthecetkclinsitmeviveseseniipgtheriie or files
0S€ r t r I re-.di :
o R e L T e R heting
thepapswipted iy ooifilpeise data associated with a music file stored io on the
electronic device. For example, the music file may be a song and the
associated data may be the title of the song. In that case, the electronic
Steledranayagoprovise WeRIBHTe0iscleMcesETg 18 theawiyeardiotaisdmproves
sellfifISRIBNIG A1Bdee 2ark i Bien AIREIHTONARYIRB PERY ibfied to re-

password may comprise a user selecting a song from the songs stored
dispiashalbtbetitaims deliviciaparprtvérpten o pAewsal M 8eEx number.

In that case, the electronic device may provide a prompt to enter a

number and the step of the electronic device receiving a password may
As(:bﬁ{pr%eﬂa%@as@ﬁwﬁn@%ynfe@ﬁw.swéaﬁaeﬁ%@ﬁ?é?guwﬁbrﬁ:Hhﬁ*ﬁf?s@!e stored

ondfif SiRRRIniBe AR H thexalepionih 2 thtechiserpiyinskahl@dpiPBRd the

instruction, by which instruction or instructions, each file of the Plurality of

asgRratedodaihyBraaty dio dilendfotir 8pRed Rt ragsmiisoglgstronic device

méﬁ'&FéKﬂS@é‘%\f\bﬁ?&SVéﬂ%@l@bﬁﬁt@dﬂ@ FromedelesminRIPRSIVer BB @lectronic

user apparatus for storing electronic files, the 25 method comprising the

deyiep anththgserRARRRIPEHAVIRFENIRRIRRGIYING @ password may comprise

a user selecting a song from the songs stored on the electronic device.
Alternatively, the password may be a number. In that case, the electronic device
may provide a prompt to enter a number and the step of the electronic device

receiving a password may comprise a user entering a number.

The method may further comprise, after step e), the step of: f) the electronic
device receiving at least one instruction, by which instruction or instructions, each

file of the plurality of files is no longer categorized.

Also disclosed herein is a method for selecting a new password or entering a
predetermined password on a user apparatus for storing electronic files, the
method comprising the step of the user apparatus receiving an instruction
selecting an item from a listing of items displayed on the user apparatus, data

associated with the selected item serving as the password.

As is clear, the term “password” does not imply a word or phrase; in this case,

data associated with an item displayed on the user apparatus functions as the
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selecting an item from a listing of items displayed on the user apparatus,
data associated with the selected item serving as the password. As is
clear, the term "password" does not imply a word or phrase; in this case,
30 data associated with an item displayed on the user apparatus functions
as the 16 password. The user need not know which data associated with
the item is serving as the password Qut simply needs to know the item
itself. In one embodiment, the listing of items is a listing of electronic files
stored on the 5 device. In that case, the electronic files stored on the
pasevme maldaistacmesit nuisknfies sitnkd datthessvitateThavidhtdhe item is
associated with the electraoni ic_file LSuitahle data, for
s e s o Y et e P e R o e
electronic music file itself is deleted from the user apparatus, the
in BRSSHOEA ARSI RE IRMENGPHEM SIS HARPBP RISy RA0SI8/88 on the
retained even It the file itself is not. The user apparatus is preferably an
deeieztrnibalevrsefidhexalapipaipdigsnalotigitancive givier Mo deigecBgtronic

mu-,%ﬁtﬂ%ﬁ@j&dSﬁi(fﬁén@g\}ﬁgy%é%;ag&@ﬂ{% Wi (RN GRE music
L uttons. In that case, the step of the user apparatus receiving _
fileamapsheiction seledllagiaidteior magrmaptse ilesef maang anigrlighetronic

! . ite i p . i r 11d t u "
L e

appryBlighidaciteasswiprg warrstitre romerpbaesd THecEIdbe ARicfdated Arig can
beipét!é'ﬁjl%@%\'/‘g{:i? {Qé\lﬁe%msﬂap disclosed herein is a method for

selecting a new password or entering a predetermined password on a
user apparatus for storing electronic files, the method comprising the step

Thel IR USHIHAPRYAULS SRERIMBA A BIREIrdRR: deVBERSF esaffgES MR rsonal

password. As is clear, the term "password" does not imply a word or a

digitalerienainentdevice.

The electronic device may include “LEFT”, “RIGHT”, “UP”, “DOWN”" and
“SELECT” buttons. In that case, the step of the user apparatus receiving an
instruction selecting an item may comprise a user moving a highlighter to an item
displayed on the user interface using one or more of the “UP”, “DOWN?”, “LEFT"
and “RIGHT” buttons and the user selecting the highlighted item using the
“SELECT” button. The electronic device may include an “OPTIONS” button.

Also disclosed herein is a method for selecting a new password or entering a
predetermined password on a user apparatus for storing electronic files, the
method comprising the step of the user apparatus receiving a number, the

number serving as the password.

As is clear, the term “password” does not imply a word or a phrase; in this case,
a number acts as the password. The number may be any number of digits. In

one preferred embodiment, the number is four digits long.
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a number acts as the password. The number may be any number of
digits. In one preferred embodiment, the number is four digits long. 30 17
The step of the user apparatus receiving a number comprises a user
entering a number between 0 and 9 at least once. In a first embodiment,
the or each step of entering a numbet between 0 and 9 s comprises a
user pressing a button on the user apparatus, each button corresponding

torenetes m&wmr@eéa&sﬁe@uﬁﬁg apparaies dsrapefRiablyst entering a
t eV|ce or m ersonal digital entertainment device. 10
8%5% §ron|c ewceg)r%agfl mcslé‘(g]e LEFT" "RIGHT", "UP", "DOWN" and
"SELECT" buttons. In that case, in the first embodiment, each of those

buttoAsst (and aNhethehbuiane PR elagiiemng deMiGaddnayeRIEASPand 9
goannumber between 0 and 9. 15 n a secggd embodiment, the us

appara %us comuﬁ’ﬁéegrﬁﬁ%n?"ﬂo ELE%%”%ut?onté an%at%%e S‘rmon

éﬁﬁf?%?@ﬁ@ﬂ@ﬁﬁé?ﬁfgoéfﬁemﬁﬁétﬁlé@ﬁ 0 and 9 comprises: a user

scrolling through numbers O to 9 using the "UP" and "DOWN" buttons;

aﬂ? thg user sel ct| dg gr betwleep using the "SEL[ECT" 20 |
on. I {5 e secon enm% rr?'enf‘ pre refera 'ﬁ/ 2 tie et ST %%Pgﬂ%a

tHigitR| pplerainmer fiavess are displayed on a user interface on the user

apparatus Preferably, once the user has selected a number between 0

the "SELECT" 25 b . ,tus tom ic
e RO T TR e Db o SR the ot My and
b&talde® 10 hutiomsf thelmisase. in the first embodiment, each of those buttons

(and any other buttons on the electronic device) may correspond to a number
between 0 and 9.

In a second embodiment, the user apparatus comprises “UP", “DOWN" and
“SELECT” buttons and the or each step of entering a number betwsen 0 and 9
comprises: a user scrolling through numbers 0 to 9 using the “UP” and “DOWN”
buttons; and the user selecting a number between 0 to 9 using the “SELECT”
button.

in this second embodiment, preferably as the user scrolls through the numbers,
the numbers are displayed on a user interface on the user apparatus. Preferably,
once the user has selected a number between 0 and 9 using the “SELECT"
button, the user apparatus automatically allows the user to scroll through once

again to select the next number between 0 and 9 if there is one.

Any features described in relation to one aspect of the invention may also be
applicable to another aspect of the invention.
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Any features described in relation to one aspect of the invention may also
be applicable to another aspect of the invention. 30 18 Brief Description
of the Drawings Exemplary embodiments of the invention will now be
described with reference to the accq@panying drawings, of which: Figure
1 is a diagram of the process of marking and unmarking files as 5 private,
according to a first embodiment of the invention; Figure 2a is a view of a
Beief Resgadianafithg Priowieesmd non-private files; Figure 2b is a view of

therpeinntarfreaelirigsr e vwdthidrewanivalp tilessidesn wenhisdre ddsto

%gi%g:rar%n o;‘]tlhe Rrocess offs‘t}ﬁiwg‘ng only a single file, according to a
second embodimert’s ?ﬁ'eolnver?tiOn; Figure 4 is a diagram of the process

biewigrking and unfakrgiaTesfdke sersstesl ohueskifingnd artmadking files as

embodiment of thgipyeNtiRBor&igHE B fitst AN AfaHSR tHatRIfaRTon;
Ehowi% password selection, 15 accorgl' to a first embodiment; Figure 6

ISAViéW of a userinterate fsﬁd(ﬁﬁ{drbé QK| RO BBFAIR 1B yate

second embodiméitsand Figure 7 is a view of a user interface showing

PrRgswoard selectiog @Wﬂ?gﬂé’ asbirhembadigpent, =0 i%e\'}ﬂ{l?%e private
Description of Preéf?rr%d @gerznbodlments Three levels of protection are

provided. Protecti 1180 Bne caters for users who just want casual
pi@tescion of their iprvatiadites ovffthde rraretisenf Rbrsdnagl only a single file,

according to a second embodiment of the invention;

Figure 4 is a diagram of the process of marking and unmarking files as
selected, according to a third embodiment of the invention;

Figure 5 is a view of a user interface showing password selection
according to a first embodiment;

Figure 6 is a view of a user interface showing password selection
according to a second embodiment; and

Figure 7 is a view of a user interface showing password selection

according to a third embodiment.

Detailed Description of Preferred Embodiments

Three levels of protection are provided. Protection Level One caters for users
who just want casual protection of their private files or folders on their Personal
Digital Entertainment (PDE) device. For example, a user may wish to show
another user the non-private files or folders on his PDE device while he is

present. No password protection is needed for Protection Level One.

Protection Level Two provides a higher level of protection. This level caters for
users who may wish to lend their PDE device to another user for a small period

of ime. The user is not present when the second user is using the PDE device.
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Digital Entertainment (PDE) device. For example, a user may wish to
show 25 another user the non-private files or folders on his PDE device
while he is present. No password protection is needed for Protection
Level One. Protection Level Two provides a higher level of protection.
This level caters for users who mayWish to lend their PDE device to
another user for a small period 30 of time. The user is not present when
fhesswouhdrokeetiis) Usinyaileb B DE mlevise. the fRassware:pfatectisingsable to

peklabietoRHRY aRihe SReeRd user from being able to look at the private
files or folders. However, for Protection Level Two, the password may be

reset (for example if 5 the user has forgotten the original password) or the
plesesverdionddrdieatbrairmd) Bycohrestisgive RRE deviestqfarR&ample if
h@é/mm%@ﬂ%%@ﬁt%é%%@ pEBYS ol V\B'J be g%%é%%%]\ék‘?wepél}@&?ed

ges and folders if the device is connecte toaP aving the appr éprlate
SiRAPECHS i Ao Grpretechdid AU fobISprBBIORGAST SRIBHRIT L dDep. Tt
Thilee presiedaehighestsldie ofigfotéetioin thEhtepideatectites:asdatdesc

FAAGLRE Miswed AL hepasswardohiained &%@%M&W% %'&efﬁsym f;the

PDE device is connected to a PC. This protects the private files or folders
in the event that the PDE device is lost or stolen. For Protection Level

Phoefienceyetitren g decyptionmjtbetiitasvdt reedttorhe TrRplemastags
15 BRI \IS R ot BEBUES dr QQS%B@P&%Y defrj:% miadimant of the,

invention. In this embodlment iles and annlge Tharked 48" ff the

biRafieyne teopRostediiea RAd/BhirreREaNBE RN IS ﬁrdélﬁeprszm the
Eignite thashhwsHDE figshvaiage frismarkingiannorEpriviafstdtadsr ialder abree,

B N R 5P R R e P i
"ENTER" and "OPTIONS" buttons or portions of a smgle button, (The
TERiITEsRY bugosnmaymalipmatyefysPeambodiment of the invention. In this
embodiment, files and/or folders can be marked as private and the private files
and/or folders can be shown or hidden.

Figure 1 shows the first stage for marking a non-private file or folder as private
and for unmarking a private file or folder. Figure 1 shows the process in a PDE
device which has “UP", “DOWN", “LEFT", “RIGHT", “ENTER” and “OPTIONS"
buttons or portions of a single button. (The “ENTER” button may alternatively be
a “OK” button or a “SELECT” button or another equivalent button.)

Figure 1 shows a user interface with an array of files, in this case photos. The
user selects the photo to be marked private, using the “UP", “DOWN", “LEFT"
and “RIGHT" buttons. This is shown in Figure 1a, where the top left photo is
selected. Then the user presses the “OPTIONS” button. A menu appears and
the user can use the “UP" and “DOWN?" buttons to move to the option “Mark As
Private”. This is shown in Figure 1b. When the user presses the “ENTER”
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a "OK" button or a "SELECT" button or another equivalent button.) 25
Figure 1 shows a user interface with an array of files, in this case photos.
The user selects the photo to be marked private, using the "UP",
"DOWN", "LEFT" and "RIGHT" buttons. This is shown in Figure 1a, where
the top left photo is selected. Then e user presses the "OPTIONS"
button. A menu appears and 30 the user can use the "UP" and "DOWN"
buftton $he selevetbthetoptiomitdarkitAs PrivateicdhisTissRANBWR Migigere
1b. When the user presses the "ENTER" 20 button, the selected photo is
marked with a private icon. This is shown in Figure Ic. To unmark the
photo as private, a similar process is carried out. The user 5 selects the
privateiotieet e betoram arkestgrivatenitsing thesUR" c2DEYWNL, "rEE Tser
MR T PuULo hen, e’ I " utt; "
mggt{ appegrfé;% qﬂ?ggugk %té;ﬁ’ ﬁig?&&?ﬁﬁ%&@n‘d U%WI\%\‘ %{JF?[O ng)r%%\ﬁN '
BN & FHdn PRSIk RE plicatser THRSRES KBV DR TRRJVSe fufton. A
Wieretirearseanpréssesdhedi- NERRS butomniherselestes ativate PheEe is
WerBBEKRC-DiNAIR A PR PRI 1A Se MOV 29 SR FIOVE
a. Note that, when a private photo is se ected and the user presses
PESESAORESEN i K198 Bhe selesinn AnHrnbaly Bppemriadins yatnend
tvberaas; ivhreis acmonelivatehplhatn isigetectad and the user presses
"OPTIONS", "Mark As 15 Private" will automatically appear in the menu.

The marking and unmarking as private has been described with reference
hpls BHEWSACR RiPkaeheiodPsEiens! Boddhe nssemseaksor GRS

ﬂl}am_arlfokzePgsa@éi’V?m, a.f e ku&;&fi@ﬁégelqﬁﬁ@e{ﬁ[@tf%ég@gtm&{ a
s e.q. by |eft-clicking jt with a mouse), tf e menu or
ﬂ@p ﬁﬁgr &t |Iegs oryTLEi eerC! ngré(éistl?g b‘ésgﬁo%ﬁsfeg@. é%ﬁ&%—%lickiﬂ@%iﬁ?
Briyiseiswibrupaiieaivganear in the menu.

The marking and unmarking as private has been described with reference to a
PDE device that has an “OPTIONS" button. In general, for marking a file or
folder as private, a particular file or folder needs to be selected or highlighted
(e.g. by left-clicking it with a mouse), then the menu or display for that file or
folder needs to be shown (e.g. by right-clicking with a mouse or by selecting an
“options” function), then “Mark As Private” needs to be selected in the menu or
display (e.g. by left-clicking with a mouse or by using “UP”", “DOWN" and
‘ENTER" buttons). Similarly, for unmarking a private file or folder, a private file or
folder needs to be selected or highlighted (e.g. by left-clicking it with a mouse),
then the menu or display for that private file or folder needs to be shown (e.g. by
right-clicking with a mouse or by a selecting an “options” function), then “Unmark
As Private” needs to be selected in the menu or display (e.g. by left-clicking with

a mouse or by using “UP", “DOWN" and “ENTER" buttons). Private files or
folders are marked with a private icon.
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"options” function), then "Mark As Private" needs to be selected in the
menu or display (e.g. by left-clicking with a mouse or by using "UP",
"DOWN" and "ENTER" buttons). Similarly, for unmarking a private file or
folder, a private file or 25 folder nee% to be selected or highlighted (e.g.
by left-clicking it with a mouse), theh the menu or display for that private
file or folder needs to be shown (e.g. by right-clicking with a mouse or by
Qnsslecting drrsopadrs! inection)ethdieUonfalderdsPiivisted, tbedssto bey

wRIeeeddmte MeRId R HisPlenle &rity IRftHRHigkiNg with a mouse or by
using "UP", "DOWN" and "ENTER" buttons). Private files or 30 folders

are marked with a private icon, 21 Once a user has marked one or more
Titeside foidets tlsprvitdidtsetisasanayossish thesSéitimet fotdens tocbBDE

shaninprtedhefiddanad chideRrivate files ordaldars theddsrr seesiathg

u"ﬁSettitng " area of the,,P/[&%;T 5 device and selects "Private Content - Show"
PHRHEAITS fodbie A SRS 0 A Ut e TR HERgS
thewtheapeifiltssftedaldiidethéugeingan the Shettinthe p(ﬁﬂﬁbé tﬁnl@@ﬁfi_fdtd&;rs
RY80HMY Q1&g ottiRgse BEAALN e RREJeYICH A3 BRASHECERAY s o

~Private Content - Hide" in the menu to toggle the status to "'Private
O¥eEn L8 Bl SI8% he above description for hiding and showing private
files and folders relates to a POE device with a "Settings" area. In

BROSHR dYRIdiBGR ARG S:RG %%&ﬁﬁ@§§@%%%%ﬂ%§@@&% a

selected and "Private Content - Show" or "Private Content - Hide" as

Bh5rBpristavifeadSeYiBassarscet 43 PYRIdRI IEY SEvR Bies s tidRes. a
Hetticgswilkhe leeadedsbehsdiatitdsarat imvsdiaiohtobvi@inio auSehivate

&’&%ﬁtqmﬁ@”@%@mo%%ewg ds‘r@i%%%%i%taé%ith security as it means
that another user cannot immediately show private files or

Typically, the Settings area of the device will be located such that it is not
immediately obvious to a user who is unfamiliar with the device. This assists with
security as it means that another user cannot immediately show private files or

folders that were hidden or hide private files or folders that were shown.

Figure 2a shows a user interface with an array of files, in this case photos. In
Figure 2a, photos A, H, N and Q are marked private with a private icon.
However, the private photos are still shown. Figure 2b shows the user interface
of Figure 2a after the user has hidden the private photos. in Figure 2b, photos A,
H, N and Q are no longer displayed at all.

(It should be noted that the photos in Figures 2a and 2b are labeled with letters of
the alphabet only to assist with this description. Otherwise, it would be obvious
when looking at Figure 2b that photos A, H, N and Q are not displayed as the
photos do not run in sequence.)
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folders that were hidden or hide private files or folders that were shown.
20 Figure 2a shows a user interface with an array of files, in this case
photos. In Figure 2a, photos A, H, N and Q are marked private with a
private icon. However,-the private photos are still shown. Figure 2b
shows the user interface of Figure 284after the user has hidden the
private photos. In Figure 2b, photos A, 25 H, N and Q are no longer

dismayﬂfba&;aﬂe@hsh@hldﬂrkfmﬂb@ﬁ% %@f@tm&it@ﬁ%?ﬂ%gb It
led with letters of  the ahet only to assist wi is description.
O e e R B S e A e
Hirs\ e ettt aes ey etirasigssriBep witto ssyansertm froseeuénae ind
2% 1t has already been mentioned that three levels of protection are
envisaged. It will now be explained how those three levels of protection
may be applied to the first embodiment of the invention described with

refelRHiias teeri (es providandibeasmrtestericvyisl Dhegaovidesemple,

aaiseralepreteaigietemenzedafetiRramplelo b sussiePresaat wbeRan
rtain files private

her user.looks. at the device. The user cany mark c
R R o e iR e A g e B
fifleravisotteibhitie reeiiretion & Frotéeton Level Two provides a little
more protection, to be used, for example, when a user lends his device to

h f h iod. If th _simply t k certain
A e R et REP et i o hdGARe

files private and
tWBeSattiprjdeade disfdtdageiicmothbe wslefto sisbarapetiadcd§shtSitee were

Riviple flaraRepASARSY BFRIGSTQRIIR R IRRVIREd. s TS WheRould
togly need to find the "Settings” area of the device to be able to show and access
the private files. So password protection is also provided, as follows. When the
user goes to the “Setlings” area and selects “Private Content - Hide" to toggle the
status to “Private Content - Show”, a password is requested before the status
can toggle. The password can be chosen earlier by the original user. Optionally,
a password may also be requested, when the user selects “Private Content -
Show" to toggle the status to “Private Content - Hide”. Although, it is obviously
not as important that a password be required when a user is attempting to hide
certain folders as when a user is attempting to show certain folders, it may none
the less be advantageous. For example, if the second user hid certain folders,
this may cause confusion for the original user or may cause errors if the user is
checking and updating his file collection. For Protection Level Two, password
protection is provided, but the password can be obtained and the private files or
folders shown or hidden simply by connecting the PDE device to a PC with the
appropriate software. Thus, Protection Level Two is useful only when the second
user does not have access to a PC with appropriate software.
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user goes to the "Settings" area and selects "Private Content - Hide" to
toggle the status to "Private Content - Show", a password is requested
before the status can toggle. The password can be chosen earlier by the
original user. Optionally, a password,may also be requested, when the
user selects "Private Content 20 Show" to toggle the status to "Private
Content - Hide". Although, it is obviously not as important that a password
FetrepivdervimeRhaegsaroyiga niftingigbeasidée certaindulgetoas Whah ke
RisgfdsoBtesnalimg o phoW 6RI 1BHaHERFERSKIIRANIRANEULh e eRiPEAse . the
D%Qg%;gggg#nsd Fgé e(%%rg}ﬁ)l%, igthe secor%,d user hid certain folders, this
May cause COnfusior 101 the onginal user §r Mgy Ealise &hréshifinetlistie
aBrPSRERECIaRGETE uptatingthiis fieuselielciuan FondirdtectiendrelelsEwbas
qeassward poolaaionispsridas bihiheasaverdsanheebiainedang.
%\ﬂ&ﬂg?&%f"e%&r folders shown or hidden simply by connecting the PDE
evice to a PC With the appropriate software. Thus, Protection Level Two
is useful only when the second user does not have access to a PC with

rRRRIARESIDSPIMaEEe S0 IPFRIesHAMTh Ve Jineeuoyidss thehighest

level of protection. Just like Protection Level Two, password protection Is
provided but, in this case, the password cannot be obtained by
Acsapettingtieideitefttha PQanttbntivell aopr dridte Oferakeh Tafse IS tis

RiSERIBEVRNMAERIBEIFRAP T SELNES S ARESSSIORARE Vﬁ/ithatglen%% {ile or

f(:E%\[c)égroprlate software or to protect private content If the device is

En/PRUSHVES a0 Mdse o beliidarvdarseT b &sTiIP DY Hiseblssed
Vieviibe betoprivateAceeotstoe thbadiwmenilobitfeliarention will now be
described with reference to Figure 3. In this embodiment, the user may
choose to show only a sin%ajfile or folder. All other files and folders will

Bethibltlen d&VirSer DANiRSen GRly BRI to “WidW iRV AN EERe s
“ORN©BIsOWottiesptiold@icess is as follows. The user selects the file or folder
to be shown, using the “UP", “DOWN", “LEFT" and “RIGHT" butions. This is
shown in Figure 3a. Then the user presses the “OPTIONS” button. A display
appears, as in the first embodiment, and the user can use the “UP” and “DOWN"
buttons to move the option to “Show this Folder Only". This is shown in Figure
3b. When the user presses the “ENTER” button, only the selected file or folder is
shown,; all other files and folders are hidden. This is shown in Figure 3c. The user

can only view the non-private content of the shown file or folder.

To show all the files and folders again, the user goes to the “Settings” area of the

PDE device and selects “Show all Contents”. All the files and folders will then be
displayed.

The above description for hiding all except one file or folder relates to a PDE
device with “UP", “DOWN", “LEFT", “RIGHT", “ENTER” and “OPTIONS" buttons.

in general, for hiding all except one file or folder, a particular file or foider needs
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is In a PDE device, having "UP", "DOWN?", "LEFT", "RIGHT", "ENTER"
and "OPTIONS" buttons, the process is as follows. The user selects the
file or folder to be shown, using the "UP", "DOWN?", "LEFT" and "RIGHT"
buttons. This is shown in Figure 3a. Then the user presses the
"OPTIONS" button. A display appeér"% as in the first embodiment, and
the user can use the "UP" and "DOWN" 20 buttons to move the option to

tShewethisddotd eighiyited kﬂﬁglﬁ)&héwmimdﬁigwemﬁtb Mg thedistle menu
Bresgan/ie, mATREPIRN. pNIE seleqisd e of LO'defCScfﬁhOW” Wl 2

other f| es an are hIS IS s own |

BN P%Wme'%ﬁmm%@ébm%%WXHé%&vﬁm @erﬁ’@l@eroz@/“r@eeds

Bh&‘edétl‘cébenﬂ{ﬁes madJ@Jder@ega(@gtheyuéﬂrcg@eﬁgtmﬂﬂea"%UM§ BFeRiR
ice an 1S, aII All the files and fol ers
wi Ith \%m({jls ﬁay%ﬁ?%e bove’ es§r:|pt|o ‘for%laﬁ?é/%l?%gk% lt08ne file

%%fﬁér%#&f@ lgs ATPTIRIASE deldies wate TRE dempmth: a;@amngs area.
IRGHER), "NEER bR DRI ANS Iaeta@nferslnagwﬁﬁgh fremidiradllto be

ne, fl QL) fo rncul r file or folder needs 24 to be selected
ggf&% ?Oaﬁte(ﬁ’ ﬁ cﬁlckmga a mc‘)use then the menu or
display for that fiIe or folder needs to be shown (e.g. by right- C!ICkIng with
As DRSS, wdityaﬁﬁlmetieetﬁﬁgéowarﬁ facians hRmbeShovHis ERMal it is

ne be select d |n the enu or dIS by left-clicking with a
nmogtﬁ{gg‘ %&'8@ SRy "'%r‘i’&‘ a@ﬂﬁ‘ﬁgg‘%b%ﬁoq%‘ﬁ’c@mnarly, the

above description for re- showmg all the fifes and folders relates to a PDE

deyinavdHy eSS ARRNE aer}eraly ggtre@mavwﬂ&%fgeﬁé%@%e

folders, a se ngs menu needs to be se ected and "Show all Contents"
RALESTE e i T lRE0 MRS BV d iSRRA M TRE'S BigiRg fokier o7 frg either
tdevicalvithdeotbeatie s vt thet érés azotrinvate dimi y1iobvibe sprivatels@intent

yﬂaedemgf%nwérfvgmmemﬁﬁg %ef'eh%%?%é*gxﬁaébﬁ@'%}% 88 8nd
really just alternative ways to achieve the
choose to show only that file or folder (according to the second embodiment). in

the second embodiment, the other files or folders will not be marked as private
and the second route is also considerably quicker than the first, particularly when
there are a large number of files and folders. Of course, with the second
embodiment, only a single file or folder is displayed, whereas, with the first

embodiment, any number of files or folders may be displayed.

It has already been mentioned that three levels of protection are envisaged. It
will now be explained how those three levels of protection may be applied to the
second embodiment of the invention.

Protection Level One provides only casual protection, to be used, for example,
when a user is present when another user is using the device. The user can
choose to show anly one file or folder and hide the remaining files and folders

when the second user is using the device. No further protection is required.
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same effect. If a user wishes to only display a single file or folder, he can
either is mark all the other files and folders as private and hide the private
content (according to the first embodiment) or he can select the single file
or folder and choose to show only that file or folder (according to the
second embodiment). In the second@mbodiment, the other files or
folders will not be marked as private and the second route is also
considerably quicker than the first, particularly when 20 there are a large
B}Jc%b‘fr of files aEnd folde %ﬂurse with the Secon emb d ment on

a single OHIES oS Ry |sp aye STSER mvﬁ&'cfﬁe firdt Ermibodt Fneexrﬁmg

WiATbausEfilesds Misidemcmiy edisprirsdorelrd rsaigy béénmth the ﬂrst
mﬂﬂiﬁlﬂﬁ%ﬁhﬁtﬁéfﬁ%ﬂ@g@l&@r@@Fﬂﬁtﬂpfb&ﬁ@iﬁ'éviﬂﬂgﬁi@s|Er25f&‘!ﬂleﬁ@\é’>c@@pt
| ed how,those thr eI velso applie the
§§§o§rﬁ% %mglr%seergltw e I?] en J%SI é:ettg O@%}[r\]/%? 6{?16 prOVI edse\(!)ln
bastiEptotebavh af brcerisd tier iexaniply Iiereand Usidss pre%@mmhwﬁrd

BRASABEVRES IS YFRGIERE slertend. hwmtﬁamxsépg%h@%%@ SRS Yrea
one flle 0{ fo&er anh‘jeld t e, remalnlr\p%éj[ s and foId ¥vhen the second

user 1S using the device” sfurﬂ@??)? i6h f?g‘#Saﬁﬁ 19 ﬁfofeaﬁiﬂmg

filesearrivio!geovickss elitikplmee plorearmsworbeanskd sietr exdiendle,a user.
whEshAINSe Ismme dﬁweai%aﬂetheal&@ea&omeﬁh%pﬁged gPS TN the

e first embodi if th e irst user were sm&ly to hide all the files and
ORIGTE JRERR LB i 50BN DGel RGBTy BB BRFPMLSVel Two,
IBetivigd” pirdactbthis geweteto e Hiderasshowl and kecelstinedramainibg

tlsmanghipdRrspBe RASRNOIS! Pretecling %'Sgpereyaﬂ?@ m@ws’Thus

When the user 3oes to the "Settings" area and selects "Show all

CREHRY" L8 (A WdFc ReFl RS %be?esﬁfé"?éh‘%%ﬁ‘-&?Snfé% BRtPraRFsRs
tan BE displayecpfibie passarerd can be set earlier by a user. 10
Optionally, a password may also be requested when the user goes to the

Options menu and selects "Show this Folder only". For Protection Level
fv%echon Level Three provides the highest level of protection. Just like

Protection Level Two, password protection is provided (i.e. a password is
requested when a user tries fo re-show all un-displayed files or folders and,
optionally, when a user tries to display only a single file or folder, the remaining
files and folders being hidden) but, for Protection Level Three, the password
cannot be obtained by connecting the device to a PC with the appropriate
software.” Thus, this is useful even when the second user has access to a PC

with the appropriate software or to protect private content if the device is lost or
stolen.

Passwords, for Protection Levels Two and Three, will be discussed further below.
A third embodiment of the invention will now be described with reference to

Figure 4. in this embodiment, the user may choose to show only selected files or

folders. Other files and folders will be hidden. A user will then only be able to
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password protection is provided, but the password can be obtained simply
by connecting the POE device to a PC with the appropriate software.
Thus, Protection Level Two is useful only when the second user does not
have access 15 to a PC with appropriate software. Protection Level Three
provides the highest level of protectidd. Just like Protection Level Two,
password protection is provided (i.e. a password is requested when a
w?]ar tries ﬁ@ﬁ%rmdﬁhﬁmﬁisﬁﬂaﬁﬁ@q éiﬁa&ﬁarﬁ@g%&ﬂn% ngggapalhg,lmss
when a user fries to display,only a single file or folder, the remainjng files
AEOSREIE LS SRR BR0Ts: Pt VESieT TP CH bl ety o
dpist Becopthinthe bysciaeetindrtHisrelevienidhe PEewitl fhesagstipdierte
software.- Thus, this is useful even when the second user has access to a

C wj e appropriate sqftware roty iva ent | evice
id |§st%$%é‘ goien. PAs Wogr\gs, f(%sr) rorge‘cti%%ﬂvd&ssé\%@l anagi&rﬁﬁ%g, Vil
Hefti¥elissdufiarthchbdlitwesA ehife dinsbedioscnteeffthievsyeRtionseillsatents
b drs@ibehyit efarencedoudAfHaure 4 Inghigambediment therusair

ay chogse to show only selected files or folders. Other files and folders
\fu\;lﬁ%%shi %én'.s PRI v\'}ﬁll ?I’%Heor‘ﬁ?/ l:l)ﬁhﬁﬂléht% SRV RIRSHRS nBR-prilaiENS
botieentd\ahene shorardileésinahd/brsfolaer (ecdndtieis beditedi et tihereser
8k twe fla9ep: UrilpBRNSELS6S G AeURIndissiandoMIpIdR S elected.

secondly, the user chooses to display only the selected files and folders, 5
I ST YR8 TR R URReeRAer RTERSPS TRAGHNTEENpRERD: Sirifile
DRSO MNSHdrktdrsithecpeok ésmafstbedwstistBigerts 4xs follows. The user
selects the file or folder to be marked, using the "UP", "DOWN?", "LEFT"
and "RIGHT" buttons. This is shown in Figure 4a. Then the user presses

tHR YBTPATOR& 19 Qi dPIIR! AR 36 '8HEdars SERIRT (PROFRSE Ahddiegnert. The
estcdinntbsaticthedutier dofoaeuige HberrihBrkan d £ [BOMINL dinitans 1oP”,

%\ﬁ/ﬂ‘e@@%ﬁ“ tgndwﬁ%ﬁ‘?%%}ggﬁgd%en the user presses the “OPTIONS”
button. A menu appears and the user can use the “UP” and “DOWN” buttons to
move to the option “Unmark As Selected”. This is shown in Figure 4d. When the
user presses the "ENTER” button, the selected checked file or folder is unmarked

selected and the check icon is removed as shown in Figure 4a.

Note that, when a checked file or folder is selected and the user presses
“‘OPTIONS", “Unmark as Selected” will automatically appear in the menu,
whereas, when a non-checked file or folder is selected and the user presses

“‘OPTIONS", “Mark As Selected” will automatically appear in the menu.

The marking and unmarking as selected has been described with reference to a

' PDE device that has an “OPTIONS” button. In general, for marking a file or

folder as selected, a particular file or folder needs to be selected or highlighted
(e.g. by left-clicking it with a mouse), then the menu or display for that file or

folder needs to be shown (e.g. by right-clicking it with a mouse or by selecting an
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This is shown in Figure 4b. When the user presses the "ENTER" button,
the file or folder is marked with a check icon as shown in Figure 4c. To
unmark the file or folder as selected, a similar process is carried out. The
is user selects the checked file or folder to be unmarked selected, using
the "UP", "DOWN", "LEFT", and "REGHT" buttons. Then the user presses
the "OPTIONS" button. A menu appears and the user can use the "UP"

‘apdoRROUMdchYABS tRAINONE R iheptink dd itk AsRalested mEhisds
user gresses the "ENTER" button, the

wn in Fiqure, 4d. en th = Dutt > ,
‘Z’éﬁé"" e e'ﬁ%e}{%gl‘?& Kis TR P o B feled U (RONAEand
TEOH ERrivtves)-aSERRMY. ifoFigume dind\e tehtbrie dvhilenca tineokeddfiteiard
fielder ismelactadd &6%@%@%8r@ﬁ%@hl’i’@@d%@",b'H@ﬁléﬁﬁﬁ?g it with a

a

elected" will. automatically appear in the menu, whereas, when
n%%he%ﬁgd} I?ﬁerg??glooérci\{ésgg% ?éaﬂé?fd%%clﬁ‘ér%?e%%é‘gd% needs to be
ST GNShY Mighticikise lwted nwill srutornaticadiytiap peatdptidre Memdsion),

fhbe WaRdRoANdmarking as saledtel g ReandaspliRe iy g b
;{_e i%[(llce to.% PDE device that has an "OPTIONS" button. In enegal,f ?l

r
i 0% 807 OIS sBY LAY o WRrticRBYHE Gebidel HeRuSwEase)-
Seldeddies nigfiolidne draOn@igdoyite fs-clieking:dnwith a mouse), then the
menu or display for that file or folder needs to be shown (e.g. by
ight-clicking it with a mouse or by selecting an 27 options” function), then
ke ASS B A5 IER A B et et MR fRkiRiso thgisBRiy(RYeRLo
sbfivchokitiewitlecteridasiersr by using "UP", "DOWN" and "ENTER"
buttons). Similarly, for unmarking a checked file or folder, a checked file
or folder needs to be selected or highlighted (e.g. by left-clicking it with a 5
HdlideneRBsemalRS OF iRty for tetrcaerkéel e Giettirts meraisiithe
PBEshoie tagsbiecightatiokibgevity Fmessearipy selectingan TRaangy
' t y elected" needs to be selected in the menu or
Py R et e o SN
pigensegan kgﬁtt\’i'ﬁ%?d- After hiding the non-selected files or folders, the user
can re-show those files or folders by going to the “Settings” area of the PDE

device again and selecting “Show All Contents”.

The above description for hiding and showing non-selected files and folders
relates to a PDE device with a “Settings” area. In general, for hiding non-
selected files or folders, a settings menu needs to be selected and “Show
Selected Folders Only” or “Show All Contents” as appropriate, needs to be
selected.

As before, the Settings area of the device will be located such that it is not

immediately obvious to a user who is unfamiliar with the device.

The first and third embodiments are really just alternative ways to achieve the

same effect. If a user wishes to only display certain files or folders, he can either



10

15

20

25

30

Selected files or folders are marked with a check icon. Once a user has
selected one or more files and/or folders, the user may opt to show only
the selected folders. To hide non-selected files or folders, the user goes to
the "Settings" area of the 15 PDE device and selects "Show Selected
Folders Only" in the menu. Then, oﬁl? the selected folders are displayed
and only non-private content in the selected folders can be viewed. After
rhidkn gltHbe arhsel dikte dafilt Saddoldess, tieatisence afide-sroprinsedilee nt

Q&Jal@ags@wmmnsd.ﬁsmpgﬁhéﬂaa Ohihg E’Ae%eﬂswwe@%@%m
ect?{g "Show All Contents". 20 The above description for hiding an

ORRSRERAREY P ToRriRY flrses ldemrteeriine W.m%tmrd
6*3@Qtingshtarda e gevexals for hidirg ratinfigelesieddileser feldetisa® (first

SeilReRdnenY needsda ke selpetankang i %h%vé\z éw?d %%98{%%%&;%5

"Show All Contents" as appropriate, needs to be cted. As before
e¥Sting S AMEEr SutR e SN eMRed st ehthsdrweatinet

immediately obvious to a user who is unfamiliar with the device. 30 The

Augeriid tkHFQeelQ@&Q'W%P&e%%%ﬁefr@yéﬁfs%'b%%‘ﬁwe %Y%c%& Ghigy amgd

same effect. If a user wishes to only display Certain f es or ers he Can
hohiiess thisRdareiRebeieRlian dRavidtacrBrish v Ate HHw maserEnent of

tieiiratentiontent (according to the first embodiment) or he can mark the
certain files or folders as selected and opt to show only the selected files
or folders (according to the third embodiment). If he chooses to mark all

RIRis diete bt a8 HiodResHipslys BRI IfeseBian. tte JislattahIioo saditeit

vreshowsefthirgresabodimentndtis: acipvesdharspggRitect asdhgser can
s%%:cqrg%pnb? |mep’t %f the |n|vent|0{| As before, three |evels of protection

are envisage ‘g {Wlﬁ‘ now%e exfﬂalneaccessed by the second user, and
hide all the other f les. No further protection is required.

Protection Level Two provides a little more protection, to be used, for example,
when a user lends his PDE device to another user for a short period of time. As
with the first and second embodiments, if the user were simply to hide certain
non-selected files or folders, the second user would only need to find the
“Settings” area of the device to be able to show and access all the files. So
password protection is also provided, as follows. When the user goes to the
“Settings” area and selects “Show All Contents”, a password is requested before
all the files and folders can be displayed. The password can be set earlier by a
user. Optionally, a password may also be requested when the user tries to
select “Show Selected Folders Only". Otherwise, the second user could
potentially hide and password protect certain files so that the original user can no
longer access all his files and folders. For Protection Level Two, password
protection is provided, but the password can be obtained simply by connecting

the PDE device to a PC with the appropriate software. Thus, Protection Level
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how those three levels of protection may be applied to the third
embodiment of to the invention. Protection Level One provides only
casual protection, to be used, for example, when a user is present when
another user looks at the device. Thg user can select certain files which
are allowed to be accessed by the second user, and 15 hide all the other
files. No further protection is required. Protection Level Two provides a
Tittfe ifnBpefgrerelztishetotive seeadoiseiampte nalhereaasses teitds S MDE
dipvigeitecanmiigreuser for a short period of time. As with the first and
second embodiments, if the user were simply to hide certain 20
non-selected files or folders, the second user would only need to find the
PodttHer" el offifee deviddas Beealiloteshiaveane avetsdiall thelfislike

roetdeasaWark Profectir s alaomeavided, as fallowst Whemthedisasgoes

to the "Settings" area and selects "Show All Contents”, a password is
e Beible b8l B TLD Bh N Can Do SbRsy o A necpatihdie
apfiapeiaiet sediiarchy ARG thieis Opstiohdllpretgrassinaedoorigrildortseample,
irecrigstad Wwhet thewssy tries to select "Show Selected Folders Only".
Otherwise, the second user could potentially hide and password protect
certain files so that the original user can no longer access all his files and
RekteverdsofoP Fysetition lLevelsTVvey passioed, pitbtectisntisseroitdbe; beiow.
the password can be obtained simply by connecting 30 the PDE device to

PC with the appropriate software. Thus, Protection Level 29 Two is
ﬁysmf%m ShBFIFG 2 (NG GEEP JIZRoRTHAVE 2R SRS for
Foteofrrate saftWae aRiofeciion Tieyahvdnze provides shednignest tewgloak

fef%ﬁsngng%%'é%@oﬁfre&ércsi@%%%Wﬁ«&@é@%ﬁ%%ﬁ%@%é%ow, the

provided but, in this case, the password cannot be o > t%/ )
REHTHELHITE IR 8l 2 3EPes RliowR: tappRsHeaRs sofliparectiings, afs »f
theedel toepiotest ptikatBat Crieswdiar exampleassword is aiready set, the user

will be prompted to enter a new password (see embodiments below). If a
password is already set, the user will be prompted to enter the existing password

and then the user will be prompted to enter a new password (see embodiments
below).

According to a first embodiment, when the user is prompted to enter a new
password, the user can choose a song stored in the device as the password.
This is shown in Figure 5. The user is shown the list of songs and prompted to
pick one of those songs as the password. In actual fact, the device stores the
name of the song rather than the song itself so that, if the song is deleted from
the device, the device can still display the name of the song for selection as the
password. In this embodiment, when a user is prompted to enter the password
(for Protection Levels Two and Three), the user will be shown the list of songs

and asked to select the song. The user will only be allowed three attempts to
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if the device is lost or stolen. 10 Passwords, for Protection Levels Two and
Three, will be discussed further below. Three levels of protection have
been described and a password is required for Protection Levels Two and
Three. The invention provides several new methods for choosing a
password. For all the embodiments #Pbe described below, the is
password can be set by a user as follows: the user goes to the "Settings"
seleatof thregdevieavandtiseldeiz£Set RPagsalonl adbiepassswid isaleadys
el theserowiliedampied jaaHghadsy password (see
embodiments below). If a paSsword is already set, the user will be
prompted to enter the existing password and then the user will be
‘preneptbddionentér panewlpassecsd (e embodimentier 20 RIS stored in
AecRIding ma twgk@mhﬂ%\r{be%sew&%%g%% POMRIEA L0, SR
new password, the user can choose a son stored in the device as the
password. This is shown in Figure 5. The user is shown the list of songs
lartdip eonyotitah¢at 26 ipickt eraialihese song as thiespagswotitk Hispeia st
C Vice Sl \name of the s rather than the song. itself so
B e e e O e e Y S ey 8

TRRANCBTIAE BUREER Walexanss 4200 FBSWOR] M Wilskemddiperiored in
ivbelm\acesenis prichptedde:easerdihe passw sk R & roteetion Lanels st

waRand Jhae h rwllfJ e shown the list of songs 30 and asked t
select the soﬁg?f h%%% il onty 56 allowed thed' t&??ﬁf@ os%e(f&é%F
%\egﬁﬁg, otherwise the device will only allow another selection five minutes

later. This is to make password guessing tedious. This embodiment is
afrt'quLarI useful.when a large number of songs is stored in E_Sthe device.
‘%h%&ma .%Xs Pyjﬁé' '8‘%13?5 e %Wgcseimﬁaéaﬁé 3"3%%%95@*&%%#?? fhlist
ehiarensbbieiadiamis is aordistuelligimeves salptthaatimaoygssn dhist of boys'
chspdayed list be stored on the device at all. For example, the device
could simply display the
According to a second embodiment, when the user is prompted to enter a new
password, the user can enter a series of up to four numbers like a numeric
padiock. This is shown in Figure 6. The user selects each number using the
“UP" and “DOWN?" buttons to scroll through numbers 0to 9. Once that number is
selected, the user presses the “RIGHT” or “ENTER” button to move to the next
number for selection. Once all numbers have been selected, the user presses
“ENTER" or “OK” and the password is set. A similar process is used when a user

is prompted to enter the password.

According to a third embodiment, the buttons on the device are each numbered,
so that each button corresponds to a number. When the user is prompted to
enter a new password, the user can enter a series of numbers using the buttons
on the device. The user interface displays which buttons correspond to which

numbers. This is shown in Figure 7. Any length password can be chesen. When
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top thousand most popular songs (none, some or all of which could be
stored in to the device) from which the user could select the password.
Such an "artificial" list would be useful, for example, if there are not many
songs actually stored in the device. In fact, such an "artificial” list need
not comprise a list of songs. It could®de a list is of any suitable items e.g.
a list of albums, a list of animal types, a list of boys' names. According to
2 Se008¢ eMBRAIMEH IV RRNTRAR NSRY ISPIONRIGH LBV ARLYhd Thres),
%ssword the usey can enter. a series of up to four numpers like an meric
r. th d é}&lj?é‘ SlyERel 1

pa ok RIS SRR TRTEGUPE B THE USESs Eh Aumber"'>
Ushgdrentar ahdnipEwWIedinatns tdnetrbietirougsnirabersiosever, the

Rrassthatdumes s tselestad e ugshpssarsdbacRIGHT" or "ENTER”
button to move to the next number for selection. Once all numbers have

been selected, the user presses "ENTER" or "OK" and the password is
Séermatieilaingrsctidismbedimantreacisbut2l isrpiuntsiddetoameerrtdseond

ResIRSbiACHAINGIRA thikh emhediment:dheutiens@h the.dsyine ane

each numbered, so that each button corresponds to a number. When the
Her R PR et e Rt ST & AR HURORIRE, AP L SIReF S S8REsT
aoynbegthupisgweedb ottoris 3Morethembvice inthe ssésinteutatte dispibgs of

BEUGBIOUHINR ERLrESPORG 1 WRIRNUAPBELSHRLSS HRAMKY;E Figure 7.

Any length password can be chosen. When 31 a user is prompted to
enter the password (for Protection Levels Two and Three), the user can
Anterding apprivprihterpbssiverd (rsiniy tiserdietpvenen the devriteprdinpted to

afvantadg, %E‘Qy'a&?qg im%mc%\t e, n8uhis Lﬂét EloWeveL B8 yice wil
numbers are. Imite to_t e number of buttons on the device. ) )
PREPHALRENPIGR (R6aHitte APRIGA &R, EBRKEBUWSFI oA thE 9 ilea8an Voice

pagwepondor comparison. This embodiment, of course, requires voice

recognition technology in the device.

According to a fifth embodiment (not illustrated), when the user is prompted to
enter a password, the user can enter a biometric input e.g. an iris or fingerprint

scan. The device will store the biometric input for comparison.

in known arrangements, the user is asked to enter a password using
alphanumeric characters. In a PDE device, however, this is slow and inefficient
as PDE devices typically do not have a keyboard and selection of the words and
letters has to be done on screen using “UP”", “DOWN", “LEFT", “RIGHT" and
“ENTER" buttons. This is time-consuming. All four embodiments described
above significantly increase the speed of selecting and entering a password.
They maximize use of the buttons on the PDE device.

It will be appreciated by persons skilied in the art that numerous variations and/or

modifications may be made to the invention as shown in the specific



to a character. In that case, when the user is prompted to enter a
password, the user can enter a series of characters using the buttons on
the device. As before, any length password can be chosen and the input
is fast, but the number of 30 possible characters is limited to the number
of buttons on the device. According# a fourth embodiment (not
illustrated), when the user is prompted to enter a new password, the user

eﬁmweatwqmnam t@@pgﬁmef&hetﬂsvg&w o@qﬁgrm\@a&mﬁear@qgwag
anal ze t ken WO store it as a voic sword for
RS E s T RS OB FARERE oF dodiSs. HTERER VG FeLatgRmshin 2!
r@eahﬁéldlgytmm aial/ivd régtednding to a fifth embodiment (not illustrated),
when the user is prompted to enter a password, the user can enter a
biometric input e.g. an iris or fingerprint 20 scan. The device will store the
biometric input for comparison. In known arrangements, the user is asked
to enter a password using alphanumeric characters. In a PDE device,
however, this is slow and inefficient as PDE devices typically do not have
a keyboard and selection of the words and 25 letters has to be done on
screen using "UP", "DOWN", "LEFT", "RIGHT" and "ENTER" buttons.
This is time-consuming. All four embodiments described above
significantly increase the speed of selecting and entering a password.
They maximize use of the buttons on the PDE device. 30 It will be
appreciated by persons skilled in the art that numerous variations and/or
modifications may be made to the invention as shown in the specific 32
embodiments without departing from the scope of the invention as broadly
described. The described embodiment are, therefore, to be considered in
all respects illustrative and not restrictive. MCSLLP 33



CLAIMS 1. An electronic device for storing electronic files, the electronic

device comprising a user interface for displaying a plurality of electronic MCSLLP
files, the electronic files being arranged: (a) to receive at least one

instruction for at least one of the plurglity of electronic files initially

displayed on the user interface to be categorized as a hidden file; (b) to

receive at least one instruction to hide the at least one of the plurality of
@legtvinic files which is categorized as a hidden file; (c) to hide the at least

one of the plurality of electronic files which is categorized as a hidden file

in a manner where the hidden file is not displayed on the user interface;

1d) to feceistaoNastaireiieiratHbrOiGIAREMIIEIPFINE (ReaIEHIG S VEi?
évgﬁw HﬁSEﬁ:fEf&%‘?i iﬂ@f@et%qistﬂﬁyéﬂﬁd‘igdﬁﬂr@lﬁf@ﬁ@e‘é@@fniﬁ@f&%@&he

erein the at least one instruction for the hidden file to be displayed on
aleciiepicifiesraelhelirReesklecting an item from a listing of items

displaygckondbenuser intasfase withdaiagsasiated vitte thbthelptterity of
item serving as rd to allo

RO TAAAEH Rt B MRSl o TG (e el 5 PR

teteatrofiie; device of claim 1, wherein the listing of items is a listing of the

electropic, files stored ectroni ic T legtigQni [
claim TlRerei o T bIE HadR T e sioas dReie &le
mleretitynic elevicendt Glamwhichriekdteseréamhgan iSgeR iisstricted to

three gonspcyfive asycressiAIteMALS altesmhishdioe reiecting aiiabh is
item is not allowable for a pre-determined duration of time.
categorized as a hidden file in a manner where the hidden file is not displayed

on the user interface;

(d) to receive at least one instruction for the hidden file to be displayed
on the user interface; and

(e) to display the hidden file on the user interface,

wherein the at least one instruction for the hidden file to be displayed
on the user interface includes selecting an item from a listing of items
displayed on the user interface, with data associated with the selected item
serving as a password to allow transmission of the at least one instruction for

the hidden file to be displayed on the user interface.

2. The electronic device of claim 1, wherein the listing of items is a listing

of the electronic files stored on the electronic device.

3. The electronic device of claim 1, wherein the listing of items is a listing

of random items.

4. The electronic device of claim 1, wherein selecting an item is restricted
to three consecutive unsuccessful attempts after which the selection of an

item is not allowable for a pre-determined duration of time.

5. An electronic device for storing electronic files, the electronic device

comprising a user interface for displaying a plurality of electronic files, the



5. An electronic device for storing electronic files, the electronic device

comprising a user interface for displaying a plurality of electronic files, the yicsLLp

MCSLLP 34 electronic files being arranged: (a) to receive at least one

instruction for at least one of the plurality of electronic files initially

displayed on the user interface to be categorized as a displayed file; (b)

to receive at least one instruction to hide the at least one of the plurality of
etslelcoinitl gitdsaingicianesGategorized as a displayed file; (c) to hide the

at Iea@t QpeQidine Riuradity of slpciroRitHlesiviirihis Bak crteaosizesinss

dis ayed file on the user interface; (d) to receive at le st one instructio
elertrainitigerimiliey sisalayrden ’fbﬁ tr?@hgétfeﬁfﬁ&ﬁé =N ?@)Oszaéﬁ‘%ﬁ

dbeidyedeifile on the user interface, wherein the at Ieast one instruction

for th |dden file to displayed ont e user interface includes selegti
o eI 1O B S Po e e B e S R e
phgstityiaticel avito mhef"ttedaewﬂeadhtemotseatﬂm)asmi pasaW sl aped de;

ransrission oL e o s ane IFNSHORIEy dhe AUAL M dafcn i« not

displ he user interface. ect onic device of claim 5,
oalegreinethedistitigrof iteehl esca llstingeofnkRrigle@tronic files stored on the

electryig,deuisse 7t LISRY AUE-deMiserof Haimduarhmesid tedistingsd
items is a listing of random items. 8. The electronic device of claim 5,
apieeiResddetiAgeaRtEm is restricted to three consecutive unsuccessful

attempisrafiespidyichdhacriadtion ottanuienrissnacallowable for a
pre-determined duration of time

wherein the at least one mstructlon for the hidden file to be displayed
on the user interface includes selecting an item from a listing of items
displayed on the user interface, with data associated with the selected item
serving as a password to allow transmission of the at least one instruction for

the hidden file to be displayed on the user interface.

6. The electronic device of claim 5, wherein the listing of items is a listing

of the electronic files stored on the electronic device.

7. The electronic device of claim 5, wherein the listing of items is a listing

of random items.

8. The electronic device of claim 5, wherein selecting an item is restricted
to three consecutive unsuccessful attempts after which the selection of an

item is not allowable for a pre-determined duration of time.

9. A method for hiding one or more items of a plurality of electronic files
displayed on a user interface of an electronic device, the method including:
(a) receiving at least one instruction for at least one of the plurality of
electronic files initially displayed on the user interface to be categorized as a
hidden file;
(b) receiving at least one instruction to hide the at least one of the

plurality of electronic files which is categorized as a hidden file;



9. A method for hiding one or more items of a plurality of electronic files
displayed on a user interface of an electronic device, the method
including: (@) receiving at least one instruction for at least one of the MCSLLP
plurality of electronic files initially di%ayed on the user interface to be
categorized as a hidden file; (b) receiving at least one instruction to hide
the at least one of the plurality of electronic files which is categorized as a
hidderciilehiMing the Bt B&t)dniding the pluedity ofieesicthenjsiuigiyagich is
CIRGADIC R NIElL P rRARaHaRA A% B/9RD fllSdo-ArBasnet WasH)ed

ile’Is not displayed on the user interface; (d) receiving at least
@nénstrichiterarahe hidden file to be displayed on the user interface;

and (g} displaying the diddendite.an tie vissr interaeenwiersindh@spiayed

least one instruction for the hidden file to be displayed on the user
@ﬁtg‘r?a‘é‘éefn‘c‘]@d&c%e?éﬁing an item from a listing of items displayed on

the usgy i@:’;ﬁjfgp}?gvmg Riatagpooated wibrtiveeskelested item serving as
a password to allow transmission of the at least one instguction for,.
hiddeARFE8S %Ii@b?ﬁ?é %??tﬁ?ﬁﬁ‘é%g‘?ﬂté? a?@éa.oﬁ'ésd‘?ﬂﬁ%é&%é 8%%%%?‘1
& wherasethintistingeofiitenueis adistitiggofahaiteriedionicHilistiswret] ams
he electraonic,device, ; 0 clai ' iSti f
RIS U8 Meae 2, SR MUK 16 Soa om
swidotp anfirssvioTe srietlow thanpeuistionselciinat ipaticeee IR BIEHATpIS"
fter chithe,sslegtimoL @B iten issapinflleykable for a pre-determined
duration of time.

10. The method of claim 9, wherein the listing of items is a listing of the

electronic files stored on the electronic device.

11.  The method of claim 9, wherein the listing of items is a listing of

random items.

12.  The method of claim 9, wherein selecting an item is restricted to three
consecutive unsuccessful attempts after which the selection of an item is not

allowable for a pre-determined duration of time.

13. A method for displaying one or more items of a plurality of electronic
files displayed on a user interface of an electronic device, the method
including:

(a) receiving at least one instruction for at least one of the plurality of
electronic files initially displayed on the user interface to be categorized as a
displayed file;

(b) receiving at least one instruction to hide the at least one of the
plurality of electronic files which is not categorized as a displayed file;

(c) hiding the at least one of the plurality of electronic files which is not
categorized as a displayed file on the user interface;

(d) receiving at least one instruction for the hidden file to be displayed

on the user interface: and



13. A method for displaying one or more items of a plurality of electronic

files displayed on a user interface of an electronic device, the method MCSLLP
including: (a) receiving at least one instruction for at least one of the

plurality of electronic files initially displayed on the user interface to be
categorized as a displayed file; (b) receiving at least one instruction to

hide the at least one of the plurality ot electronic files which is not

categorized as a displayed file; (c) hiding the at least one of the plurality of
electrénicilelayificthis idtiecafitgonizad asea dispfayed file on the user
interface; receiying at.least one instruction for. the hidden file to be
displ%%ﬁ r(%h & l%{gé%?nstte? a%é?%%ﬁcﬁfegﬁ_g‘%@%e i 'p‘?gkﬂngge tﬁiéS played
dnidtien fiseonndestaser intiufise snlestizip the dtdrastaneandutiggionf fdems
&EB:Q;%}GGBJ lip 20, displae %t@(?é{ﬁeéé%‘%ﬁfﬁ‘é% 'Q&Hqﬁé §8|§g{t%69 i

item from a listing of items displayed on the user interface, with

SgE4pGided RRPSMErSele bemitan Saissi  Hhpadisiwast epairsiruction for

tHERRMISSIE of thedhdeas PBR iRstdeligndpindbe hidden file to be
displayed on the user interface. 14. The method of claim 13, wherein the

listing of items is a listing of the electronic files stored on the electronic
fdevic@htSmEkteomethodiat dlajmidewhereinsthe listingroé itemsidsmylisting
eﬁ’éc{%”‘?é’ﬁﬂ itesTSr'e]dE}c')rnheemFt&?gnPf &Ie%im 13, wherein selecting an item
is Fastiicted 16 three “Consetitive URstedegstul attempts after which the
selection of an item is not allowable for a pre-determined duration of time.
15, The method of claim 13, wherein the listing of items is a listing of

random items.

16.  The method of claim 13, wherein selecting an item is restricted to three
consecutive unsuccessful attempts after which the selection of an item is not

allowable for a pre-determined duration of time.



