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SYSTEMS AND METHODS FOR COMMUNICATING
TRANSACTION DATA BETWEEN MOBILE DEVICES

BACKGROUND

1. Technical Field

[0004] This disclosure relates generally 1o transaction processing and, in some
non-iimiting aspects or embodiments, {o systems, methods, and computer program
products for communicating fransaction data between mobile devices.

2. Technical Considerations

[0002] Mobile point-of-sale (POS} systems have been developed to enable
individuals to process payment transactions. For example, mobile POS systems may
connect to mobile devices such as tablets or smartphones that are configured to
communicate information to and from the internet via wired or wireless data
connections {(e.g., Wi-F® third-generation (3G) mobile networks, fourth-generation
(4G} mobile networks, andfor the like). Such mobile POS systems may read
information from credit cards or debit cards and, in response, communicate such
information, along with other fransaction-specific data, via the wired or wireless data
connections to a remote system for processing.

[0003] However, similar fo traditional POS systems, once the mobile POS systems
read the information from the credit or debit cards, the fransaction may be finalized by
having the buyer in possession of the credit or debit card engage the mobile device {o
input additionally-requested information {(e.g., a personal identification number (PIN)
andfor a signature). As a result, communication with the buyer, particularly via the
mobile device, may be limited once payment information is communicated to the POS
terminal. Parties such as transaction service providers, issuer institutions, and acquirer
institutions, in turn, may rely on only the information received at the mobile POS
terminal while the buyer is present {o verify the accuracy of the credit or debit card
information. This reliance may lead {0 increases in transaction processing time, both
at the POS terminal (when wailing for additional input from the user) and while the
fransaction is being processed by the transaction service provider.

SUMMARY

[0004] Accordingly, systems, devices, products, apparatus, and/or methods for
communicating transaction data between mobile devices are disclosed that overcome

some or all of the deficiencies of the prior art.
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[0005] According to a non-limiting aspect or embodiment, provided is a computer-
implemented method for communicating transaction data between mobile devices that
may include registering, with at least one processor, account dala associated with a
merchant account as corresponding to short message service (SMS) device data
associated with a point-of-sale (POS} device; registering, with at least one processor,
account data associated with a user account as corresponding to SMS device data
associated with a user device; receiving, with at least one processor via an SMS
communication connection, transaction data associated with a2 transaction from the
POS device, comprising: the SMS device data associated with the POS device, the
SMS device data associated with the user device, and parameter data associated with
the transaction, the fransaction initiated by the POS device, the parameter data
comprising a transaction value, verifying, with at least one processor, that the POS
device and the user device are regisiered; based on determining, with at least one
processor, that an account balance of the user account is greater than the transaction
value, transmifting, with at least one processor, a first confirmation messags
associated with the transaction, via an SMS communication connection, to the user
device to confirm the transaction; and based on receiving, with at least one processor,
a first confirmation response message associated with the transaction from the user
device via an SMS communication connection, processing, with at least one
processor, the fransaction data.

[0008] In some non-imiting aspects or embodiments, computer implementad
methods may include, based on determining that the transaction authorization imit is
greater than an authorization limit threshold, transmitting, with at least one processor,
a second confirmation message associated with the transaction to the user device;
and based on receiving a second confirmation response message associated with the
fransaction, confirming, with at least one processor and prior to processing the
fransaction data, that the second confirmation response is valid.

[0607] According to some non-limiting aspects or embodiments, registering
account data associated with the account as corresponding fo SMS device daia
associated with the user device may include registering, with at least one processor,
confirmation data associated with confirmation of the transaction, the confirmation
data corresponding fo the SMS device data associated with a user device.

[0008] In some non-dimiting aspects or embodiments, computer-implemented

methods may include, determining, with at least one processor, that the second
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confirmation response meassage indicates that the transaction is valid based on a
comparison of the second confirmation response message to the confirmation data
received during registration of the account data associated with the account
corresponding to the SMS device data associated with a user device.

[0008] According to some non-limiting aspects or embodiments, verifying the POS
device and the user device arg registered may include determining, with at least one
processor, that the SMS device data associated with the POS device corresponds o
the account data associated with a merchant account; and determining, with at least
one processor, that the SMS device data assoclated with the user device comresponds
to the account data asscciated with a user account.

00181 In some non-limiting aspects or embodiments, computer implemented
methods may include, based on receiving the transaction data associated with the
iransaction, transmitting, with al least one processor, a fransaction parameter
confirmation message; and based on receiving transaction parameter confirmation
response message indicating that the transaction is authorized, transmitting, with at
least one processor, a pre-authorization message associated with the transaction.
[06011] According fo some non-imiting aspects or embodiments, computer
implemented methods may include, based on receiving the transaction data
associated with the transaction, transmitting, with at least one processor, a pre-
authorization request message associated with the transaction; and based on
receiving a pre-authorization response message associated with the transaction
indicating the transaction is not authorized, transmitting, with at least one processor,
a message associated with the transaction to the POS device, the messags indicating
that the transaction was not authorized.

[0012] In some non-limiting aspeacts or embodiments, verifying the POS device and
the user device are registered may include, based on determining that at lsast one of
the POS device and the user device are not registered, fransmitting, with af least one
processor, a message associated with the transaction to the at least one of the POS
device and the user device indicating that the at least ong of the POS device and the
user device are not registered.

[06013] According to a non-limiting aspect or embodiment, provided is a system for
communicating transaction data between mobile devices that may include at least ong
processor programmed or configured to register account data associated with a

merchant account as corresponding to short message service (SMS) device data
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associated with a point-of-sale (POS) device; register account data associated with a
user account as corresponding to SMS device data associated with a user device;
receive, via an SMS communication connection, transaction data associated with a
fransaction from the POS device, comprising: the SMS device data associated with
the POS device, the SMS device data associated with the user device, and parameter
data associated with the transaction, the transaction initiated by the POS device, the
parameter data comprising a transaction value, verify that the POS device and the
user device are registered; based on determining, with at least one processor, that an
account balance of the user account is greater than the transaction value, transmitling,
with at least one processor, a first confirmation message associated with the
transaction, via an SMS communication connection, {o the user device to confirm the
fransaction; and based on receiving, with at least one processor, a first confirmation
response message associated with the transaction from the user device via an SMS
communication connection, processing, with at least one processor, the transaction
data.

[6814] In some non-limiting aspects or embodiments, the at least one processor
may be further programmed or configured to, based on determining that the
fransaction authorization limit is greater than an authorization limit threshold, transmit
a second confirmation message associated with the transaction to the user device;
and based on receiving a second confirmation response message associated with the
transaction, confirm, prior to processing the transaction data, that the second
confirmation response is valid.

[00158] According to some non-limiting aspects or embodiments, when registering
account data associated with the account as corresponding fo SMS device data
associated with the user device, the at least one processor may be programmed or
configured 1o register confirmation data associated with confirmation of the
fransaction, the confirmation data corresponding o the SMS device data associated
with a user device.

[0816] In some non-limiting aspects or embodiments, the at least one processor
may be further programmed or configured {o determine that the second confirmation
response message indicates that the transaction is valid based on a comparison of
the second confirmation response message to the confirmation data received during
registration of the account data associated with the account corresponding o the SMS

device data associated with a user device.
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[0017] According to some nondimiting aspects or embodiments, the at least one
processor may be further programmed or configured to: determine that the SMS
device data associated with the POS device corresponds to the account data
associated with a merchant account; and determine that the SMS device data
associated with the user device corresponds to the account data associated with a
user account.

[0818] In some non-limiting aspects or embodiments, the at least one processor
may be further programmed or configured o, based on receiving the transaction data
associated with the transaction, transmit a transaction parameter confirmation
message; and based on receiving transaction parameter confirmation response
message indicating that the transactlion is authorized, transmit a pre-authorization
message associated with the transaction.

[6018] According 1o some non-imiting aspecis or embodiments, the at least one
processor may be further programmed or configured {o, based on receiving the
transaction data associated with the transaction, transmit a pre-authorization request
message associated with the transaclion; and in response {0 receiving & pre-
authorization response message associated with the transaction indicating the
fransaction is not authorized, ransmit a message associated with the transaction to
the POS device, the message indicaling that the transaction was not authorized.
[0820] In some non-limiting aspects or embodiments, when verifying the PQOS
device and the user device are registered, the at least one processor may be
programmed or configured {o: based on determining that at least one of the POS
device and the user device are not registered, transmit 3 message associated with the
transaction to the at least one of the POS device and the user device indicating that
the at least one of the POS device and the user device are not registerad

[6021] According to a non-imiting aspect or embodiment, provided is a computer-
program product for communicating transaction data between mobile devices, the
computer program product comprising at least one non-transitory computer-readable
medium comprising one or more instructions that, when executed by at least one
processor, cause the at least one processor to: register account data associated with
a merchant account as corresponding to short message service (SMS) device data
associated with a point-of-sale (POS) device; register account data associated with a
user account as corresponding to SMS device data associated with a user device;

receive, via an SMS communication connection, transaction data associated with a
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fransaction from the POS device, comprising: the SMS device data associated with
the POS device, the SMS device data associated with the user device, and parameter
data associated with the transaction, the transaction initiated by the POS davice, the
parameter data comprising a transaction value, verify that the POS device and the
user device are registered; based on determining, with at least one processor, that an
accoeunt balance of the user account is greater than the transaction value, tranamitting,
with at least one processor, a first confirmation message associated with the
fransaction, via an SMS communication connection, to the user device to confirm the
fransaction; and based on receiving, with at least one processor, a first confirmation
response message associated with the transaction from the user device via an SMS
communication connection, processing, with at least one processor, the fransaction
data.

[6022] In some non-limiting aspects or embodiments, the one or more instructions
may further cause the at least one processor o, based on determining that the
fransaction authorization limit is greater than an authorization limit threshold, transmit
a second confirmation message associated with the transaction to the user device;
and based on receiving a second confirmation response message associated with the
fransaction, confirm, prior to processing the transaction data, that the sscond
confirmation response is valid.

i6023] According to some non-limiting aspects or embodiments, the one or more
instructions that cause the at least one processor {0 register account data associated
with the account as corresponding to SMS device data associated with the user device
cause the at least one processor to: register confirmation data associated with
confirmation of the transaction, the confirmation data corresponding to the SMS device
data associated with a user device,

[0024] In some non-imiting aspects or embodiments, the one or more instructions
may further cause the at least one processor to: determine thai the second
confirmation response message indicates that the {ransaction is valid based on &
comparison of the second confirmation response message (o the confirmation data
received during registration of the account data associated with the account
corresponding to the SMS device data associated with a user device.

[0028] According to some non-limiting aspecis or embodiments, the ong or more
instructions that cause the at least one processor to verify that the POS device and

the user device are registered may cause the at least one processor to determine that
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the SMS device data associated with the POS device corresponds to the account data
associated with a merchant account; and determine that the SMS device data
associated with the user device corresponds 1o the account data associated with a
user account.

[0026] In some non-limiting aspects or embodiments, the one or more instructions
may further cause the at least one processor to, based on receiving the transaction
data associated with the fransaction, fransmit a transaction parameter confirmation
message; and based on receiving fransaction parameter confirmation response
message indicating that the transaction is authorized, transmit a pre-authorization
message associated with the transaction.

i0027] According to some non-limiting aspects or embodiments, the one or more
instructions may further cause the at least one processor 1o, based on receiving the
iransaction data associated with the fransaction, fransmit a pre-authorization request
message associated with the transaction; and in response o receiving a pre-
authorization response message associated with the transaction indicating the
transaction is not authorized, transmit a message associated with the transaction {o
the POS device, the message indicating that the transaction was not authorized.
(60281 In soms non-limiting aspects or embodiments, the one or more instructions
that cause the at least one processor to verify that the POS device and the user device
are registered may cause the at least one processor 1o, based on determining that at
least one of the POS device and the user device are not registered, transmit 2
message associated with the transaction o the at least one of the POS device and the
user device indicating that the at least one of the POS device and the user device are
not registered.

[0029] Further non-limiting aspects or embodiments are set forth in the foliowing
numbered clauses:

[0030] Clause 1: A computer-implemented method for communicating transaction
data between mobile devices, the computer-implemented method comprising:
registering, with at least one processor, account data associated with a merchant
account as corresponding to short message service (SMS) device data associated
with a point-of-sale (POS) device; registering, with at least one processor, account
data associated with a user account as corresponding to SMS device data associated
with a user device; receiving, with at least one processor via an SMS communication

connection, transaction data associated with a fransaction from the POS device,
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comprising: the SMS device data associated with the POS device, the SMS device
data associated with the user device, and parameter data associated with the
fransaction, the transaction initiated by the POS device, the parameter data
comprising a transaction value, verifying, with at least one processor, that the POS
device and the user device are registerad; based on delermining, with at least one
processor, that an account balance of the user account is greater than the transaction
value, transmitting, with at least one processor, a first confirmation message
associated with the transaction, via an SMS communication connection, to the user
device to confirm the transaction; and based on receiving, with at least one processor,
a first confirmation response message associated with the transaction from the user
device via an SMS communication connection, processing, with at least one
processor, the transaction data.

[6031] Clause 2: The computer-implemented method according to clause 1, further
comprising: based on determining that the transaction authorization limit is greater
than an authorization limit threshold, transmitling, with at least one processor, a
second confirmation message associated with the fransaction to the user device; and
based on receiving a second confirmation response message associated with the
fransaction, confirming, with at least one processor and prior o processing the
transaction data, that the second confirmation response is valid.

[0832] Clause 3: The computer-implemented method according to clauses 1 or 2,
wherein registering account data associated with the account as corresponding to
SMS device data associated with the user device further comprises: registering, with
at least one processor, confirmation data associated with confirmation of the
fransaction, the confirmation data corresponding to the SMS device data associated
with a user device.

[6033] Clause 4: The computer-implemented method according to any of clauses
1-3, further comprising: determining, with at least one processor, that the second
confirmation response message indicates that the {ransaction is valid based on &
comparison of the second confirmation response message (o the confirmation data
received during registration of the account data associated with the account
corresponding to the SMS device data associated with a user device.

[06034] Clause 5: The computer-implemented method according to any of clauses
1-4, wherein verifying the POS device and the user device are registered further

comprises: determining, with at least one processor, that the SMS device data
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associated with the POS device corresponds to the account data associated with a
merchant account; and determining, with af least one processor, that the SMS device
data associated with the user device corresponds (o the account data associated with
a user account.

[0035] Clause 8: The computer-implemented method according to any of clauses
18, further comprising: based on receiving the transaction data associated with the
transaction, fransmitting, with at least one processor, a transaction parameter
confirmation message; and based on receiving transaction parameter confirmation
response message indicating that the transaction is authorized, transmitting, with at
least one processor, a pre-authorization message associated with the transaction.
[0036] Clause 7: The computer-implemented method according to any of clauses
18, further comprising: based on receiving the transaction data associated with the
iransaction, transmitling, with at least one processor, a pre-authorization request
message associated with the transaction; and in response (o receiving a pre-
authorization response message associated with the transaction indicating the
transaction is not authorized, transmitting, with at least one processor, & message
associated with the transaction to the POS device, the message indicating that the
fransaction was not authorized.

[0637] Clause & The computer-implemented method according to any of clauses
1-7, wherein verifying the POS device and the user device are registered further
comprisas: based on determining that at least one of the POS device and the user
device are not registered, transmitling, with at least one processor, a message
assoclated with the transaction o the at least one of the POS device and the user
device indicating that the at least one of the POS device and the user device are not
registered.

[6038] Clause 9: A system for communicating transaction data between mobile
devices, the system comprising: at least one processor programmed or configured to:
register account data associated with a merchant account as corresponding to short
message service (SMS) device data associated with a point-of-sale (POS) device;
register account data associated with a user account as corresponding o SMS device
data associated with a user device; receive, via an SMS communication connection,
fransaction data associated with a transaction from the POS device, comprising: the
SMS device data associated with the POS device, the SMS device daia associated
with the user device, and parameter data associated with the transaction, the
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fransaction initiated by the POS device, the parameter data comprising a transaction
value, verify that the POS device and the user device are registered; based on
determining, with at least one processor, that an account balance of the user account
is greater than the transaction value, transmitting, with at least one processor, a first
confirmation message associated with the transaction, via an SMS communication
connection, to the user device to confirm the transaction; and based on receliving, with
at least one processor, a first confirmation response message associated with the
fransaction from the user device via an SMS communication connection, processing,
with at least one processor, the transaction data.

[0038] Clause 10: The system according to clause 8, wherein the at least one
processor is further programmed or configured to: based on determining that the
transaction authorization limit is greater than an authorization limit threshold, fransmit
a second confirmation message associated with the transaction to the user device;
and based on receiving a second confirmation response message associated with the
transaction, confirm, prior to processing the transaction data, that the second
confirmation response is valid.

[0040] Clause 11: The system according to clauses 9 or 10, wherein, when
registering account data associated with the account as corresponding to SMS device
data associated with the user device, the at least one processor is programmed or
configured to: register confirmation data associated with confirmation of the
transaction, the confirmation data corresponding to the SMS device data associated
with a user device.

[0041] Clause 12: The system according to any of clauses 8-11, wherein the at
least one processor is further programmed or configured {o: determine that the second
confirmation response message indicates that the transaction is valid based on a
comparison of the second confirmation response message {0 the confirmation data
received during registration of the account data associsted with the account
corresponding to the SMS device data associated with a user device.

60421 Clause 13: The system according to any of clauses 8-12, wherein, whan
verifying the POS device and the user device are registered, the at least one processor
is programmed or configured to: determineg that the SMS device data associated with
the POS device corresponds o the account data associated with a merchant account;
and determine that the SMS device daia associated with the user device corresponds

o the account data associated with a user account.
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[0043] Clause 14: The system according to any of clauses 8-13, wherein the at
least one processor is further programmed or configured fo: based on receiving the
fransaction data associated with the transaction, fransmit a transaction parameter
confirmation message; and based on receiving transaction parameter confirmation
response message indicating that the transaction is authorized, fransmit a pre-
authorization message associated with the transaction.

[6044] Clause 15 The system according {0 any of clauses 9-14, wherein the at
least one processor is further programmed or configured to: based on receiving the
fransaction data associated with the transaction, transmit a pre-authorization request
message associated with the transaction; and in response 1o receiving a pre-
authorization response message associated with the transaction indicating the
transaction is not authorized, transmit a message associated with the transaction to
the POS device, the message indicating that the transaction was not authorized.
[00458] Clause 18; The system according to any of clauses 9-15, wherein, when
verifying the POS device and the user device are registered, the at least one processor
is programmed or configured {o: based on determining that at least one of the PO
device and the user device are not registered, transmit a message associated with the
fransaction to the at least one of the POS device and the user device indicating that
the at least one of the POS device and the user device are not registered.

[0046] Clause 17: A computer-program product for communicating transaction
data between mobile devices, the computer program product comprising at least one
non-transitory computer-readable medium comprising one or more instructions that,
when executed by at least one processor, cause the at least one processor (o: register
account data associated with a merchant account as corresponding {o short message
service {SMS) device datz associated with a point-of-sale (POS) device; register
account dala associated with a user account as corresponding 1o SMS device data
associated with a user device; receive, via an SMS communication connection,
fransaction data associated with a fransaction from the POS device, comprising: the
SMS device data associated with the POS device, the SMS device data associated
with the user device, and parameter dala associated with the transaction, the
fransaction initiated by the POS device, the parameter data comprising a transaction
value, verify that the POS device and the user device are registered; based on
determining, with at least one processor, that an account balance of the user account

is greater than the transaction value, fransmitting, with at least one processor, a first
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confirmation message associated with the transaction, via an SMS communication
connection, to the user device to confirm the transaction; and based on receiving, with
at least one processor, a first confirmation response message associated with the
fransaction from the user device via an SMS communication connection, processing,
with at least one processor, the fransaction data.

[0847] Clause 18: The computer program product according to clause 17, wherein
the one or more instructions further cause the at least one processor to: based on
determining that the transaction authorization limit is greater than an authorization limit
threshold, fransmit a second confirmation message associated with the transaction to
the user device; and based on receiving a second confirmation response message
associated with the transaction, confirm, prior to processing the transaction data, that
the second confirmation response is valid.

[0048] Clause 19: The computer program product according to clauses 17 or 18,
wherein the one or more instructions that cause the at least one processor o register
account data associated with the account as corresponding to SMS device data
associated with the user device cause the at least one processor to: register
confirmation data associated with confirmation of the transaction, the confirmation
data corresponding fo the SMS device data associated with a user device.

[0048] Clause 20: The computer program product according 1o any of clauses 17—
19, wherein the one or more instructions further cause the at least one processor to
determine that the second confirmation response message indicates that the
fransaction is valid based on a comparison of the second confirmation response
message to the confirmation data received during registration of the account data
associated with the account corresponding to the SMS device data associated with a
user device.

[6050] Clause 21: The computer program product according to any of clauses 17—
20, wherein the one or more instructions that cause the at least one processor to verify
that the POS device and the user device are regislered cause the at least one
processor to: determine that the SMS device data associated with the POS device
corresponds o the account data associated with a merchant account; and determine
that the SMS device data associated with the user device corresponds o the account
data associated with a user account.

[0051] Clause 22: The computer program product according to any of clauses 17—

21, wherein the one or more instructions further cause the at least one processor to:
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based on receiving the transaction data associated with the transaction, transmit a
transaction parameter confirmation message; and based on receiving transaction
parameter confirmation response message indicating that the transaction is
authorized, fransmit a pre-authorization message associated with the transaction.
[0052] Clause 23. The computer program product according 1o any of clauses 17—
22, wherein the one or more instructions further cause the at least one processor to:
based on receiving the transaction data associated with the transaction, transmit a
pre-authorization request message associated with the transaction; and in response
to receiving a pre-authorization response message associated with the transaction
indicating the transaction is not authorized, transmil a message associated with the
fransaction to the POS device, the message indicating that the transaction was not
authorized.

[6053] Clause 24: The computer program product according to any of clauses 17—
23, wherein the one or more instructions that cause the at least one processor {o verify
that the POS device and the user device are registered cause the at least one
processor to: based on determining that at least one of the POS device and the user
device are not registered, transmit a message associated with the transaction o the
at least one of the POS device and the user device indicating that the at least one of
the POS device and the user device are not registersd.

[0054] Clause 25: A computer-implemented method for communicating transaction
data between mobile devices, the computer-implemented method comprising:
registering, with at least one processor, account data associated with a merchant
account as corresponding o device data associated with a mobile point-of-sale (POS)
device; registering, with at least ong processor, account data associated with a user
account as corresponding {o electronic wallet device data associated with a user
device; receiving, with at least one processor via a data connection, transaction data
associated with a transaction from the POS device, comprising: the device data
associated with the POS device, the slectronic wallet device data associated with the
user device, and paramster dala associated with the transaction, the transaction
initiated by the POS device, the parameter dala comprising a transaction value,
verifying, with at least one processor, that the POS device and the user device are
registered; based on determining, with at least one processor, that an account balance
of the user accounti is greater than the transaction value, transmitting, with at least one

processor, a first confirmation message associated with the transaction, via a data
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connection, to the user device to confirm the transaction; and based on recelving, with
at least one processor, a first confirmation response message associated with the
transaction from the user device via a data connection, processing, with at least one
processor, the transaction data.

[0055] Clause 26: The computer-implemenied method according to clause 25,
further comprising: based on determining that the ransaction value is greater than an
authorization limit threshold, transmitting, with at least one processor, a second
confirmation message associated with the transaction to the user device; and based
on receiving a second confirmation response message associated with the
fransaction, confirming, with at least one processor and prior to processing the
transaction data, that the second confirmation response is valid.

[0058] Clause 27: The computer-implemeanted method according to clauses 25 or
26, wherein registering account data associated with the account as corresponding to
electronic wallet device data associated with the user device further comprises:
registering, with at least one processor, confirmation data associated with confirmation
of the fransaction, the confirmation data corresponding to the electronic wallet device
data associated with a user device.

(60571 Clause 28: The computer-implemented method according to any of clauses
25--27, further comprising: determining, with at least one processor, that the second
confirmation response message indicates that the transaction is valid hased on a
comparison of the second confirmation response message (o the confirmation data
received during registration of the account data associated with the account
corresponding o the electronic wallet device data associated with a user device.
[0058] Clause 29: The computer-implemented method according to any of clauses
25-28, wherein verifying the POS device and the user device are registered further
comprises: determining, with at least one processor, that the electronic wallet device
data associated with the POS device corresponds fo the account data associated with
a merchant account; and determining, with at least one processor, that the elecironic
wallet device data associated with the user device corresponds to the account dala
associated with a user account.

[6058] Clause 30: The computer-implemented method according to any of clauses
25--29, further comprising: based on receiving the transaction data associated with the
transaction, transmitling, with at least one processor, a transaction parameter

confirmation message; and based on receiving transaction parameter confirmation
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response message indicating that the transaction is authorized, transmitting, with at
least one processor, a pre-authorization message associated with the transaction.
[0060] Clause 31. The computer-implemented method according to any of clauses
25-30, further comprising: based on receiving the transaction data associated with the
fransaction, transmitting, with at least one processor, a pre-authorization request
message associated with the transaction; and in response to receiving a pre-
authorization response message associated with the transaction indicating the
fransaction is not authorized, transmitling, with at least one processor, a8 message
associated with the transaction to the POS device, the message indicating that the
fransaction was not authorized.

i0081] Clause 32: The computer-implemented method according to any of clauses
25-31, wherein verifying the POS device and the user device are registered further
comprises: based on determining that at least one of the POS device and the user
device are not registered, transmilting, with at least one processor, a message
associated with the transaction to the at least one of the POS device and the user
device indicating that the at least one of the POS device and the user device are not
registered.

[6062] Clause 33. A system for communicating transaction data between mobile
devices, the system comprising: at least one processor programmed or configured to:
register account data associated with a merchant account as corresponding to device
data associated with a mobile point-of-sale (POS) device; register account data
associated with a user account as corresponding {o electronic wallet device data
assoclated with a user device, receive, via data connection, fransaction dala
associated with a transaction from the POS device, comprising: the device data
associated with the POS device, the electronic wallet device data associated with the
user device, and parameter data associated with the iransaction, the transaction
initiated by the POS device, the parameter data comprising a transaction value, verify
that the POS device and the user device are registered; based on determining that an
account balance of the user account is greater than the transaction value, transmit a
first confirmation message associated with the transaction, via a data connection, to
the user device o confirm the transaction; and based on receiving a first confirmation
response message assoclated with the transaction from the user device via a data

connection, process the transaction data.
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[0063] Clause 34: The system according to clause 33, wherein the at least one
processor is further programmed or configured to: based on determining that the
transaction value is greater than an authorization limit threshold, transmit a second
confirmation message associated with the transaction to the user device; and based
on receiving a second confirmation response message associated with the
transaction, confirm, prior to processing the transaction dalg, that the second
confirmation response is valid.

606841 Clause 35 The system according 1o clauses 33 or 34, wherein, when
registering account data associated with the account as corresponding o electronic
wallet device data associated with the user device the at least one processor is
programmed or configured to: register confirmation data associated with confirmation
of the transaction, the confirmation data corresponding to the electronic wallet device
data associated with a user device.

[00658] Clause 38: The system according to any of clauses 33-35, wherein the at
least one processor is further programmed or configured to: determine that the second
confirmation response message indicales that the transaction is valid based on a
comparison of the second confirmation response message {0 the confirmation data
received during registration of the account data associated with the account
corresponding to the electronic wallet device data associated with a user device.
[0066] Clause 37: The sysiem according {o any of clauses 33-38, wherein, when
verifying the POS device and the user device are registered, the at least one processor
is programmed or configured to: determine that the electronic wallet device data
associated with the POS device corresponds to the account data associated with a
merchant account; and determine that the electronic wallet device data associated
with the user device coresponds to the account data associated with a user account.
[6067] Clause 38: The system according to any of clauses 33-37, wherein the at
least one processor is further programmed or configured to: based on receiving the
transaction data associated with the transaction, fransmit a transaction parameter
confirmation message; and based on recelving transaction paramster confirmation
response message indicating that the transaction is authorized, fransmit a pre-
authorization message associated with the transaction.

[0068] Clause 39: The system according to any of clauses 33-38, wherein the at
least one processor is further programmed or configured to: based on receiving the

transaction data associated with the transaction, fransmit a pre-authorization request
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message associated with the transaction; and in response io receiving a pre-
authorization response message associated with the transaction indicating the
transaction is not authorized, fransmit a message associated with the transaction {o
the POS device, the message indicating that the transaction was not authorized.
[0068] Clause 40: The system according to any of clauses 33-38, wherein, when
verifying the POS device and the user devics are registered, the at least one processor
is programmed or configured to: based on determining that at least one of the POS
device and the user device are not registered, transmit a message associated with the
fransaction to the at least one of the POS device and the user device indicating that
the at least one of the POS device and the user device are not registered.

i0070] Clause 41: A computer-program product for communicating transaction
data between mohbile devices, the computer program product comprising at least one
non-transitory computer-readable medium comprising one or moreg instructions that,
when executed by at least one processor, cause the at least one processor to; register
account data associated with a2 merchant account as corresponding to device dala
associated with a mobile point-of-sale (POS) device, register account data associated
with @ user account as corresponding to electronic wallet device data associated with
a user device; receive, via data connection, transaction data associated with a
fransaction from the POS device, comprising: the device data associated with the POS
device, the elecironic wallet device data associated with the user device, and
parameter data associated with the transaction, the transaction initiated by the POS
device, the parameter data comprising a transaction value, verify that the POS device
and the user device are registered; based on determining that an account balance of
the user account is greater than the transaction value, transmit a first confirmation
meassage associated with the transaction, via a data connection, {0 the user device {0
confirm the transaction; and based on receiving a first confirmation response message
associated with the transaction from the user device via a data connection, process
the transaction data.

[6071] Clause 42: The computer-program product according to clause 41, wherein
the one or more instructions further cause the at least one processor o based on
determining that the transaction value is greater than an authorization limit threshold,
transmit a second confirmation message associated with the transaction to the user

device; and based on receiving a second confirmation response message associated
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with the fransaction, confirm, prior {0 processing the transaction data, that the second
confirmation response is valid.

[0072] Clause 43: The computer-program product according to clauses 41 or 42,
wherein the one or more instructions that cause the at least one processor o register
account data associated with the account as corresponding to electronic wallet device
data associated with the user device cause the at least one processor {o: register
confirmation data associated with confirmation of the transaction, the confirmation
data corresponding to the electronic wallet device data associated with a user device.
[6073] Clause 44: The computer-program product according o any of clauses 41—
43, wherein the one or more instructions further cause the at least one processor to:
determine that the second confirmation response message indicates that the
transaction is valid based on a comparison of the second confirmation response
message to the confirmation data received during registration of the account data
associated with the account corresponding io the electronic wallet device data
associated with a user device.

[0074] Clause 45: The computer-program product according to any of clauses 41—
44, wherein the one or more instructions that cause the at least one processor to verify
that the POS device and the user device are registered cause the af least one
processor (o) determing that the electronic wallet device data associated with the POS
device corresponds to the account data associated with a merchant account; and
determine that the electronic wallet device data associated with the user device
corresponds o the account data associaied with a user account,

[0078] Clause 46: The computer-program product according to any of clauses 41—
45, wherein the one or more instructions further cause the at least one processor to:
based on recelving the transaction data associated with the transaction, transmit a
fransaction parameter confirmation message; and based on receiving transaction
parameter confirmation response message indicating that the ftransaction is
authorized, transmit a pre-authorization message associated with the fransaction.
[60768] Clause 47: The computer-program product according to any of clauses 41~
48, wherein the one or more instructions further cause the at least one processor o
based on receiving the transaction data associaled with the transaction, transmil a
pre-authorization request message associated with the transaction; and in response
to receiving a pre-authorization response message associated with the fransaction

indicating the transaction is not authorized, transmit 2 message associated with the
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fransaction to the POS device, the message indicating that the transaction was not
authorized.
[0077] Clause 48: The computer-program product according to any of clauses 41—
47, wherein the one or more instructions that cause the at least one processor to verify
the POS device and the user device are registered cause the at least one processor
to: based on determining that at least one of the POS device and the user device arg
not registered, transmit a message associated with the transaction to the at least one
of the POS device and the user device indicating that the at least one of the POS
device and the user device are not registered.
[0078] These and other features and characteristics of the present disclosure, as
well as the methods of operation and functions of the related elements of structures
and the combination of parts and economies of manufacture, will become more
apparent upon consideration of the following description and the appended claims with
reference to the accompanying drawings, all of which form a part of this specification,
wherein like reference numerals designate corresponding parts in the various figures.
It is fo be expressly undersiood, however, that the drawings are for the purpose of
iflustration and description only and are not intended as a definition of the limits of the
disclosure. As used in the specification and the claims, the singular form of “g”, “an”,
and “the” include plural referents unless the context clearly dictales otherwise.

BRIEF DESCRIPTION OF THE DRAWINGS
[0078] Additional advantages and details of the present disclosure are explained in

greater detail below with reference to the exemplary embodiments that are illusirated
in the accompanying schematic figures, in which:

[00B0] FIG. 1 is a diagram of a non-limiting embodiment of a system for
communicating fransaction data hetween mobile devices;

[06081] FIG. 2 is a diagram of a non-limiting embodiment of components of one or
more devices illustrated by FIG. 1;

[0682] FIGS. 3A and 3B are fiow diagrams of a process for communicating
fransaction data between mobile devices;

[6083] FIG. 4 is a diagram of an implementation of non-limiling aspects or
embodiments of the process shown in FIGS. 3A and 3B;

[0084] FIGS. 5A and 5B are diagrams of an implementation of a non-limiting aspect

or embodiment of the process shown in FIGS. 34 and 3B; and
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[0085] FIGS. 8A and 6B are diagrams of an implementation of a non-limiting aspect
or embodiment of the process shown in FIGS. 3A and 3B.

DETAILED DESCRIPTION

[0086] For purposes of the description hereinafter, the terms “end,” “upper,”

“tower,” "right,” “left,” “vertical,” “horizontal,” “top,” “botlom,” Materal,” “longitudinal,” and
derivatives thereof shall relate to the disclosure as it is oriented in the drawing figures.
However, it is to be understood that the disclosure may assume various alternative
variations and step sequences, except where expressly specified to the contrary. it is
also to be understood that the specific devices and processes illustrated in the
attached drawings, and described in the following specification, are simply exemplary
embodiments or aspects of the disclosure. Hence, specific dimensions and other
physical characteristics related fo the embodiments or aspects of the embodiments
disclosed herein are not to be considered as limiting unless otherwise indicated.
[00687] No aspect, component, element, structure, act, step, function, instruction,
and/or the like used herein should be construed as critical or essential unless explicitly
described as such. In addition, as used herein, the articles “a” and “an” are intended
to include one or more items and may be used interchangeably with “one or more” and
“at least one.” Furthermore, as used herein, the term "sel” is intended o include one
or more items {(e.g., related items, unrelated items, a combination of related and
unrelated itemns, etc.) and may be usad interchangeably with “one or mare” or “at least
one.” Where only one item is intended, the term “one” or similar language is used.
Also, as used herein, the terms “has,” “have,” "having,” or the like are intended to be
opern-ended terms. Further, the phrase “based on” is intended to mean “based at least
partially on” unless explicitly stated otherwise.

[0088] As used herein, the terms “communication” and “communicate” may refer {0
the reception, receipt, transmission, ransfer, provision, and/or the like of data (e.g.,
information, signals, messages, instructions, commands, andfor the like). For one unit
{e.g., a device, a system, a component of a device or system, combinations thereof,
andfor the like) 1o be in communication with another unit means that the one unit is
able to directly or indirectly receive information from and/or send (e.qg., transmit)
information to the other unit. This may refer to a direct or indirect connection that is
wired and/or wireless in nature. Additionally, two units may be in communication with

gach other even though the information transmitted may be modified, processed,
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relayed, and/or routed hetween the first and second unit. For example, a first unit may
be in communication with a second unit even though the first unit passively receives
information and doss not actively transmit information to the second unit. As another
example, a first unit may be in communication with a second unit if at least one
intermediary unit {e.g., a third unit located between the first unit and the second unit)
processes information recelved from the first unit and transmits the processed
information to the second unil. In some non-limiting embodiments, a message may
refer 10 a network packet {e.q9., 2 data packet and/or the like) that includes data.

LT

10089] As used hergin, the terms “issuer,” “issuer institution,” “issuer bank,” or
“payment device issuer,” may refer to one or more entities that provide accounts to
individuals {e.g., users, customers, and/or the like) for conducting payment
transactions, such as credit payment transactions andfor debit payment transactions.
For example, an issuer institution may provide an account identifier, such as a primary
account number (PAN), to a customner that uniquely identifies one or more accounts
associated with that customer. In some non-limiting embodiments, an issuer may be
associated with a bank identification number (BIN) that uniguely identifies the issuer
institution. As used herein “issuer system” may refer o one or more computer systems
operated by or on behalf of an issuer, such as a server executing one or more software
applications. For example, an issuer system may include one or more authorization
servers for authorizing a transaction.

(00901  As used herein, the term “account identifier” may refer to one or more types
of identifiers associated with an account {e.g., a PAN associated with an account, a
card number associated with an account, a payment card number associated with an
account, a token associated with an account, andfor the like). In some non-limiting
embodiments, an issuer may provide an account identifier (8.g., 2 PAN, a token, and/or
the like) to a user (e.g., an accountholder) that uniquely identifies one or more
accounts associated with that user. The account identifier may be embodied on a
payment device (e.g., a physical instrument used for conducting payment transactions,
such as a payment card, a credit card, a debit card, a gift card, and/or the like) and/or
may be electronic information communicated o the user that the user may use for
glectronic payment transactions. In some non-limiting embodiments, the account
identifier may be an original account identifier, where the original account identifier
was provided to a user at the creation of the account associated with the account

identifier. In some nondimiting embodiments, the account identifier may be a
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supplemental account identifier, which may include an account identifier that is
provided to a user after the original account identifier was provided fo the user. For
example, if the original account identifier is forgotten, stolen, andfor the like, a
supplemental account identifier may be provided o the user. In some non-limiting
embodiments, an account identifier may be directly or indirectly associated with an
issuer institution such that an account identifier may be a {oken that mapsto a PAN or
other type of account identifier. Account identifiers may be alphanumeric, any
combination of characters and/or symbols, andfor the like.

[0081] As used herein, the term “token” may refer to an account identifier that is
used as a substitute or replacement for another account identifier, such as a PAN.
Tokens may be associated with a PAN or other original account identifier in one or
more data structures {e.g., one or more databases and/or the like) such that they may
be used to conduct a payment transaction without directly using the original account
identifier. in some non-limiting embodiments, an original account identifier, such as a
PAN, may be associated with a plurality of tokens for different individuals or purposes.
In some non-imiting embodiments, tokens may be associated with a8 PAN or other
account identifiers in one or more data structures such that they can be used o
conduct a fransaction without directly using the PAN or the other account identifiers.
in some examples, an account identifier, such as a PAN, may be associated with a
plurality of tokens for different uses or different purposes.

[0092] As used herein, the term “merchant” may refer to one or more entities {e.g.,
operators of retail businesses) that provide goods and/or services, and/or access to
goods and/or services, to a user {e.g., a customer, a consumer, and/or the like) based
on a transaction, such as a payment fransaction. As used herein *merchant system”
may refer 1o one or more computer systems operated by or on behalf of a merchant,
such as a server executing one or more software applications. As used herein, the
term “product” may refer to one or more goods and/or services offered by a merchant.
[0693] As used herein, a "point-of-sale (POS) device” may refer {0 one or more
devices, which may be used by a merchant to conduct a fransaction {e.g., a payment
fransaction} andfor process a transaction. For example, a POS device may include
one or more client devices. Additionally or alternatively, a POS device may include
peripheral devices, card readers, scanning devices (e.g., code scanners), Bluetooth®
communication receivers, near-field communication (NFC) receivers, radio frequency

identification (RFID} receivers, and/or other contactless transceivers or recelvers,
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contact-based receivers, payment terminals, and/or the like. As used herein, a “POS
system” may refer {0 one or more client devices and/or peripheral devices used by a
merchant to conduct a transaction. For example, a POS system may include one or
more POS devices and/or other like devices that may be used to conduct a payment
fransaction. in some non-limiting embodiments, a POS system (e.9., 8 merchant POS
system) may include one or more server computers programmed or configured o
process online payment fransactions through webpages, mobile applications, and/or
the like.

[0084] As used herein, the term “transaction service provider” may refer to an entity
that receives transaction authorization requests from merchants or other entities and
provides guarantees of payment, in some cases through an agreement between the
fransaction service provider and an issuer institution. For example, a transaction
service provider may include a payment nefwork such as Visa®, MasterCard®,
American Express®, or any other entity that processes transactions. As used herein
“ransaction service provider system” may refer {0 one or more computer systems
operated by or on behalf of a transaction service provider, such as a transaction
service provider system executing one or more software applications. A transaction
service provider system may include one or more processors and, in some non-limiting
embodiments, may be operated by or on behalf of a transaction service provider,
[0085] As used herein, the term “acquirer” may refer to an entity licensed by the
transaction service provider and approved by the transaction service provider o
griginate fransactions {(e.g., payment tfransactions) involving a payment device
associated with the transaction service provider. As used herein, the term “acquirer
system” may also refer to one or more computer systems, computer devices, and/or
the like operated by or on behalf of an acquirer. The transactions the acquirer may
griginate may include payment tansactions {e.g., purchases, original credi
fransactions (OCTs), account funding transactions (AFTs), and/or the like). In some
non-limiting embodiments, the acquirer may be authorized by the transaction service
provider to assign merchant or service providers to originate transactions involving a
payment device associated with the transaction service provider. The acquirer may
contract with payment facilitaiors to enable the payment facilitators to sponsor
merchants. The acquirer may monitor compliance of the payment facilitators in
accordance with regulations of the transaction service provider. The acquirer may

conduct due diligence of the payment facilitators and ensure proper due diligence
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occurs before signing a sponsored merchant. The acquirer may be liable for all
transaction service provider programs that the acquirer operates or sponsors. The
acquirer may be responsible for the acts of the acquirer's payment facilitators,
merchants that are sponsored by the acguirer's payment Tacilitators, and/or the like.
in some non-limiting embodiments, an acquirer may be a financial institution, such as
a bank.

[0088] As used hersin, the term “"payment gateway” may refer to an entity and/or a
payment processing system operated by or on behalf of such an entity {e.g., a
merchant service provider, a paymenti service provider, a payment facilitator, a
payment facilitator that confracts with an acquirer, a payment aggregator, and/or the
like), which provides payment services (e.q., transaction service provider payment
services, payment processing services, and/or the like) to one or more merchants. The
payment services may be associated with the use of portable financial devices
managed by a transaction service provider. As used herein, the term “payment
gateway systemn” may refer {o one or more computer systems, computer devices,
servers, groups of servers, and/or the like operated by or on behalf of a payment
gateway.

[0097] As used herein, the terms “elecitronic wallet,” “electronic wallet mobile
application,” and “digital wallet” may refer to one or more electronic devices including
one or more software applications configured to facilitate and/or conduct transactions
{e.g., payment transactions, electronic payment transactions, and/or the like). For
example, an elecironic wallet may include a user device {e.g., a mobile device)
executing an application program, server-side software, and/or databases for
maintaining and providing data to be used during a payment transaction io the user
device. As used herein, the term “electronic wallet provider” may include an entity that
provides and/or maintains an electronic wallet and/or an electronic wallet mobile
application for a user (e.g., a customer). Examples of an electronic wallet provider
include, but are not limited to, Google Wallet™, Android Pay®, Apple Pay®, and
Samsung Pay®. In some non-limiting examples, a financial institution {e.g., an issuer
institution} may be an electronic wallet provider. As used herein, the term “electronic
wallet provider system” may refer to one or more computer systems, computer
devices, servers, groups of servers, and/or the like operated by or on behalf of an

electronic wallet provider.
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[0088] As used herein, the term “payment device” may refer to a payment card
{e.q., a credit or debit card), a gift card, a smartcard, smart media, a payroll card, a
healthcare card, a wristband, a machine-readable medium containing account
information, a keychain device or fob, an RFID transponder, a retailer discount or
loyalty card, and/or the like. The payment device may include a volatile or a non-
votatile memory to store information (e.g., an account identifier, a name of the account
holder, and/or the like).

I6088] As used herein, the term “computing device” may refer to one or more
glectronic devices that are configured to directly or indirectly communicate with or over
one or more networks. A computing device may be a mobile or portable computing
device, a deskiop computer, a server, and/or the like. Furthermore, the term
‘computer” may refer to any computing device that includes the necessary
componenis 1o receive, process, and oulput data, and normailly includes a display, a
processor, a memaory, an inpuf device, and a network interface. A “computing system”
may include one or more computing devices or computers. An “application” or
“application program interface” (API) refers to compuier code or other data sorted on
a computer-readable medium that may be executed by a processor to facilitate the
interaction between software components, such as a client-side front-end and/or
server-side back-end for receiving data from the client. An “interface” refers {o &
generated display, such as one or more graphical user interfaces (GUls) with which a
user may interact, either directly or indirectly (e.g., through a keyboard, mouse,
fouchscreen, ste.). Further, multiple computers, e.g., servers, or other computerized
devices, such as an autonomous vehicle including a vehicle computing system,
directly or indirectly communicating in the network environment may constitute a
“system” or a “computing systemn.”

[01060] As used herein, the terms “client” and “client device” may refer to one or
more compuling devices, such as processors, siorage devices, andfor similar
computer components, that access a service made available by a server. In some non-
limiting embodiments, a “client device” may refer to one or more devices that facilitate
payment ransactions, such as POS devices and/or POS systems used by a merchant,
in some non-limiting embodiments, a client device may include an electronic device
configured fo communicate with one or more networks and/or facilitate payment
transactions such as, but not limited to, one or more deskiop computers, one or more

portable computers (e.g., tablet computers), one or more mobile devices {(e.g., celiular
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phones, smariphones, PDAs, wearable devices, such as watches, glasses, lenses,
and/or clothing, andfor the like), and/or other like devices. Moreover, a “client” may
also refer to an entity, such as a merchant, that owns, utilizes, and/or operates a client
device for facilitating payment transactions with a transaction service provider.

[0101] As used herein, the term “server” may refer t0 one or more computing
devices, such as processors, storage devices, and/or similar computer compaonents,
that communicate with client devices and/or other computing devices over a network,
such as the Internet or private networks and, in some examples, facilitate
communication among other servers and/or client devices.

[0102] As used herein, the term “system” may refer to one or more computing
devices or combinations of computing devices such as, but not limited to, processors,
sarvers, client devices, software applications, and/or other like components. In
addition, reference {0 “a server’ or “a processor,” as used herein, may refer to a
previously-recited server and/or processor that is recited as performing a previous step
or function, a different server and/or processor, andfor a combination of servers and/for
processors. For example, as used in the specification and the claims, a first server
andfor a first processor that is reclted as performing a first step or function may refer
o the same or different server and/or a processor recited as performing a second step
or function.

i01063] Provided are improved systems, methods, and computer program producis
for communicating transaction data between mobile devices. In some non-limiting
embodiments, a user device and a POS device may register with a transaction service
provider system to enable the transaction service provider system o coordinate
transactions therebetween. Registration may include, among other steps, identifying
a correspondence between account data associated with an account (e.g., an account
of a consumer or a merchant) and device data associated with a device {e.g., the user
device or the POS device}. In such an example, the device data may include a unigue
device identifier {(8.g., & phone number, media access control (MAC) address, andfor
the like) that is associated with the account data registered to that device by the
fransaction service provider system. As a result, where the user device or POS device
are unable to communicate with one another (e.g., where one or the other computing
device is only able to communicate during a transaction via an SMS messaging service
and the cther is only able to communicate via a data connection), the fransaction

service provider system may act as an intermediary and enable communication
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therebetween. This, in turn, reduces and/or eliminates the need for the regression to
legacy transaction processing techniques {(e.g., the use of paper money and/or other
paper financial instruments that may be more readily misplaced, misread, and/or the
like), and allows for quicker and more secure access o systems for performing
fransactions {(e.g., a transaction service provider system).

[0104] Referring now to FIG. 1, Hlustraled is a diagram of a system 100 for
communicating transaction data between mobile devices according to a non-limiting
smbodiment. As illustrated in FIG. 1, system 100 comprises user device 102, point-of-
sale (POS) device 104, merchant system 106, payment gateway system 108, acquirer
system 110, transaction service provider system 112, issuer system 114, and
communication network 116. User device 102, POS device 104, merchant system
108, payment gateway system 108, acquirer system 110, transaction service provider
system 112, and/or issuer system 114 may be in communication via communication
natwork 116 and/or one or more wired connections, wireless connections, or a
combination of wired and wireless connections. Although FIG. 1 shows all of the
components of the system 100 communicating with communication network 118, it will
be appreciated that multiple communication networks may be used and that some
componenis may not communicate through the same network.

[01068] User device 102 may include a computing device configured 1o
communicate with POS device 104, merchant system 106, payment gateway system
108, acquirer system 110, transaction service provider system 112, andfor issuer
system 114 via communication network 116 and/or other networks. User device 102
may be configured {o transmit and/or receive data to and/or from POS device 104 via
a short-range wireless communication connection {(e.g., an NFC communication
connection, an RFID communication connection, a Bluetooth® communication
connection, and/or the like). In some non-limiting embodiments, user device 102 may
be configured {o communicate data {o and/or from PQOS device 104, payment gateway
system 108, and/or fransaction service provider system 112 via a short message
service {SMS) communication connection {e.g., a8 communication connection for
fransmitling and/or recelving SMS messages) and/or a data connection {e.g., a 26,
3G, 4G, LTE network, and/or the like for transmitting and/or receiving data messages
such as, without limitation, multimedia messaging service (MMS) messages, and/or
other the like). in some non-limiting embodiments, user device 102 may be associated

with a user {e.g., an individual operating a device). In some non-limiting embodiments,
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user device 102 may be a payment device configured to communicate with POS
device 104 via a short-range wireless communication connection.

[0108] POS device 104 may include a computing device configured to be in
communication with user device 102, merchant system 106, payment gateway system
108, acquirer system 110, transaclion service provider system 112, and/or issuer
system 114 via communication network 116 and/or other networks. POS device 104
may be configured to transmit and/or receive data to and/or from user device 102 via
a short-range wireless communication connection. In some non-limiting embodiments,
POS device 104 may be configured fo communicate data to and/or from user device
102, merchant system 106, payment gateway system 108, and/or transaction service
provider system 112 via a short message service (SMS) communication connection
and/or a data connection. In some non-limiting embodiments, POS device 104 may
be associated with a merchant as described herein.

[0107] Merchant system 108 may include one or more computing devices
configured to communicate with user device 102, POS device 104, payment gateway
system 108, acquirer system 110, transaction service provider system 112, and/or
issuer systemn 114 via communication network 116 and/or other networks. For
gxample, merchant system 106 may include one or more computing devices
configured to transmit andfor receive data to andfor from user device 102 andfor POS
device 104 via communication network 118, such as a server, a group of servers, a
client device, a group of dlient devices, and/or other like devices. In some non-limiting
embodiments, POS device 104 may be part of merchant system 106. In some non-
limiting embodiments, merchant system 108 may be associated with a merchant as
described herein.

[0108] Payment gateway system 108 may include one or more computing devices
configured to communicate with user device 102, POS device 104, merchant system
108, acquirer system 110, transaction service provider system 112, and/or issuer
system 114 via communication network 116 and/or other networks. For example,
payment gateway system 108 may include a server, a group of servers, and/or other
like devices. In some non-limiting embodiments, payment gateway system 108 may
be configured to transmit and/or receive data to and/or from user device 102, POS
device 104, andior fransaction service provider system 112 via an SMS

communication connection and/or a data connection. In some non-limiting aspects or
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embodiments, payment gateway system 108 may be associated with a payment
gateway as described herein.

01081 Acquirer systemn 110 may include one or more computing devices
configured to communicate with user device 102, POS device 104, merchant system
108, payment gateway system 108, transaction service provider system 112, andfor
issuer system 114 via communication network 116 andfor other networks. For
example, acquirer system 110 may include a server, a group of servers, andfor other
like devices. In some non-limiting aspects or embodiments, acquirer system 110 may
be associated with an acquirer as described herein.

[01108] Transaction service provider system 112 may include one or more
computing devices configured to communicate with user device 102, POS device 104,
merchant system 108, payment gateway system 108, acquirer system 110, and/or
issuer system 114 via communication network 116 and/or other networks. For
example, transaction service provider system 112 may include a server {(e.g., a
fransaction processing server), a group of servers, and/or other like devices. In some
non-limiting aspects or embodiments, transaction service provider system 112 may be
associated with a iransaction service provider as described herein. In some non-
limiting embaodiments, transaction service provider system 112 may be configured to
communicate data to and/or from user device 102, POS device 104, and/or payment
gateway system 108 via an SMS communication connection and/or a data connection.
01141  Issuer system 114 may include one or more computing devices capable of
being in communication with user device 102, POS device 104, merchant system 106,
payment gateway system 108, acquirer system 110, and/or transaction service
provider system 112 via communication network 116 and/or other networks. For
example, issuer system 114 may include a server, a group of servers, andfor other like
devices. in some non-limiting embodiments, issuer system 114 may be associated
with an issuer institution that issued a payment account or instrument {e.g., a credit
account, a debit account, a credit card, a debit card, etc.) o a user {(e.g., a user
associated with user device 102, and/or the like).

i06112] Communication network 116 may include one or more wired and/or wireless
networks. For example, communication network 116 may include a cellular network
{e.g., a long-term evolution (LTE) network, a third generation (3G) network, a fourth-
generation (4G) network, a code division multiple access (CDMA) network, elc.), a

public land mobile network (PLMN), a local area network {LAN), a wide area network
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(WAN)}, a metropolitan area network (MAN), a telephone network {e.g., the public
switched telephone network (PSTN)), a private network, an ad hoc network, an
intranet, the internet, a fiber optic-based network, a cloud computing network, and/or
the like, andfor a combination of some or all of these or other types of networks.
[0113] The number and arrangement of systems, devices, and networks shown in
FIG. 1 are provided as an example. There may be additional systems, devices and/or
networks, fewer systems, devices, and/or networks, different systems, devices and/for
networks, or differently arranged systems, devices, and/or networks than those shown
in FIG. 1. Furthermore, two or more systems or devices shown in FIG. 1 may be
implemented within a single system or a single device, or a single system or a single
device shown in FIG. 1 may be implemented as multiple, distributed systems or
devices. Additionally, or alternatively, a set of systems or a set of devices {e.g., one or
more systems, one or more devices) of system 100 may perform one or more functions
described as being performed by another set of systems or another set of devices of
system 100.

[6i14] In some non-limiting aspects or embodiments, transaction data associated
with a transaction may include transaction parameters associated with the transaction,
such as payment transactions initiated and/or conducted with a computing device
{e.g., via an internst browser of a computing device), with an electronic wallet
application, and/or the like. Non-limiting examples of transaction parameters include:
glectronic wallet card data associated with a payment device and/or account identifier,
decision data associated with a decision {e.g., a8 decision to approve or deny a
fransaction authorization request), authorization data associated with an authorization
response {e.g., an approved spending limit, an approved transaction value, and/or the
like}, a PAN, an authorization code {e.g., a PIN, password, etc.), data associated with
a transaction amount {(e.g., an approved limit, a transaction value, etc.), data
associated with a transaction date and time, data associated with a conversion rate of
a currency, data associated with a merchant type {(e.g., goods, grocery, fuel, and/or
the like), data associated with an acquiring institution country, data associated with an
identifier of a country associated with the payment device or account, data associated
with a response code, data associated with a merchant identifier {e.q., a merchant
name, a merchant location, and/or the like), data associated with a type of currency

corresponding to funds stored in association with the PAN, and/or the like.
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[0118] Referring now to FIG. 2, llustrated is a diagram of example components of
device 200. Device 200 may correspond 1o one or more devices of the user
device 102, one or more devices of POS device 104, one or more devices of merchant
system 106, one or more devices of payment gateway system 108, one or more
devices of acquirer system 110, one or more devices of transaction service provider
system 112, one or more devices of issuer system 114, and/or one or more devices
of communication network 118. In some non-limiting aspects or embodiments, one or
more devices of user device 102, one or more devices of POS device 104, one or
more devices of merchant system 108, one or more devices of payment gateway
system 108, one or more devices of acquirer system 110, one or more devices of
fransaction service provider system 112, one or more devices of issuer system 114,
and/or one or more devices of communication network 118 can include at least one
device 200 andfor at least one component of device 200. As shown in FIG. 2, device
200 may include bus 202, processor 204, memory 206, storage component 208, input
component 210, output component 212, and communication interface 214.

[0116] Bus 202 may include a component that permits communication among the
componenis of device 200. in some non-limiting aspects or embodiments, processor
204 may be implemented in hardware, firmware, or a combination of hardware and
software. For example, processor 204 may include a processor {(e.g., a ceniral
processing unit (CPU), a graphics processing unit (GPU), an accelerated processing
unit (APU), etc.), a microprocessor, a digital signal processor (D3P), and/or any
processing component (e.g., a field-programmable gate array (FPGA), an application-
specific integrated circuit (ASIC), etc.) that can be programmed to perform a function.
Memory 206 may include random access memory (RAM), read-only memory (ROM),
andfor ancther type of dynamic or static storage device {(e.g., flash memory, magnetic
memory, optical memory, efc.) that stores information and/or instructions for use by
processor 204.

[0117] Storage component 208 may store information and/or software related o
the operation and use of device 200. For example, storage component 208 may
include a hard disk {e.g., a magnetic disk, an optical disk, a magneto-optic disk, a solid
state disk, efc.), a compact disc (CD), a digital versatile disc (DVD), a floppy disk, a
cartridge, a magnetic tape, and/or another type of computer-readable medium, along

with a corresponding drive.
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[0118] Input component 210 may include a component that permits device 200 o
receive information, such as via user input {&.g., a touchscreen display, a keyboard, a
keypad, a mouse, a bullon, a switch, a microphone, a camerg, etc.). Additionally or
alternatively, input component 210 may include a sensor for sensing information {e.g.,
a global positioning system (GPS) component, an accelerometer, a gyroscope, an
actuator, eic.}. Output component 212 may include a component that provides cuiput
information from device 200 (e.g., a display, a speaker, one or more light-emitting
diodes (LEDs)}, etc.).

[0118] Communication interface 214 may include a fransceiverdike component
{e.g., a transceiver, a separatfe receiver and transmitter, etc.) that enables device 200
to communicate with other devices, such as via a wired connection, a wirsless
connection, or a combination of wired and wireless connections. Communication
interface 214 may permit device 200 to receive information from another device andfor
provide information {0 another device. For example, communication interface 214 may
include an Ethernet interface, an optical interface, a coaxial interface, an infrared
interface, a radio frequency (RF) interface, a universal serial bus (USB) interface, a
Wi-Fi® interface, a cellular network interface, and/or the like.

(01207 Device 200 may perform one or more processes described hersin. Device
200 may perform these processes based on processor 204 executing software
instructions stored by a computer-readable medium, such as memory 206 andfor
storage component 208. A computer-readable medium {(e.g., a non-ransitory
computer-readable medium) is defined herein as a non-transitory memory device. A
memory device includes memory space located inside of a single physical siorage
device or memory space spread across multiple physical storage devices.

[0121] Software instructions may be read intoc memory 208 andfor storage
component 208 from another computer-readable medium or from another device via
communication inferface 214. When execuied, software instructions stored in memory
206 and/or storage component 208 may cause processor 204 {o perform one or more
processes described herein. Additionally or alternatively, hardwired circuitry may be
used in place of or in combination with software instructions to perform one or more
processes described herein. Thus, embodiments or aspects described herein are not
limited to any specific combination of hardware circuitry and software.

[0122] Memory 206 andfor storage component 208 may include dala storage or
one or more data structures {(e.g., a database, and/or the like). Device 200 may he
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capable of receiving information from, storing information in, communicating
information to, or searching information stored in the data storage or one or more data
structures in memaory 208 and/or storage component 208. For example, the
information may include encryption data, input data, output data, transaction data,
account data, or any combination thereof.

[0123] The number and arrangement of componentis shown in FIG. 2 are provided
as an example. In some non-limiting aspects or embodiments, device 200 may include
additional components, fewer components, different components, or differently
arranged components than those shown in FIG. 2. Additionally or alternatively, a set
of components {(e.g., one or more components) of device 200 may perform one or
more functions described as being performed by another set of components of device
200.

[0124] Referring now o FIGS. 3A and 3B, and with continued reference to FIG. 1,
flustrated is a flow diagram of a process 300 for communicating fransaction data
between mobile devices. In some non-limiting embodiments, one or more steps and/or
operations associated with process 300 may be performed (e.g., completely or
partially) by user device 102, POS device 104, and/or fransaction service provider
system 112 (see FIG. 1). In some non-limiting embodiments, one or more of the steps
and/or operations associated with process 300 may be performed {e.g., complately or
partially} by another device or group of devices separate from, or including, merchant
systam 106, payment gateway system 108, acquirer system 110, and/or issuer system
114. In some non-limiting embodiments, user device 102 may be used as a POS
device as described herein and/or POS device 104 may be used as a user device as
described herein.

[0125] As described herein, the phrase “push payment” may refer {o paymenis
during which a first device (e.g., user device 102, POS device 104, and/or the like)
initiates a transaction to transfer funds from an account associated with the first device
to an account associated with a second device (8.g., ancther of user device 102, POS
device 104, and/or the like). Similarly, as described herein, the phrase “pull payment”
may refer o payments during which a first device (e.g., user device 102, POS device
104, and/or the like) initiates a transaction {o transfer funds from an account associated
with a second device {e.g., another of user device 102, POS device 104, and/or the

like) to an account associated with the first device. Accordingly, in some non-limiting
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embodiments, user device 102 and/or POS device 104 may both initiate 2 push
payment or a pull payment.

[0128] Asshownin FIG. 3A, at step 302, process 300 may include registering user
device 102 and POS device 104. In some non-imiting embodiments, transaction
service provider system 112 may register user device 102 and POS device 104. For
example, transaction service provider system 112 may receive account data
associated with an account of a user {e.q., a credit account, a debit account, a currency
associated with a credit or debit account, andior the like) as well as device data
associated with user device 102, the device data including a unique device identifier
{e.g., a phone number, media access control (MAC) address, and/or the like} from
user device 102. Similarly, transaction service provider system 112 may receive
account data associated with an account of a merchant as well as device dala
associated with POS device 104 from POS device 104. In some non-limiting
embodiments, a user with user device 102 and/or a merchant associated with POS
device 104 may initiate a telephone call {e.g., using user device 102, POS device 104,
and/or another computing device capable of initiating felephone calls) to transaction
service provider system 112 to register user device 102 and/or POS device 104, In
such examples, transaction service provider system 112 may receive account data
and a unique device identifier from user device 102 and/or POS device 104 based on
the user and/or the merchant providing input to user device 102 andfor POS device
104,

[6427] In some non-limiting embodiments, fransaction service provider system 112
may receive confirmation data associated with confirmation of a transaction, the
confirmation data including a unigue confirmation code {e.g., a personal identification
number (FPIN}, a predetermined code {e.9., a card verification code (CVC), andfor the
like), data associated with a Consumer Device Cardholder Verification Method
{CDCVMY)}, and/or the like from user device 102 and/or POS device 104. In such an
example, transaction service provider system 112 may later compare data received
from user device 102 and/or POS device 104 during a transaction to the confirmation
data received during registration of user device 102 and/or POS device 104 {0
determine whather the individual operating user device 102 and/or POS device 104 is
authorized {o do so and, by extension, whether or not the fransaction is a valid
transaction. In some non-limiting embodiments, transaction service provider system
112 may register an application with user device 102 and/or POS device 104, For
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example, transaction service provider system 112 may register the application before
or after the application is installed on user device 102 and/or POS device 104, and the
application may be used to facilitate communication of data between user device 102
and/or POS device 104 during a transaction as described herein.

i3128] in some nondimiting embodiments, user device 102 and/or POS device 104
may be registered with an issuer system 114. For example, an individual may provide
device data associated with a user device to issuer system 114 {e.g., in person, via a
ielephone call, and/or the like). In such an example, issuer systerm 114 may associate
the device data associated with the user device with account data associated with the
account of the user. Additionally, or alternatively, an individual may provide device
data associated with & POS device 1o issuer system 114 (e.g., in person, via a
telephone call, and/or the like). In such an example, issuer systemn 114 may associate
the device data associated with the POS device with account data associated with the
account of the merchant. In such examples, the individual ragistering the device data
with issuer system 114 may alsc register confirmation data associated with
confirmation of a transaction with issuer system 114. Additionally, or alternatively,
issuer system 114 may associate the device dala of user device 102 and/or POS
device 104 with an account token corresponding 1o the account of the user and/or the
account of the merchant, respectively.

i0128] Insome non-iimiting embodiments, ransaction service provider system 112
may store account data associated with an account of a user in relation to device data
associated with user device 102. Additionally, or alternatively, in some non-limiting
embodiments, transaction service provider system 112 may store account data
associated with an account of a merchant in relation to device data associated with
POS device 104, As a result of storing the account data in association with the device
data for user device 102 and POS device 104, transaction service provider system
112 may determine that account dala associated with the account of the user
corresponds {0 device data associated with the user device andfor that the account
data associated with the account of the merchant corresponds to device data
associated with POS device 104, In some non-limiting embodiments, transaction
service provider system 112 may transmit the account token corresponding to account
data of the user to user device 102 and/or transmit the account token corresponding

to account data of the merchant to POS device 104.
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01307  Asfurther shown in FIG. 3A at step 304, process 300 may include receiving
fransaction data associated with a transaction. In some non-limiting embodiments,
transaction service provider systemn 112 may receive transaction data associated with
a transaction from user device 102 andfor POS device 104. The transaction data
associated with the transaction may comprise: device data associated with the device
transmitting the transaction data {e.g., user device 102, POS device 104, andfor the
like), device data associated with a device corresponding to an account to or from
which funds are o be transferred {e.g., user device 102, POS device 104, and/or the
like), andfor parameter data associated with the transaction {(e.g., a description of
goods andfor services purchased, a value of goods and/or services purchased, a
fransaction value, and/or the like). In some non-limiting embodiments, user device 102
andfor POS device 104 may generate transaction data based on receiving input from
user device 102 and/or POS device 104. in some non-limiting embodiments, user
device 102 and/or POS device 104 may generate and transmit an SMS message
and/or a data message to transaction service provider system 112. For example, user
device 102 and/or POS device 104 may generate and transmit an SMS message
andfor a datz message o transaction service provider system 112, the SMS message
andfor the data message including the transaction data associated with the
transaction. In such an example, user device 102 and/or POS device 104 may transmit
the SMS message and/or the data message via an SMS communication connection
and/or a data communication, respectively, to transaction service provider systemn 112
[6131] In some non-limiting embodiments, prior to fransaction service provider
system 112 receiving transaction data, user device 102 and/or POS device 104 may
communicate with each other via a short-range wireless communication connegction
andfor via communication network 116 in order to exchange the transaction data
associated with a transaction. For example, user device 102 may establish a short-
range wirgless communication connection with POS device 104 and, upon
establishment, transmit device dala associated with user device 102 andfor
transaction parameters associated with the transaction to POS device 104. In some
non-limiting embodiments, user device 102 and/or POS device 104 may determine
that the other of user device 102 and/or POS device 104 is not registered with
fransaction service provider system 112. For example, user device 102 and/or POS
device 104 may determineg that the other of user device 102 and/or POS device 104 is

not registered with transaction service provider system 112 by transmilting the
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fransaction data associated with the transaction 1o transaction service provider system
112. In such an example, user device 102 and/or POS device 104 may receive a
message from transaction service provider system 112 indicating that user device 102
andfor POS device 104 are not registered with transaction service provider system
112.

[0132] In some non-limiting embodiments, transaction service provider system 112
may determine that a device associated with a transaction is not registered with
fransaction service provider system 112 {8.g., that user device 102 andfor POS device
104 are not registered with transaction service provider system 112). For example,
fransaction service provider system 112 may determine that user device 102 and/or
POS device 104 are not registered with transaction service provider system 112 and,
based on the determination, transmit a message associated with the transaction {o
user device 102 and/or POS device 104 to indicate that user device 102 and/or POS
device 104 are not registered with transaction service provider systemn 112, In some
non-limiting embodiments, fransaction service provider system 112 may transmit a
message including instructions for how 1o register with transaction service provider
system 112 based on determining that the device is not registered with transaction
service provider system 112.

[0133] Insome non-limiting embodiments, transaction service provider system 112
may determine that an account corresponds {o a fransaction. For example, transaction
service provider system 112 may determine that an accouni corresponds 1o a
fransaction based on receiving the transaction data associated with the transaction
from user device 102 or POS device 104. In such an example, fransaction service
provider system 112 may determine that a fransaction authorization limit {e.g., a limit
up to which fransactions may be processed with funds from an account) applies to the
fransaction.

[0134] As further shown in FIG. 3A, at step 306, process 300 may include
determining whether sufficient funds are available to satisfy a transaction. In some
non-limiting embodiments, transaction service provider system 112 may determine
whether sufficient funds are available to satisfy a fransaction based on determining
the transaction authorization limit applies to the fransaction. in some nondimiting
embodiments, to determine that the transaction authorization limit applies to the
transaction, transaction service provider system 112 may transmit a pre-authorization

request message {o issuer system 114 requesting a transaction authorization limit for
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the fransaction and, based on transmitting the pre-authorization request message,
may receive a pre-guthorization response message including the ftransaction
authorization limit. Additionally, or alternatively, transmitting the pre-authorization
request message associated with the {ransaction to issuer system 114 may cause
issuer system 114 to transmit a pre-authorization response message including an
indication as to what amount of funds are available for the transaction. Where
fransaction service provider systemn 112 determines that sufficient funds are available
o satisfy a transaciion (8.g., that the transaction authorization limit is greater than a
fransaction amount; “YES” at step 308), a first confirmation message associated with
confirmation of the fransaction data may be transmifted. Aliernatively, where
fransaction service provider system 112 determines that sufficient funds are not
avallable to salisfy the transaction {e.g., that the transaction authorization limit is less
than the transaction amount, “NO” at step 308), at step 307 transaction service
provider system 112 may terminate the f{ransaction. In some non-imiting
embodimeants, transaction service provider system 112 may transmit 2 message
indicating the transaction was terminated to user device 102 and/or POS device 104.
[0135] As further shown In FIG. 3A, at step 308, process 300 may include
fransmitting a first confirmation message associated with confirmation of transaction
data associated with a {fransaction. In some nondimiting embodiments, transaction
service provider system 112 may transmit a first confirmation message associated with
confirmation of a transaction to confirm that the transaction data is correct. For
example, transaction service provider system 112 may transmit the first confirmation
message to user device 102 and/or POS device 104 to confirm that the transaction
data is correct. in such an example, user device 102 and/or POS device 104 may
display a prompt to cause an individual andf/or a merchant to input, via user device
102 and/or POS device 104, respectively, an indication that the transaction data is
correct or not correct. For example, where transaction service provider system 112
receives transaction dala associated with a fransaction from POS device 104
reqguesting that funds be transferred from an account associated with user device 102
to an account associated with POS device 104 (e.g., a request o initiate a pull
payment}, transaction service provider system 112 may generate the first confirmation
message associated with confirmation of the transaction and fransmit the first
confirmation message to user device 102 to confirm the transaction data is correct.

Alternatively, for example, where transaction service provider system 112 receives
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fransaction data associated with a transaction from user device 102 requesting that
funds be transferred from the account associated with user device 102 to the account
associated with POS device 104 (e.g., request to initiate a push payment), tfransaction
service provider system 112 may generate a first confirmation message associated
with confirmation of the transaction and send the first confirmation message to POS
device 104 to confirm the fransaction dala is correct. In some non-limiting
embodiments transaction service provider system 112 may transmit a first
confirmation message as an SMS message and/or a data message 0 user device 102
and/or POS device 104 via an SMS communication connection andfor a data
communication, respectively.

[0136] In some non-limiting embodiments, a first confirmation response message
associated with confirmation of a transaction may be generated. For example, user
device 102 and/or POS device 104 may generate a first confirmation response
message associated with confirmation of the transaction. In such an example, user
device 102 and/or POS device 104 may generate the first confirmation response
message associated with a transaction based on receiving the indication that the
fransaction data is or is not correct. In such examples, user device 102 and/or POS
device 104 may transmit the first confirmation response message to transaction
service provider system 112,

[0137] Asfurther shown in FIG. 3A, at step 310, process 300 may include receiving
a first confirmation response message. In some non-limiting embodiments, transaction
service provider system 112 may receive a first confirmation response message
indicating that the transaction data is or is not correct and, by extension, is or is not
approved. in such an example, the first confirmation message may be transmitted by
user device 102 or POS device 104 to transaction service provider system 112, In
some non-limiting embodiments, user device 102 or POS device 104 may transmit the
first confirmation response message to transaction service provider system 112 as an
SMS message and/or a data message via an SMS communication connection and/or
a data communication, respectively.

I06138] As further shown in FIG. 3A, at step 312, process 300 may include
determining whether a first confirmation response message confirms a transaction. In
some non-limiting embodiments, transaction service provider system 112 may
determine that the first confirmation response message confirms a fransaction. in

some non-limiting embodiments, transaction service provider system 112 may
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generate a message associated with the transaction based on determining that the
first confirmation response message confirms the fransaction. For example,
transaction service provider systemn 112 may generale a message associated with a
fransaction indicating that a transaction was approved or not approved and, after
generation, may transmit the message to user device 102 and/or POS device 104. As
further shown in FIG. 3, at step 313, process 300 may include terminaling a
fransaction. In some non-imiting embodiments, transaction service provider system
112 may terminate the transaction based on the first confirmation response message.
[06138] As shown in FIG. 3B, at step 314, process 300 may include dstermining
whether a transaction is a high-value transaction. In some non-limiting embodiments,
transaction service provider system 112 may determine that a transaction is & high-
value transaction {(e.g., the transaction is associated with a transaction amount greater
than a predetermined value, and/or the like). For example, in some non-imiting
embodiments, lransaction service provider system 112 may determine that a
fransaction is a high-value transaction based on the transaction parameters included
in the transaction dala associated with the transaction. In some non-limiting
embodiments, transaction service provider system 112 may determing that the
fransaction is a high-value transaction based on receiving the first confirmation
response message.

[0148] In some nondimiting embodiments, a second confirmation message
associated with a transaction may be generated to confirm the identity of an individual
operating a device during the transaction. For exampile, transaction service provider
system 112 may generate the second confirmation message. In some nondimiting
embodiments, fransaction service provider system 112 may generate the second
confirmation message based on determining that the transaction is 2 high-value
fransaction. In one such example, POS device 104 may transmit transaction data
associated with a transaction reguesting funds be transferred from an account
associated with a user 1o an account associated with a merchant {e.q., a pull request),
and based on receiving the fransaction data, transaction service provider system 112
may generate a second confirmation message to be sent to user device 102 {o confirm
the identity of the user operating user device 102. In another example, where user
device 102 fransmits transaction data associated with a transaction requesting funds
be transferred from an account of a user to an account of a merchant {e.g., a push

request), transaction service provider system 112 may generate the second
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confirmation message to be sent to user device 102 to confirm the identity of the
individual operating user device 102.

i0141] Insome non-imiting embodiments, transaction service provider system 112
may generate the second confirmation message based on determining that one or
more transactions were processed that were not high-value fransactions. For example,
transaction service provider system 112 may determine that one or more tfransactions
processed within a predetermined period of time leading up to the current transaction
satisfies a transaction threshold amount {e.g., an amount of transactions less than,
equal to, or greater than a predetermined amount). Where transaction service provider
system 112 determines that the one or more transactions processed within a
predetermined period of time leading up fo the current transaction satisfies a
transaction threshold amount, transaction service provider system 112 may generate
and transmit the second confirmation message {0 user device 102 and/or POS device
104. Where transaction service provider systemn 112 determines that the one or more
fransactions processed within a predetermined period of time leading up to the current
transaction does not satisfy a transaction threshold amount, transaction service
provider system 112 may not generate the second confirmation message.

[0142] In some nondimiting embodiments, the second confirmation message may
include a request for data associated with verification of the identity of an individual.
For example, the second confirmation message may include a request for daia
associated with verification of the identity of an individual operating the device that
fransmitted the transaction data 1o transaction service provider system 112
Additionally, or alternatively, the second confirmation message may include a request
for data associated with verification of the identity of an individual operating another
device involved in the transaction {e.g., where z first device is POS device 104 that is
sending a request for funds from an account associated with a second device such as
user device 102, the second confirmation message may include a request for data
associated with the verification of the identity of an individual operating the ancther
device (e.g., user device 102). In some non-limiting embodiments, transmitling the
request for data associated with verification of the identity of an individual may cause
the device that receives the request to generate Consumer Device Cardholder
Verification Method (CDCVM} data and transmit the CDCVM data to fransaction
service provider system 112. For example, transaction service provider system 112

may fransmitting the request for data associated with verification of the identity of an
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individual operating user device 102. In such an example, user device 102 may
generate CDCVM data associated with the identity of the individual operating user
device 102 {e.g., a fingerprint of the individual, a passcode, andf/or the like). User
device 102 may transmit the CDCVM data o transaction service provider system 112
to verify the identity of the individual operating user device 102. Similarly, in some non-
limiting embodiments, transaction service provider system 112 may transmitting the
request for data associated with verification of the identity of an individual operating
POS device 104, In such an example, POS device 104 may generate CDCOVM data
associated with the identity of the individual operating POS device 104. POS device
104 may transmit the CDCVM data to transaction service provider system 112 to verify
the identity of the individual operating POS device 104.

[0143] As further shown in FIG. 3B, at step 316, process 300 may include
fransmitting a second confirmation message. In some non-limiting embodiments,
fransaction service provider system 112 may transmit a second confirmation message
associated with a transaction to user device 102 and/or POS device 104. In some non-
limiting embodiments, user device 102 andfor POS device 104 may receive input and,
based on the inpul, may generale confirmation data associated with confirmation of
the transaction. User device 102 and/or POS device 104 may then generate a sscond
confirmation response message associated with the transaction, and the second
confirmation response message may include the confirmation data associated with
confirmation of the transaction. In some non-limiting embodiments, transaction service
provider system 112 may transmit the second confirmation message to user device
102 and/or POS device 104 as an SMS message and/or a data message via an SMS
communication connection and/or a data communication, respectively.

[0144] In some non-limiting embodiments, confirmation data associated with
confirmation of a transaction may include data associated with an identity of an
individual operating a device. For example, in some nondimiting embodiments,
confirmation data may include data received as input at user device 102 and/or POS
device 104 that may be used to identify an individual operating user device 102 and/or
POS device 104, For a detailed description of verifying the identity of an individual,
reference may be made to PCT Patent Application No. PCT/GB2018/051011, filed on
April §, 2019, the disclosure of which is hereby incorporated by reference in its entirety.
[0145] In some non-limiting embodiments, transmitting a second confirmation

message may includs initiating a telephone call between transaction service provider
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system 112 and user device 102. For example, where user device 102 and/or POS
device 104 are configured to communicate via an SMS communication connection,
transaction service provider system 112 may cause a telephone call to be initiated
{(e.g., an automated telephone call) with user device 102 andfor POS device 104 to
receive the confirmation data associated with confirmation of the transaction. In such
an example, an individual operating user device 102 may communicate with
transaction service provider system 112 to provide confirmation data associated with
confirmation of the transaction to transaction service provider system 112.

[0148] As further shown in FIG. 3B, at step 318, process 300 may include receiving
a second confirmation response message associated with a transaction to confirm the
transaction. in some non-limiting embodiments, fransaction service provider system
112 may receive a second confirmation response message from user device 102 or
POS device 104, In such an example, the second confirmation response message
may include the confirmation data associated with confirmation of the fransaction. In
some non-iimiting embodiments, user device 102 or POS device 104 may transmit the
second confirmation response message to transaction service provider system 112 as
an SMS message and/or a data message via an SMS communication connection
and/or a data communication, respectively.

101471 As further shown in FIG. 3B, at step 320, process 300 may include
determining whether a second confirmation response message associated with a
transaction indicates that a transaction is valid. In some non-limiting embodiments,
fransaction service provider system 112 may delermine whether the second
confirmation response indicates whether the fransaction is valid based on comparing
the confirmation data included in the second confirmation response message with the
confirmation data received during registration of the device transmitting the second
confirmation response message. For example, to determine that the second
confirmation response message is valid, ransaction service provider system 112 may
compare confirmation data included in the second confirmation response message
received from user device 102 or POS device 104 with confirmation data received
during registration of user device 102 and/or POS device 104, respectively.

[0148] As further shown in FIG. 3B, at step 321, process 300 may include
terminating a transaction. In some non-limiting embodiments, fransaction service
provider system 112 may termingte a transaction based on determining that the

transaction is or is not valid. In such an example, the determination that the transaction
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is or is not valid may include comparing the confirmation data included in the second
confirmation response message to the confirmation data received during registration
of the device transmitting the second confirmation response. Where transaction
service provider system 112 determines that the transaction is not valid, transaction
service provider system 112 may terminate the transaction.

[0148] In some non-limiting embodiments, transaction service provider system 112
may re-transmit the second confirmation message to user device 102 and/or POS
device 104. For example, transaction service provider system 112 may re-transmit the
second confirmation message to user device 102 and/or POS device 104 based on
determining that the transaction is or is not valid based on the second confirmation
response. In such an example, transaction service provider system 112 may receive
another second confirmation response message and, based on the other second
confirmation response message, may determine that the transaction is or is not valid.
[0150] Asfurther shown in FIG. 3, at step 322, process 300 may include processing
a fransaction. In some non-limiting embuodiments, transaction service provider system
112 may process a transaction. For example, transaction service provider system 112
may process the transaction based on the transaction data associated with a
fransaction. In such an example, when processing the transaction, transaction service
provider system 112 may generate an authorization request message associaled with
authorization of the transaction and, upon generation, transmit the authorization
request message o issuer system 114, Issuer system 114 may, in response {0
receiving the authorization request message, generale an authorization response
message including an indication as to whether the transaction is approved or not
approved, and transmit the authorization response message {o transaction service
provider system 112.

[01581] As further shown In FIG. 3, at step 324, process 300 may include
fransmitling a fransaction confirmation message indicating whether a transaction was
successfully processed or not successfully processed. In some non-limiting
embodiments, transaction service provider system 112 may transmit the transaction
confirmation message to user device 102 and/or POS device 104. For example,
fransaction service provider system 112 may transmit the transaction confirmation
message {0 user device 102 and/or POS device 104 based on receiving the
authorization response message. The transaction confirmation message may indicate

that a transaction was approved or not approved. In some non-limiting embodiments,
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fransaction service provider system may ftransmit the ftransaction confirmation
message to user device 102 andior POS device 104 as an SMS message and/or a
data message via an SMS communication connection and/or a data communication,
respectively.

i3152] in some non-imiing embodiments, an electronic receipt may be
transmitted. For example, POS device 104 may transmit an electronic receipt 1o user
device 102. In such an example, POS device 104 may transmit the electronic receipt
upon successful processing of a transaction. POS device 104 may transmit the
glectronic receipt to an electronic wallet on user device 102 and/or to an application
executed on user device 102 from an electronic wallet on POS device 104 and/or an
application executed on POS device 104. In some non-limiting embodiments, where
user device 102 and POS device 104 have an application installed thereon to manage
communication of fransaction data between mobile devices, the application may be
configured to automatically transmit and/or receive electronic receipts upon successiul
processing of a transaction.

[01583] In some non-limiting embodiments, transaction service provider system 112
may transmit historical transaction data associated with one or more historical
fransactions to user device 102 andfor POS device 104, For example, in some non-
imiting embodiments, user device 102 and/or POS device 104 may receive input
indicating a request for historical transaction data associated with one or more
historical transactions (e.g., one or more transactions in which user device 102 and/or
POS device 104 were used to facilitate a transaction). In some non-limiting
embodiments, user device 102 and/ior POS device 104 may transmit a request to
fransaction service provider system 112 to cause transaction service provider system
112 to transmit the historical transaction data to user device 102 andfor POS device
104. Upon receipt, user device 102 and/or POS device 104 may display the historical
fransaction data associated with the one or more transactions on an output component
of user device 102 and/or POS device 104, In some non-limiting embodiments, a
request may include a request for historical transaction data associated with one or
more historical transactions to which the device requesting the historical transaction
data was not a direct party (e.g., one or more PQOS devices 104 operating under the
control of a merchant, such as POS devices 104 assigned {o one or more employees
of a merchant). In some non-limiting embodiments, transaction service provider

systern may transmit the historical transaction data associated with the one or more
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historical transactions to user device 102 and/or POS device 104 by including the
historical transaction data associated with the one or more historical transactions in
an SMS message and/or 2 data message transmitted to user device 102 and/or POS
device 104 via an SMS communication connection and/or a data communication,
respectively.

[0154] In some non-limiting embodiments, transaction service provider system 112
may maintain reports on behalf of POS device 104. For example, transaction service
provider system 112 may store data associated with oneg or more transactions that
were processed using POS device 104. In such an example, transaction service
provider system 112 may generate one or more reports based on the data associated
with the one or more transactions that were processed and fransmit the reports to POS
device 104 and/or merchant system 108 o enable a merchant operating POS device
104 andfor merchant system 106 {o frack payments for accounting purposes, for use
as proof of business activity when applying for credit, for use when analyzing trends,
andfor the like. In some non-limiting embodiments, ancther POS device 104a may
maintain historical transaction data on behalf of one or more POS devices 104 and/for
may generate ong or more reporis based on the historical transaction data of the one
or more POS devices 104.

[01588] Referring now to FIG. 4, llustrated is an implementation 400 of a non-
limiting embodiment of a process for communicating transaction data between mobile
devices. As Hllustrated in FIG. 4, implementation 400 includes user device 102, a POS
device 104, transaction service provider system 112, and issuer system 114.

[0156] As shown by reference number 402 in FIG. 4, user device 102 may register
with fransaction service provider system 112. During registration, user device 102 may
fransmit account data associated with an account of a user as well as device data
associated with user device 102 to transaction service provider system 112, In
response, transaction service provider system 112 may store the account data
associated with the account of the user and the device dala associaled with user
device 102 in association with one another {(e.g., in a databass of ransaction service
provider system 112). User device 102 may additionally, or alternatively, transmit
confirmation data associated with confirmation of a transaction corresponding to user
device 102, and the confirmation data may include a unique confirmation code. In
some non-limiting embodiments, user device 102 may be used to iniliate a telephone

call to register with transaction service provider system 112 {e.g., via an automated
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registration system configured 1o receive account data via audio and/or digital input
provided by the user at user device 102). In some non-limiting embodiments, in
response o receiving account data associated with the account of the user and device
data associated with user device 102, transaction service provider system 112 may
generate an account token and transmit the account token (e.g., as data or over a
telephone call), and the account token may be linked to the account of the user and
the device data associated with user device 102. In some non-limiting embodiments,
fransaction service provider system 112 may transmit confirmation data associated
with confirmation of a transaction {0 user device 102.

[0157]  As shown by reference number 404 in FIG. 4, POS device 104 may register
with fransaction service provider system 112, During registration, POS device 104 may
fransmit account data associated with an account of a merchant as well as device data
associated with POS device 104 to fransaction service provider system 112, In
response, transaction service provider system 112 may slore the account data
associated with the account of the merchant and the device data associated with POS
device 104 in association with one another (e.g., in a database of transaction service
provider system 112} POS device 104 may additionally, or slternatively, transmit
confirmation data associated with confirmation of a transaction corresponding to POS
device 104, the confirmation data including a unique confirmation code. In seme non-
fimiting embodiments, POS device 104 may be used io iniliate a telephone call to
register with transaction service provider system 112 (e.g., via an automated
registration system configured to receive account data via audico and/or digital input
provided by the user at POS device 104). In some non-limiting embodiments, in
response o receiving account data associated with the account of the merchant and
device data associated with POS device 104, transaction service provider system 112
may generate an account token and transmit the account token {(e.g., as data or over
a telephone call), and the account token may be linked fo the account of the merchant
and the device data associated with POS device 104. in some non-limiting
embodiments, fransaction service provider system 112 may transmit confirmation daia
associated with confirmation of a transaction to POS device 104.

[0158] With continued reference to reference numbers 402 and 404 in FIG. 4,
fransaction service provider systern 112 may generate an account foken for each
device during registration. The account token may be linked to the account data for

gach respective device. In some non-limiting embodiments, {ransaction service
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provider system 112 may provide confirmation data associated with confirmation of a
fransaction to user device 102 andfor POS device 104 {e.g., transaction service
provider system 112 may generate the confirmation data and transmit the confirmation
data to user device 102 and/or POS device 104).

[0158] As shown by reference number 408 in FIG. 4, transaction service provider
system 112 may receive transaction data associated with a fransaction from POS
device 104. Transaction data may include device data associated with user device
102, device data associated with POS device 104, and transaction parameters
associated with the transaction from POS device 104. Transaction service provider
system 112 may generate a pre-authorization request message associated with the
transaction based on the transaction data associated with the transaction. In some
non-limiting embodiments, transaction service provider system 112 may determine
whether POS device 104 and/or user device 102 are registered and, if not registered,
fransaction service provider system 112 may transmit a message to POS device 104
and/or user device 102 to prompt registration of POS device 104 and/or user device
102.

(01601 As shown by reference number 408 in FIG. 4, transaction service provider
system 112 may transmit a parameter confirmstion message including data
associated with one or more parameters of the fransaction {o verify the accuracy of
the fransaction parameters to POS device 104. For example, transaction servics
provider system 112 may transmit the parameter confirmation message to POS device
104 based on receiving the transaction data associated with the transaction. in such
an example, the parameter confirmation message may request a parameter
confirmation response message be refurned to transaction service provider system
112 indicating whether the transaction parameters associated with the transaction are
accurate.

[3161] As shown by reference number 410 in FIG. 4, transaction service provider
system 112 may receive a transaction parameter confirmation response message
from POS device 104. For example, POS device 104 may generate the fransaction
parameter confirmation response message based on receiving the transaction
parameter confirmation message, the transaction confirmation response message
indicating whether the transaction parameters associated with the transaction are
accurate. In some non-limiting embodiments, the transaction parameter confirmation

response message may be generated based on input received at POS device 104.
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[0162] As shown by reference number 412 in FIG. 4, transaction service provider
system 112 may transmit the pre-authorization request message to issuer system 114.
For exampile, to determine that a transaction is permissible (e.g., that sufficient funds
are available {o satisfy a transaction) transaction service provider system 112 may
fransmit a pre-authorization request message {0 cause issuer system 114 to generate
a pre-authorization response message associaled with the transaction, the pre-
authorization response indicating that sufficient funds are or are not available 1o satisfy
the transaction.

[0163] As shown by reference number 414 in FIG. 4, transaction service provider
system 112 receives a pre-authorization response message associated with the
fransaction. The pre-authorization response message may indicate that sufficient
funds are or are not avaliable to satisfy the transaction. In some non-limiting
embodiments, transaction service provider system 112 may generate a first
confirmation message associated with the transaction based on the pre-authorization
response message. In some non-limiting embodiments, wherg the pre-authorization
response message indicates that sufficient funds are not available, transaction service
provider system 112 may transmit a message to user device 102 and/or POS device
104 indicating that insufficient funds are available to satisfy the transaction.

[0164] As shown by reference number 416 in FIG. 4, transaction service provider
system 112 may transmit the first confirmation message associated with the
transaction to user device 102 to confirm transaction parameters of the transaction. In
some non-limiting embodiments, transaction service provider system 112 may
fransmit the first confirmation message via an SMS communication connection or a
data connection o user device 102. User device 102 may generate a first confirmation
response based on the first confirmation message. For example, user device 102 may
generate a display based on the first confirmation message to prompt a user 1o input
an indication that the transaction is accepted or not accepted. User device 102 may
receive input indicating that the transaction is accepted or not accepted and, based on
the input, generate the first confirmation response message.

I06165] As shown by reference number 418 in FIG. 4, transaction service provider
system 112 may receive a first confirmation response message. For example, user
device 102 may transmit a first confirmation response message based on receiving
input indicating acceptance of a fransaction by a user at user device 102. In examples

where the first confirmation response message indicates that the transaction is not
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acceplied, fransaction service provider system 112 may transmit a message to POS
device 104 indicating that the transaction was not accepted.

[0168] As shown by reference number 420 in FIG. 4, transaction service provider
system 112 may determine that the transaction is a high-value transaction. For
example, transaction service provider sysiem 112 may determine the fransaction is a
high-value transaction based on fransaction parameters of the transaction data.
Where the fransaction is delermined o be a high-value fransaction {e.g., the
fransaction value is greater than or equal 1o a predetermined threshold), transaction
service provider system 112 may generate a second confirmation message associated
with the transaction. Additionally, or alternatively, where the transaction is determined
to be a low-value transaction {e.g., the fransaction value is less than or equal to a
predetermined threshold}, implementation 400 may continue to reference number 426
and transmit an authorization request message to an issuer system 114,

[0167] As shown by reference number 422 in FiG. 4, transaction service provider
systemn 112 may transmit the second confirmation message to user device 102.
Transaction service provider system 112 may transmit the second confirmation
meassage to user device 102 based on determining that the fransaction is a high-value
fransaction. The second confirmation message may be configured 1o cause user
device 102 to generale a second confirmation response message including
confirmation data associated with confirmation of the transaction. User device 102
may generate confirmation data associated with confirmation of the transaction based
on input received at user device 102 (2.q., the input may include a unigue confirmation
code).

[0168] As shown by reference number 424 in FIG. 4, transaction service provider
system 112 may receive a second confirmation response message from user device
102. For example, in some non-limiting embodiments, transaction service provider
system 112 may receive the second confirmation response message including
confirmation dala associated with confirmation of the transaction. Transaction service
provider system 112 may determine the confirmation data matches confirmation data
corresponding to the user device 102 received during registration of user device 102
with the transaction service provider system. Transaction service provider system 112
may then generate an authorization request message associated with the transaction

based on the transaction data and then determine that the confirmation data matches
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confirmation data corresponding o the user device 102 received during registration of
user device 102.

[0163] As shown by reference number 426 in FIG. 4, transaction service provider
system 112 may transmit the authorization request message {o issuer system 114. In
some non-imiting embodiments, issuer system 114 may generate an authorization
response meassage based on receiving the authorization request message.

[0178]  As shown by reference number 428 in FIG. 4, transaction service provider
system 112 may receive the authorization response message from issuer system 114,
The authorization response message may indicate whether the transaction is
approved or not approved. In some non-limiting embodimeants, wherg the transaction
is determined to be a low-value transaction, an authorization request message may
be generated based on the determination the transaction is a low-value transaction,
without fransmission of a second confirmation message and receipt of a second
confirmation response by the transaction service provider system 112, In some non-
Emiting embodiments, transaction service provider system 112 may fransmit a
message o user device 102 and/or POS device 104 indicating that the transaction
was approved or not approved.

[3174] Referring now to FIGS. 5A and 58, llustrated is an implementation 500 of 2
non-limiting embodiment of a process for communicating transaction data between
mobile devicas. As illustrated in FIGS. BA and BB, implementation 500 includss user
device 102, POS device 104, transaction service provider system 112, and issuer
system 114.

[0172] As shown byreference number 502 in FIG. 5A, user device 102 may register
with fransaction service provider system 112. During registration, user device 102 may
fransmit account data associated with an account of a user as well as device data
associated with user device 102 to transaction service provider system 112, In
response, transaction service provider system 112 may store the account data
associated with the account of the user and the device dala associaled with user
device 102 in association with one another {(e.g., in a databass of ransaction service
provider system 112). User device 102 may additionally, or alternatively, transmit
confirmation data associated with confirmation of a transaction corresponding to user
device 102, the confirmation data including a unique confirmation code. In seme non-
limiting embodiments, user device 102 may be used to make a telephone call i

register with transaction service provider system 112, In some non-imiting
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embodiments, in response 10 receiving account data associated with the account of
the user and device data associated with user device 102, fransaction service provider
system 112 may generate an account token and transmit the account token {e.g., as
data or over a telephone call}, the account token linked to the account of the user and
the device data associated with user device 102. In some non-limiting embodiments,
transaction service provider system 112 may transmit confirmation data associated
with confirmation of a transaction to user device 102.

61731 As shown by reference number 504 in FIG. BA, POS device 104 may
register with transaction service provider system 112. During registration, POS device
104 may transmit account data associated with an account of a merchant as well as
device data associated with POS device 104 to transaction service provider system
112. In response, transaction service provider system 112 may store the account data
associated with the account of the merchant and the device data associated with POS
device 104 in association with one another {e.9., in a datahase of transaction service
provider system 112). POS device 104 may additionally, or alternatively, transmit
confirmation data associated with confirmation of a transaction corresponding to POS
device 104, the confirmation data including a unique confirmation code. In some non-
limiting embodiments, POS device 104 may be used to make a telephone call fo
register with transaction service provider system 112. In some non-limiting
embodiments, in response 1o receiving account data associated with the account of
the merchant and device data associated with POS device 104, transaction service
provider system 112 may generate an account token and fransmit the account token
{(e.g., as data or over a {elephone call), and the account token may be linked to the
account of the merchant and the device data associated with POS device 104. In some
non-limiting embodiments, transaction service provider systemn 112 may transmit
confirmation data associated with confirmation of a transaction to POS device 104.
i0174] As shown by reference number 506 in FIG. BA, user device 102 may
transmit transaction data associated with a transaction to fransaction service provider
system 112. For example, user device 102 may transmit transaction data including
device data associated with POS device 104, device data associated with user device
102, and transaction parameters associated with the transaction to transaction service
provider system 112 to initiate a fransaction. Transaction service provider system 112
may generate a pre-authorization request associated with the transaction based on

receiving the transaction data from user device 102,
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[0178] As shown by reference number 508 in FIG. 5A, transaction service provider
system 112 may transmit a first confirmation message o user device 102 {o confirm
the transaction {e.g., a push payment that includes the withdrawal of funds from a user
account corresponding o user device 102 for fransfer to a merchant account
corresponding fo POS device 104). User device 102 may generate a first confirmation
response message based on the first confirmation message, the first confirmation
response message including data associated with an indication as to whether the
fransaction is approved or not approved. For example, in some non-limiting
embodiments, user device 102 may generate a display based on the first confirmation
message to cause a user o input an indication that the transaction is approved or not
approved. User device 102 may receive input and, based on the inpui, generate a first
confirmation response message including data indicating that the transaction is
approved or not approved.

[0178] As shown by reference number 510 in FIG. 5A, transaction service provider
system 112 receives a first confirmation response message. For example, user device
102 may transmit the first confirmation response based on receiving input indicating
acceptance or non-accepiance of g transaction by a user at user device 102.

81771  As shown by reference number 512 in FIG. 5A, transaction service provider
system 112 may transmit the pre-authorization request message to issuer system 114,
For example, to determine whether a transaction can be processed (e.g., whather
sufficient funds are or are not available in an account drawn from {o satisfy a
fransaction) transaction service provider system 112 may transmit a pre-authorization
request message {0 cause issuer system 114 o generate a pre-authorization
response message indicating that sufficient funds are or are not available from the
account associated with user device 102 {o satisfy the fransaction.

[0178] As shown by reference number 514 in FIG. SA, transaction service provider
system 112 receives a pre-authorization response message including data indicating
that the transaction is approved or not approved. Where the pre-authorization
response message indicates that insufficient funds are available to satisfy the
fransaction, the {ransaction may be terminated. in some non-limiting embodiments,
where the pre-authorization response message indicates that insufficient funds are
available {o satisfy the transaction, transaction service provider system 112 may send
a message fo user device 102, the message including data indicating that insufficient

funds are available o satisfy the transaction.
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[0179] As shown by reference number 516 in FIG. 5A, transaction service provider
system 112 may determine that the transaclion is a high-value transaction. For
example, transaction service provider system 112 may determine the fransaction is a
high-value transaction based on iransaction paramsters of the fransaction data.
Additionally, or alternatively, where the transaction is determined to be a low-value
transaction, implementation 500 may continue to reference number 522 and transmit
an guthorization request message {o an issuer system 114,

I06180]  As shown by reference number 518 in FIG. 5B, transaction service provider
system 112 may fransmit a second confirmation message o user device 102.
Transaction service provider system 112 may transmit the second confirmation
message to user device 102 to cause user device 102 fo generale a second
confirmation response maessage including confirmation data associated with
confirmation of the fransaction. User device 102 may generate confirmation data
associated with confirmation of the transaction based on input received at user device
102 (e.g., the input of a unique confirmation code).

[0i81] As shown by reference number 520 in FIG. 5B, transaction service provider
system 112 may receive a second confirmation response message from user device
102. For example, transaction service provider system 112 may receive a second
confirmation response message including confirmation data associated  with
confirmation of the transaction from user device 102. Transaction service provider
system 112 may determine that the confirmation data maiches confirmation data
corresponding o the user
device 102 received during registration of user device 102 with the transaction service
provider system. The transaction service provider system 112 may generate an
authorization request message associated with the transaction based on the
fransaction data associated with the transaction and the determination that the second
confirmation response message includes confirmation data that maiches the
confirmation data corresponding to the user device 102 received during registration of
user device 102.

i06182] As shown by reference number 522 in FIG. 5B, transaction service provider
system 112 may transmit an authorization request message o issuer system 114, the
authorization request message based on fransaction data associated with the
transaction. In some non-limiting embodiments, issuer system 114 may generale an

authorization response meassage based on the authorization request.
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[0183] As shown by reference number 524 in FIG. 5B, transaction service provider
system 112 may receive an authorization response message from issuer system 114,
For example, transaction service provider system 112 may receive the authorization
response message from issuer system 114, the authorization response indicating that
the transaction is accepted or not accepted. In some non-imiting embodiments, where
the transaction is determined to be & low-value transaction, an authorization request
message may be generated based on the determination the transaction is a low-value
fransaction, without the transmission of a second confirmation message and reception
of a second confirmation response message by the transaction service provider
system 112,

i0184] As shown by reference number 526 in FIG. 5B, a payment confirmation
message may be transmitted to user device 102, For example, transaction service
provider system 112 may transmit the payment confirmation o user device 102, the
payment confirmation message including data associated with an indication as to
whether the transaction was approved or not approved. User device 102 may display
art indication that the transaction was processed and approved or not approved based
on receiving the payment confirmation message.

[0188] As shown by reference number 528 in FIG. 5B, transaction service provider
system 112 may transmit a payment confirmation message {0 POS device 104, For
example, transaclion service provider system 112 may transmit the payment
confirmation to POS device 104, the payment confirmation message including data
associated with an indication as to whether the fransaction was approved or not
approved. POS device 104 may display an indication that the transaction was
processed and approved or not approved based on recelving the payment
confirmation message.

[0188] Referring now to FIGS. 6A and 6B, llustrated is an implementation 600 of a
non-limiting embodiment of a process for communicating transaction data between
mobile devices. As illustrated in FIGS. 6A and 6B, implementation 600 includes user
device 102, POS device 104, transaction service provider system 112, and issuer
system 114,

[0187] As shown byreference number 602 in FIG. 6A, user device 102 may register
with fransaction service provider system 112. During registration, user device 102 may
transmit account data associated with an account of a user as well as device data

associated with user device 102 to transaction service provider system 112 In
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response, transaction service provider system 112 may sitore the account data
associated with the account of the user and the device data associated with user
device 102 in association with one another (e.g., in a database of ransaction service
provider system 112}, User device 102 may additionally, or alternatively, transmit
confirmation data associated with confirmation of a transaction corresponding to user
device 102, the confirmation data including a unique confirmation code. In some non-
imiting embodiments, user device 102 may be used to make a telephone call o
register with ftransaction service provider system 112, In some non-limiting
embodiments, in response 1o receiving account data associated with the account of
the user and device data associated with user device 102, transaction service provider
system 112 may generate an account token and fransmit the account token {e.g., as
data or over a telephone call), and the account token may be linked to the account of
the user and the device data associated with user device 102. In some non-limiting
embodiments, transaction service provider system 112 may transmit confirmation data
associated with confirmation of a fransaction to user device 102.

[0iB8] As shown by reference number 804 in FIG. 6A, POS device 104 may
register with transaction service provider system 112, During registration, POS device
104 may transmit account data associated with an account of a merchant as well as
device data associated with POS device 104 {o transaction service provider system
112. In response, transaction service provider system 112 may store the account data
associated with the account of the merchant and the device data associated with POS
device 104 in association with one another {e.g., in a database of transaction service
provider system 112). POS device 104 may additionally, or alternatively, transmit
confirmation data associated with confirmation of a transaction corresponding to POS
device 104, the confirmation data including a unigue confirmation code. in some non-
limiting embodiments, POS device 104 may be used to initiate a telephone call to
register with transaction service provider system 112, In some nondimiting
embodiments, in response 10 recelving account data associated with the account of
the merchant and device data associated with POS device 104, transaction service
provider system 112 may generate an account token and transmit the account token
{e.g., as data or over a telephone call), the account token linked 1o the account of the
merchant and the device data associated with POS device 104, In some non-limiting
embodiments, fransaction service provider system 112 may transmit confirmation data

associated with confirmation of a transaction fo POS device 104.

56



WO 2021/006893 PCT/US2019/041164

[0188] As shown by reference number 8086 in FIG. 6A, user device 102 may
transmit transaction data associated with a transaction to POS device 104 either via a
short-range wireless communication connection, an SMS communication connection,
and/or a data connection. Transaction data may include device data associaled with
user device 102 and/or transaction parameters associated with the transaction. In
some non-imiting embodiments, user device 102 and/or POS device 104 may
determine that user device 102 and/or POS device 104 are not configured to exchange
fransaction data and, upon such a determination, may generate a display indicating
that the devices are not configured to exchange transaction data (e.g., that the devices
have installed therein incompatible electronic wallet applications and/or the like).
[0180] As shown by reference number 608 in FIG. 6A, POS device 104 may
fransmit the transaction data to transaction service provider system 112, For example,
POS device 104 may transmit transaction data including device data associated with
user device 102, device data associated with POS device 104, and/or transaction
parameters associated with the transaction. Transaction service provider system 112
may generate a first confirmation message based on receiving the transaction data.
[0181] As shown by reference number 610 in FIG. BA, transaction service provider
system 112 may transmit a first confirmation messags to user device 102. User device
102 may generate a display based on the first confirmation message and, based on
the display, may receive input indicating that the transaction is confirmed or not
confirmed. User device 102 may generate a first confirmation response message
indicating whether the transaction is confirmed or not confirmed based on receiving
the input.

[0192] As shown by reference number 612 in FIG. 8A, user device 102 may
transmit a first confirmation response message to transaction service provider system
112. Transaction service provider system 112 may determine whether the transaction
is confirmed or not confirmed based on the first confirmation response message.
Transaction service provider system 112 may generate a pre-authorization request
message based on the first confirmation response message andfor the transaction
data.

[0183] As shown by reference number 614 in FIG. BA, transaction service provider
system 112 may transmit a pre-authorization request meassage to issuer system 114.
Issuer system 114 may generaie a pre-guthorization response message based on the

pre-authorization request message.
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[0184] As shown by reference number 616 in FIG. 6A, transaction service provider
system 112 may receive a pre-authorization response message from issuer system
114,

[0185] As shown by reference number 618 in FIG. BA, transaction service provider
system 112 may determine whether the transaction is a high-value transaction. For
example, where the fransaction is determined to be a high-value transaction,
transaction service provider system 112 may generale and transmit a second
confirmation message. Additionally, or salternatively, where the transaction is
determined o be a low-value transaction, the transaction service provider system 112
may process the transaction (see reference numbers 624630 of FIG. 6B).

[0186] As shown by reference number 620 in FiG. 6B, transaction service provider
system 112 may transmit a second confirmation message to user device 102. User
device 102 may generate a display and receive an input based on generating the
display, the input including confirmation data associated with confirmation of the
fransaction.

[0i87] As shown by reference number 622 in FIG. 6B, transaction service provider
system 112 may receive a second confirmation response from user device 102
Transaction service provider system 112 may determine whether the transaction is
valid or not valid based on the second confirmation response message and, in
response {0 determining that it is valid, may generate an authorization request
message.

[0198] As shown by reference number 624 in FIG. 6B, transaction service provider
system 112 may transmit an authorization request message o issuer systam 114.
Issuer system 114 may determine whether the transaction is authorized and, based
on the determination, may generate an authorization response message.

[6188] As shown by reference number 626 in FIG. 6B, transaction service provider
system 112 may receive an authorization response message from issuer system 114,
[0200] As shown by reference number 628 in FIG. 68, transaction service provider
systerm 112 may transmit a payment confirmation message o user device 102, the
payment confirmation message including data assoclated with an indication as {0
whether the transaction was approved or not approved..

[0201] As shown by reference number 630 in FIG. 6B, transaction service provider

system 112 may transmit a payment confirmation message to POS device 104, the
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payment confirmation message including data associated with an indication as o
whether the fransaction was approved or not approved.

[0202] Although examples have been described in detail for the purpose of
illustration based on what is currently considered {o be the most practical and preferred
aspects or embodiments, it is to be understood that such detail is solely for that
purpose and that the principles described by the present disclosure are not limited to
the disclosed aspects or embodiments, but, on the contrary, is intended {0 cover
modifications and eguivalent arrangements that are within the spirit and scope of the
appended claims. For example, it is to be undersiood that the present disclosure
contemplates that, to the extent possible, one or more features of any embodiment

can be combined with one or more features of any other embodiment.
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WHAT IS CLAIMED 18:

1. A computer-implemented method for communicating transaction
data between mobile devices, the computer-implemented method comprising:
registering, with at least one processor, account data associated with a
merchant account as corresponding to short message service (SMS) device data
associated with a point-of-sale (POS) device;
registering, with at least one processor, account data associated with a
user account as corresponding to SMS device data associated with a user device;
receiving, with at least one processor via an SM8 communication
connection, transaction data associated with a transaction from the POS device,
comprising:
the SMS device data associated with the POS device,
the SMS device data associated with the user device, and
parameter data associated with the transaction, the fransaction
initiated by the POS device, the parameter data comprising a transaction value,
verifying, with at least one processor, that the POS device and the user
device are registered;
based on determining, with at least one processor, that an account
balance of the user account is greater than the transaction value, transmitting, with at
least one processor, a first confirmation message associated with the transaction, via
an SMS communication connection, to the user devics to confirm the fransaction; and
based on receiving, with at least one processor, a first confirmation
response message associated with the transaction from the user device via an SMS
communication connection, processing, with at least one processor, the transaction

data.

2. The computer-implementad method according to claim 1, further
comprising:

based on determining that the transaction authorization limit is greater
than an authorization limit threshold, transmitting, with at least one processor, a

second confirmation message associated with the transaction to the user device; and
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based on receiving a second confirmation response message
associated with the fransaction, confirming, with at least one processor and prior o

processing the transaction data, that the second confirmation response is valid.

3. The computer-implemented method according to claim 1, wherein
registering account data associated with the account as corresponding to SMS device
data associated with the user device further comprisas:

registering, with at least one processor, confirmation data associated
with confirmation of the transaction, the confirmation data corresponding to the SMS

device data associated with a user device.

4. The computerimplemented method according to claim 2, further
comprising:

determining, with at least one processor, that the second confirmation
response message indicates that the transaction is valid based on a comparison of
the second confirmation response message {o the confirmation data received during
registration of the account data associated with the account corresponding fo the SMS

davice data associated with a user device.

5. The computer-implemented method according to claim 1, wherein
verifying the POS device and the user device are registered further comprises:

determining, with at least one processor, that the SMS device data
associated with the POS device corresponds to the account data associated with a
merchant account; and

determining, with at least one processor, that the SMS device data
associated with the user device corresponds to the account data associated with a

user account.

8. The computer-implemented method according to claim 1, further
comprising:

based on receiving the transaction data associated with the transaction,
fransmitting, with at least one processor, a transaction parameter confirmation

message; and
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based on receiving transaction parameter confirmation response
message indicating that the transaction is authorized, transmitting, with at least one

processor, a pre-authorization message associated with the transaction.

7. The computer-implemented method according to claim 1, further
comprising:

based on receiving the fransaction data associated with the transaction,
fransmitting, with at least one processor, a pre-authorization request message
associated with the transaction; and

in response {0 recelving a pre-authorization response message
associated with the ftransaction indicating the fransaction is not authorized,
fransmitling, with at least one processor, a message associated with the transaction
o the POS device, the message indicating that the transaction was not authorized.

8. The computer-implemeanted method according o claim 1, wherein
verifying the POS device and the user device are registered further comprises:

based on determining that at least one of the POS device and the user
device are not registered, transmitling, with at least one processor, a message
assaciated with the transaction to the at least one of the POS device and the user
device indicating that the at least one of the POS device and the user device are not

registered.

9. A system for communicaling transaction data between mobile
devices, the system comprising:
at least one processor programmed or configured to:
register account data associated with a merchant account as
corresponding to short message service (SMS) device data associated with a point-
of-sale (POS) device,;
register account data associated with a user account as
corresponding to SMS device data assoclated with a user deviceg;
receive, via an SMS communication connection, transaction data
associated with a transaction from the POS device, comprising:
the SMS device data associated with the POS device,
the SMS device data associated with the user device, and
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parameter data associated with the fransaction, the

fransaction initiated by the POS device, the parameter data comprising a transaction
value,

verify that the POS device and the user device are registered;

based on determining, with at least one processor, that an
accoeunt balance of the user account is greater than the transaction value, tranamitting,
with at least one processor, a first confirmation message associated with the
fransaction, via an SMS communication connection, to the user device to confirm the
fransaction; and

based on receiving, with at least one processor, a first
confirmation response message associated with the transaction from the user device
via an SMS communication connection, processing, with at least one processor, the
fransaction data.

10. The system according to claim 8, whergin the at least one
processor is further programmed or configured to:

based on determining that the transaction authorization limit is greater
than an authorization limif threshold, transmit a second confirmation message
associated with the transaction to the user device; and

based on receiving a8 second confirmation response message
associated with the transaction, confirm, prior to processing the transaction data, that

the second confirmation response is valid.

11. The system according to claim 9, wherein, when registering
account data associated with the account as comresponding to SMS device data
associated with the user device, the at least one processor is programmed or
configured to:

register confimation data associated with confirmation of the
fransaction, the confirmation data corresponding to the SMS device data associated

with a user device.

12. The system according to claim 10, wherein the at least one

processor is further programmed or configured to:
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determine that the second confirmation response message indicates
that the transaction is valid based on a comparison of the second confirmation
response message to the confirmation data received during registration of the account
data associated with the account corresponding to the SMS device data associated

with a user device.

13.  The system according to claim 9, wherein, when verifying the
POS device and the user device are regisiered, the at least one processor is
programmed or configured to:

determine that the SMS device data associated with the POS device
corresponds to the account data associated with a merchant account; and

determine that the SMS device data associated with the user device
corresponds 1o the account data associated with a user account.

14. The system according to claim 8, whergin the at least one
processor is further programmed or configured to:

based on receiving the transaction data associated with the transaction,
fransmit a fransaction parameter confirmation message; and

based on recelving ftransaction parameter confirmation response
message indicating that the transaction is authorized, transmit a pre-authorization

message associated with the transaction.

15.  The system according to claim 8, wherain the at least one
processor is further programmed or configured to:

based on receiving the transaction data associated with the transaction,
fransmit a pre-authorization request message associated with the transaction; and

in response o receiving a pre-authorization response message
associated with the transaction indicating the transaction is not authorized, fransmit a
message associated with the transaction to the POS device, the message indicating
that the transaction was not authorized.

16.  The system according to claim 8, wherein, when verifying the
POS device and the user device are registered, the at least one processor is

programmed or configured to:
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based on determining that at least one of the POS device and the user
device are not registered, transmit a8 message associated with the transaction to the
at least one of the POS device and the user device indicating that the at least one of

the POS device and the user device arg nol registered

17. A computer-program product for communicating transaction data
between mobile devices, the computer program product comprising at least one non-
fransitory computer-readable medium comprising one or more instructions that, when
executed by at least one processor, cause the at least one processor {o:

register account data associated with a merchant account as
corresponding to short message service {(SMS) device data associated with a point-
of-sale (POS) device;

register account dala associated with a user account as corresponding
to SMS device data associated with a user device;

receive, via an SMS communication connection, transaction data
associated with a transaction from the POS device, comprising:

the SMS device data associated with the POS devics,
the SMS device data associated with the user device, and
parameter data associated with the transaction, the transaction
initiated by the POS device, the parameter data comprising a transaction value,
verify that the POS device and the user device are registered;

based on determining, with at least one processor, that an account
balance of the user account is greater than the transaction value, transmitting, with at
least one processor, a first confirmation message associated with the transaction, via
an SMS communication connection, to the user device to confirm the transaction; and

based on receiving, with at least one processor, a first confirmation
response message associated with the transaction from the user device via an SMS
communication connection, processing, with at least one processor, the fransaction

data.

18.  The computer program product according o claim 17, wherein

the one or more instructions further cause the at least one processor to:
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hased on determining that the transaction authorization limit is greater
than an authorization limif threshold, transmit a second confirmation message
associated with the fransaction to the user device; and

based on receiving a second confirmation response message
associated with the transaction, confirm, prior {0 processing the transaction data, that

the second confirmation response is valid.

19. The computer program product according o claim 17, wherein
the one or more instructions that cause the at least one processor to register account
data associated with the account as corresponding to SMS device data associated
with the user device cause the at least one processor to:

register confirmation dala associated with confirmation of the
fransaction, the confirmation data corresponding to the SMS device data associated

with a user device.

20. The computer program product according to claim 18, wherein
the one or more instructions further cause the at least one processor {o;

determine that the second confirmation response message indicates
that the transaction is valid based on a comparison of the second confirmation
response message to the confirmation data received during registration of the account
data associated with the account corresponding to the 3MS device data associated

with a user device.

21. A computer-implemented method for communicating fransaction
data hetween mobile devices, the computer-implemented method comprising:

registering, with at least one processor, account data associated with a
merchant account as corresponding to short message service (SMS) device data
associated with a point-of-sale (POS) device;

registering, with at least one processor, account data associated with a
user account as corresponding o SMS device dala associated with a user device;

receiving, with at least one processor via an SMS communication
connection, transaction data associated with a transaction from the POS device,
comprising:

the SMS device data associated with the POS device,
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the SMS device data associated with the user device, and
parameter data associated with the fransaction, the transaction
initiated by the POS device, the parameter data comprising a transaction value,
verifying, with at least one processor, that the POS device and the user
device are regisiered;
based on determining, with at least one processor, that an account
balance of the user account is greater than the transaction value, transmitting, with at
least one processor, a first confirmation message associaled with the fransaction, via
an SMS communication connection, to the user devics to confirm the transaction; and
based on receiving, with at least one processor, a first confirmation
response message associated with the transaction from the user device via an SMS
communication connection, processing, with at least one processor, the transaction

data.

22.  The computer-implemented method according to claim 21, further
comprising:

based on determining that the transaction authorization limit is greater
than an authorization limit threshold, transmitting, with at least one procaessor, a
second confirmation message associated with the transaction to the user device; and

based on receiving a8 second confirmation response message
associated with the transaction, confirming, with at least one processor and prior {o

processing the transaction data, that the second confirmation response is valid.

23.  The computer-implemented method according to claims 21 or 22,
wherein registering account data associated with the account as corresponding {o
SMS device data associated with the user device further comprises:

registering, with at least one processor, confirmation data associated
with confirmation of the transaction, the confirmation data corresponding io the SMS

device data associated with a user device.

24.  The computer-impliemented method according to claims 22 or 23,
further comprising:
determining, with at least one processor, that the second confirmation

response message indicates that the transaction is valid based on a comparison of
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the second confirmation response message to the confirmation data received during
registration of the account data associated with the account corresponding o the SMS

device data associated with a user device.

25. The computer-implemented method according to any of claims
21-24, wherein verifying the POS device and the user device are registered further
comprises:

determining, with at least one processor, that the SMS device data
associated with the POS device corresponds to the account data associated with a
merchant account; and

determining, with at least one processor, that the SMS device data
associated with the user device corresponds to the account data associated with a

user account.

26.  The computer-implemented method according to any of claims
21-25, further comprising:

based on receiving the transaction data associated with the transaction,
fransmitting, with at least one processor, a fransaction parameter confirmation
message; and

based on receiving ftransaction parameter confirmation response
message indicating that the transaction is authorized, transmitting, with at least one

processor, a pre-authorization message associated with the transaction.

27.  The computer-implemented method according to any of claims
21--28, further comprising:

based on receiving the fransaction dala associated with the transaction,
fransmitling, with at least one processor, a pre-authorization request message
associated with the transaction; and

in response {0 receiving a pre-authorization response message
associated with the transaction indicating the transaction is not authorized,
fransmitling, with at least one processor, a message associated with the transaction

to the POS device, the message indicating that the transaction was not authorized.
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28.  The computer-implemented method according to any of claims
21-27, wherein verifying the POS device and the user device are registered further
comprises:

based on determining that at least one of the POS device and the user
device are not registered, transmitling, with at least one processor, a message
associated with the transaction o the at least one of the POS device and the user
device indicating that the at least one of the POS device and the user device are not
registered.

29. A system for communicating transaction data between mobile
devices, the system comprising:
at least one processor programmed or configured to:
register account daia associated with a merchant account as
corresponding to short message service {SMS) device data associated with a point-
of-sale (POS) device;
register account data associated with a user account as
corresponding to SMS device data assoclated with a user device;
receive, via an SMS communication connection, transaction data
associated with a transaction from the POS device, comprising:
the SMS device data associated with the POS device,
the SMS device data associated with the user device, and
parameter dala associated with the transaction, the
fransaction initiated by the POS device, the parameter data comprising a fransaction
value,
verify that the POS device and the user device are registered;
based on determining, with at least one processor, that an
account balance of the user account is greater than the transaction value, transmitiing,
with at least one processor, a first confirmation message associaled with the
fransaction, via an SMS communication connection, o the user device to confirm the
fransaction; and
based on receiving, with at least one processor, a first
confirmation response message associated with the transaction from the user device
via an SMS communication connection, processing, with at least one processor, the

fransaction data.
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30.  The system according to claim 28, wherein the at least one
processor is further programmed or configured to:

based on determining that the transaction authorization imit is greater
than an authorization limit threshold, fransmit a second confirmation message
associated with the transaction to the user device; and

based on receiving & second confirmation response message
associated with the transaction, confirm, prior {0 processing the transaction dats, that
the second confirmation response is valid.

31.  The system according o claims 29 or 30, whergin, when
registering account data associated with the account as corresponding to SMS device
data associated with the user device, the at least one processor is programmaead or
configured to:

register confirmation data associated with confirmation of the
fransaction, the confirmation data corresponding to the SMS device data associated

with a user device.

32. The system according to claims 30 or 31, wherein the at least one
processor is further programmed or configured o

determine that the second confirmation response message indicaies
that the transaction is valid based on a comparison of the second confirmation
response message to the confirmation data received during registration of the account
data associated with the account corresponding to the SMS device data associated

with 2 user device.

33. The system according to any of claims 28-32, wherein, when
verifying the POS device and the user device are registered, the atleast one processor
is programmaed or configured o

determine that the SMS device data associated with the POS device
corresponds o the account data associated with a merchant account; and

determine that the SMS device data associated with the user device

corresponds to the account data associated with a user account.
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34.  The system according to any of claims 29-33, wherein the at least
one processor is further programmed or configured to:

based on receiving the transaction data associated with the transaction,
fransmit a transaction parameter confirmation message; and

based on receiving fransaction parameter confirmation response
message indicating that the transaction is authorized, transmit a pre-authorization

message associated with the transaction.

35.  The system according to any of claims 29-34, wherein the at least
one processor is further programmed or configured to:

based on receiving the transaction data associated with the transaction,
transmit a pre-authorization request message associated with the transaction; and

in response io receiving a pre-suthorization response message
associated with the transaction indicating the transaction is not authorized, transmit a
message associated with the transaction to the POS device, the meassage indicating
that the transaction was not authorized.

38. The system according fo any of claims 28-35, wherein, when
verifying the POS device and the user device are registered, the at least one processor
is programmed or configured to:

based on determining that at least one of the POS device and the user
device are not registered, transmit a message associated with the transaction o the
at least one of the POS device and the user device indicating that the at least one of
the POS device and the user device are not registered

37. A computer-program product for communicating transaction data
between mobile devices, the computer program product comprising at least one non-
transitory computer-readable medium comprising one or more instructions that, when
executed by at least one processor, cause the at least one processor (o

register account data associated with a merchant account as
corresponding to short message service (SMS) device data associated with a point-
of-sale (POS) device;

register account data associated with a user account as corresponding

o SMS device data associated with a user device;
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receive, via an SMS communication connection, transaction data
associated with a transaction from the POS device, comprising:
the SMS device data associated with the POS device,
the SMS device data associated with the user device, and
parameter data associated with the transaction, the transaction
initiated by the POS device, the parameter data comprising a transaction value,
verify that the POS device and the user device are registered;
based on determining, with at least one processor, that an account
balance of the user account is greater than the transaction value, transmitting, with at
least one processor, a first confirmation message associated with the transaction, via
an SMS communication connection, to the user device to confirm the transaction; and
based on receiving, with at least one processor, a first confirmation
response message associated with the transaction from the user device via an SMS
communication connection, processing, with at least one processor, the transaction

data.

38. The computer program product according fo claim 37, wherein
the one or more instructions further cause the at least one processor to:

based on determining that the fransaction authorization limit is greater
than an authorization limit threshold, transmit a second confirmation message
associated with the transaction to the user device; and

based on receiving a second confirmation response message
associated with the transaction, confirm, prior {0 processing the transaction data, that

the second confirmation response is valid.

39. The computer program product according to claims 37 or 38,
wherein the one or more instructions that cause the at least one processor o register
account data associaled with the account as corresponding o SMS device data
associated with the user device cause the at least one processor to:

register confirmation dala associated with  confirmation of the
fransaction, the confirmation data corresponding to the SMS device data associated

with a user device.
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40. The computer program product according to claims 38 or 39,
wherein the one or more instructions further cause the at least one processor {o:

determine that the second confirmation response message indicales
that the fransaction is valid based on a comparison of the second confirmation
response message to the confirmation data received during registration of the account
data associated with the account corrgsponding to the SMS device data associated

with a user device.

41. A computer-implemented method for communicating transaction
data between mobile devices, the computer-implemented method comprising:
registering, with at least one processor, account data associated with a
merchant account as corresponding to short message service (SMS) device data
associated with a point-of-sale (POS) device;
registering, with at least one processor, account data associated with a
user account as corresponding to SMS device data associated with a user device;
receiving, with at least one processor via an SMS communication
connection, transaction data associated with a fransaction from the POS device,
comprising:
the SMS device data associated with the POS device,
the SMS device data associated with the user device, and
parameter data associated with the fransaction, the transaction
initiated by the POS device, the parameter data comprising a transaction value,
verifying, with at least one processor, that the POS device and the user
device are registered;
based on determining, with at least one processor, that an account
balance of the user account is greater than the transaction value, transmitting, with at
least one processor, a first confirmation message associaied with the transaction, via
an SMS communication connection, to the user device to confirm the fransaction; and
based on receiving, with at least one processor, a first confirmation
response message associated with the transaction from the user device via an SMS
communication connection, processing, with at least one processor, the transaction

data.
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42. The computer-implemented method according to claim 41, further
comprising:

based on determining that the transaction authorization imit is greater
than an authorization limit threshold, transmitting, with al least one processor, a
second confirmation message associated with the transaction to the user device; and

based on receiving a second confirmation response message
associated with the transaction, confirming, with atf least one processor and prior o
processing the transaction data, that the second confirmation response is valid.

43. The computer-implemantad method according to claims 41 or 42,
wherein registering account data associated with the account as corresponding o
SMS device data associated with the user device further comprises:

registering, with at least one processor, confirmation data associated
with confirmation of the transaction, the confirmation data corresponding to the SMS

device data associated with a user device.

44.  The computer-implemented method according to claims 42 or 43,
further comprising:

determining, with at least one processor, that the second confirmation
response message indicates that the transaction is valid based on a comparison of
the second confirmation response message to the confirmation data received during
registration of the account data associated with the account corresponding o the SMS

device data associated with a user device.

45,  The computer-implemented method according to any of claims
41-44, wherein verifying the POS device and the user device are registered further
comprises:

determining, with at least one processor, that the SMS device data
associated with the POS device corresponds o the account data associated with a
marchant account; and

determining, with at least one processor, that the SMS device data
associated with the user device corresponds to the account data associated with a

user account.
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486. The computer-implemented method according to any of claims
41-45, further comprising:

based on receiving the transaction data associated with the transaction,
fransmitling, with at least one processor, a transaction parameter confirmation
message; and

based on recelving ftransaction parameter confirmation response
message indicating that the transaction is authorized, transmitting, with at least one
processor, a pre-authorization message associated with the transaction.

47. The computer-implemented method according to any of claims
4146, further comprising:

based on receiving the fransaction data associated with the transaction,
fransmitling, with at least one processor, a pre-guthorization request message
associated with the transaction; and

in response io recelving a pre-authorization response message
associated with the fransaction indicating the fransaclion is not authorized,
fransmitting, with at least one processor, a message associated with the transaction
o the POS device, the message indicating that the transaction was not authorized.

48.  The computer-implemented method according any of claims 21—
27, wherein verifying the POS device and the user device are registered further
comprises:

based on determining that at least one of the POS device and the user
device are not regisiered, transmilting, with at least one processor, 8 message
associated with the transaction to the at least one of the POS device and the user
device indicating that the at least one of the POS device and the user device are not
registered.

49. A system for communicating transaction data between mobile
devices, the system comprising:
at least one processor programmed or configured to:
register account data associated with a merchant account as
corresponding to short message service (SMS) device data associated with a point-
of-sale (POS) device;
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register account data associated with a user account as
corresponding to SMS device data associated with a user device;
receive, via an SMS communication connection, transaction data
associated with a transaction from the POS device, comprising:
the SMS device data associated with the POS device,
the SMS device data associated with the user device, and
parameter dala associated with the transaction, the
fransaction initiated by the POS device, the parameter data comprising a transaction
value,
verify that the POS device and the user device are registered;
based on determining, with at least one processor, that an
account balance of the user account is greater than the ransaction value, fransmitting,
with at least one processor, a first confirmation message associated with the
transaction, via an SMS communication connection, to the user device to confirm the
fransaction; and
based on receiving, with at least one processor, a first
confirmation response message associated with the transaction from the user device
via an SMS communication connection, processing, with at least one processor, the

fransaction data.

50. The system according to claim 48, wherein the at least one
processor is further programmed or configured to:

based on determining that the transaction authorization limit is greater
than an authorization limif threshold, transmit a second confirmation message
associated with the fransaction to the user device; and

based on receiving a second confirmation response message
associated with the transaction, confirm, prior {0 processing the transaction data, that

the second confirmation response is valid.

51. The system according to claims 49 or 50, wherein, when
registering account data associated with the account as corresponding to SMS device
data associated with the user device, the at least one processor is programmed or

configured to:
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register confirmation data associated with confirmation of the
fransaction, the confirmation data corresponding to the SMS device data associated

with a user device.

52. The system according fo claims 50 or 51, wherein the at least one
processor is further programmed or configured o

determine that the second confirmation response message indicates
that the transaction is valid based on a comparison of the second confirmation
response message to the confirmation data received during registration of the account
data associated with the account corresponding to the SMS device data associated

with a user device,

53. The system according to any of claims 49-52, wherein, when
verifying the POS device and the user device are registerad, the at least one processor
is programmed or configured fo:

determine that the SMS device data associated with the POS device
corresponds o the account data associated with a merchant account; and

determine that the SMS device data associated with the user device
corresponds to the account data associated with a user account.

54.  The system according o any of claims 49-53, wherein the at least
one processor is further programmed or configured to:

based on receiving the transaction data associated with the transaction,
fransmit a transaction parameter confirmation message; and

based on receiving transaction parameter confirmation response
message indicating that the transaction is authorized, fransmit a pre-authorization
message associated with the transaction.

55. The system according o any of claims 49-54, wherein the atleast
one processor is further programmed or configured to:

based on receiving the transaction data associated with the transaction,
fransmit a pre-authorization request message associated with the transaction; and

in response to receiving a pre-authorization response message
associated with the transaction indicating the fransaction is not authorized, transmit a
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message associated with the transaction o the POS device, the message indicating
that the transaction was not authorized.
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