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( Start of service process }~ ST1~8T2

Y
Authentication request ~— ST3~ST7
Authentication constituting process P1 | |~ ST8~ST16

Y

Authentication constituting process P2 | [~ ST17~ST26

Y
Verification of authentication result ~ ST27~ST40
Y
Search of user information — ST41~S43
Provision of service ~— ST44~S47

FIG.2
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33
B )
C/}f I
Unit device constituting information
Unit device specifying information Function name |Processing order
First unit device specifying information | Data collection 1
First unit device specifying information |Signal processing 2
Second unit device specifying information Storage 3
Second unit device specifying information Matching 4
Second unit device specifying information Judgment 5
Device information storage unit
——— e

FIG.5
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Equipment certificate of first unit device

44a —

Equipment certificate body

Public key to first unit device

First unit device specifying information

Equipment certificate issuer information

Digital signature of equipment certificate issuer

44b ~—

Evaluation report of first unit device

First unit device specifying information

Biometric authentication algorithm
specifying information

Biometric authentication accuracy

Equipment certificate storage unit

~— 44

FIG.7
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Equipment certificate of second unit device

54a ~—

Equipment certificate body

Public key to second unit device

second unit device specifying information

Equipment certificate issuer information

Digital signature of equipment certificate issuer

54b —

Evaluation report of second unit device
second unit device specifying information

Biometric authentication algorithm
specifying information

Biometric authentication accuracy

Equipment certificate storage unit

FIG.8

—~ 54

User unique information

55b1—

User identification information certificate

Certificate body

User identification information

Hash value of biometric
referential information for user

TTP information

Digital signature of TTP

55¢ T

Biometric referential information for user

~ 55a

FIG.9
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First authentication context

cth4—

Header block

Equipment certificate of first unit device

Evaluation report of first unit device

cld 41

Data block

Challenge value from service providing device

Hash value of execution result of
authentication constituting process P1

~ 1

| 44a
| 44b

claJ4—1

Authenticator block

Authenticator

FI1G. 10

second authentication context

c2h4)

Header block

Equipment certificate of second unit device

Evaluation report of second unit device

L} 54a
L} 54b

c2d 4+

Data block

Challenge value from service providing device

Hash value of execution result of
authentication constituting process P1

Hash value of execution result of
authentication constituting process P2

User identification information certificate

s g 55b

c2a}

Authenticator block

Authenticator

FIG. 11
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First authentication constituting
process result information

b1h——

Header block

First unit device specifying information

b1d—~—

Data block

Execution result of authentication
constituting process P1

b1s ——

Security block

First authentication context

FI1G. 12

second authentication constituting
process result information

b2h——

Header block

second unit device specifying information

b2d ——

Data block

Execution result of authentication
constituting process P2

b2s 1+—

Security block

second authentication context

J—

~ b2

L c2

FIG.13
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Authentication processing result information b
Header block
bh —— First unit device specifying information
Second unit device specifying information
Data block
bd —— Execution result of authentication
constituting process P2
Security block
bs | First authentication context ¢t
Second authentication context ——}-— 2
623
< _ —
Information identical or corresponding
to secret information in unit device
Public key to equipment
certificate issuer of unit device
Public key to TTP |-
— Storage unit o

F1G. 15
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Authentication constituting process P1: ST8 to ST16

30: Unit integrating device 40: First unit device

Send authentication Receive authentication

constituting process P1 > | constituting process P1 | —ST9

execution request execution request

[
ST8 Y

Execute authentication || ST10
constituting process P1

Y

Generate context
information — ST

Y

Read secret information 1| |—~ST12

Y

Generate first
authentication context | [~ST13

Y

Generate first
authentication constituting| |—ST14
process result information

ST16

[ Y

Receive first authentication Send first authentication
constituting process constituting process —~—ST15
result information result information

A

Y

Authentication constituting process
P2:to ST17 to ST26

FIG. 17
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Authentication constituting process P2: ST17 to ST26

30: Unit integrating device

Send authentication
constituting process P2
execution request

50: Second unit device

I
I
I
|
I3

[
ST17

ST?26

Receive second
authentication constituting
process result information

Y

Receive authentication

Y

A

Verification of authentication
result; to ST27 to ST40

constituting process P2 | (—ST18
execution request
Y
Read user unique |
information ST18
Y
Execute authentication | |_
constituting process P2 S120
Y
Generate context |
information ST21
Y
Read secret information 2 | —ST22
Y
Generate second
authentication context | [~ ST23
Y
Generate second
authentication constituting | —~ST24
process result information
Y
Send second
authentication constituting | ~—ST25

process result information

FIG. 18
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S

Information identical or corresponding to secret information
in unit device (first scheme)

Public key to equipment certificate issuer of
unit device (first scheme)

Public key to TTP
(first scheme)

Information identical or corresponding to secret information
in unit device (second scheme)

Public key to equipment certificate issuer of
unit device (second scheme)

Public key to TTP

F | G. 24 | |(second scheme)

———

Storage unit

mms——

b~

Authentication processing result information

Header block

First unit device specifying information (first scheme)

bb 1+

Second unit device specifying information (first scheme)

First unit device specifying information (second

scheme)

Second unit device specifying information (second scheme)

bd 1+

Data block

Execution result of authentication
constituting process P2 (first scheme)

Execution result of authentication

constituting process P2 (second scheme)

bs/-\./

Security block

C1/'\~_/

First authentication context (first scheme)

C2’"\~./

Second authentication context (first scheme)

C1/"\~_/

First authentication context (second scheme)

CZ”*\

N

Second authentication context (second scheme)

FIG. 25
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('Start of service process )~—ST1~ST2

Authentication request —~ST3~ST7
: >
Y
Authentication constituting process P1| (—ST8~ST16
Execute second scheme
after first scheme Y A
A Authentication constituting process P2 | —ST17~ST26

Y
Verification of authentication result | |~—~ST27~8T40

Y
Search of user information —ST41~ST43

Y
Provision of service —~—ST44~ST47

FI1G.26
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