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20 Novenber 2006 DATA STORAGE SYSTEM BACKGROUND OF THE QﬁgENTICQ.@ge
present invention relates to a data.-storage system for 2CR9SFAFT 9%t a
storage apparatus on a network to store data frominside users' termna
apparatuses so as to let the stored data be subsequently used by the
users. Mrre particularly, the invention relates to a data storage system
for allowng a plurality of types of term nal apparatuses to use data
stored by the system In recent years, the so-called storage service has
gai ned wi despread acceptance. This is a service that enables term nal
apparatuses such as personal computers (PCs) owned by users to transfer
their electronic data files t®AASHTORAGRHSRITAMIgE over a conputer
network. The storage service is being utilized for diverse purposes

i ncl udi ng data backup and di sclosure. That is, copies of data files from
i nside users' conputers are deposited with the storage service for
subsequent B3CEGBPUNDheFUSHES INUENTIbRS transferred to the server are
stored therein in formats allow ng for download to the general public.

There have been a ThahBreoén€onsksRt NS AN 2 COOVEHTE OfRL 5 SI04,A08 Services.
For example, if a user 1 ' :

system for causing a data storage apparatus on a network
to store data from inside users' terminal apparatuses so
as to let the stored data be subsequently used by the
users. More particularly, the invention relates to a data
storage system for allowing a plurality of types of
terminal apparatuses to use data stored by the,systeﬁ.

In recent years, the so-called storage service has
gained widespread acceptance. This is a service that
enables terminal apparatuses such as personal computers
(PCs) owned by users. to transfer their electronic data
files to a server for storage over a computer network.
The storage service is being utilized for diverée
purposes including data backuprand disclosure. That is,
copies of data files from inside users' computers aré
deposited with the stofage service for subsequent uses by
the users, or files transferred to the server are stored
therein in formats allowing for_dcwnload to the general
public.

There have been a number of constraints on

conventional storage services. For example, if a user
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20 Novenber 2006 transfers data fromhis or her persongi conput t hone
to the server of a service provider for data storage, %%V%ﬁ%ﬁgé% will,
upon retrieval;, often have to access the server through the use of the
sanme ‘personal conputer running the sane application programin handling
the data: In other words, the stored data cannot be shared between
different types of apparatuses or between different applications even if
the sane apparatus is utilized. It follows that where the storage service
is used for backup purposes, the user away from home cannot use the stored
data usi ng anot her personal conputer or a PDA (Personal - Digital Assistant)

because t he tdaha feeie ddeposirbedhisi B8 Hehe pBEsBhaNORBmphR2 dat ﬁoﬂ%s"' osure
setup, there is no way of knowi ng in advance the typeg o? term na

appar at uses tengheyed B ruser 8 £arvaeeessol9akhe r§l05208 s%ﬁ%gige system - if
a termnal attenpting to access the systemis not anbhg the gypes of the

appaLr at uses chBAl crbausebeRt1 yoedph SLALECLNE, datfenthe uoer of Lhat

ternlngl is barred fromthe shar use of €’'da

Peraoner oy B BRSRE AL R ad FLOSERS RePAIEET BBl Saron, o

by diSC|OSEPHnEg§”EﬁE %g%ep%rsgn'stgwn website or at a_ website run by a

third party For scfSs 57k puPB &&gtion program in handling the data.
In other words, the stored data cannot be shared between
different- types of apparatuses or between different
applications even if the same apparatus is utilized. It
follows that where the storage service is used for backup
purposes, the user away from hbme cannét use the stored
data using another personal computer or a PDA (Personal
Digital Assistant) because the data were deposited using
the PC at home. In a data disclosure setup, there is no
way of knowing in advance the types of terminal
apparatuses employed by users for access to the storage
service system; if a terminal atfempting to access the
system is not among the types of the apparatuses that
have been used to store the data, the user of that
terminal is barred from the shared use of the data.
Conventionally, a person's electronic data files

méy be disclosed tO'otheré over the Internet by attaching
the files to e-mail or Web mail for transmission, or by

disclosing them at the person's own website or at a

 website run by a third‘party for disclosure purposes.
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2 20 Novenber 2006 One di sadvantage of the conventiona cheqﬁﬂ g@ie IS
that where e-mail or Web mail is used, the disclosing PVE % essi on
of the electronic data files can dlsclose the files only to specific
persons having an environnment that permts the use of e-mail or |ike
facilities. The files are limted to a predeterm ned data size. Another

di sadvantage is that once the files are sent out, there is no way of
knowi ng how they will be handled by the receiving parties or what the
files will be used for. Wiere the person's own website or a third party's
website is utilized for data disclosure, it is difficult to disclose the
files for specifi cOperdiosmdomhyage VIEr €hé heonebsi ienis seshd Wpdliscl osure,
the receiving parties are allowed to downl oad electronic data files only

as long as tkethateshare beinagidbschiepeglaat &Qeu§é&e thEU&EESIHP{ﬁg wher e
el ectronic data files are disclosed by e-nmail, Wb mail, or at t

website, thpadayaiargoenesdednand @ﬁeoéﬁéc99$ﬁléoﬁ +GOFTYAL CaL ) on protocol
and security purposes; the formats of the data ?es remal n unconvert ed.

;hls requirgssthatet fge fggggvbﬂgypggtﬁﬁé?Pf Q% ?rmng.Y rllggﬁéatuses and
pplication prograns conpatible with the fi f e y the
di scl osi ng PRV ¥enment that permits the use of e-mail or. like
facilities. The files are limited to a predetermined data
size. Another disadvantage is that once the files are
sent out, there is no way of knowing how they will be
handled by the receiving parties or what the files will
be used for. Where the person's own website or a third
party's website is utilized for data disclosure, it is
difficult to disclose the files for specific persons only.
Where the website is ﬁsed for disclosure, the receiving
parties are allowed té download electronic data files
only as long as the files are being disclosed at the site.
Furthermore, where electronic data files are
disclosed by e-mail, Web mail, or at the website, the
data are encoded and decoded only for_communiéation |
protocol and security purposes; the formats of the data
files remain unconverted. This requires that the
receiving parties procure terminal apparatuses and
application prdgrams compatible with the file formats
-foered by the disclosing party.

The present invention has been made in view of the




The present invention has been made in view of the 3 20 Novenper 2006
above circumstances and provides a data storage system 2@NaB¢mbgy 2806
plurality of term nal apparatuses of users to share data deposited on the
network by other users operating the sane or other types of term nal
apparatuses. SUMVARY OF THE I NVENTION I n accordance with an aspect of the
present invention, there is provided a data storage systemhaving a
plurality of term nal apparatuses of users connected w th a data storage
unit of a service provider via a conputer network, said data storage unit
storing daghoveérerrtnsbtensedeandr pioaldappards usest soagdadydthen st or ed
data are subsequently used by said users, said data storage unit

conpri si ngengbhihegt & nglurahst{oof coanetha hgapsardtded e of anages wvt of said
service provider with said term nal apparatuses of said users via said
conput er seawnerHdatadépeodentdyonfthypestwdrisabd dEeied nader@ppar at uses;
file storing nmeans for allocating to each of said users a user area of a

pr edet er m operastzey tthestsane odabehér apgeisiode tehai hel Nimed rappakat us of the
user in question; file managi ng neans for managi ng the data being stored
in said file storing neans; and data format 4

SUMMARY OF THE INVENTION

In accordance with an aspect of the present

invention, there is provided a data storage system having

a plurality of terminal apparatuses of users connected

with a data storage unit of a service provider via a

computer network, said data storage unit storing data

from inside side terminal apparatuses so that the stored

data are subsequently used by said users, said data

storage unit comprising: connecting means for connecting

said data storage unit of said service provider with said

terminal apparatuses of said users via said computer

network independently of types of said terminal

apparatuses; file storing means for allocating to each of

said users a user area of a predetermined size to store

data from inside the terminal apparatus of the user in

question; file managing means for managing the data beihg

stored in said file storing means; and data format




20 Novenber 2006 converting neans for performng a dat? format converting
process on the stored data in said file storing neans; Z%Nerenker 2096
response to a use request fromany one of said users, said data formt
converting nmeans automatically determ nes the type of term nal apparatus
used by the user based on information inherent under a conmunication

prot ocol of the use request, and converts stored data in said file storing
means into a format conpatible with the type of the term nal apparatus
used by the requesting user for connection to the system the converted
dat a bei ngcosedrbynganeaner ivnagleafpariatqs ddvodghmali ebnsairdingquesting
user has sent said use request. As outlined above, the data storage system

of an enbpdooess of the sstowehtdaam ald ows AIFENS sterfhfaheaappar at uses to
connect with the data storage unit of the service provider independently

of the typeseoéimheintesspaade appar aidss ashristg rtespdan¥hendaba for mat
converting nmeans of the system may convert the stored data in the file

storing meaasdiusers, fadmtdomRiinkite coMddrta ngarkhall ar type of the
term nal apparatus used by each user for connection to the system Wth

the stor edautiGh@: CONVEY t @k d:0n it e ithab g ot «25: Ag€d8dpa BAENs USEr  can
use the stored data
used by the user based on information inherent under a
communication protocol of the use request, and converts
stored data in said file storing means into a format
compatible with the type of the terminal apparatus used
by the requesting user for connection to the system, the
converted data being used by said terminal apparatus
through which said requesting user has sent said use
request.
| As outlined above, the data storage system of an

embodiment of this invention allows users’ terminal
apparatuses to connect with the data storage unit of the
service provider independently of the types of the
terminal apparatuses being used. The data format
converting means of the system may convert: the stored
data ip the file storing means into a format compatible
with a particular type of the terminal apparatus used by
each user for connection to the system. With the stored

data converted to a suitable format as needed, each user

can use the Stored data




5 20 Novenber 2006 wusing a term nal apparatus of a desjred type for
connection to the systen? Pref erably, Pﬁe data storage é@%@éﬁ%@?zawi

enbodi ment of this invention may include a data disclosure controlling
means for managi ng use conditions under which the stored data in the data
storing neans are allowed to be 5a 20 Novenber 2006 used. The data

di scl osure controlling neans enables the data for which the use conditions
have been set to be wused by users other than the user who stored the data
in question into the data storing element. Thanks to these features of the
inventive syshena taohionalyspberases whoasdesetedat @ ntorthe system but

al so other users can use the stored data using a desired term nal

appar at us tonneobhesttonthe shetsystem The data is converted to the
format conpatible with the termnal apparatus that happens to be in use.
~I'n-addition, whprefesabhlapl €hdiS@a€ONEELT RS e &Rtof Unthe data stored by
a given user in the system the stored data may be disclosed to other

users in vaxsodesériedoPyrhhe UseEnt fon AHEStidMmufpecidigal Iy, the data may
be offered or :

disclosure controlling means for managing use conditions

under which the stored data in the data storing means are

allowed to be

5a




di scl osed to particular users in a particular manner for _particular
purposes as designated by the user who stored the dat a0 BRyeubenEder pTI ON

OF THE DRAW NGS These and other objects of the invention will be seen by.
reference to the description, taken.in connection wth the acconpanying
drawi ng, in which: Fig. 1 is a schematic view showing a typica
configuration of a‘'data storage system enbodying this 6 20 Novenber 2006
invention; Fig. 2Ais a tabular view depicting a typical member user
managenment database; Fig. 2B is a tabular viewillustrating a typical
menber user file managenent database; Fig. 3 is a tabular viewindicating a

typical datygsedOnmes Sions t @pLei o e &A%@iﬁ?@'ﬁ%ﬁé %fg@%g&rﬂ%?e@

typi cal disclosure policy managenent ta is a

lowchart o B endt 1 DR cht e aat g S T B et et on
operates tqd el §Ne,SHE oIRIP L UF L SLOLE AN, T8I EY & Pt & g,
| question into the data storing element.
Thanks to these features of the inventive system,

not only the user who stored data into the system but
also other users can use the stored data using a desired
terminal apparatus for connection to the system. The data
is converted to the format compatible with the terminal.
apparatus that happens to be.in use. In addition, where
suitable use conditions are set for the data stored by a
given user in the system, the stored data may be
disclosed to other users in ways desired by the user in
question. Specifically, the data may be offered or

disclosed to particular users in a particular manner for

particular purposes as designated by the user who stored

the data.

BRIEF DESCRIPTION OF THE DRAWINGS

These and ofher objects of the invention will be
seen by reference to the description, taken in connection
with the accompanying drawing, in which:

Fig. 1 is a échematic view showing a typical

configuration of a data storage system embodying this =
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Fig. 7 is a flowhart of steps in which inventive data_s{orage system
opgrates to let different negber users share disclosedzﬁépﬁgnhﬁﬁﬁﬁiED
DESCRI PTI ON OF THE PREFERRED EMBCDI MENTS A preferred enbodi nent of the data
storage -system according to the invention will now be described in detai
with reference to the acconpanying draw ngs. The inventive data storage
systemallows users to store data into a data storage unit of an entity
that 7 20 Novenber 2006 offers the system (called the service provider
hereunder) and to manage the stored data as desired in order to let the
data be subsequently referenced, downl oaded, or otherw se used. Were this
systemis inngepatabngn, a contract nade between each user and the service
provider allocates to the user a user area of a predetermned size in

which to store datmignszheia gatahsloF agfedeyiSEcBULY aa?yﬁiéﬂ ver managed
by the service provider (the user having a user area all’ocated under ‘

contract w wbmbBe uservie@aBeA%hEeHathbhshe called a menber user
hereunder). A nenber user may connect to fhe systemthrough the conputer

network i n order tﬁi&PVQBdPEaafEéEﬂi£¥“6¥%&EF ldg%gés.terninaL apparatus to
the user area in the system ftor storage an e%o use'?ﬂggéiéﬂgﬁ' a. as
‘needed. member user file management database;

Fig. 3 is a tabular view indicating a typical data
conversion table; |

Fig. 4 is a tabular view presenting a typical
disclosure policy management table:

Fig. 5 is a tabular view sketching a typical
information intercepted member table;

Fig. 6 is a flowchart of steps in which the data
storage system of the invention operates to let the same
member user store and retrieve data; and

Fig. 7 is a flowchart of steps in which inventive
data storage system operates to let different member

users share disclozed data.

DETAILED DESCRI?TION'OF THE PREFERRED EMBODIMENTS

A preferred embodiment of the data storage system
according to the invention will now be described in
detail with reference to the accompanying drawings.

The inventive data storage system allows users to

store data into a data'storage unit of an entity that




The above-descri bed system uses an integrated connecti nterface for
connection to the con%uter network.. The interface alloggh%yqﬁm§§8W§pes of
user termnal apparatuses to connect with the data storage wunit of the
service provider for data storage and other purposes. The inventive system
charges each menber user for the size of the allocated user area. The user
area may |ater be changed in its total size when rel evant provisions of

the contract are nodified and agreed on 8 20 Novenber 2006 between the |
user and.the service provider. Under this system each nenber user nakes a
contract with the service provider over a data conversion service. This is

a service wbiEgbrswhre bhetammpeniusar that teppi set r&§§dé?eh9§é@nééfied in
the user area, converts the target data into a data fornmat conpatible

with the typgdaotot Renkgem -Ral saeiaaaaaaéallésdd@yl}@& Hﬁeér?éP gyestion for
connection to the syst em The data conversion service references or mat

conver si on dAbagays oo asybesghoat: geperdenl dat ayfopl s or 1l e sizes

recorded beforehand in the Syste en carryihg dut 2 f of nat h
copverst on BEACERDES GOINST WS- O A ST 19 FLO" Shanging the

file size to conp a gv

.contract made between each user and the service provider
allocates to the user a user area of a predetermined size
in whigh to store data inside a data storage device such
as a server managed by the service pfovider (the user
having a user area allocated under contract with the
service provider will be called a member user hereunder).

- A member user may connect to the system through the
computer network in order to move data from inside the
user's terminal apparatus to the user area in the system
for storage and to use the stored data as needed.

The above-described system uses an integrated
connection interface for connection to the computer
network. The interface allows diverse types of user
ﬁerminal apparatuses to connect with the data storage
unit of the service provider for data storage and other
purpoéés.

The inventive system charges each member user for
the size of the allocated user area. The user area may
later be changed in its total size when.relevant

provisions of the contract are modified and agreed on




data format. Conversions may take place between such gﬁg@ %ﬁ%g
(Graphics Interchange Format), JPEG (Joint Photographi it rts

G oup), AVI (Audio Visual Interleaved) and MPEG 4 (Moving Picture imge.
coding Experts Goup Layer 4). In the case that a plurality of . data
formats is conpatible with a given term nal apparatus, the menber user
utilizing the termnal in question may select one of the formats for
conversion. In operation, the data conversion service automatically
determ nes the type of the term nal apparatus used by the nenber user for
connection to the 9 20 Novenber 2006 system and perforns a data fornmat

conversi on peeeess itHe cespl hadcenw tBryhecagtggaiikeal |y deterni ned
terminal type. The termnal type is determined illustratively by

anal yzing HTTT USERLAGENT 0f $dPork bRl eidmIs ANReF ndfal gpol) or

equi val ent i nformati on under a communication protocol 1n use, or by

verifying tBSnH%QEtIgﬁtﬁaﬁﬁﬁnggrv1é8dp98§iﬁggt693r0£ 82?Qegéﬁ§gkélon . URL)
regardi ng the connected term nal apparatus of a given

IIIustratlv§g¥Vl@eneqﬁefﬁu§§r ééﬂ&dfgh rnﬂg Q?ﬁg%E%%SU%% her
[

| nt er net - capabl e personal conputer to e sys provi der,

store data from|psids Lbe PG’ BLe.the,20R' S }LS H§§£ a&en the system

converts the target data into a data format compatible
with:the type of ﬁhe terminal apparatus used by the user
in question for connection to the system. The data
conversion service references format conversion data such
as terminal-dependent data formats or file sizes recorded
beforehand in the system when carrying out data format
convefsion processes converting one data format to
another or changing the file size to comply with a given
data format. Conversions may take place between such
formats as GIF (Graphics Interchange Format), JPEG {(Joint

Photographic Coding Experts Group), AVI (Audio Visual

Interleaved), and MPEG-4 (Moving Picture image coding
Experts Greup Layer 4}. In the case that a plurality of
~data formats is compatible with a given terminal
‘apparatus, the member user utilizing the terminal in
question may select one of the formats for conversion.
In operation, the data conversion service
automatically determines the type of the terminal

gpparatus used by the member user for connection to the




and -manage the stored data as desired. The data storeddé thﬁgyﬁgr ar.ea.
may | ater be referenced, downl oaded, or otherw se use oveber AP40a |
apparatus other than the PC (e.g., a PDA, or a nobile tel ephone with
comruni cation capabilities) through the above-described data format
conversion process ensuring conpatibility wwth the termnal in use.
Conversely, a termnal apparatus other than the personal conputer nay be
used to connect to the systemof the service provider and to deposit data
with the systemso that the stored data may subsequently be used by the
PC. This feature provides nenber users with a higher degree of freedomin

data utilizaysoam; egaddbessoifs 20 dovenberm2006oneérshen tyRsedfs the
term nal apparatus used for connection to the systemor the |ocation where

the connect tompl sanestabth stied ahtbndhecsyYsyeddtdlhusdd atd Mgl Y, a member
user may operate a PC at hone to store data into the systemand the stored

data in thetﬁ){éte@H@-Ytéﬁ{iQfale:fyp@q_%s%%i:&?n&H.é% rﬂ%g@a%qv%lﬁ%g By

offering users flexible uses of the stored data based on enhanced system

o &g e SRS £ S TONLABT B BligRCL T
inventive Sﬁ’f&@&@“ S écﬂ?id’%?féﬁtqei%)?grtrggtfoa& aur%c?erbea ncootmmunication

protocol in use, or by verifying the user ID, password,

and destination of connecﬁion (i.e., URL) regarding the

connected terminal apparatus of a given type.
ITllustratively, a member user under contract may

connect his or her Internet-capable personal computéf to

the system of the service provider, store data from

inside the PC into the applicable user area in the system,

and manage the stored data as desired. The data stored in

the user area may later be referenced, downloaded, or

otherwise used by a terminal apparatus other than the PC

(e.g., a PDA, or a mobile telephone with communication

capabilities) through the above-described data format

conversion process ensuring compatibility with the

terminal in use. Conﬁersely, a terminal apparatus other

than the personal computer may be used to connect to the

system of the service provider and to deposit data with

the system so that the stored data may subsequently be

used by the PC. This feature provides member users with a .

higher degree of freedom in data utilization regardless

10




only utilized by the sane user but also shared by diffgrent . users.
VMeye appropriate provisions are included in the contr%@ﬁ?“ﬁﬁﬁggﬁgiserV|ce

provider over a data disclosure service, different nmenber users may share

the stored data. More specifically, the data stored by a given nenber user
into the system may be disclosed in such a manner as to allow ot her nmenber
users to share the data as well (the other nenber users allowed to receive
the disclosed data will be called receiving parties hereunder). Data files
are disclosed using this system under what nmay be called a protected

di scl osure schene. Under this scheme, nenber users wlling to let their

data be di ¢l thedtypeand shar edrhynatheppreabeEs USEASFHRYcddnLO: Noyember
2006 inpose certain use conditions on the disclosure (the nenber users

di scl osi ng tbeithedayateinl brbeneal bedtidhsehaskngnparbiss-pesgupgder) The use
conditions may illustratively involve: designating the receiving parties

to whom dat astmy1bengiisehencdneayyboch?i ng Als ALANAIL NG, RafQpy Of the
di scl osed data to receiving parties' user areas; authorizing or E

pr ohi bi tingusbe daynbpadaet Lhec disabpsed,dala doalecelying parties’

term nal apparatuses; specifying a period over whic the"Yat's are

disclosed; aython! 2h89:RE BLOALRIELPY 1B LOL M oy may 1ater be
accessed on the road using a PDA. By offering users
flexible uses of the stored data based on enhanced system
availability,.this‘3ystem enables the service provider to
attract more customers than before. .

The above-described data conversion service of the
inventive system allows the user—-deposited data to be not
only utilized by the same user but also shared by
different member users. Where appropriate provisions are
included in the contract with the service provider over a
data disclosure service, different member users may share
the stored data. More specifically, the data stored by a
given member usef into the system may be disclosed in
such a manner as to allow other member users to sharé the
data as well (the other member users allowed to receive
the disclosed data will be called receiving parties
hereunder). Data files are disclosed using this system
under what may be called a protected disclosure scheme.

- Under this scheme, member users willing to let their data

be disclosed to and shared by other member users may

11




conversion to be perfornmed by this system and authorizing or prohibiting
secondary use of Phe'disclosed data (i.e., the pract!c%pEWV%PW%egﬁ@lng
party authorizing other nenber users to use the received data) These use.
conditions will be referred to as.disclosure policies in the description
that follows. Wen a certain disclosing party authorizes disclosure of
data to sonme other receiving party under the above-described constraints,
the disclosure is first announced to the receiving party. The announcenent
is made illustratively by e-mail transmssion or by a nessage indication
on a display screen of the designated receiving party upon his or her

connection fmpbbe systedn tekl ewhagtibgsapAovneeqest1bseret pendi scl osing
12 20 Novenber 2006 party, the receiving party is able to use the data

stored in hbgodirsgkesknaipBalb¥ifgUsREiar 8ataBgeayusgther faja are
di scl osed by way of this system the data are converted to a data format

conpati bl e wisB1bhentypareletheckenhng] . aRRANALNS ISR iyl e ecel ving

_party for connection™to the syst e_m The con\{re_r Si“OE p:’jgfgstsol injghef ?g.get ﬂ.z

ok, SarEZhatPECROTE USELCR ol AL ML LS B LR AP B0 L

di scl osure Pglﬁﬁgm &Stéo%éﬁmﬁe disclosed; authorizing or prohibiting
a copy of the disclosed data to receiving parties' user .
areas; authorizing or prohibiting the download of the
disclosed data to receiving parties’ terminal
apparatuses; specifying a period over which the data are
disclosed; authorizing or prohibiting data format
conversion to be performed by this system; and
authorizing or prohibiting secondary use of the disclosed
data (i.e., the practice of a receiving party authorizing
other member users to use the received data). These use
conditions will be referred to as disclosure policies in
the description that follows. When a certain disclosing
party authorizes disclosure of data to some other
receiving party under the above-described constraints,
the discldsure is first announced to the receiving party.
The announcement is made illustratively by e-mail
transmission or by a message indication on a disélay
screen of the designated receiving party upon his or her
connection to the system,

Following the announcement from the disclosing

12




that different nenber users, solely under constraints of.. .the d|§&%§5|ng
party's disclosure policy, can utilize the disclosed %PY?P@? i bl e

manner, i.e., regardless of the type of the term nal apparatus used for
connection to the systemor the |ocation where the connection is
established with the system The inventive systemallows disclosing parties
to grasp those who have used the disclosed data. In addition, the system
preserves the settings of use conditions inposed by the disclosing parties .
on the disclosure and a history of uses by the receiving parties of the
di sclosed data. This feature also helps inplenent the protected data

di scl osure pehepe. tBet weeaidififepentynesbeblyses Susdheidedaef Hdrdd
utilize disclosed data may be determ ned by each user. 13 20 Novenber 2006

Each nenberitisehenaysal s0ihgt pacePpt st heedesi-gnat i Rfse ¢neclRsed data from
a specific disclosing party. That is, the inventive systemnot only allows:

di scl osi ng @@§§1§§edtgys&apu&gt@higegfsgéﬁclgﬁéw%?%?ﬂéf%e%%gugr@géo enabl es
a

receiving parties to intercept unwanted di sclos ta or announcenents of

such di scl ogyr d
g0 Geom pond el afpadloel osl o0 PREULES. S RIS ALAD,

advance. This feature offers ne users a
apparatus used by the receiving party for connection to

the system. The conversion process is the same as in the
case of the same usér storing and retrieving data to and
from the system, unless data format conversiocn is
expiicitly prohibited as a disclosure policy. It follows
that different member users, solely under constraints of
the disclosing party's disclosure policy, can utilize the
disclosed data in a flexible manner, i.e., regardless of
the type of the terminal apparatus used for connection to
the system or the location where the connection is
establiished with the system.

The inventive system allows disclosing parties to
‘grasp those who have used the disclosed data. In addition,
fhe system‘preserves the settings of use conditions
imposed by fhe disclosing parties on the disclosure and a
history of uses by the receiving parties of the disclbsed
data. This feature also helps implement the protected
data disclosure scheme.

Between different member users, whether or not to

utilize disclosed data may be determined by each user.
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choosing the data to nake use of. As outlined above, the Sgst n1 @ this
i-nvention inplenents the protected data disclosure sc

di scl osure policies stipulated by disclosing parties. The systen1thus
al l ows menber users to store and use their .own data as well -as share ot her
menbers' disclosed data. Such enhanced availability of the system enabl es
the ‘service provider to attract nore customers than before. By making a
new contract with each nenber user over the data disclosure service, the
service provider further gains usage fees for the service. (1) Overal
configuration of the data storage system Described belowis a system

confi gurati pacHesbgped uberi MRYCHESS lﬁ@eﬂ@é?tsﬁﬂéa&§s§ ghefogeseri bed
above. Fig. 1 schematically shows an overall configuration of the 14 20

Novenber 20Q§scﬂ§5§d589£§9§réﬁséeg?g@%?igi%Qs+fo§f§giﬂ%§g$'O%hﬁﬁ isfil S

setup, a plurality of user termn ch 'w

generlcalIytﬁéliﬁgeﬁggvﬁe§%%£§&nag 'o&l 8@93&1éf tgﬁégégonni fﬁefhrgc.

need for distinction et ween) own y users

T SRR ! (SR o3PS S, A i

to a data storage uni service

luralit of servers an
P y reCelving partles to intercept unwanted disclosed data or

announcements of such disclosure from particular
disclosing parties as needed or in advance. This feature
offers member users a further degree of freedom in
choosing the data to make use of.

As outlined above, the system of this invention
implements the protected data disclosure scheme under the
disclosure policies stipulated by disclosing parties. The
system thus allows member users to store and use their
own data as well as share other members' disclosed data.
Such enhanced availability of the system enables the
service provider to attract more customers than before.
By making a new contracf with each member user over the
data disclosure service, the service provider furthef

gains usage fees for the service.

{1} Overall configuration of the data storage system
Described below 1is a system configuration designed
to_implement the data storage system described above. Fig.

1 schematically shows an overall configuration of the
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conputers. The users A and B are nmenber users of the da%@H raggfiystem
offered by the service provider. The user term nal FRF % user
‘is illustratively a consuner-oriented;personal conputer. The user term nal
1 or the PCincludes: a CPU (Central Processing Unit) that perforns
various arithnetic operations while providing overall control on the

term nal conponents; a RAM (Random Access Menory) acting as a work area
for the CPU;, a ROM (Read Only Menory) for accommodati ng data i ncl udi ng
prograns executed by the CPU, a hard disc drive (HDD) on which an
operating system and application progranms run by the CPU are stored and to-

and from whdehavarbetiyessobtedabacardihyl €5 ang %ﬁb&h%ﬂoﬁnd:ﬂ?Q§u4@ di spl ay
unit for displaying diverse kinds of information;, a display interface for

i nterfaci ngsdaup,excpangasibet wensbhet@mgﬁab@v%fbei 20906 display unit
and the CPU; an operation unit operated by the useéer enterfng data and

i nstructi ongyhaBLoRel at H@Nge h@?c%&%&&&i gtgﬂgagggg Qé‘%alﬁxfhf‘”ges

bet ween the operation unl a networ k ace for

terf I h n the ternmn and t he service
brovi dor | ount RRaEE Lk e RS e PEe i h o 5‘%%%@ oy oach

be a PC, a therebetween) owned by users (A and B only in this

example} are connected through a computer network NT such
as the Internet to a data storage'unit 11 of the service
provider in possession of a plurality of servers and
computers.

The users A and B are member users of the data
storage system offered by the service provider. The user
terminal la owned by each user is illustrativély a
consumer—-oriented personal computer. The user terminal 1
or the PC includes: a CPU (Central Processing Unit) that
performs various arithmetic operations while providing
overall control on the terminal components: a RAM (Random
Access Memory} acting as a work area for the CPU; a ROM
(Read Only Memory) for accomﬁodafing data including
programs executed by the CPU; a hard disc drive (HDD) on
which an operating system and application programs run by
the CPU are stored and_to and from which varieties of
data and files.are written and read; a display unit for
displaying diverse kinds of_infor%ation; a display

interface for interfacing data exchanges between the
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PDA, or_ a nobile tel ephone wi.th communicati.on capabilijies. The er
terminal 1 may be connected to the  conputer network hﬂitﬁ?ﬁﬁﬁkﬁgagktly or

by way of an Internet service provider (ISP) using a tel ephone line o
network or an optical fiber network. The user terminal 1 may be connected
to the conmputer network NT in either wred or wirel ess fashion wherever

t he connection can be established. The user termnals la, |Ib, and Ic are
structured so as to communi cate through the conmputer network NT with an-
integrated connection interface server of the data storage unit 11, to be
described |l ater. The data storage unit 11 of the service provider has a :
plurality ofiispiputenstaaddsehgeCBUeagh bpu¥tagién ShiHCOPYELaBEMIh@r to that
of the user termnal 1. These conputers and servers are furnished so as to

i npl ement  the fisatuseScPeRgSaatY £AA LHEtSREVISSS; 1 £n bELOF OV died. |
Specifically, the data storage unit 11 includes: an 16 Novenber 2006

i ntegrated copageibonsbat ehtaseaseryelals LREnILEL MACINGey ild TETDET
users; a file managenent conputer 13 that records and nanages i nformation

about menbeppuser soanda; 0ok fRlackh| esnstered by, f he, pEmpeL users: a file

server 14 for storing actual data fromeach ne user,; at'a f or mat

conversion compuEer: 15 dhal PeATeI{E éﬁ%ﬁﬁnges between the terminal

and the service provider over the computer network.

The user terminals 1lb and lc may each be a PC, a
PDA, or a mobile telephone with communication
capabilities. The user terminal 1 may be connected to the
computer network NT either directly or by way of an‘
Internet service provider (iSP) using a telephone line
network or an optical fiber network. The user terminal 1
may be connected to the computer network NT in either
wired or wireless fashion wherever the connection can be
established. The user terminals la, 1lb, and lc are
structured so as to communicate through the computer
network NT with an integrated connection interface server.
of the data storage unit 11,-to be described later.

The data storage unit 11 of the service provider
has a plurality of computers and servers each having a
structure similar to that of the user terminal 1. These
computers and servers are furnished so as to implement
the features necessary for the services to be provided.

Specifically, the data storage unit 11 includes: an

16




conver sion processes on the stored data files; and a d: di cI_ e
control conputer 16.that records and manages |nfornat?%ﬁN3ﬁﬂihﬂgﬁg{

di scl osure policies stipulated by mnenmber users. The integrated connection
interface server 12 is a server that includes Wb server capabilities. The
integrated connection interface server 12 also has a function that :
automatically. determnes the type of the wuser termnal 1 enployed by the
user for connection to the system before establishing comunications
conpatible with the termnal type. Gven instructions over the conputer
network NT fromthe user termnal 1 about the storage or disclosure of
data files, inhegiratedr abathecaapnedhicerfanbecbagersenvebrl2ntaskrycts the
conputers and servers inside the data storage unit 11 to proceed Wwth -

their oper awiensmagserdiurglr.; @ rieeendhbgehBEt CORELESOf 3t PRapPeErations
by the conputers and servers in the data storage unit 11, the server 12

transfers tBécéngOaNQY%EB%Qe%OQﬁfo%ﬁﬁ%k&ﬁdabgﬁggﬁémbgrtQgeﬁge%n&erninal 1

The integrated connection interface server 12 termnes t ype of the

user term Nabolel Lhual k3biKelyo 0¥ 851 BhLI ADKRE-A,URESTOL pach of the

P =) . .
different types of termnals to.conhect w e sys?én1 s function is

server 14 for storing actual data from each member user;
a data format conversion computer 15 that performs data
conversion processes on the stored data files; and a data
disclosure control computer 16 that records and-manages
information about the.disclosure policies stipulated by
member users.

The integrated connection interface.server 12 is a
server that includes Web server capabilities. The
integrated connection interface server 12 also has a
function that automatically determines the type of the
user terminal 1 employed by the user for connection to
the system before establishing communications compatible
with the terminal type. Given instructions over the
computer network NT from the user terminal 1 about the
storage or disclosure of data files, the integrated
connection interface server 12 instructs the Computers
and servers inside the data storage unit 11 to proceed
with.their operations accordingly. On receiving the

' results of the operations by the computers and servers in

the data storage unit 11, the server 12 transfers the
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i npl enented through the use of a plurality of interfac rs h
having a term nal -dependent interface capability, assﬁ%%@ ‘ﬂ@’ %&ﬂf

integrating server that integrates connections to these servers. The file
managenment conputer 13 connected to the conputer network NT records and
manages attribute information about nmenber users and about nenber users
stored data files, in database formats as shown in Figs. 2A and 2B. Fig.
2A depicts a typical nenber user managenment dat abase containing attribute
informati on about each nmenber user, such as a user ID, total sizes of the
user area (to be discussed later), a used size of the wuser area, renaining

si zes of theetstvedr e@subbs o usles usspacdtpgabddniin the storage area. Fig
2B illustrates a typical nmenber user file managenent database retaining a

user ID.a file | Bha @aHdated idendadgonnd @ dala Lot jgbout each
data file stored by each nenber user (nenber user 001 in thls exanpl e) .

Each user |&taghuded tﬁet%@%@e{hésﬂemﬁﬂ?ﬁ ]“1%1%%‘#% actety32006

dat abase is an identifier nmade up of a.nunber,

the |ike de&{g@gga}gplé}giﬁ% 3 yugach, et oflsgl{e c“% srteqth vely, & user ID

is given to the user who ~“has entered 1nto CONtTac YRESEN ce
provider. l{érminals to connect with the system. This function is

implemented through the use of a piurality of interface
éervers each having a terminal-dependent interface
capability, assisted by an integrating server that
integrates connections to these servers.

The file management computer 13 connected o fhe
computer network NT records and manages attribute
inférmation about member users and about member users'
stored data files, in database formats as shown in Figs.
2A and 2B. Fig. 2A depicts a tybical member user
management database containing attribute information
about each member user, such as a user ID, total sizes of
the user area (to be discussed later), a used size of the
user area, remaining sizes of the user area, and a user
area location in the storage area. Fig. 2B illustrates a
typical member user file management database retaining a
user ID, a file ID, a genre, a file size, and a data
format about each data file stored by each member user
(member user 001 in this example).

Each user ID included in the member user management

18




t he menber user file nmanagenent database, the file ID resent n
identifier for identifying a stored data file; the geﬁ#@%ﬁﬂﬁhﬁiq%r a
predeterm ned category to which a data file of specific contents is deened
to belong; the file size denotes the size of a data file; "and the data
format is the format of a data file in effect when the file in question

was stored by a nenber user. The file nmanagenent conputer 13 receives from
the wuser termnal 1 requests to save, delete, search for, and nove data
files through the integrated connection interface server 12. Gven such a
request froma nmenber user, the file nmanagenent conputer 13 updates those

data itensdababliee appl dgablientar abaseadshishoare nagsied to s@@,e
illustratively the used size of the user area and an available file |ist

for the menbpardsesrin sreshdonike Thes {ih&y @@Wﬂfﬁ%ﬁ Slemond hen
data. The file

instructs the file server 14 to store actual server 14 is

connect ed tgsbhe ARt Rhuer ko Nhesadh has Asel Anea 1L Lasat ed

inside for 19 20 Novenber 200 each ne r under contract wth the

service proyider t s, ex £ t vail ahl.e size for each user is
determined in the ?%?% server 14 a%%%? |%éﬁt€?%ﬁﬁ?erce gifod fesf2¢0n

the member user file management database, the file ID
represents an identifier for identifying a stored data
file; the genre stands for a predetermined.category t§
which a data file of specific contents is deemed to
belong; the file size denotes the size of a data file;
énd the data format is the format of a data file in
effect when the file in question was stored by a member
user.

The file management computer 13 receives from the
user terminal 1 requests to save, delete, search for, and
move data files through the integrated connection
interface server 12. Given such a request from a member
user, the file ﬁanagement computer 13 updates those data
items in the applicable database, which are needed to
manage illustratively the used size of the user area and
an available file list for the member user in question.
The file management cdmputer 13 then instructs the file
sérver 14 to store actual data.

The file server 14 is. connected to the computer

‘network NT, and has a ﬁser area 17 allocated inside for
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contract nmade between the user in question and the segﬂiﬁe rov%&gr. Once
the total available size is fixed, the location of thes %%%6§r a for
the user- is determ ned accordingly as the user area 17. The user area 17
may be changed in ternms of contract period, total available size, or the
|'i ke, when relevant provisions of the contract are nodified and agreed on
bet ween the user and the service provider. Under the instruction of the
file managenment conputer 14, the user area 17 allocated in the file
server 14 stores actual data of the data file whose storage has been
designated fromthe user termnal 1 of a given nenber user. In order to

accommodat eshah gRembeanisieire sin@le rd aloa thialces wsa fHoOMSBARRY gisRfisied he
file server 14 is constituted by a mass storage device. The data format

conver si on coMpL € etbmpSe¢oANeELel at9i 18] £08DHE efo el kudW: ilhe
conputer 15 perfornms a data format conversion process on a designated data

file held hocdhgifibheiserNer rifel Do FRSPONSE L0 A HAL A 4ISEe F €qUest i ssued
by a nenber user through the integrate connection Tnterface server 12, or

d

nor e speci f&g@\l_]_Lé/ciC qnggeZQeJa\Q¥§me Z‘?Qeﬁr ﬁﬁc&ggg.gf?n wth ].Tt}pee instruction.

froma term nal apparatus IfTferent fromthe*uSer termnal used earlier by

the user service provider. Once the total avallable size is fixed,
the location of the storage area for the user is
determined accordingly as the user area 17. The user area
17 may be changed in terms of contract period, total
available size, or the like, when relevant provisions of
the contract are modified and agreed on between the user
and the service provider.

Under the instruction of the file management
computer 14, the user area 17 allocated in the file
server 14 stores actual data of the data file whose
storage has been designated from the user terminal 1 of a
given member user. In order to accommodate large
quantities of data files sent from member users, the file
server 14 is constituted by é mass storage device.

The data format conversion computer 15 is connected
to the computer network NT. The computer 15 performs a
data format conversion process on a designated data file
held in the file server 14 in response to a data use

' request issued by a member user through the integrated_'

gconnection interface server 12, or more specifically in

20




to store the data file in question. The data format conyersio cess is
carried out illustratively on the basis of a data conﬁ%%@@Yﬁ#h@ &gssuch as
that shown in Fig. 3. For exanple, if a request to use a data file stored
earlier in a format called "FORML" is issued by a user termnal 1 of a
type called "TERM ," then the data format conversion conputer 15 may
convert the data fiIe in question into a fornmat called "FORML1." The dat a
format conversion may occur illustratively fromQ@F to JPEG fromdF (of
a desired picture size) to GF (picture size of N pixels] X M pixels]),
fromAVI to MEG4, or HTM. (Hyper Text Markup Language) to text. The data
format conversbodanoaputeh thealssteaoveshsfesr ki termshae dvpanother to
conply with the type of the user termnal- being used. The data di scl osure

control conmputgerdfiti Sramsehecassectedntfal NeseQ@NPYELLleNEYPOfKe NigeANd
receives instructions through the integrated connection |nterface server

12 about theodisekesune QhtgaraiéilRsqhosoiber FRMREN U d;The
di scl osure policies included in such "instructions are nanage

illustrati V@J)Mvgi‘sﬁ?éﬁaf)kage@s gi schpsiLe Be 'fy}]t@g_@%{(? tfheSUCh as

that shown in 21 20 Novenber 2006 Fig. 4. IsC osdﬁe polic

nmanagenent E§Q£§ 8%_§'§ata conversion table such as that shown in
Fig. 3. For example, 1f a request to use a data file
stored earlier in a format called "FORM1" is issued by a
user terminal 1 of a type called "TERM1l," then £he data
format conversion computer 15 may convert the data file
in question into a format called "FORMI1l." The data.
format conversion may occur illustratively from GIF to
JPEG, from GIF (of a desired picture size) to GIF
(picture size of N[pixels] X M[pixels]), from AVI to
MPEG-4, or HTML (HyperText Markup Language) to text. The
data format conversion computer 15 also converts one file
slze to another to comply with the type of the ﬁser
terminal being used.

The data disclosure contfol computer 16 is aléo )
connected to the computer network NT, and receives
instrﬁctions through the integrated connection interface
server 12 about thg disclosure of data files to other
membér users. The disclosure policies included in such
_instructions are managed illustratively by creating a

disclosure policy management table such as that shown in
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4, ‘a "0" stands for prohibition and a "1" for authoriza éjﬁ For @éenple
as shown in Fig. 4, a nember user 001 disclosing a dat pYcanbepg

aut hori zes anot her nenber user 002 to copy the file "Afo" into the user
area 17, but prohibits the user 002 from downl oading the data file to any
ot her term nal apparatus, from making any secondary use of the copied
file, and fromgetting data . format conversion carried out on the data file
in question. The nenber user 002 disclosing a data file "Dfo" authorizes
t he menber user 001 to download the file "Dio" to the user 001's teri nal
apparatus. A nenber user 003 disclosing a data file "Efo™ authorizes the

menber useriQ014t0 €QPYhéh@ifEl&suEEO; oiﬂcMﬁaﬁJé&ém&Qé PablPlior ¥£F 17 and

grants the user 001 a secondary use of the "copied file as we

format convarsi:ongof skhgadatar gmlbztagoqegnar LUSgl 903 deni es the user
002 the copy,” secondary use, and data format conversion of the data file

"Efo"; th 03 h th u er 002 nl o] reference t he
o BRERSALaEEGHO] UL IEEL gl I 2L o

dat a f|Ie "Efo." Furt nor e, osut eto to 16

‘manages i nt n sed .dat a f rt{ai nmepber users acting as
rece?V|ng pgr%?2§b9|ﬁ ngE%gng 5% re?%tga %fﬂgt?ﬂﬁhﬁﬁbﬁ?stﬁﬁoﬁﬁ%¥gnated

nenber users i 22 20 enber
mBer user 585 gb copy ghe file "Afo" into the user area

17, but prohibits the user 002 from downloading the data
file to any other terminal apparatus, from making any
secondary use of the copied file, and from getting data
format conversion carried out on the data file in
question. The member user 002 disclosing a data file
"Dfo" authorizes the member user 001 to download the file
"Dfo" to the user 001's terminal apparatus. A member user
003 disclosing a data file "Efo" authorizes the member
~user 00l to copy the file "Efo" to the user 00l's user
area 17 and grants the user 001 a secondary use of the
copied file as well as data format conversion of the data
filee The member user 003 denies the user 002 the copy,
secondary use, and data format conversion of the data
file "Efo"; the member user 003 authorizes the user 002
only fo reference the data file "Efo."
Furthermore, the data disclosure control coﬁputer
16 manages interception of disclosed data frem certain
member users acting as receiving parties. Interception-

related information about the designated member users is
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managed by creating an information intercepted nenber | e such t hat
shown in Fig. 5. As described, the conputers and serveré&@ﬁﬁ?@ﬁﬂ?@ in the

i nventive system are consuner-oriented personal conputers, which have

their assigned functions to inplenent and which are interconnected via the
conputer network NT or the |ike. However, this configuration is not '
limtative of the invention. Alternatively, the capabilities of the _
conputers and servers constituting the systemnay be practiced-by suitable
application prograns run on a single information processing apparat us.

That is, a single information processing apparatus may be sufficient under

appr opri at emghhgHEBHRNEREatOnhMRheNRRbrmb BeoHAL AL 8LORBYEE URbhndL. (2)
Qperations of the data storage system How the inventive data storage system

operates w khyiB0W,; B8 ggsgﬁg@egh$hhhiﬁe§§?engg to the rel evant
acconpanyi ng draw ngs. The system al lows The Sanme nenber wuser to store and

use data files, aq& e&%;&@dffﬁ_y%ﬁ?mren 1 atilsglrssest‘pelsshacro% lig%%leglzed dat a-

files. The same users’ usage. an _ users'  Shared uses ~of ta
e oo ¥E ShLT ehenh, yal SULOORT ALLOUSHsWLEN W LLL B pdlSHiEPe
computers, which have theilr assigned functions to
implement and which are interconnected via the computer
network NT or the like. However, this configuration is
not limitative of the invention. Alternatively, the
capabilities of the computers and servers constituting
the system may be practiced-by suitable applicatioﬁ
programs run on a single information processing apparatus.
That is, a single information processing apparatus may be

sufficient under appropriate circumstances to implement

the data storage unit 11.

{2) Operations of the data storage system

How the inventive data storage system operates will
now be described with reference to the relevant
accompanying drawings. The system allows the same member
user to store and.use data files, and enables different
member users to share disclosed data files. The same
users' usage and different users' shared uses of data -
files involve different system operations, which will be

discussed separately.
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Descri bed bel ow wi-th reference to Fig. 6 i's how the in%\g)relgtive%s¥§ em ,
al | ows the sanme member user (e.g., nmenber user. A) to stordevenedG i) e .
using a user termnal of one type (e.g., user terminal la) and to later.
access the stored data file using a user termnal of a different type
(e.g., user termnal 1b) For this exanple, it is assuned that the file
managenment conputer 13 retains and nmanages i nformation about nenber users
and about data files stored in the user area 17 beforehand, as shown in
t he menber user managenent database of Fig. 2A and the nenber user file
managenment database of Fig. 2B. The nenber user A connects the user

termnal la to theedafitbed Beger un th e pdrd e S@ WiGE 1 QW 4w Qe NMOre
specifically to the integrated connection interface server 12 constituting

part of theigabatsteragetsni h11dws HRONSERBNGSHLOP et NE.SyStem the
menber user A enters the appropriate user |ID and password or the |like for

aut hori zat i QenBeg h98ri A) % évaof?@grét&ansg}{qgsmng%%iré’%elby the

i ntegrated connection interface server 1 user A selects a

desired data filgs10,b€,5L0 om t e I m la into the user |
area 17, ange' lhe%?%n%?egﬁést%ﬁg%e%f thg?ss%fe{': %‘gl%%?gi&f)l 1Tt the system

In step Sl'lgéér access the stored data file using a user terminal

of a differeﬁt type (e.g., user terminal 1b). For this
.example, it is assumed that the file management computer
13 retéins and manages information about member users and
;bout data files stored in the user area 17 beforehand,
as shown in the member user management database of fig.
2A and the member user file management database of Fig.
2B.

The member user A connects the user terminal la to
the data storage unit 11 of the service provider, or more
specifically to the integrated connection intefface
server 12 constituting part of the data storage unit 11.
Upon connection fo the system, the member user A enters
the appropriate user ID and password or the like forl
aqthorization and lgg~in. On an operation screen provided
by the integrated connection interface server 12, the
member user A selects a desired data file to be stored
from the ﬁser terminal la into the user area 17, and
&esignates storage of the selected data file into the

system in step S1.
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20 November 2006 The integrated connection interface server 12 receives a
data file storage instruction fromthe menber user A i40 NewHe12009cquires
the data file in question and its attribute information, and instructs the
file managenent conputer 13 to store the data file in step S2. In
accordance with the instruction issued in step S2 by the integrated
connection interface server 12, the file mnagenment conputer 13 verifies
the remaining size of the wuser area 17 owned by the nmenber user A who
initiated the storage instruction and, if the remaining user area 17 is
found | arge enough to accomodate the file, instructs the file server 14

to store the actuahdatrcafrdtel dedrinddd®n iRt Ahe dsRiraiearsl? in step
S3. Following storage of the data file by the file server 14, the nenber

user managesesiveat abases andl segbsrayserndit e BOR0EIBR chndatahase in the
file managenent conputer 13 are updated in terns of their relevant itens

h th da Si d el i r..ar A | as
such as theyyseds Sigest&hdsT eMBEGL NPe & @?%gﬁ&%ﬁie%e wtcﬁ?etiglsﬁé e

the attribute information of thé store operati on,

t he sel ect egﬁgaé@tﬂﬂ)@tér%g}%%ﬁaﬁ erargéefﬁgtrﬁgésmt%a% 48 s stored and

managed i n the user area e fnventTve sySten SupposSe now that a
Sg‘ég L'yl : Srhgrrlggen?&‘é icecl;m[gl%é)r f?etéjss?trorael: et%e]'?dalt{-[]a S%J’.e_Lpe SJ_3n Issteclloes 2r.ed to be

| In accordance with the instruction issued in step S2 by
the integrated connection interfacé server 12, the file
management computer 13 verifies the remaining size of the
user area 17 owned by the member user A whd initiated the
storage instruction and, if the remaining usér area 17 is
found large enough to accommodate the file, instructs the
file server 14 to store the actual data of the data file
into the user area 17 in step S3. Following storage of
the data file by the file server 14, the member user
management database and member user file management
database in the file management computer 13 are updated
in térms of their relevant items such as the used size
and_remaining size of the usér_area 17 as well as thé
attribute information of the stored data files. With this
operation, the selected data file from the member user's
terminal la is stored and managed in the user area 17 of
the inventive system.

Suppose now that a data file stored earlier into

the user area l7 in step S3 is desired to be used by a

25




25 20 Novenber 2006 wuser termnal |b which, different t he
user termnal la, is also owned by the nenber user A 4%‘?%@%’“2@@& t he

menber user A logs into the system by connecting the user termnal |Ib to
the irntegrated connection interface server 12. On the operation screen |
provi ded by the integrated connection interface server 12, the nenber user
A selects the stored data file and designates reference to the sel ected
file in step S4. The integrated connection interface server 12 receives a
data file reference instruction fromthe nenber user Ain step 54, and
acquires fromthe file nmanagenent conputer 13 (in step 55) the attribute

i nfor mati onuaboutethendat abf whechel ectedrbytt he sppherromseie Aisdhe
|ntegrated connection interface server 12 then instructs the data formt

conversi on cepmpuhgr 15, (18 a$k6Powhed iy CORYEREmbES 9@&@-£"%n!%%%ta data
format - conpatible with the type of the user termnal |Ib used by the

menber usercé\s@asgﬂeqae&ﬁéraﬁgéﬂ:rﬁdlé&éri@g(?etlzshogm In'%‘gabout the data

file as well as on the data conversion t 3) retained in

the data fopARL-€ORYELSLOfs gpn@g%ﬁipg. %T%?c%ﬁéi é%ég% cg;ver3|on

conput er 15 retrieves the original dat f Fom managenent

conputer 13,,C00VEl45 fﬁ@%%fﬁéeey§¥¥éflf§. On the operation screen

provided by the integrated coﬁnection interface server 12,
the member user A selects the etored data file and
designates reference to the selected file in step S4.
The integrated connection interface server 12

" receives a data file reference instruction from the
member user A in step S4, and acquires from the file
management coﬁputer 13 {(in step S5) the attribute
information about the data file selected by the member
user A. The integrated connection interface server 12
then instructs the data format conversion computer 15 (in
step S6} to convert the data file into a data format
compatlble with the type of the user terminal 1b used by
the member user A based on the acqu1red attribute
information about the data file as well as on the data
convefsion table (shown in Fig. 3) retained in the data
format conversion computer 15. The data format conversion
computer 15 retrieves the original data file from the
file management computer 13, converts the retrieved file

into the data format designated by the integrated
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into the data format designated by the integrated 26 20 venﬁgg &g$6
connection interface server 12 in step S6, and transfer PYENREH A ted
data file to the server 12 in step S7. Gven the converted.data file, t
integrated connection interface sever 12 returns to the user term nal
(in step S8) the data file in question in a state conducive to being
referenced by. the terminal Ib. Wth this operation, the data file stored
earlier by the user termnal la is referenced by the user termnal |Ib, a
different type of termnal, through the system Described below wth
reference to Fig. 7 is how the systemof this invention enables different

nenmber user gonfecgionnenberfuser seAvardiB) ihosshar ega datacfiherofhe menber
user A first connects to the integrated connection interface server 12 to

log into thensysbawmertiheqHsar rA1then sgkegtsvarda aiﬁiégeﬁtgﬁed earlier in
the. user area 17, and selects disclosure of the chosen data file in step

SIL. Wih dssclasune sehoekedabyathesmenbern usatohLoLgt fe daka fhle in

question, the integrated connection intérface Server % provi dés a

di scl osure . i LN crge hi s, screen, .the. ne r user A
1H9Ek§¥c 989e§ ﬁ@.?et&?£§b£o %he u??EaF?§?ln?ﬂ2f#?ﬁb

enters _necessary Information 1tens. re speci Iél’ user A
. nmay de5|gnagge8n98?n£ﬁé:dggg %%igegn question in a state conducive

he
b

to belng referenced by the terminal 1b. With this
operation, the data file stored earlier by the user
terminal la is referenced by the ﬁ#er terminal 1b, a
different type of terminal, through the system.

Described below with reference to Fig. 7 is héw the
system of this invention enables different member users
(e.g., member users A and B) to share a data file.

The member user A first connects to the integrated
connection interface server 12 to log into the system.
The user A then selects a data file stored earlier in the

- user area 17, and selects disclosure of the chosen data
file in step S11. With disclosure selected by the member
‘user A for the data file in question, the integrated |
connection interface server 12 provides a disclosure
policy input screén. ‘Onto this screen, the member user A
enters necessary information items. More specifically,
the member usef A may designate and enter: the target
member user or users to whom to disclose the data file;

authorization or prohibition of a copy of the file into .
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menber user or users to whomto disclose the data file; ut hqri zation or
prohibition of a copy of the file into 27 20 Novenber ov r?@#%et

users' user area 17; authorization or prohibition of downl oad of the data: -
file to the target wusers' termnals; disclosure periods for the data file; .
aut hori zation or prohibition of secondary use of the disclosed file- by '
ot her users; and authorization or prohibition of data file conversion on
the data file. The integrated connection interface server 12 acquires from
the file managenent conputer 13(in step S12) the attribute information
about the data file selected by the file managenent conputer 13 for shared

di scl osure. tRBethnyegr akedsconpeet heBai NV er facroseENeiod2othen transmts
to the data disclosure control conputer 16 (in step S13) disclosure policy

i nformationpdehepined BY &HAn18BADEE HRET adcangsibecat il byt gydpf or mation
about the data file in question comng fromthe file nmanagenent conputer

13. G ven {figepski dsnolai 8l 0amBLI 9B -t B labas FbSCLOSUIS ORIFE! cOMpULer

16 generates a disclosure policy managenent table such as that shown in

o %1 e SEHBICEER: ol ach I POLLCYE TRARORARES 0 RSP o LPe
control Congggg{oséd file by other users; and authorization or
prohibition of data file conversion on the data file. The
integrated connection interface server 12 acguires from
the file management computer 13 (in step S12) the
attribute information about the data file selected by the
file management computer 13 for shared disclosure.

The integrated connection interface server 12 then
transmits to the data disclosure contrel computer 16 (in
8tep 813) disclosure policy information determined by the
member user A and the attribute information about the
data file in question coming from the file management
computer 13. Given these kinds of information, the data
disclosure control computer 16 generates a disclosure
policy management table such as that shown in Fig. 4 for
purposes of disclosure policy management.

On the basis of the disclosure policy determined by
the member user A, the data disclosure control computer
16 sends (in step S14) a use authorization notice to the
target member user B, in this example. The use

authorization notice is provided either when the user B
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16 sends (in step S14) a use authorization notice to the _ target penber
user B, in this exanple. The use authorization notice i%mﬂ?fﬁ?? 24V t her
when the user B 28 20 Novenber 2006 1logging into the systemis presented
wi th.an appropriate indication on a suitable reference screen or when -
e-mail or the like is sent to the target nmenber user B fromthe  system
Upon recei pt of the user authorization notice in step S14 fromthe data
di scl osure control conputer 16, the nenber user B determ nes whether or
not to use the disclosed data file. If the nenber user B chooses to use
the disclosed data file, the file in question is added to an avail able
file Iist madgglingointbethil egsusabie BYebBRtcHSALLB. ahfappeopeibes user B
decides not to use the disclosed data file, that file is not added to the
avail able fihgibhstonThes AEBREEaHSE" rBroRY¥LSEt scLOLRT SERMLON Of L he .

di scl osed data file fromthe nenber wuser Aif so desired. [f interception
of data filgy ehécwﬁgrgsfggﬂtatépﬁﬁéftgrgéﬁ%gﬁbgg ReLiYe ! Jestgnated,
the interception-related information is sét into an infornation
intercepted ggpher table such as that in Fig. 5 and nanaged by the data

di scl osure control conputer 16. Once such interception is designated, al

subsequently .

Upon receipt of the user authorization notice in
step 514 from the data disclosure control compuﬁer 16,

- the member user B determines whether or not to use the
disclosed data file. If the member user B chooses to use
the disclosed data file, the.file in question is added to
an available file list made up of the files usable by the

. user B. If the member user B decides not to use the
disclosed data file, that file is not added to the
available file list. The member user B may set
interception of the disclosed data file from the member
user A if so desired. If interception of data file

disclosure from a specific disclosing party is designated,

the interception-related information . is set into an

information intercepted member table such as that in Fig.
5 and managed by the data disclosure control computer 16.
Once such interception is designated, all subsequently
disclosed data files from the disclosing party déesignated
in the information intercepted member table are
intercepted, with no use authorization notice furnished

in Step 514.
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di scl osed data files fromthe disclosing party designated_ in the
information intercepted nmenber table are intercepted, %Q?ﬁ*mﬁ@“%§Q96

aut hori zation notice furnished in step S14. 29 20 Novenber 2006 |If the.
menber user B decides to use the data file disclosed by the menber user A
the user B selects the disclosed data file on the operation screen
provided by the integrated connection interface server 12 and issues a
data file use instruction iin step 515. Gven the instruction, the
integrated connection interface server 12 transmits to the data disclosure
control conputer 16 (in step 16) the attribute information about the data

file whose use hasithesr designatedr I dddied he data trd $GlQs YR Lcont rol
conputer 16 presents the nenber user B with an operation screen (in step

S17) b d t ta.fd on the
) based @psthescathyi bub embihor Masd oM abont §he, f@hsaﬁldééﬁ%ﬁee

di scl osure poliicy management table (shown in Fig. 4 conput er

16, Vhen (he: slatsdd | fais AELYALLVolSahelhe SPEIALON LiSGrEED, ISPl ays

only the operations that can be pertorne eepi ng Y5cl osure

pol i cy eSta@ﬁéS{ﬁ%E £ L P nthrtads sthe diselo arty. For
Paate R

exanple, if a copy o e o the user area 17 1isa

a data file use instruction in step $15. Given the
instruction, the integrated connection interface server
12 transmits to the data disclosure control computer 16
(in step 16) the attribute information about the data
file whose use has been designated. In turn, the data
disclosure control computer 16 presents the member user B
with an operation screen (in step S17) based on the
attribute information about the data file and on the
disclosure policy management table (shown in Fig. 4) held
in the computer 16.

When the data file is actually used, the operation
screen displays only the operations that can be performed
in keeping with the disclosure policy established by the
member user A, i.e., the disclosing party. For examﬁle,
if a copy of the file to the user area 17 is authorized
but d&wnload of the file to the terminal apparatus is
_prohibited under the disclosure policy, then a "Copy"
buttdn appears.operable and a "Download" button
inoperable on the operation screen. Once the data file 1is

copled, it can be referenced but not downloaded. If the
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but downl oad of the file to the term nal apparatus is rohi bited under the
di scl osure policy, then a "Copy" button appears oper abfENaYfber 28wn| oad"
button inoperable on the operation screen. Once the data file is copied,
it can be referenced but not downl oaded. If the 30 20 Novenber 2006 _
secondary use of the copied data file is authorized under the disclosure
policy, that file may be disclosed in |like nmanner to other nenber users.
Where the secondary use of the disclosed data file is practiced by one
menber user after another, the initial disclosure policy established by
the nenber user Ais inherited for each secondary use of the sane file.

Then fol | owskhensiang oper afi @hs aspibBdsteps 861ands SA-ABPYSed THAkelS, the’
i ntegrated connection interface server 12 instructs the data formt

conversion enspUterlollrbopsonuert thid #1e8 RAP)nthasdalasthl sopmag from
the file managenent conputer 13 into a data format conpatible wth the

type of themdsgert @6MbRakrlns8drbysthe . Maahes r 8 Jata fqr mat
conversi on conmputer 15 trgnrsnfersr (fn step Sl§3 eiggﬁvggﬁrd%ﬁﬁe§ﬁile to

the integrated azQaABeLLCRatD! £118CESSBLYEL; 120 Vel LA convorLed data

file, the I ntegrated connection i nterface Sever
termnal 1 gfge§tgﬂo§ﬁg},tgﬁed§£§tial disclosure policy established

by the member user A is inherited for each secondary use
of the same file.
Then follow the same operations as in steps $6 and
+ 87 above. That is, the integrated connection interface
server 12 instructs the date format conversion computer
.15 to convert (in step S18) the data file coming from the
file management computer 13 into a data format compatible
with the type of the-user terminal 1 used by the member
user B. The data format conversion computer 15 transfers
(in step S19) the converted data file to the integrated
connection interface server 12. Given the converted data
file, the integrated connection interface sever 12
returns to the usex terminal.l (in step S20) the date
file in guestion in a state conducive to being referenced
by the user terminaL 1 of the member user B. If data
format conversion is not authorized or if there is no
need for the cenversion, the data file transferred from
the file management computer 13 is returned unconverted

to the member user B. With this operation, the data file
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file in question in a state conducive to being referenced by the user
ternina1q1 of the menber user B. If data forgat conver%ﬁ%ﬁ?’n¥“ﬁ§906
authorized or if there is no need for the conversion, the data file
transferred from the file managenent conputer 13 is returned unconverted
to the nmenber user B. Wth this operation, the data file 31 20 Novenber
2006 disclosed by the nenber user Ais allowed to be used by other nenber
users through the inventive system As described above in detail, the .data
storage systemof this invention allows users' term nal apparatuses to
connect with the data storage unit of the service provider independently

of the typedistlbbed bgrt@hsahenppar abuses bei A¥15%64d. +IhBedatayf gy mat
converting el enent of the systemconverts the stored data in the file

storing el epentrintabarfasant @HHBaéhbkﬁémiﬁ@en@iPér§%§Héﬁf type of the
term nal apparatus used by each user for connection to the system Wth

the stored data GonwRId&ah By ausditd al & dqymat Qﬁﬁ%gidsrteogaa%épuser can .'

use the stored data using a term nal apparatus of a e for

COeEL | o -Gr o8 SYSEETY, Thech VSR peoyP el Vcalhgte oere Lo pocess

the ConStr§£B£§aQ£sg§C€§Sc$gﬁgé-Oﬁftﬁrtﬁg ég@%tg%gﬁgég unit of the
service provider independently of the types of the
terminal apparatuses being used. The data format
converting element of the system converts the stored data
in the file storing element into a format compatible with
a particular type of the terminal apparatus used by each
user for connection to the system. With the stored data
converted to a suitable format as needed, each user can
use the stored data using a terminal apparatus of a
desired type for connection to the system. The inventive
sysfem thus allows users to access and utilize stored
data in a more flexible manner than before freed from the
constraints of access locations or of the types of
terminals used for connection to the system.

Furthermore, the inventive system allows not only
the user who stored data into the system but also other
users to use the stored data using a desired terminal
apparatus for connection to the system. The data is
.converted to the format compatible with the terminal

apparatus that happens to be in use. In addition, where
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term nals used for connection to the system Furthernor t he inventive
systemall ows not only . the user who stored data into tﬁ%N@V§@§ﬁ9 Mt al so
other .users to use the stored data using a desired term nal apparatus for
connection to the system The data is converted to the format conpatible
with the term nal apparatus that happens to be in use. In addition, where
32 20 Novenber 2006 suitable use conditions are set for the data stored by
a given user in the system the stored data nmay be disclosed to other
users in ways desired by the user in question. Different nenber can thus
share the disclosed data in a flexible manner regardl ess of the type of
the terninabiappacatss useditodonsoapecseenrbe the gxshestofeathg 4 ocation
where the connection is established with the system Wth their disclosure

policies esyabéhstiedrasn BRededst&hSCtRSI BgopARt HEEaCARyIK&l | zZe what may be
termed protected disclosure of their data. Wiile a pretferred enbodi nent of

the inventi@nshasschees eREri B8ErySi NGy SPECHLLE LETHS sg{iption is
for illustrative purposes only, and it isﬁto %e rund%?sFﬁﬁgﬁﬁﬁgfﬁghanges-

and var i at | @Rgs fRYn O e raid o 1eRAT 1118, TAANG i1 1Ql 300P8 O
the follow ng clains.
data in a flexible manner regardless of the type of the
terminal apparatus used for connection to the system or
the location where the connecﬁion is established with the
system. With their disclosure policies established as
needed, disclosing parties can realize what may be termed
protected disclosure of their data. |
While a preferred embodiment of the invention has
been described using specific terms, such description is
for illustrative purposes only, and it is to be
.understood that changes and variations may be made

without departing from the spirit or scope of the

following claims.
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33 20 Novenber 2006 CLAIMS: 1. A data storage system having plgrality of
terminal apparatuses of users connected with a data.st%ﬂ%@ﬁg{hﬁg ¥ a
service provider via a conputer network, said data storage unit storing
data frominside said term nal apparatuses so that the stored data are
subsequently used by said users, said data storage unit conprising:
connecting neans for connecting said data storage unit of said service
provider with said term nal apparatuses of said users via said conputer
network i-pdepgndently of types of said term nal apparatuses; file storing
means for allocating to each of said users a user area of a predeterm ned

uesti on: 11 e Whnior g AR o RaRRg Rt AeY Gar L 13V bt SRt

guestion; file managi ng nmeans r a bei S sai d

file stosbngueans; gndydala LORMRl onUArl JaEANS. Jopherfor mn, @ dat a

f or mat converting process on e store ata 1n sal neans,;

wher ei n, sle:n.vigép PSFded F:1USE &%etr ;r}’eiocgwqoq: y D%y Orgatats%ié:gfrgggrg?ifgirgi nal

data format converting neans au ic ét &rni neés

appar at ugysedy Dy LlCei3er: 13595200 LOLRLIR | G RGLEN" S5 NEeL e Ane

stored data are subsequently used by said users, said data
storage unit comprising:

connecting means for connecting said data storage unit of
said service provider with said terminal apparatuses of said
users via said computer network independently of types of said
terminal apparatuses;

file storing means for allocating to each of said users a
user area of a predetermined size to store data from inside the
terminal apparatus of the user in question;

file managing means for managing the daté being stored in
said file storing meansl; and

data format convertéing means for performing a data format
converting process on the stored data in said file storing
means;

wherein, in response to a use request from any one of
said users, said data format converting means automatically
determines the type of terminal apparatus used by the user based
on information inherent under a communication protocol of the

use request, and converts stored data in said file storing

means into a format
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use request, and converts stored data in said file storin%_ means into a
format 34 20 Novenber 2006 conpatible with the type of 2 éV@ﬁhﬁﬁzgﬁ
apparatus used by the requesting user for connection to the system the
converted data being used by said term nal apparatus through which said
requesting user has sent said use request. 2. A data storage system
according to claim1, further conprising data disclosure controlling nmeans
for managi ng use conditions under which said stored data in said data

storing nmeansond#: i leowadt aHe ﬂﬁﬁdoﬂ’\%ree't'erﬁ&hglgggﬁaghﬁﬁls O34LE

controlling nmeans enables the data for which sal conditi ons have been

set to be usad e SQE%%ru%g%nfbgec§ﬁﬁﬁéﬁﬁga S Orage

guestion into said data storing neans E%@maecordlng

to cl aim 1 ofon sy ddif LHRL GUTRI 3110 80naUNGi 1g, reans ggéagggounc' ng that

the data for sai d Use co ions“haveb Bfe by éhg
users other ai ser mh store t he dat u stlo i nto sai at a
storing rreankn‘i%ﬂ'lgsirl é} orageQ%ﬁﬁeﬁHQMﬂﬁﬁ%?ﬁﬁ Fg a-(an) Susewhereln sai d
announci ng neans makes the announcenent to a specific user other than said
user who st dreH the

2. A data storage system according to claim 1,
further comprising data disclosure controlling means for
managing use conditions under which said stored data in
sald data storing means are allowed to be used;

wherein said data disclosure controlling means
enables the data for which said use conditions have been
set to be used by users other than the user who stored
the data in question into said data storing means.

3. A data storage system according to claim 1 or
2, further comprising announcing means for announcing
that the data for which said use conditions have been set
are usable by the users other than said user who stored
the data in question into said data storing means.

4. A data storage system according to claim 3,
wherein said announcing means makes the announcement
to aISpecific user other than said user who stored the
data in question into said data storing means.

5f A data storage system according to claim 3 or 4,

further comprising intercepting means for establishing

'35




data in question into said data storing nmeans. 5. A data storage system
according to claim3 or 4, further conprising intercep?@ﬁ@vﬁg%ﬁgog r
establishing 35 20 Novenber 2006 interception of the announcenent from a
specific user either in response to a request from anot her user before
sai d announcenent, or after said announcenent. 6. A data storage system
according to claim2 or any one of clains 3 to 5 dependent on claim 2,
further conprising recording neans for recording settings of said use

condi tions apgdia-RLstory 8F S r r the d for which
sai d use conditignséhave beeﬁﬁge?gxogggfﬁﬁﬁfS?%%ﬁﬂ%:§$%ﬁ%§}c/\ CT OF THE
DI SCLOSURE st or i i.sclas havi ng. a lurali of

t er i nal apé%?gﬁﬁgeégo?gﬁgigéés%%ﬁ%c,eﬁ?e%%t T8 Enghgfoﬁgaﬁa%%%¥r%f a
service provj ila a conputer network, the data storage unit storing
data fromi %\g?%eg%ﬁ%u?%‘?lﬁ?nﬁ% %]bpaa#%?{lséeas“gc?wcteﬁ‘?“&'or ed data are
subsequently used t he The data storage unit includes a

by users. : :
connecting el enen?: & $7#F2 Sg?ﬁ?gﬁgSEFEﬁ@nF?car tNé henagPiy €l eFent, and a

dat a )
any one of claims 3 to 5 dependent on claim 2, further

comprising recording means for recording settings of said
use conditions and a history of uses by the other users

of the data for which said use conditions have been set.
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format converting el enent. In response to a use request_ fromany one of
the users, the data format converting el enent convertszgy%Y%@“ﬁéggiln t he

file storing element into a format conpatible with the type of the
term-nal apparatus used by the requesting user for connection to the
system The converted data is used by the term nal apparatus through which
the requesting user has sent the wuse request. FIG 1

DATA STORAGE SYSTEM
ABSTRACT OF THE DISCLOSURE
A data storage system is disclosed having a
plurality of terminal apparatuses of users connected
with a data storage unit of a service provider via a
computer network, the data storage unit storing data
from inside the terminal apparatuses so that the stored
data are subsequently used by the users. The data
storage unit includes a connecting element, a file
storing element, a file managing element, and a data
format converting element. In response to a use reguest
_from any one of the usérs, the data format converting
element converts stored data in the file storing element
into a format compatible with the type of the terminal
apparatus used by the requesting user for connection to
the system. The converted data is used by the terminal
apparatus through which the requesting user has sent the

use request.

FIG. 1
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