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WD 2004/ 025910 PCT/ US2003/ 028254 W RELESS RESOURCE
CONTROL SYSTEM FI ELD OF THE | NVENTI ON [ 0001] The
w@e@gero10 nventi on relates to network provisi oPCHYSZNE028254

managenent; 5 ' nore particularly, the present

invention relates to controlling resources in a

wirel ess WIREIghSS RESORKEFCONIRODEVITEM our

i nformati on age, achieving the highest network service

quality is as 10 inportant as devel opi ng best cl ass
FIEIGH OIeTHE KNVENTIONcts. In the w red networking

envi ronnent, various network managenent approaches,

Nefooor KTy pa%m@ irventidithretiand acwork pawesiREss aid ﬁlﬁﬂ§g%ﬁment
aimng at inproving.the network managenent efficiency

" moreAAGiculdl, MeZirBnt ASettidn baRk 't@EbrﬂlfoH‘iﬂ?reE‘&Ir%rlh a(\ifégele):ss

particular, in the area of quality of service

envi g@m sns have been proposed to provide the necessary
l'ev of service to 15 applications and to maintain an
expected quality level. Some of these nechanisns, for
exanpl e, classify applications into different |evels

i.ce based on certain criteria or policies
BA(%éggfﬁﬁ%ﬁiority) and treat each |evel of service
ac g to he classificatiaon.,. ased onbgps. s
oA bu St st e e e ighes, Re oM ESa Ve i i 2
and networ k. resources can _then be al| ocated according

imporignk 3¢le¥plaringibed S oAV PHE LR Bt Brthp BriTedi I@gvorkmg
[ 0003] However, in the wireless environment, little
enVIrsn@gmewlcwa@etywh nppRGgemAnt epRIoaches nepveerk profecals,rasd stpsdards
environnent is usually associated with nultiple
havepkercpropededgaimafig atcmproviag the naivweire manhgsment gffevienst and
personal digital assistant (PDA) participates in a
maxinezhg thergilizatidit ofithel hetworld dagartfoataeninithgase o€ qwalitybf deevice
bei ng highly nobile within a |ocal canpus or dense

(QoSy thychlahilink havé B&n\Wroged itf o €ide tHttheapyshiydatdl ff sérite e
affected by various 25 limtations of the wreless

appli€AHonk @B thainfie & ekﬁe@”teﬁ@llhhlﬁ'?ffev@ﬁys&ﬁé 8F thebdmechanisms, for
conditions (e.g., channel traffic |oad) affecting al |

bia%lﬂ%ﬁgﬁldﬂs tlYh i FddEnt SARR JrRABhRcA5REP Sn BEIMPEtetia or
’2004/°025910 PCT/ US2003/ 028254

policies (e.g., priority) and treat each level of service according to the classification.
Based on QoS policies, different kinds of flows can be QoS enabled and network
resources can then be allocated according to the specified QoS and the associated policies.
[0003] However, in the wireless environment, little progress has been made in the
QoS area. The wireless environment is usually associated with multiple fluctuating
effects. For example, when a user of a personal digital assistant (PDA) participates in a
real-time, multimedia videoconferencing session while being highly mobile within a local
campus or dense city limits, the videoconferencing application may be affected by various
limitations of the wireless environment. These limitations may relate to conditions (e.g.,
channel traffic load) affecting all mobile devices within the same radio access network
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(RAN) or wireless |ocal area network (W.AN),
time-varying local conditions (e.g., fading,
woedlozpped cells, etc.) occurring in the viciPCT/YSmh3/028254
the PDA, and conditions specific to the application
flow (e.g., flow | at encﬁ. 0004] Current_ mechani sns
(RANherevirRlessHecah argp petvwask 6 ), tiFe-easve lacaheanditianade.6f
5 the wireless environnment and typically lack the
fadingapegsiappadycell$, etie) dacarringinrthd vighiity of grofI2Asandovcaditims specific
efficient, managed wireless infrastructure. BRI EF

to thgBURkN W g, THEvDRAWYNGS [ 0005] The present

invention will be understood nore fully fromthe

del0ad4]eCurtéht deshardighs Pavegiov beendilony odfset the abovidi@mitations of
acconpanyi ng drawi ngs of various enbodi nents of the

the wirt¥eeh bhafonméht &8 typRWRY Rick (bl deBvériteaRibsle services

limt the invention to the specific¢c enbodinments, but

over & 8fffcRint, X BAP IR s SGLRHeLet andi ng only. [0006]

Figure 1 illustrates one enbodi nent of a wreless
envi ronnment, in which one enbodi nent of a wireless
resource control system operates. 15 [0007] Figure 2

Bmﬁﬁlﬁ%#lgjg&@(ﬁ\gw@?ﬁ{qéﬁ%u@gg i ment of a process for

pr ovi rol of resources in a

W envi ronnent . 08] Figure 3 i.s.a.block .

i [0 s PR Ok e e LA e B deailed

resour.ce contro|l .sysiem [0009] Figure 4 is a block
descrtg e o LB e SrROMBRN gl o aSigt elabopents of

.manager (WRM). [0010] Figure 5 is flow diagramof a
the inyigBti A BAVCE, Sélobldd@g be taken tlimit ity inveriongp dhaaspecific

W reless resources within a wirel ess network. [0011]
embodingerte bt frg for explasiation angd wnderstanding aipodi ment of a

systemfor controlling |ocal resources associ ated

wi [0006] Rigue kedlisdaes ome erfBodiDedt2yf afithless edivirenmerft) inwhich

di agram of one enbodi nent of a process for controlling

one enhodiment sHamiesassomicatatrodsydtera operaebess devi ce. 2
WO 2004/ 025910 PCT/ US2003/ 028254

[0007] Figure 2 is a flow diagram of one embodiment of a process for providing a
multi-tiered control of resources in a wireless environment.

[0008] Figure 3 is a block diagram of one embodiment of a distributed wireless
resource control system.

[0009] Figure 4 is a block diagram of one embodiment of a wireless resource
manager (WRM).

[0010] Figure 5 is flow diagram of a one embodiment of a process for controlling
global wireless resources within a wireless network.

[0011] Figure 6 is a block diagram of one embodiment of a system for controlling
local resources associated with a wireless device.

[0012] Figure 7 is a flow diagram of one embodiment of a process for controlling

local resources associated with a wireless device.
2



10

15

20

25

[0013] Figure 8 illustrates operation of a distributed
state machine. [0014] Figure 9 is a bl ock diagram of
w@poognzsypd ary conputer system  DETAI LED DESCRrEIVUEN05028254
[0015] A nethod and apparatus for controlling
resources in a wreless environment. In the follow ng
dd&@l?lpmehe 8 HlnsErtenepaetion 9fe distabyled statrmaching. v | |
parent, however, to one skilled in the art, that
t H@Obﬁeglenre 9 wéﬂwl@dlamm Qf@nmocamplmedomwtmmy@tent hese
specific details. In other instances, well-known
structures and devices are shown in block diagram
form rather than in detail, in order to avoid
DETABEED DRE§CRIPTIONsent 10 i nvention. [0016] Sone
portions of the detailed descriptions that follow are

Prieees]t &ehdtibd dnda P’}Salﬁtfus 1 ntrb IS rédodrcey o Wireless
representations of operations on data bits within a

envir6MIBM! @A tHEEfHI%\Vmg-ﬁ@mu@h ORIk drBIE EetdRDEE §RFaN S'It @ﬁ be
representations are the neans used by those ski

appaﬁeﬁ? hOREFerPoRE §§ﬂl§% 191?11{3 St fﬁa@é ﬁn&%’cqg}én\’lgﬁ ﬁ}e“f/q%\iﬁ%ctlced

substance o hers s
w0t sl g0 I %ﬂ?‘iﬂ%&%ﬁ‘%ﬁg@‘f@ﬂ%ﬂgﬁ‘a bk o g re
o AN A S 15 SHT 258 080 e s

uantities. Lbually, though not necessarily, these
in I‘giﬂﬁ'ntities take the formof electrical or magnetic
si gnal s capab e of being stored, transferred,
ﬁm cRtiensed thedriaindideseunsionsithat fllomt we prasentpd in
proven convenlent at 20 tinmes, principally for reasons
termsuf adgomivsns arsbsymbolie repsessntations ragioghei datadite within a
val ues, elenents, synbols, characters, terns,
compptetrieenry.oThesh elgoriklﬁnic[ctewmtiom am}mptederbﬁidms mreth means used
m nd, however, that all of these and simlar terns are
by these skidledds teidatagrtosdssing titte toappstaifecidtedy pdiwsiy ¢l substance of
guantities and are nerely convenient |abels applied
their worlt toesleers)slaiéd initeS art. UAhessoriiRe a4 hdre ank ehdrall g tonceived to be
ot herwi se as apparent fromthe 25 follomnng

a selfof SISl Riuenct of SepIRiRAS &) :f—‘@esh@@&esﬁﬁ I PHO B aIreWﬁ‘ose

deSCI‘I ptl on, discussions utili zi ng terns such

A RS ol A S s

these quantities take the form of electrical or magnetic signals capable of being stored,

transferred, combined, compared, and otherwise manipulated. It has proven convenient at
times, principally for reasons of common usage, to refer to these signals as bits, values,
elements, symbols, characters, terms, numbers, or the like.

[0017] It should be borne in mind, however, that all of these and similar terms are
to be associated with the appropriate physical quantities and are merely convenient labels
applied to these quantities. Unless specifically stated otherwise as apparent from the
following discussion, it is appreciated that throughout tﬁe description, discussions utilizing

terms such as “processing” or “computing” or “calculating” or “determining” or
3
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"di splaying” or the Iike, refer to the action and
processes of a conputer system or simlar electronic
w@oopi2iong devi ce, that mani pul ates and transfpCTIESIat/es254
represented as physical (electronic) quantities
w.. Wthin the conputer system s registers and nenmories |
dispigytng” o fleg likpateder teitha dchiongnd pracesseneaicampyiensypi€a). or similar
quantities within the conputer system nenories or 5
electnoatyi econymiing devic: dhat snankpulatésoamdetansforims datagepresented as physical
transm ssion or display devices. [0018] The present
(electroniequantitied within ¢headomsputter sggtpar stegistetoindupaemhories intp dther data
operations herein. This apparatus nmay be specially
similgdysdpraseited af pliysidabquageities withipuh@esesuter sYteint memyries or
conprise a general purpose conputer selectively

regisRfd AR GueH inf@ERAb e, BdhshisstoNTRUislaydeBeam
stored in the conputer. Such a conputer program may be

SUBORE T Fredft FOGRWSHsI 1BRARRD GoSh ALAHR PR iR idICh

as, but 1s not limted to, any type of disk including

} : . . . _
o PR S o DR TMRRIS ye sg porovs,
orit %g@@g&caeg&g%? %F%%o@%é?leéﬁ%%g% %E%%%qogﬁgured by a

5
¢ or car ds,
suitable for storing electyonic instructions nd . each
compRifs PR e Bt APDUGS (T B FOTP ST PERETON ayare SLOTe h a
al gorit and di spl ays. presented herein are not_
compigk é«?@ﬁ@@@%&%@ﬁﬁpo?u%% Pk dinfed do B tgte ofgfisk
. ot her appar at us. Variousﬁgeneral pur pose systens ney
inclugiag dlopnay digks.wppead diskpCP RQMe indanegnctis-optiqah disks, read-only
teachings herein, or it nmay prove convenient to
memeagsROAMS), randemsigesss alemosigs fdHNsHtERR @M pBEPROMS, nagnetic or
requi red nethod steps. The required structure for a
opticalamardst gr afy typesonsdis switableor btospp elzctrénioimstrhetions, and each
description below In 20 addition, the present
coupledveatomputessystzin blescri bed with reference to any
particular progranm ng | anguage. It will be
agpoBAi Bicedodriis ar1d/@i"sﬂ)1@§'s/%1@§enEHdQQ>_T§lfﬂé’(irdlﬂ)t lireHRgshAgeslated to
may be used to inplenent the teachings of the

any phFieAl cORpaRr S8R BBEaRE! Safioud 83RA phrpose systems may be used
machi ne- readabl e nmedi um i ncl udes any nechani'sm f or

v BB AT ARSI Byl
consfit B SULISLERARLE BRI WOSLANES 3805 A0 TR Bhe

struct%%eo o?g%a{lrgtgflo? theS® g}}s?e%%s v%ﬁloarp%ggr f;roenq Itl?e; defsér?psfpon%%ov&rf.yln 4

addition, the present invention is not described with reference to any particular
programming language. It will be appreciated that a variety of programming languages
may be used to implement the teachings of the invention as described herein.

[0020] A machine-readable medium includes any mechanism for storing or
transmitting information in a form readable by a machine (e.g., a computer). For example,
a machine-readable medium includes read only memory (“ROM”); random access

memory (“RAM?”); magnetic disk storage media; optical storage media; flash memory
4
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WO 2004/ 025910 PCT/ US2003/ 028254 devices; electrical,
optical, acoustical or other form of propagated
wGee@nat®i(e. g., carrier waves, infrared signaP&T/US2003/028254
digital signals, etc.); etc. [0021] Figure 1
illustrates one enbodi ment of a wi rel ess_environnment .
devicggyceleqtricalgticnl, asnustisebeiptheriorao! arapegupdsignsle (ogy easrier
control systemoperates. Referring to 5 Figure 1,
wavegy infrprsdsigiialse fligiisl signalscels.)194. are coupled to a
wirel ess network 102, such as a radio access network
( HAPZ21]oFigwie tlildistrates oiad erababmanett af@rirglods/ANyirosnent 100, in
wi rel ess device 104 naybe a nobile client device
whick engembaediaeht of awirglbssresouaceRIoAirobsyGten OperatesVi RefegdR to
controller station (e.g., a base station, a router,

Figufd T, nultipleevigéled@eficeT (avae Sowid oGk irelass nebPérkaloe, such as a
install ed on each wirel ess device 104. Applications

radio Ho6esk Rbiw ok Ar Whress ToBAlar@ ROkl (WRANS e Alwik&edsRvice

w reless network 102. When the data flows are sent to

o4 APt L A0 eohepsoaTI s el e,
contri@éf%'ﬁaq{onl (E.ga taa LSl a Mh??r‘r’\@rrt?ﬁgﬁl% or %{r’r})\éé Eo&g{)ag‘? tgplglgcgtions

I Scuss ove, hese I tatT ons ret
106 FORORE05 o EEGeieur w0 ToBpolerte Siaindsils s doffs thatare
o e e S A B SR R e b s

W reless environnment, 100 may al so relate to
netw‘?‘?‘rﬁg-zvfg‘ﬁ/’E?F@er%t@ﬁﬁti"‘{oﬂ%ﬁ%fﬁc( e.g., fading, overlapped
cells, etc.) occurring in the vicinity of the wireless
dd003 Appjicatiqmdaieflpwaarosabigriig sevavali lmigationa péthe wireless
referred to herein as local conditions. Further, the
envirpnmentd0Dors digcusded abpvecthesslimitetionsmmayntelalO© ovagitions affecting
to application flow conditions, i.e., 20 conditions
all motnilet dearices § P wiithincthe sarhdreiralepd natwbdikor021 Fich eomdtitidns@.g.,
data flows (e.g., flow Ilatency). [0023] Applications

chanrbDraffiayloiage thiérfedrts broleatich R $16bal caHNvNEK The

resources Wwth respect to their data flows. For

limite@aspf tie wilesd @hvrdnnit 960RERALRE rildtedo HideB)Bifig 0BAi86ns
application froman enmail nessage nay require an

(e.g., iﬁﬁﬁﬁ% ivENSHRH A ERY oRburhAR g tibihity gjfthg VRS HeiC: 104.
t he b e nf e

ata flow generated by a video co renci ng

Thes b vaRfih @BorfitidndGrefetet?48 to Rerein as local conditions. Further, the

limitations of the wireless environment 100 may relate to application flow conditions, i.e.,
conditions that are specific to the application 106 generating data flows (e.g., flow
latency).

[0023] Applications 106 may have different requirements for network resources
with respect to their data flows. For example, the data flow generated by a wireless mailer
application from an email message may require an insignificant amount of bandwidth if

compared to the data flow generated by a video conferencing application during a live
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WO 2004/ 025910 PCT/ US2003/ 028254 vi deo conference
session over a wde area wreless Internet connection.
wadb@4wesde® conferencing data flow may requi r ePCT/US2003/028254
guar anteed and uni nterrupted hi gh bandw dth. [0024]
.. One enbodi nent of the present invention provides a
videasssif@pRaeHgssienelye agade anch witglasy nteingl caanegion. dhetvideo
wirel ess environnent 100 and manages wirel ess
confareming dats flswhagertqoine gireanteaddindiwomgememted highdandwidth.
various levels of the wireless environnent 100 and
utl0D24]yOneeubodiment of thd piicksnt apphiicapiovites 4@Gsterritigns aédrtsses
illustrates a conceptual nodel 110 of a multi-tiered
the abévedlrgitsione 50 theGRir€les ehatordyeht €00 ahdRdbdget Mereless resources
multi-tiered wireless resource control system provides

base®&Pebh@ifioRS ocRRB Bt vaiGusNEFIMESMhE RErcldss Efvivdhm At 100 and
Il owi ng data communi cations (e.g., policy and state

a
utilit%&qhﬁéﬁtéﬁ@fokﬁivapgﬁééeﬁﬁméd? eFi hﬁf P iudsﬂatré@?'i:'glg%égﬁ{al m8aah 10

Ier of the system perforns oring o I't1ons

of alﬁﬁl?iytﬁgrj:&]g/il%{eﬁ E@mﬁrkc?{;on%fls g0 uses the results of
monitofing to control re

0 _ our ces asso_ci ated with this
o cB0zs) Tac B R RRY T s reh s ol bolitn Prids gpagation of

002 I n qQne, enmbodi nt., the resources are controll ed
operdging Bk e B isr PRGS 0y s et gOBp AR 1k Ry and Silte
. . tier's condi Ei ons and adj usting.a carrespondi ng set of .
inforgafipn)hebverudhs Hetsg In patieHus gachgisiof fhorsSIaRPeaigE s monitoring

received fromother tiers. The set of policies defines
of copgiiongeqopmingattlat tigranéd theaarsescibe sesulinaf meaijering ta confeol

enbodi nent, each tier enforces the policies at a
resousqes ebfocimtad wish gusitier, ITheg ernodimehiptherconirel ismbsp aeernaylisbed

its set of policies at a faster tine scale to inprove
usingodatedict eived fratn dther tleesnver tier before the policies of a

hi gher tier becone 20 active. [0027] In one

enibozi]manine etmbother, the REowreds dr€gotefdlled by each tier of the system
reconfiguration of one or nore conponents of a | ower

by evahvRfing Haidreeonfitiohd id AustRY a icBetdypdadiag RBIcHffpofidics Mtording
of functionality of the conponents of the |ower tier,

to th?cl?] g&?iiﬁ&&%h%taqfecﬁvéa%érﬁ Biep BersPITHE RS 0fHRTRRE 8L iRs He

ower tier, and/or a nodification of "a paraneter

criter® fol RRoGRERONEIER @sfage. 2R dnll %Iﬂb%&ﬁﬁentt,i &bh i enforces the policies

at a specific time scale. That is, a lower tier may enforce its set of policies at a faster time
scale to improve conditions at the lower tier before the policies of a higher tier become
active.

[0027] In one embodiment, a higher tier can request a reconfiguration of one or
more components of a lower tier. The reconfiguration may include a modification of
functionality of the components of the lower tier, a modification of a policy used by the
components of the lower tier, and/or a modification of a parameter of the components of

the lower tier.
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WD 2004/ 025910 PCT/ US2003/ 028254 [0028] In one
enbodi nent, the nulti-tiered wirel ess resource control
WGEymterotont ai ns a network (or global) tier 11PCHNS2083/028254

device (or local) tier 114. The gl obal tier 112

monitors conditions that affect all wrel ess devices

1080281 tInione embodinant.cbe mukii-iered wigless fesoyrce corirelwysieh

within the wirel ess network 102) and controls access
contagirsch neswigk (of gvbal) tiet Ekkandet davide (pelooal) tiesl Iy Thwtglobal tier 112

flows originated fromall wireless devices 104 within
monitdre canditedng sisat méfeovaal kwit€l2ss deteec bl withinphe fvirehesindiwotkhE)?2

gl obal tier 112 naybe based on external requirenments
(e.g.,andwidtt @ Ehinché elirtess AFROsA0102) and Vo] aiRasswidWRA

with which the wreless network 102 communi cates) or

wireleds ¥ &tk RédoudceSBY AbAI IR tRina8dd Béthiafiveiseledsledided 1040Rithin
the control may be al so in accordance with the gl obal

the “%regé hdRBs foxd Tﬁaeconyal f_,reg %e@t)#% 41668 't%?ijli ﬁﬁ%@ BSsed on

[ocal tier 114. [0029] [ocal tier 114 nonitors

A AR S v
i8R 3 St A B e e e

fl ong orl i.nat ed t he ons.106 rynni ng
additfgy P o Rer Lt idinciodiascaytf e aichal feicens and He
received fromthe gl obal tier 112. [0030] In another
inforgatiytichpred d f prdhedfce] istildfed wirel ess resource control
system also contains a third tier, i.e., aflowtier
1 ﬂgﬂzﬁri@iwlp@hﬁ@r E14 mositors facekronditiond prouad ¢ spegifie witeless
to an application 106 running on a wreless device 104
deviced 04 (¢.g5 timarvanyieg cygnditiehs spelcisciadingswil oserdapped telts) snd makes
resources at the flow level (e.g., flow transm ssion
local patiey, decisovas basededri thbilddat g@ndhm&deqﬁrdmmﬁseoﬁ:tha dathiflons,
data flow requirenments of the application 106 and
originatddbyntht iapplidadions VEOruhhidgoh hige Wizelass devive 1044ind [[R03ddtion
Figure 2 is a flow di agram of one enbodi ment of a
recelﬁd@&ﬁ&&@@bgﬂ@ferlm oviding a nulti-tiered control of
resources in a wreless environment. The process may

00301 1R ra.ﬁ@tﬂelbé(rnmcﬁﬁl%ﬁts {18 efed \pﬁ‘éle@)és&l%@édn%l 3ystem

hardvvare (e.g., circuitry, dedicated 25 | ogic,

also c%afaﬁrygﬁ;tﬁua%h a3 foWi8M 18, GREFLY | R 1BA i {%ﬁ‘dﬁfo s

ystemor a dedi’cated  nmachi ne) or a co

spec1H9 H:an %pﬁgﬁ%% 1% ﬂu&%ﬁ of 8%1?&1&@ dfél{?lcgllbi ?e § nho&v'la eficy and

packet loss) and controls resources at the flow level (e.g., flow transmission rate, flow
reliability) based on these conditions, data flow requirements of the application 106 and
information received from the local tier 114.

[0031] Figure 2 is a flow diagfam of one embodiment of a process 200 for
providing a multi-tiered control of resources in a wireless environment. The process may
be performed by processing logic that may comprise hardware (e.g., circuitry, dedicated
logic, etc.), software (such as run on a general purpose computer system or a dedicated

machine), or a combination of both. Processing logic operates at different tiers within the
7
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7 WD 2004/ 025910 PCT/ US2003/ 028254 wirel ess
environnent. In one enbodinent, the tiers include a
wW@b@babsoto er associated with all wirel ess devPCEES2003/028254
within the same wireless network and a |l ocal tier
~associated with a specific wireless device within the
wirelggsreayisammenst Woene ebpdimgaththe tisrbseideaglobphiertasegeiated with
also include a third tier referred to as a flow tier
all wirtlags degicaswithingdhe samé wircksspatwork ands lapglitiec agsociated with a
installed on a wireless device within the wirel ess
specifie twiretdss d¢vAEBR{thinehe midelegs hatwbtkg Unendthepembatimert) the tiers
begins with processing logic nonitoring, at each
also intRbe a aofididr @B aray 4 fléMg tidf that i asdoeRp@nditing spécific
(processing block 202). At processing bl ock 204,

appliBAtRAGSFAIRE onQOkFcldds RIIR Witth tHeBFiB1%BhetwAiR! Mat i on

from other tier(s). This information may include, for
e ipn : 3
;PR PR P o R PR ey R Mg |

R R T

! _ para neters ! !
200 By skt BRbnB EEh  B 5 o

SEer V| .(e..g., .to nonitor addi tional. | ocal .
otherdiial Tt rEotaahg mOp pae e apls PERCiEt AR e cat the ofher
. modify a policy (e.g., change a threshold at which .
tier, Iﬁaﬂﬁw% PlORHOHRE ael%mﬂ af Bheqtliry tier, R 3 reavesiaRre pdghey Sggto
by the local tier's conponent, or nodify a paraneter
modifiafugetionalitya pelécyt resopiermapamneers pf efe eraoierempPenenRis pf dis tier.
one of the local tier's conmponents. [0033] At
For eparoplestbt lgabliaahay2@esive p oapsdifran theglebad ticetectddta specific
eval uates the conditions occurring at a correspondi ng
servitd (erg.,dochoniter amddshitimtal eal @aditivayitof anerof tikelocdlhier’s
tier(s). Based on this evaluation, processing |ogic

compdaaits, ehalifyesulico €. gaichageh thicsiiold Bt Which eassiorigg bF a tdeal
208). I n one enbodi nent, processing logic controls -

cond#iR8 M EdhascthY) usad by id 1061 Riet’s 6bBforidnf tor 4RIdiR& fahdmeter (e.g.,
criteria for resource access and usage at

chan§OhE BHAASIYSE thé hi¥hfoRRd FBHOBEIE lodaBertdlicts difdnts

policies at" the corresponding tiers. In one

£10084) PR HrgcesHHE bRl 06 3o Tefing ekt A%feler il Bl ST
cond@%];lg cr)c%glq'in%t atd c%ﬁéép%%d}nigql%r %ﬁd#h% iﬁflaﬁrqatfgn r‘rcjlaceltqlxi/é:g1 ﬁgmtthee Sther
tier(s). Based on this evaluation, processing logic controls resources at each tier
(processing block 208). In one embodiment, processing logic controls resources by
adjusting policies that define the criteria for resource access and usage at corresponding
tiers and enforcing the adjusted policies at the corresponding tiers. In one embodiment,
the policies are enforced at different time scales, i.e., the policies at a lower tier are

enforced at a faster time scale than at a higher tier.
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WD 2004/ 025910 PCT/ US2003/ 028254 [0034] The
multi-tiered wireless resource system di scussed above
wowadoh/oewier ence to Figure 1 may be a di stri butBCI/US2003/028254

system Figure 3 is a block diagram of one enbodi nent
of a distributed wreless resource control system 300.
[ 0§934] Fesrrevltirtinged witkleguresowee systanedisapecd shoivaodth rgference
wi rel ess resource manager 5 (WRM 302 and nul tiple

to Figwie lagenbe a B3trimvedsyetint. oFighre 1\&M 1H0ck dizhrm/F\dreG2nbodiment
may reside anywhere within a wreless network such as

of a distRBMed witdleBi\resbice eardtmilsgstemt306. V\RM 302 may resi de on
a radi o network access point (access point 306), base
St [@0B3IMRefeihAlb Fixtiire3, syd 800 iRludes AhliRlddatdsyeicy manbger
WRM 302 may function as a distributed system

(WRBHS02 ah shud 1O FAR M e hid 1304 REESEd W thE R s TiR m 302

network. 10 [0036] M agents 304 reside on wreless

may ﬂz@iﬂ'e GRSwRYS w1tﬁ1ﬂ’\ﬁ Wefe%§n9t@%ﬂf§mﬁ gﬁ a R OPW lil'olr @xample

client” device one,

| ] g t
e VRS 5 ﬁ@%ﬁ%[ra@@ﬂeﬁﬁcﬁk o oL )
ST S0 LS B e
hi t ect A 0 Th \\RM 302
syste Rt R B B WA e e PG hs%ﬁ BB (1 e
- 01 ER3 ety ”%t{%?wé“ﬁégé%i%s A eOR %%u%ie%h%g&egsos
networ k based on the gl obal conditions. d obal

may pomiobiloplientdgvics egwu 3 esiludaiphens, aP&)A.#4.) o3/ wireless controller

performance and usage of the wireless network. In

statioadeligt, adase st@ionha radN 802. r ecei ves i nformation fromthe
WRM agents 304 (e.g., application-specific wutility
bdAa¥7]dilie WRHEBO2 et ?eauhsWRM 0630304 map nemaninodiamsiig an
the WRM 302 acts as a gateway to provision policies

appliestion pyogram éxteioraduch Us & eomren @bjechieqadst brolker Aehitecture
Service Provider (I1SP) 310). Alternatively, the WRM

(COK¥&) sBrn use an internal set of policies defined
accordi ng to a particular standard 25 (e.g.

[DO38) efel RREA 36 B [ Mb§RBsibI bf %%&Y&nr&egloﬁ‘ﬁ%oﬁcﬁ%ﬂé g] .

( HB) specification, resource reservation protoc

conditiBRYFIh iR $RERES AGRbHY Ind Bidviding resource control and management

within the wireless network based on the global conditions. Global conditions may
identify current reliability, performance and usage of the wireless network. In addition,
the WRM 302 receives information from the WRM agents 304 (e.g., application-specific
utility bandwidth specifications).

[0039] In one embodiment, the WRM 302 acts as a gateway to provision policies
set by an external system (e.g., by an Internet Service Provider (ISP) 310). Alternatively,
the WRM 302 can use an internal set of policies defined according to a particular standard
(e.g., differentiated services (DiffServ) per hop behavior (PHB) specification, resource

reservation protocol (RSVP) QoS specification, etc.).
)
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9 WD 2004/ 025910 PCT/ US2003/ 028254 [0040] When
requi red by the conditions of the wrel ess network,

WO b4MEMIB02 adj usts the current set of polici PGT/ESH03/028254
uses the adjusted set of policies to optim ze resource
access and usage wthin the wireless network. In_on
ertBOH nWhen regrisedlly thstcpditionsotihs ircloss BRIWEHS tﬂPf’eWRM 302
information received fromthe WRM agents 304 (e.g

adjustsghe ceragnit o¢t-of peli¢ies andsusgs thejadjusisdrseiafokicies to optlmlze resource
specifications). [0041] In one enbodi nent, the WRM 302

access andl asage vtithimthe atieeldss nttweorkRM mmmlmdirﬁém, thE laidmisuhand is also
may i nclude the adjusted policies, global condition

based ¢if (e imfotBiti cdIredeivadefean e WRaV iagents 80HIE@SS. , applieation-specific
reconfiguration request nmay contain a request to

uuhtmdwdthfsgmﬁéa@iaﬁg)l ty of one or nore WRM agents 304
(e.g., add a new service or nodify or delete 10 an

eXopdijng 0%@ EMbGﬁn&hPYhéqu{MB 02 @¥n&é@%ﬁﬁ%ﬁh 8940 WFM agents
policy used by one or nore \RM agents 304 or a

304, ﬁ%sa(gﬁ% ﬁlra¥ ﬂfcl@%%@ﬁ%ﬂ&%@% MicTes: gﬁ)ﬂﬁlscoﬁgﬁﬁon L FoRA&io or a

request causes t

recon?%ga??g q%e%l ﬁR nggg]grﬂiﬂﬁl re&%e{%s? %?é' ZEBB%e L zg@gst L& mod1fy
fonct{fagd gt fpe ?,ﬁw&?ﬁ@i@? Bt 0 (i a«@“a@gewé%r?@%?ﬂ%"ﬁvy Phielee

VRM 302, and na es the necessar enf or cement
an exesé@g§?lm?§ Providegp anyWVRM g 3 ﬁévﬁ @m usg@RY oxe 95 g1ug WRM
the tinme-var condi ti ons_around a correspondi ng
agenty3Ppes §ara@9¥ ef aweoranere WRihagents Hésdnepn elmbp@ﬁsent the
agai nst the requirenments of the running applications'
reconfilgagsion mefjuesjicotrsb themedicspanding Wﬂil\éﬁeerég%m bereprograramed in
RRM agent 304 collects information on tinme 20 varyi ng
real tinozal conditions (e.g., signal to
noi se-plus-interference ration (SINR) via a data 1|ink

( "TO0d2] Euch &PRMcayeit 304 (PdPdTss asl eaprexy ®inthe WRIVBZ02Mrld hab éts own
described in nore detail below [0043] In one

auton@fy0 ATHFBNRM h@mabopadcepis @fobaBpslicdsiREvaYd b ene MM GeD tand
304 preenpt (using a faster time scale) the globa

makeB d fecEaryNo effordeth At dEEESnsP 1A Bbﬁl@ﬁlaﬁ: RIGAR R afBht 304
time-varying local conditions (e.g., a fading or

s RS A LIRS S RS L o
managggjt'hgéle ConfiiSnd Qgca%st the requirements of the running applications’ flows and
global conditions. In one embodiment, the RRM agent 304 collects information on time-
varying local conditions (e.g., signal to noise-plus-interference ration (SINR) via a data
link (media access control (MAC)) layer entity, as will be described in more detail below.
[0043] In one embodiment, local policies maintained by the WRM agent 304
preempt (using a faster time scale) the global policies in order to address problems created
by time-varying local conditions (e.g., a fading or degraded local conditions on one or
more flows). The global policies become active once the WRM 304 improves the local

conditions.
10
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condi tions. 10 WD 2004/ 025910 PCT/ US2003/ 028254
[ 00441 The |l ocal policies maintained by the WRM agent
wa@4oz1be uni formacross all flows runni ng oPCT/082003/028254

wirel ess device 308 or weighted (prioritized)

according to specific QoS speC|f|cat|ons [ 0045]

FUPQ4dd Thetlneal peiigicagunintadod byshe $éRnagent ¥4 qgn be uniform

provi di ng application now 5 control and adaptati on.
acrosSplé flotvis carrliyg on the wiRidsadevite 30 onwsighted §priidrdwed) according to

conditions and controls flowrate and reliability
specifiaQel specifibatiohk.ow condi ti ons. In one enbodi nent, the

VWRM agent 304 collects information on flow conditions

( §0@15] Huret, ied WIROY agéid 300 sssi@sporiible fok piwvidiag spplizatiomnilow

rate) via a transport layer entity and a network |ayer

contr§Mindtadapt@SonM $eciiRall ¥ eBE WHM gt 3MI8sed ek "ﬂolw Qfidawns hRd
[ 0046] pl'he WRM agent” "304 and protocol stack |ayer

It tg
conn AN PR, Ay T,

WRN?L%%tB f@&@is%ﬁn&%o&&fﬂ{n@c(l RGO %f}w Pa"t‘en% fJ.l:ses and

oco ayer I €S by €ex ngl ng cu
het ween th coI

flow @?gg&gﬁl%g%ﬁ ST RO iATRE ity AR AR R oy BY e it be

he.1 t 304 has the ability of reconfiguring
descr{bﬁg “bm%%%ﬁlgg‘%l%’k | ayer entities, as will be

described in nore detai| bel ow. [0048] Figure 4 is a,
bI[BR461 dihiegW M ageng 364 Goraiosaitack ager s e Sy FBBHRCte
manager (VWRM) 400. The WRM 400 incl udes a
using A Eweteat CORBAMPIs402, an eval uator 404, a policy
updator 406, a nonitor 408, and a reconfiguration
md004E In poe embocﬂloane}hem@gmtdm 40830 wspasipdn §irpreviding
for nonitoring conditions within the wreless network
coordfnatien betyfazh protoan diatk tays) entifiee bygkndimhgiogedirentqodicy and state
represent current usage, reliability and performance
informbtidiisetweerethe protowdl wacklaydinatiiesi Incadd4d8, Bi wmieegntsdiment, the
or all of the nonitoring results in the statistics

a% chib 368 hAhE HFIESY df rb@rdidatks tRGReESIEacR ayiehentitBMs will be
and provides the nDnltorlng results to the

describé@iv Ao’ ddBfndiow. anal ysis.

[0048] Figure 4 is a block diagram of one embodiment of a wireless resource
manager (WRM) 400. The WRM 400 includes a communication unit 402, an evaluator
404, a policy updator 406, a monitor 408, and a reconfiguration module 410.

[0049] The monitor 408 is responsible for monitoring conditions within the
wireless network (i.e., global conditions). The global conditions represent current usage,
reliability and performance of the wireless network. The monitor 408 stores some or all of
the monitoring results in the statistics database to support feedback mechanisms of the
WRM 400 and provides the monitoring results to the evaluator 404 for analysis.

[0050] The communication unit 402 receives information from multiple WRM

agents. This information may pertain to local conditions, i.e., conditions affecting each
11
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25 [0050] The conmuni cation unit 402 receives
information fromnultiple WRM agents. This
WO ndogozto on may pertain to | ocal conditions, PCEUS2003/028254

conditions affecting each 11 WO 2004/ 025910
PCT/ US2003/ 028254 wirel ess device coupled to the

wirelggs devies sowdeduisr the witslesigtwpry apd yiitityapgremeys of applications
applications installed on the wireless devices. The

instaligd; dni thg wirstpss deviesst Themtilityrequiranhents mayrbein thi dermwpdt h
utility functions or any other quantitative or

bandwidéth i latyifinectiype or driyocdhér gpuantithiddbdr] quihimtiey speciioations) 4
recei ves data from various sources within the WRM 400.
5 [00831] eTiRvahRtr 40y rdeeivaddats Gohi Valoue Boatest wighiftiy WRM 400.
408, the communication unit 402, the statistics

Thes@fudd8 9y reany@dthbtaleh bEfthe dadafR 268, A8 conMBniRefiditinit 402,

dat abase 418 stores various policies pertaining to

the st&t‘i’é’t‘fcﬁ QﬁtagﬁseWQE) SRS JliEy AMEERS 4181 The pBﬁ@fy dﬁtéb%h@@% stores

net wor k hese poI|C|es may i nclude multiple

Varloﬁglécﬁlﬁ:g% tp(\i.ﬁalfnﬂ{ eC| %1 o&) ?es? %Bﬂt%les @ﬁﬁjglstﬁe mless network.

categori es an vari ous ot her
mest il A AP TSl kil fafey
uﬂhzw&ép °%§\i§°%§§e@§%fs%n & Fstqs offet E}htéuéfma fihes ey pp geauested
outsid R BRI PBR O BiE WANDNG e st e e e

managenent systemis |n | ace, the WRM 400 rr% act as

standazds (9. &l DpPrIz MEBsePpesy REY B0 ImdRag difeht Inone empodineent, the
!0052] Based on the obtained information, the -
400 supports A0 axigéngpoticirdesadoatagementrrysienr rélternasiyiel st ifaw
need to be updated. If policy update is required, the
existing pblicyt-based Orhnaganiant systenhes ip eldceythe FARMA00408y adi@stn
the required update. The policy updator 406 then

indepanjens pslidyHieased maaidenteat ¢titgs stored in the policy
dat abase 418. In one enbodi nent, the policy updator

416052] Busse 64 thet dberinadatorated, 1 evRRlak¢ii408 deRrhliRs whether
conmmuni cation unit 402 20 which then conmuni cates the

the cHRAApEKLiSElec@to BOhPdatedS 1t FolidyaipWiiMi@aRnirsd, tlﬁé)%ﬁiatdrmm

one enbodi ment, the eval uator 404 stores sonme of
B i b i it o i
adjusgg?ée ErédrﬁPé%% p{)ﬁg?@%ﬁé&% ggg{:]}{ %e{tg'r?asg X?é.uﬂlt Me eﬁ%%d%é/nt, the
policy updator 406 also sends the updated set of policies to the communication unit 402
which then communicates the updated set of policies to the WRM agents.
[0053] In one embodiment, the evaluator 404 stores some of the information

received from the WRM agents (e.g., local condition data) in the statistics database 420.
In addition, in one embodiment, the evaluator 404 may determine that the WRM agents

need to be informed about certain global conditions (i.e., the current state of global

resources) based on data received from the monitor 408. Once this determination is made,

12
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need to be infornmed about certain global conditions
(i.e., the current state of global 25 resources) based
woroodars1o ecei ved fromthe nonitor 408. Once tPEHUS2003/028254
determ nation is made, 12 WD 2004/025910
PCT/ US2003/ 028254 the evaluator 404 transfers this
the evialugtor 484 kransfers this énfonmationite she commwicatioganit gi2e which den
communi cates it to the WRM agents. [0054] In one
commantvatts mentthe WiMewgadtsiat or 404 anal yzes t he obt ai ned
information to determ ne whether a reconfiguration of
apo0sS4RM ageahbodimenic theievealdator Bed mexdyues itlgustabinedinf@mratiyn to
relate to specific services performed by the WRM

deterrRi@i8 KR thep @ rédon€igurdfietloDanyt WRIW\BMragR rtguiide The reconfiguration
perform ng the services, or paraneters of services

may rPBfef B PRI IO¥erl R8s YRMrmBY B ik WIRIM taBénts, $o0Biel Gsdadyi tRO WRM
I's required, the evaluator 404 transfers control to

agent§ Rfien ?&?&ﬂfiﬁ?gﬁ%&%‘g&&ﬁe@%ﬁf'aﬁie%&@ of §&0eed pel:ﬂﬁmed b?l the WRM

reconf 1 gur at 10 i ncludes a functionality
ifier . ' [£1
e e R R ey R
LS _r.esponsj b for creating a request to add a new
reconlgyrgfiGa RRg 510

or nore WRM agents or nodify or delete

an_existing service perforned one, or,. noJ.e

ad¥hod Theggeo ﬁwp%gwaulﬁéﬁﬁé%ﬁ%eéé @Bctweaﬁﬁd%%‘”gea

a service for transformng various fornms of i ,
policyymefifientiband e pmﬁwt%ﬁ@éﬁ%r ¢46 dhe fmstianalitymedifier 413x8m

agents into a specific formwhich 15 will then be
responsibln oreereatingtaoregtrst (PRI A0BW sRECHIOPsr yRere WRYI agsnts or

downl oaded to the agents via the WVRM 400 in a
modifyenmtdelrtd aeckiftingitennge penformedby ane ol mare WRM apetits. i Eor

412 wll issue a request identifying this new service
exampleda ape sérfvideng be udiad m® eveaservice fartraasfooming[Vafibeq fofine of

policy nodifier 414 is responsible for creating a
applida€igtl @ilityt Pecifiamims abtapel b Yhe/ BaRMbigests petd taispedific form which

service of the WRM agents (e.g., a request to neasure

will tRenWrandferiRa e R WRM B0® dtihd héW sdroict RerylRr RWRIHdEd to the
being currently neasured when a certain threshold is

agent§ SRGHREWRMIUND iRA'RARIIEE PRAIoh &d Hid RurdcliohARP bR @12 will
or creating a request to change a paraneter of a
issue ?g&@hgﬁl&%{tﬁ@%\rﬂg E%YQ gelivﬁ% AR @M Soth&- 1Btevart iRBHH :
[0056] The policy modifier 414 is responsible for creating a request to change a
policy used by a particular service of the WRM agents (e.g., a request to measure a new
parameter in addition to the parameters being currently measured when a certain threshold
is reached).
The parameter modifier 416 is responsible for creating a request to change a

parameter of a particular service of the WRM agents (e.g., a request to change a threshold

at which measurement of a certain parameter).

13
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at whi ch neasurenent of a certain paraneter). 13 WO
2004/ 025910 PCT/ US2003/ 028254 [0057] Once the
w@eovitiogaon@t i on request is created, it is comuPCTHSEO3/028254
to the correspondi ng WRM agents via the comruni cation
unit 402, causing a requested reconfiguration of the
VRO 3G s thencandigurationeequp g 66@Eated.glisccommuni¢dtesdsjo the
di agram of a one enbodi nent of a process 500 for 5
correspondingWRiVfagdntetie tie coammumication wnttH0R, cusing elregssted
networ k. The process may be perfornmed by processing
reconfig@iatiofi BAthe R M agguts inecdisibdware (e.g., circuitry,
dedi cated logic, etc.), software (such as run on a

040653} | Fiiie BB Tl dRpaeT o fRYcHe@Mbodinerd o b §adcRss 500 for
machi ne),gmcr)r a conb?ﬁr?ation of both. [0059] Referring

contréBng WIHMRs PsoRcOCHFRIn2AARir 18I BBy Mc! The 'jo?&%&hgfg% g&fd}med

nonftoring 10 global conditions (processing

by prcﬁ%%%mg;@ than‘th EGRpAG }laf’cﬁ:i/eg% F’ef:‘%eéii’édﬂ‘?ﬁ d@ﬁﬁh&ﬁ%o%@ eto),

a current set o ies 1s’requl red bdse

soﬂwgr%i (‘és %e sF I01t1 a%ie%%?ﬂ%ltrrggsie ngélgt%f %}éé&legﬁ] or. 5’ ﬁgc}igagg‘% Iglélg}ﬁ{le), ora

erm na cessl

bl nf.or nglg)itgn received from agents servicing wreless
com H’@E}Plﬁg ¥Bupl ed to the wirel ess network, and/or

DBl HhgeTisR o BlguFa riBestE PO besbie Wil rascistes belpdtonitoring

rocessing logic_ _perforns the update (processing
globagvczs@mc@@ éprogefgingdrerk 1080 Npeaprogessiang lpgic determinss whether an
the agents (processing block 508). [0061] Further,
updatp pbe ewmeriget @&O&CEeiseﬁmlrﬁééoamm@ﬁ resutted orenitgring degision
of one or nore of the agents is required (decision
box S0é)x Fot@his désrmingtios peatestiglogictrhay alew usef infrumatiororeceizéd
may relate to a specific service perforned by the
from agpaty serviaing etitetass dswdestpuploé tathe ntise] v @etvaek f audror egisting
the service, or a paraneter of a service performed by

statisfida@irgg@mdton. [ 0062] If a reconfiguration is required,
processing logic creates a reconfiguration request

( poGwDE 381 YeRBfilatiod Alade Bt e RIBABYKC4GS pbdifive, processing logic
reconfiguration request to one or nore agents
perfofnh A€ 658410 GrBE QS g DItk 506) and sends the updated set of policies to the
agents (processing block 508).

[0061] Further, processing logic determines whether a reconfiguration of one or
more of the agents is required (decision box 510). As discussed above, the reconfiguration
may relate to a specific service performed by the agents, a policy used by the agents when
performing the service, or a parameter of a service performed by the agents.

[0062] If a reconfiguration is required, processing logic creates a reconfiguration
request (processing block 512) and communicates the reconfiguration request to one or
more agents (processing block 514).

[0063] Figure 6 is a block diagram of one embodiment of a system 600 for

controlling resources associated with a wireless device. The system 600 includes a WRM
14
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25 [0063] Figure 6 is a block diagram of one
enbodi nent of a system 600 for controlling resources
was®eo2mted with a wirel ess device. The syst enP@D0S2003/028254
includes a WRM 14 WD 2004/ 025910 PCT/ US2003/ 028254
agent 612 servicing, in cooperation with protocol
agent 1 Askvitimgein cenpérblies with pratoe] stsk teer owiteen wivelgsd dpwice
the wirel ess device 602 to conpete nore aggressively
602 tdf Mowt the witcleal desice 60Btor@inpelhroteragprsovely tfarctke wanekess
entities include a transport layer (L4) entity 606, a
chann@?t’l\’l@@fotb@dd%fack r efitids indd&e Bpghsporviiyet €Y renfity2)06, a
entity 610. 5 [0064] The WRM agent 612 is responsible

neWo@leagEﬁB(tﬁl g%ﬁ{ﬁ 608 ahd L AERLNERS &El)dsnﬁt}ﬂﬂ‘lo control and

he WRM agent 612 i'ncl udes a | ocal data
TRHETEE SR i PE%%%%“‘%SE@“M P RSO Rt A flow
conrg] g afelPth IR RN G o BYRSHY %E@ééﬁed%fﬁ%qﬁmaﬂ? oo i
614, 4l e Somgrimipron e e et g B s e manpee
634, BRE S paBETOBEET B AR B eﬁgt?r%’@or%@e&m 42§yer

flowtransmssmn rate) .and th V}/
10966 T8¢ locs] e pamavBIcaRas Wi f5eeibet A local Wreloss
conmuni cation unit 614 receives data from t he WRM
applications. (¢.gglapplidation utibitespecigiasivas), thnfenspeorn layat 800 (99 fave
enbodi ment, the communi cati on between the WRM agent
latencybAd @mdceeldsepmamewms); the astwosk layen@df @edlow raGDEBYon rate)
APl's. [0066] The eval uator 618 receives information
and tferMACtlagerl600&t.gd STNR paramatére)at Therglohahidata@dhnamdcatine unit 614
gl obal data conmunication unit 614, analyzes this

received 5tk FRbl QR WRM (e.g Nk Apotltits, @lsbal cqiddi@sdas). In one
operating in the M agent 612 based on the anal ysis.

embodAERE thPERTBARR G BetWBdn thy Woemf iefesi 203 didReerhdl @alities is
resource manager 634, the flow manager 632, 20 the

ach1e %%QF%%‘%‘?M?G and the reconfiguration identifier

I'n particular, the evaluator 618 receives

ﬁé)@ﬁﬁ %Oalgﬁtrol' meg%ggso ng{naﬁgﬁ frofl B0 ¥ caf @14l b&hﬁﬂﬁlcatlon

mat 1 on pertal ning t

unit ({M r'nétii é@séfﬂa&% d% 4 %g%llﬁttllll.l’]lcl)(% o0 gmé E,E4 \éhgnlé&%s t: sqflfotnlﬁgtlon and

1nvokes dl?{erent processes operating in the WRM agent 612 based on the ana1y51s These
processes are mainly performed by the local resource manager 634, the flow manager 632,
the synchronizer 626, and the reconfiguration identifier 624.

[0067] In particular, the evaluator 618 receives information pertaining to current
global conditions provided by the WRM and information pertaining to time-varying
conditions in the vicinity of the wireless device 602. In one embodiment, the information
pertaining to time-varying local conditions is provided by the MAC layer 610.
Specifically, the MAC layer 610 monitors local channel conditions and communicates the

results of monitoring (i.e., channel state and metrics) to the WRM agent 612. In one
15
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pertaining to tine-varying |local conditions is
provi ded by the MAC | ayer 610. 25 Specifically, the
wWORG40z89er 610 nonitors | ocal channel conditi oPGT/HSZH03/028254
conmuni cates the results of nonitoring (i.e., channe
state and netrics) to the WRM agent 612. In one 15 WO
embo@Med H230A 0 1REF/CUS2863 SR srvnitenimmiiingtaert to continnpely fast
| ayer 610 uses a SINR nonitoring function to
monit&ané iiMeausliyg foaal conditivns.or the time-varying |oca
conditions. [0068] The eval uator 618 eval uates the

t [0WBS VBN évatliabst bl BlevaNStes tiaima v argitlg cyhditiahs, the current global
conditions and application utility specifications

conditfdhs Ind ap?{lf@ﬁiéﬁ ﬁﬂu’itw?édm&atﬁbﬁ@@) ., SINR B89 tfefdtions)s and

ether "l ocal adjustnents need to be nmade to the

detenr&aiiiésr ﬁ%h&?&c&?g%iggt%ﬁ{s el tEbERade tb;thé Q&Rdnt %M@?@Pf)&icies.

e required, e eval uator 61%d|n orns the | oca
resqurce nanager 4 j
17 toce R AT E RSB e S ARl S B BT Fesoligihager
conditions t determ ne whet her the application
6343@%#&?5@“@?Eﬁﬁ%ications can be accommpdat ed. Based on
10 this determ nation, the evaluator 6 nd
1 thosBl B SusTeater G rare e St it eghadbpodtipriiidhs o
f eedback indicates that the _network cannot %ggg%hﬁg¥
deternaipe wihabathe applicatipp BHERSPesiications £y besrcemppqdated, fRased on
(e.g., due to reduced bandwi dth availability in_the
this dejerohadtionethesy dustentd 18 mey sendsfeertisgk toihg agtaless application 604.
consi stent |ossy or fading conditions detected |ocally
If the fredbagkamtitdtes that the nuliwoek esmobpptantlsncemnmBodaterthe appleption
to adjust accordingly against the current 15 network
utilityepesficasions .g.[ DRA0reduved tatidwidth, avaihabikityzh izt globag bgtwork that
receives flow netrics and state information and
is cauSEABLdINE&LIBA of borsidtétt (sseybt fadingicohditiehedaatted huceliyot ds
included in the current local policies to the flow

globaFANRE QFirdieds applica86€ 60 BRYNEENHo, adfd?,e addoih Fi§taphigst tAe Current
state information includes flow |l atency and packet

nemolﬂgaﬁ,fsqgiﬁ%neters provi ded by the network 20 |ayer 608
and ow transm ssion rate paraneters provided by the

nﬁm 0 4R $dn, ARS8 ValllaPoQ%ék I c{éfv‘é@ Abw th&FicS¥H HakMrofniion
ec ate and p f e

S S current s oltcy information fromth

and cc?rgxtnﬁhiggt%, | n%]?lrgc?p?r}zagigﬂ g{%@_dreﬁgmﬂfwe%tkﬁsm&nhg‘d f.nncflé) Eﬁ@éﬂt a1

policies to the flow manager 632. In one embodiment, the flow metrics and state

information includes flow latency and packet loss parameters provided by the network
layer 608 and flow transmission rate parameters provided by the network layer 608.
[0071] Further, the evaluator 618 selects current state and policy information from
the obtained information and communicates this information to the synchronizer 626.
[0072] In one embodiment, the evaluator 618 analyzes the obtained information to
determine whether a reconfiguration of any protocol stack layer entity is needed. This
determination can be made based on current requirements within the global or local

policies, global or local conditions, or any other pertinent information. The
16
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[0072] In one enbodi nent, the evaluator 618 anal yzes
the obtained information to determ ne whether a
w0 e@antiogur at i on of any protocol stack |ayer ePCT/U§2003028254
needed. This 25 determi nation can be nade based on
current requirenments within the global or |ocal )
reconfp@kitivnesn rgatobak sgecifiogaimeton(ig. | ons3summent frequdnsy), policy
pertinent information. The 16 WO 2004/ 025910
(c.g., Gl 1IPRAR6HRS 25bcidtarwiih bgypwtdcohstacknlayel entiey, oo a aervice
specific paraneter (e.g., a neasurenent frequency),

perforR@l b§ ¥ny pRtdbol stk ettRy.f BrthdRRBoARIrADh 18 sapereafthe evdldior
any ro¥oco| stack | ayer entity, or a service

infornfB3h{ RSt DM AMMCRIERE BPLbS ACK entity. 1T the
recontirguration 1s required, the evaluator inforns
t onfi gurati ' j L. sdobot: /,
| [T sty R bE S GRaMncsprhicn \ (e ke
whi.ch. | oca ta...(e. g. npl i Lan: 0w b
(o2 ApplationdatieD: S SpetifinBRh (5 hARITETAM hllot]h bY
transferred to the gl obal dat nuni cati.on unit 616
transEarE 1 5O A OO G 30 D B PR o
| ocal resource manager 634 includes a |ocal policy
the WBMHat or 620 and a 10 | ocal policy enforcement unit
630. The | ocal policy updator 620 nmakes |.oca
al)0a41 Femiocalresouies myhrsigar 63oinelafess landl nobisvuntiater @0 and a
the adjusted policies to the |ocal data communication
local pefiicy esfbdcefrent wkie63(. aHef localpolieepdatar K3P Imakey kgcabgustpgnt
one enbodi nent, the adjusted policies provide
to the ghibhalictey and dohaunivats theoadaiskedfdodieiss taitheilocal datat he
wirel ess device 602. Alternatively, the adjusted
commpichiEdrEsni s 1Mo thearapsicotd the natwonln layené(y. tInenk eodlodihient, the
flows according to specific QoS requirements. [0075]
adjustbd pSEtAstgrON de LiifORAtyAHIGHINTRP o all NEwd AGAINg the wireless
updat or '620 controls mapping of the global QS
i | CARSnd YRS pdkRRs PRIVidE £8ridifiAtion Whdng the local
de“"é;?(?: c‘%lﬁ%légt{l}’trﬁgd M%%d?ass or% selr’S \? i cé (CoS)/ lQoSlOI?]eadg% oo
fiel ' i nstructions received from
ﬂows?hgmgggﬁ£§%§?%6(gfﬁﬁﬁﬂgﬁéngnbodinent, the | ocal policy
u 620.. ma | s
o SiPsF i SR B4 GBS, ok pdfiy leuek 550 Sonicls

e ase IFons recelve
mapplfnrg%?]tﬁehg?obea\{ ao%apto%:ies ?r:lltg MAC layer QoS policies (e.g., via pre-configured

class of service (CoS)/QoS header field mapping) based on the instructions received from
the evaluator 618. In one embodiment, the local policy updator 620 may also updgte the
MAC layer QoS policies directly based on the instructions received from the evaluator
618.

[0076] The local policy enforcement unit 630 controls enforcement of the MAC
layer policies and global policies. The MAC layer policies are applied to application
flows at a faster time scale to address issues caused by fading or other degraded local

conditions on one or more flows. The use of a faster time scale for the MAC layer policies
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[0076] The | ocal policy enforcenent unit 630 controls
enforcenent of the MAC |ayer policies and gl obal
wp@oioso2®se The MAC | ayer policies are applied POI/US2003/028254
application flows at a faster tinme scale to address
_issues caused by fading or other degraded |ocal 25
(which awedi arivesice Rohiet with fr gloal polciosyslows ied¥LAK et ledmprove
time scale for the MAC | ayer policies 17 WO
the logd GhARRS dditROT beb20 06/ gt pdlici¢stitceme melyveor nmay not
conflict wwth the global policies) allows the MAC
| §0®17] (The iflopr maeaget 632 dftha WRIkbayest 6 1Qanahdgeoflswizehtvoleand
the gl obal policies becone active. [0077] The flow
adaptifRsHaRe thetiazel &k appiecaiBVbageits 6 lmatinegesided vy thostdlwdtor 618
and adaptation for the wreless application 604 using

G.e., t'hB fﬂ@wm&the@alm Stk e rPatidnhRd SNSIheRhOIds 6dxftaindd (d the current
flow metrics and state information and the

local ﬁrﬁfﬁ?csp OrASAGR %aﬁfag%ﬁ%éﬂ&gsﬁﬁ\{/ &Hab] 19§ aélflg %lia%ilﬁ% Lontrol

ow manager %32 nmanag ow rel ty usi

mech%ﬁ%h%ﬁ%{hk: ryins%gﬂtl g}%r 60@%@?18%% &(10111 pﬁng 812%?851{1 cérﬁ%?r

OW congest1 on usSi ng C

mechfHoRs O B8 rappstiafyt kB0 2hRES Wgﬁyﬁai%?ffs@%eiB?oC%Q? ‘
' r ot oco ck 10

et te'smﬁ%%?@%?%é sgoaiaiat DEtweEn e Wrolnse] Lrk

i nformation allabl tween he . pr.ot oco

layer prfifiss. dRE FYHCBEOTIAST R magﬁsfﬁt%ts ) P%‘Fﬁ%’zla%qf%‘ﬁtl%‘? aviifible between
resynchroni zation i nduced by gl obal policy changes,

the prptosal stgsk) lpyey cntifiasge ainpinfsypehrepiagiont dr gesyngienization induced
coordination between the protocol stack entities may

by gl@énbpolecyshaeges dnta polienclivages en flowadapsation. (Pler coodinatjon
congestion control and reliability states, network

betwden yier prQSolmtdck entitiesamdy Ehaibe s]yinchmhizaﬁiasrgbesttvaemtra@poﬁ@er
usage and SINR state. Such coordi nation may, for

flow) @sAgatien cdnapeaid reliabitigy digtas] @etwdik ttyeBQoBpolities and flayer
header mappi ng, or via nethod invocation and

polici_ﬁ%"sﬁf@?ﬁbalﬁx%ﬁﬁd a1 SINGOARE:, Theh Eqsdinhticirmay, fefexample, happen
entifier 624 is responsible for issuing

usmg rh%&(ﬁa? flﬁfgﬂﬁzﬁfohoﬁterﬂ%%? 884Rr mhPRing S h@tHoRlihAation and
dentifier 624 includes a paramdter nodifier 646 to

paraxrfe"t&} 0 reconfiguration requests to nodify
par ‘s (e.g., a measur enent frequency), a policy

gﬁ"'/td}]/ e[rhe? c%nh %ﬁ&? }d%n{lﬁgrcq} ?Il‘(;e:sggﬂs?o fo?%éﬁﬁi reéo%ﬁguratlon

requests. The reconfiguration identifier 624 includes a parameter modifier 646 to create
reconfiguration requests to modify parameters (e.g., a measurement frequency), a policy
modifier 644 to create reconfiguration requests to modify policies (e.g., a rule for
monitoring) associated with protocol stack layer entities, and a functionality modifier 642 .
to create reconfiguration requests to modify or remove existing services or add new
services to be performed by any protocol stack entity. In particular, alternative transport
layer control schemes can be configured in real time to provide greater flexibility to the

multiple, varying conditions exhibited by the wireless channel. In one embodiment, if a
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nonitoring) associated with protocol stack |ayer
entities, and a functionality nodifier 642 to create
WO ewantiogur ati on requests to nodify or renove BXI/BE51003/028254
services or add new services to be perfornmed by any
protocol stack entity. In particular, alternative
real tiine asopfipiraddn dfAlie transpottrlayer $0b ermtes transpoet cwonédtpur ed
inreal time to provide greater flexibility to the
incondBBtbAdyk ., ity édsy bNg ittdoansction loivhi deeeraby ANAW AN metvaslss
channel . In one enbodinent, if a 18 WO 2004/ 025910
consishig oPBeRR 48 dadtwireRad uldelideaGkittangiptrR),i desipnateldgervice

transport | ayer 606 creates transport connection

mechdgl'ils‘fr? .r§$i8§fyyl_t(lA1@ \goﬁlaﬂlﬁlaﬁﬁstﬁan@ﬁoﬁla%mﬁg Rllo®arRAeskineles

ver sever networ ks = conSi sting of both
LGl | ' | SRRFiSds duf
o et 08 AP LSRR L ABHIEE ARl i i
Etrogg mrebl e transport |ayer 606 to all ow network
COMNCHAYEE™ ™t 0 reconfigure the transport |ayer dynanically

D e R PP Py RS e
Qos s Rbeacs S ke T o 8 ko e

can be reconfigured to enploy and bind alternative
employrad bindedltemsEve MybE ilevehBoaMeosiEhs akservieest 0081

Figure 7 is a flow diagram of one enbodi nent of a

p {083} Figuwe 7fiva flowahiagram| dfege Ewbadimeatef # prosess 700 for

associated with a wreless device. The process may be
contrgingd locaiadsonycep nssoeiaidvgth aygireleshd¢viceayl hepmprassmay be

hardware (e.g., circuitry, dedicated logic, etc.),
perforaQddtbyaireeessibg fogisthhirfayp boraperiardiarp (¢ posiecutmypletizated

systemor a dedicated nachine), or a conbination of

logic, RS N soflwpark GRABR hs el &1 4 bat@rdl Quipogelc@nputer¥ysrRess o/@dicated
begins with processing logic receiving a set of

mach@kPBRb chRbinGfiGSof gstn a VWRM (processing bl ock 702). At
processing bl ock 704, processing |ogic eval uates

9000 RO ke B ol 070 el Bl i
oo RGN R PO ie dbo theodans.
procegsgfggglgsg%i,?r\} lgt%? k)%g]lacdobgﬁ%?]f k%g's ?agh}%,zg}/eﬁapﬁéﬁ) ge‘ﬁs) Qs%loéigtieg With
a specslgg gviilfeiecs:sa e!,v?cré? It(i)fone{:Jl Ql%{)ioc%%}eing Tocal conditions are identified based on
SINR monijtoring performed by a MAC layer entity. Next, processing logic adjusts the set
of global policies based on the local conditions and utility specifications of applications
running on the wireless device (processing block 706) and then controls enforcement of
the adjusted policies on data flows originated from the wireless device (processing block
708). In one embodiment, MAC layer QoS policies mapped from the adjusted policies are

enforced at a faster time scale to improve local channel conditions before the adjusted

global policies become active.
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running on the wirel ess device (processing block 706)
and then controls enforcenent of the adjusted
wWEoioso2®s0 on data flows originated fromthe w PEI/ESH03/028254
device (processing block 708). In one enbodiment, MAC
| ayer QoS policies mapped fromthe adjusted policies
20083 |elirtiter, paocebsing fogst assessésfiovs cenditions biapgsk e/ Bow stasg and
channel conditions before the adjusted 25 gl obal
metric flovidedDbyleempporaklyeventityl ShdACh@6G0H BY&Ehdty per application flow
PCT/ US2003/ 028254 [0083] Further, processing |ogic
(proceﬁ%ge@%@ls 71 d)ond BRAGctfoRAS fbwSREtroTarkl aduptafict easaddn the flow
metrics provided by a transport layer entity and a

A¥BlocRAtDYY per application flow (processing
Condltg)ﬁgge%gesgl ganoc(i: the}n perfornms flow control and

W@a *?@? 3 ?ﬁﬁgﬁﬁgfﬁ%ﬁéﬂﬂr A S oS
dlstnbg{e i) b 8@%@1&3@&3&3@1?% (ﬁ%%ough&/elsddf%ééd'bp& -6 ed c?ntrol

ree autononous | eve

d contr bal e
~a glqbeﬁgwe ﬁaoca AT el e Eh D Rich o e Aé"é?ﬁf Sigrgd at
__is directed. at a di rent t of .0 lectlves '%d d
a diffegg Bl O GULRGHY B F-Bo BLNEL HPb e e d O ReSePTSaaftion oy
fairness, and end-to-end fl ow contrgLﬁa nd adapt a&alé)%é
faimesshand endete-qnd lomecontie] acbadanisbe thype ‘F]Vé S arg QY PLAPRER On
on the wirel ess channel resource. | e i nstances
their infludnhe os thetwiretessisharenel pasowseu ML WIP ImSFa\EﬁeS Qfithystatganachine
i nstance per wireless device and one instance for each
procedurewill rummiithgneiinstanee phiewiteless deyiceand pnommstanee fqr Gagsilow
At each level, a stable and unstable state exists,
runniﬂ@xbiﬂﬂﬁmh@wﬁélaisiennﬁbnmbﬁte bei ng centered between them
to represent the control state. In addition, at each
I ﬁ)(B'S] AR eachTevaI dtaHle agd prsaestae exives withagaipastional state
stability thresholds to determ ne the possibility of
being 'c&?t&%@ ibktvieén @itch toh@pRe&t e ddfbPstate N Paddlitt@) tat €dch level, a
state, invoking al ter native algorithns that nanage

momtfnqg%ﬁl%rc& vrd! !cl?é'ck% d Ghst Sbb AN ERERolds A&Rbmbhe tHRGH0BSiBRY of

anne wi dth nonitoring 808 detects an

instab mﬁ?%ﬁg k % neét{i ?qb%té%gtooic onfi61 ghe bi?lvol{’i‘hé eh&asi 2 hmi glat

contro state gl obal

GI obal QoS 802 eval uates gl obal
mana%eo'ﬁ‘&pﬁt %I[?é’?lng condi ti ons
[0086] At the global level, channel bandwidth monitoring 808 detects an unstable

state 810 of the global wireless channel, at which the global control state (i.e., global QoS)
802 is entered into. Global QoS 802 evaluates global conditions using global conditions
feedback mechanism 812 and performs update 814 of QoS policies in accordance with the
global conditions. The policy update may bring the global channel into a stable state 846
but may also cause the state machine 800 to go into an unstable local channel state 818.
The unstable local channel state 818 also occurs when SINR monitoring 816 determines

that a SINR threshold has been exceeded.
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f eedback nmechani sm 812 and perforns update 814 of QS
policies in accordance with the global conditions.
wab@4pzioicy update may bring the gl obal channePCT/H$103028254

stable state 846 but may al so cause the state machi ne
800 to go into an unstable local channel state 818.
;b@m] 5 k@fpbesel 16 @R unshiblyietal shatre] 8418 84Bslocal daft 804mréven by

~ INR nonitoring 816 determnes 25 that a SINR

channel B&REHN fchesk Bee patranagdie 820 BRI ABOARPQOS policies
PCT/ US2003/ 028254° [0087] In response to the unstable

P ¢ 08l pofReRs 8Rdhustiate/8I8 HEMAC QoS
andmdgﬁg%'n%% congotsis%oﬁhf%csego}j%ﬁ:k 26)Operfsor rrglgtfjapdate 824 of

ot SO 0 B0 e e A
it B S RGP 9O e e
R RS R S R P
tocal pa it By Fesu 1 UG N0Y iy ot PRHDE Sl o ey

flow state 834. The unstable flow state 834 al so
also oasgr s a resulh of WETHQUINGIPIAGHF 87 WHE Bdsteauwies g@t ﬁﬁé&aﬁe’fwy and

determ nes that flow |l atency and packet drops have
packetelkomsduwd ck¢asded flove divoshedds. 10 [ 0088] When the unstabl e

flow state 834 occurs, flow nanage process 806 uses

f p08SlaGiich A6 wistahlerfldve stnied34 SchiRs sflew mangs raeePaiBae Hses

availability and perforns flowrate control 838 and
feedbakk 886 be hppalehtidi SINFOsthteaind B4fwidtLmiailgbitityendtpetforms flow rate

machine to enter into a stable flow state 842. [0089]

controF 8BMAR Bow Sel@bitipedntehl 890 aausihg e sexenfatlany tocamnpintra
system 900 that 15 may be used to performone or nore

stableﬁ%v}sﬁﬁe@@?r ati ons described herein. In alternative
enbodi nents, the machine may conprise a network

f}g{oﬁ Ei@hggté%?%cg @fa%@io% ;fhl ég%giﬁ%& corhﬁﬁ‘t‘é?%_lst@n 900 that

\ a net Per sonal gi tal
my SRR SF i R B PR g
e SHET S P O BRb P, LBl ek o
router,g a? r?etiwglc‘:ll éjvgi(tec , 2 ngt(N%%{eglslggre, %grzs’onaﬁ ﬂ{lgaf.tgi AERLY (I%S)A), a cellular
telephone, a web appliance or any machine capable of executing a sequence of instructions
that specify actions to be taken by that machine.

[0090] The computer system 900 includes a processor 902, a main memory 904
and a static memory 906, which communicate with each other via a bus 908. The
computer system 900 may further include a video display unit 910 (e.g., aliquid crystal
display (LCD) or a cathode ray tube (CRT)). The computer system 900 also includes an
alpha-numeric input device 912 (e.g., a keyboard), a cursor control device 914 (e.g., a

mouse), a disk drive unit 916, a signal generation device 920 (¢.g., & speaker) and a .

network interface device 922.
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and a static nmenory 906, which comunicate with each
other via a bus 908. The conputer system 900 nay
wo eootloz3916 ncl ude a video display unit 910 (e.gPCT/HS2003/028254

liquid crystal display (LCD) or a cathode ray tube

(CRT)). The conputer system 900 al so incl udes an

a[0993} Ahediskalrive puit 9 teichde9d 2opputgr-readatle pisding $24 en

cursor control device 914 (e.g., a 25 nouse), a disk
whichds stegedundet oPibStructions (realsofiene) 826 embddying enyd@e, pralyy.of the

a speaker) and a network interface device 922. 21 WO
method14{ R 2ekbePeldveSAN0 36 ARERD6 if BB thowih®d diidd odrripletely or

uni t* 916 includes a conputer-readabl e medi um 924 on

at 1ea§f"§hx‘f1@}1% 14 Swithif {8 fin SRIm Yty gon %hﬂ/éi; Wltﬁﬁﬁthé prddessob 902, WEke)
od ylng any one, or al of met hodol ogi es

softwﬂ@ 956 'npa %\’b% aﬁﬁﬁuﬁ%@f& %Eﬁfeg 5 t'h§ n@tlvx%@’k shaWeldevice 922.
conpl e y o r

reside, | east partially, wthin the

For thS oggs'&réglg%géﬁl {Pht '"rbo 1 REES R 0B s {]?bes

War e e transmtted or recelve

taken Eqﬂnﬁ%lﬁggﬁiﬁ G bR Gy el bl o
instru iR RS 4R 6 COBUBY B AEeRa G COMPRHCISaTy 7 any one

sequence of _instructions faor execution
Ofthe@@ﬁ?t‘mﬁoé@gl%ﬁﬂf thehRfeseuh YENEQHe ERSHipTR efORRI ﬁé@ﬁ@%ﬁq Hfgium”
one of the nethodol ogi es of the present invention.
shall apperdinglyrbe tabamin i@ﬁmﬁ@g dubnet bedignitadsto.159ligtsiate memories, optical
accordingly be taken to included, but not be Ilimted
and magnetealisky; stdadagiarevave sigvalsopt i cal and magneti ¢ di sks,
and carrier wave signals. [0092] Wereas nmany
a[0092i tWisrsasanmahyrabtdiationaandomedifitatidns of thegwedent myentianomill
wi Il no doubt becone apparent to a person of ordinary
no doGitidebod apfteeratd a pés@i oherdinagy siékéh theert dfier Rodhgeead the
description, it is to be understood that any

fore gcﬁﬁé Héé’éﬁbﬁén Qf’f@ esibdBitler S MatRE patifculh® SaiboBREknd ¥hoAy and

[Tustration is in no way |ntended to be consi dered

descnlbﬁggil :vx{Tég of IRREBESRH 8 in A& (’V%& eREERdO b ebRideSeimMtaigl OUS

nts are not intended to limt the scope Tof

Therefd1€, (ehdbdtes WUk d;r'lg of Vﬁm%b%ﬂﬁnérgg %\ﬁ%glopﬂlltéﬁdte@ &?ﬁmlt the scope

eatures regar as essentla I'nvent I on.
of the claims which in themselves recite only those features regarded as essential to the

invention.
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WD 2004/ 025910 PCT/ US2003/ 028254 CLAIMS W claim 1.
A systemconprising: 5 a plurality of wirel ess devices
weomwphzidia 0 a wirel ess network, each of the plRCHUB1093/028254
of wireless devices initiating one or nore data fl ows
sent to the wreless network; and a nulti-tiered
CLAIMSel ess resource control service, coupled to the
wirel ess network, to nonitor, at each of nultiple
tiers, conditions pertaining to data flows origi nated
fromthe plurality of wreless devices, and to
Weclgomt rol resources at said each of nultiple tiers based
10 on the nmonitoring, the multiple tiers conprising at
| gast & §ysiemb cdh@iisiggsoci ated with the wreless
network and a second tier associated with one of the
p! ity YoQf irdtd ] i € bair
I L e e i
T o 1 Li cat i , . .
or il BRI R A0 RRBLAGRL R0 O PPty s a6
syst of claim 1l wherein. the [ti-tiere -]
B e e R LS shib b e Wi FEBvonc o
.said each. of .nultiple tiers at. a ti al e specific
monifSf o afch ol SPE el sericet pepinthesy e Hifs (R ffm the
claim 3 wherein the nulti-tiered wireless resource
pluralgty of Wételess dpyiPeseandsio AR HSFSAUESS AbTAL B, R gRle s based
data between the nultiple tiers, the data conprisin
on thegmonigering, heenwifipleriicrsepmpyistns o deasby fips fipiasaeciatedwith the
monitoring results, and a request to reconfigure a
wirelase npwiosk andé sedoed tied assodidted withwine of teplurakitynfyareless devices.
control service that operates at a |lower tier within
the multiple tiers. 25 23 WD 2004/ 025910
PCT/ US2003/ 028254 5. The system of claim2 wherein
t Re nulThie-ststemed claim & lvetkgein dxomultipleidert fiother sanprises a third
conpri ses:
tier associated with an application running on the one of the plurality of wireless devices.

3. The system of claim 1 wherein the multi-tiered wireless resource control
service is to control resources at said each of multiple tiers at a time scale specific to said

each of multiple tiers.

4. The system of claim 3 wherein the multi-tiered wireless resource control
service is further to provide exchange of data between the multiple tiers, the data
comprising at least one of the adjusted set of policies, the monitoring results, and a request
to reconfigure a component of the multi-tiered wireless resource control service that

operates at a lower tier within the multiple tiers.
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a W reless resource manager (WRM operating at the
first tier to nanage gl obal resources associated with
w0 b4oe39ed ess network; and 5 a plurality of WRMHEHUSW0X(28254

each of the plurality of WRM agents operating at the
second tier to manage | ocal resources associated with
3. COr I'Eisnahner o Divhidsimn the umdti-titsed wifeless resoess control
devi ces based on local conditions and a set of

serviceo&Jnll'\}\%[sg§ received fromthe WRM each of the plurality
of M agents further operating at the third to

fa@@irblieEsaltegouvrw@?ﬁiﬁﬁ%%f ORURSE) QRAAE abBiedirsiien td ndisee global

assocl at e an application running on the 10

resour%g%%éga?élg\%ﬁgﬁ%r{g é}gsshgﬁd}k%ﬁl ity of wireless

I . )r/st em claim5 wherein each of the
it - : "
Pa i fiy ¥ BRMRRESRNPor BEELANAD of WRRCARKE bty bithe

rogrammabl e transport |ayer. epti t :
second e dh ARFRLIopT OB SRy it b Bl B o th pluralit
.real_ tjnme for adaptatign of the one por. nore data flows
of wirgl G eriseerse O RRLCoNAGIINS ead F 101 4o BT IS LR ATHRDIam the
network |ayer entity to bind alternative net rIk .ll.%er
WRMgsgh @t@dﬂﬂltah%oféﬁﬁx’gwt%@gh?prﬁ%mﬁ thigg to facilitate
enforcenent of network |ayer QoS polijcies on the one
adaptatipn poee onarefdatafovesassrdiated withian#pp heatiap srnming e
and 20 a programmabl e nmedi a access control (MAC) | ayer
corresporaiimgcane afithe piyraiity ofwpirelss demimesnwor k | ayer QoS policies
to MAC | ayer QoS policies and to bind alternative MAC
| ayer QoS algorithms and services in real tine for
enforcenent of MAC | ayer QoS policies on the one or
nere dahésystedef @sisns ivibeth vdchiof tieplaity efdVRM agdnte
enforcenent of the MAC |ayer QoS policies occurring
operat8d inabofogétaﬁ&n it seCpotbbaiitdcR eayR P E AR RN ding: t he
network 25 [ayer QoS policies. 24 WO 2004/ 025910

E %{?%E@g %]%ﬁg)‘aértl Iyer Eﬁﬁ\ﬁ%& ShipByAitephAivEtranddRN8 e control

ty of M agents is to provide data

s R RSB Rl 00} e
ty.

applicgtri]cgr{;

a programmable network layer entity to bind alternative network layer QoS
algorithms and services in real time for enforcement of network layer QoS policies on the
one or more data flows associated with the application; and

a programmable media access control (MAC) layer protocol entity to map the
network layer QoS policies to MAC layer QoS policies and to bind alternative MAC layer
QoS algorithms and services in real time for enforcement of MAC layer QoS policies on
the one or more data flows associated with the application, the enforcement of the MAC

layer QoS policies occurring at a faster time scale than the enforcement of the network

layer QoS policies.
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5 8. A nethod conprising: nonitoring, at each of
multiple tiers, conditions pertaining to data fl ows
woeoogiozsateed froma plurality of wrel ess devi PEBUS2003/028254
coupled to a wireless network, the miltiple tiers
including at least a first tier being associated with
the wi Tied gstennef cainké wheren seh ofithetpleralityh] WBM agents is to
associated with one of the plurality of wreless
providd ﬁﬁﬂa“eﬁ&han@@ dnd Bosramtticd botwger s drangest layereatity, tife rekveork
multiple tiers based on the nonitoring. 9. The nethod
layer cAfityCAnl ¢t BrAb@LRE Bnithe mul tiple tiers further
cornprises a third tier associated with one of a
plurality of applications running on the one of the
pI urality of wreless devices. 15 10. The net hod of

| i ng: hangi ng data b
5 e mic ol R, = QSChZESJ”%At”% compri si g at
| e fo t d
rﬂ?j‘ﬂ?i{t%?l}()%q gt ‘%@E 8? ﬁll%%ﬁér gbﬂggg p Ig‘r—l»ﬂrllg fizlltg E@ws originated

nent of the nmulti-ti red W.rel e esour
from adﬂma Olswrpesaley g copladdp BaviHues nebil- F il i,
he nultiple tiers. 20,11, A nmethod co
includigt A G BRSSP MAIBE Wiipler peRi e AR Apegond tr
the gl obal conditions  pertain to operation of a
being pisaeiateil twithognogfiles plyel 16@%‘{6’@5@13@6%5}"@8 agd the wirel ess
network; determning that a reconfiguration of one or
10 nmmroﬂfnaemmrml at pachoff thegenitipletiera bassd oatleemanitering e
plurality of wireless devices is required based on the
moni toring; and 25 WO 2004/025910 PCT/ US2003/028254
communi cating a reconfiguration request to the one or

nor e offhé hetpldwlaldih\g wiereiagesunsltipl@tiers tiertiee tovaprissk a third
claim 1l wherein the reconfiguration request conprises

tier as@dmat@d W ohe 008 pRiralRy bLSpHEREtI ¢ riREh§ ¥n thenatel ofiad pltisality of
of the one or nore agents, a request to nodify a

erele@@hévqyesused by the one or nore agents, and a request
nodi fy a paraneter of

15 10.  The method of claim 8 further comprising:
exchanging data between the multiple tiers, the exchanged data comprising at least
one of the adjusted set of policies, the monitoring results, and a request to reconfigure a
component of the multi-tiered wireless resource control service that operates at a lower tier
within the multiple tiers.
20
11. A method comprising:
monitoring global conditions in a wireless network, the global conditions
pertaining to operation of a plurality of wireless devices coupled to the wireless network;
determining that a reconfiguration of one or more of a plurality of agents

25  associated with the plurality of wireless devices is required based on the monitoring; and
25
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the one or nore agents. 13. The nmethod of claim11
further conprising: 10 receiving information fromthe
w@bkanabiony of agents, the information includi NBCHUS2003/028254

| east wireless network utility requirenents of
applications installed on the plurality of wreless
devrmesicatingla sdpuguiratipnaequest torthe et orahoysaifitied ploratisiseld
on the nonitoring and the information received from

agentst he plurality of agents. 15 14. An apparatus
conprising: a nonitor to nonitor global conditions in
a wreless network, the global conditions pertaining
to operation of a plurality of wrel ess devices

coupl egyd ﬁleﬁﬁg)t% dgicfa‘%qgt SyHRediMeHesecorfibulMRndad Rkt édﬁ%pri;es at

determne t reconfiguration of one or nore o

least ogi% ld\%‘m err(l,eqtu%stqg éléov Ii 3 Hétﬁm@iﬁg&? F%td&% oPnidte E?ﬁ&é laYE ekt 04

ess SIsre ased on
o B YA MLE o GO 0 s SO o

luralit f agents in real tinme. 25 15. The apparatus
theongf’rmoé‘? ?geﬂoff urther conprising a reconfiguration
nodule to create the reconfiguration request, the
reconfiguration nodule conprising: 26 WD 2004/ 025910
PCT/ US2003/ 028254 a functionality nodifier to request
al3vodi The method offclaimdd ighes|cPMpPrisigsai d one of the
plurality of agents; a policy nodifier to request a
nodeivinganfomation opohe plpralie af ageniaihe ipfremation weluding at
plurality of agents; and 5 a paraneter nodifier to
least wiedlems sietveorkmutilify wgtiraments ofapphcaivas arstadfed vaithe pliealigf of
the plurality of agents. 16. The apparatus of claim
wireleddldoviesseaml t he eval uator is to further utilize
adjusting a current set of policies based on the monitoring and the information

received from the plurality of agents.

14.  An apparatus comprising:

a monitor to monitor global conditions in a wireless network, the global conditions
pertaining to operation of a plurality of wireless devices coupled to the wireless network;

an evaluator to determine that a reconfiguration of one or more of a plurality of
agents associated with the plurality of wireless devices is required based on the
monitoring; and

a communication unit to communicate a reconfiguration request to the one or more

of the plurality of agents in real time.

15.  The apparatus of claim 14 further comprising a reconfiguration module to

create the reconfiguration request, the reconfiguration module comprising:
26
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information received fromthe plurality of agents when
determ ning whether 10 reconfiguration is needed. 17.
WQ@\200802R900 conpri si ng: receiving a set of gl obaPCT/US2003/028254

policies froma wreless network resource nanager;

eval uating | ocal conditions associated with a w rel ess

defthetoratitipmedi fiep toareyidsed ewdifickbomef functionalitl efssaidane of the

the set of gl obal policies based on the eval uati on of
pluralityafalgefigndi tions; and controlling enforcenment of the

adj usted set of global policies on one or nore data

fd g%écﬁh?ﬁh%%&%%&ﬁﬁc&ﬁ&nﬁiﬁ%ﬁ@?‘tﬂsé‘cﬁby 264 3% offthe
me (0] (0] clalrm

7 further conprising: collecting

. j pertaining to the local conditions froma
plurahh&%ﬁ%%t%@s control (MAC) |l ayer entity. 19. The
nmet hod of cl.al . 8L 0g: '
B R EIRE oot B AR Bh oP b B ST R ST he
.one.of a transport |ayer entity, a network |ayer
pluralify¢5486nn 4 3 nedia access control (MAC) |ayer entity:
and 27 WD 2004/ 025910 PCT/ US2003/ 028254 managi ng fl ow
control and adaptation based on the flow conditions.
20. The nethod of claim 17 further conprising: ...
t 4. gg e Thaneprardtec i faigudarhasrindhe syauaieds & h‘é‘%{”‘r YHESor t
| ayer entity, a network layer 5 entity and a nedia
informatioe sesetved tom theahuTplity of ageriswhen dgamaigingyviehier
information pertaining to any of the | ocal
reconfigmnatidniionsgdefll ow condi ti ons and the set of gl obal
policies 21. The nmethod of claim 17 further
conprising: transferring policy and state data between
a transport |ayer entity, a network |layer 10 entity
apg a pediodcs@pssiegntrol (MAC) |ayer entity. 22. An
apparatus conprising: a global data comrunication unit

t RcEiSRR /&t 8f 8BbalGfolitied BB PRlrelebLietivoMRefouttd BhESST;
evaluating local conditions associated with a wireless device coupled to a wireless
network;
adjusting the set of global policies based on the evaluation of local conditions; and
controlling enforcement of the adjusted set of global policies on one or more data

flows originated from the wireless device.

18.  The method of claim 17 further comprising:
collecting information pertaining to the local conditions from a media access

control (MAC) layer entity.

19.  The method of claim 17 further comprising:
assessing flow conditions based on monitoring performed by any one of a transport

layer entity, a network layer entity and a media access control (MAC) layer entity; and
27
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networ k resource manager; 15 an evaluator to eval uate
| ocal conditions associated wwth a wirel ess device
weouwphzdioto a wirel ess network, to determ ne, POEESTHODORS254
the eval uation, whether the set of global policies
needs to be adjusted; a l|ocal policy nmanager to adjust
thenzptig H6wgboibell ang allaptaties bakehomtredldy camlitians! ocal
policy enforcenent unit to control enforcenent of the
adj usted set of global 20 policies on one or nore
data flows originated fromthe wrel ess device. 23.

THe appes AliddQff chidilMidehd 6imbasingonpri sing: a gl obal
data comruni cation unit to collect information

g@fgggﬂéﬁ%g %c%ﬁ?é%ﬁtixﬁcrg&@ny 0ReBeh Eﬂaﬁéi)%rtglﬁgéreﬁ’gli_ﬁgg hétwork layer

ontroI VAC) layer entity. 25 :
ity YRR B AR CL5BR 3 I gl pini
to sny SRR OBY ARy e i BAF PAFAR, R BRITRY, %5 "

network | ayer entity and a nedia access control (MAC
| ayer entity, and to. 5 25. The apparatus of claim22
further conprising. a_reconfiguration identifier to
t?1-ggerhﬁngg@éﬁficg’wégifkb‘ﬁh%fw‘%ﬁysﬁﬁé of a transport
layer entity, a network layer entity and a media
adwesferrogmolisy apdpiaye datphetwessa Ergnspar dayer pfitypnctwork layer
i nformation pertaining to any of the |ocal conditions,
entity bhdanedirdiccessronaold MALE) leper evfity. gl obal policies. 10
26. The apparatus of claim 22 further conprising: a
synchroni zer to transfer policy and state data between
a transport |ayer entity, a network layer entity and
a2pedi anappeatuseomprishg( MAC) |ayer entity. 15 27. A
conputer software product conprising one or nore

I £ GRILABRtL comAhuBication unit to receive a set of global policies from a wireless
network resource managet;
an evaluator to evaluate local conditions associated with a wireless device coupled
to a wireless network, to determine, based on the evaluation, whether the set of global
policies needs to be adjusted;
a local policy manager to adjust the set of global policies when needed; and

a local policy enforcement unit to control enforcement of the adjusted set of global

policies on one or more data flows originated from the wireless device.

23.  The apparatus of claim 22 further comprising:
a global data communication unit to collect information pertaining to the local

conditions from a media access control (MAC) layer entity.

24.  The apparatus of claim 22 further comprising:
28
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havi ng executabl e instructions stored thereon which,
when executed by a processing device, cause the
wEe@eas®ing device to: nonitor, at each of nul PCPUS2003/028254

tiers, conditions pertaining to data flows origi nated

froma plurality of wireless devices coupled to a

Wi flelverasnaget tsanknagt flewmoehtrbldnel adaptatioR Based oh ndhinitgriag

| east a first tier being associated with the wreless
perforRRH WY Ty dAE 0B 2 BRAEPOE 1hyed Entityes NGwass Dybrdtidy md Hmedie access

of the plurality of wireless devices; and contro
contro‘i@@l%@)‘ﬁ?er%hti@éﬁx’iﬂ@f the nultiple tiers based on the

nonitoring. 28. The conputer software product of claim

27 wherein the multiple tiers further conprises a

third tier associated with one of a plurality of

applicati | 3 f the plurality
o aheauiir Bt GEbst WBEE
PCT/ US2003/.028254 A C
B HsPRORTa g tentnggdp widhet 8 Hab kAl UPHE, e anspor
execut abl e instructions stored thereo [ wh

layer GGG B BB EO Ao greee CananLatAR] Hyrbaaty b
device to: 5 npnitor global conditions in a.wreless

on therjafopgaHon peréaining i iy s h%lr@ng'é%%i %@"r@b‘ms and the set of
operation of a plurality of wireless devices coupled

globalpylicies. wi rel ess network; determine that a
reconfiguration of one or nore of a plurality of
agents associated wth the plurality of wreless
devices is required based on the nonitoring; and
c@énuniThatppaatue obelbing22 Atrthencomppiesg: t o t he one or
nore of the plurality of 10 agents. 30. The conputer

sof $ynali@nizeomuednsfet pelidi and2Gitstian etweeh e transport layer entity, a
reconfiguration request conprises at |east one of a

networle Siyeséntit) afi® ol nfadial 44665k comed1i(MA Of layéifbnﬁge or nore
agents, a request to nodify a policy used by the one

or nore agents, and a request to 15 nodify a
paraneter of the one or nore agents. 30

27. A computer software product comprising one or more recordable media
having executable instructions stored thereon which, when executed by a processing
device, cause the processing device to:

monitor, at each of multiple tiers, conditions pertaining to data flows originated
from a plurality of wireless devices coupled to a wireless network, the multiple tiers
including at least a first tier being associated with the wireless network and a second tier
being associated with one of the plurality of wireless devices; and

control resources at each of the multiple tiers based on the monitoring.

28.  The computer software product of claim 27 wherein the multiple tiers
further comprises a third tier associated with one of a plurality of applications running on

the one of the plurality of wireless devices.
29
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29. A computer software product comprising one or more recordable media
having executable instructions stored thereon which, when executed by a processing
device, cause the processing device to:

monitor global conditions in a wireless network, the global conditions pertaining to
operation of a plurality of wireless devices coupled to the wireless network;

determine that a reconfiguration of one or more of a plurality of agents associated
with the plurality of wireless devices is required based on the monitoring; and

communicate a reconfiguration request to the one or more of the plurality of

agents.

30.  The computer software product of claim 29 wherein the reconfiguration
request comprises at least one of a request to modify functionality of the one or more
agents, a request to modify a policy used by the one or more agénts, and a request to

modify a parameter of the one or more agents.
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