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WD 2008/ 030759PCT/ 1JS2007/ 077256 DRM ASPECTS OF

PEER- TO- PEER DI G TAL CONTENT DI STRI BUTI ON BACKGROUND
wdomeaio7® gi tal content (such as video, audi o, PATIHE®E7/077256

data, playlists, nmultinmedia 5content, text, docunents,

spreadsheets., and el ectroni ¢ books for engjl

e B ASRECIRS OB b ETnd QnP LR DHGTAAT (GONTENY
or I'ei sure purposes. - SSRITBIBISIIEN “Geli cee used to
conputors (+Pest - per BURAKEHRENR' fesi'stants,
O e R e A R g Sy timedia
contedt, textudboumerith, spoeadshedts adridselettndgic ddoks f@reyaaiple) is

functions. Because such individuals often gather
acquiggst ek consupigsl using A epet-inarensiigeerieyioh dgwices. The content

i C‘g{?ifdgfﬁ? !?,r‘? %Silﬁ!’]g?gfoﬁé?elgﬁ‘%%%gt%%s %% g’?&i}aplgf« gf devices used
o R e AL FORIERR PR BOR £ BE ), prsora

diditl @Sﬁﬁhﬁﬂ@g][oél@alﬂé dneiedefediy ptaykds, Padtrhebil @phdris Fpetiic
~physically located on a device (which may belong to
digtheonenetend} te baeohameedbunndivatuapewsth continke wiaste, interests,
peopl e wi th_conmon interests create virtual | ocatjons
or y G UPRT- 0PRSS SURRTY KAl gaheiogethey i public and

prig QAR R SRRl 5 RS PR REE sty

citRR/ R R drh BS RIERGPpiAe Yidak Ul tar & EHh Otidh ) e&dreti Afal ﬁ{eas, and

corporate 20conputer, buddy lists within an instan
thenklees dbienegs prhogit Akelilpeod that geyitas comeaninderkstnez foosrumeded by a
hosted on a website, or in other online comunity
pagjsadaperyan wiphysisabpllecatedon srigvecedmdurivinay halong o someone

s R PR Uk st BAPESH PP BB bRl reae
_ 0] et Vbt . |

AT 3 RSP Rk Pop LSRRI I I Gpgreeoc

Exbhgyes28f how eligetloait®dngsnaynbedefihed irelideehntase aonBonied to

sitting physically nearby. Again there is a high
confars| wilbiadin drataibiprgigran, T ghtushovarkgeupshdsiagl ewa gorporate
co Bl DA B S S RS e e S SRS i an
online forum hosted on a website, or in other online community spaces. As with
people that share proximity in the physical world having similar interests, people
that share proximity within the virtual world also tend to have similar interests.
Within the virtual world people often feel that other participants with whom they
interact are as immediate to them as someone sitting physically nearby. Again
there is a high likelihood that digital content interesting to a particular person is
located on a device somewhere virtually near that person.
[0002] Increasingly, devices are equipped with connectivity features that allow the
devices to communicate with other devices over networks. Wide area networks

(“WANSs”) are wireless or wired geographically dispersed networks generally

covering geographic regions of more than a few hundred meters. The Internet is



10

15

20

25

30

[0002] Increasingly, devices are equipped with
connectivity features that allow the devices to

w@oussi7sat e wi th ot her devi ces over networ ks. PO¥/US2007/077256
area networks 30 ("WANs") are wireless or wred

R TP ST L NN VA
o3P ORS8N Byt

smhfGiHyksical grebd @uﬁré@ﬁkﬁﬂ? Qe cbr drLERItHsubh ab AfpREIBRALdrOD
Wi thin relatively small physical areas surroundi ng a

busiavisc@eoeraly, epto bfewlnindas] mefees)son or a busi ness

é enerally, up to a few hundred neters). 5 100031 One
[0 Q%de e typri afd AN pavisaless AN AR WiadNsagre generally

BT LS b0 LSS R BRI Pl
CO%IISLE}%@%LE@ ?fg@ g??gg%ad&gseﬁ%@@srs\ékﬂﬂg% §i'c8?ellre?§y, 8@¥ich are

to as "hotspots”. rrent popul ar
refélrdliltaias “hotspokac €u@fe@tl9q1@?aldrm atthiatéffacelpes®cols include
Fidelity SW Fi") series of protocols and the Hi perLAN
thesWhiradessdfideldfyr (GMod 0T seriee 06 n1otaeels hed they Papesl ADAReiies af
ersonal LAN ("PAN'). A PAN represents any technol ogy
pr P‘@?st em usabl e for direct communication between

OREAESPEIG BERE 205 i 81 EARETS) A2 ARSA OByl ny

tec@ﬁbfﬁéx Cy Qgﬁien[ asublé 66t ditect RaRiuisibtort BERERh G ERBing
but N IS technol ogi es or systens nay optionally be

locasieds tlwse tmngarticdanpdreon (JaNsxampltANp tviadencimesss). Generally,
poi nts. .Wrel ess cagl e repl acenent technol ogi es, which
ané?%eséé’ﬁ’él?tdﬁ In§)t Helvitee do Byal?lﬁéuﬁ COMMREHEHEQN, £ (s)

LI el ess- | ed.. e c [ [
tecflaghts G RyRCRREPIORAARE Efie B R BEE e
WASR! 6 QERAL (i) WREACEINE RlAGQI el IEd o Gl Rieh fire

Wrel ess USB, and various 20 proprietary protocols.
gefdrelWdEtinsé biyebe afr ipteofaoe prstovadlys athsiowhelagsedabled devices use
establish wirel ess cabl e regl acenent topol ogi es. Near

forf gaanepupisatiani wayibsrised restpblige RAdYso i egerthapeeulpt eaple
rerRIGOHE AT LACE RS ST BF LB LT e Ao S B i various
PR R B3 P BT R 0,0 o
with¥dsaableafeplabhrnt poldégeacNewt fibldadiemupteysos & NyFC”)
technologies and devices may also be used to form PANSs.

[0005] Increasingly, content acquisition and/or consumption devices are being
enabled to participate in communication built on WAN, LAN, or PAN
technologies. In many cases these devices are able to interact with other physically
or virtually local devices. As networking opportunities become ubiquitous,
implementing network-based peer-to-peer content distribution techniques operable
with physically or virtually local communication devices would allow individuals
to easily acquire or consume interesting digital content. Such peer-to-peer
distribution techniques could also reduce content distribution costs (such as

marketing costs and distribution infrastructure costs) incurred by entities such as
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or virtually |ocal devices. As networking

opportunities becone ubiquitous, inplenenting
wozimsosksbased peer-to-peer content distributiBCI/US2007/077256

technlques operabl e with physically or virtually |loca

nmruni cat i on ng|ces woul d al | ndi.vi dyals to
em@ QYT ORIt PBAGY SEBASHIAEOVldRTE Y 3&19#‘ ﬁEUH?Sg Lﬂ}@éﬂe"%rﬂr% Also
ge&%égy %gﬁ%%rtélg% %Qlaﬂlg‘t Bl ﬁ’# 1%%&(1: é? ﬁ[é%(lﬂ %&ﬁmg(gs(% (ﬂgltal

cofnKeat @e%tt&i enfaréédw@H{temmﬂfﬂraﬁéﬁy BiloHso AR Pharties,
i ncurred by entltles such as

sudDASP ABOTEPRAPhES DAt ﬁgﬁ&'ﬁ&adamhdyﬁghts ootrhdmsecactdi glrts.
service providers. Such entities, however, are also

[()Q;ﬂéileurféal|t QuEhoYRE BN SHE iR tfrghft%m@élﬁﬁ@m‘?hfe(“PRM ) krsdaobgries,

tecptGR gr @R sy S e diet 6 e SPbS wﬂﬁ?ﬁﬁﬁ% RyphcHicproperty
rlgﬁ?sr(g é?ﬁtt Y& BF?%] Rehent gig?@)(&h?w %0nt@:ﬂ Er Oglggc;hemes, client-

enar rrg or tr e SecC rignt

sep‘édet haethghtiyaiondaigheiigitical tech@igtiss, mada@nﬁaket(ba@aﬁ/l )
t echnol ogi es, techniques and/ or systens have been

auﬂn@n@caipedautbomaﬂ@tsystmm)b knewn 1mpkﬁpﬁélqtat;onsueghngt
(for exa

gegq@ﬁ%gl{q{l@%%gléngdl 9 1‘@ plg‘%)p stuZ)gtp é‘? commerggj modei:s tﬂat encourage

th%ﬁ% ase ?%%Eﬁlca%5 or| ??8%823%?ﬁ¥@§5

[OOUWW'I‘[ %tdﬂ@t‘e&i@ﬁh@k' t @)’ioﬁﬁ@ CBQﬁ—eﬂf&:tﬁ%n €leRibly DRM options for
equi pped for use with, or to support e-comrerce nodel s

actdssmgenmoagiageand encwwagfng the tagat dispelmrtiadi gff 4 mlide variety of
content distribution systens or .techniques. 100071 It
dlg@lpﬁ@ﬁem BYLBE PEST-FIBPY W@Pmﬁaaenc ost-effective,

o P 5 58, 1 27 BB PP o g o
hnﬁfeddﬂog m@ﬁml@ﬁé tHAR 'SGE/epd%grdrta‘Pl' PEBE GQRNHR g@é bPEpecific
15100081 It wll be appreci ated, however, tha

DRMasymzdnsoubpmttomt digitad content shdrinedsystems.
i mpl enentations that solve any or all of the
di sadvant ages of specifigU %@%’tems or peer - t 0- peer

[O(ﬁgﬁl g@gthogg,tssg/g Sh%éh%%&{sﬁ %Bagﬁa ey né\g ch]flre discussed
hefﬁﬁ‘ H{@l%é* 5%% @{ss&f‘{ﬁ 3@1@ S dila gefél;é}riglc‘éﬁsﬁ%&%@rﬁn%agement

ts an con t1 on managenent

an@@dce%@@ﬁ%&ﬁt Bﬁiéﬁgﬁfqu%r—f[@lpe@le@lgﬂhbccﬁﬁéﬁt di‘s@ibhﬁbn@fﬂﬁ%@’tions
distribution transactions. Such distribution

Such disgabtionansagtone invedvelthet distisibuiion ocffdlgrteguopatent items,
one.or nor

wHich B eIS5470 D B PE Y0 GHE Lo EPIBBIIABIEY Coa portable or non-
poRBERRN AR B4R BTUDLEEL AP SR REDSHEL 2R oMRPiefal assistants.

ersona assi's
personal computers, and personal audio or video players.

[0010] In general, particular digital content items stored on a computer-readable
memory accessible via a source communication device operated by a source entity
are identified. The digital content item(s) are available for distribution, or have
been distributed, via a peer-to-peer communication session between the source
communication device and a physically, virtually, and/or logically proximate sink

communication device, which is operated by a sink entity. The source
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25 personal conputers, and personal audio or video
pl ayers. 100101 In general, particular digital content

WO t@s®3sor ed on a conputer-readabl e menory acRPeRESDDE077256
via a source conmuni cation device operated by a source

entity are identjfied. The djgital, content iten(s)_ are.
COBPRITIEHIQN desricithe pink RONyRUNSALAR e ViseedN PR PEBYRIEPervice

Vi [-t0- I. i.catli $6SSj C
o 2P Rl PGB0 R RS i
deVick! %b's%wi@@ﬁf&ﬁdé&ﬁhmkdﬁd@ heXh dRLE1s8d B&rvices to the source

commruni cati on devi ce, ich is operated by a sink

enetyt ot the sittkeertoyy cethéGeRAOSHARATEGIRST b)SAMNd¢fRnd2at6third party.
comuni cation device, the sink comunication devi ce,
[0Q4d/ o digitpddigense is apele@rgnioUPHeT teehidye peigfivg to grant one

digital ljcense.to he distribute o.the sink . )
or Bisbfehinto Gy Basr PhESLERTF ElelifblquPbiy righbupratecting
) Q S of .
s GERIREHARI0, SRS JeBLNEBOM EBL frfort Vs inclue
thd ngegenaand under coaighys tobdd0ichblodudd, ot Uakribute @nseticslar
~an electronic itemor technique operative to grant one
digital gonient itgintis aceortanes withycaitadgie businessoiulesoridata regarding

B PRSBE K R 0 Bl o i
e—c%'ir?rﬁgfcteyevrehgrgu%h'ag %bﬂgﬁelgﬁ%nr‘tf&gﬁf s 9030 ﬁgréffb%et'fansfers include
copyrights to use, reproduce, of di'stribute a

buPadetidt Win@i&ecﬁicﬁéﬂo@bn%@“@ﬁféﬂeéﬂl%ﬁbia@ti@%ﬂfr@ﬁﬁ@@ t¥ipalt money,
certain business rules. Data regarding 10distribution

andprainges & ptifoensewides. dodiseddraviomnthyusea thanpedytodtchprovided
.things, to trigger rce events such as

vig g sitlet ANNBHIE eéf?& fepsamRicat AP RsEHefdhiLling event,

i | .0t i m.L t f
orRESAERRY byBF D ATt & S SRR LG R
re\ﬁglﬁf lﬁﬂs%ﬁ%yb_@@ﬁ-vi%ﬁﬁe%@Mrﬂﬁhimorbaeﬁeémfd/&f&cmed via

rovided via the sink communication device (for
theescampd eominmuni @d pondssyi¢eo(far bxdrhplegaseniccedshiplr distrbasioh @t
) p% noney, Vi ew advertising, or the redenption of )
digitad icenient, suidelea sughediaicavase PetYs paynaeyunay ba reqeevesi vir the
comruni cat.i on dgvi.cg)) and/ or received via the source
OVIER)- (

SOWS R HIMESR ROy for exanple, after successful
[Oﬂﬁ;r(boﬁ%ﬂs%r Blo gl tiﬁ!snt‘ft?'—‘%a%@& ac@skh§ b@ér—ﬁ)uﬁ&r%%ital content
revard pornts or noffey may be received via the source
distiobmioH gatdaetiofeNteCddo described. In one exemplary implementation,
tlexible, granular access to digital content items accessible via a source
communication device is enabled when a particular identity associated with a sink
entity and/or a sink communication device is selected for presentation to the source
communication device. An identity includes one or more pieces of information
about the subject of the identity that are asserted to be valid and are verifiable (for
example, by the source communication device or a third party). Various
identities/items of information may be presented by the sink communication device

to achieve varying amounts of access to digital content items accessible via the

source communication device.
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20100121 Options for providing identity-based access
to peer-to-peer digital content distribution

W@ ese3059 ons are al so described. In one exenpbEr/ys2007/077256
i npl enentation, flexible, granular access to digital

content itens accessible vi .squr ce communi catj.on
[0 i jg thig r@m,&j . ﬁaréetpjé&ﬂ?g:lm /gpnfe@égﬁ qiltig,overable and
AR P g ot picpy e

intbNEAAYTOBedy rieARBMNihGAld@ReHigMne Rligifl oMt hid/protected, and
i ncl udes one” or nore pieces of information about the
flesibid¢ eatonahetdeenodids that ynthatgadetabstest efidteitabeontaht ae
and are verifiable (for exanple, by the source
ai cation device or a third party). Various

Su
OB SR e L ST e TR REBA TR O
sin@?fgﬁ‘ﬁﬁ)rﬁf. PRE @éﬁcei)@s SeghtRbr §QRESPY i er'v‘%et%%ﬁﬁi%séhﬁtion

e 30 source communi cati on devi ce.

se ARG/ PI3EPYFEITIteI20Bér than2hosd @&tdbed i tHis Sumanmerare dossible,
wi de variety of digital content is discoverable and
andingtel¢rpemtadl séerbip nesasaanily saquoredd ebhis Ssnunarygsnpt indended to

OGRS B SR S5k RSP BRBST o1
intPh QL de 8§‘Qﬁ aﬁ%ﬁfﬂalﬁsﬁnﬁﬁﬁ% {HEE{C%EG %?gl‘t?é éltelfrﬁé'& subject matter.
I'stribu I'gital content are

encour age Ion O

Ssupport ed. BRHEADERURBIFSUOROF TEPDRA WEN3D
i ntroduce a selection of concepts in a sinplified

[001 mF1Thé is arsceptifiedifiendtiomahblockebagrabedf @ nomnainication
tail ed Desgri ption section. El enent i)ﬁor steps ot her
ArqhpigRIIR ¥R WRKERISEDOPECE PRTEIIAGRIONS REBVEESS PYIES and

el. t,0r ' e sari |y . r Lred. This . ..
colfFRILARle® bifehR AT SSTBE plnl FRA RER slblpisarigp
de@i%é%?%fa%lle batsuiesntdly dah®celifi med subj ect matter, nor
Is it intended for uSe as an aid in determning the
[0Gked p 16K, 2tiba sthplifred fsndjomat bloektdragraBREFs RESGRbPHEENO-
OF THE DRAW NGS [0015] FIG 1 is a sinplified
peerdgtriboitign of] dgitaldioaidm of a conmuni cati on

hi ure over which peer-tgs;peer. conmuni cation

(0007 ndafy” 315 Guptsngs Sesbitnb Fhart PR TGLDE AN LAR6H 8 Wy method

( 3 . . I o
e T
desicenhtfa gek tomehimeaionbdeadée.di agram of a system for

&eer-topeer distribution of digital content.
[0018] FIG. 4 is a message sequence chart illustrating certain additional aspects of
the method shown in FIG. 3.
[0019] FIG. 5 is a simplified functional block diagram of an exemplary operating
environment with which aspects of the system shown in FIG. 2 and/or the method
illustrated in FIG. 3 may be used.
DETAILED DESCRIPTION

[0020] Turning to the drawings, where like numerals designate like components,
FIG. 1 1s a simplified functional block diagram of a communication architecture

100, which is used for establishing communications between a source

communication device 102 and a sink communication device 112. Communication
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100171 FIG 3 is a nessage sequence chart illustrating
certain aspects of a nethod 20 for peer-to-peer
wael@snosdise i on of digital content between a sSouUPCEUS2007/077256
comuni cation device and a sink commruni cati on devi ce.
IS a nessa nce chart jllustratin

0018] FlG.
ar‘%]éﬁeﬁté%fﬁ léﬁ‘ amé"v%mnea%rp@@?én%%%ﬁ% W.@f:ﬂ A POWIG ArepgIworks

' ti onal bl ock
AN AR A e LTS B et + onmrent. w th
[002] ChWANRE £2 5 rrede oRY OF ATBrE %g@rgbﬁic%n@di @f%ﬂi’l_%[t)wbﬂ&,

method illustrated in FIG 3 e used.
geESIRICBY ¢ M EOORAphituegiong of smdrkehalr adewdsindvddemetedrs. k€ellular

nuneral s designate |jke conponents, FIG 1 is a )
nelyy o4 fat Bter uworsn Aibepoptik ngueikans orx il eehtmmstweatksohybrid

o S B S SE N B0 R e
AT SR AT S so o e

swiitohtdidesvaRe Aopadcitewithad hksyorkhioatespaykés ofidde te@en
networks ("WANs") 125 or |ocal area networks ("LANs")
equipment based ovdpgiinppenaddrasseme! thaeqoipmeite The Internet is one

e P RSO, TRV BES BT e B p
o 5bU P BN BB BORE e B B

Exaaey ofdifdi ek netiddsw ANd aﬁé’?{ﬁrtﬂbﬂ@ oftitlie PlisladeAtEhdddelephone
networ ks are sone exanples of WANs. A WAN nay be a

netvankdt'PSTN g hed wistlessrdonomuaicatipe mictwenkss tsobleds pettaiordellular or
acket-swi tched network routes packets of_ data

A
sats@ﬁ%emn@aup%@hﬂet%@éﬁ By appiesigteddhat BailNs 18 may also

sl e SPERT FEhonr <ot PERESE bl FRToGR AR hEpbpRecigns.
EifhRY $bifidb B ALatiATIILE 302 OF sHRAMMEuh Rafl8 deaied 12%ay

a connection between equi pnrent. Exanples o
be piresent tn svg dLhese Wiidsatarnecgdeotrimmsicafion teignd| Further, given
swiitched tel ephone network ("PSTN') and w rel ess
estgbhishedi teAwodrng dechokegieuit s pesstletaicanyden thahsousee
satel.lite comunjcation.networks. .1t wll oy
cofyfict it iRl VAR STEc R T a0 d¥icrd 12amE yidhjadhe same
virh ) CBRRARicaih RgiHP U SERN Aot i SEPTURGES: ghflozous o
lodil bsm@amitkticiatdeton. devi ce 112 nmay be present in one of

t hese separate | ocal communication regions. Further,
[0QR2feOnsstygplof dheN 128k imarkiralgss shhaicogicegoik (“VELAN™) 116,
oG5 O Rk TG RAGHTEATER |advi T VRF &1 hiA NI OtR@ personal
are%gﬁx\ylag? yg{éﬁa %igggﬁ?@ég gtﬁ% c-glaésﬁcgelb?% réﬁ%@ﬁl\f 899&41% that allows
dire@neBimeaidafion Rek&h local devices. LANs are generally established
within a particular local communication region (not shown). A local
communication region is a relatively small physical area (for example, up to a few
hundred meters) served by WLAN 116 and/or PANs 118 within which local
communications such as wireless communications are established between nodes.

It will be appreciated that the physical boundaries of a local communication region

may be defined by dynamic parameters such as signal strength, access point
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[0022] One type of LAN 120 is a wireless |local area
network ("WLAN') 116, accessed by one or nore access

WE2I0RNIN7397. Anot her type of LAN 120 is a per SECEUSRDEEI7256
network ("PAN') 118, such as a wireless cable

repl acepent systemth 0 25 direct co ni cati on
log3EPReBHIEIBE AP SR IER S W&k@ 155 agg ﬁ%lﬁ%{PWlllé%nQ%weieEW@HWfk
i.thin rticul al [ ' I egi G
opfiitiy AaRE B Yoo RRE s PR FEIPRECRRL AR, i Hhysicat
O e o R By MR RSl SRR 896 and
PAMY th8 hnd diose bmdged byt Waniss $28h Masltipier @dresdinication regions may

conmuni cations are established between nodes, 30 It
exigt Mithpeariguis rearewtteal pyeianpee ppvIpea(otgBLAGEPREHEOVErage).
al i.cati on regi on _may ,be.defined dynan ¢ :
10028 A E AT b RPisS0uh Gt 7 SR AN Sea RIS oM ek B particular
o AR o< PR e RN P MerI Ay Mhe i interface
pratetowy)kised €oat@nmundsmion bettween padanitmis. Al tiodd isla processing

al so be appreci ated that the physical boundaries of a
lodagioalwitlomihiAdd tthatrhas egimigueragdisss Gueh es ennediaacygsanontrol

NG PR A e BTt RbtobhaP i dtes) Nodgsithay be fixed (for

O : | :
exiBpler HEe TS 1P, (et E B RN TRE pisBlied Bor cxample.
coRimuMEfidog&tic@r @ri@@b&’@febgles@fthiﬂwI(ﬂ:ap%ﬂmﬁiﬂi@_{tidn%glon).
comruni cation region. A WAN is generally identified
Cusentllyep ogintari WiLeY N aceingarttos pub{ospl(s)sma ifderthe Wireless Fidelity
communi cati on between nodes therein. A no [

(“Wilic & 825801 RFOERGOSTPRANTH EACONNDE Haititﬁﬁsofg‘Eelﬁ}aﬁsfagéand

I s dj C r.ol " '
EIGH IS ATHE SIS, MR BEEEERN Xl prabical e kispeg by
thdBYropRah e ohiRiniAFR Standse8IfstRteNbad Blvetooth protocols. It
(di sCussed further below) or mobile (for exanple,
will derappireai ted nhatemiycesintenfadegstobycop @aopl lenoawt bt ater deveddped by
communi cat i on regj6 on). Currently popular W.AN air
bejugedmidide WEADNEDD-(s) include the Wreless Fidelity

(o2ft Acses® BringT 4265 R oS SEen BEraLe REITE S mgiides ¢ point of
en%'%,I s%'t::’ﬁaéa éd?ﬁm‘dhfr’\:%l'ﬁt)ﬁ"ﬂu%e {dt§ ?ni%stﬁfcgﬁl‘% lserd6%elsep&dted with
t he e t andar ds

ur opean econmmuni cat i ons

WLAN i 1@had/ o2 WAB! U2 arlcbsgitslethycmmuhicatibhleghBment operating
appreciated that any air interface protocol now known
wignn hdoeal cosvpiivigationyegdien.ubuidmail afrangamaNs.1arehitagors and

PriBF IR SREOTETAG BeSoBAISATe Stk BEVh: MR dess point
1 Rs il i 5P SR EE ol AR B SO BRI PPy sive o

loc@UdbRRRMicaRe Rlbidiy W thin a | ocal communication
region. Internal arrangements, architectures and

[0025]nAANdd 8akpmgsentatangriedinodegesssystdmusalle dondirect
known. Although one access point 117 is shown, it wl|
COREEHEREY] bRIBECR iRAcastingilprations cdess toai Prryculay peiggn. Access

pof’n‘?{s‘ﬁ 1# are not required to enable such communication, but PAN technologies

or systems may optionally be used to connect to other LANs 120 or to WANs 125.
The reach of a PAN is generally a few meters. Most wireless PANs utilize some

form of wireless cable replacement technology. Wireless cable replacement
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25 | ocal conmunication region. [0025] PAN 118
represents any technol ogy or system usable for direct

W@ 0ussi7sat i on bet ween processing | ocati ons cl BREUSOH077256
particul ar person. Access point(s) 117 are not

tochlestansr Sy deare By TEAir SHiaNIRce BEbtoaly uest for
. . . 5 The.
cofRAIGTRAbRED prolSsih laliidi® WMot RhontParF iiEaet

protoédls Z8c180FBIQD SO e LS BSB. aalharioap b%ﬁ[@é&‘y protocols. The
technol ogy. Wrel ess cabl e repl acenent

Wit 8811 E307HORTI BRI OFT A&l toerrbate|voigeéless @rbde replacement
generally identified by the air interface protocals

toppdegics.oNeab sldguamusiratenked i oy redaelagies Frhdgders may also
Currentl lar air interface protocols include

be@lsﬁ‘ifoofﬁ:ﬁq, 19&ﬂfsel ess USB, and various proprietary

[0(p).r6gt %%htél c&H@nt‘%ﬁ'rib%ﬁ%h%ig@ﬁﬂ%r@f&cm lsﬁglﬁgéﬁs@d%rﬁﬁ@r below, in
used t I t 5

create W reless cable replacene
cotugoiongi s F1Geay fdciléhtts alismibatioaboi dipifal Mbfieht between a source
technol ogi es and devices may al so be used to form '
comANSNICAOOPEIvicE GV aberatatt e sdieranbidy il 64 and a proximate sink

oS o b BTy B et e cP2p
coff el PSRy 250D, MR SN K5 i

systbmksetice QUMaRé Badte® By Grut&einkblidcameisaiseseiMédarish Rrious
entity 114 via a peer-to-peer ("P2P") conmmunication

newvewkinde enztiesdsucthaswthas PesNs] 24, WILgIN dll 6cardoerass points 117,

istribufion systenfseryice 101 are hosted by
angﬁaaf‘éé%? @gntaﬁ%@m% I8 heEoRsEsteR) 891 Viesr g e also hosted by

soffk B hERIE bl 07 3 e dbblifeatG e B
[0(|¥1237]t qip it RUkLARCSYSH ¢5D $E5¢E&Rs A pa&CioRh &R physical or

osted by 15source conmuni cation device 102 and
vira@imonhedtdndretdewn seurtd 2on{ORi¢hti 2 BevioaTrORiaad tsirdn
session_ 152 represents any peer-to-peer physical or
coyinuniedticzbécidet i ba Héthpeeh 18 pirctisabapntisationrvignndeddlce
102 and[. si nk. cowi cation device .1131. Al t hor;qgh in. 1 "
CORIHEQIIN TsidTS et GHMMUHGANANRESFOR it §iFb e Wireless, i
. i . , . .
wilLHR PREeCTARA SRR GARRICERR RRdhH sTROE Babfished via
WAd¥HAd aait iigespretse ofl tHbEpary neeveski ghlsed he2P vomnWAlisation
and that irrespective of the type of network(s) used,
sePRM tohmayibsavired, weskisornreBy avaybibation thegeoinilt il adso be

RS BUh 3L it BB GHOD CEA OISR AR E OB &'1h4g local
cof] G52, TR B 0L A Bk cevices s
as source communication device 102 and sink communication device 112 operable
within a particular local communication region may not necessarily be able to
communicate directly with each other if the devices do not support the same or
compatible communication protocols. Additionally, source communication device
102 and sink communication device 112 may be physically located within different

instances of a LAN 120 bridged by a WAN 125. It will be understood that the user

impact of such incompatibilities may be managed by applying various wired or
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comruni cation device 112 operable within a particul ar

WO amal3enmuni cati on regi on may not necessari | BCHESADT/€77256
to communicate directly with each other if the devices

.d ng{rgfupgor t he z)arre or conpatibl e cormugl cation

Wlfﬁ??ﬁs &N KEANIIUGH AT CCTSQURBRNEEHRTHRTBLICP 5 Ve e
j 4Rl cat i devi - -

et RO SRS s %t 7Y LI¢ 45 tuPEatian sgpiop sueh
as PAN cbatnBhicdass sEich VWiNolBS esthbliMelilevef wHidhestieRdting

that the user inpact of such inconpatibilities nmay be
devieaade dobyumapt thersgmeacdomsinwiatied pootoedselresameblt A 2Q

t echni ques bet ween conmuni cation protocol s, which are
[0Q7R] e rSourge w@iBmmniGtionedeyia | &isianytalectganic dewicehabiey a

Co ni.cat i sessipn such as, P2P communi.cati on,.
phygEdl Qriogisal tlsTat alPush T ER el ity Splirt e ding algpe or
S e e PP Igh 1 65 BT aSTEY At on via any network
withenmgumne@ticaivrdgnchtecthf? 106 (fon ¥xehph, neimigtordat mere WANSs

any physical or |ogical elenent of such an el ectronic

128 euilos LANs H8P, stichrasi Wd-2aNdé ara parcculde & A 1d8teeboth) and

devices), which is configured, for cor jcation via )
w %l%@%&%ﬁwm Srﬂuﬁcec%%’%@at %C%?%Wtw&léraé’e{%@ &i Qyysiness

I Si r
opERAE B ARESREn PRURCMYE AgSrandhain ksl
coﬁl%dﬂlbmbﬂ &eVies POD FABtated the digtabefién by (ge_(%ral@? i e

entity 104 is a person or business operating source

transmies rincefl) ioon od evirealigi®d . coAton gteatshidl3 torsinlgsomsmurication
comuyni cation device 102 facilitates the distrihution,
deyice (Id&nar RPycommunicaipg ﬁ?%rbm%ﬁlﬁ dieatad Powmeglstﬂbuﬂon

sy§bSlesPicEIBl oSk, #BR kR b IR NLRA L9103
avEIHIE Rdr AseibutiBHNIR P2 RRDYShEMCaBHY 5&Ri0152. Sitkeigt el 05
represents one or nore digital content itens 103

undsrdtdoglthet $ubisetd] 5 mialpuhclade wine, 82 opatindigitaicootent items 103.
session 152. It will be understood that subset 105 may
The sleriyaton pé subssird 08y which iy eeer i8anvele vartesyret 1O3s, s

. Th ivati f b . 105. ' i
T e BT
OFBI"SSRED LR FUES 152 R10033%, e Ll AP Bl FR

indlding Gun @oblitnitedtto ldigitdl enedia ihgi tEkanisids af diggnms content items
Exanpl es of digital content itens 103 include but are
103 seclhierbuearetnot dinoitasl foi dusko flésdevlepi fiiles, imageddes.itextstiles,

o o e RS e P TRESES! S5 gy
AR AROP AL I IS Ty AN, Pl o

forshhAll Adutith@BzitaFamR! FxadipleebpahtRiatiplcHER Afitt iBformation,
i nformati on, owner information, publication date,
owpleoirdgrraptien, pyrbdichiics dawte photogtdphs, gephicsf déseriptizre text, file
.information, and the |like. Digital content iteng 1

03
sizgrgfogenEpral Myd Sedied 1Bigiebppuicat iewadiBiaee aersrally sipepd on
cofuiimeRIe RRAEE R FRP DRl R R ERHY D a partcutar
cor@PBEAANdN it (dib&ss@d furltélr below in connection with FIG. 5), but

may also be stored on remote computer-readable media. Digital content items 103

may exist in any available formats or protocols or combinations thereof, such as
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nmedia. Digital content itens 103 nay exist in any
w@raBl3ose formats or protocols or conbi nati onBCT/US2007/077256

t hereof, such as WD 2008/ 030759PCT/ US2007/ 077256

poBSpleres gTouPL s AEENR Tt i birab BeepBRt et irouA EC )
ey B SIS B TRBE0SS Y SRS B hoics

(13 r [3 9 b ’
ARG S by AT USROG A o)

hypelttesmsmmﬂ((lp)la@mgb ((‘HXI]&&%, Aﬂdben%crbbet (HPEZIF”() WIMEGﬁt@ Word
or any_format via

(“IaOQ”t)aMI@Qs%ft%xqs% ( pXIaS”h sutanaitie HTMMeXéiTMIr”éaW&

WRe W ALV AR i Rl VY BN Rl b hebovided

in A1 908 8f st sed hird parties, such as copyrights,
patent 10rights, trademark rlghts or trade secret

[0030 htI3igiteA @@ﬁtan itdrae NEB snabohe Hrohaued by obevnecdiea@nfaictible
digital license distribution system service 161, which
inteeathialprepedy fightshefr ottsediowpreatherdepasties, suck as cepmrigihts, patent
chni rative . to rant on reri to an
righfy PRYOATE R EBeOb oD ?trﬁl%}tﬁ oDigh Tiespts 1) (rghech
co%ié%ttﬁ)ﬁt\*lﬁlﬁ fﬁ% f '1 %Eﬂfer d gfrﬂiutt s&gtréiﬂ‘?&%rvicteelrgal 38ch is discussed

S Under I n prope

fuﬂtlﬁfrlwkhﬁ) aﬂécélé@iﬁ)ﬂlb @teﬁisgﬁttéclﬁﬁ@%s%bdﬂﬁ\t@% tnglﬁMf b®hbSmore

to use, reproduce, or distribute a particular digital
rlghtmtt)emt entitenmd&i gint er groanirgel leatadrproperey Hgbtsyzbtecting

property. rights may al so he restricted in varl S
pawia lés@alﬁ%tétem%l%cﬁwaa %gtrfhntwgfi Tegruad property

rlgpr e]%gluéiﬁfthg %Ig I‘gh r?g, | 85@1?@{‘[5 )é% IEA Srop %%% afdéstribute a
palqio%l‘la[r' (ﬁg'ittﬁq:o%erﬂ $Rh. REHE gfﬁrﬁé@t{n@ér‘%nfyll%fuapﬁf(ﬁférty%ts

when~or where they are distributed or used
md§z><aisrpbe$esmf1cﬂedsn wassus wags, fonekadpld)ut aegoedmate Wwithibueess
tolimts on the nunber of times a particular digital
roleo st e lesninefictieal promotouh heldeas aus epmees régarding how

dlgatff SR s Rl TR o7 s € S8 R Uit QiamRis . dnd
B R GERBAOL ARG 0 2br GG &Rt e b

or use on erent ren evices certain
are2bdtUfhites fo liigsonhy rfmeEBdrI(ﬁTtlrﬁ&* a@ﬁ@lmglaﬁe\de@mea)oontdm item
one exanple, limted |icenses (such as preview

mayi eerepeaduacdyrepdared, pr gtstrsbutcd,r@rthe typiegl wadarivg devieaghat

of content, ﬁlif‘a ger certain rtions of .content, or
may ety rPediiahc il Pl TSt ¥ o GAPCIIeCESHeY B Te-

[ S b

enI@orépe]' ‘gﬁéﬁf e(gﬂ%}ﬁs)[%%en%e ;%rdég gno(ﬁg%té?lﬁénd’# gdeq;?byes &nd certain
busifb&y Raay eitAtl R REng BEGItSR Wn%%ﬂ’ﬁplé}ﬂ%lt@é licenses
(such as preview licenses) may grant rights to render degraded versions of content,
render certain portions of content, or rights to render content for short periods of
time or a limited number of times. Business rules may be implemented using
expressions having logical references to variables. Boolean operands such as
“AND,” “OR,” and “NOT,” along with other operands or types thereof, may be

used to define such expressions. It will be appreciated that virtually unlimited

10
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or types thereof, may be used to define such
wepse3ssons. It will be appreciated that virtRei/U§2007/077256

unlimted WD 2008/ 030759PCT/ US2007/ 077256 busi ness

rul es and conbi nati.ons .t hereof .are definabl e. Business
bu?lﬂ%%fﬂi‘%ﬁﬂ@é%?@@é&l@%ﬁh@&ﬂf e dﬁﬁpa 8 Iese gulgn sy be

prfutBip&Lad) ub bR BRSO pbRboh & o
distyBheed SRfMhGerisd 101 Br angta ¥iesmeadi¥tribibiof ¥ Sled/s@ice 161.
digital Ticenses 160 contain digital keys uSed to

In buakrekpbny iyptenderdatyon, aligidricentest 160esonthin duglthl beys used to
appreci ated, however, that digital |icenses 160 may be .

unlqe& cagbited digitabearienhiilase As will bo 2ppravigied.d1owevearsat digital

. distribution systen service 161 represents any digital

licFisgt 0 Aa S WAL e ST RINER- ¢ achini que. oper abl e

ensibhiel REAHE i ddi8n 11 ikt GBS My digital right

O g R, OB PR g rehs

mahagemenflOTIRM Psgitt@l orl teclarigee dpsitabledtatdnable acquisition of digital
systenf service 161 is generally accessible via

licpnsss d 68iygsdusesacoonsimigatioinrdewad )2 apgnkconaniiyatiopdevice
1 EERGEIRY AR ETS T80 PSSP bl Bbie i
PRS00 SRIGE B8 S S 1o, 16 Chentenbily

impReQ&GItAi @ adbédis M aieeplibénse MitrBanen Vpetealservidediol alre
rights I'5 managenent (hereinafter referred to as
implWDRYd syspems oraoreeseatireoovkenttshéaapplantions huviag fodtures

digital .licenses 160 by. co nication devices, .Further
or grehaplogigsetsapenied %ﬁlé.l\ikcr 1® Wrﬁlld@ﬂ’éﬁ\/[ﬁfiia@glgéﬁafﬁgﬂts
ryer.-si . cl ientr side. i '
S BP0 RO ot
airkRfdRkioH Bi‘di%‘?tﬁmi&rﬁ@é i1 60 bYVnbBuAEAtibE dales! PGHh&NGails
device (or any physical 200r |ogical elenent of such
regand eigepierativnl deplenentatidisert setvandi dega@d clenteride WMDRM

i ncluded in other devices), which is configured for
apRlarations eae fisaussicd balywv natcasnretin with [emndindati on

I A S e
o BN GO D O g EESIBRS MR, S ncluce i

otlepeleaices)y wAhcls igdondt teajon@nudRwtioe vidany fretdiRwithin
si nk _comuni cation device 112 is capabl e of
comsnabtatghi agherutohflitioc axamples esisgomeidmoie WANs A28

B R T L T
o B 05 (AL PETHR AHL T SSRGS s operain
sinke&shBtinRhlios Wesre 1105 mfrtitr HihRlcof@MirBAtion device 112 is
capable of establishing P2P communication session 152 with source
communication device 102 either directly or through the use of intermediate
bridging technology. Among other things, sink communication device 112
facilitates the distribution of (generally, the receipt of) subset 105 of digital content

items 103 on behalf of sink entity 114 via P2P communication session 152.
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W@ 2080888 59PCT/ US2007/ 077256 [0033] W th contPC/USI907/077256
reference to FIG 1, FIG 2 |s a sinplified functional

c agram of digital c t.ributio )
lﬂ@j t E\Mfémrlegmgdfferﬁmecw Eé& 3tl%aégpplaf g4 fugrctional

e . .
S TR i .
peéBgfand@éntldistibuleh 's?ﬂe@ﬁ@ﬁ‘lk@énhﬁew&i B 40P2P
faC| litate the distribution of selected digital
Comoantt @nstritueion S88mf 1 61 .n PR S@ited10BishebwienSgiemnck) 1 1s usable
comuni catj on_devi ce 102 and sink conmuni cation_ devic
to facplitpfeathe shishinntar obrelseiedidagitalzpntes dtems k%cwuthtrawset 105

bekﬁ?%dbsé% gt R SRR SO mERR B R ee 112 via

[ i
BRI O %ysl"f‘e?mgﬁ%"i&?dﬁ%*t%af 48 o ST s 160
assokiated fvatht digital cuglterctasent $@3 ayihsn sikét 208l te simkroeinfidjinication
206; a digital content information repository 208,
deviesedH2st ores, ampng ot her things, digital content

O3B ] SR 58385, OE B i FBa8ag 202 e
o PR OBl A6E B SO0 BT 0, o

re(RBABHS 2 ORNABR AR re & @6 Sthdr tHANRG, @1gii|taq|cbﬁten¢ dit@Bltion
di st ri but’i on engi ne 214; a digital rights managenent

infenganen 200 andrdlgmhlmense dstrévitiog iefyinmeion22)7; axtverk
consi der ati on. managenent engi ne 224. | n gener
mte@@wj% £ Hbidgidal opfent @C%Wtso&e@an@&em%@pgm 3&5 phch

1ncf(ib@ % H%Vl? 21;{}:'0 g}y % %{gﬁ? n%fl%céegg 1%285@ n%gne ?Pf Mnd a
dl%sfltc%treﬁt AfstriButDABERxin®D | £l | hgﬁ% ﬂlﬁ'l‘i‘f({g%%en[t Qﬁgﬁ]e 220; an
er interface 202 represents the nbi nati on of
activispheydrs)g Sfinald2candt 4 obhisifler2G6n natagdefennengine 22dy In
a user interacts with a particul ar_device, such as

gel@,frrﬁk desigmehiogcesidietatediave spa@fic é\an@mmﬁ P@é?nﬁgmeahﬂlsiﬁbutlon

v 11 pl ay( 04 are used,to celve
yFEBh TbArem ARGl SirPinCiShuBRY bRirERERENEd sPRE 25
Ryt oRlleRh Bt 2a, GPOURONAABKL Bred) oxampie of a
I'splay is a data organi zation techni que (for
[O(Bsqmlﬂ Ry u&eyfaa@l,@m t&presengstharcdnibianies obdpkeis) 204 and
w ndow), a nenu, or a l|layout thereof). Control (s) 206
contzel($)i 206t hat ﬁ@ﬁmfeth@umy alusémiptaradts ovittaa pesiculardevice, such as

T
203 ta¥é HSed 3 JJSEQ% ?‘%Ah fidh k&]y@%@ o{ﬁg{ﬂ fo. Rian eAn%Qabel@of a

anni ng [ ca control
ph?ﬁ%@l (ﬁﬁ}ﬁ@? '1§ Qtrﬁ(ﬁﬁtotr%bﬂ:'eql&n ekah V\BWI WloBicat dvd W.a d@ata
menu, a layout thereof) via ich a user
or@@ﬁ)ﬁtﬁ&&é&ﬁﬁ@fé (s2eRampi] 35)61nnlnyv (sss]m es animens brd)Wser

wi |l be appreciated that the sang )a%a/ i.cal device
WINGR b MEBRAralay Opbicraaibt Fentraks hilq fﬂcelitﬁ@ctbefr@qelpt of input

bot h f
froff bitot S FAF 8 PRy T s RESReRanp gomore
COﬂ@@leElQil dﬂ%‘ & b5 éﬁ@%ﬁhﬁé 'att\facfléyall' Qﬁ(@%ﬁ@e{rﬁoé‘ microphone,
refating to dlstrlb 1on of digital content Items g

or disganning device. An example of a logical control is a data orgamzatlon

technique (for example, a window, a menu, or a layout thereof) via which a user
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P2P conmuni cati on session 152, including but not
limted to digital content distribution infornmation

wQeomsasidsdi gital |icense distribution infornmatP@RHUDF7/077256
Digital content distribution inf or mati on represents
dat a regardi is i buti on. of et 105 of .digital
MRS PO FGHES 13 bﬁc@mﬁﬁl@t% ah PR Rlgiqabdevice or

loé:gaﬁ[ben%%h&g[ﬁé& {%gt%rnn% I]tlﬁlli%glscgﬁ{ogégglc%{lgftgl gd g‘utputs from,

a kst ribution transactions relating thereto (such as
uni que content identifiers, netadata regarding

[0036]t dhizitabedrgemainf@antt@ntrepogitorg 208anpichers genemh deﬂatstorage
di stribution history, network service providers of

capabilitvefoa mfosmation relpting o disyabutigzobdigipkeontent: ltfams 103 via
szransactlo

R ERh s lon BRNSERSE Q6 R i ER T er%%‘}?sfﬁgﬂa# Grvens;
dlsgﬂ%t it iﬂoﬁﬁﬁﬂﬁ??(‘)?%n(?‘g’g%?t(aa:hs@en%?dlsﬁiib@ﬂt gﬁ infoagBh 207.

utlon record scussed I n connectlon

Digitslrconkéat degtiibation dafoanation ageesiney@anh segadaty dstribution of
virtual folders or other elenments used to coordinate
subies f PP lodidigital epntsat gemed Odi gicleding dut @ﬂt hlinut@d(t@) identifying

it B} R e M B LR B e g tﬁoié?c?ri SBe§t5 A"
dls?lflbl% @ﬁsfaé%h&?éi %é}ggeto (Q&éhuéjé Lg?ggygoﬁtﬁht deﬂtihﬁg

I'ng 1n I 0N ‘assocl

mdta@eﬂﬁ‘ $@g$1rdlﬁ@ R teh$ ifalodorflémtsoluiet identifie@NS@RENOdiStribution
relating thereto, such as statuses associ at ed Wi th

histioryt netvedrksaraote prog/udfab offiscercs end etk ¢utitsasubmatdon of

connection with FIG 4) and neter |nfo mat i on
dishidbyeomnirapsagfion, %?%ss(@r%tﬁon Héns(flﬁrgs%{ @lgga gRTEeNtgjstribution

crlger%h§(g% glécﬁyes ur&i%g e %{) %'cst ﬂ FiP ﬁ? C&lgﬂQI content

B nrat o)

distEP@Sdt %&r&oﬁmsd)&lsblﬁ%le@ ﬁ?@éﬁ%cﬁ%b%tﬂ FIGO%)S ah¥RB$

and arrangements of conputer-readable nedi a 504
stofalieselonsat, fucl fevirtnal Mensmrmmmtmemsmseh té-t&drdmate

100371 Network interface(s) 210 r eﬁ)r esent one or nore
disprbyeiompt %ﬁleqt@@ digital epeigahttem(Yueh 1é1§ub§¢fn]&5t |191g1§al license

vces o) execut abl e i nstruct.ions. that

i iR S SR et st i R il
hcgﬁs\é% q%olgl%hﬂﬂﬁl% ﬁg{‘hoﬂ%i%a lkgatd N ?ﬁfﬂl‘ﬁ%’ 1ﬁﬁ)r¢%ﬁoﬁﬁ%s&n§ted with

or nore protoc or techni ques

dlgﬂﬁﬂ)&/c@ﬁ&i sloliely di'Nﬁéxﬁ@M G.Ys_t’rZ‘&fﬁtlerﬁfaMa@h@ﬁ@félatMg thereto, such as
t echni ques, rotocol s or techni ques, or PAN

statuses pesscinted SVIth dls@&iwoqﬁs@lgltaldmnm l@n(dimmdem @mnection
en network interface ma ra e one. or f

wifh Bl R er sl o B G nGr aiebet ] REUF e aRkEGS

grePZRQ(Elby d ¥aef i c%nsetsrﬁ%OD(?%e' (ﬁe usls coﬂn%xﬁé? it 1353 df’)h Digital

a er ayer

coﬁt’éﬁﬂﬁﬂ@frﬁatﬁcﬁy fébosit@iwelogf_’maﬁlmﬁ 1ﬁﬁﬁ§1h@ﬁteﬁi%ﬁéﬁfg vardBtyPes and
the presentation |ayer; and |ayer 7, the application

arthag@nents 00 38mpﬁ]t6g|-1teada‘tde mhazha 584 Qdmssms{sed) fiurtberdygownin
engi nes 215 mhlch include a device discovery engine
CO@H@UO&W%]&E@ s }mnagemant engi ne 213, and a digital

[O(ﬁEIZEI t t'fn%ﬁ (gg%g(??eé)r%sfeggéhe ot renocrg oh %artlegr loglcal
elements, such as connect1v1ty devices or computer—executable instructions that

enable communication between source communication device 102 and sink

communication device 112 via one or more protocols or techniques (such as WAN
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10di gital content distribution transactions between
potential participants in such transactions. Device

waelk®sosgsy engi ne 212 di scovers and det er m nesPCES2007/077256
proximty of potential participants in the

128 REO SR B TGRS O bRt 416 RESg %9@58 ES AL
protﬂp(l)lg o \f\%'hg %&%?QL@BF&Q%?%%G&%\%G%&% %111 gitgvoerk 1{1‘[6 mglﬁ? may

traQBi8e Yne W fore RFHE @@ve‘ﬁfve?tl&\édq%&% R i OISP (Iﬁ‘ﬂerlﬁ{t%rkmg Model:
net wor ki ng servi ce. Exanples of |ocal networking

layzerly thegshyaical defernlaglehd, thbdatdninkelayat, lﬁ’yergS aheln&vaork layer;
peer -t o-peer connectivity architecture ("UPnP(tm
law éhtheetéwp@rt) ay&thiaysT Psthe sepsion dayar; eyanaathe presentatlon layer;

he,UPnP(tnm) Forum and by the Wb
an@iarXﬁrgg& g%‘/f?ﬁ 35?'(?6very 20 ( WS- Di scovery
tal (‘,’Wﬂt ?su% ‘ﬁﬁ e fighdsneSs @Y]’gh 1nclude a
VIC s are ere using 'S

dewee \aclove st dsr%”men Q\I\Q karipam\,e@sr rﬂaﬁh@m@iﬁ\@ﬂg@mﬁ@lﬁ Qt@ld|a dlgltal
net wor ki ng i npl enentations are al so possi bl e, such as
conigst diirdudionl enginv? M preotphiégyredrid lm@&@n@drﬁert@m @Etpeots ofP2P
wor Ki n Zer oConr) tec ues. I es. of wd
dlgéF’ri SOH@PQ@F&F 3 8%01? h‘efl’t gen @Qfené PRGNS {Ue%l‘?h
trahé’ac?il%5¥' ffe%l@e%k'&ﬁre?f ehZ3Edb ESRAU A% 8&%1\:1{1]11% the proximity

Servi ces saglng Servi ces

of pefevitiaPparticigaftemchatgRribeivn &afsactiots bhged dkmesddping
envi ronnents when WANs are used, different

betwizinethre potenitiah paidicighans. cMeds&mg/ &v accontilisbe@ v matyvolole

. enpl oyed. For exanple, when WAN 125 is the Internet,
mt?%g Qﬁié}lg]r(h name system ("DNS") servers nmay be

R L R W s R

mot8 Redtated (ﬂ’%t WRIKSreh Or %c%‘l’ %Yc%r né%rl%ﬁ@%ﬂh@@t EQBmPMST local
each other may be enployed. WO

ne@ﬁ&&i@&?ﬁ&Eﬁfdlﬁﬁ“ﬁ&ﬂ/@?ﬂ@ﬁ[@mﬁ@&él?lu‘@mubﬂaweyr to-peer
responsibility of the service inplenented by device

comm%wchl@mﬁW@ (é@fnPthPdChémtyrq”d, Whighds aginivarsal standard

prBhRaRR tr er VB PEESRirhandBy WSWeBRels s Baiuf Pistovery
(“W@gf)gﬁ%logé& gBﬁot@eéloijﬁ‘a{j & GERAAHThASR ?@%—‘% h8lv services are

esta conmmuni cat1 on session vVia netwo

diseol ee@rn basehBy, Bl SarPy®ya setwekaOthehabRednown or later
application to DRM engi ne 220 (di scussed further

devlpped locatinetwiaskaig iopEementatians ae alsd possablgr sliakgas customized
aspects the service. enment ed ce.di scov

BIGAGpioprolea Al e A S O

Ex'e:1 gl%sn%fl ﬁfy‘eﬁor g r{gsﬁsl?%% n‘{ch? lﬂ%l‘% %1% iﬁn'&ed to services

sué}?ﬁéf\ﬁl@fhnft ‘Més%giﬁg’ 'sé‘lt\@cds Ne@afl %EN—M%SC g1 ﬁle%%gﬁhg @er\&é{%hchat
as between sourcé communi cati on device 102 and si nk

roaosroncaatiloexcdevige eefvi@s; ana drentukd. clat ¢éronrosessitowhes AV ANs
or between a caomuni cation device and a networ k-si de
aregpteds gitferent wplementdions of dopise dareiipncenaipn 2{ Sty ks

employe'dI My 0II rce%talmc])p e b\% aF WA&I‘ ﬁ% is the Internet, the domain name system

(“DNS”) servers may be employed. Alternately, programs involving data proxies
or relays that enable devices on physically separate networks to discover and

communication with each other may be employed.
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conmuni cati on device 112 and digital |icense
di stribution system service 161). |5Establishnent of

W@ asH3aTey require specific services of other BUUS87/077256
such as device discovery engine 212, digital content

dj stribution engine. 214 i,scussed.further | ow), or.
Qi m&nélzorega%%g 23 égggee%?r‘rlawlﬁl@ier%@}%&ﬁy deiisedtiscovery

[ 0 \ . | . .
en 8 J0TERSHTITES AT 5o 0L R L 551 RSN AR n e
digzitatl RBhicARHisAL RIIEIRSacEIRTPDESIce iRy BgNEALAS DD Iso

O aut horization schenes include but aré not limte
hatdleusenimaspecarnd egabsinling Pthesrasmunikeartioarsession 152 via network
. technol og(i? es, Mcrosoft(r) Car dSﬁace(t m _technol ogi es,
intgiaes(s b HY.\andunpe peive a8 iddielpfs ApRHE atien taRRMN reramek

R S P BGIE T L 0 ORI L BTG
serdAREGIedrenfid Wdéﬂ@ﬂh%&ﬂﬁ[@%ﬁi@ﬂz %?i?éﬁsh@ﬂ below, in

conjunction w t'h suc ation and aut hori zation

contdueivasyitd FeéGlL @ent i ty managenent system provi des for:
representing identities using pieces of information
[0Q42d utAcdess Buabpgenertfenghee 2 He st iesgonshble fonestallidheng a level of

U T 25 L5 B T Bt s
co@%ﬁﬂi&ﬁ%& QeASe 162 thﬁiéﬁé o?ﬁ&ﬂﬁfc%‘ti@ﬂ o0 oL c@%ﬂlﬁﬂﬁaﬁon
et weén |dent|?y provi ders, relying par%les, an

sedsitant 51, Yor bebl €8t $ commeliREMALViIS ahd®h nBANSHKL$18e entity in a
clains. Aspects of the identity managenent system WO

cliefesr080He ROMMBSA0NT DRI 6is menpn@univplienbrtvectnusnkg
protaocols of the Web Services architecture such as the
cov@wg@torbﬁ?%ﬂ%iiz ap¢ digpgl ﬁ)@tﬂa IgthutRRgY stshysgvme 161).

e b by PO B g RO Hiperaaees
del® !d%s_!&%%@i éine 31 DKiERATABHERII QR bHEYA féﬁgﬁﬂ:&m (discussed
facilitatés selection of 5a particular identity

furdisrdwilaw gdridR M sngike 820i(hlgo Histuased frther b&low). There are
comuni cation device 112 for presentation to source

nugshensinetids avaidahle donerptahlishingirastdopupi neftigrdirioughof

o BEHFERI A bRk Bonde SRR Gubatng

au{h%gil%ﬁbﬁ‘ g RHRECHE IR Yult Grd AGihltdd TRNaYG ard/ pA8Word
I mpl enente g g are

y access managenent engl ne
scltinsés) Kseebleroe teukinol 0k idd) MRIeWEID Tardbpdee™ Gchdoldhiest4 1
Digital content distribution engine 214 handl es the
praoresayiavdhérdieation merdanishisc ang @?im kaosinser lateu deweloped
. digital .content itens 103 between source conmuni cation
IMPEINGERARYE- and si nk conmmuni cati on device 112 via P2P

[Oﬁmﬁ l%%?%ﬂggr}é&n’gﬁé’o%f%%ﬁfgﬁ&#%&h e‘ﬁ%ﬂfe%]l% implements aspects
of an identity management system in conjunction with such authentication and
authorization schemes. The identity management system provides for:
representing identities using pieces of information about the subject of the identity
that the issuer (which may be the subject itself or another entity) asserts are valid
(such pieces of information are referred to as “claims”); conducting

communications between identity providers, relying parties, and identity subjects;

and protocol(s) for handling claims. Aspects of the identity management system
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| 5handl e certain aspects of establishing P2P

comruni cati on session 152 via network interface(s)
WQ1ds/030180 may serve as a hel per application toP@RNE2007/077256

engi ne 220 (di scussed further below. 100451

Generally, digital content disgribution engine 214
maynRe BRRIAT SN IEISRE REHECYIa AT gh%@"@br SGvies Guiepyire such as the
. i fving, .en ot . oot
WO P A A RO B B i
SeEHIRPRIER Dk ABcHL B e othbe mahhBrsSRIw ka8wn'oY 18188 de@Slop¥d. In one
digirtal content distribution engine 214 nay be
exelinp oy émahineentatdom spilopenmundeftionadtvace t Hefxditaiesselection of
i npl enmented by the device, discovery engi ne 212the | .
a pagtieudar ilepttycasseoaicd wih sby syily dd 4tea dfrsinlgeomprinigation
he fornmer servic

dd d . of hj | .e. )
4555 dd2ae" PresBRtiof ot ey P REMeRER At fisricSd A2 18 RyRxg varving

anmlofRtd gk &Wdigitgi éo(i‘llterﬁ‘?ﬂ:WIOﬁéc%eE%iB}ét ViQRoBRYI ddenRdflication

provi des suppor or enunerating and/ or exchangi ng
devioE dORs Qisdragoidl dietnilbrragsidarg Rpeteadthé iddhfity management
anot her exenpl ary inplenentation, the service provides
sygeippomlemented byl dasesompnpgeraentspiging D13 frgrdissussed belomg in

and/or e giL,ng objects. OQther now known or | ater
Coﬁwgogﬁ’éﬁﬁﬁéeésonansfer and/ or directory-based

OB 13803 BhEe P ABBYB P58 St an deat g g gns of
idémeitidheon hhe dltabhiion bf aizief ceht@ht Aémb 108 beesecbidurce
between digital license distribution systenifservice

comdiuracaticsi devico hb2iand atnkoronaievineatidfs 2levidiest12i wath2dn of
digital |i cen,se(}? 16_O_n'iay occur, before or after
CORMIHEHIAN Fsion 192 detedg! gorfentdisEuntionenging 14 gy also

B AR T T T
intEERELS 210, a%%&% SRE ad %%eilﬁeria@r@li@m RADRW @R8I 220

nore server- or client-side DRM applications that
(disasiseé fartlgpriteildwin (i ncl udi ng but not limted to
over-the-air acquisition) of digital licenses 160 by
[0Q4mmenesaliye sligidalicoatent distebwiéemenging 2d4 implements one or more
I mpl enent at.i on, .DRM.engi ne 220 may i nmpl enment aspect
fea R R ok viFT SerigE ipars ot corti e R GRS HRE bepveen
so@rcégpﬁldnglm:éﬁérg ge\'fiUP ll?ﬁ%ﬂﬁ %ﬁﬂl@ébm%%c%@ﬁh%\&?eol 12. The
enabl es downl oadi ng of |icenses an
seryieingile@eneabudictial ¢@ienf distributionengifolifinag bal difcoverable
_receipt and/or use of |icenses to a network-side '
vieemprapertyAlafmedamethe sboderanplensites by the dévdec DRI Very engine

2 8B STl Y B 0SB o
e S R S e 112 “Gper at i onal detail's of DRW
[0646)1 118 0ASRxBAPISHy SHIpIGAENTAAbAVheisBrvice implemented by digital
content distribution engine 214 provides support for enumerating and/or
exchanging objects using Media Transter Protocol (“MTP”). In another exemplary
implementation, the service provides support for a directory-based solution for

enumerating and/or exchanging objects. Other now known or later developed file

transter and/or directory-based solutions are also possible.
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connection with FIGs. 3 and 4. [0048] Activity
nmeteri ng engi ne 222 manages the collection of netering
W@l 2108/03089 ch is information associ ated w th t hBCT/US2007/077256
distribution of digital |icenses 160 and exerci se of
jghts ant.ed the digital Iicensgs..S gener
lﬂé{ﬁ@%ﬁ R 18P ﬂ?é hog Eﬁég%ﬁ@tféb@%%@gﬁéfﬁ%ﬂses P66 benveen
oS B8 LY S, SR GRGA P E BBic 112
DiS¥BRAbE of i FER MeeR¥e(S) 140 ARFTBRLEBEfORNoLISHECESr ion of
data related to the use or distribution of digital
selecotet] ehgitiltoentent dBn(sslShwahirthawsef t @hbetweantsourdearommunication
digital content itemis reproduced, transcoded, . )
dewics t10R wudesdnk sompudeatiom devigreb] 2.1 Gepetabyy RRMeagine 220 is
. client-sjde 25 inplenentations of activity.neteri
imlegiciue b onf ot SRR Yot veeDRN geblf s (1% enable
ol t/: . i r i ) B . i I .1 h:
R R R R I SR L e 2 A2uigeR) SF LR A Tenses
160 dysiotenahicatioasisoceat Bda wetworlt-sitl¢ ibplentsntatord iR Maéngine
content itens 103 via P2P Content Distribution System
226 mayanaplement sspectuefi digitek lietinge datributtemsesembervica 161. In a

digi.tal 30 Iicense di rihuti systenl service 161.
cligyIg R T AR M e 220 shiBles RoB oA Eaar Bapnsgs and

st D al s SO R eSbn SPo B R AR TR ERPUAIR GFicenses

to h Metwisi&-418¢ eafisy. Witeinatd difiBodienditOOT siesntisdd PBRNMShe 220
(directly or indirectly, such as via cash, credit, or

impleynangpteorsf may eoaie thharegadn apd einitsbstiow opeewarrmerivative
.servyices (such as providing.digital cgnt ent or ..
digitad giconses TED spvicsi Gogymupicatipg dpyise 181211 sHik ¢pBYBiGasion

deflgd 27 RTRIREO Gy Aokl DRBLE a3 22PN RS ss SERF5
coRtedt@nnOith #HEH Pagkaby br on behal f of the issuer).
Consi deration transfers, such as the authorization for

048] vi Ak tngtycime sair oher aatoiion2 22 hembhget thy cllscidn efitietoring data,
a sink communi cation device, or the receipt of
whidhhisi in&eranation asyocateduricle thendistripugion of dgiialdécenses 160 and
conmuni cation deyjc . used to create . flexihle .
ex G Tt RHALNG Y Fis TefiabfrlBES o PSrFieiE b MR of Metering
dafli Sk H?cugs(édq%%i‘ﬁn Incl RS Bus nbf liﬁlgtggqg %fa@ﬁdieg %H&a&ed when
consi derat1 on nahagenent engi ne are discusse
didital tibefiseh @k@vaucdesfalnnesdivan(for txarple, st%redbagléﬁﬁkw th

continuing reference to FIGs. 1 and 2, FIG 3 is a
compyyrgatigederensanshdate r¢lhtadsorthe usgocdistrairicaspledggalofontent

T AR B Sy s
trahé%d%ﬁegi‘sgr%dféd g r‘él‘f&@}%)‘?rsn%éc?ﬁ&( ﬁ&‘&fcﬁ?’- fnd DRLLMGHL ONS
execut ed by on€ or noré general, nulti-purpose, or

imﬁieﬂ%rﬁaﬁcﬁt&%ﬁaﬁ:@ivﬂ?%@t@ﬁﬁg nE RS, AbWever, are beyond the scope of
conput er - execut abl'e i nstructions 506 and processor 502
theagudbj elit swatss elisdugsaedlesretrel ow, i n connection with FIG

52. Unl ess specifically ) ) )
[0049] Consideration manageméent engine 224 handles exchanges of consideration

associated with distribution of digital content items 103 via P2P Content

Distribution System 101 and/or distribution of digital licenses 160 via digital
license distribution system/service 161. Consideration is something of value given

by one party to another in exchange for an act or promise. Examples of
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stated, the nethods described herein are not

constrained to a particular order or sequence. In
w@oBnsws sone of the described nmethod or el eP@NUS2007/077256

t hereof can occur 20or be performed concurrently. As

it 1s .general I%/) desirable to mnimze tine requi({.ed to
cohsifieyiatipB 1aclpds PrEanediot dindited IROBHS IS 1RaXanPR%Y (difectly or

YY) be under.st | h i '
indfsclpy Syt AP AL o ey e PEACREH L FRORRA%
peftBfins¥RBeesAdadh hi ?rox@@iﬁ]g'd@tﬁ%%éﬂt lopRe@ivinp @i Eiiing), or the
messaging is a matter of inplenmentation preference.
prabd@sdrrefanpaze wp haegeqmuuatde aetscle owhiadi is tanythutg,ench as a
transaction i s discussed. The distribution transaction
ceitiicals/RIsPIRES, thsyed Mot the expectaior of being; takembackohy enen behalf
itens wthin .subset 105.between urce comrunicati on.
of Wisgausth oS OB HRFEREY STV ERan N § Daf A Lo Ying
coﬁﬁH@?gﬂbﬁ AR ddRVA SRKEMItPRET 2LRe c@fn@hﬂfﬁaﬁ@ﬁ E¥icd 16k the
For discussion purposes, 1t 1s assuned that source
receipiti dfycohOieniondsy & osmdaicadty via addudey teanidicaing ddvide, may
entity 114/sink comunication device 104 are operated
be wisethincigateodedibleorrpomineics trodelsgihahesuvage dytrdputian, of digital

It will be appreci ated, however,. WO )
coBiSBb HS0ERELPL RS AR ThIeRls Agra oS BlAnAge B gngine 224 are
. Al ' | 02 and sink entit
i e T B o R B1G0%, o e ot ol y
00559 atWﬁh%ﬂ_tiﬁQi_ﬁgl&@feﬁr@ﬁ@ 0| FIGYIe 2d 2THIES. BANG rﬁéisiség‘@&éc}mnce
or using bridging technologies). It will also be
chayp piletiatingdetthat aspeptrdti acmkethoddomdistiibatingodigital caetentay a P2P
function as, both. a source and a sink.in 5the sanme
m%nlnﬁhsxgﬁ mﬁﬁh%&s} Hﬁﬁrrﬁeéirl@rﬁlq- Banaxbeilgmiemagd using computer-

oA S SR PSR B . o s
pugﬁféb‘ rHRRBo s WBx RhEMIP Hléﬂn}ﬁufé?@cxfebﬁﬂaﬁfe‘%ﬁs@ﬁ&mr% 3R aﬁ%i processor

ortabl e or non-portable comunication devices suc
S0iaretiBsgssed dbither badowaimpt@yecsof matleFIedSt dJaless specifically
"CGeorge" and "David') are in proximty, such as in a
staggdithqieredinsts descrabecbheretn arg et 6pnstraingds tyg pawrselartgeer or
sodgi e h S e po e et ess e ot RS EA 286Sn oceur
i . , :
or BEPEHBREEN CRoARAGE et ip AEnU3RY ASE Lo By h PR Mime
redtlitednb-dingdeRet garpenfae distdbityort oamaction] it erilldRMukRSstood that
such as acts associated with transferring digital
alledhedescsiped suessegingmead noaoron ideatk distiobuteen traesiction, and
associ ated with | §r ecej vi ng di %I@ al content. by sink

the R ALY GHIdgTeRenpsipn hf SPREHIGIPRSSaE g s dyatter of
im@feﬁfl&{tﬁ& Q%{&%ﬁ -area or w de-area networked servers

r'services (such as acts perforned by providers of

[0 WaT g e%@ﬁl;p'lé‘r?(p‘h)fpés‘és,s&iﬁ_ GiStr IR AL BeUsERsdD2The

provi ders of network service(s) to sink conmunication
distieliteen trd@sacton imddpentherdistributidn pdselecredtdigitdkl emtaritcems

. rovidersb. It is appreciated.that while the reference
withon gibiseh L B5 PakEee S@Ires CQMABHNGAtIMARYICG M PReiaicgPYasrirce

. ef to .nmedia content this i.s5,n0t the. onl .

eniof1€and SRR soygiiedtion SRy Bnd 12y REraiRT bK Stk ity 114. For
disRLSdion E%H? e8!St RhsEaRed MATLBL AR iy $888b0AR e FotmhR8fion

enbodi ts may use other viewer applications, such as
dewicedi0d apidadEls simityolrl 4asiak coamhsingedtiqr dgviael 04 ardosaatedrwithin

and share digital content of an aprr opriate type.
a local communication region served by a LAN. It will be appreciated, however,
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25100521 Initially (and optionally at appropriate
poi nts throughout the distribution transaction),

WG B0876DMTuNni cati on devi ce 102 and si nk comeei/vsaonTor7256
device 112 receive and/or evaluate digital content

di stribution iteria 302.. Digital.c ent, . ) )
thay isevwmli%AO%P@@PWQHS@QH%%% device 3% andrsipkraititynl 14/sink

: ' i ' 0 j :

colf RS R FEHEGELF BIL Pl O BELeG hdor Rl Pl i qge o

mot® WANY ddateet19dr kindehredifg t&indblctie 0™ &Ml aisbB¥ dpreciated
W t hin subset” 105 bet ween Source conmuni cati on devi ce

that @3 aanchlat akmoomemionaddvace way ifoectidiPas Wsthsusolirce and a sink in
digital W) 2008/ 030759PCT/ US2007/ Q77256 content . .

thegsading frpusacHAn o ik dififerenbiransastipae dThe exemplary distribution

O TS L ) S0 B

lieot Sy ik dd Fésgst IRk ;
W}ﬁgttgfrb ngi%%%ﬁaﬂﬂ laﬁg ﬁ)eég ectlré%gié?gﬁn% 3(6 %ht %(?Egtggbs et
coldurAcstich dévicdet asfwiiclexaomdbded heldar glagersatdferred to as

applicable digital 5content |icense(s) 160 are
“Geetgsveed) Dand”Jdwe én provemity, whdnasial @Y iEd hptspat i)a coffee

Shihin e PEOOEBrcP e P RSB fSPB R eer Puti R device
102 RHFRATYs AR PR U ARAH WSR2, i used

hefe@mttBBterth Sdikirthiiodn a@tifbahs ehed@f iRBMdeS bbrdisteGideacts
ot her ways, such as by being pre-programed into

pedormed by @omminciasiiomdeececeuth ag @2tsassadiated with transferring
. communi ca{)i on device 112, .or received via LAN 120 or
digpigcopiont py; sawise KemmyRpisation dowce apgiqr@m@éﬁ?@med with

oSSRt i R TR R ) P A R Yt s
peftbfR&d b?_l&éa@@r&f'@r RAL-hfaRRRN Sl sehterflbB b&vRUL (8t as acts
transaction. 100531 Exanpl es of digital content

pedoahed bytprovidersi dfardtwod0rvive()de sbutceaioenmonhication device 102,
ISlimted to information regarding: a user's identity

prgvadensod nequerk sesvigeen to sinks semnpivdgeadisaudevigrol b argpdepgndent
.user's various favorites or. preferences_.(for .exanpl

i oty Bk e BroniGe). L Gubregied i ingfe e fronce

xR e ¥ AR BRI LR 18 coprent s

noéiEonlpdgpksgiongendigital @ide@agpe whidlvieg Herditiribesed using P2P

(whet her a user has opted-in to participation
copaamnicatiquesassion 152. Other embodiments may use other viewer
applications, such as a word processor or a spreadsheet program, to discover and
share digital content of an appropriate type.

[0052] Initially (and optionally at appropriate points throughout the distribution
transaction), source communication device 102 and sink communication device 112
receive and/or evaluate digital content distribution criteria 302. Digital content
distribution criteria 302 represent any information usable by source communication
device 102 or sink communication device 112 for decision-making regarding

distribution of selected digital content item(s) within subset 105 between source

communication device 102 and sink communication device 112. As such, digital
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20di stri bution transactions, for exanple, and opt-in
conditions, if any); user affiliations (such as buddy

WO p@Be3075”evi ce- gat hered | ocation i nformati on; PErtS2007/077256
digital rights managenment information associated with

cog‘geg‘ips trﬂﬁglr]({nﬁ(gtltp}lqg%@&%é éﬁocg} t:qt glgslét} Sllg;,egpfsltjss Igy}a”gp sugéelg eerS
selgl:tg\k/flﬁh geg%(ts? g;ltﬂlltl SIHLY rlpg%?é td Be ﬁt@ﬁ%&;@%ﬁﬁg ?10W£elected

Icen rest I ons

1teﬁ91(9) \RfﬁherQIUSWIOSjQI%tdl‘stﬁ%h't&P defelrfi@hd @h@%ﬂwe@haected item(s)
i ncl ude expressions involving |ogical references to

w1ﬁtlh] subgtit gD ake doirilarted dfos texhinplé, befaridrerficaappl2cabie dpital
gi t.al cont ent itens 103. Bool ean operands such as
contmtiwensef-s) 168rge ragorved) aanshdetamnmedo reiors selegtedsitean(s) within
used .t o, define

subseP iP5 g AR FEEY ARSHORRaatS el Ehefy A8 R TRIE 302 are
re&%&'&ﬂ mCk %ntﬁ 'lt()gfrdn%l V%Hl@eﬁ‘% B GRIREAah?RRe 102, for

ereor are

ex&0PRY) 020 ARCH SRR EbhtefialidttibaAdn AsitaToII2 hiayMeGeceived in
3, source conmmunication device 102 uses digital
othes asst SImhsetSrb}bmlng prepiregaitangbmte @our@e sogimwnigakemgevice

10} 88 Stk e ARSI ea02 PEREL Bt 6adchS g NAdd 25 Tn
an?f%l%p ?fhg‘tﬁg%lgé g@gﬂ@%&%&# H49 Ibﬁ{loﬁI Iq f%rga!n?s(gfy) gr&torﬂet ]Egﬁl a third

paftPIToHxaAplO M eyl Gierelidte Hivite) ?@tﬁeﬁﬂﬂh&ﬁfcctly from the
D stribution System 101. It may be desirable to

parteppasent thardétoibusibotendagional content itens 103
w thin subset 105 in a de ted area.o

i.gital
100334 draniniene k&lf@hcws%@%ﬁtﬂ tl@@s:rw:&l%ﬁﬁg dRsilnde but are not

hn’H?qu ?oq‘h{r??@ drgg%rgiﬁl%glf%z%sg% 0?(?%18&??1% \?/lgag n@% H%r 1s asserting
ab&tWhY hd 3h04 u@@t"'&' ahhiYusSeheatdsg RERr&cel R Hafipgi@la user’s
content items 103 for inclusion’in subset 105 via user

ratimgserffragsc 10aserlslisawhpgattensnar a aserds putchhsiagmaestns); user
identification 304 invol ves source conmuni cati on
prefdles tlor epampla, prtronshinfyratiacsuchgisdrene adgisse, ghngiet.and
ontent it n subset. 105.

| ]

azdoatyaice Ty Oriehe L Wi eR gRfed B P ear Enalh neer Grpeer
|

ditEMh&&h &Q&a%ﬁ%n%‘fg%gﬁéﬁgl%ﬁfé(gﬁﬁf S Iﬁfltl%l%d IR ' user

content criteri ent| items’ Wt hi

affslithiris (3@ asHauddxiapl; aevﬂcb%aﬂtmtad Mh@nflnf(ﬁfrrmlbhoaﬁd dlgltal
DRM restrictions recei ved from anot her source

rlgbmmamtgmme_trﬁnnﬂ)éma@@n|aﬁscz;;1¢iad widudigital eitenionsproratipayitems
08 B RTERL 3Lt el SRELER Shoh B8RS e
iteﬂ?ﬁfu@ﬁarﬁ% %ﬁta?)ght:%le'drfgllté’lsl fsd P6(i%qsa?lty ¥ Pictions on such
rights). Digital content distribution criteria 302 may also include expressions
involving logical references to other digital content distribution criteria 302 or to
digital content items 103. Boolean operands such as “AND,” “OR,” and “NOT”,
along with other operands or types thereof, may be used to define such expressions.
It will be appreciated that virtually unlimited digital content criteria 302 and

combinations thereof are definable.
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20100561 Referring again to the flowhart of FIG 3,
source commruni cati on device 102 proceeds to publish

wa@lk@Bmzl7scont ent avail ability nessage 305 to OREEDS2007/077256
nodes associated with a particular network (for

exanmpl e, WLAN ), 1ncluding sink comunication . .

10484 cAs shosv 1 ﬂf@ SSOURSLARBNKSLIPE gley i ¢55p digital content
. ice . i y i tion i . . . .
oS IR LR RE AL SR RoRYEi R earion
304 0gAbitgBRIE tGAé A BTc A B9 J0A 1RpreelisactdssbOaRidi with identifying

within a WAN) and have acquired | P addresses or
sulppes $6S of digierl conttpoitamsi ld8rthaf isewailable fod distdmition by source
appreci ated, however, that |IP-based services are no

copayliean eeVippll Erupmediecostest Disabution Sypien 441 It may be
oS P SE e SO0 B! By PuPlbEh 18301 Byt 105
dedRhidd AEY OPHfﬁfi@ph@nt@flg&?&%a‘tmﬁ 1%?8%%1?%' WitRin firce

source comrui cation device 102 the purpose o
comatufiyatigh déies 100des within a WO

2008/ 030759PCT/ US2007/ 077256 conmuni cati on network of
(0038 duainksbendrtoy dgitalicgnteat 1dantifisation 304 dinselvepsauren entity

O SR B B eS8 8T htyion
sub®P189%id LARIMHHED 182 DYIRROMEE sddlIRS, B%iBPUEHEnt identification
a I'CS

conmuni catl on aevi ce cont ai n3 ew Sspecl

305 iglasivés SAHEE BomTRIdt o dBRce €02 G8tohdichHY GBledting BAe or
nodel nane and nunber, serial nunber, or nanufacturer

marardegitdl dentent ytenisaliOdstfor emplesivrdn bybso Ui0Se Vérth ir¢spet Ow)
and/ or seryvices inplenented. by devi%g discoviry engi ne
autppatieys Céiolnaﬁ()‘éréﬁ CRRINYRICILqTHARYI6H 184 HayeC V2 Ufat? ggpressions of

. 8 ryi .t criati. V. inclt [ f
iR aREY 4 22 ARGl Ob I D HihBE il GygeP o8 por
exAAPRTBRETS! AIAY TROWEHRE DI ed@icEi8 AR ARLE &M anc®d source
a pointer to nore detailed informati on. The nessage
comomireodtiorayeiee ded paectulsi WoF ipragsitth@s be noderdicaliy sglected
an extensi bl e markup | anguage (" schema or

foraingtusenn ineeRetollts. mnoplmﬁéampéé%é%mféwe}nlryapmy%mic may
ve SRR ST BB a0 S Seaaed Lypes, and
[0036F RefetiiF oo HCabWOmhH6Y FRE. 3 Buf&d &hmuti@tibaldevice
102 proceeds to publish digital content availability message 305 to other nodes
associated with a particular network (for example, WLAN 116), including sink
communication device 112. It is assumed that source communication device 102
and sink communication device 112 have both entered the same communication
region (such as a local communication region or a virtual location within a WAN)
and have acquired IP addresses or possess other endpoint identifiers. It will be
appreciated, however, that IP-based services are not required to implement aspects
of the distribution transactions discussed herein. Digital content availability
message 305 is any signal transmitted using any suitable protocol by or on behalf of

source communication device 102 for the purpose of notifying other nodes within a
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| 5content availability nmessage 305 and transmts sink
identification nessage 307. Sink identification

wore@sagesB807 is any signal transmtted, using BEEUS2007/077256
suitabl e protocol, by or on behalf of sink

comruni cati on device 112 r the.purpose of . )

COMGAHYIFAATHECOEK & £ha %‘@llaLﬁVY&E didial SoRtent Gor dintribaiogryia
' ' ' ' ransactions via P2P Cont ent

Pzge(;énﬁlg%@?{sggﬂ)%;@ g}%%t%[lgqldlzm 0059] In general, sink
[Om'{g?tﬁf EQtefteMiafi8bility niYa eI EPHay He' £hhebfge transmitted a

automatically search a predefined address for
nudibgc oY ameshyssagescaantuniyatipatdevideal 02othat centpastasfemnspecifics

digital content distributjon transactions and to_use
abeeSoupgFraRTUBHatiaNtdex 168 KEosrel apthpsmgdel rame gad gumber,

si;nk identification nessage 307 to. source )
S MR les]ﬁna%\; WsT S K uprelRigerepicated py source entity
L B R PR By RIS PE) LEHDES Ry A ontent
distebsta@esngine 2¢Adforgash Bervietg nlid féseaiption mes krdede3dRst of

I f communi cation device 112 is configured to notify
cominmaderctipys thesservige ieponds faoramdgfarupetery/ anganfenceiarsach

co R St S 5553, TbOREke comn
m%@%@éﬁ &s%?é g%ﬂge?ﬁ?(sf‘&ctoﬂeﬁ %§§%{hg1né;§eﬁs?81‘éq%@<u5‘iﬁnguage

ation ~cormuni ¢ devi ce

(“X®gandchRémh e apbdRe tdcharpel XKE. §%‘étt€@- gemefalBX@diRl fmes
the service is generally able to

spified 0SDZSHPACY, SO 0FDERypes, endansumeo smeplel fyxddovalues.

OBEES  CEEB Sin EREhSFT cs oii
ot IR i aReRrEEmhS U sPulis Bl AFFRRkoEhstRe 07
Sirkk RfcRAgchNod Hﬁ%s%e%d?d@ Sy Y ATaMRlah O RRO %ingheﬁ‘l_y' fitable

address and port Tor a sefvice (such as a service 5
protopdle b ot @d Hehalbi ofisie céantuemtationsdaviideut 1 DforEhgpogose of
. 214) responsible for enuneration and distribution of
idegitigyingl the evidahility efnthe BOK eRmAURIcAtivs«tcvigsior dogghution

sone. cases NMOUS..access be orted via a
trafSArog V) RER e i RO B DAt i on, and it may

0 r :

O o B ReHER AR, Eorp R R P | PHE MO Bied to
aufodenidatly seg@pesprotiefigedl@ddrass fardiscolter mexamps seriths potential

source entity) obtains information about the identity
pagfcipdnds ot digitabeentynt distribuiendransactpenstanddoaise hlag information in
thqr‘i?cei ve such identity i.nformatjon. In an e

|
AFRURY GRS MRS 2T Rl IOGHAHSAR BB ITRSIGRod L SRiBce
co b0 ARS8 BRSNS b O A e 112 may be

resentation o U
cohfgiNet ity ndESP SinRic@di tyv] |  pSiodko %Hréﬁihg%f‘dﬁ&oﬁér knessages or
conmuni cati on device 112 to source | 5comuni cafion
semtbug smklid2ntrficatsinmik essigat3iofi datommumessaged8ade 1 Edrs
a user interface my beﬁgr ovi ded to sink

l.e, , .
coaggrgﬁq patitypiaksniity éhti thgn semefaymd yseoinseréaret s generally
sel edr:t- a di g{ht%l ig tity fromanong a nunber of
pr(bvdg% El!aeuge.a i ?‘f?e &%r esentable to source
[0F6U I eCREV iR ilﬁgl’drﬁ&té@ By dﬂcto%ﬂ»aéﬂ%ﬁé 2|1|2 i'r}é gé'nerally ccr)%f;lﬁured

cormuni cat1 on device 112" nay autondti ca el ect” f
to egypogd &o raguests fof information from sink communication device 112

regarding the properties of the service. For example, the service is generally able to
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20possi bl e digital identities presentable to source

communi cation device 102. One or nore clains, which
worenpshz7sel f -i ssued and/ or verifiable via sourP€r/us2007/077256

conmuni cati on device 112 or a third-party verification

seryi ce, r$ general |y nade r egar |n8 jterrﬁ of ..
Teﬁpﬁﬁéﬁﬁgpp Y foisrgppHics dt RCPBNESS FNGIIguiie | €St feREGRSHtY not
. . o . ¢
rof PSR OEI RSl N LTRAR. PR SRTE 25 GRS by or
theRFeRe %’?‘lfﬁﬁeﬂ’kﬂ By @ee dis@svelrpehgighe M0tis arRop&ty that provides
limted to SIMcaird informati on, email i nformation,

infoayason abosttthe iR atldiess andpbitdor apbhonee (suoheas a service
information, affiliation infornation, and nane

implemegnied by MigtalgontertPastribwgon §agme 2l grespopsithe &g

on di,qgital ontent avaj.l.ahili ness 305. and/ o
eniefatdid Filinon Hig ) coateh TERRHR FitRy bsef 105,

. . ! ! ‘

OB L8 Ml R S pBOMES B g syt of
hadd-2haldnghepbtiatitsmandiit shagelly e dedirabie B0Bnplepicasemticus

one or nore automatic or manual WO ' '
SCEIROIRA ARV B oRATI eispdanouynMAsosundt as ‘shirestdd identatyf’ mases where

on ST S Pt B 8 SRR P kS o
0 BRgPHARE O 8L P00 B B SRR i, 1o

ex&npldry DiwtitadonSHshvered @ik dmruiidayiof®évie det @ontaefple, via
on a periodic basis. A though the exenplary 5

acahiss tmanageent ¢ngine 2¢3) tacilitates Ipressnsiomost acpanmoniac aigitn

.. device 102 operated by source entity 104 and si.nk

idenbirasos PG W ek enfityol e Hik goBimunipiithdeyige 113 to source

' i-11.- be jat e hat i et ' L0
colgtp it FISRBL P62 Ptk B Mo HAssEL ST BB b &gt o
usérahtedlcg rrﬁ&i‘bé‘?rd“ﬁ&éd‘ﬁf sifik *éﬁfi%ﬂ AR GRA 1 Qﬁ‘tﬂS’ﬁMMCI%y be

are available tor distribution transactions, "and t hat
pranpteidrto tsyleded digitad adémiy 3@8n amongCr @aubér ofpossible identities

identification of a subset of proxinate devices and/or
presgniablety, sonogeE@MOyaiGtiopdeyicent®2. uhliemafivebh sidur ce

comruni.cati,on deyice 102 an i nk .co ni cati on _deyi ce
cof ey ALt fivimtoRafe S N b e £8 pitiper St

! ation. devi . gl -

poSARHILAA PR SE i erkiie A0 Comicl Cof RIS UBACERYHOne or
mat R&tims| Whivtemay deplel - ist el devndedrifebloVisdsd@eatommunication

| 5comruni cation region may provide the limts of the
deypieg dil2ar adhsdapasty: veuhiaensiparservice, are generally made regarding items
of information associated with each presentable identity (together items of
information and claims are referred to as “credentials”). Examples of credentials
associated with identities include but are not limited to SIM card information, email
information, payment instrument information, phone number information,
affiliation information, and name information.
[0062] Referring again to FIG. 3, based on digital content availability message
305 and/or sink identification message 307, a proximity determination 308 is

performed by source communication device 102, sink communication device 112,

or both. Proximity determination 308 represents one or more automatic or manual
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bot h source comuni cati on devi ce 102 and si nk
communi cation device 112 are both within the sane

WO owal3enmuni cati on region, proximty is deenedI/us007/077256
exi st. In another exanple, proximty may be deened to

exi st t h source, conmuni cati on device )
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angbieresaraplss Ef@ﬁ@ﬁ‘@e@%f be deemgd to @ms@m@n bIOé]@) S@mcc: y- 10

%?%}aﬁ %ﬁi(ﬁl %qvﬁéejii@? llé]%a(‘rﬂﬂl%lunma? V}Cg Eg ﬁé’}l]l mg static or
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coﬁ&nﬁfﬁé&t%ﬁ g Hﬁﬁlde@% pred&eRARY Makifwe Wﬁﬁlﬁ/eed&ﬁ%en source
device or only select entltles or devices, and such

commuxiicatign dewicex0s andenkeemennidation dlemderﬂel 25 a‘ﬁmlous

i mredj ate area, hal fway around the wo
CORRRTEIEY aVﬁﬂB‘éltev%éWmszq;lﬁmramdu@tsmy b% ES%dearéeWétO@d

deéegl?}ltn@ T zi}%h%laf?{gt glffrg)f((lgﬁ f?téerélggllej%r'&ﬁy é))gg 61@ Itéeclzhnogogles
su@r?ﬁ’sa%l%bﬁ a%@sﬁé)l‘ﬁﬂg s‘[O’st"f:fh ((gpY %ftéé}ﬁf&)@@(%{,\gﬁéﬁ’gﬂau% fichblogy,

cont I abi nmessage "305 or

signdbstrdrfdtle ahalgsis rt"e&ﬁﬁﬂ;@g}a @7f tinagrdiserae vt &divhy tegshnélogy.
comruni cati on device 112 or source conmuni cation
device 102 to determ ne physical or virtual proximty
bet ween
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25source entity 104 and sink entity 114. 100661

Referring again to FIG 3, assumng proximty is
wa@le@sesh7sD exi st, an availability determ nati oPCBOR200%077256

optionally performed by source communi cation device

. ailability determ nation 309 represents _ one
lﬂiﬂéﬁ - Qlieosiarimsiahc F vt SQoe cpmu A device 102 and
. det 1.0 r, h t ieh,: r
i TP Bat P N5 20 BARCEE 00 S WP i S &nca by
on®WF RESE vaitusli ot giel telhdtiHisBips et w Ot dllrck b8AT 10Band sink
sel ected from subset 105 using P2P Content
enfiiyst ¥4. bSnclovirteps belogal 20086 0035 ARG THIBRAAifd e, 6256 filters in

101. In ogne exenpl ary inpl enentation, source
coripafion Bath emtade phrscalolstrages, de detgemingeyhen yource
resented yia si C ni cati on devigce. 1 to provide.
coBSRoT et 05080 T e Bal Sl fFicsa 12 e Brofifaiy.

; A a2 . L it ]
FoRGAnBR, Solv@e S SrRRTHI AR 1ORH] (D pfoh'ok sub
regiogs et fahatSiadeniredeteimeled dip goddse detidesaragenusiness of

Information via sink identification nessage 307, sink
empheyment] preferepcese(syelas stisacpederenecsinirisnder ari atber logically-
sour ce, communi.cati on devi ce 2 than if

ted b
relgiaRle CRARIFN RS TBRY B feEed 19 DE AR SN ET G Tguithqrxample,
Vi ilglg :,r#llg#igﬂs ﬁéo ﬁla&eﬁ%g(gegﬂeﬂéggﬁgig:gpf&r fs‘r{p?@, confacts gfléthin an email

Ica ( requests ‘anonyno
prégaes SuddP 1ikRAGIhinRef iRk fan D thedGdlife bRodrh®, PRARAUMLS in an online
sequence chart of FIG 3, communi cation session

foragt hbstt:ed; bremvelxie, _and ﬂleslik@mrrdjmopfar@d; and ¢lss votual relationships
us%iéai‘%%%:%ﬁ%%o%éé’@ B i&gﬁgéﬁ%f i@ﬁg‘%’@ﬁ%gmwmww
w8450 108, A0S R BT FELbAENL Sag e Labined

affaﬁitﬁﬁfsi ORI be %@@01’@[%12 ;‘é}e)ﬂl%%%é’d tHat g?&ggfgﬁp%?gg)r@ defined as

enever devices are a to di scov For

breaddyrpt earrowiyrandestddo Bnmpassmge&\tammammdesm'mmnly select
be deened to have occurred when source comuni cation
endiées eedennoesapad SiETkproaHRHENiTaaY Poist Bleiwegs enfigies in the same

. _commyni cat ed, i a di qgi | content avail abili nmessage
imGgaiatf gty ivagarothd e ity anioe i bdulerar o
(OB FLL SO TPYRLSAES P eSkan TR R B S ia 02
conrrgeniinte agd/oe exdidngeel(fdr dxantple agpabidl$haloge avith, or

| evel of trust between source conmuni cation device 102

refgredicsil mdthspneigitpenritent ayeunbiity n1xssiBOEE) oGek adgrdidication

mepERor AR SO AR BN bInkcRarsR U Bisal B CRoE 9 asource
oA B PSRRI SR i e
sourg@rRhtity 104 gal@sikaingitpnesent ed by

[0066] Referring again to FIG. 3, assuming proximity is deemed to exist, an
availability determination 309 is optionally performed by source communication
device 102. Availability determination 309 represents one or more automatic or
manual acts or criteria for determining whether, and the extent to which, source
communication device 102 is available for the purpose of distributing digital

content items 103 selected from subset 105 using P2P Content Distribution System
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sink communi cation device 112 via sink identification
nmessage 307. Authentication is the process of

WO a®sn3d7yd ng a user. Authorization is the proceBSEUSH007/077256
enforcing policies relating to what types of qualities

f activitief, resources, or services the user is
10§e IRPPE SYCBlany BRIV AR SONES CHIMEPICAHISR dSNIsntfHsgay use

t zati- : i k
the PR Pk SRLARR sBREREREau Ao 58" LA Br s BB
coRBHESRr AWhdt G BRI QIVicBRYrPR MIBBR %186 taRhhihcaidnedSlice
of trust 2008/ 030759PCT/ US2007/ 077256 and/or to
112m11ik gntithd 1ddditriexginpla@iifrsinkroesentiedabyn devike 112 presents an
..comuni_cation device 112. Exanples of authentication
ideatidy mplwdine £aedibeard dnsnker inFemadgienpie siakadetfigatipn mgssage
O .user..pa and ,passwor,d schenes, Kerberos
307 xRN iBr L iy R R R S s eR T o5 SmaBieddpeource
1 iy i catei i t
coREARL I doid TOm AR SRk RnRlain R0t greents an
iddrizity oimding @aly phosxessinber d@rhatorberrnsigs idebtifishech message
si nk comuni cati on device 112 and source conmuni cati on
30devirepiespanodERG@ceeuUNi cat i on about a specific

O S S AR AR SBE S Shral aB ion
seSAM &bl AR BY ? .%tcb&g. J(E’orﬁ%%@i&ﬁigﬁ"s%?ﬁ&‘? eg’éﬂylié ent 310
source comuni catl on devi ce . grtal conten

involes dstaslahinP2 R auRStulBSA s sSibh 15 Wetesh 96i@lce
transmtted, using any suitable protocol, by or on

comahali€atadn déwnke ¢O2mand skt ¢oonmaewdatien HeRickedi04t He should be noted
pur pose of .requestin artici ion in a distrjbution
that FQW%QIP%WW?%SWS%?&FLW%S iﬁg MaYLRG depnags tshavegaceurred
L Qi cont i f [ely u g 1 .
T T T S

rvice
sesSRITREMA RNt AeYieS, BOdecitd o RSy db&ivkRld WRA &flirce
di stribution engine"214. In operation, digital content

comtienticdticadévace 1 @21urd sinkessagenhiionalevive ld 2cammodicated via
“issued by sink communication device 112 to the URL or
digitsd gpuient ayailtabglityanessege AP aad stk lgniiBpatigiyingesagep07. In
e S D SR e SO e B v
(whg:%%.b{/ be %EIH%PmE& %?%Eeﬁefﬁéﬁagg%nﬁﬂ engine 213) relating to
establishing a level of trust between source communication device 102 and sink
communication device 112.
[0068] One aspect of establishing a level of trust involves the performance of
authentication and authorization activities (by source communication device 112 or
a network service provider) with respect to the identity/credentials presented by
sink communication device 112 via sink identification message 307.
Authentication is the process of identifying a user. Authorization is the process of
enforcing policies relating to what types of qualities of activities, resources, or
services the user is permitted to access. Authentication may also encompass the

authorization process. Any desirable now known or later developed authentication

and authorization scheme or technology may be used to establish a level of trust
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i ncludes a request for an identification of each
digital content item 103 within subset 105, or a

WO 2883075 or access to certain services avai | abtBUY1087/077256
source communi cation device 102. In an alternative

| ement a taI conte entification reguest
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114. Digital content criteria 302 may be communi cated
CardS e eohootogies: prommetagviutkeritiation imerhanivass age other

such as digital content identification request nmessage
kngwn osrlatgr dgyeleped HplerwsiRonsH varl ous ways- - di gital

10G1; {3horE o Rt aedSia o et enffpfie i SAR°
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cotnheurgygtigal dsout dispecifiowdipnl donaigatistiibntibe traeactioaorgeshown
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in F1@ o3 fsek sbiop)ureatian mcebéllap@t@tdlg@ahmwr@admteﬁmon
Si nk communj.cat.i on t hat

reqliss) BReHES B3 PO CaMTae ot URIRH T KoRice Dbe [oiggal foiton
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prétetsic b? Gr GRWBalf FERehDeyhthutsHtidnid vidkeO ﬁﬁ th® purpose of
i ndi cate whether he would like to investigate digital
reqmatmeg]palau:apatam i@ o distrdiugtoni thartsaomotbyia@2R fentefo Distribution
a reference to CGearge (such as an 1ivat ar or

Sygéamﬁw niRhgital coptrat idqadificaion seghest msnsassA 1d: may bgsent to a
SGIJV eeéée?‘%[?ng t(iiil (:)_Ill,!bl‘ e:é? eﬂl@% %? gc@ tlgﬁ aSéJIcH lfﬁgltal%%ntent

dlsglllglht‘i@ﬂ eﬂlgﬂﬁ@?'my Ih bggﬂaﬁ%nglg‘"i‘taf‘ soheht RendhigAtE request message
identities to sented to George's nedia player.

31 Eacdy bié g|cbaimanibmmet¢/byrmy]khﬂ>nusamcaﬁop desentl 1@ithftee €RL or
credentials (or sets of credentials) to George's nedia
Sel’pﬂl%@r digital @@ntetnat distiiliorekagipe 844 prewoedy &bgaiéwi frans source

ncl udet bu 1@2 limted to David' s nanme, phone
cowpa 19 ‘?Vlﬂ% ccount information, enail |5address,

[0@7'03 H%nle e it leﬂ?@ﬂthﬂoﬁt(ﬁg t&lcédrﬂéhtqﬁm&%agﬁ)n%ﬁltlgst message 311

tit Vi a user I nterface resu

m(Su(!IEks d ﬂﬁlﬂéstfﬁ)ﬁ ah iidéntitRasiagof3ach biiing cofensitmt €3 Within
George s nedia player. Once David's identity has been

sulysst i105 eor ebgpq@e@trfgé agcase o aciidiayperviors avanebleovik source
servi.ce, vi.d esen ed with v?ﬁwous servic

CO’E’&WBF@“{% icaddab] lbagétaﬁn&rwsllme SHet 9 hgighcontent

1dqn§.’%ﬁ%ﬁ§1& éslssjts ﬁ]tg?sag\e/: gggfrﬁlagg g r%%uda%? [bdwfisseo&gtam a&qtatl antent

critteRETEH mgamsmtatl@amiy QiehﬁEy bﬁ@ BIr hiofe i EES fébﬁﬂ}nt ftbfs 103 within
vari ous service options may be presented via a

subret hahifendstrdiutms witheiiiMisdcy irpusdtompage, erdrty XIVE- tihgﬁdl
presentati on nodel, or any ot her suitabl e nechanismo
CO]@@@h?ﬁl‘@@é 303anay b p@@@lraum%ﬁe tte SPRISREONRERicatipRdevice 102

us1%?gnat El@gs%ge %gﬁ 918 algltal content identification request message 311 or a

subsequent message in various ways--digital content criteria 302 may be attached
to a message, or the message may include a pointer to digital content criteria 302,

for example.
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sel ection of a particular service option results in

digital content identification 25 request nessage 311
wheingdwrsansnitted to George' s nedi a player. 1BOTE20DTI077256

automati c node, David may or nmay not be alerted that

R e N TN Ch .
ol AR RASLB0 IR RATFDSSPALA FREEp B o

be io@@fgtingtﬁenféawedon PRSBEVIADIPFE gﬁﬁk%bﬁirﬁﬁﬁicgﬂi@ﬁ aggbicéq 12) that

content” distribution criteri'a 302 on David's nedi a

impleayerts P2BrCantemDBtriaiondS gstemadiOd ipl “ayaruakbwmlode or in
autommtically transnmit sink identification message 307
RO 2008 ononsortmeds denrid voedé bajakirtes) thabhisapedia player
i denti f.ication request age 311/digital .content
ha SRR FRse I BT R w09 apnyed i il as® BNeinhe woud
Tikk ko $RARM J[igatg%i 2418ntdiR by Y Hle ‘f@le&]s%ﬂéfé)n GRSrdeN&or
di stribution transaction in manual node, He nmay choose

exdmphoaptfiendeite Géaaps éaichar aravpodrtoraeteehheneodr ibe like) may
automati c node--that is, David may choose a
appgraron; Ravidrs nsts mterfpce, omddhaddenayseleeffeeargarvia the user

. identification of each digital .content jtem.Geprge has
intg{134-aBPE Y Aol BOTTREL orelrg miipehisBakts Boff paine o
P00 BRI R AR o il
id&lltigr MmMARWd @edabigrédend dd@den] &RdSitidRe{ &Y Jet@f @gaémtidl® to

FI 3, in response to digital content identification
Geboga’ e meska prayss yevedificatisou fxanypdenoinsuchtdrederdiens melude but

102 transmts djgital content jdentification ngssage ,
arcndy lpmited Hi Davitia s PonciBinber. pUsing BegPWHI infosRbip. email

' tifii 4 Qn .3 ' l: 1. 1. Lte
o g LY SRAT SREles e oF iRt AT Rl A M SR e wser
inteAAPRIRISG RS (PSinfeUER I HASn REsshBE 307 BRI smitted to George’s

comuni cating i nformation about the content of subset
meldbphafyeri QntaDavadit edintit hasnbeematiiied by €herg®s media player or

si nk_conmuni catjon device 112 and/or sink eptity 114
a nefwoikssegeicanavidnapresented whtviafipsaseyirerans kmgdsadas “browse

.cont aj ned..credenti al s suff.ici,ent to,all,ow access,to .

iR H RS prowSup B manne SbPish: ot Eoznd the like)
accessible via George’s media player, depending on the digital identity presented.
The various service options may be presented via a mechanism such as an HTML-
style web page, an XML-based presentation model, or any other suitable
mechanism or technique that allows a user to browse particular contents. David’s
selection of a particular service option results in digital content identification
request message 311 being transmitted to George’s media player.
[0072] In automatic mode, David may or may not be alerted that his media player
has detected George. Digital content available for distribution by George would be
investigated, and a particular identity associated with David or David’s media
presented, without further input from David, based on pre-determined digital

content distribution criteria 302 on David’s media player (for example, David’s

media player would automatically transmit sink identification message 307 and
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100741 In the scenario where content identification
request nmessage 311 includes a request for an

w0 amsnsd7scat i on of certain digital content itePGI/LOB07/077256
within subset 105, 20or access to a specific service

of fered vi urce conmuni catio V|ce 102, dj.gi.tal
digith cantent H’gﬁp? PR FehicHEdssgee 513 drgijal; q%wéhsirlﬁutlon

crlpe? (?%V tox @F%&% &%g%gg; ?1%(?%9% Jh%iilﬂfi b8 gg{egu[ﬁgtpos nta\ghen David

be%% th@dfsﬁﬁbﬁﬁﬁﬁ%ﬁisﬁbﬁof{ iiPnaROAT H8dE HEHA %bbmod@ﬁ]ﬂ%te the
that includes information about digi cont ent

trah$atips)orvaorhoms tiebsodtin A0nj@rdmode+-draahd pme mayec’r((ﬁ))se a
t hensel ves). 25 The contents of the | ocation nay
paﬁwﬂmgé@nw peehaassde dequeshamidendiication ok g @gltgbmrtt@nt

e et e e B £t SR S e

cohtréﬁjt Tiglﬁs tt@BE Storhdt a?ly(lﬁé‘l&li‘ﬁ@(faﬁd/[%t it b9§ed on digital
catal ogs. To view the’content, sink conmunication

conert dtrithdiomeotitetia3@2a request to digital content
di stribution engine 214 on source conmuni cation device
[0073 fRafegorhagdintaliend pnavsmiage |t<m dtgl@ll cantegbisieatification

re Uit EHICR A P TS apwtihita o T SPREE Cijtal content
A RRE0R AR, 1Y YO 20001 30T APETLSE00THOL TS

een provi In a previo ransm -t NMEess

1ddn|ﬁ|f§:aﬁ@ﬁ enesdads 3 H 1s%i§1t§glﬁ lltﬂa@l@fmﬁé@ . alsifnaiesisadee glotocol, by
may not be necessary 0075] In the scenari o where

or oorebalf oif dewtcafqouanumnanem de‘slk:e re2dagthe3dnrposicoiides a
ok S i s
1nf8}nelnﬁ?r} %%m\éwt ltd13 t§ ﬁlﬂ? %?gas}lo&]l(%ﬁ%er igp#%lil&gogﬂlpk@%lﬁtty 114 (it

is éts‘éﬁﬁfeklfthﬁastlhl@ IeneiFeatdon %&s 300&8thinéd €8&deditiAls sufficient to
digital content itenms 103 w h| n subset 105 that neet

alldwgicceds toahgraitcontért@fisauR@2offraunezaopideyicbd92sl on
the best match of digital content criteria 302
[007d eilndlae sGemanipgvhere coptené entifisation regepbmepssgaedtl includes a
it |, 10.
reqlisnit endded iicoosigehataaia! piuetesa 185 withinsybser 105,
or %ﬁ&(ﬁ %‘5% L&neks ﬁ/l&é’S PN i bR Aol AUARRESH HOY¥e %Q%legltal

or ac eSSIb e via) source conmuni cati on device

cotifeat idendidgigen hitkegwes li3omanbeditidebjpediter w thbicantampsef a
105 (and optionally the objects thensel ves) that neet

loctau‘tlgnt(auchcm entuat folder pma smlogmw@tlnaiaita/@lppslt@ﬁygm&m (or
N dentificatiaon mssa% %2@ Iud ot her
ac‘iﬂ§? $P¢19C SR NWRIR U IGVICH Al it IIP BeHt P?W%‘QP about
1B <BucHP TGt i fin FEP IS b TRy i ) Dfpetves .
Thedoh&hitfo B0 186RRH @h§ %e"ﬂrf gé@ O GEFCEQITRY Mh 6§ dhArHer that enables
device 102, or information about possible matches to

sowticgientity tl 4 ta vieut amhecliidtethac@@2noYiataheses imtkrface. Examples
conmuni cati on device. Such other informati on ma

of gaigaple ﬁogteﬂha&rmenﬁ@gw%qlf‘owbkés hétérﬁsws(feplz@ﬁst) or

ca %%T%”Wfat A 19_% S stk Goqmun! gz%' o 484 £ Sequest
Y f e Sd@d) dﬁ’esd SORTREHERTALIPYICT fLARIARY q
to ARitafbontdhOiLAt b R ERind 2 BB Wbk oBMRERIcatO® device 102 for

the location provided in digital content identification message 313. It will be

appreciated that the method of access to content distribution engine 214 may have
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[0076] Next, sink conmunication device 112 uses
digital content distribution criteria 302 for

waelemsssws neki ng regarding digital content PCT/US2007/077256
identification 312. Digital content identification 312

res s acts (performed by sink 2 nmuni ¢ t on
be% Y‘E’ég%{l@ %H%P/Vé(?usi‘( HRH%HW iasatge gl’é gE? §8%%d W% content
C itens 103 within
lde% f%étlbﬁg?%gg%éngg%%gq{ 0se' ggmn cated, via digital
[O(FH]t 9Athé Smlatiblwigdrk @BnfERS }RAE RABon dé@t ﬁl@sﬁt\g@'ﬁ%h@ludes a
for distribution from source conmmuni cati on device 102
rediegi toalsexenthendigitdbodrténtcaiteria 38220 aatorbhetidatlyl seheen bad or
in at |l east two wayswith real-tinme input_30 fraom sink

m@ﬁtdﬂglyal ronteng termst %Wltbﬁl Jupsetn @hgtdistehption wathoms derect

S e L e

SN S, L RSP sl

309 I(ﬂjrte&hnqﬂmt‘tﬁﬁéd seltlee bémarch b€ digtad tontenacateniaed02 received
interface, which displays the contents of subset 105

viy digitabsentphtadentiicasion ieqestonesshge B bbatFarrexantme digital
source ¢ nnunlcatlonéf evi ce accessed. vi a

conteqtKeptifigatiep Mgsiagea) | c@ﬁi’él?ﬁ 1@? 2PPITHER 10 ﬁheéﬁafq%lés oha

o80T IS GBI BRSSO O k2l Bgon
depice a00tther 1n61%1$1§§§ifﬂ)rm§ﬂ16‘1k abONBhGaWithin deydet €03 @nd
identifies the digital content |temto be requested
ophasaty thegityjedts ﬁmmnmh*tess ¢hatonéaigitdltconicant 8tiGriald0?2.
h. referenc o the exenplary_distributio
Al%%a%s\é?é&f,. %gl%leqqné@}ﬁ 1 f fifatigRdnessoeel 3 313 mayipehdecother

1nfgpnel f élﬁ 5g{tﬁie§1‘h Fe %‘%tg“%l%lz% ﬂ%e%gl@llﬁgﬁ)&erqrgﬁ? (ﬁ%ﬁéle@o%?gnt items

IOW’EIQE sWbget 108, Avd dsaRIdi Sh A1 Gikal CORLSR iT8b Y G Sriteria 302
selected by David may appear on David s user

asdootated adth, souncd dmmuiumiicution defvidehH)2, ef énfonmeatibo abbet possible
sel ected digital content/services. David's 15

maehesd lﬂjégﬂtalébﬂit@btltl@ﬂ cofersnal et thersanly FenfinigAinnedrvice. Such
ottieraprerzativs ool GRS PeeSTER bRy soise” °1°
coftin@ididdtifiP v\g@e i Oi ﬁﬁﬂtsﬁ]kb@orﬁﬁrﬁﬂ tigd: 379:%7191 h'v@iélhfs designed

scenarl o I gital content | entl Icatlo

to hipheniallgddauiforatthgadicital ¢dntelitdidnad withit @iliset 105.
i dentification message 313 includes a final
[00T] dé\?ﬂxtf $lnhppmmmilcdm devinod &2 dised digitabeontenit distrdmgion

ATt 5T A0 S 9h 2
Dlé& {dﬂ?élﬂt\{ r}‘ﬂﬁcjélfilghuj"lbr}% re%lgﬂs a@ (;bgﬂftoﬁﬂgdb

i's ne essary commuMiCati on
cofi@Yiifi€atich?d&BYe $€D 8Rd/0° @ﬁ]koéntﬂ}? r1@4§j h&obRteRitheRlecting
itens within subset 105 to be requested based on the
spehit digitabcofifent itemanii3ewithindebeetni (fafrommméng Hesb est
mat ch) of digital 25content. distribution_criteria
comum@ﬁéd Ylﬁ%@glﬁﬁdﬁoamt AREaHT xsaéaon S agRP bb as being avalable

for A SB 8 1O b niafe eLieR 10PO bRl cqpient
ide&n@iMcanbn iRdenhhfeGat gl&ﬁeﬁ%a inay le'a@ﬁ’t%d/ @la?é’—alw'l@ﬁ kéﬂ—tlme input

criteria or expressions designed er received

fromo sinkrdntivy 11§ per Z(Lﬂdmhtlaﬂljmllthodtlréﬁsumé unputefcorhistitleemdty 114.
by criteria such as artist, title, genre, and the
like); general favorites or
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30preferences; ratings or parental control settings;

file size; source entity (for exanple, only receive
w@ooeBesrsd rom friends of friends); or communi CRXT/US2007/077256

devi ce- WD 2008/ 030759PCT/ US2007/ 077256 r el at ed

aneters (such as battery power or. avail ahl.e.
lﬂfﬁ@r&o ﬁf})the peengrio Whege gwé@pgf’e@al ficgtipa 1?r1$ {replemegted

iBERERERLSIRPES, PUnS ARSE! Pt GBS A bl CEpnEeciia
cofRAf §8e@itth Baétid 3 16fviPa\iser interBRR! AHieWdRpRyTREE Bontents of
pl ayer in automatic node, then 5 references’to digital

sulssentl 05 1 foaexihapid, ehé oontdi stati theiocatiohyw Bearsparseagommunication
not appear on David's user interface. Further

mey ) )
devisg dULadsshsasetipadsquesiite the digialeaige distrbytiansngine sl4 on
may be necessary t.o ct ,digital content. ite for
soufed P B GRObEY 66 N2 eyt v BB aR Bl goRtent
ideffiieatb nisb 183 LB nd PETHERURD). SR SEmiEhRAlbAggyice 112
idensif@s Yhel figgtial oahtent adra o eadquaesstdigasadydigitaltodbtent selection
protocol, by or on behalf of sink comrunication device

critet@ 36r. t he purpose of requesting distribution of one
cific ital content itens 103 .wi

1ofsie ol a8 ensriodhd iR R LMD WY a5 o bty s George

iai t al- t .
on I AR o PR RO RAORH B pF PSR AR Pes o
didita@ @batenl SvaiRiblé ARMisthibarion byusestet afia tRtAlallable didithe
specific digital content iten(s) glf such i nformati on
cohtast/satiqes evlicoted| by Deweid papappen)on Dagidi aliser onteelate, in the
_r.e.queft message 318 includes either a request_for a

vi of theerelirenes Buie sRlestedadigitplagondet{sshTices epeid s 03

a reguest f ri-ptio t di.qi
sl orB P B RRACDuh R Sl lonten
seldb @bt 8itce R Wthat £R01S In BisEnddie e‘?%&ﬁif?ﬂ% BE d¥BiEA content

20i ntel l ectual property rights, 'thHen it iS5 arranged
itefroto eneeqaestodr e digital |icenses 160 to be distributed
0 sink comuni cation device 112 either before

t
[007% ¢ Anihe sesmanp whese digjted soatendidantificaionSdAds implenegnted
I [ ni ti . i A12 (i .
aulgitigdy s 8L il PR BE S AEGaT S inchusiesat gl
idett®cafibn %Woﬁ‘% O;ij hpdrk 'dki’%itdl Qdnfint Etgﬁlsrf?&ﬂgﬁbgéjr I‘éjfgtgt‘t%l distributed,
content iten(s) to sink conmuni cation device 11
furthdrabgissl qoasdnt idadelidavien)3 | 2imay aat Bendteskargens&ernatively, if

acquisition step 322). In the case of |icense pre-
further digital content identification 312 is necessary, sink communication device
112 may select one or more digital content items within subset 105 to be requested
based on the evaluation (for example, a determination of the best match) of digital
content distribution criteria 302 (or other information) received from source
communication device 102 via digital content identification message 313. For
example, digital content identification 312 may involve evaluating criteria or
expressions designed to filter received content by type (such as music files, further
filtered by criteria such as artist, title, genre, and the like); general favorites or

preferences; ratings or parental control settings; file size; source entity (for

example, only receive content from friends of friends); or communication device-
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delivery, identifiers, such as headers of content
files, are returned to sink conmuni cation device 112

w0 poose3pemse to digital content request nmessageCBUS2007/077256
(and additional di g| tal content request

re B BB bSO g BRCIH RO TRAIA BRI ok TERGORGE amill be

f ol
sl apgrt E%éﬁ [ Spres e O AESHIG oo vt ﬁe
[Oﬁﬂlﬂ twanseferéRe ditaé Eﬁémﬁ% ARtribhes &}ms]aQﬁoh %\‘%\Bﬁ@érﬁGeorge

whére digital license(s) 160 nay be obtai ned.
and ORR1d30 Pe9RCHE dgs2aing Big 7a&da iptayen 1@ btienmeid mede, then
i mpl ementation, a limted dlgltéﬂ l.icense to use,

refﬁ@@ﬁ@%tﬁt@lg&ﬁbwﬂe@ﬁ atailablet for ilsgnbtam%bm(‘ewg@ POSYEOT May not
te tell
i 45 BEP VG W LA nEuisPot s bt SbBLART, Dl e

A R S R A
dlsltxrﬂblgmm bt such he@niagiohs bid @ﬂmmﬁwhﬁsms@meainpma fitodn David.
relevant to obtaining a digital license: a security

[0081d ntRefemmg agadih taE1G@. kedigitaleumiténtaequesantisepgeat 18 is any
. license uisition URL:. an | ndjcator of er. the
siggb g dehSbt pdY qul Toletaalogeh &b e T BatalroL Hak
0
coff U BiPanGH 112 it e Biloss Mo aRdRcbl G ptBfe or
moke 3pediti@digitdl Toatdil seaGel (SeguBRCQIbBAI(S5. 19blidcs ebhahiifigation
steps associated with distributing digital |icenses

detig0 102anvaves dlgnabcmtsmtrneguestm]mes&gwéw sadvhased on the message,

d@@é@éﬁ;t e%\?\g ¥ dlgita%(g{tpllaﬁgéﬁéségéizkéa%&eg&awd {nebtaining

L S N e
pr&HS@H)aSD%n‘éP%ﬂt@h%thﬁ Hexhee3 (8N @6ded difiRP %‘%e%uest for a one-
di stribution) or to an I5internedi ate device su as a

tinRG ks tribattionlo ftdigi talaromtkrit dhi(on 1 R vt a eedusest trentbabtiption to
éi ndirect license distributi on? via a non-network
updaipapf digionaertenbiiemiyie Odi g bath. 1 i cense distribution

0@, IE refiertef B Dt SEnlR) AR intolrElel oot B hubie

|
i CRBRNIORE et Rishts, BT i Ao rop Gneqe e ljoenses 160
to bé densested 89 sirk (ﬁitﬁl@uﬂfbancﬁﬁlebioe Mi2tdittee befsge distribution of the

communi cati on device 102 perform ng functions of
reqtiegiedladigitaloonsant diesi(s) tousinbrosystmaitsar ¢¢wiee 162 (license pre-

delirgpt G BricerroeBaySTHAS SFRAPOLeT i ligr Dapaet the
recidg‘(s;n'ascﬁ??ﬁ% ?érft'lf%ﬂl('tsr 041¥E %ofr&hﬁuﬂaﬁl&{ d@\nP fl“fl? (hcense post-

defipéryt RRlicAsd @ﬂlﬁcéﬁ@& aBguidhionCeéy 82D). ITh thbi 'c§se561eln@iﬂs@ S pre-
the client-side communi cati on device is assumed

dekverky, clemtriieiss at¢loas H&decseoﬂdxmtelatrfdles hegre menvmddosslmie
server/service is assumed to be digital |icense
CORBHHEHIAT ¢5Viey $1 2 gf‘épon%;eet01<égltawt@tté§@u¢srf nigssaae 2P (and

addl?lolrzllap(‘hgltal content request message/digital content transfer steps may need to

be performed to complete distribution of the actual digital content items(s)). In the
case of license post-delivery, content file headers associated with the transmitted

digital content item(s) 103 indicate where digital license(s) 160 may be obtained.
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are applicable to both |icense pre-delivery and
| icense post-delivery scenariosit is assuned that sink
W@ 0vssi7sat i on devi ce 112 has recei ved a cont epdT/(153087/077256
header 30 associated with the digital content itenm(s)
103, t hat, idenﬁifi es .and provi des.ag URL for digital
In pp glpatiye dnplaieT OB A himited digitdl dicgpge toasgngqpapquce and/or

B S R p—

m Hé’pﬂo@i@ﬂcxk}ﬁﬁgﬁe BRﬁé@’t@@%oﬁ@h‘t"ﬁ@élf.@ﬁi‘eﬁﬁﬂﬂé!‘ﬂféﬂhh%d digital
evice 112 and digital license distribution

licenysstmay aHower sihgle. ustmraehstbbation ofi¢hie protented cattenn In general, a
bet ween these entitles, the header for di gi tal content
conteah{lly) hepggr haysayised imaytsrplevartdogbtaintiget digiiel beenss; a
such. t hose based on VWb Seryi. . technol ogi.es. .
st iaierRihar b Rex Rafitenanteldioshts Bt aisf URL: an
: ey . , ..
T YR AR e e RSO TRl pERTY TR IR Wigita
costeat Riprercieeand 8 tontene fiddiypetor foamgommuni cat e
addi ti onal information about the device, or other
[0483d c d¥itbfcontifhumgaefaaneieonddisndchddbr. y 15 @ message scqueace chart
di stribution of digital.license con file

il fiu i Siins 2 Skiat6e bh st i e GielALlcRet 200 &g B disense

disy Rt Y A AR AR U i BlR i StgHBA ot o
sySriarRireise 96 1 avhhighle veaTIANY 820 hd/oZ VAN 125 & 183 red

i nclude the type or nethod of
commuraodtiandéocd 402 hosted aciver/stividzetouselierftendd bemmunication

license transaction and identity clains, qr .
dey i ORI GHE RTHHEREOR lev iser (esglt igsame én%ﬁlﬁﬁt}owr%ﬁp d8d

. {:SEributi S ervi.ce r-ns . of

int Rl e SRR SRR R P o SR LRGP iy

cohdctatiiB eintRde! 16886 WikABUMGH)SA a - ASd R apifE coffection.
used herein, the term"distribution” and forns thereof

Thenkigitddehod disathgicassoveradeed cavintidy proaindf wetwionlg services to the
digital licenses 160 and acts associated with )

soytge entithendpytheaink petstys es mpshe aongiependanythirdppsyy. It will be

o LG i 65 e 0 BB eE RIS e
e L e R
lichyseatisteibubiehalystem/service 161 including generation of full or limited
licenses to digital content.

[0084] The simplest form of direct license acquisition involves the use of a header
identifying the location from which a digital license for the content may be
received. In this scenario, the client-side communication device is assumed to be
sink communication device 112, and the network-side server/service is assumed to
be digital license distribution system/service 161. The steps illustrated in FIG. 4
are applicable to both license pre-delivery and license post-delivery scenarios—it is
assumed that sink communication device 112 has received a content file header

associated with the digital content item(s) 103 that identifies and provides a URL

for digital license distribution system/service 161. Exemplary embodiments of
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of a communi cation device for the purpose of
requesting a digital license (or a renewal of a

wa poveoba7sd ted digital |icense) for a particul aPCHUSRDHO77256
cont ent item 103. 25 Cenerally, DRM engine 220
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be used by npre than one user, require Ce
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cohdTRLRMRIhEHe hibdl Eé%@fﬁe@t}f&éﬁnfrﬁlﬁhhﬁﬁ bRYusdi f fARNRBH herein, the
creators and nmaintainers of digital |icense

terdi Sdisirthuttiont ang soeng Herswiincluees pothbdets ddsecmnetl withul t
is that distribution of P2P content received from aone
trapgftang digifal lirerses d OBiaadrackassesiatglsy Bhrrewivingligigal licenses
1661ay not be possible to a user who is using a different
nstance | Sof i cense di stribution system service 161.

[06@38 @thi\c@l uglﬁﬁt&) guSR AEVREGAYI LAY LR %H?flé}l{%e

bl'e us Fs of t evices to retrieve content

me3BEze0t 02T @gdalslﬁdseﬂgauusmbﬁtem eysi¢mBkewicesol I Lesprethyidenge
of the secure, revocabl e keys issued to equi pnent

massagef 4 $rony %giwléransmuﬁt@d dgalg areviwteble protednlsby asen dehalf
met hod of aut henti on nust fe est abl i shed 20whi c
of 3/¢aBIRYNIGAAEn (BYiCe ?ff PYERPISSHPEResHIBg & GeHar fefse (or a

rer?e%ep %?ta' tﬁﬁé—fl%@dj{h%?tra ﬁ@éﬂs@? (grcef %ﬁ’ﬂti‘éhﬁﬁ d&l{a!; ég@lng gem 103.

recli Icense

Gelaél?allyn DltMSer%iﬁéTEQ@ (opYr@ilyl iR kiveegset %W@a@ém) within

nore “uni versally recogni zed identities nerally,
sinkrfoonmanicatiof devicki 1 2emidinges fiar sdndv@ ligdnse challenge message

aut henti cati on/ authorization will be transmtted. alo
404ite thy jleass @C@‘ﬁléltloélnTg]BLZ%)uﬁéé@é@é th@headméﬂaa@ﬁch%wth a

par'tﬂ:]cll?arnéa ta?l o E[é)n\‘tll il 18? Yo n&g)r{lrrplutn(i)ca 10%”(%'\7'1&6611 1y may display a
message, via user interface 102, to let sink entity 114 know that the digital license
1s being acquired. Upon receipt of license challenge message 402, certain security-

related authentication and authorization activities may be performed to establish a
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defined standard or to a proprietary standard defi ned

by license distribution servers/services 161. Publicly
walzdososdsst andards may be general in nature orP@EUS2007/077256

domai n specific. Exanples of publicly defined

standards may include, but are not limted to, .SIM
le‘fuf’&j@ﬁffiuﬁ‘i tWepR neEUNIREPN skBitE [dAran igitaflicense

R S 7B TS B BBt g Eon
act®Visie§ 1 theaise D¥RBAITE SretBE b RE §E lifBuel 96 B lifpment manufacturers
technol ogy. In each of these tases the

an@/00 84 di8RINa P STt &SRD Tt 31 286 s entlatisanbutiornt derser/service
information nmay al so be an indication to the service
164 hde thipaaged singscosnmunicapi sierieei lda i @eneally conpigered to

o BB RS ko R PP P U Bl
oA 0 01 W1 TS SRRSO o0 SRS mor

thansenan@dhies or due hleaicel b boekedbowsa@e thaokheasdrotiad ascriires
di stribution server/service 161 fﬁropri etary '
addiooahaortoror disfiibutian servise/sevaess h t teeldack adgmanage devices

license.challen message 402. i Nk communi,cati on
s W0 P ol o doie T L s BB XUTE oGS e t he

R RS SR ARk grt YR ot
digibllicengedisRiboaon s?v@t%m E/sekOice(d) |1 ove AR RICieat g6 thaat

ot her known and | ater devel oped fornms of
distbinteort 0LB2P contzot heweivedtfran eehestesceralylibesagitiibdtion

bet ween di stribution seryer/service 161 and si. )
SYdemmashYIEat PO AHEDCRe naBihle @3 aR VEA 1nUMEgE dlgtlérent instance

T USt. ;. 37 t igital-,license distribution
Ofisly(}g]?sgrglégl?o% 1§re1'§|%tfmé$eé'g{cggl6é. | i cense response nessage
[008%}. MBhERciuPers ARBHMESEatGE HetiBeSviNh ARV ¢Rtd SNthese

devi ce 15112. License response nessage 404 is any
desgicgnal rettrieveseorttéetdromsinegpranyresdis tratuti@ npeoters/séryvideg or
~on behalf of a digital license distribution
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e restrictions on such gran rights in
aughesticglenvauthotiPatZiicgsthaiies Wubithe secipiehest thediceaxarmile,

the digital license nmay expire after a period of
communication device 112 in this example, which involves the exchange of more
universally recognized identities. Generally, information for this additional level of
authentication/authorization will be transmitted along with license challenge
message 402. The additional information provided may conform to a publically
defined standard or to a proprietary standard defined by license distribution
servers/services 161. Publicly defined standards may be general in nature or be
domain specific. Examples of publicly defined standards may include, but are not
limited to, SIM identifiers used by cellular phone carriers to identify individual

customers or a security token retrieved from a Microsoft® Windows® operating

system that supports CardSpace™ identity technology. In each of these cases the
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time (such as a nonth, a week, or a day). D gital
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may be retrieved. In the simplest case the URL may be to a web site with which

the user of sink communication device 112 must interact before the license may be

issued. Alternate methods of delivery exist for license response message 404 to
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25status (such as a confirmation that the digital

license was stored in the conputer- readable nenory)
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identifier base-64-encoded to form a 24 character string or another identifier),
storing the digital license in a computer-readable memory; and generating a license
status (such as a confirmation that the digital license was stored in the computer-
readable memory). Sink communication device 112 may display a message, via
user interface 102, to let sink entity 114 know whether storage of the digital license
was successful or unsuccessful. Sink entity may also be prompted to accept the
terms of the digital license, and if the terms are not accepted, the license would not

be stored and additional access/rights to the applicable digital content item(s)

would not be granted.
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digital license. Such netering information may be
coll ected and processed by digital |icense
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licenses using digital content distribution system/service 101 are possible. In one
scenario, source communication device 102 informs sink communication device
112 that digital content item 103 is available using digital content identification

message 313 and that it requires a digital license in order to be used. Based on the
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loss), the distribution transaction may automatically resume when the participants
next becomes proximate. Alternatively, another distribution transaction for the

same digital content item(s) may automatically be established whenever the digital
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second participant in the P2P distribution transaction

is a menber of a second content service, and the first
w@2a0080867pant distributed a content itemto thePGEUSA7/077256
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enfify, olCPMIREParty)S an® Sindk dRkidy ﬁ{aytc}_ﬁobi(ﬁ: BPpRINTSe t@BFovide, payment
obtain the di'gital |icense indirectiy using the 30

in taspenseeto thohnléiogicyent. dPayrhentPGay B peodded slia sink communication
successfully obtains the di g[i tal license, David's_.

deyiggild 2 grayapothsr npoperulbmathergyamplengansimnissign pd dicense
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S accounts that esi gnat ed l'ing

redegniabiesrticle) to source entity 104 via source communication device 112. It
will be appreciated that any suitable now known or later developed file transfer
protocols or techniques may be used to accomplish consideration transfers, and that
third-party service providers may handle aspects of consideration transfer. Various
entities (such as content owners, distributing users, retailers that distribute content

or licenses to users, network service providers, or advertising services) are
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in connection with P2P distribution transactions (such

as his nobile phone bill, credit card statenent, or
wWh200R/0378% erent ) . 5100981 Ceor ge al so i nt er act BCTUS1007/077256
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peer-to-peer manner. The intellectual property rights

seaindtgontent sarviceeould bitkh¢haisasiondipatiaeipanit lartbispnannest Bexible e-
distributjon.costs are reduced, and f].exibl.e .

60@%%&0@@?%%5?%0%%&6 lesiebiFsiio-Brativbbign ofdigital content

' content are supported. As nore entities
areg%ﬁJ itogdleg'at e in P2P digital content distribution

[009NSHEhirefettendet® tROBREMPIIY detrib@tish &aAVRE0AMtween George
distribute fresh digital content can 20becone

ang Davudy | Dyvid bntgractowsth-1ds stadidplayon andawsizes thon sligrtat content
.occur potentially wherever partjcipating communication
disgalyteddrasp _-Cfﬁ%fg? aPWaffwﬂgwgf@%elaiqer 6PNNEYIEA AP SiQEe frformation
ni evi .fungtion _as r .
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coRRRPTsttHPEdd %Sbéiﬁ% &9t Aahb tBALE QRoPtroth GicbRle. In the license
content. A sink conmuni cation device that receives
prpdelivarylsaenatiqgiDatid aotitenthatrehe dcatad codtenbé&doisenat present on his

source comuni cati on device that supplies the sane o
megiigyplaykr. doh esnnteny hegdatitlg (ama iink dhergta)igdisaingadsre a digital

. model for digital ntent distribution. 101001 EFrom a
tiofRgrtapd e Sotp sl e Bb Rt o Penyd) B i ader.
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filéreicdénqlphad e cohenetis isi dosiMobsdial @ fiea Vicagsecrui¥ition) to

traits or 30interest gather together, thus increasing
rendee theofleawithepaistesrupftiosudh thadisenderppst-debeery sesario, David
nog{;gsf rjmtgg%\{\%%p g%‘gl% g)ggﬁ%fna f)lasi( gtlteerr’lpt% p[}) Irgr?(ferft}% content file, and

receives a message that he is required to obtain a license before rendering the file.
In both the license pre-delivery scenario and the license post-delivery scenario,
once David decides to obtain the digital license required to render the content file,
David can either use his media player to obtain the digital license directly
(assuming an Internet connection is available), or, if the service supports it, connect
his media player to his home PC, and obtain the digital license indirectly using the
Internet connection for the PC. Once David successfully obtains the digital license,

David’s media player (or PC) automatically sends a license status message to a
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of discovery and distribution options. For exanpl e,
users are able to nanage digital identities presented

W@ 200posiEest i al participants in distribution PCT/US2007/077256
transacti ons, and to limt (or expand) parti ci pants

W t Il% and venues w thin whic dis g??ﬂ%
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Distribution System 101, and/or the nmethods shown and

[0QH18] c aesge plsodbissecss Poth s tredm elayst.ang mptheayhaééomone
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envi ron s not i ntended to-suggest any

distiibuti@t iarP A5 disaittbrseapacidndisSoe tmnkitdroasied Dyviafhas
t he Si/St en(s) and net hods descri bed herein. For
sueneasiplly obdpaedaidigitad dicensmassaeiasgiowithhd digatal ppetent, George

nofigis 6t i brTesBbieR ded Sl SevariyFeatomuby ampiyrayice from
WP@CE‘ ﬁ% %ﬁ%ma‘hi‘lyp(?r{at%ggag}rl@ 8@%{) 8§nt(3nﬁ£ zi rewardgor a{sﬁjé‘?utmg content

assrs one, anong

vid @PQB%QH{IQ&IQI%]&U&@S%‘@IW oper at| ng envi ronrrent
i ncl udes processor 502, conputer-readabl e nedia 504,

[0689 ddwpdipgat engenitdattributios systetisamg tmiq@sed&scribod Berein
| b . h dely |
1@? t@%ﬂa va%%?f gggiféé@ﬁh@l%eetgﬁzﬁgﬁwﬁa%vers%glla@ 3zc_séréléléted by
COJ% %{@% &?Vqéess And eer eg%‘ﬁl g?} efﬂ%‘éﬂt%:p&{%ﬁaéltporgpgﬁy rights
of liAAPBArt S %7 BRS® 1t§p@0ntm' £8 g?@%ct*é@ GistrfltioRd cRtsVAre tré’&iced

processor, controls functions of operating environnent
ané 0xihle exnuheng modgtlert-caxerrapaklisgributson of tigatab c&itiént are
Processor 502 nay execute instructions 506 at the
suppstadh| 4s nge €akipes particaataic Rz digita) epnteat ﬁ@m@tmra

waPSchiob Be oo Ofiinties 18 A coutmiba Shipuis iRdh §idlBy cBndRttcan
bec'é;gﬁgltvgré@agw alb{) £ ¥trfb?1'f1 tflﬁ’i‘é’a&%‘éﬂn% oé:afr%fotentlally

recording, storin

whek@ns @%ftﬁdlpglﬁg)mﬁfrﬁfmdzﬁﬁﬁh&iﬁvﬁzdé&ﬂ'oaex1§ttmhh@§hyswal or virtual
conput er - execut abl e i nstructions 506, digital content

wairtde ngomoanietitiin dtvieesnmey funtitisrr asthath saures and siriks in the same
302,. digital content distribution information/recqrds
tradsgitiog GusanciEROBRGEPATSYIien et Givst AP DIHRONGH GO coptent. A
sinf ot MbRA86n AeFBM S REEDe@Fartichl Yigitf SGleht nldY 1ater
become a source communication device that supplies the same digital content,
providing an interesting business model for digital content distribution.
[0100] From a user perspective, a diverse network is developed and the chore of
discovering digital content is reduced in a secure, legal, unobtrusive manner.
Digital content may be obtained wherever individuals having common traits or
interest gather together, thus increasing the social impacts of such gatherings.

Users are presented with abundant, flexible, options for customization and control
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[0102] erAsasde vin ropleraiing &O3ronnddnt Innaluﬁd:sepmntessas 62t somputer-
user interface 202 (shown in FIG 2); certain
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. interface. 25f ons 0 ment
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6 i npl ement DRM functions whi ch i npl ement
[0 HBlje ctampiteDRMdabyi med 22§14 mprd:sanhatqonmnber amkeambatatien of
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loogttszr r@m@@rdeivmﬂs;sm speapy lorovar bF \aterdavsienedngapable of

e 22.2 ain co LLer t.abl e
reqOfding e Plighsd % Tk eI SRATRES doRonhig ENRHE™
exEUNEH1E RS nRAdns %6 Chi PGB tBRP O3 Sdl%ftal content dlstrlbutlon

consi derati on manageffent engi ne 224, nput
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or | ater-devel oped physical or |ogical elenments, such

as user interfaces,
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10renote controls, displays, mce, pens, styluses,

trackbal I s, keyboards, m crophones, scanni ng devices,
w@rsasd7se ypes of devices that are used i nput BEE/ES2007/077256

101081 Qutput interface(s) 518 are physical or |ogical

el epents that facilitate vi si.oni ng of. output from
pagjsaiay %@pgwr%fﬁ%fneétm%%wme, ﬁaw%nﬁﬁ@m gagmiconductor

i 3 b t -
RS o YRSl BRI 3 R BPSshammabte ROM
(“PRO®IT)aE @$nddth BBERY MeRb iy (ERASM 7S RE3KBESh mehdify, Kok ¥€8mple); a
and the like. [0109] Network interface(s) 210
maghietc ugsagk devioo(sctesai floghodiek drivecohaeldiskbdrives imagnetic
FIG 2) are one or nore physical or |ogical elenents
dryipag neEgABle tansAT AiNRRENCE OBy cH shslat ph@PERAY steiage devsg@such

o S0 T (LB BT PR cace
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evice 400. Exa speci a co ni cati

puhél davdt er 400 combdinid@naheRder Cdaguder adiileobiédia 504 may also
decrypters, application-specific integrated circuits,

indedqransgnissios medigapgdaiata esspeiatatgthdieyyitlal Examplesed,
d.the like., 251011111t wll be. i at hat.
traf s B EUR SRS GHb BT Mg BRAES Ry BHURT BASER L gy form
of YirdTik FE8Ls t?%r?%n?i'sgﬂh' ﬁﬂ:h%é?a%ﬁ%ﬂé&i Woﬂ—?&él&éﬁ% %data
ewer, nore, or | er ent conponents or functions ? an

cairfe@s®, gassduldred catrieraddiali on, functional conponents of
operating environnent 500 or System 101 nay be

[0106) €renpetdrdoyeariablonnstoretiodevi0bespreatntamyamgnal processing
co-|located or renptely located, in 30 a variety of .
mefagds. on stoxgd) IpstrygioRsy th‘éleaagbf SOMPUET-Spstitalle HistyRtions 506

diaital i di : . . g

ol SR SR A GRS AP St b for

co@%ﬁ&ﬁ'—&@e& S0AS2C H&dAGpMehi) all GhOS®Id fnf doniteRWS dable media
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(suehers-dohgraerreadablieshediars0d). ogipuadr progemsemal @R donavmned or
net wor k- si de servers/services by comuni cation

disgialyiteddn vargunway knbRmper-exastiapds Blsgpetons §a.dlowever, are
nof [Safef P aeiTGLREEE BY G aPaYifie LR Ca R ST E] Biperams.
and¥$h %%'té(mc%g y‘S)é f@%lf%ﬁ@@aﬁ, %e%%n,oheﬁﬁware, software,

anot her technol o ous aspects o

firp@eire & dagedordbightiah ti@sd®nt di stribution transactions
have been descri bed. Al though the subject matter
[0H eids $Tavibeentatesumpivied-ekecutablguagiaictions iSObampdement user
s.and/or et hodol ogi cal

intGyias hiychans §0hnuEican BB RB: SPRes U dpeciiAa0? (shwn in
PS8 SRR PR i e
fudidns Beol {vhecH @ lehRat &PcSSnetwork interface(s) 210; certain
computer-executable instructions 506 implement device discovery functions 512,
which implement aspects of device discovery engine 212; certain computer-
executable instructions 506 implement digital content distribution functions 514,
which implement aspects of digital content distribution engine 214, certain
computer-executable instructions 506 implement access management functions

513, which implement aspects of access management engine 213, certain computer-
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descri bed above are disclosed as exanple forns of

i npl ementing the clains. 101131 It will further be
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nogclopeviodr taher-doaberaddadystdahionmiogical dlementsesigbhstusar interfaces,
the sc of the subject matfer herejn will. be )
rerg R D 1SS BPbIaHS: S S rackbaliyiseifhards microphones,
i 1.5q e j um t hat
s TR, ahu AICOR Phc HERMA g hen g TRALUM | o
[0108] € T@RPaLintériicefONS! £ -gﬂ&@i@bﬂ @blo@idanelehbkiits €HA$ facilitate
whi ch, when executed by 5a  conputer, cause the
praosmpouing off @itpet fromnozerate h evif @rmelitstOo. Koo ipugnay be provided
digital content item the npethod canprising: . a
USgAYEYRS ﬁwéﬁ%qwoaﬁwc@w@mmws T ar gigalelements, such

ent i- j ti:fvwing a rall of. digital_ c t
o R0 RS0 R R Bt i e Ly
[0 AP N & o dtaithEo(SP2 (/[0i8GEESP iPh@rdYeta 89S iB& onnection
cormuni cation device, the digital content itens
wifir Bie.)exde byie onendré physieakoplogitel etemargsl thiateehblect ual
property rights; | . .
communication by operating environment 500 via one or more protocols or
techniques.
[0110] Specialized hardware 542 represents any hardware or firmware that
implements functions of electronic device 400. Examples of specialized
communication hardware 460 include encoder/decoders (“CODECs”), decrypters,
application-specific integrated circuits, secure clocks to support expiring digital
licenses, and the like.
[0111] It will be appreciated that particular configurations of operating
environment 500 or P2P Content Distribution System 101 may include fewer,
more, or different components or functions than those described. In addition,
functional components of operating environment 500 or System 101 may be
implemented by one or more devices, which are co-located or remotely located, in

a variety of ways. It will further be appreciated that although digital license

distribution system/service 161 is described as being implemented using features or
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the source communi cati on device receiving a presented
identity froma sink communication device operated by

w@2@Bnso7entity, the presented identity sel ect eRCT/US2907/077256
among a plurality of identities, the presented

techipIp By R i) ai“@tr@@?{# @@&d%gv%%ﬂ%@,ﬁ%@ Fghtine.
ma%%tgnu rﬁﬁt %%s‘te %ft e%%ﬁl %P?ﬁ i &@ﬁ&lﬁftfo% (bfb(}ll%ﬁglelhcsetnggs 160

frof ﬁé%rﬁdsldéj%}%ﬂsyg:er\'ile@s 5P U6 AR EASIREH EALEQ) aB@NbGEknown or
identifying a subset of one or nore digital content

latet éeveel@ped digitpl uglats ingnagtn@ngtdaaires ontezhhologgassmay be used to
one or nore dlgltal content itens within the subset

imp leiyGmH gspredeal lrglftahécwehﬁt@butlaéﬁwt@wsqrﬁ@eslé&r(&t.r example,
i ion term ning whether the source

O@mﬁ _%ﬁm%g f?c@éo roximte to the sink

L G e U RIS o

havepe@ndescribed. iAfltHonghshel sl ectommued ieatindimsdryéh clesatised in
t he sink conmuni cati on device are determ ned to be

languege apacatic th etrl_g@urad deafurammidcatinethodelogical pesyitds algo to be
unfiSicdid ol GO Bio€EmaTBrAcib Y ine SmenS noZepsSatly Tiniced o
théj%%rdlﬁcefef‘?&aﬂ%‘ g et ‘Eile?&g&e‘&”atbfo% mﬁa?lg 2 l{éksg%gfﬁgjf%%ﬁﬂéé &l acts

deSdtbr@tabolvBars @k&éﬁﬁe& agexYhp Rt fo@rifis GF VinGEersrit i thd el diths.
via a peer-to-peer communi cation session, the selected

[01136} dt wilb fierthérdiet widecstnoé thhativ lemsorfer dmrtehms indicated as being
onputer-re dab medi um accessi bl e sour ce
reSPOHMAIRI@ 409 @6 e el%ﬂéerstﬁ A dieA 50T BRIgEVy ggupled.

Qvi 0,
A AR B s ST R SR Bgche a
cou]gbl‘i’r?g@ﬁcérﬁnﬁﬁ?c AR Kn&?ﬁ@k’ BbRALdnde h@MisC @oﬂﬂé‘étlghé?hfa?l be
i cense operative to grant a right to the sink enti
impledesntédencne othermmngs psadetrgrotessdoimhehicatdnsdmong software
property rights, recei pt of the digital
proGegsays er bstel’rm@clglmﬁwoaumwamms Ynoag neeorked gguURIS-an

B G N M

msttzﬁ‘g; S%ﬂg@%g?g{)ﬁgﬁﬁﬁ gﬁglelﬂ%fi‘faﬁ mﬂg#t&@ge{tﬁgg‘g_gf GetBEE9Rrein as
“exemplary” is not necessarily to be constructed as preferred or advantageous over

other implementations or aspects thereof.

[0115] As it is understood that embodiments other than the specific embodiments

described above may be devised without departing from the spirit and scope of the

appended claims, it is intended that the scope of the subject matter herein will be

governed by the following claims.
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conmer ce event conprises either arranging for the sink
entity to authorize provision of consideration via the
si nk communi cation device, or arranging for the source
entity to receive consideration via the source
conmuni cati on devi ce, both, the consideration
sel ected fromthe group @%ﬁﬂpi i ng: an exchange of a
wha! 8¢e6HBRIE article; a promse to 10 pay noney; and a
promse to performa service including reception of
1. adAeotipsterecddable skragthrediomphdteloes sacaipesss pro@ggated data

di according to claiml erein the right
signgl gnd fhat §.eﬁR°<gfh“? flycqrgp%%frﬁ&eaav@a Htsawéwrtﬁr%gh with Eecifed by
a corﬁﬁlﬁgreEﬁfsmﬂb%n}ftﬁﬁérqg Srfsid £ ﬁlet}ﬁ‘)ﬁC%om%hﬁné Q@lg‘it'agéﬂntérﬁ item,
sel e¢ted from the gr up conprising: the right
the meghmallecomipising st ri but ed 150one or nore digital cont ent
itens; the right.to, reproduce.the distr ute ne or .
of e G R BRE Ry gt B g 9E a Pluraliey
of digtad fcbﬁt@htt@erﬁsh &ecth?tan b&%ﬁche%%t&éd mpa@oﬂhpme% ?éadﬁl% hRAtum
Itens. for distributing a digital
accessihie bythei spem lsemmaicatios deivies theodigild icontenoitenafeprotested by one
ent it d a sink conmunication
or m%’%\}’r%&e??%’pr)’g‘?/egt‘n% % j\pé?pﬁﬁty%@%gnt ity, the nethod

C Ofip sbiEtd Gommumcatlérh@evﬁeﬂjécdiﬁﬂg‘d@)lr&aﬁtb@ Mdefl€iyi f2€m a sink
selecting an identity fromanong a plurality of

commyigation; deyice operatpd| hyca wek eintthe preé@mft identify selgeted from
amoﬁmjﬁh §Pld81f1t e@f s gﬁe érggd %ﬁﬁt& a?gocpéfecf \Qﬁh %it{fkﬁ‘ etheS ?url]]ﬁ entity

ev1

or the siftkdomeninicationl @siceontiotts @ant icomptikieg oa¢ ecinert piekesbf t y
to the source 25 conmuni cation device; based on

mforffﬁ@% PESEFH Bythe gtk qommuni¢asiosidgkice sbRivaldat i on devi ce
eﬁa%%elf?ﬁ]%efﬂr%h P%déﬁw G & Shifir ril%oq%%{'lgglcﬁﬂﬁsymga

i dentificatlon of one 0r nore content it
subsettof orel oomore digitgd wbrtentrieamakadf] the pladiluyrofdigiasiobleat igmg, ke one

souf ce.communj cati evi t he r re di

or mig i EHigmatepRor Be dit s e e Hor onMeaeet dedti
| nfhglsbged BGhmRhRRESH devR detiMntning (VBeBBLHE sourE §ommun1cat10n
digital content itens conprising a subset of digit

dewcz?aﬁpemmatc mrﬁleasud@@mrbmreca@gontdwcs oiithirea predatarmiagd. |s@amlc
o ch BaublB&o or agoo 1§att al econt ent itens within
& gfaﬁ)e g %‘ f’g Ialup Wy d; AR L8 M ect ed i denti ty;
t hig ti5d Jokirce @aTMMinGGtioR de WEY hfEtht kRRTGhinfinichtion delice are
source conmuni cati on device a request to access t he
determigas tofoePEOIMEteo NCrpRISe gPMUaIcation deviee Proxiding Hhasinki nk

comrﬁ&rﬁUA{[HnCcE:V c9 r\‘mﬁmeéﬂ ééa‘?mﬂ% ?élEEt %'n@ Sr %?et ﬂgftaltc%ﬁteﬁpl*ﬂ{rﬁseof the

onmuni cat
subscaompnmn'e«mhnga sdlewmefrwmttﬂia :nnlaccnnmdeicemwn devike aftoat ioc more

. ..bg rahlca on of a | ocal atjon
dlg‘tﬁﬁéﬁfl%ﬂt et the FL?QSH%%%@P@& COBHRHHRLAR H"\lé é‘é‘i”&’@“%dla a
pe:er-hr| gee?'cgﬁmﬁﬂiwgh s oA S¥EGEd Qﬁ@mdlﬁ&%r iR dodtentd®ms from

xi mate, based on the request, sin
the Ccmpmnnr&adablo medamn ge&essible by the source communication device to the sink

communication device; and
via the peer-to-peer communication session, the source communication device
distributing a digital license to the sink communication device, the digital license operative
to grant a right to the sink entity under the one or more predetermined intellectual property
rights,
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receiving the requested one or nore digital content
itens fromthe conputer-readabl e nedi um accessi bl e by
t he source communi cation device via a peer-to-peer
conmuni cati on 10sessi on; t he sink connunication

device receiving. a di |taI license via th
pedreIPRffhe igy At the sinkeEnyicatinn daYlg? friggering an e-

comrbénxggr §&h t IREES %Bin\ﬁ?eréeoev%(?ﬂg a@ohli#lBh £5rInd Bﬁk Shiits t@ Bkdrbi¥e the

e one or nore etermned intellectdal
right grapet by the idggitad licdnse S|nk entity receiving the right
based at least in part on the received digital
15l i cense; exercising the right by the sink entity;

2. anfhe computérex‘éﬁda%ie Q&a%@ﬁlegﬂuﬁi ARbrdiAERNIANDY, iHREeiR tde-

conmuni cati on devi ce riggering an e-comerce event,
commenge eveny pompuses eithbertarranging femthd sinkgntifygp autlnerls¢ piovision of

rci 5. The
cons eI SinE e e Aeiiee oh el AR Tieg B iy o
recei$O BRsi REfioRIVid'@e sBiircd Béinfin{cafion 8&vised, BKb&AS the Yodsideration
aut hori ze provision of consideration via the sink

selectagrframitheagrowm ceraptises: fmex&hmmgifmgedwmabhér%@gfa:eromlse to
pay rﬁ@%ch} 9 {0%%% 4 to \Pe%gn% & &l ateﬁﬁagﬁlgg ré&?t@g éri'f ffcﬁ/ertlsements

AT caPion con
sel ected fromthe group 25 conprising: an exchange of

a redeenabl e article; a pronmi se to pay noney;
3. prbs cunpuergerdablensteragempiven acserding Wgﬂ%lebb mhe(ﬁan EJTC right

grant?g‘((?{]t:'sﬁmm}sls coﬁﬁgu-mftor@ff&gg %ﬁ%é’gfn@@ bﬁﬁné&g gﬁlgg 4nd

I SINg. ™ éen OfCIﬂg predetermn usl ness
whereinl the Hglstesl satctédaﬁem the groapicompriting: thegight gr entledhdbistibuted

the sink entit and wherei n exerci si the right is . .
one QI NQYE digit af fi/ B EeMsr Bt egﬁbﬁ?ﬁw@ﬁ tﬁ? E%H&“Feﬁ]g"“gl?é more digital
contdd &bl anﬁQHé ﬁ?ﬁ , H?sfﬁblﬁeeﬁn'é QI?F‘(‘I‘; bieordhietd ?%ua‘i: E6HtERtitems.

ri I gl t Item 7.

item and dis utlng t cont ent
The met hod according to claim4, wherein receiving a

% aJP?thj) ?iﬁgn ct:i%gl.%;iiglﬁfg e ar%tség lt)gt\lvgg‘n &source communication
dev1ce operated by a source entity and a sink communication device operated by a sink
entity, the method comprising:

the sink communication device selecting an identity from among a plurality of
identities, the selected identity comprising one or more pieces of information asserted by
the sink communication device to be valid;

the sink communication device presenting the selected identity to the source
communication device;

based on the presented identity, the sink communication device receiving from the
source communication device an identification of one or more digital content items stored
on a computer-readable medium accessible by the source communication device, the one
or more digital content items protected by one or more predetermined intellectual property
rights, the one or more digital content items comprising a subset of digital content items
accessible by the source communication device, the one or more digital content items

within the subset varying based on the selected identity;
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in response to the nmessage, receiving the digital
license; storing the received digital |icense; and
5generating a status associated with the digital
i cense, wherein triggering an e-conmerce event is

based at |east in part on the status. 8 The nethod .
acl® siaksgmnyiniqaippdgvicgignsalting i thesohisa commusggation device a
il eceiving a
requi ek B T R e R R R ek 20
t rthasiakicommunitaribn dewce daremntiringevietiatl de sdusewdsmmunication
_Wherein triggering an e- conmerce event i s based, at .
deviqeds pioximatp & the sikiqempynicasiondeyiae WAGHY 3 piedptermined, static
geogRpRIcRIUbAL gidh OF & IRUE d¥GmanithiiintBhigfont ent item the
system conprising: a computer-readabl e storage medi um
anifl the5aupe comssmicanbn devicaarsbihe sekcommumicéibn devidesiece

operated by.a source entit Elge rocessor. responsi ve
aeerfffidlo b arfiPaR Pisidanie ek g SEEFGRRRgH GG ce
recei IABTRE REuARERIBMRBr $RE Bibitalcdnbfit RORP ORI the 8amptieLreadable

st orage nedi um the computer program when | oaded into
medipimeacpessibissothe sowee ahmunisaper denes va apedrad-peer communication
Sessicqnprising: identifying a plurality of digital content

PPens stored by the source 20communi cation device, the

Pl e sink cymlunibaBibh abvieORERMng o @ Bal st G the PrerOdepeer

nore predetermned intellectual property rights, )
comipgRigatipn sgssio, thesdigitad dicenpe 9ppralive Bt agfilglit to the sink entity

[ ' ' Lk entity, the

m““g?%?@ﬁngkhg ﬁ@?gylggfgﬁégé&?kéﬁ?%ﬁi%%h% plurality of

| dlakinkieasty re¢edvipg esaidhe Basedanldattyin pas o itled edeived digital
. either the sink entity or the sink 25conmuni cati on
licenggayi ce or both, and conprising one or nore pieces of

[ 1at | . : hnk communi cati on device

o ’%é%% I@xg;r?g‘ﬁ?%? RGidWerkii® 284

receipt of the digital license by the sink communication device triggering an e-

commerce event, the e-commerce event not a condition for the sink entity exercising the

right.

5. The method according to claim 4, wherein the e-commerce event comprises either
arranging for the sink entity to authorize provision of consideration via the sink
communication device, or arranging for the source entity to receive consideration via the
source communication device, or both, the consideration selected from the group
comprising: an exchange of a redeemable article; a promise to pay money; and a promise

to perform a service including reception of advertisements.

6. The method according to claim 4, further comprising:

enforcing a predetermined business rule based at least in part on the right granted
to the sink entity, and wherein exercising the right is selected from the group comprising:
rendering the digital content item; reproducing the digital content item; and distributing

the digital content item.
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based on the presented identity, identifying a subset
of one or nore digital content itens of the plurality
of digital content itens, the one or nore digital
content itenms within the subset varying based on the
selected identity, 30 determ ning whether the source

7. cokhumetwdiasrprdiagite elaim 4pwbsieireeeeivipg @ifkigitl figense comprises:

COMIR Kbl Qe oW £8.MADI ol §OLEY i ned.  static
geogr apni a Su re I on a Yocal " comruni cation

r efi response to the mekdagt heceiaup G digitalliceset i on devi ce and
the sink communi cati on device are determ ned to be

pr YRringthe re‘ﬁl‘YF\?‘lclﬂglf?d licgpsesandk communi cati on devi ce
gé}le?:ﬂlfn%t s't:ﬁﬁ's s@oéﬁl&@%th(?ﬁ'@d&ftalmréﬁsed' gi tal content

pon receiving a
s eraenelmum ggcmng arfmcsmnkrce@nmms batd anlealmvm pat of therstatas.
5nore digital content itens of the subset,

authorizing distribution of the selected one or nore

8. dight ﬁfetlﬁo@%@d}amgtt@ BRith 7OWhéBfh RO HeBfdFRRR tofiipis &

device to the si conmmruni cati on device via a
pemresmnp@wthc Umge,aammng sémgsastion idedtifier; hud i zi ng

bution of a cense t
comb? Bars it Bt Girin 1Rttt Snerein rigeering an
com&@ﬂ?@é%rﬁﬁ@ bAABd 8EIS &k Qﬂ% art GethditaintRYioh ideanHier. operative
to grant a right to the sink entity under the one or

nore predetermned intellectual property rights,

9. Lg m#e{%mqfor 81@&1 qlhg%‘él%igl ai g&l@ec'nef 1113% }{éesézsctc'e&l%omémsmé t)

nicati on an e-
th@c@nplﬁlﬁfrfﬁadﬁalevt@fﬁgelﬁwduﬁn%ﬂdltl on for the sink

entity to 15ﬁxer0| se the rig %ranted bty the digital
| i &@efsessor within a source commumcauon evice operated by a source entity, the
processor responsive to the computer-readable storage medium and to a computer program
stored in the computer-readable storage medium, the computer program, when loaded into
the processor, operable to perform a method comprising:
identifying a plurality of digital content items stored by the source
communication device, the plurality of digital content items protected by one or
more predetermined intellectual property rights,
receiving a presented identity from a sink communication device operated
by a sink entity, the presented identity selected from among a plurality of
identities, the presented identity associated with either the sink entity or the sink
communication device or both, and comprising one or more pieces of information
asserted by the sink communication device to be valid;
based on the presented identity, identifying a subset of one or more digital
content items of the plurality of digital content items, the one or more digital
content items within the subset varying based on the selected identity,
determining whether the source communication device is proximate to the
sink communication device within a predetermined, static geographical sub region

of a local communication region,
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if the source communication device and the sink communication device are
determined to be proximate, providing the sink communication device with an
option to select one or more digital content items of the subset,

upon receiving a selection from the sink communication device of one or
more digital content items of the subset,

authorizing distribution of the selected one or more digital content items
from the source communication device to the sink communication device via a
peer-to-peer communication session, and

authorizing distribution of a digital license to the sink communication
device via the peer-to-peer communication session, the digital license operative to
grant a right to the sink entity under the one or more predetermined intellectual
property rights,

receipt of the digital license by the sink communication device triggering
an e-commerce event, the e-commerce event not a condition for the sink entity to

exercise the right granted by the digital license.
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