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QCNNUNICATICNS NETWORK NMANAGEMENT The - present invention

relatés to communications networ ks and particularly to the nanagenent
t hereof . 5 Conpetitive advantage can be gai ned by comunicati ons
network operators through the services thatl t-hey of fer and t he
efficiency with which they nmanage those services. Jargets that a
networ k operator m ght aimfor include reduced charges | mpr oved
quality and increased cust QaMM - 3 SMAOREENIREL t of the
networ ki ng infrastructure that m ght facilitate these customer

of ferings may well be the d obal Mul ti - Service Networks (GVBNs) which
enabl e network oper &ttt s PreseBtof fEVSPREPP cHSPETESs: O 15ommuni cagRnp

service provigéedbh¥s and- part _Gﬂmhwebled Qh&lmhhagkm&&thQereor-
| nt egr at ed_servi ces netwar k services

d t
|deal |y, °these faccic?"?rf‘?%’stW?lg‘b‘éanG?%?cgga ; Q‘?Gh c-{ar%eneq 0% S “ef\}aﬁalta’tﬂrﬁ ty

as voice commewbrV|bpera30zto¢mwodgn the $mrmucbmgthaanyheyewrfbea&unbs

together wt mo, Jit
enabl e net wor opera%ors ?5 of ththﬁﬁfécu % %%r§&§§ﬁ%%e extensﬁ\ﬁ§Vl°eos
flexibility, Tardéety thrk cometonthereserer nigbeads, favENsiudd nesetad

support: chargesﬁAQﬁbréeéﬁl%ﬁa@“owlﬁhﬁnvnc*eased M@EEbRE% weRdas Ik -
Mul tiple adm nistrators - Fl exi bl e service _nanagenent

The conpl@xiSSFVERRF- opBREEi BfafRecREFHOFE!PEL FES TS TUCTREBNS hagr @ight
expected to fadmseaté equeéenemxtss:omléeymeﬁ_hﬁzSBSnapapabl | béi eReOGIOWaNENt

networ k mnagﬁg f{gkﬁpac%etworwgs (GMS?\ps )ywyﬂcl'x enab networwqeo%%rgrt%\gsde

services to
to offer their customers:

15 - Rapid service provisioning
- Controlled quality of service
- | Integrated services
- Regulated control of network services

20 Ideally, these facilities will be offered with the
same availability as voice connectivity _is <today but
proviéing many new features together with mobility and
-movability of customers.

To.,'enable network operators to offer their customers

25 the extensive flexibility, quality and control the above

demands, GMSNs will need to support:

- Multi service provision
- Multiple vendors
30 - Multiple administrators

- Flexible service management

The complexity and operational characteristics 3Ff
GMSNs are expected <T0 1mpose regquirements beyond the
35 capabilities of current network management approaches. Not

only will the GMSNs have to provide services to the customer
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v 2- according to contract but price and perforrranqg,s‘ghgemaggycgﬁtlaaccd

ibe optimsed at the sane tinme for the network operator

Mul ti-Service Network (MSN) is any network that is H‘ﬂﬂ'ﬂ”ﬂl Uju
supporting a range of services. The Parr European 5 I nt and
Net work investigated in aEuropean RACE initiative, and -referred to
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appears to be a private switch i ng | east the
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(SLA). - The range of services aval |l able is potenti extrengly Iarge
and each serR®tw¥dérks where the MSN can span many countrles, hence’ the

emergence of GMSNs. -
20 Initially at least, the intended customers for MSNs
are expected to be large corporate users, perhaps with many
sites situa;gd world-wide. Such a customer will require a
network which appears to_be a private switched network,
providing at least the functionality that they enjoy from the
25 international private leased circuits. In fact the service
can be supported by a number of underlying networks, possibly
from many different network operators. This arrangement is

known as a virtual network.

These cdapahies often entrust a large proportion of
their world telecommunications requirements to one service
provider by contract. It is extremely important that they
are provided with the level of service specified in their

35 contract. The exact definition of the service is specified
in a Service Level Agreement (SLA). - The range of services
available is potentially extremely large, and each service



r3- can be further customi sed since each service haﬁxs%h&?ﬂ

ioptiens. Exanple services include: Dedi cat ed | h“ﬁ
private leased circuits 5 - Routing controlled by

of day - calling identity - oric

- Custoner controlled dialling plans fb An exanple of the

|atter is where a user needs only to dial 111 to get through to the
rel evant Sa|€§nd%BaEhEQﬁ%m custRHsREe 3 efe \WARIYE ddierichl Ihdss Drifnget efl

geogr aphi cal
can be expec
(bl ocki ng probabllltles bit error rate, error free seconds etc.)

n to the sales d%partnent 15 A SLA
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20 - Target aride guiategh eedc 010k ELOLD] YLELOPe ! LUESeq cirouscdarget and
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repair tires- - RouthmgetonhrolledapYeed service availability 25
Working in object-orient@gméqggwgé t echnol ogy, nodel s for services
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(OCSI/NW and CCITT)™
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YifeY Generi ¢ Managed bj ect cl asses that

and Skﬂﬁgmnaﬁb@ r@msepénof a feature Merr]naged Object
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I ntelligdft Networks |s an exanpl e of such a feature. Features can be
"nested” so that ong, n§55 t'<§f &he lSQ'EEQ'“fEthEr@”Qtﬁ@érf:?é’é&Heonl &o
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15

20

25

30

35

he un erlyl ng network resources is also

regardless of where the call is originated geographically in

relation to the sales department.
A SLA can be expected in general to include:

- Grade of Service (blocking probabilities, bit error
rate, error free seconds etc.)

- Target and guaranteed minimum provision times

- Target and guaranteed minimum cessation time

- Target and guaranteed minimum repair times

- Target and guaranteed service availability

Working in object oriented software technology, models
for services and SLAs have been developed by the
International Standards bodies (OSI/NMF and CCITT). These
provide Generic Managed Object classes that define services
and SLas. The concept of a feature Menaged Object is
introduced to define a component of a service that can be
offered to the customer. The logical numbering scheme
permitted in Intelligent Networks is an example of such a
feature. Features can be "nested" so that one feature is a
component of another feature. The mapping from the feature
to the underlying network resources is also defined in the
feature object. In an intelligent network of known type,
having a structure including a service control point (SCP)(of

dpagtdRERty pe,



haV| ng a structure including a service control point (SCP)(

*-4- « other means) for maki ng reference to service and/ or cu B“"R"Pl‘“d
data, the service control point (SCP) would typically be a HH HH Hlv
whi ch many features (e.g. |ogical nunberin 4; time-of - da HHH
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Multi Service Network Management

20 The customer is also likely to require the ability to
manage their own virtual network: services can-be requested,
altered and ceased by the customer from on-line connections
to the service provider’'s eguipment:

All this complexity makes network management an

25 extremely difficult matter, particularly where
reconfiguration is requlréd, and particularly in the light of
SLAs.

) Providing Multi-Service capabilities across more than
one country is likely to réquire considerable capitgl outlay.

30 To make such a network viable the operating cost has to be
kept within tighE_céhstraints. To meet this operating cost
constraint, extensive automation of management functions in
the network will be very attractive, if not essential.

According to embodiments of the present invention,

35 this automation will be achieved at least in part through the

use of Cooperating Intelligent Software Agent technology.



-5- . The basis for such technology is descrl bed i n genmisah,

‘iin_various publ I cations including: 1) "Distributed ccl Bl on Replaced
Intelli gence" by M Huhns, Volunes | and I, publi shedAHH,w ”'“",
Mor gan, Kaufmann in 5 1987; ii) FRundanentals of D
Artificial Intelligence” by DG Giffiths and B K Purohit, published in
British Tel ecommuni cati ons Technol ogy Journal, Volunme 9 No. 3, in
July 1991; amde bHaskisi or ' 'Uﬁhl%ﬂdhﬁﬂiddyfﬂéidkﬂﬁrﬁiﬁd\ﬁﬂ gHIHUS térms
| nt egr at ed Conmruni cat i gns _Mana emanb. D G Giffiths and C Witney,
in t he séﬁe"la§%8é‘so?“tb3ré°|§rtl"ﬂ hif& é‘é& ini cati ons Technol ogy

Journal . i) " Jhetribetvadt Xontfidiaf Sadleldfigenzetboby i ¥ Héules, 15
i ncor por at edy, ere C sp f rlf'atd’ﬂi
managemnent \Ah|B¥H¥n§1LgEt HHia IrJIe’ a%‘t‘bjh%ﬁhgébéyrrggggna%f 2‘%’?&% ifent's oé<n

present 5 @A®&ntion, together or separately, include the establishment

and restoratjop of 'r@tiﬁ&&méﬁtﬁﬂs USEl e 34 Pl PEWS | 08¢ 1 #1564 IOX iﬁr&%l\’!ﬁé&ce“
Mai nt ai ni ng cust oner irements satjsfaction Lona Ter m Service

Provi si oni ng®¥ Gr’s"é#% a5do\? sifonPRECRE S Publdsfiedntht Bortishy
25 tel ecorrrrumén:abbmm&nmpatabﬁé TeTANU 1RO Dy ShON) NYoll atmea IGMEN 3 t eingls
to differ frs)nlcoqlgsrft igpgl networks because of the foll owi ng
characteristYcs? - A |l arge range of services 30 A
wi de rand@ ofitist drithre tRgdes of Intelligent Sebhphes ByeRtHiim Ifn'qm‘%ad

penal ties Commum.catlonyeﬁé(‘ﬁ£§éx§én§pm'dq@ BRE et Ban QHQ @W{ﬁ’e%at 3

It is likely to be a requirenent that n a _custoner requests t

new servi ce Bleepsewdeasu?hef SheuBFitd&d; \?@lecoa‘"tﬁ%tc@t&r?dlsar'chrﬂﬂ%gbn
of tinmescal esokhiin a fixed tine.

The relevant content of each of the above is herein
15 incorporated by reference.

Particular aspects of network management which might
be automated by means of embodiments of the present
invention, together or separately, include the establishment
and restoration of routes in an underlying physical network

20 while maintaining customer.

requirements satisfaction. -

-"Londg Term rvice Provisionin
Service ©provisioning is a requirement of any
25 telecommunications operator. Service provisioning for a GMSN
tends to differ from conventional networks because of the
following characteristics:

- A large range of services -
30 - A wide range of customer types

- Complex SLAs with financial penalties

- Network(s) spanning more than one country

It is likely to be a reguirement that when a customer

35 requests that a new service be provided, they should receive
a quote and an indication of timescales within a fixed time.
The customer puts in a request for a new service (possibly



‘The custonmer puts in a request for a new service (possiblys Sh
‘'vila a managenent term nal for existing custoners, or throuTj' ot B°°nR°Placcd
a

negotiator for new custoners) and will expect to be told

service is going to cost and when it can k& 4rade avai

service cannot be supported by the 5 existing network conflguratlon
then sonme reconfiguration is clearly required and may wel |l invol ve the

provi si oni ngvdk aemanagepgotphenminal fexl exisbingt eief KOTREDNTPHUEREPWIHD 10

Wen a netwogk %Ig%ﬁattofxalﬂo% néw wa@@émeésﬁeaﬂacaml ex?@‘é'tdt@eﬁgfwi&d
They could fail etel or they could fail b % but their
qual ity of sBPY EE Yher P BEF oS g°’t’?’ﬁatt%é:ﬂsﬁe& Es?%ﬁe’?e dpade

Wien such faavaslabler, Ifzﬂﬂhy'naérVEcaayeaﬁm@tOUQh sepporked by the

econt ousat LSRLAHg! gl (I e Sl A L A Sy

such reconfi gleariynreguivedraid stepweldutinvglve thebprevisiohéngwf ahew

(e.qg. Systengﬁag ﬁggﬁges) The switch automatically attenpts to
re-route arou gro ens in the 20 network through control actions froma
central operations unlt. Thi s routing takes no direct account of the
type of Ctg | tGokRl R gonas a result all traffic is

d II [ t h
R R Sy RE T R

custoner typesul@hbs sffpteedpprheeh couldtfaiol vacai;bleete]ly ars theynedudder
safe to ass“f‘%hi hgérékh%ﬁlﬁt WoK éﬁsefigﬁ c@?af%f S‘F s%rvigg%ggna% below

According to resent ~fnvention, re i cations
net wor k nmanageaendefipedein @@mpmuﬁﬁqyenisLAdusWhebusgahcénmﬂos |pauEm

based on coopef@thdgi ot %b?bge(@hroug%mcﬁé”@%@rlggfgéénf £&tfon) must be
reconfiguration of either cormmunj cations network or of the agents

can be carrikPrdtfor TeoeftehbisBiRIoFRBrSERe 88EKESS: 35 Such
reconfiguration woulmd abeohtieggtondl hetwbRkt 08C6. as piyowi déd)UsSs idafitfedMm

cust orer fc"tf%”ﬁ*’?ﬁ&&scguéﬂ-%é%gggiguration is controlled by routing
tables in the switch (e.g. System-X exchanges). The switch
automatically attempts to re-route around problems in the
20 network through control actions from a central operations
unit. This- routing takes no direct account of the type of
traffic that_is being routed and, as a result, all traffic is

treated equally. - ) _
In a more complex network (such as GMSNs), where there
25 1is a wide range of services and a large number of different
customer types, this simpie approach is not so viable. It is
no longer safe to assume that all network usage is of egqual
iﬁportance. )
According to the present invention, there is provided
30 a communications network management system comprising a
distributed control_system based on cooperating intelligent
software agents, wherein reconfiguration of either the
communications network or of the agents can be carried out

under the control of the agents.

35 Such reconfiguration would be _triggered, for instance,
by a request from a customer for a new service, or in the

event of agent failure.




evbnt of agent failure. -7-

i/In the case of agent failure, in particular, it my be very inportant
that the reconfiguration be carried out very fast so as to nmaintain or
reestablish services. It will also be inmportant that the control systens
refer to SLAs to see 5 which services Rave -priority in the face of pending
or actual failure. Thus when a network fault occurs all (or al
significant) affected services need to be detected and the consequence

these have on agreelinStie camesifi ggeadt. failmee, ibr BRERLCRRETW ¥ BRY rRfiked
|n order of g o239 Thl 324 JLfge %h N UREOTIE SRR U IRh 1 TREHAIGE SAIY i $ery N
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het er ogeneousg,es ¥ RIPLAMNIHIRA Uflee beseerol Qijlsaéih@n@aﬁas tof tsm:se tayemme

wor ki ng cooperatlvel to solve 15 a sub-set |
in a GVBN.5 whAgh seI¥iGPENA¥RARERTTH r’tfbltgxr?s%%oncé?n &93 nchf&gA t he
above Mentiagneeel eal Thiuse wkennfa gnetwook tfEgdithepcohrs s%‘rlw er all

provision in.g esﬁ%g%gﬁttqnoﬁ%% dsgésu(':’ﬁc% s, need to E”ﬁ%@'e@%@ﬁs aﬁ'fd tﬂ@e

present i nveftiO8) in nore detail, g
exanmpl e onl ycomselquenceefthesr ehayet lnn aé&ﬁﬁﬁ‘én)ﬁr-@g FRypesie Ee%l chThe

Figure 1 showoiehopsﬂ,ﬁg/ekzﬂrlchbeec;taw;@af Ofna MR ot agRjdiesy Wahll athe
control network therefor; hows the architecture

sof t war e HyeREEVOTks FeGomiiguspd, "s‘br %@%n%ﬁﬁ%ﬁ? 3BeRtCs ¥ &P se |€
the cont r gl nAel weEk thle kiogidequbnees of the Hiajlmere3 shows the

architecture of a sp ft\ﬁ%ﬁ‘ﬁﬂa eg%‘tﬁ 8urp%§l fi %@es)énac cg%%r;ptr ojger}_tarp Bor

use in the control shows
fl ow di agramibecrabedgesi ani open heteregenenuscsysten pﬁmﬁilst%t‘me abm 1

as shown in thﬂﬁ%onomaa § softwar gggﬂ{:g 505139*6 @och @Eﬁ@i@gi?%é@oﬁve

bi ddi ng process in event o ent farlure’in e contr net wo of
Fi gure 3551; aarfpb-set °f SEryace grannrafneiHe PFBWG%“%gI’-é‘m%f G¥SHure B*%i th

sone addi @Rk eSh8R8gement problems concerned might include the above
mentioned real-time reconfiguration together with service
provision in response to customer request.

Embodiments of the present invention -will now be

20 described in more detail, by way of example only, with
reference to the accompanying Figures, in which: _

Figure 1 shows a top level architecture for a GMSN
together with a control network therefor; -

Figure 2 shows the architecture of a software agent,

25 specifically a service management agent 5, for use in the
control network of Figure 1;

Figure 3 shows the architecture of a software agent,
specifically a customer agent 6, for use in the control
network of Figure 1; '

30 Figure 4 shows a flow diagram for a negotiation
process in service provision in a GMSN 1 as shown in Figure
1;

Figure 5 shows a flow diagram for a bidding process in

the event of agent failure in the control network of Figure
35 1; and
Figure 6 shows the flow diagram of Figure 5 with some

additional steps.



-8- Referring to Figure 1, a GVSN 1 generally conprises
icomuni cation |links 2 between network nodes or switches 3.

Communi cat i ons occur along the conmunication links 2 in a conbi nati on
determ ned by the configuration at the nodks 3. 5 The GVBN has
an associated control network 4 conprising a plurality of conputer
systens, or software agents, 5, 6. The software agents 5, 6 are of two
types, these beRﬁgesmxvgc@ONEha@mﬁﬂﬁ.A@eﬁM§N($Mﬂﬂn€¥ak%KiQRE@%#E#S
Agents ( COmMuB cBRGRnCA 1GiKsS 2S HREhAIGH dthlbr SM%&- el e Echds 19.

negotiate between a GVBN customer and a SMA 5 that m Je+l]E)rowde a
service to t RRMMUGLCEFdons occur algRy,ihe [AFRWNLS k% 6r 4eade

the communi t gombih&eY ohod@tielitmicRdt byl ohet Wﬂfﬂqifratlo'Fh&ﬁTHiHb fnodds ohs

performed by the agents ar bI|s
restorati dn of co ?cagvgﬁ %asllﬁVE Za?%°?h%€ﬁ%deFPy z'Ek:err
custoner requompmeaisgsadi flatadldty of computees tsadsl'q&umre nDrofs \Brare

control in cgggpgg agegt Zghgégéfg geﬁys 5 Ehgﬁﬁgakagk £§ afbse

restoration o carril e er eas CUSt oner
requi r enent sPeiagi §¢§E{- FBnma‘P%ge’b%\%‘éd‘gWi (a?mﬁr)oéeﬁndo@“s'ﬁl?fa?ﬁgﬁﬁen‘éﬁd
&ggou ati on behugpe, a @ach axl @ f&%és@@iaﬂdgdaﬁ%ahsarsme 52and AdtEerto
a Y, 'manni ng" service I on an Custo r SefLvlice ,
Nogatl ot o ReeRE ab R mete e Br BHEN st eRLTR SHR P LhBEta g oht

constrai ni ngpreviidecaeatsvikbebadi khatscaktbher. present invention provide

processes for the o) e b t ahl ch
processes are thatﬁﬁ% wéde i%éﬁéit?l ?gg ggfegglﬁgﬁset§$% WQ%
di stri buted theﬁsp‘emm'sappormntml omwkf ofatince Gher aamntfrtmqtstecms

system as thgeprbsme80B¢ £RE LEEAHELENY Bhgrkotal ampunt of data passed to
a central _point and the inherent resilience of 35 the distributed system
permts 6Paceful degr adat i on. Conveniently, there nmay be one

software agent, a WA edcaklididiant adn®aebsbrabeoVEl RRMEfINI.catAdhsSVA

> links 2 in the underlying GMSN 1
74 [ ] customer requirements satisfaction
< re-establishment ¢f GMSN control in case of agent

20 failure.

The ~establishment and restoration of ‘links 2 is
carried out -by the SMAs 5 whereas customer requirements
satisfaction is based on- a prbcess of dialogue and
negotiation between a CA 6 and é-SMA 5 acting as a service
25 provider. )

Notably, "manning" for service provision and customer
service negotiation is performed in a context of incomplete
knowledge and constraining requirements. Embodiments of the
present invention provide processes for the solution of these

30 problems, notablg_fg;tures of which processes are that they
are distributed and resilient to failure. The distributed
aspect supports improved performance over a centralised
system as there is scope for reducing the total amount of
data passed to a central point and the inherent resilience of

35 the distributed system permits graceful degradation.

Conveniently, there may be one software agent, a SMA

5, situated at each of the GMSN nodes 3, each SMA 5



rm.nitoring Its underlying switch 3 as well as the link
sithe switch 3. Primarily, each SMA 5 controls just o
given SMA 5 has the ability to control a nunber of sw

any
sinul taneously. That is, a 5 SMA 5 is abje to specify and
out goi ng comuni cation links 2 a service wll use.

software agents 5, 6 forma single |ayered system The SMAs'

responsi bi i ;% el oy QS Qﬂdéi—'ﬁwﬁf?@m%ehveﬁa& well #BaRmheoflihes 2
current networ k resources and

ain_the 10 servi cgssﬂlé1 ga % n
install ed. e#&ended \frnthe c8HyEARcAL i onf T RRFHAY 2 £AP QPEERLS ces
using that |Kplét2 ond | shetch af fieat edhangiviehl SMaeds thahatbea atdityut €9 or
conbi nati on of l.i nks 0 X h rol w k 4 of
software ag&PETd % B 'é??r g‘?%gg%égféng?honstz%ﬁ?gg h 15'I'H(}§)per ation
si nce eacls haMaonby iacaabke]ovﬁcedg@elm-tfyrruwwh ptREeemEREn ang| gpaFgoing

t ext Mai nt Al t
(S 5 oA BT 5 Shrite wigL R ) A itsope

within the control 'ﬁé?\/\ﬁ)?ﬁtﬁaréaéﬁem 5, fafoFB MR IlaYe§?$&¥%?%‘H'
knowl edge an&nteh%mspa%bpbylsmlmieyt bat tnpybefigeon customenyerséivicesi t h

th t 25 d |1 h

SNAS my o BN BeARPOBSRERS KEFTRRE TRRATAE H5oOR=EeR, BAdo TS AL TRL She an
i nstance 1@f serajers fldewiy edgrtallosdat emhaasma whenl ta edmmynpiecathent ' s
| nteraction Wék}% t._hefg%ygl C@&le%eogmic@@dﬁginﬁogﬁ@ Wik 2 vﬁtlh.erbe

agents. The partTiione t Wo cat egor | es,
the agent's aifeicxed Qladaﬁelli- h@ee@etm ‘have ayger FgUtfendFycombinatigp o

agent's databaxe 31 LaAddfed thS@ﬁézﬁtlan-neofcéhetﬁémoufeﬂ%rmgentof
topology 33, |ocal net wor k_t op ologé°34 that the rerevant agent_5 is

responsi bl e SOLEHWATENd NS £ Dr oPPFEOEES THAESPat (FHNCHIONAS bW ERY K ces
35 al readys | Bebplelrattivhi G nise tahenagm;t 8ni pcalocat wadwledde butagewsts

wor ki ng rrermggriti%r(r:nog% st Sl”%'aril %onte%l_'eues of

~ Agents’ Archi r

20 (a) rvi Mai nan Agen 5
Referring to Figure 2, in order to_play its role
within the control network 4, each SMA 5 has to have well
structured knowledge and the dapability to use that knowledge
in cooperating with other agents 5,6. Acting in a
25 dynamically changing environment, a SMA 5 may evolve through
various states 30. A state 30 is defined as an instance of
agent’s knowledge, created as a result of the agent's
interaction with the physical environment and/or contact with
other agents. The SMA’s knowledge may be partitioned into
30 two categories, the agent’s database 31 and the agent’'s
working memory 32. The agent’s database 31 carries
descriptions o¢f neighbouring agents’ topoiogy' 33, 1local
network topology 34 that the relevant agent 5 is responsible
for and a traffic profile 35. This latter describes services
35 already installed which use the agent’s local network. The
agent’s working memory 32 consists mainly of queues of



- 10 - nmessages received 36 and sent 37 by the agent, which queues
‘36, 87 arise during the solving of network problens.

Additionally, each SMA 5 has a set of " nessage handl ers" 38 that
enabl e the agent's nethods and algorithms 5 (CGeneric Agent Code) to be
triggered and used appropriately for Bach type of nessage. The Generic
Agent Code i ncl udes: - the agent's know edge eval uati on and
updati ng al gorithm 10 a distributed routing

al gorithm messages. recgiyed: dfepndepente 3ﬂe@m |té’te| GgeatgoMhiigh queues

- a "biddigg, ﬁﬁcaémgarrahgingsehbnsbgahh@cetfl ﬁﬁtwork problems.- control
in the case of agent_failure, The_ agent's databaﬁe Slis

constantly updat ed 2ff3FPRallyn §§é’ﬁ‘t SMByi 3t BRfe An®9S BRhancEFSHRABUgh
contact w thhandleesyhBeuthag Sl’dléblﬁ trtmal agemtols| metholdei rnds edsgjorithmased
on the nmessaggs_it.re S rt| €, ,
conflrnatﬁonggﬁaefég 35 ?0%0 %S CUItS algeg% dr%%%h gﬁyﬁﬁf%ééiy
install a sefgkceachttypeach QHHSBQQU|IﬂQe GeneslgmﬁgﬁnueCOQg bncindespbN 1
and the services runni ng on it. (b) Custoner Agent (CA) 6 25

Referring to Figure in order to _satisfy _a ., custoper'
requirenents for a ser\?-'rlt% aggnELEontRIWIRAGR eValyptigre aR@n t‘md{aﬁ’é@ 6,
is provided. Each CA 6 ifl gexiptian with a SMA 5 and conprises as a

m ni mrum sybset, the foI riendly .
user-i nt Zﬁf ace 60 ~ Alsv%n%amb%ﬁ ar%‘é?é‘%lalc%‘?ﬁ% B ng i nformation about
t he 4 angea afussyme i e wfifey etegotidts VBN dorithmff s

and priorities 35 _ a "b hEat e : AE98L L atls@n £2 11 £1-
CA- SMA conmuni cation prot ocof’agg § Hafs 4P BbEAud £ rea gcating
" control in the case of agent failure.

15 The agent’s database 31 is constantly updated during
an agent’'s existence and is enhanced through contact with
neighbouring SMAs 5 during problem solving sessions. Based
on the messages it receives, such as alarms, partial route
results, confirmation and reservation of circuits along a

20 route in order to install a service, etc, each SMA 5 builds
its own model 39 of the GMSN 1 and the servicéé running on
it. -

(b) v« Customer Agent (CA) 6 .

25 Referring to Figure 3, in order to satisfy a
customer’'s requirements for a service, a second type of
software agent, the CA 6, is provided. Each CA 6 is coupled
with a SMA 5 and comprises, as a minimum subset; the

following:
30 - -
- a friendly user-interface 60
- a data base 61 containing information about the
range of services offered on the GMSN 1, tariffs
and priorities
_ 35 - a strategy for negotiatieon 62

- CA-SMA communication protocol 63 -



.The user interface 60 permts dialogue with a custoner so as to achieve

:custeoner requirenents capture, provision of advice to the custoner, for
i nstance, on services, tariffs etc, custoner/service provider mediation
and accommodati on of 5 custoner deC|S|on§ such as change/ nodi fy
requi renents and sol uti on acceptance. The services dat abase
61 contains information about the range of services that m ght be
offered by a servi opye Quielere tsfbe s 800185081 vl £HOA B4 Gnex
reflecting that 10 prOV| er's tar| fs IC I S Updat ab

The strategySPoRSnEgotfhateHR 6QSE%$eﬁer¢$%&€ﬂ%ﬁPE% ??PtureGHE¥EN1%ﬁ°%I°f

| east two WS&&K:LceFftroStﬂdé &dhtﬁoxﬁa:ghtf@.e bﬁstanca”?db&t ls@waeieue” encdief fs
cust oner an e service I oVlI nmer n a | SIL ONn
A Termet i oo etdr S tter i SYuEGE machans g6 Bt ion ohfchsedtmodREhsh e
cost rangé heushemer deximilond osuckeps, change/nddi A Fefhé remeatsm dnd

negoti ate e | abl e service to satisfy those requirenents
and cost ranso{g&lgn aggéb?ﬁxgbnbodlnent descri bed below is an

i npl enentati on 20 Vifiehseovioes dasabasst Ghprontaing hanégrmakdon: HIMML al |
the deci siRas r%rﬁ@et fk?f Cé\eﬁvﬂeéé akindG bei Npkh@ fHEehy aBd dd¥esice

servi ce provider, acts in the interest of the custoner

who
requires a é%FQY%@eraﬂH ?%% %Méycﬁnﬁnqnﬂﬁ ?nﬂ%F°rmq§&ﬁﬁﬁﬁe ?ﬁ%ﬁmﬁﬁat

possi bl e1quaproyiaed prtarifys Holri2p. m Dtnek cpdhtabbe. medi ation

requi rement arises ﬁecaan:szeaée rS%I’ q:[lh I’OVIn numa(r}?e%re &% elm_'ead

wants to establish e ser |ce u5| resour ces at
m ni num opetherngfcot . 1padtaltopuewayer ef oF:ersmlstestbetSV\H@rghhebéIA by 6

and a rel ev dﬁ%\]@: [§TON = (‘é‘ﬁ‘é)t f@' g}fg;ﬁtd e IS
carri ed out 31-}{@ <§l-I‘locességéé| %@e}ﬁ&@éﬂneeﬁot I atl on eSCI‘%Hb In ehr
fol | owi ng séi:‘ﬁ%?l‘“er takmgtah%rdsewmésmo@-|1§ﬁ6ﬁatthws&gh Agenicustomer

Negot i at i gn mJ.ght prov:.l?&é Otiee GAsmsFildy rﬂkcﬁﬁrﬂérﬁ&lﬁy QS i d H:arr@?aod Qil Imd Hed 35
no ed.in

b e MY QR ENE: o F M AT IS AN SRR AL LA
for the best available service to satisfy those requirements
and cost range.

The embodiment described below is an implementation

20 which follows the first approach, the customer taking all the

decisions and the CA 6 mediating between the customer and the

service provider. The CA 6 acts in the interest of the

customer who requires a service, and the customer may simply

request the highest possible quality and priority, for

25 minimal cost. The mediation requirement arises because the

service provider, represented by a SMA 5, wants to establish

the service using the minimum of network resources at minimum

operating cost. A dialogue therefore arises between the CA

6 and a relevant SMA 5 to reach a mutually acceptable

30 agreement. This is carried out by the process of agent
negotiation described in the following section.

c r rvi rovisi hrough Agent N iation
Before describing service provision in response to
35 customer request, it is important to see how a service is
modelled in the present embodiment of the invention, and to



A2 . know t he mai n assunptions nade about the services. The

-service definition is as foll ows: Service = (ServiceNane,
Cost, Priority, Bandwidth, 5 Source, Destination)
Optionally, the service definition m ght ilso i ncl ude "Quality of
Servi ce". Not ably the service™p Fafret er s Cost, Priority and 10
Bandwi dth are reconsi dered and may be altered during the negoti ati on
between a S n r c a nst nt.
This s furtREPHoEad; BR4Y FhiShotfonf’ Hat anofECERLONERAIke 1S MRED
fol | ows: service @rerfjlnltla)fsérswa@e ﬂ@lﬁvsend to end connection with a 15
single path. No broadcast serV|ces are consi dered [err]
services are considered to bZ -directional, % a% IS arffLLc
flows in both di PREY#BRs™ Fsﬁﬁlctﬂéme' CRF by BFLPEHE Bt Randwidth,

[err] & service band-w dth ssuexpyepegtdinhatienps of the 20 nunber of
circuits required [err] a service band-width is constant, that
i's, not varying along its path or with tinme of day [err]

services are prioPptissallyn the sduvice défindtiopmight alamiiarckude is

determ ned bepgpehand ft Beyghedd negotiation) and never changes mhllst t he

service is in opération [err] t he Erlorlté
service is direleF§Ply FehoPBFBhER tRAFIRSTRNS | RESHric r:'-0":3-‘:1’ %nd

[err]h 1@ I_awaawpa'ru;.ﬁriath:;e gseE¥heeasB¥d l&&xdtﬁéfpobéfidytéi]gbdﬂh auwthed tHe
anot her service wi.th.a_higher prior requires sorme_of t resour.ces
taken up by Pﬁgolwé\ﬁﬂ'oﬁr ib%rq:i“t ’%e‘?’v%@‘é. 3 qané]ig €& RecRERPY %8 55T T ost
effective roateeptrncheandwinstasbrente. This is futhewdsEsdrigead cdustieaner

request for a new sfgy cﬁékxééFxégﬁéﬁ?éaéggcggg id %Eﬁiéwg t he rangw of

avai |l abl e services Service provi and builds a service
speci fication whi c®is hangegvaeer 1o Bfe SM-toTerPosoIBEstion with a

15 single path. No broadcast services are considered
’ e services are considered to be bi-directional,
‘ that is, traffic flows in both directions along the
provisioned path -
' o a service band-width is expressed in terms of the
20 number of circuits required )
0 "a service band-width is constant,-that is, not
varying along its path or with time_of day
- o services are prioritised ©on the basis of a
priority number that is determined beforehand (through
25 negotiation) and never changes whilst the service is in
operation )
o the priority of a service is directly
proportional to its selling price
} [ a lower priority service may be temporarily
30 disturbed if another service with a higher priority requires
some of the resources taken up by the lower priority service.
This is necessary to form a cost effective route for the new
service. '
On receiving a customer request for a new service, the
- 35 CA 6 matches it against the range of available services
ofﬁered by the service provider _and builds a service
specification which is handed over to the SMA 5 responsible



-~ 13 .- for the source node for that particular service. The
-specification of the requested service takes the foll ow ng form

Cust oner - Request = (Servi ceNane, Cost*, Priority*, 5

Bandw dt h*, Source, Destination) mhq e_* denotes initial value for

t hose paraneters. Agai n, optionally, the specification may

I ncl ude "Quality of Service". 10 When the SMA 5 responsi ble for

the rel evant foQUr ¢ge sollPEle MRl Vesrt henSt st RaGeS s r@iiedVi deThe
service, it will need to coo%erate Wlte t he ot her g@sﬁé%gg t he
nost cost R Gk G R% FROnFeaBrEEet o SEEYECRaMRSTS W19 \who
wll be the femxwi:ce provider to the customer in this 15 context takes the

Gust omor - Request anduglpet kaLLLELeS {BErvy coRLREeSB00Ls0°BEEBLLRGT OUL €S

or puts an entry in-a pén ntrres’ corr ésponding to éach
Cust omer Request and triggers Bandwiéhldg" Souneepubestinafiondhe t ot al
tinme ~ waiting for a response. 20 When the process of generating a
route in initiated, route generation is done by using a distributed

routing aM§8Eet AmAedetes| dBisM agh Vel ugr £ ot FRPSEn @akamedoFst

descri bed in detailag&ig] n. opei 9@Ekby sucth@s épecOficatliles maygonsdloidd i on
must be regar,ged ai__ d %agi C... Ihat is, nodes 25 and |links may be added to
or deleted fr Hﬁa}ﬁ ys%t F3nge capacity on any link may vary. The

i ncl usi otGand handl Wgn thef SMies® respshsabies farquie e redleyamtt lemarddat

are highly aptl n j_s et. I 20 'rsegg;;}t t
a distribut eg?gagutg{er?\égg}ego%?%h%%%gob}tgfpt?ﬁ%‘g‘re%dttboyrb%gﬁtd? :Hs' 3 %edn}aé
attractive. Will need o epeRerafr ouith dihe wFheq §YABt Antockhndithe impttance

LHVO: ve expl abbit&ge];zkbcle?bas rbhittlegtfr%:?e s%@'i}%et ?;@ d%?ﬁ:linlgmcii. mth}a/cdmfb in
evel opi n a e Q rout e (0] S e CO0S (0] e eas COSt |, rQute so
o o AR o, GB ki Her e ROl ASF o fa S ReRneE AfotTEhs SV

5. The 3FAscontkdtt bekes thenpaseomer-Gegtiesft aad! ieditheauties tisitey the

?gvrerlofged W {;QOEQQE of %fenterl%tli% StJ:'o q:Setsl Yod Oﬁ'&t?s hﬂ\ denuryaiﬁarat 'paelndi%g €
queue of entries corresponding to each Customer Request and
triggers a "watchdog" time-out to limit the total time
waiting for a response. -

20 When the process of generating a route in initiated,
route generation is done by using a distributed routing
algorithm, examples of which are known and h;nce not
described in detail herein. Networks such as the one under
consideration must be regarded as dynamic. That is, nodes

25 and links may be added to or deleted from the system and
capacity on any link may vary. The inclusion and handling
of these constraints require algorithms that are highly
adaptive to changes. It is to meet these requirements that
a distributed routing algorithm to be performed by agents is

30 fou_nd attractive.

A distributed routing algorithm can for instance
involve exploring all paths but at the same time each SMA 5
involved in developing a set of route(s) holds the cost of
the least costly route so far developed and handed down to it

35 via a forward message by another SMA 5. The SMAs would then
compare the cost of partial routes being developed with that
of the least costly route held. If a partial route is more



- 14 - expensive it is abandoned as it certainly does not lead to a
-cost+'effective route. QO herwise, it proceeds to reach conpl eti on
(tomards reachi ng the destination) at which stage a backward nessage is
directed along the route to the SMA 5 5 that initiated the search.

The network of SMAs 5 thus goes into acti # to find a set of routes to
satisfy the request entries and to return back to the SMA 5 who has

become the SEkubhg;RECYLIEE hhEnaoned! BSPEE! LuPral iy Moos ndbViedd tbo8e

rout es ow ng structure out e- Resul =

(Free- Cap, CBSBE [MERTFive WG], (PEReFViFper . Pr°°eeér='eri=r HAR]) ]
where " IFr eehEaia lé&lbhe(ﬁbﬁbﬂiisff:@@cﬁﬂﬁ@cthé @totindtton puie Wi el tdpst "
is sinply the

for ro rrin Fi ach
net wor k nodeaBEﬂ’F H?‘rgemessaggpéﬁafiéirﬁcﬁ&ﬂb@ilg@gN[Eﬁe “%f q:r tqﬁe%‘ﬁ %tc
Hence a r 6utehahr bnfhiabhed theGyBhlréhcan be expressed by Iisti ng the
rel evant nodes 3 2 r ' r ] |§§§qu g thus
be a route [N grré ,&%W&{[é’err ,ﬂ#lgrgrm]‘%%esoﬁb I Ng a capac es -
avai | abl e onseheof rouggse Hd matisfintthe feguweshpantries, anfed® Mefirhe

as foll omsek £8° tHeksMPs eyhb had0 hdddie Capd esekvicel &zielvalaegapcri@r r]
=20 - Free- ¥ mn (Link-CaP[err], Link-Cap[err], Link- err

[N[err]...NRBFP eFElYﬁe TR gi vefin¥s af| |"sltestﬁ FOYESS3 PRZmM 13?)"% hé"h

sour ce (Nperf¢llba1h@esﬁeattﬁaéion (N). i [(S[err] Plerr]),

(S[err], Plerr])] is a disruption list, that is, a list of all the
services (S[err]) with their priorities (P[err]) - that m ght be disrupted
i f the  propoReuterdessdityi=c éFneeeCap, iGusttal(MNed. al ofgd,tIH&, Poute. , (S, P) ]

S

where "Free-Cap" is the global free capacity along the route
15 and "Cost" is simply the cost for that route.

Referring to Figure -1, each network node 3 might be
separately numbered N, N,, N, et¢. Hence a route through the
GMSN 1 can be expressed by listing the relevant nodes 3

20 through which the route willi pass. An example may thus be a
route [N, N, Ng, N;]. Looking at capacities av'a-ilable on the
route links,~ that is free capacities, these might be as

follows:

~

25 Link-Cap,; = 30, Link-Capg = 50, Link-Cap 4 = 20
Free-Cap = min (Link-Cap,;, Link-Capg, Link-Cap,,} = 20

e

[Nr" .. Ni] is the route given as a list of nodes 3 from
30 the source (N;) to the destination (N,)
[(S,, P,),..., (S, P,)] is a disruption list, that is,
a list of ‘all the services (S;) with their priorities (P,)
that might be disrupted if the proposed new service wére
installed along that route.
35 The prospective routes are—subsequently listed in
descending order with respect to Free-Cap. -1It should be
noted that each route in the 1list necessarily satisfies



35 The prospective routes are-subsequently listed in descendi ng
--order, Wwth respect to Free-Cap. -1t should be noted that each route in
the list necessarily satisfies Source and Desti nation
entries in the associ ated Custoner- Request. It al so necessarily
satisfies Cost entry (Cost [err] Cbst% _ It may be that the
first route in the list (the one 5 with Re maxi mum Fr ee- Cap) sati sfies:
Free-Cap [err] Bandw dt h* In this case no ot her services need

to be disrupled Al a(ﬁ&engééiHQéi%gptLhE%aéQO%d £, UHYI0: AL 18 L G- Of

the network wth services I under control since route
with the naxiResHesrai | & @legpAerefsprsily patéRdien. Coshepntpy (Cogkt¥ the
particul ar re@gsq)Route and sends a nessage to the CA 6 informng it

about this route in_order to ohtain . the_ 15 custoper,kB agreenent .to .instal
the service on thatIBaFFVC&%méﬁat thft g rst route letﬁﬁnﬁﬁéﬁnQRQBrﬁﬁﬁ

Fr ee- Cap[ &9 r withBahnincixi’munh @re®e Dawpie SR tdfs fiegoet i at i on starts between
the CA 6 and SP. 20 I f none of the routes has enough Free-Cap to
satisfy t he bandwi dth required, the SP representing the conpany
i nterest uses a decFzeenCanpet Bendwddthdose the optimal route on whi ch
services may be disrupted.‘TUﬁs deci sion function I s described bel ow.

| =

25 For RouteLe(r], 1 ....... n, SP computes: &frnl
In this case no other services need to be disrupted

10 (the disruption list should be empty) and the load of the
network with services is kept under cbntrol since the route
with the maximum available capacity is to bé'chosen. Then SP
gets the particular route Route; and sends a message to the
CA 6 informing it about thi's route in order to obtain the

15 customer agreement to install the service on that particular
route.

If on the other hand
Free-Cap; < Bandwidth* then a process of negotiation
starts betweenbéhe CA 6 and SP. )

20 If none of the routes has enough Free-Cap to satisfy
the bandwidth required, the SP. representiﬁg' thé_ company
interest uses a decision function to choose the optimal route
on which services may be disrupted. This decision function

is described below.

25
. For Route;, i=1,..... ,n, SP computes:
k
E1P' —priority
I=
M= i=1,....n
k
(Eq: 1)
where, as pointed out above (P“....,Pk) are priorities of

30 services (S,,..,S5,) that must be disrupted if Route; is to be
established. M, is the average net priority loss per service
if services (S,,....,S,) are to be disrupted.



(Eq: 1) where, as pointed out above (P[err].... P[err riorjties,

. are
~of 30 services (S[err]..,S[err]) that nust be disrupted i g
established. Merr] is the average net priority |oss per s* "” I I
services (S[err].S[err].. ,) are to be di ﬁrupted.
-16- It is rational to pick™t 8 Foute that nininises Merr].

SP, therefore, initiates a loop that Ilinearly searches t hr ough
this list to give t rLQute W th ,m.ni | t{}?%}._ M.
Priority > Plerr] fgg é‘%y rvaeﬁw'luoe#olf %B?Egzr:nml%g% If%l&(\t% ie Vi pmses, M
(Rel ation **$P, thereforg,|tigbkbatexi  UeOP sEheFcesiRRITHE tTAPEPRST |y
di srupted anghtRigRAt8ilS1iBt0EHEEi ROOe tARUEO WHE K RATAMuUm M VEhéh NEhd©F
the custonmer agreénent to install fhe service. t this point it
is inportant to addPFh@FiFh thfe &PT MFendhiut ith & tfe"%/& % osponsi bl e
for the |ismkseofttBel, .Loytke that carry the servi cdRelathendi*3r)upt ed
identify those = sepyi.ces.automatically an fi t ' rout es
(route restorati on)ffor‘l"t h%?r?si Fxf)'g%si ‘b%leer.’ F%q'%g%,g t"}#}jsﬁk %Jlﬁ%ﬁfaenfy_
renegoti at e diskuptedCandedgundihl®e iorinficrdpdr aprett theserartoeschosms is
to mmumse Lhe.lges (il LRLCRUGEAREC RLementN® cdlAEHRANORNS skli& ilcuer
priority services. ) QO herw se,” SP presents to CAits best oPtion
(the route havi it t RBfi MIARR M Er £F) dFRPER2RHI SOpGAt tRRE cd& JrierS
][ray agreqad Oilngme@ehgsmaﬁdwn@t tsM2Rq B rﬁé@ﬂs&d B n Sl @cwft thBel2@ks of the
ree-capacity _ayai e__ont propose oute... _if the .. _cust r
hocont ot he ERBLE tABE cafay BRePESPOFESs £Pthe gt rinsdd d qanctiRt Wies 1
no di strupti sarshdeshendfomatiataliy extid atry dmstfind alterna@iler wicsites
t he custoner 1.5\ b ' 25 or S5 SRBNt S 71 J CRpeoRiMa
negoti at es wi(%yﬁmé% %%sjtéﬁ_ggﬁgsbﬁg ggg%ﬂkﬁérgafsg%%lt E‘é' r equi red . TS i Ce
priority (PRagrinepegotiater iwith ythay CRorrdspangidd eefor r &be| fisrupted
propof ti qmal sgeveess: ThiOrid HbORoHi M4OTERY BEHY I LNvdriu gt By
pay nore. ., If CA accepts a new higher I‘IOI‘II;X, t he SP comput es
the disruption of the lower pr orltg servites.
Otherwise, SP presents to CA its best option (the
route having the minimum M;) and at this point the customer
'
may agree to lower his bandwidth requirement and accept the
20 free-capacity available on the proposed route. If the
customer accepts the above deal his service - is installed
along the route with no disruption and therefore at no extra
cost. - )
Otherwise if the customer wants to keep his bandwidth
25 requirements in force, SP negotiates with CA on the basis of
increasing the <required service ©priority (Priority*).
Priority may for instance be directly propoftional\Eo cost.
For a higher priority service CA is expected to pay more.
If CA accepts a new higher priority, the SP computes
30 the extra cost that the customer needs to pay based on the
average priority loss (M,). The total cost of the service

which is:

Total Cost = Cost* + ExtraCost
35 —-
reflects the increase of priority level -



-30- the extra cost that the custonmer needs to pay based on the aver age

rpriority loss (M. The total cost of the service whi ch is:

Total Cost = Cost* + ExtraCost 35 reflects the increase of priority

| evel - 17 - 17 - Priority =
Priority* + ExtraPriority The ExtraPziority is the anount
to be added to Priority* in order” to satisfy "Relation **" given
above. 5 Then the PaterteghanPsipriay*r suEgtra®Prapatityn, descri bed

above, is applied for the disturbed services. A short summary of
the negotiation process is given below, with reference to Flgure 4.
START 10 step 20: CATRequEStZaPripratyerys cethe mmsHRfedto bgt epdded sbosp

chooses the gligmlryouig ardierabte satabey "Relatiom€¥*"Oligi vl above.
determnes_the feasibility and _cost of t he seryvi.ce,

services tb FEed SRt &gme(mechanism, for,youts sﬁeéﬁ%%ﬁrﬁet‘i?ﬁﬁﬁ’e%ed
whet her exi sabogeseis e@plidd for the disturbesy yaimdcesl.f not, the system

goes to step 24. I i £ o]
drep 25,5 P Sep 2. 8BOFH SHARAT. T 5B Fgﬁﬁégé!%%gasé%%g%%v. 37 et
route) and sbepow, 2¥ithereferemoshdck iigunehd:servi ce requested has a

hi gher sTaggPriority than the ones to be disrupted. If it does,

the system goes-back to step it does not have a hlgher
priority,1& h§t§§’s?9rncéoé'§qtu@s§tse|§h% a sexvdserPesproyddedates with CA 25

- to | onegtbandy, dttlz.rsmluweaeaks the optimal route ava®fRable in the
to increase the service Ol’lt in this pI’IOI’It S

directly proportlon%Tttg ﬁ%ﬁ?ﬁﬂps é%%eéﬁafibh%ﬁgy En?oqﬁﬁéih 5
the CA finds this tth&0 servn.ce beandasbheald exrvidés i toddss, dn.aeupysdenﬁ:gﬁ)es

to step any).

15 step 23: SP determines whether existing services will be
disrupted. If not, the system goes to step 24. If
they will be disrupted, the system goes to step 25.

step 24: SP informs the CA about the proposed service (cost,
route) and stops. -

20 step 25:SP checks if the service requested has a higher
priority than the ones to be disrupted. If it does,
the system goes back to step 24.. If it does not have
a higher priority, the system goes to step 26.

step 26: SP negotiates with CA
25 - to lower bandwidth requirements -
OR
- to increase the service priority (in this model
priority is directly proportional to cost)
step 27: a check is made as to whether the CA finds this to
30 be reasonable. If it does, the system goes to step
24. If not, the system goes to step 28.
step 28: SP negotiates with CA to alter the service (step 28),
then alters the technical service description and goes
back to step 20.
35



-24. ILf not, the systemgoes to step 28. step 28: SP negotiates with CA

-to alter the service (step-28), then alters the technical service
description and goes back to step 20. 35

- 18 - This is a sinple exagple of a SMA-CA interaction
process. However, there will be situations that woul d demand nor e
conpl exity. In the foregoing, agents have been -considered to
be 5 robust andThakl pigofa sIﬂb.Sei Semple\areal i§t istaRCRUNDAt@Paction

since it is entirel ssible th coul
section di scFELHow ?’ﬁ’é’ eVEfai f ﬁﬁegﬁ’e%f %I(fd‘l IW ns Eiic LGl aﬁﬁ“?ﬂge
10 AGENT FAI InidRfe complexity. The systen1 nodel described above

consists  of pﬁysﬁ:zna tt%}m% %&‘B%Shébgt b@ erc%fz%i‘de%% BT

under | yi ng S networ erred to as
network 5 robustiraRg ﬁ@;quo& of "‘ﬁgéntl§ mcg vﬂno%@lfkfﬁb’tq oRSFUMPBi Rnage

15 and contr @l; ddee {@VEN 1ent:.:?@l?e’bf>9§ﬂbi@e%ﬁai:uﬁ@*e'nﬁt@s ddwa fa.'Ll agenhs
have certain responsibjlities which i %1 % %F nla e ‘of -
P ki nds: VR TSFELGR ESREHARERAMoY The AGRALRkRE BRo8ten dhents

t he responsi laigertty fizfilund.abl y controlling certain nodes 3 and i nks
2. As a Contractor 6, 20 the agent nmust ensure provision and

mai nt enance of the services that have been agreed upon.

The stabil®t AGENT FRAIIGRE network 4 would initially - be disrupted
when a SMA 5-fails. oha S%tﬁ‘én{ CUHE&éﬂce%lets@%‘:lbed 96w %Bﬁ‘s&fs*tgn obethe
agent network 4 breaks down, in view of the agent S fallure
its responsi BEFeRtdaldye two n?ﬁ?é&"flﬁndéaa'ﬁ:hb&nﬁ?%?@ ~ sEhe %al

ageRt neth wor bhys:.cal:DebamumircatIl&asahaﬁ'gﬁ&kl uelfasi:sdut\b eas emsu m&b&work
ei ther the f.ai t ., is.revive s.option cannot be
eal | sed spins: ATAUER. o) 82T SULNES Bl 6 mact SRS, AT Hihege
its 30 Uei glntiou:rcsntrol Sicnee @M’ 1. r esPonpeliflormy thededfuasctiang the
modi fi ed f ol Loy Uy d Akl of 8101 446 SHALEH 3% Stheir most
He

renor mal i sed a new stabili ty thre Concerning t
stability thgg§ﬁ§pa foxeh st ,gwo <1nds Managerial and Contractual.

As a Manager 5 the agent has the responsibility of suitably
controlling certain nodes 3 and links 2. As a Contractor 6,
20 the agent must ensure provision and malntenance of the
services that have been agreed upon.
The stabpility of the agent network 4 would initially
- be disrupted when a SMA 5 fails. _ In such circumstances the
normal operation of the agent network 4 breaks down, since,
25 in view of the agent's failure, its responsibilities are
unattended thus giving rise to an "abnormal" agent network
behaviour. The abnormality lasts unless and ﬁntil either the
failed agent is revived or; if this option cannot be realised
promptly , its responsibilities are suifably allocated to its
30 neighbours. Since SMAs’ responsibility schedules are
modified following the failure of any agents, the system gets
renormalised at a new stability threshold.
Concerning the stability threshold, each agent is
designed to work during its active life at a certain load
- 35 level (number of gqueries to be solved) and it is able to
manage theoretically any number of nodes 3. In-reality there
are Iimits beyond which the agent’s control system might not
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de5|gned to work during its active life at a certain |oad_35 Ievel (nunber

-of gueries to be solved) and it is able to manage t

nunber of nodes 3. In reality there are rimts beyaon

agent's control system m ght not -

-19- be able to satisfy the perfoTrrhﬂce criteria it was designed
for. The st ability threshold is the average |oad (contractual

and managerl limt beyo t he S 1
respond in a §t 38&8 ﬁ&nﬁ&tlﬁ?é't% e poer&?éﬁ”\aé' ﬁ"esse(? t%'gﬂasataeen&ed
Initially weorassuneThe¢ hestabgkitys ti:rresu'milﬁ)r p?rﬁ snthe p¥exese t Hoadent
network 4 an e c rm‘;g;gﬁglg,g h th
correspondi ng"i’gge%@ é p%%&gl g‘?fngégngi Load) PHips the |inks I nci deﬁf up onet he
node 3. Letsustemsuife PAG F@eral ter §e§p°adsm 5a( #&ablie; mgnnexnpgo the

nei ghbour isnggol/Rs ¥ ghdressggccggel@ware of A° s failure (through detection
of al arns) and t hus, take over A's respansi b|||t| s in _sone fashi.on.

To achi eve thi SOEEIRILEY ofe c AR at FRFES t KBS T o @F pBRFPRL S\ N
5 who know abetireénsthei hyeati neewdek &oanégche agMswnl.15 THerefatd, ocdion

of A's g n n X I, 0 bi I5
The basi s OP&PTS g Q%agngagﬁ'ﬁg%%%én? ?béalél Ef nOd%bl% %%d ﬂdstsﬁﬁg solgﬁe vﬁ'nf
value is cor'r'pk;eed,llm:-lfsed2 ohnchdeptr ppen the sltl%@% 8f t HeethevfwrRsSyme| Fhy der

to conmputg thg; Pl ddi Bg 20skmneti@R1r keum)cri tyeyd &éi@f&omqmgcmsdefﬂdl
Based on those criteria the bidding function IS 9 t.ed sum of

sonme pre- conpRfene paYanet et sA'(%rfélfl&reeé(?HrEPHPeﬁiFBﬁftl°n of alarms)-and

Werr] C Wﬁﬁé] tRxe Weer] A0s+ MorsiBi2G tiesenesoe fyshiomnd Mare
par anet ers uted,_, for

paramet &< SRRMEenle S lhcer, B Bhl iR iR) 20 0 e
Not ati ons: N3M&s n&i ghioolmiony adusstt ;A'FBA ﬁaihuredlagender to negotiate on
15 the allocation of A's management and contractual
responsibilities.

The basis of negotiation among agents 5, 6 is a bid
function (F) whose value is computed based on the current
state of the network 4. In order to compute the bidding

20 function F four criteria have been considered. Based on
those criteria the bidding function F is a v?eighte_c_i sum of

some pre-computed parameters (one for each criterion):

F= W, C+ W, R+ W, 0+ WM
25 o -
where C, R, B and M are parameters computed for each
criterion, as explained below, and w, to w, are weights, of
which w, and w, are negative. -~ '

-

30 Notations: NA = neighbouring agent; FA = failed agent

Assumptions:
[the more links a neighbouring agent NA, has connected
35 to the FA’s nodes the greater is its connec%iivity Cl
[the greater the connectivity C the greater the chance
of NA, to win the bid]

"
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CRITERION T: CONNECTI VI TY PARAVETER (C) Assunpti ons: (the
*nmotr e~l i nks a nei ghbouri ng agent NA, has connected 35 to the FA' s nodes the

greater is its connectivity C [the greater the connectivity C
t he greater the chance of NA. to win the bid)

- 20 - CRITERION I1: SERVI CE RESBENSI BI LI TY PARAVETER (R)
Assunpti ons: [ The nore services a nei ghbouring agent NA[err]
provi si oned _usi ng t he Irnks that were previ ously managed by the FA
t he : : DY SR ETRR NtR) Nt hose
servi ces] The greater the responsr bi Irty R the greater the
chances of N&[sesr"r"]l"%mn ‘n the bid] 10 CRITERION 111: OCCUPANCY (O
Assunpt i on: [TheTheraserdireses nehghhhboingnpenfe MA;NAfevijidned

that is, usilmdf PHEA Phxd h’EhQ{:'”QSEet %rg\},ek'ugiyt handgeal ﬂi;astr?ﬁ Oﬂ‘fdthQ

its queue Of 1ncom ng NMESsages i ts oCcupanc
[ The great®r ﬁ%%&ﬁn(ﬁ?sﬁwqbééééﬂ & &ot ﬁﬁpéﬁﬁhﬁésand malT‘B?thEh°se

NA[err] to wgkdvieds d] CRI TERI ON | V: MANAGEMENT (M 20
Assunpti on: nor e _a nei ghbouti nt err IS enga ed
as a manager MEDet ear%e” the 5?5%9 h’rgg@é'nt IM; 9 d
exerci ses ovehameess oX &N konksn2tbé bhé]underlyi ng network 4, the
| ess availability it has-to be the new manager with 25 respect to the
FA' s nodes and |inks] [ The great-er the managenent engagenent
M the | esseRRITERION JIThe QOCIBAMNCT Ot he' NA[err] to win the bid]
Assumption: i -

- [The more duties a neighbouring agent NA, has, that is,
the greatei' the number of gueries the agent has stored in its
queue of incoming messages, the bigger its occupancy 0]

15 [The greater the occupancy, the lesser are the chances
for the NA, to win the bid]

CRITERION IV: MANAGEMENT (M) -
-./
20 Assumption: - X
{The more a neighbouring agent NA, is -engaged as a
manager M, that is, the greater the control it already
- exercises over nodes 3 and links 2 of the underlying network
4, the less availability it has to be the new manager with
25 respect to the FA's nodes. and links]
['i‘he greater the management engagement M, the lesser
are the chances for the Nz}.-r to win the bid]
Each SMA aware of A’'s failure weits sufficiently long
30 to receive messages _from other SMAs and the agent with the
highest bid function value takes over whatever
responsibilities it has bid for. This whole process is
triggered each time a SMA fails and proceeds until its
responsibilities (both as a manager and a contractor) have
- 35 been reallocated to the other SMAs aware of its failure.
In an example of the above bidé.ing process, referring

again to the Bidding Function F, the weights W, W, W, and w,



~Each SMA aware of A s failure waits sufficiently |ong 30 to receive

*messages fromother SMAs and the agent with the hi ghest bi d
function val ue t akes over what ever responsibilities it has
bid for. This whol e process is trlggered each time a SMA fails and
proceeds until its responsibiliti®s %both as a manager and a

contractor) have 35 been reallocated to the other SMAs aware of its

fail | f bi ddi
agai n Lo theCBPadPRg BURRE: Gk, Tt ABRIREE wEerrPPorueRERE orndlfi. ™

werr] However, some structure can be impeséd on w. Figstllye Eyﬁ@@dand
are subj ect Qeﬁ &Pgléf%‘l tSsecon t?wey,eran OFE 2d WddHE Fan Be
| mposed on err dre both positi ve

Secondl vy, V\[épr]tWV\P-@rhrl]bl&Oé?Ynegéf?%‘é- dughirdlyg t‘ﬂ@ r PRRi Hewigant

ef fect. 5Thraéusr mh5e B@Séhéiqmdmti tdyapaamndtslr e)t herkoraesté iny
paraneter (C). Therefaore the %i;\)l‘% ?as been given the value 1.

The ot her me?’ﬁhﬁgtﬁgveh?)%eheﬁ?v%’nv?‘het %I val ues:

werr]= 1/[err] 10 The othdererdieghtls tlnavavebega ngien ofhé i nicsl loonimegt ed
to a nodg ]i!_]g he network (fan-out). werr] = -10/[err]

where [err]= £ otal nunber, of nodes in the network. Werr] can
be tuned according- M0 =t He'Br afio of agents to 15 nodes. A normal range of
val ues wq@l d be 0 tgheda B Ihene abégéﬁé hﬂﬁbéit be 9finkEelbhreetradas 4 he
closer wWerr] wll approach to -1 having the overall effect of
spreading DA8Ra4BrERE PEEPSRE lﬁﬁf‘t‘?“’&ﬁmngst more agents by increasing
the effect on F of = -mrypexpressmn for vv[err] m ght for 20 instance be

"1/ cluster size™ \here the ste ize Jqs_t aves age nodes
managed by one age"\fw et s~ nﬁ’k"’e u%?%lrf%ﬁc’??% T 1 ess e’%%n’% v|"\’/’g]f{’[o t he
real nunber of nodes carxmkmag’eulne@ aneoageng (] thuamatueoa«véragemtbusxmr
size is relat h of tipn may,be
gi ven oot 5 HY4EY. Ig? hx%}( —Qj\ aluf;— %J\%Pe 1’5’% Wy s CENARI 1S
higher the ratio o agents to nodes, the closer‘jh will

approach to -1, this having the overall effect of spreading
management responsibility amongst more agents by increasing
the effect on F of M. An expression for‘y4 might for
20 instance be "1/ cluster size", where the cluster size is the
average number of nodes managed by one agent. ~This makes the
bid function less sensitive to the real number of nodes
managed by one agent (M) when the average.cluster size is
anyway relatively high.
25 Thus the bid function may be given as: -
F=C + 1/BR - 1/p 0 + w, M

- SCENARIO
We consider a 10 nodes network with the average fan-
30 out of 4. A, B, C and D are four agents in the control layer
and each of them is responsible for a number of nodes 3 as
given below. Taking the case of the failure of agent A,
while B, C and D are its neighbouring agents:



V‘é consider a 10 nodes network with the average fan- 30 out of 4 7A B € —

*and b are four agents in the control |ayer and each of tﬁbwﬁhsﬂ%wBum
rébponsible for a nunber of nodes 3 as gi ven bel ow. Tam

the failure of agent A, while B, C and 9 are its nei ghbour| “!l,
- 22 - Fail ed agent = A Nei ghbours B, Cand D

wei ght s: m{err] =1, wWerr] =1/4, Werr] = -1/10

and W err] -~ Aagnts Details Agent Nane: B Connectivity
(B's nodes to = 5 links Provi sioned Services (wWwth A's

cooperatlon) elgh?&u\ﬁsce's Byp € a@lﬁ‘rPent Queries to be sol véd

= ManagadibNgd@®rmula weights: w, = 1, w, = 1/43 w, Agenfidane: C
COnnect|V|ty (C s nodes to A's nodes) =2 iF 45J - Provisioned
Services (with A's cooper ation) = 10 se?fﬁic‘@‘s 15 rrent Queries to be
solved 5 =5 Managed Nodes

=1 Agent Dp nnectivity (B's nodes to A -s nodes) =5

i nks rovi Sl one ervices (wwth A's cooperatlon) = 3 services 20
Current Querfg§ntoNpaesoPByed =3 I\/anaged Nodes The
resul tant bi ddtoney@tLeieye(p’ s hOdefd€HtABs nodés)5 + 0.25"§ 1ifkd* 4 -
0.4*3-= 5.4 2 for ﬁgent C . F= ? + 0.25%10 - 0.1*5 - 0.4*1 = 3.6
agent D % Segviees  (ylyh sAls sogeperatiqp)l FofcPBIYHAPEs
t hat agen® B |®.1rmw&mriesotd>tbwiéd>lv@&e'. over the respansi bilities of

the failed aggpy %%dd?q% Referring, to the Figure t he b|dd|ng
process descri ove can be set out in the-formof a f?om/cha
Agent Name:

Connectivity (C’s nodes to A’s nodes)
Provisioned Services (with A’s cooperation)

for

2 lfnks
10 services

15 Current Queries to be solved =5
Managed Nodes =1
Agent Name: D
Connectivity (B's nodes to A’s nodes) = 5 links
Provisioned Services (with A’s cooperation) ‘= 3 services )
20 Current Queries to be solved = 3
Managed Nodes “ = 5

The resultant bidding valdes are:

for agent B F= 5 + 0.25*%8 - 0.1*4 - 0.4*3 = 5.4
25 for agent C F= 2 + 0.25%10 - 0.1*5 ~ 0.4*1 = 3.6
for agent D F= 5 + 0.25*%3 - 0.1*3 - 0.4*5 = 3,45

The conclusion is that agent B is the winner, so it will take
over the responsibilities of the failed agent A.

30 - Referring_ to the Figure 5, the bidding process
described above can be set out in the form of a flow chart.
It is triggered when one agent becomes aware of a neighbour’s
failure (step 40) through detection of alarms. The alarm
mechanism may be seen as a simple and continuous check, in

35 which periodically each agent broadcasts a message to its
neighbours and then compares the list of agents replying to
this message against the list of the neighbours.- An agent



It is tri ggered when one agent becones aware of a nei ghbo i ure .
~(step 40) through detection of alarns. The al arm rrech eh
as a sinple and conti nuous check, in 35 which periodically %ﬂm

broadcasts a nmessage to its nei ghbours_and then conpare

agents replying to this message agai As€3tfe list of the nei ghbours
agent m ssing i s consi dered "dead" if and only if a li nk
failure al.arm (cut_ connect i on

| t
agent has nofif8&RY i SRAF ISR rre‘g%% ?’g mﬁﬁ'@% rkharh‘l&%e?a gg%?s
may be used tdampddicatt hmnnelqmwze)dgf@z(lthea cox@lwmhthlgbr! hekml Heltli*sthéf—

current nei gify %%&5&@ lnéfﬂﬁbéﬂegébg?ved th@h@'%@éﬁld¥“¥3¥ﬁﬁrded to the

The next step each agent aware lure, is to ute

t he bi ddi ng ﬂ&ﬁ@hb@hlrls Bp¥p ba, wsed €3 t‘bp‘%%?ﬁi d’ﬂi‘tell”( s kBRHL Bﬁ&evafhe

(step 42).5 Tabha@.nu;hehezaaanéelitgtoéf FuREH nel@@ifouds WillhRelgotRennin a
cycle, steps during which it waits for announcenents

and bi ds ?‘8 Bédldé‘é’gi \Pé'(?cﬁsérh ot her nei ghbouring agents. At step 50,
it checks its entryTnesszfegas baephi flsrr ety edgbnom averet s agent A's

nei ghbour i ng -agents o %‘{%%e% i dltrn;e f’i% an , S Cogﬁ’%

makes a deci Sron as to V\/net her € W nner een fourd.
because agentoBskad puteitedoun blaaﬂﬁbuﬁcéﬁ‘éﬁp #%) { heTakim@rthe (ﬁﬁ%ﬁer

agent, ing tgreR ¥agentTESHANAS B(S{€PLREN- obé hhtba%, dcl@Nascdps 96, the

cycle but, if not” it _continues to ste which is ar at or to 20
cal cul ating ffe &fnnét. AREZLpE Which it yai ?f %Fla‘b‘?%'én %\’0%1

recei ved frogot be eeldedved ghb@urdﬂm@zagﬁitgmbcﬁgﬂnig Rgents.| | zetga;trep:om@ out

of the cycle,and this me_conpare the elved t ts
own bid, to $ nﬁh?ﬁié V\%% ntﬂ? e[sespEl 9w fqr Fls Eegg&i%g%?gg{ﬂ ?Vl%élbe*
recei ved ageei gBbasringl aw&u‘QtSf or &oreasmoalnicensatisodt Jthep V&anmen At
return tgs {:Q §1t3ar tltpfmélt% Cxch%m%&% 5&% to whether | Bfel WA drH 5aHUt

of the cycl e, relate to the cases where anot her

nei ghbour i ngbagéntfomé Thicei waldame bPEgaps £ orIEBtafe MRS JRASYHB)2Aind
where agent 2@nBuh&eABREr 8t lthiet ke nhiekSitrh arRAgiere ag@ﬂt t Ren Gitds erithiely

therefore finds the winner on..its unt steps 44, 46 A
further test™RS83885pd ShgRe eltﬁgn ga Sestl ‘ifg’“ sutbs the cycle

but, if not, it continues to step 44, which is preparatory to

20 calculating the winner itself. That is, if all bids have
been received from the other neighbouring -agents, agent B
will again come out of the cyclé and this time compare the
received bids, together with its own bid, to6 find the winner,
step 46. If all bids have not yet been received, agent B

25 will wait for a reasonable period, step 51, then return to
the start of the cycle, step 50.

The two routes out of the cycle, at steps 43 and 44,
relate to the cases where another neighbouring agent has
received all bids prior to agent B (step 43) and where agent

30 B is apparently the first to receive ail the bids and
therefore finds the winner on its own account (steps 44, 46).

A further test has to be made in either casé, step 47,
by agent B to assess whether it itself is the winner since as
the winner it must assume the responsibilities of agent A.

35 Thus if agent B finds at step 47 that it is the winner, it
will update its knowledge, step 49, consequently taking over
the responsibilities of <the failed agent A, send an
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by agent B to assess whether it itself is the wi nner since as t he wi nner
“it” mist assunme the responsibilities of agent A 35 Thus if agent B finds at
step 47 that it is the winner, it will update its know edge, step 49,
consequent |y taking over the responsibilities of the failed agent A,
send an - 24 - - 24 - announcenent,
step 53, to all the other neighbouring agents I nvol ved in the bidding,
and term nate the process, step 54. If agent B is not the wi nner, agent
B updat es |t a@nbunisement, (StAP H3.adm @ihghe REMREMeLGRPPURL N REABES

step 45, to 15w@1wciellnt tHRMBY RS AGSS avht EeEMn%anehelﬂrBu&yge s8kpes4t han

wth agent A, gaﬁ agent B then nmakes an announcenent %kﬁ poer,

step 53, to Afl et §hBST iThE JGARYL: 298RGoPy&PY qﬁu??ﬁ Wt *&nd

term nates tkemer (bqess,s:.sjrﬂmgSZh pointer * ag%afterzx giimdérguretép 498, aho

al ternati ue yersian, «f Qe h0-Racess, sLeps,Lo PY Hie,80°Phendtobhan
ﬁegﬁs if ey ave

i ncl ude addi €rgnA Whi ¢ ensure
updat ed whEhs eloeat @pprma:at.elaggemt ra)mhempwtemgpmm¢w%m©@t a9,
45. thk" &*ﬂgje%ersé?&p id3 a0y %1'.’1”0%11%99 ﬂ‘éﬂ&ﬁfso@fsﬁﬁé 1§géﬁ‘€§“ ng

its entry nessages (ste it goes to ste nmake a
whet her it ha3valve ?nubﬁﬁlkkﬁ¢%@£¢eﬁﬂﬁ(i?rm4natesr§§§eEF°5FS§'m?EﬁEr541f

IE hafw it 3! npl%' gmesefﬁlﬁgci’o(lsi@pre 6, S . an{iltérﬂf@ts:nvé vé:f:si@fi,er'&SISet?
Sste n con as 4in e versli o ur e n
or e o 30 e ERRre5, FRepa LRhEOTER Hh i 33Ses Mot apcluft gadtifarsy

or 45 (updat cthgcisn khawhedgdlow ashegni iy a gyEudecr )thdy sdiasve wpdatedf or

L tsell, st enihsel 0B ML Ebp AT UPIALEILE rond RONASHHAGPEELE

Wi nner . ure prOVI
agent B receftfes all bids (step 44), conpares and finds the W nner

(step 46), then :ﬁNbﬁﬁﬂHeﬁgféldﬂ5“1fr§§6h¥e% bws BREOYAGRERN s Biest he
wi nner fraom anot her gent t he version of Figure 6, the- subsequent

announcerent TSR NG aH5R ent%’éé?ﬁsﬁ?gﬁ%ﬁ}m@b 454 - tétsms(*é?e%t%ﬂ) mcePt he
check at 30 make a0Qheick wHuvkexrd sxtramdﬁhea&yahpaaﬁ;dbeu uRdrdd in

fecel ves an SHABHAECRER 3% nddr oFr BAP. *hof SRERKIBRE T SHObLAT TP
agent. Agai nS4}he &driat| bgea’ ¢f it reverts to step 47, and contlnues
substantially as in the version of Figure 5. In order to
20 supply the information for step 100, however, after steps 49
or 45 (updating own knowledge or assigning a pdinter) it sets
a flag for —-itself, step 52, to show it has updated its
records in respect of a wfiner.__ ) -
The version of Figure 6 provides for the case where
25 agent B receives all bids (step 44), compares and finds the
winner (step 46), then subsequently also receives an
announcement of the winner from another égent. In the
version of Figure 6, the -subsequent announcement will cause
agent B simply to go to STOP (step 54) since the check at
30 step 100 will show its records have already been updated.
The version of Figure 6 will also deal with the case
whether an agent receives an announcement of a winner from
more than one neighbouring agent. Again, the extra logic of
updating its own records dan be avoided on receipt of the
35 second (and subsequent) announcement(s).
There may of course be further alternative processes
to the above, without departing from an embodiment of the



updat| ng its own records can be avoi ded on receipt of thelﬁﬁs&&mﬂﬂeeﬁkﬂﬂaced

. subsequent) announcenent (s). There may of course
al'ternative processes to the above, w thout departing frmm
of the - 25 -
I nvention. For instance, the process st ep% fol | owi ng START m ght
I ncl ude checks to aviod repeating a response to al arm nessages whi ch
have al ready t}%%%nq:e%ﬁre\ﬂlt&%n FoP instance nﬁﬂ@p%@@%@sdgﬁébbpfblmoﬁing
bi ddi ng procéss, cert assunptions have been mad

fol | ows: START nght Ancdgein RRFRSDRRIAERS W??‘Fta’r&g o? h’é?s%fjﬁi?
the comunigharmiwdt@aged eGich Mive dl¥adctbeen dealt with.

comuni cation. 10 2. For the sake of sinplicity, the bidding
al gorithm I's designed to involve only neighbouring agents
still comhected Ihrbhlgrabovcb rdascription ofpfa bidding process, certain

communi cati o 'Ely)%e,_. follows:
nei ghbour s vv%gss\gm%t&nnum caat | Ob%%l nksﬁﬁgave een e as previ ouslé
interrupted would lnot Aaeagaatecapocommumcate “with a?%aﬂth?ﬁeaﬁﬁﬁ'ﬁtl

failure alarnms but they gpa communlty usifi§ei V@iré&tor ndti oni n@bpett

the final bidding eci sion taken by the agents directly
of

connect ed CORPURLFRE ?31 | ed agent. 20 The transfer

responsi bidities away frportticefsdkedt s:.mpgénu.tlyi, ghhebhiddpngnekmedithmone

of two ways. The w nni ng%lsgeTs %gh QBI[J Qﬁﬁﬁ{]o ex r%msa§gn{:§e

failed agent's dat a m wher e act the

i nf ormation pr evi ous$ yidbhnedceynedieed o I'@!?Qi{gé’ht diregits of1iBYEr seCfs

25 based on the aSSU”Dt'98mﬂﬁn§c¥€¥bﬁla@£€§SL¢Hé3(¥ﬂﬁieﬁﬁsﬁgenh seresd
approach is based on the idea of the "w nner" re- L ﬂg
information stored in t hBe}gRPRYrsg¥hOSE o%ﬁ‘%f“um%"s??t tla h(,a(]"rer REFDH
not avail@pl e) through dpabegoasiit hintethepted haroul®i gidtoube abléeheto
failed ageat. Using } his.30 pr.o ng'it L S, |II bF) 0:Y§£
I nformation, such as Bﬁﬁ%ct Fggt f-g%tg’ ed afnz"cHS rn?saflggé I%écd | ces
failed agent's |inks eéceive information about the final blddlng
decision taken by the agents directly connected
with the failed agent. .

20 The transfer of responsibilities away from the failed
agent might be implemented in one of two ways. The winning
agent might for instance gain access to the failed agent'’'s
data base from where it is able to extract the information
previously owned by the failed agent. This of course is

25 based on the assumption of a valid/accessible data base. A
second approach is based on the idea of the "winner" re-

building the information stored in the failed agent’s data

on

base (that is currently not available) through dialogue with

the other neighbours of the failed agent. Using this
30 approach it is still possible to recover information, such as
connectivity-nodes and links, installed services on failed

agent’'s links etc.

SERVICE RESTORATION -
35 The above describes the response to agent failure in
the control layer 4. However nodes 3 and links 2 of the

underlying GMSN1 may also fail. When a node 3 fails to



SERVI'CE RESTORATI ON 35 The above describes the respmgg,e;t

~failure in the control layer 4. However nodes 3 and I n
underlying GVSNL rmay al so fail. When a node 3 fails to awmml”",
26 - operate, all the links 2 incizent upon it fa|I
Hence node failure is equivalent to multi-link failure and t hus
resolves to the nore basic case of link failure. I t therefore

suffices to ceperate, t Adlptbel dinds 13 nkndizidnir eupon 5i 1Al Faihe toeopezase.
“runni ng” al oggnédenbak! edih iR S.L@Lgcﬂu.t\?al r%t deg eﬁﬁf@lﬁﬂgnﬁefEQEhgg fand

Re-routi ng an exi st | ng service can be” regard
servi ce provist¥hi R§sOlves to theTH@’F%sPBFhFl SASBr @(f-edd‘r aﬁ%b%‘éﬁeappllltes
t he sane thenetope ds hOEDEe s OUbi aenﬁieeeduhe pEeH1EAr oFCLY h&e FRAQVWIXS. ON

10 and referr t o, above. . . i | ure of e 2. cayses
an al arm 5 %sﬁ%@ PETBaC88nt ré’lﬁ’f’& c?’j'lq e %M{’rﬁg ﬁg%ge
the |ink. Thelepcted handi dentotted. thReaf:betiag aeregktesihg servbeerean

“routed and pagese theyddetdsg WEUE LOpbooHoALEIL bIgy A0 SrlEy of thel !

priority. are-ro mlar to
the request for a n@%%e?%%@ratloilalplr@&@ﬁu@@scadmﬁd eppliesndihphbeame

asking them t¥rdHdliad bound £B8LRRhEVErsOLEEse UL EdNgeriickedrbiyRkionlhe
re-routed rbc]grw e |s the stabl ishnent of a route wth the Capacity of
20 the dis?upt ¥ origin (where disruption occurs) to

desti naél on (V\,here d’hsr upaiDUren]gsa a IV?WTi‘]gelllnk rerS]L&élﬁsémvanbeenarm
) t t t
o chosen.  messdte RRBATELR SalBlphbreatly Vo iR 'S, FEFRRPETBLPOEEE o5

i s chosen.
for the servithe lini.s The BUADEthere: 1dentif1es thet béfecked mermitesntbi ve

routes W th tfae ~eeEit@d andCPaCEEYthem 1n its V%Ué‘nﬁe t%O%% li%gh.rt W2tn! £R

stringent - insufficCient search

Wiat ever theoF88E Phe WH83gi nBFLRGLIEEA (t ﬁ'éeag%‘m fo sendfhi @& BetFerting

failure was seguelsittedyninalstislegiaglwpatcd Gl requéde EbPPlaE LI S€rPice
rel.ax th nts and. try a

K
T shoul d be AGPERTIBSSFLREAIN FA H D0 Shanrs aricing HEto proviae

alternative routes around the- failed link. The re-routed
service is the establishment of a route with the capacity of

20 the disrupted service from the origin (where disruption

occurs) to0 destination (where disruption enae). When the

results have been returned to the SMA responsible for the
failed link, the lowest cost rqpte is chosen.
In some cases there may not be an alternative route

25 for the service. This may be because:

- there are no alternative routes with the required
capacity; | )

- the cost limit was too stringent:

- insufficient search time was allowed.

30 - Whatever the case, the originating SMA (the agent to
which a link failure was signalled) must decide what to do.
One simple course of action could be to relax the cost
constraints and try again.

It should be noted that although in Figure 1 there is

35 shown a 1:1 relationship between the SMAs 5 and the nodes 3
of the GMSN 1, this is not necessarily the case. Indeed it
is —more likely to be found more efficient that there are



35 shown a 1:1 relationship between the SMAs 5 and the nodes 3 of the

- GQVBN 1, this is not necessarily the case. Indeed it Is nore likely to be
found nore efficient that there are - 27
- fewer SMAs 5 than there are nodes 33 each SMA 5 therefore
controlling nore than one node 3. It should al so be noted that, in
t he exanpl e of the present invention described above, where there is

failure of FeigentsMAsansl fgant tBere tlre wioder ,3 AgeathBSMAKkes toverefdize
responsi bi | i g3 081008 B HLPLAR! bl it Y De found  more
i'e

efficient that the Tespgonsibili s of "Agent " A are di stributed anongst
more than one ot herITtgeheuifdalse Beddiaked thabcetr Hhy eramdler ©f the

al ternativel y-@gedesi aoedtivanaebati bar 88BYE] NGnaseNEsebe i Nt T @Fe of
sel ected responsibilities of a failed agent, or that_each neloggbourl ng
agent putS fHFREEIA anfl (AgeRRt B 1 Fhe MFRASTonsRIeR By E8gs: Qyer the

di fferent reeppaBsbbiliitiiess off Ademtf a.| edrngppacticd) ikemaly be found

whi ch corpr | B8%a HHANGHTE)  SPTodEhs o RABSIE Ty LaPt | 0| R nd VIEY ei n
comuni cat i oAissribobedcamohegs prwreldtharm canes boirersagentbrandgthe bidding
predeterm nédrocess may therefore alternatively be designed such that
10 remaining agents bid only for selected responsibilities of a
failed agent, or that each neighbouring agent puts forward
different bid functions in respect™ of different
responsibilities of the failed agent. -

15
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‘servi-ce paraneters by allocating selected |inks and nodes to said services
“on- a-priority basis, the nmanagenment system conprising a distributed control
system which in turn conprises co-operating intelligent soumm '

sai d software agents individually having cgptrol over the murﬂ“‘mu)m,
one or nore allocated nodes of said plurality of nodes, and*thereby *havi ng
control with respect to commruni cations services provi ded via said allocated
node or nodes, wherein at | east tomaryfs said agents are each provi ded
with: a) comuni cati on neans for comrunicating with other agents; b)
associ ated data storage for holding data which is local to the agent, in
respect of the net waér k; cqm)municat;idxts’ ngxem:-xmnskf omamqnglemdm'g daysatem, t héodat a

st or age; i g ]F@{s‘!, | g tr t
for issui n conrtlg%‘[%‘i to an aq' &a node or n%léll'mg]"'c'eg'l &% ﬁghgg
di stri but eg mm%nt%dy terpidiicdl hgks e%reﬂnmlmm;m Gnmammwetn@tmevamyes

neans of sai GLPNheol pSboiats 't!b reaBeBmerk0 é’c&é‘f&ﬂﬁ@r tHPapeehetBYmined
reconfiguration of one or nore of said pIura It nodes subsequent to a

deci si on- makiSRF Prfc FALARFRILR &Y AdAFSEINg §€ i&é’ ligksyang; godes to
deci si on- nakisxid néervigesceomng mimmtgatbmsfreaaae arrahatg?aﬁhtonsyscem

f dif rd
Ty pacc At TR gL TSP 4 s AU ofdesns
comuni cat® ond ntedids geovtpr | st tesmge dgenttser s foaiduews oftwaseagesgents
received by the;i3g %ll&,t aVlél% %o%ﬁ%@.%%‘i‘o’&ﬁbng E@lﬁhkgﬁioﬁngfogvﬁihgﬁ

precedi ng C ai ns wher el storage is a dat a
gl obal to th&9F& Wedecated nodes of said plurality of nodes, and thereby)g

4. A SyShemiarCokdntgdlo @MYhoneesbetle PheCcEshmEn{tatiBnyhestvitbe

deci si on- nmaking.intel l.i geng provi ded eneri_c agent code,
i ncor por ati n§ ™ 5’8{ a5 Yoo Sat ﬁitltﬂ?&te% °%y % naAd&Sam according to O ai m

4 wher ei nl &t I east whereint&ecrdmms |1trh|mmmanacdrt$bm bareticepuprogided by

al gorithm ,cagLo Iy syst f

nmanagi ng a netvvork v\)ﬁmg COWDFI%%S%}%%UI’ n%eéo%%enng& ed"?%tomer
traffic |ink¥Feaugeteby aeeanfigudadd opend @e@ @ﬁn MqorQﬁnsmcﬁtmluslmnrs
accor di ng t 0oRr daldr Hy GtbSR V£ CcHREATE! 6&§p9¥ Eggaeat 39 3 a3 Aded kS

and nodes to sald services on a priority basis,
agent or agents associated with that node or nodes,

20 subsequent to a decision-making process initiated amongst
said agents and based on parameters of said customer request
modified in accordance with said priority basis.

2. A communications network management system, for

25 managing a network which comprises a plurality of nodes
connected by traffic links, wherein communication services
can be provided to customers according tc; predetermined
service parameters by allocating selected links and nodes to
said services on a priority basis, the management system

30 comprising a distributed control system based on co-operating
intelligent software agents, said software agents
individually having control over the configuration of one or
more allocated nodes of said plurality of nodes, and thereby
having control with respect to communication services

- 35 provided via said allocated node or—nodes,

wherein, on failure of an agent, wone or _ more

neighbouring agents are alerted to said failure and initiate

) ThlsSheetHasBeen
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agerrent syst emThis uted control system whi chinturn

°corrpr| ses co-oper at software agents, said ﬂ”m

i ndi vi dual l'y havi ng ' l lt he configuration of oneH l "ﬂmﬂﬂmmﬂd
nodes of said plurality o ﬂo es and t lre28by havi ng control % tth Mespect
to communi cati on services prOV|ded via said allocated node or nodes,
wherein at |east two of said agents are each provided with: a)
communi cat i ot A& O PRIFAAMI 2R P I3 Dt PRI IRRRINFLRT pjgents spubEi B¥ed
dat a st or age floaswalid i rugldakralwl Wasied Iacaiuaieméfleregeeightedr gepend ©b

t he network; means_for_ .up t|n n_the dat 0
ay° " deci sOBNSakPrgORRy BRFFBBncen Yptiiidte B (Rt adebtls SHEesall OFY
detecting fatlburtakd avesi g#rdamurongaagenmsmu‘sﬁl)llltleﬁeaoi fsmd)uf@:uledng

o 0 VA agent, e Sl AU A Sl ORI SRl L0

failure of an gﬂégents
failure and F’ﬁﬂ-tuleat"-é@r&alfltﬁdi G Sgrddass said requnﬁé 13HeGur i ng agents

outputting bid values based on paraneters wei ghted so as to give,

in corrbinatign, gstlmate of each agent's suitability to take ove

sone or all PesponstJt9YY9%s WAnagane slyéd"eé‘g@ﬁF°rfiF|89nEPgﬁbBB?Fn?f‘%g%%t
out putting athenpregeiidgvalatmshewhatetn theeetisngnsre dtiias pomsitype tofs.
7. A et ag SY, a I n . 0, h

Gi ai s, itor SPECHERCCRERRL, DVOLE Chetal (BsbO18BE WEralel M ndligielY
provi ded ser@%étﬁrawégéherhavageiﬂ@qmlmtmﬂe Qatpwts cbat pgle Ot paire th one
or more of Sé’lhﬂdnﬂél@és ®f the network]€ aR@l %Eéor\éﬁdaﬁéﬁﬁgméa@ﬂe&f SeniGAEN

of whi ch cust oner ents i s associ at ed with east “one servi ce nmanagenent

agent, but h%ESFBmﬂ r @geioht 181 A2 aVAshe 3F dRAStet QBRK Service

A net wor k rramagegeménsysgeﬁtacmtdmm A® &iPddlt Gt Ic cAuthwg o L£lrddn 7
I nsof ar 38 |t 'éh Re % on claim®6, wherein the bid value "F' for a

nei ghbouri ng agen RS af" ul ated according to the function: F =
werr]C+ werr]R + w[err]O + Werrf]Mwhere C, R O and Mare paraneters

conputed in gespecty r

managenent Ié)ad for t at nei %Ldbri’a{#éfnerﬁ:es nct%n{ %?%Wr HJ wer%ﬁ%%vﬁe?{"]daand
werr] are whi ghhPRgipadths sbJ-@V[ é'laﬂ-}leari'cf"vv[éw] abalgighhquring. agegt is A
net wor k manager@it a ot £6e 8680081 €8 £Re CEdhtt Bonherein connectivity is

20 F=wC+w,R+w C+w M

where C, R, O and M are parameters computed in respect of
connectivity, service responsibility, occupa;xcy and
management load for that neighbouring agent, and My, Wy, Wy
and w, are weighting factors, w, and w, being negative.f
25 ) . ~ -

5.. A network management system according to claim 4,
wherein 'connectivity is allocated the greatest weighting
factor.

30 6. A method of reconfiguring a communications network in
response to a requirement for a change in communications
services available by means of said network, wherein the
network comprises a plurality of reconfigurable nodes
connected by links for carrying traffic, and wherein there is

35 provided a management system comprising a community of co-
operating software agents having management control over the



. al, I ocated the great e'nhssm a&aor 10. A met hod of - reeenfiguring —

“a _cormuni cati ons net to a requirenment for
communi cati ons servic nmeans of said netwoer “ ||“
network conprises a plu conflgur abl e nodes con

for carrying traffic, and wherein there~i $%rovided a managerrent system '
conprising a comunity of co- operatl ng softvvare agents having management

control over uratl f all aca d nodes _of sajd n
at |east two o?1 %la?%(ff gt & a é’&?ﬁe&- 8§d° i PR+ aTC w°r§b\r¢€%ﬁ|‘3?vﬁ\%'
means for commatlmwg W th ot her agents; b) associ ated data storage

for holding gata whiflleiselgfabs!Q bAGARIERonl eufo%%%%ctaﬂngtﬁe AL ©)

updating nmeans for updating data in
deci si on- nmaki ng i nt%?!‘?g‘éﬁc%al‘inwgﬁware %H%‘Fﬁ:r o@h%tﬂmtlf%ﬁ?lQ%sﬁﬁwss

control signals to p&iagl ot nodﬁ Orc_dﬁédﬁ.falnts incifaifBt hotblative
conprising the steps p requi rement for a change at

i
t he managenent syst%ﬁ’roﬂ'#les ﬁbjg?)‘{’? ‘gn a%h SEOBPURECREIQRBeHYI C8F
software agemtis, byowesmstbfigsai decomghcatn.on poaRTolt @uigher Hxtm aarn@de

or nodes for reconfd.“.gu,;l éogft9a95°¥b?§w§§iafl?§§g£?gg tgg nguj I‘H(}a %tu

constraints |ncIud|n atrve priorrtres—a 0 sai nlca
servi ces; and the network in accordance with the out@img iaf) sald

outputting a reconfﬂ%@;a@_{bﬁ é&dssi gnal to the node or nodes so
determned, fromthe control output of the agent or agents to which the

node or nodes are al | ocat ed, to provide said change. 11. A nmet hod
accordi ng to7cl.ai ma h(éthmfﬁar&udbﬁﬁ]rd; R RQ&iin egomﬂéﬁeqai Is@idS%h\drfg@ in
aim 10,

Wherei n sai dCeRERELER R RS kPLeer FOURFLFRECRER RAFELES, BEBREFEBRaL | on of
said network in order to reinstate services subsequent to failure of one or

nore el eggntg, of sa GGl HdCcordl to %lgqtmh%d %e%&?g Qg.dachaé:lge in

communi cations network, said networK conpri Sing I ur
connect ed byc‘l”l“h‘k%l‘f%‘l"l%r r%ﬁ%‘iﬁﬁmﬁﬁiﬂ@éﬁ-ﬁéﬁs Jé‘?%@lﬂf-?eguaﬂ‘dlbel f psedidded

with a mnag@éﬁ%rﬁ)’l&i BRI d Heithst AYEE U & oaf s%%EE%re@xtaQ:%mfillg

i ndi vi dual ongs of which co rol outputs to one or. nore all ocated of
t he networ k,at°Pea3% T%e %’&?ﬂt%gggut%a’o%‘%t‘ﬂ?%l ded with: )
20 9. A method of managing a communications network, said

network comprising a plurality of nodes connééted by links
for carrying communications traffic, and wherein there is
provided a management sysStem coxftprising a community of
software agents, individual ones_of which control outputs to
25 one or more allocated nodes of the network,
wherein, on failure of a software agent, a bidding
process is initiated in said community of software agents, at
least one agent outputting a bid function F representing
weighted values of parameters relevant to that agent in
30 respect of taking ~over the responsibility of the failed
agent, and, on completion of said bidding process, the agent
which has output the most favourable bid function F assumes
one or more responsibilities of said failed agent.

35 10. A network management system-—according to any one of
claims 1, 2, 3, 4 or 5 wherein each software agent ‘having
control over the configuration of one or more nodes of the



a . comuni cati on neans for comunicating with other age

.associ at ed data storage for hol ding dat anggi ch is local to mﬂm ﬂ““l“m&ulu“
respect of the network; c) updating ns for updati ng

storage; d) deci si on-maeki ng intelligence; fail ure det éct T on nmeans
for detecti ng r f

out putting a % \%gl ha¥ ot %@%%%%%%%onp%&s tlhe step ox?iCh is
det ecti ng faf—hgpeméfét& s¢t tharzesppatt By ridihs REEWeRId 248 I"hré’heé?ect Bh
neans; ii) comhgeReRdiiY kaspaicd fo# | Ubeaby ddtid | @hkBUiAghi €l NGgRMACEES N
said community of software agent at | east one agent outputting a bid

val ue F reprB¥8RFiR§ FBFGnCOITFR ues of parameters rel evant to that agent
in respects of taking over the responsibility of the failed agent; iii) on
conpl etion of ,said R ose ent f th ent |ch has .out.put
t he nost favgbr abl ezpﬁne ho(a]ﬁ cﬁ'—ord}r{fg ll Xf'“r ghs g??lgng %ﬂr{:% PSR e cR
responsi bi | i a$sumes Saedrbalplo@dlézgémtlte@ oife siaddntfiafiiled @pant downloads
3la  14. ﬁ%&v‘@%x{m@é%”ef% 158! aYeRtC %9' 3G tP f‘@i’a?n%ég chai By dgto
9 wherein each software aving _control over t e confi guratl on o one
or nore node%s%FmPﬁboﬁeP\f\oFEsﬁa§5a§§ééta?§d data storage conprising data
whi ch isipnconplete with respect to the network as a whole, but conplete in
respect of |ocal data enabling the agent to exercise said control. 15.

A nmet hod according to claim 13, wherein step iv) includes the" Cfovml*oamﬂg-——-
of data fromsaid failed agent to the identified agent - ThisSheet Has Been
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