2 8 MAR 2005 -1 BI OVERTI C VERI FI CATI ON FOR ELECTRONI C TRANSACTI ONS OVER
THE VB BACKGROUND OF THE | NVENTI ON FI ELD OF | NVENTI ON Thi s invention

rel ates generally to providing security for electronic conmerce, and nore
particularly to a nethod for minimzing the potential for unauthorized use
of digital information, particularly software prograns, digital Qonj&Rt2005
and ot her conputer information. This invention can al so be used in other
processes, which require authenticatiod- of users. DESCRIPTION OF -
BACKGROUND ART El ectronic comerce, or e-commerce as it is conmonly call ed,
i ncl udes t hBIOMERTIEVERIFICHKETION FOR EHECERONICOFRANSSCTHONS QYER; t
information, electronic "funds", anngj iﬁfl products. Electronic comrerce
has been recogni zed as offering the prorse of providi ng speed and

conveni ence to many types of commercial activities. Interest in electronic
commer ce has heightened wth the advent of w dely accessible comunication
systens such as the Inter IMCKGR@UNIHEQESTHEI’IW%VTWNQ el ectronic

comer ce include direct tel ephone |ine connections, interactive cable or
television services, telefacsimle services, |ocal and w de area network
comuni cat IFORE.DEO¥E INVENTIBGN. El ectronic data comruni cati ons technol ogi es,
particularly the Internet, have greatly enhanced marketing and retai
opportuni ties ard@isayvenfion; rglatesgengrally taroviqiag pecufifpfor electroutc commersey v oni ¢
comerce Nagg Bre PR%RIHY by o1 Rl miRfng! hy pBRAR S HautfPDELLASH th
security such as e potential for unauthorized mani pul ation of

i nf or mat i odigitgloifoumesivnhpartizddrlyraefitware grogramef digitdl content and pthet caeputer

di verting .%lectronifhfund %ransfe%f and deaivergﬁgf unaut hori.zed software
(al so ref efMBEN3HPN,SThis |jg¥entiog- 4 alsg; P dgd Lo PHgh I CHESundltTh SPIYEd

dest i nat i oRgthedti@tieh 8€Lige®Ni C commer ce operations especially electronic
commerce transactions require security, since it is based over an open
network. The present security solutions include encryption, that is

normal Iy ufd¢ RGN GIPBACGKEROERY ART2 8 MAR 2005

Electronic commerce, or e-commerce as it is commonly called, includes the

transfer of orders or other sales communications, credit information, electronic "funds",
and digital products. Electronic commerce has been recognized as offering the promise
of providing speed and convenience to many types of commercial activities. Interest in
electronic commerce has heightened with the advent of widely accessible
communication systems such as the Internet. Other means for providing electronic
commerce include direct telephone line connections, interactive cable or television
services, telefacsimile services, local and wide area network communications and the
like. Electronic data communications technologies, particularly the Internet, have
greatly enhanced marketing and retail opportunities and activities. To a large extent, the
promise of electronic commerce has not been fully realized, partially because of
concerns with security such as the potential for unauthorized manipulation of
information. Such unauthorized manipulation of information includes diverting
electronic fund transfers and delivery of unauthorized software (also referred to as
"bootleg" or "pirated" software) to unauthorized destinations.

The electronic commerce operations especially electronic commerce
transactions require security, since it is based over an open network. The present

security solutions include encryption, that is normally undertaken to ensure privacy so



-2 that no person(s) other than the intended recipient can decrypt the

i nfor mati-on. However, it does not guarantee the authenticity of the person
who initiates the transaction. "Internet Banking" is a technol ogy
advancenent that provides a convenient way of banking at hone or from an
ot her place by using a conputer. As can be understood fromthe word8 MAR 2005
"Internet”, Internet Banking is over an open network and security for
authentication nmust be in place to secur®e the transactions. Since all of
the security solutions have been put in place, what could possibly be
wrong Wi t h thdteneg upersm(s)sgthte thano fthes emtemdetly reicipidnt t @mnn decriztn ihien gofamtion.
exanple, credit card transactions gyver the.lnternet are a y.of .onljne
payment andiW®eh Pafl9eSoPol GPUPRES té%rﬁ?lh?‘?@?wl@f &b ttle"e P \)@'gel%gaéas &% t he

I nternet, (pRkdki¥nfor buyi ng products and services online and for other

authentication purposes. The current way of usi ngaa credit card is,
provi di ng t he cr'éefpmetBarkinginibartechaglogy atlyansemenittbatgroypdes asonvedentawiay ot her

i nformation gk ' it C , t Ri ' ion is
used to vertPaikhe SEhoREof bERL iR RAKTRI Admitier RS PELISRED, 2
t here i s ndrayshemord "haakt"t gerpar Bakingsisngvet he opee dietwarkratidi secwaitly i foe
transactions, The j dent ittgq of the person tEni tiati.ng the CrlEdi t card .

transacti or?uﬂ?n?%ad’t?f“r’é‘w Hb@iacﬁt SEEHTE theanasioe SiRsERLh T hosF UG t he

credit cardopiBheharibteh hat frRhdedtvhaicdifd fos3tbly E@Mr&lghﬁ{th tHf QiR é;@ﬂ:m _
required. Even a child can buy products or services online using a credit
card by entofiseqwgity hnelngareeiiBankmed nunber and ot her required i nformation

wi t hout the kn edge of the card holder, if this.information is kpown.
Thi s can be- i ¢ 1 oBreNumPRe o SR RS shver (e bRl PR s o ot
expl oi t ed. palament énd Biesa phheVihthtet Bh&dg. OradiDearéh alegedsddosn teelnternet,
transacti on and nmr/b@a_l so result jn financial |osses. These | osses that
occur due tBaipk; forbuying pradurEnand saryiges onlins 3nd fox gisr aubentication RUrPOBRSent ed

security s t I Soal, P! t . . i Cr-TANE TS .
i npl enent eghfénd%tn {oarrléa gg uTgE :}eér%gdl\l/tag ?ﬁ% ?qu{gl%g éﬁf? 1‘3&1@ ggrt(} rt y&%’a%g 2 gitll(r)ln
aut hent i catdatngr Postad Wiodennd otker pdormation repenet forerkdit cad pdyments. All of dhiser ved

Tt Cor AR SHED R Bl B ek P P Gl S
f eat ures t qhera il hiesistedicecheBiethepetsoi®Eing thel d?edit'daMi irf fidfne t@nsdchBnder son
starts with the transactions :
The identity of the person initiating the credit card transaction is required, since
a credit card can be used by providing the credit card number and the expiration date or
any other information required. Even a child can buy products or services online using a
credit card by entering the credit card number and other requiréd information without
the knowledge of the card holder, if this information is known.
This can be with or without an intention, but the security lapse can be exploited.
Due to this, the wrong person may be charged for the transaction and may also result in
financial losses. These losses that occur due to failure in authentication, can be
suppressed if the invented security solution is implemented.
The security solution can also be implemented in Automated Teller Machines
where the security lapse in authentication, is evident. As per the recent market study, it
is observed that a considerable sum of money per day per ATM is lost through these

fraudulent transactions. The reason being the insufficient security features to

authenticate the customer in the ATM, that is, the person starts with the transactions



] 2 8 MAR 2005 -3 when he or she inserts the card and the PIN. Even an

onl ooker scan transact with the information. The security solution can al so
be used to authenticate the persons refilling the cash in the ATM A
person issuing a check nmust authenticate the check when the check ﬁF
presented for clearance depending upon the permssible limt and t B VAR 7805
of the check. At present, the universal nethod for this authentication is
to confirmfromthe check issuer by telephone. Accordingly, the

aut henti cation of the person confirmng is not guaranteed. Patient history
i s an essemthealher @gshieriasaetstthe oardr andt thp Ne Biven duonhgkeneangeasagswith ithee
critical iI.Itness.and accidents. Wth the advent of technol ogy, patient
history cafBEMUred online using the Internet, so that the patient or
the doctor has gagY%eani§$5lution (chf alsbHeOisdBltb Qlthehticatdibe fed®fs réfllinsegr i ty
(authentication) shoul d be adequate to ensure that the information does

not go i nt ¢athha thg 6d%L.hands, The invention can al so be used to screen bl ood
donors for critigcal ill n t her . Lransm d. di TE
security soluti5%1§§%nb§$§§ ghgg%%tgﬁ%%gyﬁgguégéﬁgﬁf%%gtwﬁﬁfgﬁiﬁgnggfler
Machi nes, Aesesntsd finrdl¢a@dncs dspediding upoh itiepdiminsibiglimBank itiegvaier of taeshecke di cal

portals, e-business, networking, inter-networking, cellular phones, data
ports, pri riterresent.die uﬁ%ﬁ?@%@ﬁwﬁogpéﬂ% euBERsHER & (ST fORG Lffl_s?lg, _
pal m pi | ot §s5,80 6y W1EHRe AN BRENgly ShEHiBeRticAtRARIARe PRRIEBnfiGAAPU I heAL i On
access, personal® data systens, pagers, vending machines, PC termnals,

i nf or mat i orgukiantekd., poi nt of sales (POS), sharing valuable infornmation

wi th aut hori zed ers,.. Wwreless transm ssiaons, telec jcations, .

Lel ephony, - Srar t@lFY HERLE A fepifEl FBERERL R e PR She elgiepeies, gs
credit car dike crific@iflhéhs @ad dciddiig With eheCakveis, ofRBEHMOIOER] ftitient Hietdty tat b
devi ces, hotel room key cards, net PC phone having access to the

Internet, diared gnking ¥¥Rg thednlemcherehatshe paigt or the “ckahes epwrasaessitBke  The
Security sQhdhfort 3 thE 48 e SRR (ARRNRARRRP G BARGuAE S bR 13t

the information does not go into the wrong hands.

The invention can also be used to screen blood donors for critical illness and
other blood transmitted diseases.

The security solution can be extended to provide security at Automated Teller
Machines, Access Control systems, Online Banking, Banking Services, Medical portals,
e-business, networking, inter-networking, cellular phones, data ports, printers, fax
machines, notebook computers, palm top computers, palm pilots, microfiche devices,
scanners, cameras, modems, communication access, personal data systems, pagers,
vending machines, PC terminals, information kiosks, point of sales (POS), sharing
valuable information with authorized users, wireless transmissions, telecommunications,
telephony, SmartCard access controls, remote access networks, debit cards, credit cards,
prepaid cards, magnetic cards, phone cards, identifying devices, hotel room key cards,
net PC, phone having access to the Internet, data security, bank locker systems,
interbank transactions.

The security solution can be used to replace passwords, which are hard to
remember. This will prevent unauthorized persons from gaining access to resources if
they come to know about the password. Accordingly, the security solution ensures that

only authorized persons are given access to secured resources.



remenber. This will prevent unauthorized persons from gaining access to
resources if they conme to know about the password. Accordingly, the
security solution ensures that only authorized persons are given access to
secured resources. 2 8 MAR 2005 -4 SUMVARY OF THE | NVENTI ON The invention
di scl osed herein uses "bionetrics" technology that is 28 MAR 2005
verification/identification of an individual's unique physical or

behavioral traits. Types of "biometric# methods include fingerprint
scanning, iris scanning, retina scanning, handwiting analysis, handprint
recognition and voi ce recogSUMMARYIQF THEEENVENTI®N al so use the

conbi nation of all or sonme "bionetrics" technol ogy. The invention discl osed

herein utilizes Thei qfivdntiofs didceEbAMOhO@ih f @es abibhrfidstatdchiolb@y Pefaf fis wor | d
wi de el ectroniic comrercial transactions to be carried out. in a highly

secured mavgafcaipafideHifispien pleandividyal's prigee physispl pehstagiorad|tedtsr dypes
comerce tocwer] ¥ i Ci.t . b SEVD  hSt fi,on of
a server ag)fhg%({ré%%%$grﬁé%{?@§E}{ghiﬁilenﬁ%g%\%%&tg%é?égﬂpgbmeg-k’ sr!ét?}% gégh%trn Vi der;
downl oadi nhamdwrifims hedlysat, i andpint aeaighioh adftoner ecegnigon dibe iatendion may

wor kst ation of a client; jntgﬁﬁation f. the server authentication program

with exi st i#Fg ussdls cophinationiod all oF $ome HECREBICE SFHOWESr ovi der: user entering

the existing secel t MveRRmANBAbSdAChdrMat 1 @ize bhiBARIILT SCRANBEY = for
pre-installed at the work station of client gathering bionetrics inmage and
conver t i ng apthentieiitighttie perait world ovige elegiapic eomemereiat frgprattomsdé belaaraied pom

bi onetrics. [, ] C ressed and encrypted data to web
server; coﬁ%ijg@?}éﬁecgeﬁgﬁ%%%%g%ﬁ%nI\g/)\ner{?ﬂﬁ(Stored in the database; sending
of status codes dkeamitpaystanifor electeaiip asmfereei t6 HEC areSduthentitidy apRlseat i on
at web service L provider. The invention also inplenents conpressjon and
encryption CP’('SIPE)‘F’(‘J‘EE&S”EIHEO“ Oh A SRBMEF pRigenticalen PrsEaR iin R Welrserverd 4 webnt i on

d t t i " hi Cs" d f i i tpres
0es not Siphfce Px%vid%ﬁgg%\%lp&h g él?ﬂ ggﬁalﬁdtﬁﬁ ?f' a cﬁ.@ﬁ@éd%&: .cﬁ@%@ﬂ&t at'd

the data on the uni que physica avioral traits. i ntion

i ncl udes a vewkstattoraof hehents attegratiqy ofytharnerweh iauthenteaiibn esogrine withc existig
"biometri CSv;"ebi Qf;p i l(t)Iil %thwtﬁeh v}eg eseirvr}zeo rplq)%tiée?;n ussetroén eqinigntl{[eheexis %}ga?&%%ty
parameters activation of biometric scanner pre-installed at the work station of client
gathering  biometrics image and converting into digital data; compression and
encryption of data from biometrics scanner; transmittance of compressed and encrypted
data to web server; compression of encrypted data with stored in the database; sending
of status codes of comparison, if comparison is successful, to application at web service
provider.
The invention also implements compression and encryption to protect the
"biometrics" identification data.
The invention does not store the image of the "biometrics" information, instead
stores the data on the unique physical or behavioral traits.
The invention includes a server authentication program, which verifies the
scanned "biometrics" information with the information stored in the database.
The invention includes a server containing the authentication program, which
may be connected to an open network like network or to a local network.
The invention provides flexibility in installing the server authentication program

in other servers, which are not a part of invention.



The invention includes a server containing the authentication program
which nmay be connected to an open network |ike network or to a | ocal
network. The invention provides flexibility in installing the server

aut hentication program in other servers, which are not a part of
invention. 2 8 MAR 2005 -5 The invention also provides flexibility2gMAR 2005
install the authentication programfor a web-site. The invention al so
provi des functionality to inplenent theJauthentication nodule for
verification the "biometrics"” information in enbedded systens. The

i nvention uses DOdkabeswosealsoeraviddsktexiRalityttp amstdathe Bathentidatiay progmm f@yast em
(RDBVS), Dat aBase Managenent System and ot her data storage systens for
storing th&%sSnetrics” information. The invention stores the "Bionetrics"

i nformation basefheothviehifort AU Brovidée MuntiiGialityoRo GimpldigeriS@e hhddiRatiqal
world, in the Internet or uni g)goel y .generated information in the Database
Servers. Theoduws/onvpidhcatian theddioractaerypaformateon ipicabstdedesysteBsanner or reader

to gather the iﬁ*?{eoimﬁeﬁéi&ls'hs's“{[ﬁqﬂ%é %@r\%{'s aR i%&&t‘g@nd‘t%%aa@%aﬂé’g%ﬂ{ehpn
i ncl udes the client conponen at consi'sts of hardware rrvers, - and a
"bi onetri cSysteat (RBBMS)pDagiBasy Mahagimene Sgtsteinoardeothersdaad ktoehge rsyktams donput er

to gather the ' F‘ih\%ret rics'. i.nformation fromthe connected "bionetrics"

scanner. |8t ARFIBigS” ‘t“FFEmﬁPB‘Qram in the server and in the client may
be connected OVEfe 3MVeARSH QbreP! th¥ At BioRRITRY Kin®imAtisEChHsed SPafe Oﬁnieféé vate

network. The invention disclosed herein pernmts ordering of goods an
servi ces i ndentifisaiden of theirwser in Fhee r¢ah d,oim theshitaysetdohaniguelyagensraied it s

t he paynent. Qo i only fromthe authorized sources. The
i nvention dllﬂtsoc %tgoen %ﬁ[}e“?glgtr?%ae\s% eeﬁ'ps in checking the person's identity in

a transaction. THedniéntien indudediasohpatble MBiogieRidstEdlinhér dtGeRRE td gatlidi€he
resources to only authorized  persons.
biometrics" information of an individual.

The invention includes the client component that consists of hardware drivers,
and a "biometrics" retrieval program, which needs to be installed in the computer to
gather the "biometrics" information from the connected "biometrics" scanner.

In the invention, the program in the server and in the client may be connected
over an open or private network or a secured open or private network.

The invention disclosed herein permits ordering of goods and services in a
secured manner.

The invention disclosed herein also permits the payment for goods and services
only from the authorized sources.

The invention disclosed herein also helps in checking the person's identity in a
transaction.

The invention disclosed herein permits access to the resources to only authorized
persons.

The invention disclosed herein facilitates online enrollment of new or existing
user's fingerprints

The invention disclosed herein allows storing additional fingerprints for an
existing user.

The invention disclosed herein provides an online verification test for the

enrollment of fingerprints.



The invention disclosed herein facilitates online enroll ment of new or
existing ' user's fingerprints The invention disclosed herein allows storing
additional fingerprints for an existing user. The invention disclosed
herein provides an online verification test for the enrollnment of
fingerprints. 2 8 MAR 2005 -6 The invention disclosed herein all ok N&Re005
than one fingerprint of the sanme person to be stored. The users can even
store the fingerprint of all of the finders for easy authentication. The

i nvention disclosed herein ensures that only the authorized persons get the
requi red i nf or néthecinvéntmm dibdosedcheran adlows aesre thire ohe1\fmgeipant af sl gemen t s

t he handl i ng of v ri ous ock transactjons, Jncludjn tepders, i.n a

secur ed { adhTiOR PEFOMH: SR e SPHoOE EHPROho e BE Batra At an be
used for elgfHeh@&tionCOMMeErce transactions for verifying the authenticity
of the transactions by the authorized person. The invention disclosed

herei n enabl es dlhle inegntiontdasclased hewin ensurrstthatonty theeuilforiged pensonsegdinle ogy

as part of thei Eln?fdt hetli](')[nl gat 'tﬁ)e RIS The invention disclosed herein

11C sourgces.
al so permt%ql{'h QAT  Ze paynment Oor transfers of electronic cash over

an open net wor k.Tl@lﬁv@ﬁioﬂcaimqien&dy&fet}&gehﬁg of tioub ¥@ik itansactods) tnchlding ty to
utilize "bionmetrics" technology to undertake secured financial and other
el ect roni ¢ §1d8Fs #te pesHEeddadion ONe RN OPSN BRIWES| bl e net works. An advant age of

the invention r elsﬁeqﬁ%dtl'an%‘rgcm h&eﬁ%m%@ rﬁE&Pfok @Qc@&ﬁ@%@mﬁferce'}%ﬁﬁﬁ‘hgns

appl ications utilizing "bionetrics" technol ogy. An advantage o
i nvent i on resvatdgingthe fishentiedy bbHihe dradsgetionsdsysthe guthbrized peetononi ¢ cash with

(1 11 ghest Getie. S ROpY SRLIPES, RRrh OB e W R ©
fraud and fvefifigatidn technology as part of their authentication process.

The invention disclosed herein also permits the authorized payment or transfers
of electronic cash over an open network.

One principal advantage of the invention is the ability to utilize "biometrics"
technology to undertake secured financial and other electronic transactions over
publicly accessible networks.

An advantage of the invention resides in automatic and controlled access to
network applications utilizing "biometrics" technology.

An advantage of the invention resides in the creation and processing of
electronic cash with the highest degree of convenience as currency and with the same
degree of security.

An advantage of the invention resides in reducing credit card fraud and fraud at
Automated Teller Machines.

An advantage of the invention resides in any web-site that can instantly link to
the "biometrics" authentication service, which is a part of the invention, without major
changes in the existing applications at the web-site.

An advantage of the invention is the integration of "biometrics" technology with
the existing available authentication methods to facilitate secure electronic transactions

over an unsecured network.



Aut omat ed Tel | er Machi nes. An advantage of the invention resides in any
web-site that can instantly link to the "bionetrics" authentication
service, which is a part of the invention, w thout nmajor changes in the
exi sting applications at the web-site. An advantage of the invention is the
integration of "bionetrics" technology with the existing avail abl &8 MAR 2005
authentication nethods to facilitate secyure el ectronic transactions over
an unsecured network. 2 8 MAR 2005 7 An advantage of the invention is
during authentication; the fingerprint verification is done with all of

t he fingerprintsAsat @dﬁﬁhtagﬁ bphetheainsbatpm. iHehoimg tutbentivation; dhen'fingerpaint need

to remenber whjch finger is t aced. on .th sr for yverif

Q her advanY Katign i &‘f}éa]gf’PﬁWetJ“}gﬁW %?Fegr‘%%hﬁ(fﬂa&?% I%eyc? tbéezggreé i ng
the invent 300 Weh e cﬁ?‘t’o%ﬁm@ﬂb&%x@h hﬁ§erti§’td beYhded onhiBe Soriséit fongerification.
authentlcatlon met nbeddi hg the invention into the exjistjng

aut henti cati on nBthen dldvamagns awil ddjectseofhihg iwention @vcepchigved dyintogiating thég

aut henti cation. . Accordin n..as t..of Eesen t is
Provi ded a egidn yiih eyetakeBREERY ks 08 R Rber B nelhogt 067
conpri si Ng: e@b&RAitEhe dicAao lrﬁ@thecailslﬂhg@ﬁmeﬁn&ﬁmdn&ﬂrovleto put/iale nhe ltighéson
program being installed in a web-server of a web-service provider and said

server aut lﬂ&nkof@a@urﬁﬁdphwaléhﬁlﬁ@w@ integrated with existing
web-appl i cat | Onsécgor i etr%e%ﬁ,\%%eat %fv &S rggeﬁylirg/%fm&?qhér is pESled RGeSty ti NG

security paranet cl re conponent’

wherein sai gys‘fdmwtveﬁojlhg\ﬁreemafeﬁmwﬂausercmpﬂm@:r ed for: detecting
unaut hori zed bionmetric scanner; automatically downl ﬁfﬂ(z tg client spf.tware

conponent and s?s%eé\‘ﬁfc@}ﬁb%ﬁ’é G RRFYPr |S%1fie aoR PEEBT PHBE user;
verifying the Suﬁﬁﬁ%{iuaq I nstab kalbo ol Sv@ébdsle?\hb@g%ro%{?lfeﬁ VWHE safdOrearent

and system conpone ter successful installati sendi ng a uni que key
of the authentication program being integrated with existing web-applications with the

web-service provider and for receiving existing security parameters entered by
the user;
a client software component, wherein said client software component is
configured for:
detecting unauthorized biometric scanner;
automatically downloading client software component and
system components appropriate for a workstation of the user;
verifying the successful installation of said client software
component and system components;
after successful installation, sending a unique key of the
biometric scanner to the web-server for further communication;
said biometric scanner, said biometric scanner being activated for identifying
characteristics of a biometric image and for converting the biometric image into
digital data in encrypted form;
a device for compressing and encrypting the digital data in asymmetric method
from said biometric scanner;
a device for transmitting the compressed and encrypted data to the web-server;,

a device for comparing the encrypted data with data stored in a database; and



|

bi onetric scanner to the web-server for further comunication; said i
bi ometric scanner, said bionmetric scanner being activated for identifying
characteristics of a bionetric inmage and for converting the bionetric inage
into digital data in encrypted form a device for conpressing and
encrypting the digital data in asymretric nethod from said bi onefgiMAR 2005
scanner; a device for transmtting the ggnpressed and encrypted data to the
web-server; a device for conparing the encrypted data with data stored in
a database; and 2 8 MAR 2005 7A a device for sending status codes of
conpari son to thadewite foeseiding patoy catles of eaoparisontp the web-senaeaprevidepect  of
the present invention, there is provided a nethod of verifying the
authenticity of a user with a security system conprising the steps of: a.
installing a serygioraigN8nin &itthéasPe@ WAk ipfesint\eReRny @icrofis provided a
service provider; b. downl oading and installing a client software conponent
at a wor kst method ofoferifying thecauthentisit iof atyser withfospcBbiysysterh gowrisingtthet i ng
t he presence of @ bi onetric scanner in the workstation of the user;
downl oadi ngS ‘?Opri ate client software conponent and required system
conponents; sendi NG, ajndfilliigea kewep fauthbatidationgirs gramsinasn vegb-develr hef a web-
web-server; c. integrating said server authentication programwth
exi sting web- appl i casdrvies PIgvideri he web-service provider; d. receiving
existing security par §[ﬂ-ﬁn} (= S dehphd I'9olkBBtion
bi onetric scanner EO?I ?ﬁﬁé‘ﬁﬁgg{“ﬁgﬁ@% %Jér}fealﬁe ea§ ??Ig% et ﬁe we%-serlver to
identify characteri st oftheaberawhereimethe nethodagasisting afonverting the bionetric
image into digital data; g. conmpressing and encrypting the digital, K data
from said biometric scanneF‘?tCCt}"cg.t%Plpé‘?? ‘Fﬁet(?fi%g‘o{‘% S5 eéé%glf’ WA S'@ﬁﬁ‘?ypt ed
data to the web-server; of the user;
downloading appropriate client software component and required
system components;
sending a unique key of the biometric scanner to the web-server;
c. integrating said server authentication program with existing web-

applications with the web-service provider;
d. receiving existing security parameters entered by the user;
e. activating the biometric scanner by receiving the said unique key from
the web-server to identify characteristics of a biometric image;
converting the biometric image into digital data;

compressing and encrypting the digital data from said biometric scanner;

5 @ o

transmitting the compressed and encrypted data to the web-server;

o

comparing the encrypted data with data stored in a database; and
j. sending status codes of comparison to the web-service provider.

The invention is also directed to a method of conducting electronic-commerce
transactions over an unsecured network by registering the fingerprints of the users and
authenticating electronic transactions using a "biometrics" verification technology. In
this way, each and every transaction on the Internet can be secured. This method has
applicability to a number of business transactions such as in authenticating offers,

counteroffers and acceptance in a contract negotiations process; authenticating offers,



i. conparing the encrypted data with data stored in a database; and f
sendi ng status codes of conparison to the web-service provider. The
invention is also directed to a method of conducting el ectronic-conmrerce
transactions over an unsecured network by registering the fi nger prints of
the users and authenticating electronic transactions using a "bi o®e MAR <005
verification technology. In this way, egch and every transaction on the

I nternet can be secured. This nethod has applicability to a nunber of

busi ness transactions such as in authenticating offers, counteroffers and
accept ance brdsaandlmtqoaﬁtrnztmglstqfaaaleonsalpraociwsproawsheuthcmwmm@ acguagandee; 2 8
MAR 2005 7B b or confirmations of sale auctio
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pur chase/ selhndférd staintan@ible persbiedd tir6pdriy) Quthleh@dsihgriendet dffekaagd/bt enger sonal
property; authenticating tender offers and/or one or nore tenders of
shares of smockiendersiofsharesnof stocks @nthenticating sergificatas of mgwance; guihentiGating i ng
transfers o |l e reI t

aut hent i cat Frﬂ‘és rlsé’gérit& ggblg? %tﬁ(gé g%%%}é&ﬁrr%agxx&l gltrnlhg ickiie fransters of nt age
of the pr esemtrd,rﬁyﬁ{&lbpn wi |l becone readily appar ent to those skilled in
the art fromthe follow ng detail ed description, wherein Q

h .
preferred embodi deethenfobiget apg\adyentage Pk t@nﬁ%ﬁ“ﬁrﬂ&"‘?}é’é’érWﬂgag‘:%‘;ﬁ%ﬁﬂlﬁy way
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i nventi on. rea I nvent | on I'S capa ot her and

di fferent euteoptefoeret embadinérit ©f sle miventiondistshowa aad @lescaibath) s@mply by way of

nodi fications i n_various, obvious reigﬁ % al | Wlthoglit1 de artl n 1Lgmthe
of &l W

i nventi on. NB@H@W%@H}‘C best mpds oty CATHRE At 4 mvgn 8 as
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herein can be uséd to screen onors for critical | hesses and ot her
bl ood t r ansuttatledredéapabls e’ m@ilﬁcdﬁéﬁs pO0&iou8 OBRIOEF rSpSIR EFHT wmmmziepmug NGS
The present .invention will bec re full ﬁSierstood fro eﬁ&alled
descri pti on gy H‘é{F’éti‘%éArCGW dé?:‘@ %&”@}Oé\/\frﬁglg fegﬁr &% &gi ven
by illustrative in nature, and not as restrlctlve

The invention disclosed herein can be used to screen blood donors for critical

illnesses and other blood transmitted diseases.




way of illustration only, and thus are not limtative of the present

i nvention, and wherein: Figure 1 is a flow diagram of the process for
online enrollnent of "bionetrics" data for new users in a web-site;

Figures 2a and 2b are a flow di agram of the process for online enroll nment
of "bionetrics" data for an existing user in a web-site; Figures SQifﬂﬂR%m5
are a flow diagram of the process for online enrollnment of additiona
"bionetrics" data for an existing enrol18d user in a web-site; Figure 4 is
a flow diagram of the process for online verification of stored
“bionetrics" data for an BRIEFIDEESERIPTIGN OBPRAWINGS:b-site; Figure 5 is
a flow diagram of the process for online enrollnent of "bionetrics" data
for credit card users; Figure 6 is a flow diagram of the process for online
aut henti cation ek on
for credit car dljllsﬂ ese'I{illgur el()9CV|€,lsl1 %&fo F&wﬁgﬁgg{l@%[ﬁ%&aﬁwgﬁg{eﬂs%%g%nI i ne
aut hent i catdesdriptidnmgiven heviiielow sindithe etcnipaaning dramimgscehichains ghtendns f or
other identification nethods; Figure 8 is a flow diagram of the process
for online vay hEdiustativnronlyiang thys awenet Gmitativa o Almipresent svention, Mmdure 9
is aflowdia ran1of the process for online authentication using

bi onetrics Wsing the invention's authentication server; Figure 10 is a
fl ow di agram of r i i i WES i N

| nter net Banki nd BrEneaet Tone e oL i Ul fofhy FANRATor OB
process f ordatifor new asdrhend websitgn i n software applications. 2 8 MAR 2005
-9 DETAI LED DESCRI PTI HE P FE E | VE

i agr am of the SPEUES S AER 2B TP ot HEHRNE 101 PrRbFoner Arite ttrglifuell gt e,

users in a ‘pRndtiés dafdBr M &6 SER B¥Pnal Welsiten t he diagramis for storing
the "biometrics" data that will be used for verification duri nﬂ t he

aut henti cati on gHg¥esadn-and;peare pnlow shiagramed ithe) pracesssior onkine gergHmenptiof nay
vary dependiigoHRORpibRgtlcSatith %feaﬂte%stmg enrolled user in a web-site;

Figure 4 is a flow diagram of the process for online verification of stored

“biometrics” data for an existing enrolled user in a web-site;

Figure 5 is a flow diagram of the process for online enrollment of “biometrics”
data for credit card users; ’

Figure 6 is a flow diagram of the process for online authentication using
“biometrics” in an electronic commerce transaction for credit card users;

Figure 7 is a flow diagram of the process for online authentication using
“biometrics” in electronic commerce transactions for other identification methods;

Figure 8 is a flow diagram of the process for online authentication using
biometrics in an ATM transaction;

Figure 9 is a flow diagram of the process for online authentication using
biometrics and using the invention’s authentication server;

Figure 10 is a flow diagram of the process for online authentication using
biometrics in Internet Banking transactions; and

Figure 11 is a flow diagram of the process for online authentication in software

applications.




of the web-site. The "bionetrics" data will be stored in the database
server for a user identified by the unique identity in the web-site or in
the real world. The database server wll reside along with the web-site so
as to maintain the consistency of the data for other web-sites st op gﬂ{mms
the sanme server. The process initiator is the client software conpon

which is installed and used in step 102. Before step 102, the user enters
the required information to create a t&hporary/ permanent uni que
identification in the web-site as in step 101. The information required by
the web-site | DERAIGEDPDESCRWPTIONOF THE FRERERRED EMBGDIMENTES by t he
adm nistrator of the web-site and the web-site will call the invention's
aut henti cati on programfor actl vatl ng the core process of enrollnent. The
basi ¢ requi r enedt8¥e . isilpydizar ghﬁ%’@P@étfoﬁ%lne@Pmﬂmw e&"biemetsics’| s t he

uni que 'deraakffo%?\g'uggﬁg?ggveg%ghnﬁg;ﬁfo&%g%@@5%& %@%p}grdﬁgﬂg P stohlBk Snd!M Aue

identifier t e or ente WI||
be sent t o "bloeetmoest niptacthatswillibg hRdtfocaemfmatmmduhmg th'EImltlmutlbmmhlcmad iveb-

nodule wil |, hﬁ’ gllrgect t he wead)g%rgj er to He enrollrreg_ﬁ page and step
102 to start®t SUPRRCCR ISt LY VapergRepia upen i rgeEreGughout
the user d%"f&lﬁ@%b%ﬁetﬁ% B8RO Nd4ta KN HRESGred fﬁ?'iﬁéedatab-gg@s&{lér%ff a_user

conponents i ntroduced in step 102 of this process, will be in the form of

downl oadablidensifies bydhe enique identiy in thexyebRsitepriim the yaalavoklsh Tae dytabasatsemict | be
conpat i ble Mltrp?cgér élgégafltg\sf@ér lvgﬁ)_ﬁl?e Xge?s tg LM %F f%nsmlgeg% 8&@1&&1’% f?’f othr

user-interface e Versroning o
mai nt ai ned vab-diteattotddeonhbshmoveaesr. wi | | aut omati cal |y downl oad the | at est
conmponents. The execution of steﬁ_§102 is wholly taken care of

browser and t he THISPERFREMEIAGF 1t His ¢lismp AW omnener. (‘:V@ffﬁﬂialts 151‘%“%?“4 he

sane. In s r nents
W1 e dower Bidep T00. Bifere fiEp Y61 U080 Gl YRAEGRRAN YR hUR (E o aTRD

client conpemperarypdrinasemr unigue ddergificgticthan dtiea webisitet 4sy in i stepi 1(11 Theeck
O S BESgh Ban PR S8 BS o A oL RSB 2L
scanner drisiters tiRugdthingtratty dfhtieveerisite ahd thdevebBito @il t4lb thesm@ﬁmnd S not
present or aﬁt%grrll‘g&[n%g p(r)orgrér];l f(grhaecrtlsatlmsg tﬁg Xore process of enrollment.
The basic requirement for the invention to select the "biometrics" data; is the
unique identifier also used during verification/authentication. This unique identifier that
is generated by the web-site or entered by the user will be sent to the invention's
authentication module. The authentication module will then redirect the web-browser to
the enrollment page and step 102 to start to process the data given.
The identifier is unique throughout the user database of the invention's database
server. The client components introduced in step 102 of this process, will be in the form
of downloadable components (like ActiveX, Plug-in, Java Applets) fhat will be
compatible with all the available web-browsers, which is the main user-interface for the
user. The versioning of the component will be maintained so that the web-browser will
automatically download the latest components.
The execution of step 102 is wholly taken care of by the browser and the

deployment of the components is made compatible for the same. In step 102, all the

drivers and other necessary software components will be downloaded to the client PC.



problemin communicating with the "Bionetrics" scanner by the client
conponent, the <client conponent will imediately display the infornmative
nessage (step 104) related to the cause of the communi cation problem The
client conmponent will also guide the user with the troubl eshooti nngéfm 2005
(if any) to rectify the communication problem If the probl em persists,
the client conponent will imediately term nate the process by

di sconnecting itself fromthe server cdfAponent. The server conponent, if

di sconnected fromthe client component wll term nate the process at the
server and will Aestep 403, thheliewtlzobponserwillostat pebegsagethe dataoRirpdhgriewilhe

user will b ui.ded. Howe «f the "Bionetrjcs' scanner is present and

connect ed (Cz’f“gb%%(%‘)ls,teqcﬁé)\f%ﬁ? i]ngneHb‘i*?pé??é‘HFr' \;\dhﬁ lsacg’t“F\Pé{tCém%%‘ém%%n‘&th Al l

t he comunitgatBaGSettcth s&éiﬂeﬁ%?&:‘"‘ﬁ‘éd BFRocollORR thY OBMMdhE& VSRR, S4RRL 1 er
n

1
drivers and support software. case of fingerprint security, the user
will be di rsppléiad yothgivardort heir finger on the scanner, and in other cases,

the user will bgedigec 0] | the steps provided, .based.on the type
of "biometrics" Eitf ed eﬁopgogx;&ﬁggedé.c énlgtlhoz Bl 1 OBt rcf)glé“tega?ralfidgleg%éscég%f ul ly
obt ai ned f rpoblemeinusemycaing M) the "Bi@nettibe! schirenby clnEIme bbmpbidnt,itHent i fy

t he uni que physi cal or behavioral characteristics (step 107) and w ||
convert t hé’ﬁﬁef\{moénp&nﬁ?%‘ﬁ‘ivnﬂ%‘?d;?telTﬁéSp&yi téﬁtnf@%&ﬁé}?ﬁsw (ytep, 5 eelated fayndar d

encryption (ietARE oI coRMRIESSLA BrotiheP 108), then the processed data will
be sent to the invention's server conponent at the server. The server

component wi || vEie dignbcarhpongat wilbalse goidd th bider stithrtbe treblédhiooting steps(if dat a
in the database server (step 109).. After. step. 109, the process js conplete,
and the se?a\?léfetgo%gl eri‘f’e vﬁqon?m%éﬂoélcf’mbe% Eghebrpt'i g PEshie th%bcﬁlfg}ge as
required bycoilpenv@bwili iimediafel}VREn2RAAS thel prdce @My H@ﬁ§nrk@§n% ?ts%;@%rorﬁ hge

connection between the server and the client conponent will be open. Any
di sconnect iS6FYBCPREPNGH. The srvere¢pmpongpo Hediscasnegterd froay therclieabagropenent wi | |

o, e A0, WEOEGEF B PR AP o
from where the user will be guided.

However, if the "Biometrics" scanner is present and connected (step 105), the
client component will activate the scanner. All the communications with the scanner are
done through the vendor supplier drivers and support software.

In case of fingerprint security, the user will be directed to place their finger on
the scanner, and in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics" technology used.

When the "biometrics" data is succéssfully obtained from the user (step 106),
then the client component will identify the unique physical or behavioral characteristics
(step 107) and will convert them into a binary data.

The client component will use the standard encryption method and compression
(step 108), then the processed data will be sent to the invention's server component at
the server.

The server component will validate the data sent and will store the "biometrics"
data in the database server (step 109).

After step 109, the process is complete, and the server component will redirect

the web-browser to the web-page as required by the web-site.



|
clearing of buffers, tenporary areas, swap area and ot her operations as
requi red.: The finalization procedure herein nentioned will also be executed
during the successful conpletion of the process illustrated in Fl GURE 1.
Figure 2, is a flow diagram of the process for online enroll nent of
"bi ometrics” data for an existing user in a web-site. The process 28 MAR 2005
explained in the diagramis for storing the "bionetrics" data that wll be
used for verification during the authentlcation on a web-site. The
enrol | ment process is standard but may vary dependi ng upon the
requi rements of Fréva stefs 403 o T0%e thbi conmédtionsSbetdadm thid Iskrvbe agdl ahedtlieht t he
dat abase server for user ideptified by the unique identity in the
web- site ofOMRORFHL W@F OREH- 1Y nn?fapasg{%%é/émgleer\kmmpme@{%thalswgr with

the web-si tgmpend® WAl MRI Bkah st iR FPRRaBbENGY 1R prdcB& dad anf o aq)itzgtfcfn
|p rhe client

web-sites stored on the sanme server. The process initiator Is t
sof t war e comssdens willhbectun frithe tpaddessds amdhe sgwer aml Hteegicp06TheBefimdadest ep

206, in stecpeaIZigl B@gruzer enters the reqagi req information and the entered
i nf or mat i oy LN 8§ PYETE PRIy Aas, AP LA Oth OPFRBPDS 45 PRETReb- si t e
(step 202). The Thef faliRiticaNproeetird Bekely niehondabwai Alo ibs di@&it@d‘@driﬁ’%%é"’i a
be inplenmented in the web-site by the adm nistrator of the web-site and
the web- si tBcgpsfpl completionnd thepreesss Jhstatgd imBIIYREL: on program for
activating the r 3 S| ' r..the
invention to selqig 1{% ? hgcfﬁ?%%%g?ﬁgkk%?esgg&t(ﬁ%% Erﬁ{oggjééhl{ ggﬁ#‘%?{e@rc S whi ch
i s al so usddtadior iangexigmigl useatin anwehssitee Nhecrbiesn eaplained drehe idég'tam datfer Thi s
uni que identifi t.hat i s generated t he_ web-site or entered by the user
w1 e’ saring ghe hiSmetiinDiln i i ??éﬁ'??‘ﬁ%ﬁ%ivs Babigniduring e SRRt | on
modul e Wi | lonth@Rb-sitedTHE efiroliRRniVBldTEk Q¥SRINdAE BuRenSNLAY | IBBIdiR2 ARt St ep
206 to start to process the data iven. The identifier is unique throughout

the user daewrssenisiof thewebrsitmlhe nbiomgtiicabdate will be viored Mithe ditakase server
Component " SOBEERAR B B8 AR LhioPyPRECER o BE ) WAL
conpat i bl e dafabiseasetvet Ingll assidel Adigewitk bhdowebvsies so asioi rabintasn tHeecoREibtency of
i nt af ned UG o WG BHE SAEEPTIFS eSS EMAR 2005 - 12. aut omat cal |y
downl oad the | atigstpr6 QAP MIBALS is HCclieRY SHWAR BnpdhdfNivhfcAlis QRstiRGUR at
used in step 206. Before step 206, in step 201, the user enters the required information
and the entered information is validated for the existence of the user in the web-site
(step 202). The information required by the web-site is designed and will be
implemented in the web-site by the administrator of the web-site and the web-site will
call the invention's authentication program for activating the core process of enrollment.
The basic requirement for the invention to select the "biometrics" data, is the
unique identifier, which is also used during verification/authentication of "biometrics"
data. This unique identifier that is generated by the web-site or entered by the user will
be sent to the invention's authentication module. The authentication module will then
redirect the web-browser to the enrollment page and step 206 to start to process the data
given.The identifier is unique throughout the user database of the invention's database
server. The client components introduced in step 206 of this process, will be in the form
of downloadable components (like ActiveX, Plug-in, Java Applets) that will be

compatible with all the available web-browsers, which is the main user-interface for the

user. The version of the component will be maintained so that the web-browser will




the server will check for the existence of any stored "bionetrics”
information for the wuser (if any). An informative nessage will be

di spl ayed (step 205) then the process will be term nated. The execution of
step 206 is wholly taken care by the web-browser and the deploynment BOIAAFQ%S
conponents is nmade conpatible for the same. In step 206, all of the

drivers and ot her necessary software conponents wll be downl oaded to the
client PC. Fromstep 207, the client coflponent will start processing the
data. Firstly, it will be the check for existence of the "Bionetrics"

scanner . Thiusomaticdliydowyload theLintestadonipgnents iThg itiveationss ankénticatson modils at

speci fi ed pyotocol ing . the "Biqmetrics" scanner, vendor supplied drivers.
If the "Bid F?‘i"&%f"’lﬂz eﬁ%&; ithe RYpteRcedety ﬁ?reégﬁwmrga drformatiqrefor heyny
probl em i MysGORPMR)CAR iBrittiva M@%éﬁ»ﬂ%&ggﬁ@éa;&ﬁ;ﬁ D§3%) thdh {ﬁl@%&éeg@&m _

conmponent, the cli"ént conponent w I rmedi at’el splay the informative

message at bstteqnip@8drel ated to the cause of the communication problem The

client conmponentwll also gujd he u pth the troubleshootin eps
(if any) to rectl¥ ?/xetcﬁtéonc Sﬁﬁ{'fﬁiezc&aq 150‘?{3@[3'0 SIFncarlefeb % i ‘ﬁfgﬁfoe"?lﬁeb&ﬁg ﬁé‘? s,

the client depyR@AcHL theidomponersisahgdeycdngiatibRabetheRemBr RCRES206/ all of the

di sconnecting itself fromthe server conponent. The server conponent, if

di sconnect eHiVEls andotharingepssary spfbfias coppenents willhedopmleaded fy e slentC.t he
server and w || i nﬂi’é{a . |’3ﬁ9 : r. e
user wll be gui%gg{&%%%ég%%%ﬁ% ' ?Ig)trr‘;g?rs?ac %eggiggg}e 4ag€9n%ot rlgysvgelgt,

t he client tedhpoheaktfonekistengectfi that' Bionietricst acamaer. (Thisdp d2Opy cAhinuhivating
conmuni cati.ons w thBt he scanner are dx%.n(a t hr ough th% v,ﬁ}dor supplier
drivers and“Ul§pf¥r t BOSRSTET eScapperosheatiisf profogal gﬁlfﬂﬁtt §eCHUPEYICS t FEasEr
will be di neali®kupplidd @srd. heir finger on the scanner and in other cases,
the user will be directed to follow the steps provided based on the type
of "bionetrics" IfdkhiBiomglrics’s sepnneans mot prssenyop penneried ‘or dathe is snysprobleasf ul |y

oot {87 om0 5 0 GETRRRS I o™ 1
convert t hewnipohentbvihlaitymetidtaly dispayMAR i2f0fthativk3Inessage at step 208 related to the
cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if
any) to rectify the communication problem. If the problem persists, the client
component will immediately terminate the process by disconnecting itself from the
server component. The server component, if disconnected by the client component will
terminate the process at the server and will redirect the web-browser to a web-page,
from where the user will be guided.

However if the "Biometrics" scanner is not present, the client component will
activate the scanner (step 209). All the communications with the scanner are done
through the vendor supplier drivers and support software.

In case of fingerprint security, the user will be directed to place their finger on
the scanner and in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics" technology used.

When the "biometrics" data is successfully obtained from the user (step 210),
then the client component will identify the unique physical or behavioral characteristics

(step 211) and will convert them into binary data.



The client conponent will use the standard encryption nethod and

conpression (step 212), then the processed data will be sent to the
invention's server conponent at the server. The server conponent wll
validate the data sent and will store the "bionetrics" data in the

dat abase server (step 213). The server conponent will store the 28 MAR 2005
"bionetrics" data based on the unique identifier sent to the server's

aut henti cation nodule by the applicati-0B- at the web-site After step 213,
the process is conplete. Accordingly, the server conponent will redirect

t he web- web- br ovitercliefit édigpoeit Willd@seabe @Ak B6brptidnBetNBPasd ESmpEtPon St eps
206 to 213 the connection between the server and the client conponent wll

be open. Ad§teRi2dbibmcthe groceserdatayyill he sentite the nyppsimsraerist comporaat abr
conponent Wl L. .bg taken as the termination of the process and the
finalization procedures will be run for the processes in the server and

t he client. Theskhe seclendempalenamiilhgalifatdthe fdatassent anipwiilagtyreahie Asomsrp' ar ea

and ot her operatjons as required. finalization procedure herein
ment i oned \ﬂgﬁﬂ mé}‘%aat_ﬂgasgi‘é‘%ﬁrt ffp&’d_}-?ﬁa"etsﬁ’é’ef %‘?JEP%@&?W&_ erphethigmericst he
process il 446t pRAELEDnl merdn%ﬁdgntifﬁr%ﬁtgt_o%he's%_rv%r';, |a96P{eﬁ’ticf%95@%chulé Bf itﬁ’é ocess

for online enrol| ment of additional "bionetrics" data for an existing
enrol | ed usepli¢ation ahdig-vegbrsite The process explained in the diagramis for

storing the "biog ri ¢sy:-dat .wll be also.used.for verificatjo
during the authén %rcsgeﬁllszolr% ’ g’r?apég’é\/%g%l-s\g’lofn é’.lel%?'ngf%oédlﬁlglglcglgssergfr ??%OéPB{‘YVﬂ{
verifi cati aedirdchile webdwel-brawakr foi thgeeppagd asst@uirdedyvhé vebelt® i n reduci ng
fal se rejecti onrfduri n% verifi 02 é\(}g and facilitates the user to use any of
the enroll ed fi dgeMpsFRt LO§uto é) f i qonpeftio nbetwpen dhe SeIveednd i the cligphindar d

process, buyonipbnsRYyvitdek l@ﬁ%ﬂﬂ&ig&ngpﬁf&nteﬁgerc}fﬂg kﬁ&ﬁ%%@g&gnt %)lhﬁle%f\)félg te.

The "bionetrics" data Wl|p be 'stored Int ase ser or a user

i denti fi ed doypohentuwilljues takemtast yhei tertieatine befS ithee porcess ahdhethe efihalizatidrd. The
dat abase server, will. reside.along with t.he web-site, so0 as to_mintain the
consi st encfr%‘?edu’ieﬁemgaﬁ%%forot?‘ﬁ OGFRYrs JPthe SERVEY avfl gﬁ '?IFFélt'syi‘Fée §%‘§U‘g‘?. The
process i nicldagihglof befférsaembbRn! arsHf W@ fes MPANE Yperatlohehk deguitddst al | ed and
used in step 307. Before step 307, in step 301, the user enters the
required i nf or neltheofinalization procedire herein sentenady will plso\bg) xgeuted dugng the

exi stence ol LaguHsAipilbl 2 HResL ifysnhh PFRAGIE oThe | nf or mat i on requi red
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Figure 3, is a flow diagram of the process for online enrollment of additional

"biometrics" data for an existing enrolled user in a web-site. The process explained in
the diagram is for storing the "biometrics" data that will be also used for verification
during the authentication on a web-site. In the process of fingerprint verification, this
additional fingerprint storage will help in reducing false rejection during verification
and facilitates the user to use any of the enrolled fingerprints during verification.

The enrollment is a standard process, but it may vary depending upon the
requirements of the web-site. The "biometrics" data will be étored in the database server
for a user identified by the unique identity in the web-site or in the real world. The
database server will reside along with the web-site so as to maintain the consistency of
the data for other web-sites stored on the same server.

The process initiator is the client software componeﬁt, which is installed and
used in step 307. Before step 307, in step 301, the user enters the required information
and the information entered is validated for the existence of the user in the web-site

(step 302). The information required by the web-site is designed and will be



2 a MAR 2005 -14 inplenented in the web-site by the adm nistrator of the
web-site and the web-site will call the invention's authentication program
for activating the core process of enrollnent. The invention's

aut hentication programw ||l check for the existence of stored "biopetrics”
data. If no data was stored, then the process will be term nated w4 & MR 2005
informative nmessage (step 304). This is done mainly to redirect the user to
use the process as illustrated in FIGJRE 1. This checking for term nation
of the process, in case of a new user is optional. Upon verification, the

uni que i derimpfensentddsinght ecbasite foyahe hhainit@iorofdid abbBSRe a!rilkﬁthg&eéﬁ-sitd)wﬂhe
server autheptication dyle. The unique identjfier is the basic
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used for verifigatiHQ8iRmishaRtdngiaitan ro%%?n At hepyd ﬁﬁtt;lll\ﬁ R RAbL §f g%}.;éds farts

redirect the web-browser to the enrollment page fromwnere step 3

pr ocessi ng."bibmeetiickt riatd. i1€ noidatauwas) serddn tiemgthe wrodeke wilk be teratindied evithf art he

i nvention's fd tatbase server. .ient,_ conponent s (J'ént duced . in step 307
atl re&éﬁﬁ

h |
of this prd’&é’g@ Y& Messge iGier ﬁ§4}e'o I HOnEO RIS dA B oPEhtQ Yee it

ActiveX, Plpdgres$as llavteatéPl HGE)RE harhivehdckidg focommiahtidd 6 taé pfdcads! intdase
avai | abl e web-browsers, which is the nain user-interface for the wuser. The

ver si oni ng %R NeHaIsebifeeHer wi | | be naintained so that the Web-Browser will
automatical ly dqgm : . went.s., clt.i Qn.o 71is
whol | y taken car cr)lfo‘?eglﬁctg ﬁ%ﬂﬁiﬁﬁﬂgﬁ@?ﬁﬁﬁﬁ tsﬁlg&g%géﬁo@%relﬁ% Soc;atﬁag@agcp
conponent s sest toetbe savapathdntieationrmodhde. SEaunidue idemsifie8 0/the dakic tréuiretfenver s

and ot her necegsary software conponents.w |l he downl ocaded to the cljent
PC. From st'8p 8,1¥‘Y7‘f§1°<9l it8ntse@gﬁp en ‘th‘ilcsstéﬁ‘{a pAc elssi t pedgdpn.

Firstly, itvesfitAtionPRitfidnBcRIMACIThE ahithentication AR dRf WilltredBRMRL (EE-BrovieREyer
(step 308). This is done by communicating using the "Bionetrics" scanner

speci fi ed pghoewednenigagg fiomewhergisspd iseds pesessigr vendor supplied drivers.
b SOt RBRARES i BRI EBASEIE bt Bt =
conponent , setver. Teickioht coappaaes intwiduted iAREi3AT7 f Yhis popeaywilhbé iif the i ve
message at o%t S(?wr?lggdarb?el %E)ref‘l%oxtuglts t(nl%‘e CAacl%isng?fPlagh-?n, C?ar\T/guRipglg;[si) otlrlatp rw?l?l l?em
compatible with all the available web-browsers, which is the main user-interface for the
user. The versioning of the component will be maintained so that the Web-Browser will
automatically download the latest components.

The execution of step 307 is wholly taken care of by the web-browser and the
deployment of the components is made compatible for the same. In step 307, all the
drivers and other necessary software components will be downloaded to the client PC.

From step 308, the client component will start processing the data. Firstly, it will
be the check for existence of the "Biometrics" scanner (step 308). This is done by
communicating using the "Biometrics" scanner specified protocol using the
"Biometrics" scanner vendor supplied drivers.

If the "Biometrics" scanner was not present or connected or if there is any
problem in communicating with the "Biometrics" scanner by the client component, the
client component will immediately display an informative message at step 309 related to
the cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if

any) to rectify the communication problem. If the problem persists, the client




The client conponent will also guide the user with the troubl eshooting
steps (if- any) to rectify the comrunication problem |f the problem
persists, the client 2 8 MAR 2005 -15 conponent will imrediately term nate
the process by disconnecting itself fromthe server conponent. V\he{latm% 2005
server conponent is disconnected fromthe client conponent, it wl
termnate the process at the server and will redirect the web-browser to a
web- page, fromwhere the user will be gl¥ded. However, if the "Bionetrics"
scanner was present at step 310, the client conponent will activate the
scanner. Alcbmpbndnewitioimmediatetyl emsinatd khet pr@cess anndiscomectitpn @sdlh fiouglthd he

vendor supplier drivers support software. |n case of fingerprint
security, SHYCLSOMPIPFN prhep the seer CCOFIRQBENY K idiscoRRFgier S the Leshner

and, in ot RempeASR St wWill GeridRiie melﬁmé%@s gt the sdrodt 4nd Wil b@irsct iR WERPRWREOVI ded
based on the pre of "biometrics™ technol ogy used. Wien the "bionetrics”
data is sudeessbiagy, fodm avharedhé psamwiilde guidedi n step 311, then the client
conmponent will identify..the i que. physi cal or. hehavi gral racteri stics
(stop 312) "and HMOEbITE SoEfido SRl ). p50R " ep il ABhdichhe

wi Il use tkempbaddanill sotiwhteptht Goariiet.nQll oAnte compluatation witht@e sSdnhks id hen
the processed data will be sent to. the invention's server conponent at the
server. Thé&oseHyewehtBeyendonsunplier devers end pperésefivaiesent and wil | conpare

the sent "bi omgf ri, "fﬁ@ée Wit SBorfttthS WO SHIT B diRLtddabaRAIGheid BE
identification o ct eo" |og%rtri cs” ’Jat ageirrn t he dat abasgﬁ)l S g%lne %%rs%nd on
t he uni que thaerannén ad, srenther nases,ahé yserl willt beedireterptr fodlow tha stapetprovided

successful , the ocess Wl be termnated with an informative nessage. |f
the conpar ib§§ﬁ2i ?Aﬁti‘eﬁm?@é&?meglﬁshgcgwws%se%_ enrol ling the additional
"bionetrics” i nfWheRtHeOBicthalfiésS -dald 'R REQRSSHBy bBGinéd Frord hd ¥RE iMStep 1,
scanner (step 315}, retrieving the "bionetrics".data fromthe scanner

(step 316) thenxthgclipr companemnt oyl dentify therumiquerphysicelor behasporsh characgasistigpt | ng

and conpressi S . . r. St the data is sent to the server.
The ser ver%vamkllg]?lé)a#?%gﬁécg%ﬁﬁg@amésbﬁﬁé%g’ will store the "bionetrics"
data sent as addileiobiead cohiponamtt willosse thkastandabdienonyptlonethod and compression

(step 313), then the processed data will be sent to the invention's server component at
the server.

The server component will validate the data sent and will compare the sent
"biometrics" data with that stored in the database. The identification of the "biometrics"
data in the database is done based on the unique identifier sent initially. If the
comparison was not successful, the process will be terminated with an informative
message.

If the comparison was successful, the process of enrolling the additional
"biometrics" information starts. The process includes activating the scanner (step 315),
retrieving the "biometrics” data from the scanner (step 316), creating data from the
characteristics (step 317), encrypting and compressing (step 318).

After step 318, the data is sent to the server. The server will validate the data
sent and will store the "biometrics" data sent as additional "biometrics" data that will be
used during verification.

From steps 307 to 319 the connection between the server and the client
component will be open. Any disconnection either by the client component or the server

component will be taken as the termination of the process and the finalization



used during verification. Fromsteps 307 to 319 the connection between the
server and the client conponent will be open. Any disconnection either by
the client conponent or the server conponent will be taken as the

term nation of the process and the finalization 2 8 MAR 2005 -16 procedures
will be run for the processes in the server and the client. These @%M@I?UUS
clearing of buffers, tenporary areas, swap area and ot her operati ons as
required. The finalization procedure hel@ n nentioned will also be executed
during the successful conpletion of the process illustrated in FI GURE 3.

Fi gure 4, ipsoc&dﬁxleevwidii g namfaf the lpeoqeses s hd eervembnd theverent.i Elatse anclode

stored "biometri Is) data for an existin |l ed u in a.wb-site. The
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requi rements of taerNBBagéd Brocddife h@feafrﬁiehh&ff‘ed WAt AsWive! exeuted Qlﬁﬁﬂ%'tlﬁb the
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web- si t e orsugeessthlecananiétionont] the probess lldisstra@dseFEélﬂ B-will reside along with
the W.Eb site so Surte?%nllg‘la{] Iwndltah C%S‘:_%fles ;[g?or}':(é\ys Por onthltag &?tf%atlor P . %d

web-sites store e Sane ser rocess rnitrator 1s I ent

sof t war e coblametits” datai fohan smtngtea}dlhd ud¢rdn awsbditen step 404. Bef ore step
404, in step 401, the user enters the required information _and the
i nf or mati on ent erhed epolimant JBroesss ¢ t5r Sfaﬁéaréxp'étt e VBFY tdeecnring wnpn; Khe

web-si te. -';Q&lrelr&fn%rmﬁé %b RQUFHee’glolﬁYetﬁ&e d\c’l\ﬁt{vﬁ'bte%tdréd genk ggﬁgasé'ggrv\éf Il be

inplenented in the web- site by the admnistrator of the web-site and the
web- si t e wifbt aombt 1deheﬁcd1b§arth¢ onigge identibyeint tlma\whmtepomgrdmrbdr wadd.i Uk i ng

the core pr ss of enr.q The, i pven n S a t hen tion ramw | |
check T or Ea% Sret ol sp R Hous WP SEbefsS «5if RERAE BRI A e o
was st or ed,thé 8&A féiEhddvabesi®s Woldd ddahd &infd feafe@d Wi th an informative
nmessage (step 403). Upon verification, the unique identifier is selected

fromthe user's e prosess laﬁetorgerﬁl!e elien iseftwatecompanente whichalsi laﬁalrlmmmcb The
unique | .de kd i Etegﬁgﬁ kﬁefgﬁe ll'l# E@H&Bi th% Qberleiferd &‘é?ﬁi Al 11;1 t the
SO used t

"bionetri c dat a verification/au | ca [ on he
aut hent i catandnhenimforihration lehteredds Wdﬁlatddrfer the bxisteoves@fithe oser iththe avebadilen®id page
from where infor 0 atéllf())lf1 re%%?rg(? % ll;legwel!) %{té is designed and will be implemented in the web-
site by the administrator of the web-site and the web-site will call the invention's
authentication program for activating the core process of enrollment.

The invention's authentication program will check for the existence of stored
"biometrics" data (step 402). If no data was stored, then the process will be terminated
with an informative message (step 403).

Upon verification, the unique identifier is selected from the user's database and
sent to the server authentication module. The unique identifier is the basic requirement
for the invention to select the '"biometrics" data and is also used for
verification/authentication. The authentication module will redirect the web-browser to
the enrollment page from where step 404 processing starts.

The identifier is unique throughout the user database of the invention's database
server. The client components introduced in step 404 of this process, will be in the form
of downloadable components (like ActiveX, Plug-in, Java Applets) that will be
compatible with all the available web-browsers, which is the main user-interface for the
user. The versioning of the component will be maintained so that the Web-Browser will

automatically download the latest components.



The identifier is unique throughout the user database of the invention's
dat abase ' server. The client conponents introduced in step 404 of this
process, will be in the form of downl oadabl e conmponents (like ActiveX,
Plug-in, Java Applets) that will be conpatible with all the available
web-browsers, which is the main user-interface for the user. The2g yan o
versi oning of the conponent will be maintained so that the Wb-Browser w FI
automatical |y downl oad the | atest conpohénts. 2 8 MAR 2005 -17 The
execution of step 404, is wholly taken care by the web-browser and the
depl oynent of t Hhecowpomantfsstep 40bdes wholhatakbh eafedsy tHeewslabmwsknasd &g 404,
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| f the problem persists, the client conponent will imediately term'nate
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conmponent, n_di sconnegiion he. cljient. component w L} termnate the
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f rom wher e cailise ofskd comrhlinibgtionprolsiem. | f the "Bi onetrics" scanner was
present, the client conponent wi ]| activate the _scanner (step 407). Al of

the conmuni cati or§ SheRtcamronsptawitbalsq guide the yssr withrihe Heublohaetene sepslif er
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server component. The server component, upon disconnection by the client component

will terminate the process at the server and will redirect the web-browser to a web-page,
from where the user will be guided.

If the "Biometrics" scanner was present, the client component will activate the
scanner (step 407). All of the communications with the scanner is done through the
vendor supplier drivers and support software.

In case of fingerprint security, the user will be directed to place their finger on
the scanner and, in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics" technology used.

When the "biometrics" data is successfully obtained from the user in step 408,
then the client component will identify the unique physical or behavioral characteristics
(step 409) and will convert them into binary data.

The client component will use the standard encryption method and compression
(step 410), then the processed data will be sent to the invention's server component at
the server.

The server component will validate the data sent and will compare the sent

"biometrics" data with that stored in the database (step 411). The identification of the



based on the type of "bionetrics" technol ogy used. Wen the "bionetrics”
data i s successfully obtained fromthe user in step 408, then the client
conponent will identify the unique physical or behavioral characteristics
(step 409) and will convert theminto binary data. The client conponent

wi Il use the standard encryption nethod and conpression (step 41Q)8 MARSWS
the processed data will be sent to the invention's server conponent at the
server. The server conponent will validd8e the data sent and will conpare
the sent "bionetrics" data with that stored in the database (step 411).
The identi f'bvateitrdes” dhtatihehd datatthsd/PRich0 Basedldh thbivaigt idesifie&in@ idiflaltyn &f

dat abase i s, done based on the unique identifier sent initially. If _the
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i nformati venestRISELH 4&?3.%(3% -sta;{tﬂewﬁlr bfetuthéd H)Sth}é“fabft)lli]&ﬁoﬁ & Wenech-Ligs t he

application inthe web-site for further actions. e conpari son was
successf ul forfagthenastiess status will be returned to the application in the
web-site for further actions. From steps.405 to 411 the connection between
the server and tlﬁé T FPERTEBnEIh e 1“’5e5‘8ﬁ%sﬁ.5%%ﬁsywd]il g’@oﬁﬁﬁﬂ‘fqoé% S t her
by the cl iapplicatiofiif B ivebrsitt for HETHEE hctiRPPRBNEtepd Ub5 BE 41 BKRN c@metiith
termnation of the process and the finalization procedures will be run for

the proces$EVeeR theriarapditheplient compeent will barpee Anycdisreanestion cither b
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finalization proce erein nmention pe execu uring the
successf ul peanepd aid the fofalizhteonpprocaksesi willulst ruat fod thenpriet&sSs#Ensthe Berger andd, i S

a fl ow di agr am.of e process . for onlj enroll nent of "bionetrics", data
for Credit %e‘l}s zllll]’gs.ep‘ﬁ‘iﬁ"%g ncll‘?ﬂnlnﬁeﬁqtjt L'E}?%%e@@pf’%ar% AEdSat e ateaaly othey
dependi ng WpertibhEas re@tddr ements of the web-site. The "bionetrics" data

W Il be stored in the database server for a user identified by the unique
identity in the Khebfirglizatiasy piogeduse hereit meptioned Wilkealse deaixgewed dnsing the | |

reside al ong. iy éo?rﬁ)lw&'o?tﬂeepr%ees@ﬁh}sﬁaggiir{"%ﬁixll?RfE Qe consi stency of
Figure 5, is a flow diagram of the process for online enrollment of "biometrics"

data for Credit Card users.

The enrollment -process -is standard but may vary depending upon the
requirements of the web-site. The "biometrics" data will be stored in the database server
for a user identified by the unique identity in the web-site or in the real world. The
database server will reside along with the web-site so as to maintain the consistency of
the data for other web-sites stored on the same server.

The process initiator is the client software component, which is installed and
used in step 504. Before step 504, in step 501, the user enters credit card information
and the entered information is validated with the credit card database. The credit card
information may vary depending upon the requirement of the web-site or type of credit
card. If the information is not valid, the process will be terminated by displaying an
informative message (step 503).

If the information is valid, the credit card # or any other unique identifier
(generated or entered by the user) will be sent to the invention's authentication program,

for activating the core process of enrollment.




the data for other web-sites stored on the same server. The process
initiator is the client software conponent, which is installed and wused in
step 504. Before step 504, in step 501, the user enters credit card
information and the entered information is validated with the credit card
dat abase. The credit card information may vary dependi ng upon the

requi renent of the web-site or type of credit card. If the infor n’&tq MﬁRiZQ%
not valid, the process will be terni naté®% by displaying an informative
nmessage (step 503). If the information is valid, the credit card # or any
ot her uni que i deFitei invention(sganismet&ibnoprograie méldl chyckt fe the ekjstencé lof BRyreknt to
the invention's authentigcatigon progr. for activating the core process of
enrol | nent. %@n@tm}? %ggf‘ﬁb%‘ﬁ@efrﬁgg%t?(?ﬁm?» glﬁ"ﬁéﬁtpmf&?ﬁ H! B sgruERated | |
check for tfien SXin®draR6Ce fRles@pOred "bionetrics® data. If any "biometrics”
data exists, then the process will be termnated wth an infornmative
message. The i deliteiiflerdifier &5 umgepubravghoutgtho usertdatabasenf thkatnarbiatiom'sodatabase

i nvention's_databas server. Th |ient co nent.s i ntrod d. i tep 504
of "thi s pr SEREL Tenanitngnia isgaut<ah s8OS dhib ploctsnp B Feh
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avai | abl e web-browsers, which is the main user-interface for the user. The
ver si oni ng ‘8mpatible vHpdhtstavailable web-hegwiees wairhgs thermaeintuser-ipestapy fondes wi | |
aut omat i cal . . ' 4, is
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i s made corpaimadsicelly downlbad thardasesticompommtsH04, all of the drivers and ot her

necessary soft e conponents, will be downl oaded to the client PC.  From
step 505, the \Qﬁ‘?nixeg@%’oﬂ{eﬁt@ el IS_SWE?W] _fﬁ%%é?ggei %Fherws{)%r%%er e |ﬂrlf_be _
checki ng f QfeplofmefibBSiheREMpBhAentR mBleWFRIPatibi ToSERRARE. InSkEPs@OA -of e S 1S
done by conmunicating using the "Biometrics" scanner specified protocol

usi ng the driserspaadothes neeessany eqftwasn dempenepts| Willdbediomndaaded tof the klent PC.
"Bionetrics" sc r o] r nnect or if there.is a
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probl emin comunica rics nne
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essage 506(:orrnef\r|uianti§a%ntgo uts{rllg the "Biometrics" scanner specified protocol using the
"Biometrics" scanner vendor supplied drivers.

If the "Biometrics" scanner was not present or connected or if there is any
problem in communicating with the "Biometrics" scanner by the client component, the
client component will immediately display an informative message 506 related to the
cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if
any) to rectify the communication problem. If the problem persists, the client
component will immediately terminate the process by disconnecting itself from the
server component. The server component, upon disconnection by the client component
will terminate the process at the server and will redirect the web-browser to a web-page,
from where the user will be guided.

If the "Biometrics" scanner was present, the client component will activate the
scanner (step 507). All of the communications with the scanner is done through the

vendor supplier drivers and support software.



cause of the communication problem The client conponent wll also guide

the .user ‘with the troubl eshooting steps (if any) to rectify the

comuni cation problem If the problem persists, the client conponent will

i mredi ately term nate the process by disconnecting itself fromthe server
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onl i ne aut Ibenikepaisitlenteriainagion of the process and the finalization procedures will be run for
the processes in the server and the client. These include clearing of buffers, temporary
areas, swap area and other operations as required.

The finalization procedure herein mentioned will also be executed during the
successful completion of the process illustrated in FIGURE 5.

Figure 6, is a flow diagram of the process for online authentication using
biometrics in an electronic commerce transaction for credit card users.

For this process, the "biometrics" data of the credit card users must be enrolled
using the process illustrated in Figure 1 and 3.

This process is only the authentication process that validates the user and the
actual electronic commerce application is not illustrated here. This process may occur
before or after the electronic commerce process, based on the application design.

The basic requirement for this authentication process is the unique identifier that
is generated or entered by the user. In this case, the credit card number may be used as
the identifier and the "biometrics" data will be stored based on the identifier, so that
during verification the "biometrics" data is selected using the identifier.

In this process, in step 601, the user enters the credit card details as required by

the web-site or other authentication authorities for the credit card.

I .



bionetrics in an electronic commerce transaction for credit card users. For
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with all the available web-browsers, which is the main user-interface for the user. The

versioning of the component will be maintained so that the Web-Browser will
automatically download the latest components.

The execution of step 604 is wholly taken care of by the web-browser and the
deployment of the components is made compatible for the same. In step 604, all of the
drivers and other necessary software components will be downloaded to the client PC.

From step 605, the client component will start processing. The first will be
checking for existence of the "Biometrics" scanner (step 605). This is done by
communicating using the "Biometrics" scanner specified protocol using the
"Biometrics" scanner vendor supplied drivers.

If the "Biometrics" scanner was not present or connected or if there is any
problem in communicating with the "Biometrics" scanner by the client component, the
client component will immediately display an informative message at step 606 related to
the cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if

any) to rectify the communication problem. If the problem persists, the client
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(step 610), then the processed data will be sent to the invention's server component at

the server.

The server component will validate the data sent and will compare the sent
"biometrics" data with the one stored in the database (step 611). The identification of
the "biometrics" data in the database is done based on the unique identifier sent initially.

If the comparison was not successful, the process will be terminated with an informative
message (step 612). The error status will be returned to the application in the web-site
for further actions. '

If the comparison was successful, the success status will be returned to the
application in the web-site for further actions. From steps 605 to 611, the connection
between the server and the client component will be open. Any disconnection either by
the client component or the server component will be taken as the termination of the
process and the finalization procedures will be run for the processes in the server and
the client. These include clearing of buffers, temporary areas, swap area and other
operations as required.

The finalization procedure herein mentioned will also be executed during the

successful completion of the process illustrated in FIGURE 6.
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The entered information will be validated by the web-site, and if the entered
information is not valid, the process will be terminated immediately by displaying the
message. This process is implemented by the web-site and the invention's role does not
interfere yet.

The authentication process by the invention's program starts from step 702, after
the identification details provided by the user are validated. The invention's
authentication program at the server is activated by providing the unique identifier that
will be used for verification.

The process initiator for the invention's authentication program is the client
software component, which is installed and used in step 704.

The invention's authentication program will check for the existence of stored
"biometrics" data (step 702). If no data was stored for the unique identifier, then the
process will be terminated with an informative message (step 703).

The client components introduced in step 704 of this process will be in the form
of downloadable components (like ActiveX, Plug-in, Java Applets) that will be

compatible with all of the available web-browsers, which is the main user-interface for



by the web-site. The entered information will be validated by the web-site,
and .if the entered information is not valid, the process wll be
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i nformati ve nmessHugeclant sereponié@6wileblad gdide dhe user with the troubleshooting steps (if
any) to rectify the communication problem. If the problem persists, the client
component will immediately terminate the process by disconnecting itself from the
server component. The server component, upon disconnection by the client component
will terminate the process at the server and will redirect the web-browser to a web-page,
from where the user will be guided.

If the "Biometrics" scanner was presen , the client component will activate the
scanner (step 707). All of the communications with the scanner is done through the
vendor supplier drivers and support software.

In case of fingerprint secufity, the user will be directed to place their finger on
the scanner and, in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics" technology used.

When the "biometrics" data is successfully obtained from the user in step 708,
then the client component will identify the unique physical or behavioral characteristics
(step 709) and will convert them into binary data.

The client component will use the standard encryption method and compression
(step 710), then the processed data will be sent to the invention's server component at

the server.



t he cause of the comuni cation problem The client conmponent will also

gui de the user with the troubl eshooting steps (if any) to rectify the
comuni cation problem If the problem persists, the client conponent will
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term nati on of tHe finalization procedure herein mentioned will also be executed during the

successful completion of the process illustrated in FIGURE 7.

Figure 8, is a flow diagram of the process for online authentication using
biometrics in an ATM transaction. The process, which is a part of the invention may be
used by the financial institution or any other entity, which uses an ATM to serve its
customers.

For this process, the "biometrics" data of the users must be enrolled using the
process illustrated in Figure 1 and 3 with the ATM card number as the unique identifier
(optional).

This process is only the authentication process that validates the user, and the
actual ATM application is not illustrated here. This process may occur before or after
the ATM transaction, based on the application design.

The basic requirement for this authentication process, is the unique identifier
that is generated or entered by the user. In an ATM transaction, the unique identifier can
be the ATM card number or any other unique identifier, and the "biometrics" data will
be stored based on the identifier, so that during verification the "biometrics" data is also

selected using the identifier.



process and the finalization procedures will be run for the processes in
the server and the client. These include clearing of buffers, tenporary
areas, swap area and other operations as required. The finalization
procedure herein nentioned will also be executed during the succesgyhAR 2005
conpletion of the process illustrated in FIGURE 7. Figure 8, is a flow
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process will be terminated with an informative message (step 803).

The client components introduced in step 804 of this process, will be in form of
downloadable components that are automatically downloaded to the client (ATM) if the
component does not exists or if outdated. In step 804, all the drivers and other necessary
software components will be downloaded to the client.

From step 805, the client component will start processing. The first will be
checking for the existence of the "Biometrics" scanner (step 805). This is done by
communicating using the "Biometrics" scanner specified protocol using the
"Biometrics" scanner vendor supplied drivers.

If the "Biometrics" scanner was not present or connected or if there is any
problem in communicating with the "Biometrics" scanner by the client component, the
client component will immediately display an informative message at step 806 related to
the cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if
any) to rectify the communication problem. If the problem persists, the client
component will immediately terminate the process by disconnecting itself from the

server component. The server component, upon disconnection by the client component




The process initiator for the invention's authentication programis the
client software conponent, which is installed and used in step 804. The
invention's authentication programw ||l check for the existence of stored
"bionmetrics" data (step 802). If no data was stored for the unique
identifier, then the process will be terminated with an informativa8 MAR 2005
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finger on he scanner a in other cases, the user wl ecte
fol | ow t he tbe egggempr ovi ded based on the type of "bionetrics" technol ogy

used. The server component will validate the data sent and will compare the sent

"biometrics" data with that stored in the database (step 811). The identification of the
"biometrics" data in the database is done based on the unique identifier sent initially. If
the comparison was not successful, the process will be terminated with an informative
message (step 712). The error status will be returned to the application that called the
invention's authentication program.

If the comparison was successful, the success status will be returned to the
application that called the invention's authentication program for further actions. From
steps 805 to 811, the connection between the server and the client component will be
open. Any disconnection either by the client component or the server component will be
taken as the termination of the process and the finalization procedures will be run for
the processes in the server and the client. These include clearing of buffers, temporary
areas, swap area and other operations as required.

The finalization procedure herein mentioned will also be executed during the
successful completion of the process illustrated in FIGURE 8.

Figure 9, is a flow diagram of the process for online authentication using

biometrics and using the invention's authentication server. The invention's




When the "bionetrics" data is successfully obtained fromthe user in step
808, then the client conponent will identify the unique physical or
behavi oral characteristics (step 809) and will convert theminto binary
data. The client component will use the standard encryption nethod apg MAR 2005
conpression (step 810), then the processed data will be sent to the
i nvention's server conponent at the server. The server conponent w ||
validate the data sent and will conpare28he sent "bionetrics" data with
that stared in the database (step 811). The identification of the
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by the cliestLAaonponent or the server conponent will be taken as the

term nation of the process and the fi n'gl i zation procedures will be run for
the processes i rFariBisqupesss. the dbiopetncs| dafp of theueers mustbe cplodad usige dhe

buf fers, texpOKaiiustHeAan FigheR MdePudhs « OREhEr PR g BAWhLEy The
finalizati ?r??prsoceudsuree herern. menti oﬁeggw%lt‘]k}gglllso ﬁe é%e%cat eg agluriengg}{ he
successf ul tboappliEafionatghe thid-gartyoesdssifel | ustrated in FIGURE, 8. Figure 9, is

a fl ow di agram .the process for online.authenticati on usin bi o ri cs
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web-site (herein called a "Third-party Web-Site") intended to inplenment
t he i nvent i Bie spplieationt it athe ohifdrraeiys sveb-sifi a1aywbe | linkadk te heier invention's

aut henti catj i jon's authentication server. The
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connectivity between Ird-party t\'Néb-si te and the invention's
aut henti cati on sBirevbasic napirbmenthfooulyl autientgeion rpeoeess, kis [thk @nigoe idertifienet or
a Local Ar % atl\llgtg\é\lll)erra eg lox$ gntgr%li lbg (ghe uasser elﬁmm "biometrics" data will be stored based on
the identifier, so that during verification the "biometrics" data is also selected using the
identifier.

In this process, in step 901, the user enters the identification information in the
third-party web-site as required.

The entered information will be validated and, if the entered information is not
valid, the process will be terminated immediately by displaying the message. This
process of validating the information entered is implemented only by the third-party
web-site.

The authentication process by the invention's program starts from step 802, after
the identification details provided by the user are validated. The invention's
authentication program at the server is activated by providing the unique identifier that
will be used for verification. The application in the third-party web-site will be linked to
the authentication server by redirecting the web-browser to the authentication page on
the authentication server.

The process initiator for the invention's authentication program is the client

software component, which is installed and used in step 904,



For this process, the "bionetrics" data of the users nust be enrolled using
the - process illustrated in Figure | and 3 using the unique identifier
generated and sent by the application at the third-party web-site. This
process is only the authentication process that validates the user anduifens
actual application is not illustrated here and it is executed on the
third-party web-site. The application in the third-party web-site may be
linked to the invention's authenticati8f based on the requirenent. The
basic requirement for this authentication process, is the unique identifier
that is gener at étheomventioniseaithgnticiteonupmgraan ovill vbeckbfanbe rexsghcd af atoned | be
stored based.on .the identifier .so . that duyring verification.the
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message (step 903). The client conponents introduced in step
process wi |dliehlecamparieat talf immediately display an informative message 906 related to the

cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if
any) to rectify the communication problem. If the problem persists, the client
component will immediately terminate the process by disconnecting itself from the
server component. The server component, upon disconnection by the client component
will terminate the process at the server and will redirect the web-browser to a web-page,
from where the user will be guided.

If the "Biometrics" scanner was present, the client component will activate the
scanner (step 907). All of the communications with scanner is done through the vendor
supplier drivers and support software.

In case of fingerprint security, the user will be directed to place their finger on
the scanner and, in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics" technology used.

When the "biometrics" data is successfully obtained from the user in step 908,
then the client component will identify the unique physical or behavioral characteristics

(step 909) and will convert them into binary data.



of downl oadabl e conmponents that are automatically downl oaded to the client
conputer '+ if the conponent does not exist or if outdated. In step 904, al
the drivers and other necessary software conponents will be downl oaded to
the client PC. Fromstep 805 the client conponent will start procegsing

The first will be checking for existence of the "Bionetrics" scangérM&%ﬁﬁb
905). This is done by comunicating using the "Bionetrics" scanner
specified protocol using the "Bionetri-88* scanner vendor supplied drivers.
If the "Bionetrics" scanner was not present or connected or if there is any
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i nvention' S ser vVer compone
taken as the termination of the process and the finalization procedures will be run for

the processes in the server and the client. These include clearing of buffers, temporary
areas, swap area and other operations as required.

The finalization procedure herein mentioned will also be executed during the
successful completion of the process illustrated in FIGURE 9.

Figure 10, is a flow diagram of the process for online authentication using
biometrics in an Internet banking transaction.

For this process, the "biometrics" data of the users must be enrolled using the
process illustrated in Figure 1 and 3 based on the bank's unique identifier provided to
their customer.

The web-site herein called, is the bank's web-site that facilitates its customer to
do banking transaction online, also called “Internet banking.”

This process is only the authentication process that validates the user. The
actual Internet banking application is not illustrated here. This process may occur before
or after the Internet banking process, based on the application design.

The basic requirement for this authentication process is the unique identifier that
is generated or entered by the user. In this case, the user enters, the User Name/ID for

example, that may be used as the identifier, and the "biometrics" data will be stored



The server conponent will validate the data sent and will conpare the sent
"bionetriccs” data with that stored in the database (step 911). The
identification of the "bionetrics" data in the database is done based on
the unique identifier sent initially. If the conparison was not
successful, the process will be termnated with an informative rre%gé‘@@ 2005

(step 912). The error status will be returned to the application that
called the invention's authentication-ptogram |f the conparison was
successful, the success status will be returned to the application that
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process for online authentication using bionetrics in an I'nternet banking
transact i olnesgage. Thissprpgase és §nplementedibythe mebssited dihg invention's uslerdoesmet  be
enrol |l ed uqh@gbgg% process illustrated in Figure 1 and 3 based on the
bank' s uni que Fa n%ifier provided to their customer, The web-site herein
cal l ed, is the bErkawhemsibatiint procéstbyf dri invemioas prograflstansdiont etepdmoanki ng
transaction onljne, also.called "Internet banking." This process is only
the aut hentafiEhithe Adgtification fiﬁtéﬂs \Pé?‘f‘g‘%f{] $§ ReUsGE &Fe V?H‘é"‘te‘gc?t?a!n“eﬁft‘@?%et
banki ng applutiedfit#oni prodi@hn dt thd!Sdri i€ dot @l by o idROGE SRi B dAd fore
or after the | ntler ngtp?%anki ng pr oceé,ls, cbased yolhryotlhe gg%pl I 1(:qg‘tgi on g‘gl;}hlgaﬁ The
basi ¢ requiwillrherused o vetifieatignt hent i cati on process is the unique identifier
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" bi onet ri csbftdateconpohettewhichricihstdlled MiRi1s2@0bste10dased on identifier, so
that during verification the "bionmetrics" data is also selected
he invention's authentication program will check for the existence of stored
"biometrics" data (step 1002). If no data was stored for the unique identifier, then the
process will be terminated with an informative message (step 1003).

The client components introduced in step 1004 of this process will be in the
form of downloadable components (like ActiveX, Plug-in, Java Applets) that will be
compatible with all of the available web-browsers, which is the main user-interface for
the user. The versioning of the component will be maintained so that the web-browser
will automatically download the latest components.

The execution of step 1004 is wholly taken care by the web-browser and the
deployment of the components is made compatible for the same. In step 1004, all of the
drivers and other necessary software components will be downloaded to the client PC.

From step 1005, the client component will start processing. The first will be
checking for the existence of the "Biometrics" scanner (step 1005). This is done by
communicating using the "Biometrics" scanner specified protocol using the
"Biometrics" scanner vendor supplied drivers.

If the "Biometrics" scanner was not present or connected or if there is any

problem in communicating with the "Biometrics" scanner by the client component, the



using the identifier. In this process, in step 1001, the user enters the
identification details as required by the web-site. The entered
information will be validated by the web-site and, if the entered
information is not valid, the process will be term nated inmedi at el m? 2005
di splaying the nessage. This process is inplenented by the web-site. ﬁe
invention's role does not interfere yet. The authentication process by the
invention's programstarts fromstep 1082; after the identification
details provided by the user are validated. The invention's authentication
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When the "biometrics" data is successfully obtained from the user in step 1008,
then the client component will identify the unique physical or behavioral characteristics
(step 1009) and will convert them into binary data.
The client component will use the standard encryption method and compression
(step 1010), then the processed data will be sent to the invention's server component at
the server.
The server component will validate the data sent and will compare the sent
"biometrics" data with the one stored in the database (step 1011). The identification of
the "biometrics" data in the database is done based on the unique identifier sent initially.
If the comparison was not successful, the process will be terminated with an informative
message (step 1012). The error status will be returned to the application in the web-site
for further actions.
If the comparison was successful, the success status will be returned to the
application in the web-site for further actions. From steps 1005 to 1011, the connection
between the server and the client component will be open. Any disconnection either by

the client component or the server component will be taken as the termination of the

process and the finalization procedures will be run for the processes in the server and



-32 client conponent will inmmediately display an informative nessage at
step 1006 related to the cause of the comunication problem The client
conmponent will also guide the user with the troubl eshooting steps (if any)
to rectify the conmunication problem If the problem persists, the client
conponent will inmmediately term nate the process by di sconnecting i% & MAR 2005
fromthe server conponent. The server conponent, upon di sconnection by the
client conponent, wll termnate the p8dcess at the server and wll
redirect the web-browser to a web-page, fromwhere the user wll be
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examp used as the identifier and the "biometrics" data will be stored
based on the identifier, so-that during verification the "biometrics" data is also selected
using the identifier.

In this process, in step 1101, user enters the identification details as required by
the application.

The entered information will be validated by the application, and if the entered
information is not valid, the process will be terminated immediately by displaying the
message. This process is implemented by the application, and the invention's role does
not interfere yet.

The authentication process by the invention's program starts from step 1102,
after the identification details provided by the user are validated. The invention's
authentication program at the server is activated by providing the unique identifier that
will be used for verification.

The process initiator for the invention's authentication program is the client

software component, which is installed and used in step 1104.



process and the finalization procedures will be run for the processes in
the 'server and 2 8 MAR 2005 -33 the client. These include clearing of
buffers, tenporary areas, swap area and other operations as required. The
finalization procedure herein nentioned will also be executed during the
successful conpletion of the process illustrated in FI GURE 10. Fi guéd NMAR 2005
is a flow diagramof the process for online authentication in software
applications. For this process, the "bidG#Aetrics" data of the users nust be
enrolled using the process illustrated in Figure 1 and 3 based on the
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authentication programat the server is activated by providing the unique
i denti fier 'tHemetrigs'| scaprer yerdor suppligd drivetsat i on. The process initiator for

the invention's gujdeRilGakibONsRLAF AN hét I)Qgenql(jre&hnected or if there is any

problem in communicating with the "Biometrics" scanner by the client component, the
client component will immediately display an informative message at step 1106 related
to the cause of the communication problem.

The client component will also guide the user with the troubleshooting steps (if
any) to rectify the communication problem. If the problem persists, the client
component will immediately terminate the process by disconnecting itself from the
server component. The server component, upon disconnection by the client component
will terminate the process at the server.

If the "Biometrics" scanner was present, the client component will activate the
scanner (step 1107). All of the communications with scanner is done through the vendor
supplier drivers and support software.

In case of fingerprint security, the user will be directed to place their finger on
the scanner and, in other cases, the user will be directed to follow the steps provided
based on the type of "biometrics" technology used.

When the "biometrics" data is successfully obtained from the user in step 1108,
then the client component will identify the unique physical or behavioral characteristics

(step 1109) and will convert them into binary data.



|
sof tware conponent, which is installed and used in step 1104. 2 8 MAR 2005
-34 ' The i'nvention's authentication programw || check for the existence of
stored "bionetrics" data (step 1102). If no data was stored for the unique
identifier, then the process will be termnated with an informative
nmessage (step 1103). The client conponents introduced in step 1104 PQTMAW 005
process will be in formof downl oadabl e conponents. The versioning of the
conponent will be maintained so that t-B& | atest conponents will be

downl oaded automatically to the client PC. In step 1104, all of the drivers
and ot her necesSIafe)cliSﬁIf dd&?foﬁeﬁl&ﬂibl&[h@ﬂhéstﬂldaﬁ biecrystivanheaod and &)Ihﬂitﬁssﬁdfﬂ ent
PC. From step , .the client nponent w start processing. The first
will be crﬂétexkijf igﬂs)f ten e Proe e et vBH be 7Nt (e B ERES SeBeh FemPpagné At

1105) . Thi spd &relgne by communicating using the "Bionetrics" scanner
specified protocol using the "Bionetrics" scanner vendor supplied drivers.
| f the "Biometrilds"seseaanerponest wot vplidatethe data contnact sall @omiphret therent s any

problemin,co nigating.wmth the "Bi.onetrics” anner t.he i ent
conponent , ﬁ?g‘m{%?% é%ta ‘gﬁmﬁ T=hit Sei%e " M ﬁ%fsfpdﬂgﬂ)?‘g@j‘ea{ae’}tﬁj’fc@i‘%?fve
nessage at thé BHorhd@Rs"T @tairttle dh@bdstes GatiéSRsed or the uﬁ@hﬁmaa:hﬁﬂéﬂ Rt MftRipyem
The client conponent will also guide the user with the troubl eshooti ng

steps (if Ihthg)comparigan wasnat successtiivh e Predesnwidh bsoiesninated witheanjnfosmatiye
persi sts, i i i el r . by
di sconnect itlﬁegsifétesgﬁj *fl%g??ﬁ%ghggﬂ?%{élﬁ ‘{;:H(?)ierrgéo?lléet‘(ril[ltn.Xd #ﬁémsgﬁ}g?&@grfr%gﬁ%%f% IS upon
di sconnect iaoftorizy t he client conponent wll termnate the process at the

server. If the "Eiﬁ}ltl)'netrics" scanner W%ﬁ &resent, t he C|.{ nt con? nent wll
activate the sd e FOTBHET Y87 U o & FRECESniRIAS Ml Rsntetiined 1 diner
is done t hragpBéatioR oy BRERE acBsRPIFtEA sthpk M@0$ t&Nd1 5URP Rblines Rt BWBtwRen ltRe Case
of fingerprint security, the user will be directed to place their finger on

t he scannerselftand theoelipat cemparent (il hesepenyiAny dissonmection eithercbyf diel dignt he
Do, P U R RSB R SR S PR
the finalization procedures will be run for the processes in the server and the client.
These include clearing of buffers, temporary areas, swap area and other operations as
required.
The finalization procedure herein mentioned will also be executed during the
successful completion of the process illustrated in FIGURE 11.
The invention being thus described, it will be obvious that the same may be
varied in many ways. Such variations are not to be regarded as a departure from the
spirit and scope of the invention, and all such modifications as would be obvious to

one skilled in the art are intended to be included within the scope of the following

claims.



then the client conmponent will identify the unique physical or behavi or al
characteristics (step 1109) and will convert theminto binary data. '2 8
MAR 2005 -35 The client conponent will use the standard encryption nethod
and conpression (step 1110), then the processed data will be sent tch Mlﬂﬁ 2005
invention's server conponent at the server. The server conponent w |

val idate the data sent and will conpare the sent "bionetrics" data with
the one stored in the database (step 111%3. The identification of the
"bionmetrics" data in the database is done’based on the unique identifier
sent initially. |If the conparison was not successful, the process will be
termnated with an informative rress%qﬁ]lﬁéep 1112). The error status wll
be returned to the application for further actions. If the conparison was
successful, the success status will be returned to the application for
further actiops. Fromsteps _.1105.to 1111, the connection.between the
server and th me&‘fﬂty(%m%aﬁwte“m&t BéutBﬁ’&‘r‘f.'tyﬂ%uﬁelrg%rBWﬁsé‘&i on either by
the client conponeng s@vert fifhenfEatidh pesiaR R settdr lauthenticakemp@graniBeing
term nation of the process and the finalization procedures wll be run for
the processes in theins@Hedin ghdvebtisrver jafnt . webfssedes PrVIdsgcand) eaid | S5ebf
buffers, tenporary a SR pRd p td i i . The
finalization procedu?‘gﬂ%eurcel n Prlg) t o%g%ga\nhfég{aé sgrhgeéxgs@g%ﬁ?%)dé gﬁt{?ggt he
successful conpl eti owithf thehavgbrseodes providest nad eftr | recéividgRExitting Fhaurity

i nvention being thus descri gﬁ%g’ jt wll be obvious that the sane may be
varied in many ways. PEADREL e&‘fd‘b‘h ° X% not to be regarded as a departure
fromthe spirit and scope of the invention, and all such nodifications as
woul d be obvious to one skilled in the art are _intended to be included
within the scope of @ifdieRtojoftarsepmpangntysvheremn gpid shert Gofwarggeomponent 1s

configured for:

detecting unauthorized biometric scanner;

automatically downloading client software component and system

components appropriate for a workstation of the user;

verifying the successful installation of said client software

component and system components;

after successful installation, sending a unique key of the biometric

scanner to the web-server for further communication;

said biometric scanner, said biometric scanner being activated for
identifying characteristics of a biometric image and for converting the

biometric image into digital data in encrypted form;

a device for compressing and encrypting the digital data in asymmetric

method from said biometric scanner;



CLAIMS 1. A security systemfor verifying the authenticity of a user L
conprising: a server authentication program said server authentication
program being installed in a web-server of a web-service provider and said
server authentication programbeing integrated with existing
web-applications wth the web-service provider and for receiving ex?§tMAPgZUU‘3
security paraneters entered by the user; a client software conponent,
wherein said client software conponent is configured for: detecting

unaut hori zed bionetric scanner; automati- 4 | y downl oadi ng client software
conponent and system conponents appropriate for a workstation of the user;
verifying the successful. installati. f id.clien t e nent
and system corrponenté;d'é‘éﬁg % g?r tgal?(s:@étjggg]m% ﬁoﬁ'@{%ﬁ&a nﬁoﬁc%geﬁ%%agtoaﬁgwgue key
of the bionetric scestn@l to the web-server for further communication; said
bi ometric scanner, said bionetric scanner being activated for identifying
characteristics of a bionetric inmage and for converting the bionetric
image into digital daigavicd riRempriiSsihkthefypRd deMiwieth R4 sGRIANN AShtdbaseand
encrypting the digital data in asynmetric  nethod fromsaid bionetric
scanner; 2 8 MAR 2008nd 37 a device for transmtting the conpressed and
encrypted data to the web server; a device for conparing the encrypted data
with data stored in a database; and a device for sending status codes of
conpari son to the web-devicel foe sepdingi dans cddesAofs eomparispn Stpsthenwelpservieei f yi ng
the authenticity of a user as clained in claiml1, wherein bionetric data
is selected from onepﬁ’r"“ﬁﬁre of the group consisting of a

2. A security system for verifying the authenticity of a user as claimed in claim 1,
wherein biometric data is selected from one or more of the group consisting of a
fingerprint of one or more fingers of the user, a palm print of the user, an iris scan
of the user, a retina scan of the user and any other optically distinguishable

parameter of the user.

3. A security system for verifying the authenticity of a user as claimed in claim 1,
wherein a plurality of sources of biometric data of a single user is used to

authenticate the identity of the user.

4. A security system for verifying the authenticity of a user as claimed in claim 1,
wherein the biometric scanner and the device for compressing and encrypting the

digital data is integral.

5. A method of verifying the authenticity of a user with a security system,
comprising the steps of:
a. installing a server authentication program in a web-server of a web-service

provider;

b. downloading and installing a client software component at a workstation

of the user, wherein the method consisting of:



fingerprint of one or nore fingers of the user, a palmprint of the uFer,
an iris scan of the user, a retina scan of the user and any ot her
optically distinguishable parameter of the user. 3. A security systemfor
verifying the authenticity of a user as clainmed in claim1, wherein 48 MAR 2005
plurality of sources of bionetric data of a single user is used to
authenticate the identity of the user. 4. A security systemfor verifying
the authenticity of a user as clained in_claiml1l, wherein the bionetric
scanner and the device for conpressing an encrypting the digital data is
integral. 5. A nmethod of verifying the authenticity of a user with a
security system conpri Shagctﬁmh%hezlgrg&%cé)%fa%b 'e%ts%“ﬂepgl e W0 ly‘taarti_on of
aut hentication programin-a MEB- SEr Vel of B Web- service prOV|5Er, b.
downl oadi ng and installingheas&li ent software conponent at a workstation of
the user, wherein the nethod consisting of: 2 8 MAR 2005 -38 detecting the
presence of a bionetric scanner in the workstation of the user;
downl oadi ng appropriate chbwibadi® h¥R6S5HaEO SRR 85w A8 EofPaiknt @Hd ré&ife@m
conponents; sending a uni que key of the bionetric scanner to the
web- server; c. integratingystam ePmpongRip; aut henticati on programwi th existing
web- applications with the web-service provider; d. receiving existing
security paranmeters entered by the user; e. activating the bionetric
scanner by receiving the sadithganinigue Kepyf fhe bioniduéc scamier sethe evebtservegent i f y
characteristics of a bionetric inmge; converting the bionetric imge into
digital data; g. conpressing and encrypting the digital data from said
bi ometric scanner ;¢ khtedrhti}s ¥hidt sB@et NitleANTYBH S BrbgIMs ﬁﬂﬁr}éﬂﬁmﬂ% dadba to

e

t he web-server; i. conparing the encrypted data wth data stor in a
dat abase; and applications with the web-service provider;

d. receiving existing security parameters entered by the user;

e. activating the biometric scanner by receiving the said unique key from the

web-server to identify characteristics of a biometric image;
f. converting the biometric image into digital data;
g. compressing and encrypting the digital data from said biometric scanner;
h. transmitting the compressed and encrypted data to the web-server;
i. comparing the encrypted data with data stored in a database; and
j. sending status codes of comparison to the web-service provider.
6. A method of verifying the authenticity of a user with a security system as claimed

in claim 5, further comprising the step of selecting the biometric data from one or

more of the group consisting of a fingerprint of one or more fmgérs of the user, a



] . sending status codes of conparison to the web-service provider. 6.|A

nmet hod of verifying the authenticity of a user wwth a security system as
claimed in claimb5, further conprising the step of selecting the bionetric
data fromone or nore of the group consisting of a fingerprint of one or
nore fingers of the user, a 2 8 MAR 2005 -39 pal mprint of the user,2&NAR 2005
iris scan of the user, a retina scan of the user and any other optically
di stingui shabl e paranmeter of the user. 7, A method of verifying the
authenticity of a user with a security s?%‘tem as claimed in claimby,
further conprising the step of using a plurality of sources of bionetric
data of a single user ttc%tﬁm henticate t i denti t%. of th Eser.r 8(.1 A et hod
of verifying t hEXJLPATAY 7P§?r’oq‘n 1S FE NP H°% &K ll??isfa)?(gv &R 88C &M med
in step g of cl ath@t SptiaRy BistinguKakIe paran@terBthensdrypti ng the digital data
fromsaid bionmetric scanner, further includes conpressing the digital data
in a lossless nmanner.

7. A method of verifying the authenticity of a user with a security system as claimed
in claim 5, further comprising the step of using a plurality of sources of biometric

data of a single user to authenticate the identity of the user.

8. A method of verifying the authenticity of a user with a security system as claimed
in step g of claim 5 wherein compressing and encrypting the digital data from said
biometric scanner, further includes compressing the digital data in a lossless

manner.
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