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BACKGROUND OF THE I NVENTION 1. Technical Field Present

invention relates to a system and nethod for

restoring desktop conponentis— In particular, the

present invention relates to a systemand nmethod to

recover desktop conponents fromdistributed conputers

usi ng sel f-contaiphed g pagkage® datrao & Description of
the Related Art Today's nodern conputer software

systens are often _enterprise syst ens organl zed in a
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roles using the conputer system dependi ng upon the
user's job description. in a banking exanple, one

BACKGERINDBF Dey® f1¢¢k@fzGgd therefore need teller
——appfrcartrons fm order to serve banking custoners.

Anot her user nmay be a | oan officer, and need to

1. TEAHESS1 aedficer applications to serve customers
that are applying for loans. A third user may be the
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wor kst ati ons perform particular roles and are

2. DN BIOISh USEUche Related Art

Today's modern computer software systems are often
- enterprise systems organized in a distributed fashion
throughout the organization. The various people in the
organization perform different roles using the computer system
depending upon the user's job description. In a banking
example, one user may be a teller and therefore need teller
applications in order to serve banking customers. Another
user may be a loan officer, and need to access loan officer
applicafions to serve customers that are applying for loans.
A third user may be the branch manager, and need to access
computer functions used to manage the bank branch.
Organizations often desire the ability to centrally manage

their distributed shared systems.

Traditional computer systems are typically designed to
either provided all necessary functions through each computer,
for example by using a computer network to access the needed

functions, or the system is designed so that individual



by a particular user or set of users. This presents
chal | enges in organi zation where nultiple users use
WO b@®4o55889 client conmputer system . |In the bank@€mgP2003/013973
exanpl e, there may be several tellers that share the
same client conputer system depending on the shift,
day of the week, or which teller happens to be
assigned to a particular workstation. If al
organi zational functions are provided fromthe sane
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this approach, however, is that each workstation needs to
receive any new or modified software components in order to be
available for any user that may need such functionality from
any given workstation. Another challenge of this approach is

that every workstation has to be modified.

Some of the functions performed by users may be client-
server Tunctions, while other functions may involve using
software systems that have been installed on the user’s
workstation. Software systems installed on the user’s
workstation may include legacy software applications and other
software that has been written for a particular operating

system environment.

A system and method that provides centralized management
of gelf-contained desktop packages that include the components

needed to perform particular functions is useful in organizing



and managi ng conputing functions perfornmed throughout
an organization. A challenge of using centrally
wee@anssdeand managed conponents is the increaBEER2N08/@13973

of the role created by the central adm nistrator and

the potential loss to the organization if the files

mai ntai'ned by the central- 3adm nistrator are

destroyed. What is needed, therefore, is a system and

method that allows a central adm nistrator to recover
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of thelewmdirmnitve been assigned to the workstation
Rol es that are allowed for both the workstation and
the user are enabled to be used by the .user using
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'————Tn"one enbodi nent, the conponents are packaged in

It has been discovered that the aforementioned challenges
are resolved using a system and method that centrally manages
desktop packages. The. system allows a central administrator
to recover component files previously sent to servers and

clients located throughout the organization.

The administrator assigns applicgtions to users and
workstations. The administrator selects desktop components
needed Eor a particular job role and packages the components
into a self-contained desktop package file. The self-
contained desktop package is sent to a user that is using a
particular workstation. The system identifies one or more
roles that have been assigned to the user and matches the
identified roles with one or more roles that have been
assigned to the workstation. Roles that are allowed for both
the workstation and the user are enabled to be used by the

.user using the workstation.



different sets of self-contained desktop packages,
Wi th each package corresponding to a different role.
w0 pooa/olsmeki ng  exanple, a different desktop pap&KEBPR2003/013973
woul d be created for each banking role perfornmed by
users, such as a teller, loan officer., and branch
manager. Each of these self-contained desktop
packages i ncludes the conponents needed to performthe
correspondi ng function. For exanple, a desktop
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“published,” to servers. The servers, in turn, provide the
self-contained desktop packages to clients. The packages and
the components included in the packages include unigue
identifiers used to identify the packages and components. In
addition, a manifest is maintained detailing the individual
components included in each of the self-contained desktop

files.

When a disaster event occurs at the administrator’s
computer system, such as a fire or drive failure, the
administrator retrieves the self-contained desktop files from
the servers to which the packages were previously transmitted.
The administrator repopulates the component libraries by
unpacking the components from the self-contained desktop
files. The administrator uses the manifest to determine
whether additional self-contained package files need to be

retrieved from other servers.



The foregoing is a summary and thus contains, by
necessity, sinplifications, generalizations, and
worigssens of detail; consequently, those skiPCPHEP1003/013973
the art will appreciate that the sumary is
illustrative only-and is not intended to be in any
way limting. Oher aspects, -inventive features, and
advant ages of the present invention, as defined solely
by the clainms, will becone apparent in the '
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flowchart showi ng adm nistrator steps taken to set up
a particular site; Figure 5 is a flowhart show ng
BRIEF GHJUSITRION & einfe tiieitndg set up a user; Figure 6
s a frowchart _show ng adm ni strator steps taken to
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Figure 1 is a network diagram of a computer system using

gself-contained desktops;

Figure 2 is a block diagram of components included in

providing self-contained desktops;

Figure 3 is a high level flowchart showing administrator

steps taken to provide self-contained desktops;

Figure 4 is a flowchart showing administrator steps taken

to set up a particular site;

Figure 5 is a flowchart showing administrator steps taken

to set up a user;

Figure 6 is a flowchart showing administrator steps taken

to set up a workstation;

Figure 7 is a flowchart showing administrator steps taken

to set up application extensions;



to create self-contained desktops; Figure 10 is a
fl owchart showi ng steps taken by a server to deliver
W@ edok/osmre ai ned desktops to a client; Figure 1RCT/BPR03/013973
screen |layout of a screen used by an administrator to
set up a new site; Figure 12 is a screen |ayout of a
screen used by an admnisgrator to nmanage desktops
and machines for a given site; Figure 13 is a screen
| ayout of a screen used by an adnministrator to set up
eigaweusers Bl guo®chérics shosdheendrdyduit refccar safegen taken
used by an administrator to set up an application
to sethap pEravaiRltilere rgdegenesfponent Wi thin one or nore
sel f-cont ai ned desktops; Figure 15 is a screen |ayout
efigarecoedn wsa&dohyhamt atiwiingt eaidm st regforus tats viaken
applications; Figure 16 is a screen |ayout of a screen
to crgagq Bpldmcoadsilmicst CESTOPS ‘manage wor kst at i ons;
Figure 17 is a flowhart show ng steps taken to
g guiiebutoe iselsf -fAonichiamed stheskingp S tepss drakens by B gugwrer
18 is a flowhart, show ng steps taken .to distribute
to deddrerc SRldi vl teSeco FESIOR a i-éjeravé’;lr']“’ceémd client;
Figure 19 is a flowhart show ng steps taken to create
Fdgtar appliiscat isomresxt dayioorts ;o frieg e ez iusegl by an
. flowchart showi ng an application extension |Iifecycle;
admm\%et?%@/roéﬂ%@tp%ﬂ Epé]@g’sﬁd%?g?s 7 Figure 21Ais a
bl ock di agram showi ng conponents and resources being
Hiisturiebdi2ed sf reomcareead fayiosttr atfora trradn iYysesd by an
. Clients; Figure 21B js bl ock di agram s i .
admind SEE &G stoaﬁ}fn-a%’eeé%ﬁrk%@? Sbginﬁg n}ageéch OVt eer% ?/&bf; gilar%lr tven
site;admnistrator fromservers following a data |oss by
t he adm ni strator;

Figure 13 is a screen layout of a screen used by an

administrator to set up a new user;

Figure 14 is a screen layout of a screen used by an
administrator to set up an application that is available as a

component within one or more self-contained desktops;

Figure 15 is a screen layout of a screen used by an

administrator to set up native applications;

Figure 16 is a screen layout of a screen used by an

administrator to manage workstations;

£

Figure 17 is a flowchart showing steps taken to

distribute self-contained desktops to servers;

Figure 18 is a flowchart showing steps taken to

distribute self-contained desktops from a server to a client;

Figure 19 is a flowchart showing steps taken to create

custom application extensions;

Figure 20 is a flowchart showing an application extension

lifecycle;



Figure 22 is a flowhart show ng steps taken by an

adm nistrator in distributing self-contai ned desktops
w@r@4/058bsequent |y recovering sel f-contai ned deGREPS3/013973

fromservers followi ng a disaster event; Figure 23 is

a flowhart showi ng steps taken by a client to

recei ve and display desktops, Figure 24 is a flowchart

showi ng steps taken by a server to provide desktop

information to a client based on the user's role and

BRI KBiati O 18t g Qe Aoving Bbmsénehagrana
show ng processing perfornmed by a server and ,
resournmes drtinsh diet wedhlted Sewern adniehtstraper to multiple
13 %gministrator;. Figure 26 is a flowhart show ng steps
€14 ken by a client in initializing and displaying
sel f-cont ai ned desktops;, Figure 27 is a screen |ayout
Figuzmiik desktlobo ek spiageahn chhe B9 PRRRRREEAL #BA
al ong .wi .t - ny .o he -CO [N
resof B il J PR P A kP R o DB e
folldwietarLatchatds ©fbyi tleet admasi sisestdyy; the client
shell in displaying and managi ng desktops; Figure 28B
1 ' rchy, c egt 1 [ e j t
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deskggp file; WO 2004/ 055669 PCT&EB%OQQ{OlS9g3 8

SubS QIR Y I §CEF HIRCHET t ~ SHOWF HYFE St epstaRB T8 Servers

folldwhdd & iZasdde-£lieptirt 0 use self-contained desktops;
Figure 30 is a flowhart showi ng steps taken during

jent injtialization. Figure 31 is I r .
FHY L b ARG PRSIt abhg Ky Bn ient

to rdcwlive dMPuitsSlaysdaskteyehart showi ng steps taken
when invoking the Java shell |auncher;

Figure 24 is a flowchart showing steps taken by a server
to provide desktop information to a client based on the user’s

~role and the workstation’s role;

Figure 25 is a block diagram showing processing performed
by a server and interaction between the server, clients, and

administrator;

Figure 26 is a flowchart showing steps taken by a client

in initializing and displaying self-contained desktops;

Figure 27 is a screen layout of a sample desktop
displayed on a client workstation along with a pop-up menu of

other self-contained desktops available to the client;

Figure 28A is a hierarchy chart of directories used by

the client shell in displaying and managing desktops;

Figure 28B is a hierarchy chart of sections included with

the shell configuration file;

Figure 28C is a hierarchy chart of objects included in

the self-contained desktop file;



Figure 33A is a screen | ayout showi ng an exanple of a
smart graphi cal conponent; Figure 33Bis a screen
wo ayasseshowi ng an second exanple of a smart PCEHPPR003013973
conponent; Figure 34 is a hierarchy chart show ng
vari ous desktop objects; Figure 35 is a flowhart
showi ng steps taken in Lngtializing smart graphica
conmponents; Figure 36 is a flowhart show ng steps
taken in processing display attributes for snmart
ghigaecab denmporiémigharfd Glowridg issepsf [takerarto
.. .showi ng steps taken in processing hehayvior attributes
initipda zenape gﬁaﬁﬁitcéao AER G SONTARESE GIHEEPT s a
bl ock di agram of an information handling system
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i nvention and should not be WD 2004/ 055669
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cont ai ned desktops 110 include all information needed
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of a WQLkstation.given the client's particular role

Figure 34 is a hierarchy chart showing various desktop

objects;

Figure 35 is a flowchart showing steps taken in

initializing smart graphical components;

Figure 36 is a flowchart showing steps taken in

processing display attributes for smart graphical components;

Figure 37 is a flowchart showing steps taken in
processing behavior attributes for smart graphical components;

and

Figure 38 is a block diagram of an information handling

system capable of implementing the present invention.

DETAILED DESCRIPTION

The following is intended to provide a detailed

description of an example of the invention and should not be



Sel f-contai ned desktops 110 are transmtted to one or
nore servers 150 for dissemnation to clients. Servers
wQa2@4/08%00i ne user roles 155 with workstati on POI/EB2005013973
to determ ne which self-contained desktops to send to

clients. Cients 165 performlogin function-170
during which the user ID_ and password are gathered
and transmtted to servers 150 to effectuate a |ogin.
Cients 165 performlogin function 170 during which

takerd & userl i) @it ehimne 1y &€ gatiesenrs andRather, any
transmtted to servers 150 to receive a |list of
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descripteirdrs. based upon the user roles 155 and the

wor kstation roles 160 that correspond to the

particul ar, user 1D and.the particular_workstatiaon
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fromserver 150 to client 165. WO 2004/ 055669,
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whicﬁﬂ¥%§k—gggkégﬁgﬁ desktops to send to clients. "Clients 165
perform login function 170 during which the user ID, and
password are gathered and transmitted to servers 150 to
effectuate a login. Clients 165 perform login function 170
during which the user ID and machine ID are gathered and
transmitted to servers 150 to receive a list of allowed

desktops.

Servers 150 receive the user ID, password, and machine ID
from clients and determine which self-contained desktops to
transmit to the clients based upon the user roles 155 and the
workstation roles 160 that correspond to the particular user
ID and the particular workstation being used by the client.
The identified self-contained desktops are responsively

transmitted from server 150 to client 165.



graphi cal user interface itens used to conmmunicate
with the wuser. Sonme of these user interfaces include
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appl i cations hosted by servers 150. O her user
interfaces include extensions that map to
client-based applications l1095_. When a user clicks on a
deskt op conponent that nmaps to a client-based
application, functionality exists within the
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client-based applications 195. When a user clicks on a
desktop component that maps to a client-based application,
functionality exists within the self-contained desktop to
invoke, or otherwise use, the client-based application. If a
client has multiple self-contained desktops at its disposal,
the user can switch between the various self-contained
desktop; by using a menu provided by shell application 180.
For example, in a banking environment if a user is both a loan
officer and a branch manager both of the corresponding self-
contained desktops for these roles would be loaded into shell
180 provided that the workstation is capable of performing
both of these roles. To perform loan officer functions, the
user selects the loan officer desktop from shell application
180. Likewise, to perform branch manager functions, the user

selects the branch manager desktop from shell application 180.



wi ndow may have speci al equi pnment, such as a teller
box, so that the workstation is capable, or allowed,

wo eoopesFeer mtel l er functions. Another wor kst aPCDREP2003/013973
perhaps at a desk away from the teller area, may be
i ncapabl e of performng teller functions. User
definitions 220 are used tjg define the users of the
system and the roles such users perform User
definitions 220 include user data 225 and assi gned
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. configurations 260. These
functions.

User definitions 220 are used to define the users of the
system and the roles such users pérform. User definitions 220
include user data 225 and assigned group data 230. User data
225 includes user identifiers and user passwords. Assigned
group data 230 includes the roles a particular user is allowed
Eo perform. For example, a branch manager may be allowed to
perfornrbranch manager, loan officer, and teller functions

while a teller may only be allowed to perform teller

functions.

Site definitions 235 include information about a
particular site. In a banking environment, a site may be a
branch office of the bank. Site definitions 235 include group
desktop map 240 that provides a common desktop for users at a
particular site as well as site information 245 that provides

details concerning the site.



configurations include information about the

conponents included with a particular self-contained
waele@ksed Adm ni strator 200 create sel f-cont ai PEHEP2003/013973

deskt ops and publishes the self-contained desktops on

one or nore servers 265 that are accessible by

clients. Server 265 includes _persistent storage 270

and aut hentication function 280. Persistent storage

270 includes user data 272, topology information 274,
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 persiHER MRS FEL IR 181 PR or fRaton Tunction 280.

Persistent storage 270~1ncludes user data 272, topology
information 274, and self-contained desktops 276. The user
data and topology data are used to determine which self-
contained desktops 276 are allowed to be used by a given
client using a given workstation. Server 265 provides
desktops which are authorized for particular user/workstation
to client 290. The self-contained desktops are received by
the client and displayed on platform independent shell 295.

In this manner, server 265 sends identified desktops to client
290 without regard to the particular operating system platform

being used by the client.

Figure 3 is a high level flowchart showing steps taken by
the administrator to provide self-contained desktops.
Administrator processing commences at 300 whereupon the

administrator defines users (predefined process 310, see



particular job role (predefined process 350, see
Figure 8 for processing details). A determnation is
wora@e/05%64 0 whet her a new site is being addedPCI/EP2003/013973

(decision 360). If a new site is being added, decision
360 branches to "yes" branch 365 whereupon a new site
is defined (predefined pracess 370, see Figure 4 for
processing details). On the other hand, if a newsite
i s not being added deC|S|on 360 branches to "no"
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identified for the site (step 410). _For exa

| e
partisrdimch J68F mod arepIRsiAl ek Franas ofiite 97 rglg‘bla? ehtfor

g Idétly 1§ )manner, -the new site can inherit
proce%ﬁﬁ%&terlstlcs and attrlbutes fromthe parent site so

that the characteristics and attributes ar
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detaisid)e. on the other hand, if a new 51te is not belng added

decision 360 branches to “no” branch 375 bypassing step 370.

The defined desktop is mapped to one or more sites and
one or more roles (predefined process 380). In this manner, a
single desktop can be used at multiple sites for multiple
roles. Conversely, a different desktop can be defined and
used at.each site and for each role. The desktop components
are packaged into a self-contained desktop and the self-
contained desktop is published to one or more servers for
digssemination to the various clients (predefined process 390,
see Figure 9 for processing details). Administrator

processing ends at 395.

Figure 4 is a flowchart showing administrator steps taken
to set up a particular site. Processing commences at 400

whereupon a unique identifier is assigned to the site (step



was not identified decision 415 branches to "no"
branch 422 whereupon the adm nistrator sets the
w@eiotoswed and desktops to default val ues for PC¢EEBRIDE013973

(step 425). Policies that were either retrieved or set

for a particular site can be nodified according to

the particular site's reéds—(step 430). In this

manner, a site can have slightly different policies
fromthose of a parent site. Sites have one or nore
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Sites have one or more roles that are performed by users
working at sites. 1In a banking environment, a branch office
site may have roles such as a teller, a loan officer, and a
branch manager. The first role for the site is selected (step
435). A determination is made as to whether the role needs to
be modified (decision 440). If the role needs to be modified,
decision 440 branches to “yes” branch 445 whereupon a self-
contained desktop is selected for the role (step 450). On the
other hand, if the desktop does not have to be modified for
the role, decision 440 branches to “no” branch 455 bypassing
step 450. In this manner, the child site uses the same
desktop as the parent site for a particular role, yet the
administrator has the flexibility to assign a different

desktop to the child site for a given role.



adm nistrator to define a new user. Processing

comences at 500 whereupon a unique user identifier,
wGeamh/osse®a user ID, is assigned to the user (BCEPP2003/013973

505). An initial passwords is also assigned to the

user (step 510). A user nanme and/or descriptionis

al so entered for the user i(sstep 515). A national

| anguage preference is selected for the user (step

520). Arole is selected for the user (step 525) from
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Procdsrsamchadieip r'gfastns Irtard®P 565 which | oops back to
sel ect and process the next role for the user. This
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A"MAC address is a Media Access Control address which
natidmaly lsmaheoe coklfesenadagts selected for the user (step

' 520).

A role is selectéd for the user (step 525) from a list of
roles that has been created by the administrator and stored in
data store 530. A determination is made as to whether the
selécted role is the default role for the user (decision 540).
If the selected role is fhe default role for the user,
decision 540 branchés to “yes” branch 545 whereupon the
selectea role is assigned as the default role for the user
(step 550). On the other hand, if the selected role is not
the default role, decision 540 branches to “no” branch 555

bypassing step 550.

A determination is made as to whether there are more
roles to assign to the user (decision 560). If there are more
roles to assign to the user, decision 560 branches to “yes”
branch 565 which loops back to select and process the next

role for the user. This looping continues until there are no



uni quely identifies each node of a conmputer network. A
host, or server, is assigned to the workstation (step
WOG2@)H/055%m | P address is either assigned or repPCT/BRmd3/013973
for the workstation (step 630). A workstation
description is also entered for the workstation (step
640). A workstation descripgi-on may include a
description of the workstation's capabilities, such as
whet her the workstation includes a bank teller drawer.
more He dd st assigr dro tdree wordkist &ttt orhiich sulisth eteg¢ssbpn 560
650)  froma._list of_ roles that created by the
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ateller, a loan officer, and a branch manager. One
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e
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I cation extensions are desktop confonents t hat
whetlprovilte wedess ton apptledes on proyresl esudhawsT -

. client-based | egacy applications. Processing

conEencest ato 1O0raherledpidiridfication is selected (step 650)

from a list of roles that was created by the administrator and
stored in data store 660. For example, in a banking
environment, roles may include a teller, a loan officer, and a
branch manager. One workstation may be capable of performing
all three roles, while another is only capable of performing
éne or two of the roles. Furthermore, confidential or
sensiti;e functions may be restricted to a particular
workstation even though gther workstations may be physically
capable of performing such functions. A determination is made
as to whether there are more roles to assign to the
workstation (decision 670). If there are more roles to assign
to the workstation, decision 670 branches to “yes” branch 675
whereupon the next role for the workstation is selected (step

680). This looping continues until there are no more roles to

assign to the workstation, at which point decision 670



extension identifier is assigned to the particul ar
application extension (step 705). An application
wale@aiospse on i s entered describing the correspon@Prwgs/013973

application (step 710). Aclient <class for the

application extension is also entered (step 715). A

determnation is made as_tp;whether the extension is

provi ded by the systemor is provided by the user

(decision 720). If the extension is provided by the
brandissy ,tdletisd Gratzh dgmnchise tasdisaredrasiods 7204

wher eupon the Java archive (JAR) fil enanes
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branches to user branch 725 whereupon the Java archive (JAR)
filenames corresponding to the extension are entered (step
730). On the other hand, if the extension is system supplied,
decision 720 branches to system branch 735 bypassing step 730.

A determination is made as to whether an administrator
object oriented class is needed (decision 740). If an
administrator class is needed, decision 740 branches to “yes”
branch 745 whereupon the administrator class name is entered
(step 750). On the other hand, if an administrator class is
not needed decision 740 branches to “no” branch 755 bypassing

step 750.

The application extension is created using the.supplied
information (step 760). A determination is made as to whether
there are any default properties for the application extension

(decision 770). If there are default properties, decision 770



Figure 8 is a flowhart show ng adm ni strator steps
taken to set up application references. Processing
w@eoermesises at 800 whereupon the type of referrCVEP2003/013973

(i.e., the extension type) corresponding to the

application reference is selected (step 810). A

uni que application referentg +dentifier is assigned

to the application reference (step 820). An

application description is also provided for the
brangpps i tat 1995 t peredie 775 steer820)n thordefawl bupesperties
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785 Hﬁ#ggggﬂ Grdotygms at 895. Figure 9 is a flowhart
show ng ggtepsﬂsta en by an admnistrator to create

sel f-cont ai ned desktops, Processing _comences at 900
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ropdhei &€ frLontaiaed daskt-pp ( sien 90 vo s depkt o
P OptitJTe aﬁh/or descr%ption isxentered f%ﬁ tﬁgfdesg?g%ge
area ( stRyprceEDing THeens crerurct ¢35 appear ance i s entered
for the desktop (step 915). The adm nistrator then
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appear on the deskto (step 920). These inmmges are
Lo seafe|BrtaRP o des KPR romhentPrAG e Himg opBImahees at 800

ggﬁhk e i 925. i ncl es 2004/ 055669

wher / ggb%%%%&% ]lé-]péfgérycbeac lg'ré]o'Lfn gj eanecftw%o? et rr]g\é%es)

corr&33hndioansc@3He appdliicattion referenees Dbl afted (step
resources 955. lication.references that wi]l be

810) -avdt IHbIE'S R HE s YR S et Bt e &t e gapjioned
to tHd MPARRd il e rafalances. o4 dinc! yuded i deskiop

conponent library 925. In a banking environnent, a
descrigfian sigiesigoprsanidatt| igke Hppldneti ot et erefeesnte

) (steﬂ %)uﬁp Wr%tﬁ% ,! anegs a@qdcho%)efc%tne,gih%ei and icon
teller's cas rawer, il'ea I'dan of ficer's desktop
filemeares, are also provided (step 840). Properties that are

specific to the type of the application extension are also
entered (step 850). The application reference is then stored
in a nonvolatile storage area (step 860) and processing

returns at 895.

Figure 9 is a flowchart showing steps taken by an
administrator to create self-contained desktops. Processing
commences at 900 whereupon a unigue desktop identifier is
assigned to the self-contained desktop (step 905). A desktop
title and/or description is entered for the desktop (step
910). The screen and icon appearance is entered for the
desktop (step 915). The administrator then selects images,
such as icons, backgrounds, etc., to appear on the desktop
(step 920). These images are selected from desktop component

library 925. The desktop component library 925 includes



i nclude application references that provide access to
the bank's |oan approval software application.
woRoossab9 | anguage data, such as text and resPUF/ERH)3/013973
are provided for each supported |ocale (step 950).
These resources are selected fromresources 955 that
are included in desktop-cagpenent |ibrary 925. The
desktop configuration is stored detailing the files
and resources included the desktop (step 960). A
backgevags agdhitgwratimtayes 198 0desconisi 98 & herddsiaagpl ars
create nd _t deskt o a i s packaged (step 970)
refergggust§#§,i%ngggfﬁoggﬁfgi%g ‘desktop 975. The
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945 ibyladeer ver ddskidgl icsahosehft- Adhirairedateskimps tnrtking
client. Processing commences at, 1000 whereupon the
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user identifier and a user password use
telleadtshentsinc atrevwiche wderle Rollesint lodtt lvare shelmskass greed

. to the..user. are retrieved (step 101 from user

incLufR, BRRI HACE SRS SRS RS BF A REFEToqp the

bank '@SSogRe G- ohRe \WIHKSkald eppaieatiehy.i eved i(@tiap 1 )age
fromtopol ogy directory 1025. WO 2004/ 055669

data, peprhP2603eF3grs resparcgsdeteEnitFaviisied STFREEs to

suppo%%hh%c%mé ries, asyhgnedn e the dhiseledmleh alocreg

roles assigned to the workstation (decision 1030). If
from treecaraes #65 dhes iarec amedmdede dins iders k thE8 G dyxemches
1ibr to g%%" branch 1035 whereupon an error is returned to

% He“€Pirent (step 1038) and processing returns at

1095. On the other hand, if there are one or nore

ilee Slejsik topo mem L adeeitsioon 15030 dnesh deds itlg gy egre files
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configuration file describing the desktop is created and the

desktop data is packaged (step 970) resulting in self-
contained desktop 975. The resulting self-contained desktop
is published to client-accessible servers (step 980) by
transmitting the desktops to servers 990. Processing then

returns at 995.

Figure 10 is a flowchart showing steps taken by a server
to deliver self-contained desktops to a client. Processing
commences at 1000 whereupon the server receives a user login
and workstation identifier (step 1005). The user login
includes a user identifier and a user password used to
authenticate the user. Roles that have been assigned to the
user are retrieved (step 1010) from user directory data store
1015. Roles that have been assigned to the workstation are

retrieved (step 1020) from topology directory 1025.



desktop/role map 1050 and the correspondi ng
sel f-contained desktop is retrieved fromdata store
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whereupon the retrieved desktop identifiers (i.e. those
identifiers in common for both the user and the workstation)
are sent to the client (step 1090). Processing then returns

at 1085.

Figure 11 is a screen layout of a screen used by an
administrator to set up a new site. The administrator uses
screen layout 1100 to define a new site. The administrator
enters a unique site identifier in text box 1150. If the new
site i1s a child of a site that has already been created, the
parent site is selected from list box 1105. List box 1105
includes a list of previously defined site identifiers. Frame
1110 includes policy information that is used for the site.
Policy information includes a policy name 1115, a policy value

1120, and inheritance data 1125. Inheritance data 1125



i ncludes role data 1155, desktop data 1160, and
i nheritance data 1170. The inheritance data includes
W b@4ns58s9 of the desktop that is inherited 117GI/EPIH03/013973

the nane of the ancestor 1180 from which the desktop

is inherited. In the exanple shown, the roles

included "at the site inclaide-the admnistrator, a

branch manager, a guest, a loan officer, and a

teller. Each of the desktops is |nher|ted fromthe
incluysgrernmhegiittenme stowe Blithend |infanitedice anerser 1135.
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and teller desktops are inherited from the “root” site. In
this manner, self-contained desktops can be selected from a
variety of parent sites or can be specifically configured for

the child site.

When the new site data has been entered, the
atdministrator selects “Create Site” command button 1190 to
create Sth:he new site. If the administrator makes mistakes and
wishes to reset the values, the administrator can select

“Regset Values” command button 1195.

Figure 12 is a screen layout of a screen used by an
administrator to manage desktops and machines for a given
site. The administrator uses screen layout 1200 to manage
desktops for a given site as well as to add and manage
workstations that correspond to the site. The top half of

screen layout 1200 is similar to the new site layout shown in



t he exanpl e shown, the policy nane is "newDC' which is
inherited fromthe "root" ancestor. Desktop frame 1225
WO pksies9 rol e data 1230, desktop data 1235, BECMEP2003/013973

desktop inheritance data 1240. In the banking exanple

that is shown in Figure 12, the roles included for the

site consist of an adm ni gprator, a branch manager,

the guest, a loan officer, and a teller. The desktop

to be used by the admnistrator, branch manager,
Figurguadt, [dan bbki @05 dsdusedl ler sekach &het pegentolsgge to

is shown in desktop data 1235. Sone. 0
assigpnker 0&d SAEEm aTh&r BRE SSitt & Wi Fa™ Bﬁhg%gngﬁ w 4°

accomﬁB%%%%'%ﬂah%e@ewﬁtﬁﬁht%%@l%& selizacanhal ned1 1¢es kirepne
kt op i nhéritance data |nc€udes desktop inheritance
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afro ranc
incluglestindie i thelkke lvaeaeh 12n8enind desktaprdatd ufer AR2the In
‘root” parent. |f the adm nistrataor changes the site

the eé§@§1§n§hww§he§h@oPoéﬂﬁﬂén@ﬁ@ dRangeyPo (' ewhich 1is

mherégeaf LRy ! ReAdn Rihstialor sel ects " Subnit
anges"” command button 1245. |If the adm ni strator

W S hes to rese

Sracon brrieot2vh daciodmmin birton 2280, I P dace

1235, agﬁbﬂﬁ%%%@d@’ldﬂé?ﬂ%%ﬂb@ delket aouhe sithe tHh®anking
adm ni strator selects "Delete Site" conmmand button

examp1255ha\ﬁhéﬁ ﬁh@wadncmrr‘gtgmeorl% s theadples jasilivsded Heor the
site %b&%ﬁf%h %n?%T EF%%%o%ggbnkﬁ%Eéﬁ %d%?fsthe guest,

' connan n1n|strator
a loaW SFES ded,puehbld sh ddidesi.t e THE %@s@dt@@S@:@gbe used by the
PCT/ EP2003/ 013973 23 al ong with_an rftes t hat e
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tellerPUb@égﬁ‘MﬂIEHgﬁé HARs GAMBMMRDULL ek s1k2RD a0 |1b35.
tes-frame 1270 |ncludes data regardi ng any sites

Some leatth@r vadhidsdeare dhheld tsic droghil @agiepd @dtte while

thers %&%g%%é%ffaed to be a particular self-contained

desktop. Desktop inheritance data includes desktop
inheritance 1242 and ancestor data 1244. In the example
shown, the administrator, branch manager, and loan officer
each inherit desktop data from “BranchA”, while the guest and

teller each inherit desktop data from the “root” parent.

Tf the administrator changes the site data and wishes to
store tLe changed site information, the administrator selects
“gubmit Changes” command button 1245. If the administrator
wishes to reset the site values, the administrator selects
“Reset Values” command button 1250. If the administrator
wishes to delete the site, the administrator selects “Delete

Site” command button 1255.

When the administrator is ready to publish the site to
the servers, the administrator selects “Publish” command

button 1260. If the administrator wishes to publish the site



name 1272 and site policies 1278. To create a new
child site, the adm nistrator can select "<New Site>"
whgwensionk 1275 which will allow the adm ni stPEL/@8P2008013973
identify a new child site. Machines franme 1280
i ncl udes data about workstations included at the
"site. Workstation data i-ngbBudes the workstation
identifier 1282, the host nane for the workstation
1284, the workstation type 1286, the roles provided by
alongth&thman&sﬁétb&ntbﬁ& 8ret hbihdrkst atfi ches siiPeaddibess

1290, and t wor ks n descriptioon_1292. To
adming gGr aEeORI 18 eeﬁﬁr gﬁﬁﬁ ) Wi %tﬁélél gnthgommanda%ué%on
1265 . adm ni strator selects "<New .machine>" hyperlink

1295. Figure 13 is a screen |layout of a screen used by

an,._adm,ni strator et _u ser. Screen | .ayout.
Egéég Fﬁgﬁﬁdggapgxﬁgzgxlfggggfgr BifeF g T %gghgﬁ&'%;tes
that H$EI chidbh-@ueofi dent shier. Theidser'ts fulda namEddes site
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neric-identifier such as guest or ler that can
will belawedhebﬁdmdma@meaWDthmutiﬁ@mkﬁgyt@.@@Mabhu§w.$ﬂMQN
user identifier for such infrequent or part-tine
MSBES nekNe USRS 1b@eNtihthekes ¥8ed @ousuehgereidibns
pur poses can be further described using description
inclutiex'it alboxhfsi elldtelswforksm\mlom iedde. passweied itheent er ed
t he box.1320. . Thi |
Work85§§§®8r& Hﬁf] éé&z g %' &h1ﬁ%§ rato& Yorkstation
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| ocale is selected by the adn1n|strator for the us%%
workspeti004 /138866 F PCTPEESGasA0r3g7 I adskesssiltg 4. snddbe
works]cé%%an gietsla%lwm 2@&0\’\“ 7ot Reid RClLy 'Pr%%hl@feen
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(workEm@uxﬁm Iﬂmmﬂha‘sutb th@ eserins. giriarery sedrfirag e <Weesv
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-maChlpggalg' &&F@gﬁg%% fromthe list provided in list box

1330.
Figure 13 is a screen layout of a screen used by an

administrator to set up a new user. Screen layout 1300
includes text box 1305 for entering the new user’s unique
identifier. The user’s full name is entered in text box 1310.
In addition, the description of the user can be entered in
text box 1315. For example, a user ID may be set up as a
generic.identifier such as a guest or teller that can be used
by someone without having to establish a new user identifier
for such infrequent or part-time users. The user identifiers
used for such generic purposes can be further described using

description text box field 1315.

A new initial password is entered for the user in text
box 1320. This new initial password is confirmed by the
administrator by reentering the password in text box 1325. A

default locale is selected by the administrator for the user



Frame 1332 is used by the adm nistrator to select the
roles that correspond to the user. Default role 1335
w0 p@uasssd a nunber of radi o buttons corresponPCTgP1003/013973
each of the available roles. Radio buttons are used
so that the admnistrator only selects one default
role for the user. Selectaael um 1340 i ncl udes a
nunber of checkboxes corresponding to each of the
avai l able roles. The admnistrator selects each of
usingtﬁés¢hé©%bGX§H)conneiﬂ&n@xamgke s r dilee tlhatales has
per.f or t he user. Nanme cal unm 1345 incl.udes the
been BEHeChE o deh KT 4 Hb Srv SR B G LG (RS -

Engll%lFlown HolRE avaiilalhe ralss d 'ﬂﬁlllﬁgﬁ:yarlaa@{lelb‘estvfa?é Hpanish

branch manager, the guest, a’loan officer,
or sqrr@l Iﬁheﬂﬁ@nmem slh@tampmm@éieedm@ﬂee o‘trs rﬁﬂleeqﬁed

from t %Sﬁlsgl %§§%rk$fle0t' %ttb g%ﬁﬁpspondlng checkboxes
i O,

i ocolanmm® € adm ni strator can
establish a new role by selectlng " <New Rol e>"

e 131821350 usAre Pyt Hérca damyinsitstaiadion £F isfldfdy the
rolese%%rt' %%1&12% Use{ data, Z?J%%xass'r%%gat eﬁ{kertﬁg h&ic1pdes

thé a nlstrator s€elécts conman
a nunﬂn@r b&‘SEratc'nocn:&ﬁtttear&rmbc&tr@ar@drhhn@ero ahatta of the

and, ,assigned roles. If the adm nistratar makes
ava i 1Rl ROd “and AR PRI T G 4 FESFal S h o REGHR

adminVayes rcwﬂﬁﬁ%éﬁwét% oﬂé%fasllscelr%zﬁeeckofltgw Q- i s
a Screen ayout of a screen used an adm ni strator
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nponent I t aj ne eskt ops.
Corre§gre lng ayoulécrliﬁérb%el S use@ltla%&eef %gog ZS! ne\?\l;hde
dﬂﬂﬂﬁaﬁﬂm(ﬁéﬂéﬁﬁs(ﬁﬂtﬂﬂbfIﬂhﬁlﬂhﬂtkbeﬁﬁfcdﬁﬂﬁ&ﬂdﬁﬂﬁng to
deskt ops lication |dent|f|er WO 2004/ 05566
each ?@%ﬁ%@&s/ﬁw ormss by &ie pReT405'9me Lfégdl% 13
:anlu%gs@ RIS LAY J10 KRULToA A QHR s 13Rld GIQN  In the
dentifier that corresponds to the application that

examplg Isdionty. , ddfienediad pltlive modaspliecslhvisien am adl@mlesimtor,

' brancgp &aingé%ﬁ: dgfthaeppg}uesact,l %n bo%tlnn%fdrelfdeq:(’a’,d énd 6}:1 L%altl'evre The
administrator can select one or more of these roles by
selecting the corresponding checkboxes in column 1340. In
addition, the administrator can establish a new role by

selecting “<New Role>"“ hyperlink 1350.

When the administrator is finished entering the user data
énd assigning roles to the user, the administrator selects
“Create&User” command box 1355 to create and store the user
data and-assigned roles. If the administrator makes mistakes
and wishes to reset the values, “Reset Values” command button

1360 is selected.

Figure 14 is a screen layout of a screen used by an
administrator to set up an application that is available as a
component within one or more self-contained desktops. Screen
layout 1400 is used to define a new application that can be

included in self-contained desktops. Application identifier



in other words an application wherein at |east sone of
the application's executables reside on the client
wowrkeswbe on. A description of the applicati onP€TEP2003013973
being defined is entered in description text box
1410. lcon attributes frame 1415 is used to define
the attributes correspondigg to the icon that wll
appear on the desktop and be used by the user to
sel ect the application. Icon attributes include a
text tHotd €40Bhdts s eghter edthd mdmeixti e thd2 C arghtar icomique
filename that, is entered in text_ box 1%%;. Pl at f or m
appligakden 1O idie A 433 FORsP Watsh T r-a@PRfL cathen

that SYRRIERM RRSHAI NY Y SURM A1 BhdhPIi huddI®r4, the
appl i cation can be invoked. Wn32 frame 1435 incl udes

type det @ppiticeltiicg dssidid aldfiveke iand: eedutvee't lmpplication,

. |icatjon from.a crosoft Wnd operating syst.em
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to sdlieeltdsheorpedporat ta t helco rBX fitel s desthidree title

b .. Ih i ncl.ud d. fil X ; :
crac 30018 TGP IS AN o) 5, B d 08 .

enter2@X i Fexd ikenizams a Linux set of fields is provided
in frame 1480 which includes path and fil enane text

I 00 BRI ot SO I s cac ot
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Microsoft Windows operating system platform. The Win32 data
includes a path and filename identifying the executable form
of the application in the Win32 environment. The path and
filename 1s entered in text box 1440. Any parameters that are
needed for the application are supplied in parameters text box
1445. A working directory that corresponds to the

ES

application, if needed, is entered in text box 1455.

Platform properties frame 1430 aléo includes data for the
0S/2 operating system platform, the fields for which are
located in frame 1460. The 0S/2 fields correspond to the
Win32 fields described above. These include path and filename
text box 1465, parameters text box 1470, and working directory
text box 1475. Likewise, a Linux set of fields is provided in
frame 1480 which includes path and filename text box 1482,

parameters text box 1484, and working directory text box 1486.



adm ni strator nakes m stakes, a new application val ues
can be reset by selecting "Reset Val ues" command
wheaotossedn95. Figure 15 is a screen | ayout of BCHEP®ES013973
used by an adm nistrator to set up a self-contained
desktop. Screen |ayout 1500 includes various fields
used to define the appearzance and functionality of a
sel f-cont ai ned desktop. The desktop identifier, which
was previously defined, is displayed on the screen.
Wiemhé&hex applld cstidwm  irtfe mediicosp Hagemas @ntgred by the
._"bda-adm niistrator.." The title for t - t.al.ned
aamingdTEAAST o ol BB TR R SETAS T (R Reion by
selecti@h “Oredithe AgxaANRla iioWtontagid iddtedrs 1490. If the
C"Adm nistrator." A description for the self-contained
admingsdiaedpyi Sadmce Mid Hakasex® A5k 2RPIG.Cath TThe gl ean Pe
resets 18 192 G OR; ARl ed digandPesid i 0fg SDA
Admns.” A |l aunch node for the self-contained desktop
is selected by the adm ni strator usin X 1515.
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the exanpl e shown, the |launch node selected is "2"
layout 1600 drddutdles clamiigus |fbien Gt tusasuttes defiarentlks ed

in f 0. Naxi | Lowabl & and dis; j
PDe I LB REArB L Aro b (i SO ST ot S . The

de sk PR AR dreX twiiexe Sva Baskgriound vappebimate is displayed
information is entered by the adm.nistrator in_frapg,
on thesEpreme cdiforthy AxFEELe shol iU <R af Frldet1eT

is ae—ﬂgﬁ}ﬁ\ﬂj]%qfak{%rt.h‘e 3}%{@ | 5tratsy fafe tdie £ hackor ound
of the self-contained desktop. For exanple, desktop
desktyae kigr curiceebat doyc e rreinidel s tranel rarietoderoflihe. In

or gani zati on. lcon-.appear.ance jnfarmtion is tered
the eﬁﬁfg?‘ﬂee ST Sttt iR ¥ a%&%ﬁr@ %toonrappg‘{]ar ance
descrddid dr el dides NE 2G04 HoL6i6 PEHFER2Q0 I H 18X Sred AT text
the text color of the icon, the font that, is used with

box IHO . i déh thneoml S iheowhatthes dRssd WEPh Heteor 18
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A launch mode for the self-contained desktop is selected
by the administrator using list box 1515. The launch mode
indicates the number of mouse clicks needed to activate a
component from the desktop. In the example shown, the launch
mode selected is “2 (i.e., a double-click). Icon attributes
are entered in frame 1520. Maximum allowable and displayable
icon title lengths are entered by the administrator in the

appropriate text boxes.

Background appearance information is entered by the
administrator in frame 1525. The color, image file, and image
display mode are provided by the administrator for the
background of the self-contained desktop. For example,
desktop background data can include the name and logo of the
organization. Icon appearance information is entered by the

administrator in frame 1530. Icon appearance data includes



that is used to the icon, the icon flow, the

origination point of the icon flow, and the text
w@ominsem f or the icon text. Wien the adm ni stPEL/BP20hEE13973

conpl eted setting up the self- contai ned desktop, the

adm ni strator selects "Submt Changes” conmand button

1540 to save the desktop-s&ttings. If the

adm ni strator nakes m stakes or wi shes to reset the

val ues, the adm nistrator selects "Reset Val ues”
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of theesidBp.=1orhe G ershded<tt RASHreVERT dbte 1HRP uEeXt
appl i cations 1570, folders 1580, and tool bars 1590. =
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folders. One tool bar, the Adm n Tool bar, is al so

admirjifdinpdent "Rikps anirgakes @trvemhe%ymweﬁe% tlee cenlues,
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If thenaiel e wordes tviil S 1S , t @ rde loap uites @Bﬁmtaﬁe@d
t hr ou %hout the network., Data maintajned for each

desk R st ETon S hh ARies.  Hat %rﬁ&it%ﬁt}%n“ﬁ%%wfl?%%ktop”

commaMi Aidid i8dsd in colum 1610, the site to which the
morkstation belongs mhich is listed in colunn 1620,

I}Gg’%ceﬁf i Srﬁvﬁir‘zﬁsoefa% % tcglﬁ Wgrecglgf; %%%tl ons

refemeldy %@)&ﬂé‘%\)fﬁl@:ﬁﬁé |£¥brN\/fHI§é1 SHErldSiedihdd desktop.
columm 1640, the roles that the workstation is

The rgfermfreo té@rtf R i ah sk m%&%.%&%}%%&soﬁ”
4 69
: foméﬁgllggzdo Olsﬁ%ﬂﬁ;@?gﬁ Ye%iu he s }éﬁn@éﬁ)ﬁ%ﬁé‘g{gd the

applﬂhﬁﬂjdqﬁiﬁhaﬁchadfheamwiﬁdkudeﬁ1con51st of “acroread,”
“calculator,” and “browser.” The folders that are included
consist of an applications folder, and two administrator

folders. One toolbar, the Admin Toolbar, is also included.

Figure 16 is a screen layout of a screen used by an
administrator to manage workstations. Screen layout 1600 is
used by. the administrator to manage the workstations, or
computer systems, used throughout the network. Data
maintained for each of the workstations includes the
workstation identifier which is listed in column 1610, the
site to which the workstation belongs which is listed in
column 1620, the host (or server) assigned to the workstation
which is listed in column 1630, the types of functions
performed by the workstation which are listed in column 1640,
the roles that the workstation is allowed to perform which are

listed in column 1650, the workstation’s IP address which is



which is listed in colum 1670. The identifiers shown
in colum 1610 are unique for each workstation. In
wWo b@4p5mepl e shown in Figure 16, the identifiPCHER2083/013973
the MAC addresses that correspond to the
wor kst ations. The sites shown in Figure 16 are either
the "root" site, branch 2A";- or branch "B." These
sites may represent physical or |ogical regions
within the organization. The host nanme is the nane of
listefihénsepYemnud€dObyantea desksintion. fpe thepwersptation
unc perfaorned b e workstation include
Wthhaﬁﬁ1i §EthﬁgnCPg§@Pi%ﬁzg server functions, and
client functions. Types ending with "A" are used for
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d for server functiaon y di,ng h "C'
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worksBHktbpl. e makesypber ogx@npkeiohbepkehifbamear kst atieon
listed has_ four roles that are allowed to be
worksséﬁﬂ@rlnéacéﬁd@hé%mﬁtaﬁrcmn Ererrerns) o &Y cer,

funct?ﬁﬁ? @qg %%ﬁ%%g%kk F@@@%%rendhgg'Eﬁﬂﬁ!héﬂn%re

statlon own only have one role that is
used ébkowémlhasmEamamhoﬁmmat@nneachyweskgmdnm@nwithe“ﬁﬁ are

ddress is the netmork address that..i s assigned ta._the
used %8Fk§?§¥?5n FUnStIORE e AV 5¥9§ﬁt§nﬁﬁegl3'agﬁr§gsarezysed

for c3hahkCruaddiess,. Waisl @ahnbet Beenedvi FagRReRL 96, hedife
address 'is dynam. cal Ly assigned. The description of
worksgathonsr RECOrEn Mud WD 120 04PE55669 TPEFEPPG03/ 6PF973

‘examp}géanggEhgg%lwd%%%t%%h%ﬁ hheagmsRisidatpbet ter
administrator and server functions. Roles indicate the
functions allowed to be performed on the workstation. Roles
typically relate to client functions, so therefore
workstations that do not have a client type do not have roles
assigned. Workstations that have assigned roles often have
multiple roles. For example, the third workstation listed has
four roles that are allowed to be performed on the workstation
(teller, loan-officer, branch manager, and guest). However,
the fourth and fifth workstation shown only have one role that
is allowed to be performed on each workstation. The IP
address is the network address that is assigned to the
workstation. In some environments the IP address is a static
address, while in other environments the IP address is

dynamically assigned. The description of each workstation is



particul ar workstations and the rol es such
wor kstations play. Figure 17 is a flowhart show ng
wae@pssIeken to distribute self-contai ned deskP@pEP1003/013973

servers. Admi nistrator desktop distribution

processi ng conmences at 1700 whereupon the first

desktop for distribution ib9 selected (step 1705). A

request is created with the desktop nane and a uni que

signature, such as a CRC value (step 1710). The
optionréat gat heibsomheead@shibsraewt be taee ddammﬂfy
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Server responses resulting from the previously sent
desktop request are received by the administrator (step 1730).
A determination is made based upon the response as to whether
the desktop already exists at the server (decision 1735). If
the desktop does not yet exist at the server, decision 1735
branches to “no” branch 1738 whereupon the identified desktop
is sent to the server in a data stream (step 1740). On the
other hand, if the desktop already exists at the server
decision 1735 branches to “yes” branch 1742 bypassing step
1740.

A determination is made as to whether there are more
responses to receive from servers regarding the desktop
request (decision 1745). If there are more responses,
decision 1745 branches to “yes” branch 1746 to loop back and

process the responses. This looping continues until there are



no nore responses to process, at which tinme decision
1745 Dbranches to "no" branch 1748 and adm ni strator
Waole@ksis69 di st ri buti on processi ng ends at 1750PCTBEP2063/013973

desktop col |l ection processi ng comences at 1755
wher eupon the server receives the desktop distribution
request sent by the adm nigst-rator (step 1760). The
unique identifier for the desktop included in the
admi nistrator's request is conpared with desktop data
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desktBETﬁgeggQ%hoiﬁabskmam%%es to “yes” branch 1778 whereupon

the server request the desktop (step 1780). The server
receives the desktop data stream. in response to the request
(step 1785). The server then creates a self-contained desktop
file from the received data stream and stores the desktop file
in desktop data storage area 1768 (step 1790). Server desktop

collection processing then ends at 1798.

.

Figure 18 is a flowchart showing steps taken to
distribute self-contained desktops from a server to a client.
Client desktop reception commences at 1800 whereupon the
client sends a desktop list request to a server (step 1805).
The desktop list regquest includes the client’s machine

(workstation) identifier and the client’s user identifier.

Server desktop distribution processing commences at 1840

whereupon the server receives the desktop list request from



the client (step 1845). The server |ooks up the roles
that have been assigned to the user (step 1850) by
wa@eanokiony user roles data store 1852. The sSePUFEPRNF 013973

| ooks up the roles that have been assigned to the

wor kst ati on being used by the wuser (step 1855) by

searchi ng machi ne rol es dafja store 1858. The server

retrieves desktop information based upon the

i ntersection, or overlap, between the user roles and .
the dlientmachiepe Usalsgs (girep 36 drdlsocat ehe h@les that
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determ nes the default role (step 1865). The server
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onents, or deskt , are needed f omtg ve .
TAPS AR (ST 2ih WG SR T Sag0 BET) s Eihavs valid
roleg, ?é?esktop signatures, a default desktop identifier (if
applicable), and a default role (if applicable). The server

then returns the response string to the client (step 1875).

The client receives the desktop list that includes the
roles that have been assigned to both the user and the
workstation along with any default role and default desktop
information from the server (step 1810). The client compares
the desktops included in the desktop list with desktops that
have already been cached on the client workstation (step
1815). This i1s done so that the client only needs to request
those desktops that have not previously been transmitted to
the client workstation and cached in the workstations volatile

or nonvolatile storage areas.

The client determines whether additional components, or

desktops, are needed from the server by identifying such



deskt ops or conponents that have not yet been cached
on the client workstation (decision 1820). If the
w@bdiognsseoet er m nes that no additional deskt opPCT/EP2003/013973

conponents are needed, decision 1820 branches to "no"
branch 1832 (bypassing the steps used to request and
retrieve additional desktop2inaformation) and client
processi ng ends at 1835. On the other hand, if the
client needs additional conponents or desktops,
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Figure 19 is a flowchart showing steps taken to create
custom application extensions. Custom application extensions
allow a third party to extend a preexisting object oriented
class to modify the behavior or attributes of a server class
object to better serve the needs of a particular organization.
Custom application extension creation processing commences at
1900 whereupon the client object oriented class is provided
that implements a particular component interface (step 1910).
A determination is made as to whether to extend the server
abstract class (decision 1920). If the abstract class is not
being extended, decision 1920 branches to “no” branch 1925
whereupon the default server component is used for the
component interface (step 1930). On the other hand, if the

abstract class i1s being extended, decision 1920 branches to



"yes" branch 1935 whereupon the server class that
extends the server conponent abstract class is
w@eanvosiedd (step 1940). A determ nation i s nadeP@VEP®03/013973

whet her additional resources are needed for the
custom appl i cation extensions- (decision 1950). If
addi tional resources are ngeded, decision 1950
branches to "yes" branch 1955 whereupon the additiona
resources used by the application extension are
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extension process ends at 1995.

Figure 20 is a flowchart showing an application extension
lifecycle. The application extension lifecycle begins at step
2000. During the first phase of the application extension
lifecycle, the application extension uses a no-arg constructor
(step 2025). The no-arg constructor is used to create the
application extension component by loading its Java
implementation class and invoking a no-arg comnstructor. At
this point, the application extension component has no
reference to the client desktop and cannot interact with the
desktop environment. During this phase, instance variables

and default settings are initialized.

During the next phase of the application extension
lifecycle, the application extension initializes (step 2050).

During the initialization phase, the initialized method



corresponding to the application extension is defined
in the conponent interface. References to conponent
wa@omitiogssati on itens, initial |ocal e informatPCHEP2N3013973
desktop references are also provided. Desktop
references are preferably saved as instance variabl es
during this phase. During the-final phase of the
application extension |ifecycle, the start nethod
corresponding to the application extension is invoked
corréspe@d2@§5&o The spalicaeibndeksenalibadisbyefhfed in the
exanple_the start nethod nag be call ed
a
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servers in the process described in Figure 17. The
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resources being distributed from an administrator to multiple
clients. Administrator 2100 publishes components and resource
libraries 2105 that had been packaged into various desktop
packages 2110 by transmitting these packages to various

servers.

In the example shown in Figure 21A, there are three
servers. that receive desktop packages from the administrator.
The servers include server 2120, server 2140, and server 2160.
Each of the servers includes a nonvolatile storage area for
storing desktop packages receive from the administrator.
Server 2120 uses nonvolatile storage area 2125 for storing
desktop packages, server 2140 uses nonvolatile storage area
2145, and server 2160 uses nonvolatile storage area 2165. The
desktop packages are distributed from the administrator to the
servers in the process described in Figure 17. The servers

are used to provide desktop packages to various clients.



35 In the exanple shown in Figure 21A, there are two
clients that receive desktop packages from each of
wWo b@4estogers. Cients 2130 and 2135 recei ve dRGREPS3/013973

fromserver 2120, clients 2150 and 2155 receive
desktops from server 2140, and clients 2170 and 2175
recei ve desktops from servegr 2160. The desktops are
distributed fromthe servers to clients using the
process described in Figure 18. In this manner,
conphaeskampasdshesuigesrigaed RAAL heheak au® two clients
sel f-contai ned desktops are distributed from an
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e co onen rrse
distrmaakagesroﬁraﬁlhﬁalmast@asosethebaghUatnghbheystem to
t opography described in Figure 21A, the adm nistrator
Serveréqa@§t§vsaERaéé¥ Eor 6hisBEVers 2120, 2140, and 2160.
The servers retrieve self- contai ned desktop packages
thuranEBdésdesbﬂopkcddpgmemtshOWicg1spmp@@@nﬁﬁea@d
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packa§ad, PEg¥igushy theesopybhiesRedthart Bempyasiseushseeekiop
packaggg? %?ggVE£¥ bgrlous servers. Using the topography
described in Figure 21A, the administrator requests packages
from servers 2120, 2140, and 2160. The servers retrieve éelf—
contained desktop packages that include desktop components
from storage areas 2125, 2145, and 2165 respectively. The
desktop~information is transmitted from the various servers
back to the administrator. The administrator stores the
received self-contained desktop packages in restored package
library 2180. The components and resources that are included
in the self-contained desktops are extracted from the desktop
files and stored in restored components and resource libraries
2190. 1In this manner, the administrator is able to recover

and restore the components and resources that had previously

been published to the various servers. This recovery is
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resources. Because conponents and resources include

uni que identifiers, nultiple versions, or |evels, of

conponents and resources-age -al so able to be

recovered. A flowchart showi ng the steps taken by the

adm nistrator to recover desktop data is shown in
perfdangui evi2ZhoFi gurneliR? s featd oviod aardmsimow mgt ot epske

taken by an admnistrator in distributin
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also G o8 P9 ece tboneht o SRRt ot S0 S O sheme
taked A dhdradnyidhetrator st®raskdwen oyt edd | @atsd of @g€hown in
. area 2210. The conponents and resources are packaged
Figun&i%qr 2215) into various sel f-contai ned desktops for
use by various users based upon the users' roles. The

selduomai nedc dilsktcipse arshowing esképs sedfer dny armed
. desktop |iprary 2225. The se cont aj ne esktops ar
2dmingi S IRK ek (@t%tprézlzfosr}q &%ﬁw%ﬁa%ﬁseg%s%w& and
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. urther detail regarding the distribution of
disasfed - ndngeskiopsor dapr dreed Hing ¢oMIRREee aly. 2200

Server,.reception of self-co i n S

e Yl s e B R

(stepedoxontia hed Oeskd aps ed ak agelt { sdreps 224 ) dasidt ops .
stores the recejved packages in  nonyo] atile, storage
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stor&eski apsnd 1 L4 ROt S haggdegded 4si@p 2250).  Further
detail regarding the distribution of self-contained
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into various self-contained desktops for use by various users
based upon the users’ roles. The self-contained desktops are
stored in self-contained desktop library 2225. The self-
contained desktops are distributed (step 2220) to various
servers. Administrator distribution processing ends at 2230.
Further detail regarding the distribution of self-contained

desktops can be found in Figure 17.

x

Server reception of self-contained desktops commences at
2235 whereupon the server receives the self-contained desktop
packages (step 2240) and stores the received packages in
nonvolatile storage area 2245. The server then distributes
self-contained desktops to clients has needed (step 2250).
Further detail regarding the distribution of self-contained

desktops to clients can be found in Figure 18.



- 37 At sonme point, a disaster event occurs
destroyi ng packages, resources, and conponents from
w0 b@sosssput er system and storage devi ces use PYI/EP®03/013973
adm ni strator (step 2255). The self-contained desktop
information is then recovered by the adm nistrator
usi ng the recovery procesgscamenci ng at step 2260.
The adm ni strator identifies unique packages that have
been destroyed and are no | onger stored on the
adnsBingt patat', sa cospeter syshenocstep A26%)royihe
identified packages are requested fromthe various
packaggpyek§SPEFEFS2220F. CPREOSEREST $TPEC Sfe CORRKITGE system
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retrige KR LB seRbBror, Pop el Rl S At e 233, and

transhi@ue8 23 khedalhOweharhtohow rgnpheRrs akernbY step 2280)
client to receive and display desktops based upon the

and sgrveRt TSCPYREY PEOCEsesy eadehatorgdli-zati on.
Processi ng commences at 2300 whereupon the client

éhhaﬁqlh@@e'm@s)ﬁ Renblutet: goskiar fcomivaer \teie (ssﬁeﬂ&
, .. The received desktop_is stored on client
' ContaF8€§Id§F5F8€eP?§¥§96§|§ﬁ€F P &PpoP&ETRaSoRRs Stores the

receif@BVELakibe PhOkagRAMGAESKER23 ¥ rary 2225 (step 2285).
The self-contained desktop packages are unpacked and the
components and resources that are included in self-contained
desktop packages are used to repopulate components and
resource libraries 2210 (step 2290). At this point, all
packages, components, and resources that were previously
distributed by the administrator have been recovered and

stored in the appropriate libraries. Administrator recovery

processing then ends at 2298.

Figure 23 is a flowchart showing steps taken by a client
to receive and display desktops based upon the client’s role
(or roles) in the organization. Processing commences at 2300
whereupon the client machine receives the first deskKtop from
server (step 2305). The received desktop is stored on
client’s local storage 2315, either in a volatile or a

nonvolatile storage area (step 2310).
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determ nation is made as to whether the received
waele®knswped s t he default desktop for the clientPCI/EP2003/013973

(decision 2320). |If the receive desktop is the

def aul t desktop, decision 2320 branches to "yes"

branch 2325 wher eupon the ygecei ved desktop is

di spl ayed on the client's display device (step 2330).

On the other hand, if the received desktop is not the

defiagkt-mideskionp isdeeics e iﬁ&hkmtamrheﬂlet adawdvved
sing. step 2330. A_determpation is

branch 233
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step 3333 A determination is nmade as to whether nore than
one ‘desktop is accessible by the client (decision
2380). If nore than one desktop i s accessi bl e,
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A determination is made as to whether more than one
desktop is accessible by the client (decision 2380). If more
than one desktop is accessible, decision 2380 branches to
“yves” branch 2385 whereupon the available desktop descriptions
are inserted as items within a pop-up selection window that is
accessible by the client (step 2390). For example, the user
could “}ight” click in the desktop area using appointing
device, such as a mouse, which would cause the pop-up menu to
be displayed. The user could then select the desired desktop
from the list provided in the pop-up menu (see Figure 27 for
an example desktop screen and pop-up menu). For example, if a
branch manager also has an assigned role of a loan officer,
the branch manager can select the loan officer desktop from
the pop-up menu. After selecting the loan officer desktop,

the desktop components used for loan officer functions would



t he desktop conmponents*used' for | oan officer functions
woul d WO 2004/ 055669 PCT/ EP2003/ 013973 - 39 be
waole@plosdsedl and be accessible fromthe deskt op BCEHEP2008013973

the other hand, if there are no nore than one desktop
accessible by the client, decision 2380 branches to
"no" branch 2392 bypassing step 2390. Display desktop
processing then ends at 2395. Figure 24 is a
fl omchart show ng steps taken by a server to provide
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2395 the client's MAC address (step 2415) from workstation

tabl e 2420 that includes the roles that are allowed

to be perforned on various workstations. In the
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was not found, ‘decision 2425 branches to "no" branch
passwiB et eﬂ‘marc]aL@i'ett eror lnsita oo 'ss fde addtess.
whet her-client workstation registration is required by

e Susiami@ldad siPnerRd 30 iedd IUAStIdss (step 2415)

registration is required, decision 2430 branches to
from 'vgnerécstmtam 2430 %%Qeﬂp@n Wrleder the reelenebhde are

cllent ep 243 d cl
violff 5 S LIS et ste clientss
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allow%f
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while the workstation with a MAC address of “456” is only

allowed to perform branch manager functions.

A determination is made as to whether the client’s MAC
address was found in the workstation table (decision 2425).
If the MAC address was not found, decision 2425 branches to
“no” branch 2428 whereupon a determination is made as to
whether. client workstation registration is required by the
system (decision 2430). If workstation registration is
required, decision 2430 branches to “yes” branch 2430
whereupon an error is returned to the client (step 2435)
indicating that the client’s workstation is not registered and
server processing ends at 2440. On the other hand, if
workstation registration is not required decision 2430
branches to “no” branch 2442 and processing continues.

Returning to decision 2425, if the client’s MAC address was



Returning to decision 2425, if the client's MAC
address was WD 2004/ 055669 PCT/ EP2003/013973 - 40
wo oamaaisiend t he wor kst ati on tabl e, decision 2425p@T/BP0&613973
to "yes" branch 2445 and processing continues. The
first desktop that has been assigned to the user's
identifier (user ID) is retyieved (step 2450) from
user desktop table 2455. In the exanple shown, the
user I D "Able" has been assigned to the "teller”
foundr @hethehivbexkhacusar thBle,Jeres's ibas 28a6n bassicgred 4o
the "teller,” "l oan' offlcer " and "branch manager"
- “yes "t prascha2d4Be PRn REPSR SiSS NEREOTAS TG Snhet her  t he
retrieved desktop assigned to the user is allowed to
bee ¥sedroRekhe opoiksiatizen tekal alss ibgiedy tds athdyuddie s
user (decision 2460). If the desktop |s all owed to be
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. i on, decisian 24 es to “no" branch
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“brank® WB%EQ%&”tE%Q%sareAU@%Qeﬂﬁﬂdﬁ%ldN:ﬁﬁikkﬁp%stﬂﬁﬂwhether
have been assigned to the user (decision 2475).
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poi nt deci sion 2475 branches to "no" branch 2490 and

the osbevehapdocédsitiy ewds isvegigBsktioguis P04 ld prastico be
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teraction betwe 1'server clients, an
2472 b@@a&%&h@abm@p S@ﬂ%er 2500 perfornB role
identification function 2570 by receiving role

%S%.Q%Hﬁﬁ%%. o%n‘%d%b@e§%&@qﬁg¥Mhether there are more
roles, or desktops, that have been assigned to the user
(decision 2475). If there are more roles that have been
assigned to the user, decision 2475 branches to “yes” branch
2480 whereupon the next desktop assigned to the user is
selected (step 2485) and processing lodps back to determine
whether the next desktop should be set to client. This
looping‘continues until all desktops assigned to the user have

been processed, at which point decision 2475 branches to “no”

branch 2490 and server processing ends at 2495.

Figure 25 is a block diagram showing processing performed
by a server and interaction between the server, clients, and
administrator. Server 2500 performs role identification
function 2570 by receiving role assignments from administrator
2575. Role assignments included roles that have been assigned

to the user as well as roles that have been assigned to



2575. Rol e assignnments included roles that have been
assigned to the user as well as roles that have been
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wor kst ations | ocated throughout the network.
Wrkstation roles are stored in workstation role data
store 2560. The wuser rolegiare stored in user role
data store 2555. Server 2500 al so perforns desktop
col l ection processing 2580 by receiving desktop
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provides access to the client’s data storage by performing
home directory access process 2530. In this manner, a user
can access his or her data regardless of which workstation he

or she is using.

Server 2500 performs desktop distribution process 2550 to
determine which self-contained desktops to send to client
2525. Desktop distribution process 2550 is performed by
comparing user roles stored in user role data store 2555 with
workstation roles stored in workstation role data store 2560.
Desktops, or roles, that are assigned to both the user and the
workstation are distributed to the client. Server 2500
retrieves the desktop information from desktop data 'store 2580

and transmits the desktop information to client 2525.



and transmts the desktop information to client 2525.
WO 2004/ 055669 PCT/ EP2003/ 013973 42 Figure 26 is a

w0 bemossase showi ng steps taken by a client i nPCTI/EP2003/013973
initializing and di splayi ng sel f-contai ned deskt ops.
Cient 2600 perforns authentication request, hone
directory request, and_password updates by sendi ng
the corresponding information to the server. dient
2600 uses an underlying operating system platform
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kt ops are n etrieved renote deci si
2 aetsEBiNEERanas FG YASTErafch 2A4E by pagiimg® Stagerred
remotd6¢¥5th2636h ande2632. oTheocdaskiopsethat chave2logen If the
assigned to both the user and, the workstation are Y
loging g6 PR EATIEENTEBOAR 1Y 0P &G SESPe R 62846 2NCPGSat0 "Yes
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retrieving 1nd1v1dual desktops from the list.

The list, or map, of desktops is cached to local storage
located bn the client machine (step 2630). The received
desktops are also cached to local storage (step 2635).
Returning to decision 2620, if the desktops are not retrieved
femotely, decision 2620 branches to “no” branch 2638 bypassing

steps 2625, 2630, and 2635.

The desktops that have been assigned to both the user and
the workstation are retrieved from local storage (step 2640).
Local storage is used to store user desktop map 2660 and
desktops 2670. Desktops are self-contained packages that
include desktop components and resources needed to display and
execute the desktop. The retrieved desktop information is
used to create desktop objects (step 2645). Desktop class

loader 2650 1s used to create the desktop objects. Resources,



used to create desktop objects (step 2645). Desktop

class | oader 2650 is used to create the desktop
W@Dbjoaos®69 Resour ces, WO 2004/ 055669 PCT/ EP2003PO1/BP2083/013973

- 43 such as national |anguage translations, are

| oaded fromthe desktop information (step 2655).

Desktop cl ass | oader 2650 s -also used to |oad the

needed resources. At this point, the desktops assigned

to the user in., workstation have been retrieved and

such mslenavediabl katguile usenislatibna, seél 136064 Peskt epe
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Pop-up menu 2710 includes two items allowing the user to

either change the desktop or display the shell version.
Selecting the “Change Desktop” item causes the display of
desktop selection menu 2720. The user selects the desktop
that is desired by placing a check mark in the box beside the
desired desktop. In the example shown, the “administrator”
desktop.is being displayed on the client display as evidenced
by the check mark shown in desktop selection menu 2720. If
the user wishes to change the desktop, for example to the
branch manager desktop, the user simply uses a pointing
device, such as a mouse, and places a check mark in the box

next to the “branch manager” menu item.

Components 2750 may change depending upon the desktop
that has been selected. For example, the “Branch Desktop

Administrator” desktop component is displayed because the



that has been sel ected. For exanple, the "Branch
Desktop Adm nistrator" desktop conponent is displayed
whewalswes he WO 2004/ 055669 PCT/ EP2003/ 013973 PET/BE2003/013973

"Adm ni strator” desktop has been sel ected. However, if
anot her desktop, such as the "Teller" desktop, is

sel ected, the "Branch Deskjop Adm nistrator” will no

| onger appear and w Il not be accessible fromthe
display. In this manner, conponents for a sel ected
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ge device local to the client
machine. Native library 2805 is a subdirectory used to store
programs used to interface with the client’s operating system
platform. In one embodiment, native library information is
stored in Java archive (JAR) files. Properties subdirectory
2810 is a subdirectory used to store properties that are used
by the shell program. These properties can include display

attributes and other configuration items used by the shell

program.

Desktop subdirectory 2815 is the directory in which self-
contained desktop files are stored. In one embodiment, self-
contained desktop files are packaged into Java archive (JAR)
files. 1In this manner, all components and resources used by
particular desktop are packaged and included in a self-
contained desktop JAR file. Log subdirectory 2820 is used to
store client-based logs that detail the actions takéh by the



particul ar desktop are packaged and included in a

sel f- contai ned desktop JAR file. Log subdirectory
wQamasmeused to store client-based | ogs thatPAPER2003/013973

the actions taken by the WD 2004/ 055669

PCT/ EP2003/ 013973 - 45 «client. "Conf" subdirectory

2825 is used to store inpipkalization information used

by the shell application. "Bin" subdirectory 2830 is

used to store executables, such as programfiles,

cliedthat arenfisesubditavnshyt bgashekl uapfl teattone Figure

.. 28Bis a hierarchy chart of sections included wth

initinblznelen confogurbivonusedeby THee shfi L cBRPI §aRAEPEN

“Binj'é&%di?&éygf§d§§§93{ O&sé??EbOggorga§£e9£t$B§F§, such as
sections includes information about a particular

progmapetilef, ttieasheré. usadone leunhodi veat sheéehé spelllication.
configuration file is an XML file that includes a

%‘{?@f obgmert i ong; . Jhe-8ECthORs Lpckude; bRsal 881uded with
sec |d% 2840 t hat %%c%u%%g %%?ornation a%out tﬁe udea wi
the dloehl ecosficdurasioatfohal |dnguabellraosfagioasiousédle

: by the shell _appljcation._Conpopent section.2845,
inclydet (TR OF n8tT bhoNabouf=tReObonPBRENTSC L hatoai Bo1udes
infoitmet UsiedaMbih 4 heaseldnTont abpedr deskhepsnhEomponent sne

i ncl ude applications and other prograns that are

embogigpeisi blee flopd t eoreburoptiprenfihe i8erns¥Mectilanthat
: opr C c n r 0
e BRte< T o7 e O abour FRe. VAT oo T arders=2c®

sectidat2gd@ tlamicessebhded r ontfohmwa deskt @poufoohbatscale, such

sectio 855 includes -_i nformati on_about. t he vari ous
as nFEGTHAL sLERRISSE LTS Ay Hd And S5 BEer BF S FFor ¢ he
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includes information about the wvarious folders that are
accessible from the desktop. Toolbars section 2855 includes
information about the various toolbars that are digplayed and
accessible from the desktop. Desktop section 2860 includes

information about the desktop, such as appearance data and

policy information.

ER

Fiéure 28C is a hierarchy chart of objects included in
the self-contained desktop file. In one embodiment, the self-
contained desktop is a Java archive (JAR) file. Self-
contained desktop file 2865 includes number of components.

The components include manifest 2870 which details the objects
included in the self-contained desktop file. The components
also include a Shell Document Type Definition (DTD) object
2875. The Shell DTD object states what kinds of attributes

are used to describe content in the Shell XML document, where



included in the self-contained desktop file. The

conponents also include a Shell Docunent Type
wmedosicoon (DTD) obj ect 2875. The Shell DTD pj/R1003/013973

states what kinds of attributes are used to describe

content in the Shell XM. docunent, where WO

2004/ 055669 PCT/ EP2003/013943_ 46 each tag is

al l oned, and which tags can appear within other tags.

Cl asses objects 2880 include the Java classes that are
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ser | nd, password are_receiyved e _user.(step
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deskt@$pa Java virtual nmachine (JVM, is |oaded on the
client operating system platform (step 2930) by JSL.
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or n¥r neu code, suc va a Ilca i ons. In
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atform independent -| anguage, and
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to execute platform-neutral code, such as Java applications.

In this manner, the same desktops can be written in a platform
independent language, such as Java, and executed on a variety

of platforms that have implemented the needed virtual machine.

A Java-based lockdown shell is invoked (step 2940) to
provide a desktop environment and prevent the user from
accessi;g the underlying operating system being used by the
client machine. Desktops that are assigned to both the
workstation and the user are requested from a server (step
2945). Server 2950 receives requests and responds by sending
self-contained desktops to the client. The client receives a

response from the server (step 2955). The response may be an

error or a list of desktops.

A determination is made as to whether an error was

received from the server (decision 2960). If an error was



sel f-contai ned desktops to the client. The client
receives a response fromthe server (step 2955). The
WO e®pos®e may be an error or a |list of deskt opSI/EP2003/013973
determ nation is nmade as to whether an error was
received fromthe server (decision 2960). If an error
was WO 2004/ 055669 PCT/ EP2Q03L013973 47 received,
deci si on 2960 branches to "yes" branch 2962 whereupon
an error nessage is displayed on the client's display
receieqd ced€st epo2989% 0 andapcbeessonyyealisbaan2bo8962n
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brangheento s"Geshl ayadeli 2272 preldef ined protefsrre80fhandthere

0 ' ends Lgure (s a flowchart .
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at 29DHeeHi nthe ovneae esand, 3000t nbes espondefptbye hogifgned to
code is_executed (step 3005). Login data is gathered

the ysYmad tRRrVahesEehtoRo FhelServe?®TOrPproekesi hg "no”

bran&ﬁﬂﬁﬁﬁé““ﬂére&@@nS@ﬁ&?&e§@@g§saaf§5@9%§§a§§§koﬁotﬁge
. client which is received at step 3015. A
clierfeterdi srtavnievigadionsdedinpétercede 2880) wasd

hent i cated_, ision 3020). If the user was not
proc Ljihélén ék %9§§,

a ticat ed, ‘decision 3020 branches to "no" branch
3025 whereupon processing ends at 3030. On the other
Harfre 3¢ hes usekov@isaniut Herivieat eEeredetilsenndlping

'clie&HE¥H¥E¥%ff&£Q$§ﬁ.brﬁpggessing commences at 3000 whereupon
native login code is executed (step 3005). Login data is
gathered from the user and sent to the server for processing
(step 3010). The server sends a response back to the client

which is received at step 3015.

A determination is made as to whether the user was
éuthenticated {(decision 3020). If the user was not
authenticated, decision 3020 branches to “no” branch 3025
whereupon processing ends at 3030. On the other hand, if the
user was authenticated, decision 3020 branches to “yes” branch

3035 to continue initialization.

The virtual machine application, such as a Java virtual
machine, is invoked on the client workstation (step 3040). A
lockdown process is launched in the Java environment in order
to lock the shell and prevent the user from using the

underlying operating system without using the shell



3035 to continue initialization. The virtual machine
application, such as a Java virtual nmachine, is
w0 pogkesdeon the client workstation (step 3040) PCHEP2003/013973

| ockdown process is |aunched in the Java environnent

in order to lock the shell and prevent the user from

usi ng the underlying operatg ng system w t hout using

t he shel |l WD 2004/ 055669 PCT/ EP2003/ 013973 - 48

environment (step 3045). The server is queried for the
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client workstation (step 3060). Desktops that are
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aut henti cated locally, decision 3130 branches to "yes"

BrANCH, 3133 whel eupan, LDe HSeInd S AU DL 6R! G Rlg
native operating system login. Native operating system login
processing commences at 3100 whereupon a list of available
network domains is displayed to the user (step 3110). A
domain is selected from the list by the user (step 3120). A
determihation is made as to whether to authenticate the client
locally or remotely (decision 3130). If the client is
authenticated locally, decision 3130 branches to “yes” branch
3135 whereupon the user is authenticated at the local machine
(step 3140). On the other hand, if the user is not
authenticated locally, decision 3130 branches to “no” branch
3145 whereupon the user is authenticated on a server to which

the client is connected (step 3150).

A determination is made as to whether the client was
authenticated (decision 3160). If the user was not

authenticated, decision 3160 branches to “no” branch 3165



(step 3140). On the other hand, if the user is not
aut henticated locally, decision 3130 branches to "no"
Whe@aoks668145 wher eupon t he user is authenti caP€EP003013973

server to which the client is connected (step 3150).

A determination is made as to whether the client was

aut henti cated (decision 319). If the user was not

aut henti cated, decision 3160 branches to "no" branch
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Java shel |l (step 3260). The Java shell wi ndowis

_application is launched with the user’s user ID as a parameter
(step 3240). On the other hand, if the Jshell application is
launched remotely, decision 3230 branches to “remote” branch
3245 whereupon the Jshell application is launched remotely by
providing the server hostname, the user ID, and the platform

ID as parameters (step 3250).

After the Jshell application has been launched, JSL
enumerates the 0S window list to find the window corresponding
to the Java shell (step 3260). The Java shell window is
pinned to the bottom of the Z-order list of the operating
system windows so that the Java shell window will always
remain in the foreground (step 32?0). The Java shell window
is maximized to fit the display screen énd all frame controls,
such as minimize and resize buttons, are removed from the Java
shell window (step 3280). In this manner, the shell
application appears as the foreground page on the display and

the user is prevented from using the shell page provided by



pinned to the bottomof the Z-order list of the
operating system w ndows so that the Java shel
wowodossoes | | al ways remain in the foreground PGI/EpP2003/013973

3270). The Java shell window is maximzed to fit the
di splay screen and all frame controls, such as
mnimze and resize buttaongg are renoved fromthe Java
shell wi ndow (step 3280). In this nanner, the shel
appl i cation appears as the foreground page on the

the mhsplayopadatihe sgetemnsphaevephed frnom vrehd flhenching

shell pa provided by WO 2004/ 055669
proc%ﬁﬁ?%@z@%@?oi§9%gss: 50 the native operating system

platform Java shell launching processing ends at
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into the smart conponent or read froma configuration
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. ecogni zed he conponent. ma be progranmmed to ascend
taend ST o s ar oTos UHERT U BO7  SRBGRITS0: CORal ner 15
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may be placed inside of a container with an unknown classtype,
but if the parent container is itself inside of another
container with a known classtype, then the component can
configure itself as if it had been placed directly in the

known container classtype.

The appearance and behavior of the smart component is
determfﬁed by the classtype of it’s parent container. For
example, a smart icon will display a text description if it’s
parent classtype is a desktop. However, the same smart icon
will not display the text description if it’s parent classtype
is a toolbar. Furthermore, the smart icons behavior may
differ depending on the type of parent container. For
example, i1f the icond is placed in a toolbar it may be
programmed to draw a border around itself when the user places

the mouse pointer over it. However, if the same icon is



determi ned by the classtype of it's parent container.
For exanple, a smart icon will display a text
walemaspbe on if it's parent classtype is a deBKI/@p2003/013973
However, the same smart icon wll not display the
text description if it's parent classtype is a
tool bar. Furthernore, the ssymart icons behavi or nmay
di ffer depending on the type of parent container. For
exanple, if the icond is placed in a toolbar it may be
placedr ogr ameeddsk tdiaw @ thor dey aragrumddeld nhedideglay a
user places the nouse pointer over it.(ﬂ%&ﬁver, i f
bordefh wheRnmd s &P 17 A RAREDS5669 PCT/ EP2GU% 01597 U1
smartPlidced @R, the fesiktopdd YR OHBFBLA® AQde related
di splay a border en the pointer passes over it. In
to thaddiamromentheipamedt i amyddeeption amved the exgeait ef
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3305 333} iceonidmn essatire- lconone tgerbybl ddud i i arecddiodt e
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contagmisdar afcdarft BehatAth ot tie THjectOBmRINgEs
time Ctﬁh%e@n{ég cl4Raen dhe gabe ﬂcacf:@i et bl efdsk@p container.

container, to which the "object belongs. In the .
The agrmgreacshowmt heéhmevicdnoki 3305 ok ewli sphayees gdepending
Lgital ti because .of the spaller_are val e,
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displEvigs @k T80 HishiayRe I | Ohat™F nfet ekt of STch
availddide Aigd datde caddat o underneat vdhgeanal 99 time
clock 1 mage. "Furthernore, time clock 3330 displays
clock 138 Ifamk aflaye abjasildy . wine deekuige Yhddrpesrteihe area
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3330 displays additional information such as the digital time

cont

and date underneath the analog clock image. Furthermore, time
clock 3330 displays the name of the object (i.e. “clock”)

underneath the object.

When the user selects time clock 3305 located in the
toolbar, pop-up window 3320 is displayed. Pop-up window 3320
displays the day of the week, date, and has menu items to

adjust the time/date and to set notifications.

Figure 33B is a screen layout showing an second example
of a smart graphical component. Screen image 3350 is similar
to a screen image shown in Figure 332, however in Figure 33B
time clock 3330 has been selected and pop-up menu 3390 is
displayed. The behavior of displayed pop-up menu shown in
Figure 33B is different from that shown for the same time

clock component shown in Figure 33A. In particular, in Figure



t ool bar, pop-up w ndow 3320 is displayed. Pop-up
w ndow 3320 displays the day of the week, date, and
wha®w40e30 itens to adjust the tine/date and tRCHEP2003/013973
notifications. Figure 33B is a screen |ayout show ng
an second exanple of a smart graphical conponent.
Screen image 3350 is simlsggy —~to a screen i nage shown
in Figure 33A, however in Figure 33B tine clock 3330
has been sel ected and pop-up nenu 3390 is displayed.
33B thke ukelrathiaer difspdissplayteitbrEo @aparevhe Shmwe idigFglureime

33Bis different fromthat. shown for the s time]1
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: shown. along . with the analo l.ock.. .Thes dditipnal -

iconsyiidh | GFTOP ArE-HET 'agiagc%egcatl}lsaen ofn ta%g&%éér ger

contaSines- .avail able for showing icons in the desktop
container, rather than in a tool bar container. Figure

4 is a.hierarchy. ¢ ' L s
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ext ensi.on code 3445  and_ appl | i O L0i 4} 9HS 5:3450.
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app L igedg.on/isstAn s Ehpaninit 32U A ALRRLHA Thor beS T het bykes
3450} N container objects. Figure 35 is a flowhart show ng
steps taken in initializing smart graphica
(:Z%()snpt%neergasxﬁe S:.”Ir%_:g]t.l sr,apclgclbr(l:taalxiner objects 3470 include
objects that can include, or hold, other objects. Container
objects include folders 3480 and toolbars 3490. Visual

components such as icons can be included in container objects.

Figure 35 is a flowchart showing steps taken in
initializing smart graphical components. Smart graphical
component initialization processing commences at 3500
whereupon a object oriented parent object is selected for
component (step 3510). The object oriented class type for the
selected parent object is retrieved (step 3520). A
determination is made as to whether the retrieved class type
igs a recognized class type, such as a folder or a toolbar
(decision 3525). If the retrieved class type is not
recognized, decision 3525 branches to “no” branch 3545
whereupon a determination is made as to whether there are more
parents in the object hierarchy (decision 3550). If there are

more parents in the object hierarchy, the parent of the last



conmponent initialization processing conmences at 3500
wher eupon a object oriented parent object is selected

wo en4/08aponent (step 3510). The obj ect ori ent PAI/EPASF013973
type for the selected parent object is retrieved
(step 3520). A determnation is nmade as to whet her
the retrieved class type 435 _a recognized class type,
such as a folder or a toolbar (decision 3525). If the
retrieved class type is not recognized, decision 3525

selecheanebgscto (ine’ bhangh 3545 ofWheredpan darent, or the
determnation is made as to whether there are nore
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ereupon a default class type is selected for the

(stepoBpd® - (step 3570). Conponent appearance data, such
as the icon size and other display characteristics,

abfpbakhi-ewedcakemne Nddt 0bjetth RehMd Alcon size and

characteristics that correspond to the selected cl ass
othert gaeplavephaspr)erigt iomnere Hetrify ekl M idiasyPiect

e har, Lcon, 5176 A APl oq c1
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: wever, if_the retrieved c s type .is th deskt o

2 toolRer FhE™ GBR SFEE ST 2y SHPACHEAT s St ics would
be based upon the smaller area available to an icon.that is
displayed in a toolbar. However, 1f the retrieved class type
is the desktop then the icon size and display characteristics

are based upon the larger area available in the desktop.

The component is displayed using the retrieved appearance
data that corresponds to the class tﬁpe. The system waits for
the comionent to be invoked (step 3585, i.e. until the
component is selected by the user). When the component is
invoked, the component is executed using behavior attributes

that correspond to the class type (step 3590).

Figure 36 is a flowchart showing steps taken in
processing display attributes for smart graphical components.
Smart desktop processing commences at 3600 whereupon a
determination is made as to whether the class type is a

toolbar (decision 3605). If the class type is a toolbar,



are based upon the larger area available in the
deskt op. The conponent is displayed using the
WO earniosssedl appearance data that corresponds tBCT/ER2003/013973

class type. The systemwaits for the conmponent to

be.invoked (step 3585, i.e. until the conponent is

sel ected by the user). Wep4t he conponent is invoked,

the conponent i s executed using behavior attributes

that correspond to the class type (step 3590). Figure
decigeon s3605 | byehehes show ngs $tlepsnthk@AlDnwhpreuessai nje

display attributes for smart graphical _.conponents. i
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a toolbar (decision 3605). If the class type is a

the oty , (34720992 9556693 PoTY EP2e bR 0889732t - 3625 .
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the theotbass itcpre fDs dbe gopponeat, i setekibgvedosnd
b éﬂé%&a ed in_the toolbar (step 3615), a border is
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brandy 36ed B Sadon i) Sl s cue, Bk hias: soRpagent s
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conmponent is retrieved and displayed in the fol der
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3650)0! <?&%% T : [ (step , an
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deci sion 3635 branches to "no"
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brandirdertd heydscobraeti F6W8 whereupon the larger icon is
retrieved in displayed on the desktop (step 3670), a longer

component description is displayed under the icon (decision

3675), and processing ends at 3680.

If the class type is not a toolba;, a folder, or desktop,
then decision 3665 branches to “no” branch 3682 whereupon a
default. icon is retrieved and displayed (step 3685), other
default display characteristics are retrieved and applied to

the icon (step 3690), and processing ends at 3695.

Figure 37 is a flowchart showing steps taken in
processing behavior attributes for smart graphical components.
Smart desktop processing commences at 3700 whereupon a
determination is made as to whether the invoked comﬁoneﬁt has
a parent with a toolbar class type (decision 3705). If the

invoked component has a toolbar parent class type, decision



3675), and processing ends at 3680. If the class type
is not a toolbar, a folder, or desktop, then decision
wQ@e®3/obsenches to "no" branch 3682 wher eupon aPCT/EP2003/013973
default-icon is retrieved and displayed (step 3685),
other default display characteristics are retrieved
and applied to the icon-(step 3690), and processing
ends at 3695. Figure 37 is a flowhart show ng steps
taken in processing behavior attributes for smart
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at 3?@@4/055669 PCT/ EP2003/ 013973 - 55 3705 branches to
"yes" branch 3710 whereupon the conponent's tool bar
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toolbppcekasngt¥hds d@FlSVQ% 3795théanﬁbéﬁeQOCbﬁﬁénbﬁﬂnCh 3730

Sn Nt opl b ass pe
vier 4958101 OKEn S BOL AL ¥ ag L0081 85° PG e
compenaiet enag nat panens Wﬁﬂh andembethassthgpenvdbeds1on
|.ass

e t has rent with a fol der
3735(u2pf€ gygg FOPRR PR oRRY RohP iﬂ@ﬁtpﬁagna class
typef(Héﬁisﬁﬁﬁe®73§|E@éncﬁ&@etode§é§”oﬁr§ﬁ§ﬁ bﬁ@UCWﬁérEonn
yes" branch 3740 whereupon the conponent's fold

the %ﬂmm%mtu% f@l@?év]@@h%‘ﬁ@p Bs%eyrlew@c&séap(éup
execl/OR) (s 865 ag&vgpgéeéél d28nak !t hg7 5By oked

onent oes ol bar or

folder class t deC|S|on 3735 branches to "no"
W%r%@f%‘?ﬁ%n’él elee s pati bavesanudeaasntowith a

toolEMﬁ?Qh@rfoi&E%'@YQ§§d? quggpi%ggﬁ)37?$r§ﬁén@hégkga ‘no”

desktop class type ecl si on € TNvo
bran@orﬁa?ﬁibnﬂhetmuzaomeskcﬂ@m:pmmlm ass hype, adetbswbather

anches to branch 3768 whereupon the
. the rékﬁ1rﬁ @P%E%%Td% HEhRATTF V1R rie %ﬂkgg?eﬁyass type

(decision 3765) If the invoked component has a desktop
parent class type,‘decision 3765 branches to “yes” branch 3768
whereupon the component’s desktop behavior is retrieved (step

3770), executed (step 3775), and processing ends at step 3780.

If the invoked component does not have a parent with a
class type of toolbar, folder, or desktop, decision 3765
branches to “no” branch 3782 whereupon the components default
behavior is retrieved (step 3785), executed (step 3790), and

processing ends at step 3795.

Figure 38 illustrates information handling system 3801
which is a simplified example of a computer system capable of
performing the operations described herein. Computer system
3801 includes processor 3800 which is coupled to hoét bus
3805. A level two (L2) cache memory 3810 is also coupled to
the host bus 3805. Host-to-PCI bridge 3815 is coupled to main



3770), executed (step 3775), and processing ends at
step 3780. If the invoked conponent does not have a
w@arensseeg th a class type of tool bar, fol der,POF/EP2003/013973
deskt op, decision 3765 branches to "no" branch 3782
wher eupon the conponents default behavior is
retrieved (step 3785), exeggted (step 3790), and
processi ng ends at step 3795. Figure 38 illustrates
i nformati on handling system 3801 which is a
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BIOS 3880 is coupled to ISA bus 3840, and incorporates
the necessary processor executable code for a variety of low-
level system functions and system boot functions. BIOS 3880
can be stored in any computer readable medium, including
magnetic storage media, optical storage media, flash memory,
random access memory, read only memory, and communications
media conveying signals encoding the instructions (e.g.,
signals from a network). 1In order to attach computer system
3801 to another computer system to copy files over a network,
LAN card 3830 is coupled to PCI bus 3825 and to PCI-to-ISA
bridge 3835. Similarly, to connect computer system 3801 to an
ISP to connect to the Internet using a telephone line
connection, modem 3875 is connected to serial port 3864 and

PCI-to-ISA Bridge 3835,



the necessary processor executable code for a variety
of low |evel system functions and system boot

wo eovesrs. Bl OS 3880 can be stored in any cOPQIYER2003/013973
readabl e nedi um i ncludi ng magneti c storage nedia,
optical storage nedia, flash nenory, random access
menory, read only nenory, @pd conmmuni cations nedia
conveyi ng signals encoding the instructions (e.qg.,
signals froma network). In order to attach conputer

SistIeME hé8 Gbriph ROt NRS + SO MUE OF 1 SB taM B Dgwepy3d i L es
over a network, LAN card 3830 is coupled to PCl bus

capalgg® fakaca tROg tthe SAvert idge dmafl@?@nlpwwnl tehis

t t 3801 t
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Thosa3&IE il dmneaetice o werl Eﬁ.pzﬁfh’dlaa%lltm mdAG) - boheSA
Bri dge 3835._ WD 2004/ 055669 PCT/EPZOQ%é013973 - 57
COMPURRY EWHETE SIRAAES 75 TARRYS | Ve FHrSE B88e;

1nveﬂ%ﬂ8ﬂ”d%é@ifﬁgénﬂéféhﬁhe I nvention descri bed hereln

conputer systemis sinply one exanple of a

(\Cg{g)lg§r %ﬁj&%@ergﬁgﬁﬁl@rﬁé%ﬂ rbﬁg]eOIf_arit_hg\A Ulventlon is

appreci ate nman er conpu er system desi gns
an apmrlelczapal e refmgder f of ey dhelndtwentians depx:ogbeml code)

herei n of t referred i nplenent atlons of
in aﬁﬂ%ﬂ@&ﬁﬂ% W@ﬁ%ﬁ? %rFX%&ﬁ q@% SR I the
randd Hddedd %{&ndanqgfam@o@&apuﬂék a Qﬁ@lﬁ%’@@l%@dcﬁy the

may, for exanple, be resident in the random access
computesior yhsf Stere cc%nagm’retrucmns wasf e et pyed hen another

t t t d
comqucoo?u H&lor rrpucf ere}?ra(énnx%fr%, rc#inc a{ %ngg &k &¢ bP i

her or exanple,”ona hard dis
removHbve, stirdde deriovablen sdpriagel slicdk asfen epéntasl use in

2 D (A3 ST TR CEHT PR ok a1 )5 blobY disk

drivdownoadsd Maddey{ Dt efdetn (el CORREE etomputer
network. Thus, the present invention may be

netwcpzﬂpl dfart edhes RresoRpUtRreprioyt amprirlutTo i erensedi as a
 compi GO THIEn W QAL O oA IR VAL OHR JBELOSN,
although the various methods described are conveniently
implemented in a general purpose computer selectively
activated or reconfigured by software, one of ordinary skill
in the art would also recognize that such methods may be

carried out in hardware, in firmware, or in more specialized

apparatus constructed to perform the required method steps.

>,

While particular embodiments of the present invention
have been shown and described, it will be obvious to those
skilled in the art that, based upon the teachings herein,
changes and modifications may be made without departing from
this invention and its broader aspects and, therefore, the
appended claims are to encompass within their scope all such
changes and modifications as are within the true spirit and
scope of this invention. Furthermore, it is to be understood

that the invention is solely defined by the appended claims.



i npl enented in a general purpose conputer selectively
activated or reconfigured by software, one of ordinary
W@ Rdolossebn t he art woul d al so recogni ze that SBCITEP2003/013973
nmet hods may be carried out in hardware, in firmare,
or in nore specialized apparatus constructed to
performthe required nethoggsteps. Wiile particul ar
enbodi ments of the present invention have been shown
and described, it will be obvious to those skilled in
It wille s¢ turddeatstdss asy upeadisd hmﬁleaﬂttihlgsﬂnet]eénart that if a
changes and npdifications may be nade wt
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- of th'ﬁ%n vention. Furthernore $ 3 betungersto
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one” mammmuxm amit 1 okie ecucth adgn B enent “am”t ntzhet sams
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or "an"; the sane holds true for the use in the

clains of definite articles. W 2004/ 055669
PCT/ EP2003/ 013973 - 59



CLAI MS1 Anethod for a first conputer systemto

recover conponent files, said nethod conprising:
w@aokasiony one or nore conponent files into onRCDEPI008/@13973

sel f-cont ai ned package files; transmtting the

sel f-cont ai ned package files to one or nore secondary

conputer systens over a cogputer network; identifying

a di saster event during which one or nore. of the

conmponent files becones no | onger available from the

first conputer systent Lemuesmi 8g one or nore of the

sel f-contai ned package files fromone or nore of the

secondary computer systems in response to the

gent $d dlsas% event; receivin gelf cont ai ned

c%%E% fos $r h¥%EeC8WPHB?E S¥FCefietRethgypy component

COMPYE ersSYSREBhOA £6mPLPNSEnGO the request;

unpacki ng the conponents fromthe received

seRekagHiGi el OpaBREgectbPerenantitesr ingot fre or more

conpon SEO e device accessible

frgﬁwtiéﬁfiéé%ééggga %gékg %%£§Q7The met hod as

dEBamémEmtimgc&h@n$é1fﬂcbﬁea1ﬁ@appaek@@e ftieat tBgoae or

mani fest file de éal|ln the conponent files included

in eadlPBT THETEFY corfaithet package OYf¥ed; computer

conparh&ggdhe, conponent files included in the manifest

file with the component files existing follow ng the
dl@@@tEfY€W®n4 daﬁ@SWEr2@@&$©5@@69ﬂ@(ﬂ%£¢ﬁ008&0@39m3re of

0 Lentiiying,ihe; selfpcontained package (L1800 ¢rop
reques fTOM T he second cONpUter &ys aséd upon

t he the first computer system;

requesting one or more of the self-contained package
files from one or more of the secondary computer
systems in response to the identified disaster
event;

receiving self-contained package files from one or more
of the secondary computer systems in response to the
request;

unpacking the components from the received self-contained
package files; and

storing the components on a nonvolatile storage device

accessible from the first computer system.

The method as described in claim 1 further comprising:

creating a manifest file detailing the component files
included in each of the self-contained package
files;

comparing the component files included in the manifest
file with the component files existing following the

disaster event; and



conparison. 3. The nethod as described in claim1

further conprising: creating a manifest file for each
wotooslssesel f - cont ai ned package files, the nmanP¢EBEP2003/013973

file detailing the conponent files included in the

sel f-contai ned package file; and packagi ng the

mani fest file in the self-gontai ned package file

along with the conponent files. 4. The nmethod as

described in claim1 further conprising: assigning a

uriegue. fydewt ifHeersdof -eantt afnddepaxtgumment led i tesragdest

to eagy of the self-contained package . files. 5. Thg
met hod- &% HERRT F R RS %?ﬁﬁ?i%?%:t S
recei Hdapaaildsst. of the unique identifiers fromthe
secondary conputer systens; conparing the received
list of unique identifiers with self-contained

3. facskawehdd e degcwbbet on almin i sturtdmipue@rrsysiedt
f i t [ .event; and id [ fvi 1 .
ch_JI E)C\go &i Engié&pfzeg%a?elfel lf;%r te(‘)"’mf‘lﬁ“eqoufég%ﬁeg féf%?nf t'%géntalned

seconaekiaad efilsaest edtie hageidfaqrore ithe deonpbingothe 6.
The nethod as described in claiml1 wherein the fjrst

conpuUtCEFRRPSEM § 5L 475 P DY ddhi it 1Tt lorc -2t e
the sglficentained pRackages files, wherein each of
the sélf- contained package files corresponds to a
ol ak aueirico rofed nisyn i€ essert ke ogadig atdloh-cantJheed package
met hod..as. described.in.claiml wherein the secondary
Conputdn Sy it S e DAt arm ¢ hat
provi de the WD 2004/ 055669 PCT/ EP2003/ 013973 - 61

4. geld neatcal red aokaged ilresclaimne firrthgre ebmentsing:
conputer systens based upon roles p%{fornelld bé’ users
s Hﬂ?%ﬂqeﬂﬂun%ﬁHﬁMﬁQQHE%éﬁ%ﬁﬁﬁo each of the component

files and to each of the self-contained package

files.

5. The method as described in claim 4 further comprising:

receiving a list of the unique identifiers from the
secondary computer systems;

comparing the received list of unique identifiers with-
self-contained package files that exist on the first
computer system following the disaster event; and

identifying the self-contained package files to request
from the second computer systems based upon the

-

comparison.

6. The method as described in claim 1 wherein the first
computer system is used by an administrator to create the
self-contained packages files, wherein each of the self-
contained package files corresponds to a role performed by a

user in organization.

7. The method as described in claim 1 wherein the secondary

computer systems are server computer systems that provide the



8. The method as described in claim11 further
conprising-: selecting the conponent files to be
WO p@kasEsad i n the sel f- contai ned package fil espPCTERI063/613973

at | east one of the conponent files includes

progranmm ng code adapted to be |aunched from a

desktop shell that is adapsed-to run on a plurality

of operating systens; and storing the self-contained

package file in a library of package files, wherein
selfeachtainefheppakaagetfiitestbsonadapt mdrtochéent computer

traE%n1téed to a ilient conputer system 9. The_
SYSCORY H3ES 3% R r T Be8Si RCEFarird Whel8PhRsaff| ERst céhent

comp®@fet heycosmponent files is selected fromthe group
consisting of an icon file, an image file, an
application extension file, a screen appearance file,

8.  adl'atmoned | amgiageribadsiat ¢baimfl| Burgheti eptprising:

C ' i fi t he rver, confi ration
f?%é@%@ fﬂﬂe rréé{)rﬁ%%gast dgls%‘%.g bed TR Hl%‘?“%‘aigv\ﬁ]ér &R self-
t he disast&ine@veatkage sl et pdvhie 81t het gLOHPt one of the

consistiqg of a Eofvolatile storage device failure, a
del et i ONRIYhe bt L For R ehApoMantOIFFPRENT scgdrepfiarted to

of 0NgOr MiEnse! #2&RNE AhDSL: PRCKRGR FLLLES, 1 58adapted to
conputer systemfailure, a natural disaster, a ?lr%,
and a ryn ood.a mlupnl el o reepere himgl| sygteyst eand

cammr , or_nore 0Cessors; menor rea
accesisﬁ%lr%jebyso%ﬁ%—%?%%aejs%%é A E?w%%v%fja?i e %tg?gﬁﬁry of
devi cepaticessi bl bedy Wwhere i 08£SI5065; t VD BLOKAHESE69cs is
PCT/ EP2003/ 013973 - 62 an operating system executed

by t hEFRIGES P PF or T 2RhEgF g Ehed | o Brmat Fomputer
handl ifgsystem a network interface accessible by the
processors for connecting information handling system

to a COITpUt er
9. The method as described in claim 1 wherein at least one

of the component files is selected from the group consisting
of an icon file, an image file, an application extension file,
a screen appearance file, a national language translation
file, a client configuration file, and the server

configuration file.

10. The method as described in claim 1 wherein the disaster
event is selected from the group consisting of a nonvolatile
storage device failure, a deletion of one or more component
files, a deletion of one or more self-contained package files,
a computer system failure, a natural disaster, a fire, and a

flood.

11. 2An information handling system comprising:
one Or MOre Processors;
a memory area accessible by the processors;
a nonvolatile storage device accessible by the

processors;



12.

network; and a recovery tool for recovering conponent
files, the recovery tool including: nmeans for

w@amkasiony one or nore conponent files into OPEI/BP2003/013973

nore sel f-contai ned package files stored on the
nonvol atil e storage device; neans for transmtting the
sel f-contai ned package fid®es-to one or nore conputer
systens over the conputer network; neans for
requesting one or nore of the self- contai ned package
farl epdragmran eyt amrexafutde by atputprosystens for
response ta an identified disas%gikevent; means for

r ecei WARGSES -h i i E i dendt e $¥riBne or
DR o A8 UL SUHLB1d) by B3RO A ddEs For

request; means for unpacking the conponents fromthe
r ecei venesdiing oo med: jvat keged Fine Sy s neans ¢onputer

storin (tge conponents on the nonvolatile storage -
devicg% FkTthF%fornation handl i ng system as

desddedyt rtaediai Ml reddirdiiely cosigdisemng: £ ibans floe
creating a manifest file detailing the conponent
fil es HHAViRFH §9P eaddi BId¥HE sel f- contai ned package

inclugé In theEDnanﬁ%eéf f% e mﬁ?ﬂg$hel%%nponentl ©s nto
files existdmy oA ohdoeni gel IHeordisast@roaveds ahte$\Gstored

2004/ 055669 PQ%{EP2003/0%§173 - 63 q?ans for
dent i yi ngP NS AP ER o o AR ET T &Y 1 o
I equesdedr=D M d:h e S0t CHOPURS  S/St-efth fasest Upddkage
t he conpari son.
files to one or more computer systems over the
computer network;
means for requesting one or more of the self-
contained package files from one or more of the
computer systems in response to an identified
disaster event;
means for receiving self-contained package files
from one or more of the computer systems in
response to the request;
means for unpacking the components from the received
self-contained package files; and

means for storing the components on the nonvolatile

storage device.

>

The information handling system as described in claim 11

further comprising:

means for creating a manifest file detailing the
component files included in each of the self-
contained package files;

means for comparing the component files included in the
manifest file with the component files existing

following the disaster event; and



13. The information handling system as described in

claim1ll further conprising: neans for creating a
worewhess9 fil e for each of the sel f- contai nedP@EERBGE013973

files, the manifest file detailing the conponent

files included in the self-contained package file;

and neans for packaging thgzmanifest file in the self-

cont ai ned package file along with the conponent

files. 14. The information handling system as

desans bedri idehaifiyidg thet belfeooptasheg: paeaagefﬁﬁles to

aSS|gn|n%ua unigue identifier to each of the

conponEREUFFFeSTaRdEES B8aERANG CONRUEEFf S¥SHERFnBased upon

packagenti b&spatdsodhe i nformation handling system as
described in claim14 further conprising: neans for
receiving a list of the unique identifiers from the

13. sBeendafyrwerpofehangiingssyabansasodesonphefingnt fdain 11

e L of unique identifiers with
furt%%ffg%o§¥5?%é% package files that exist on the first

cospns efosysteatfinyl awnagitbet disaster ewent pfantle self-
means for identifying the, self-contained package files

to reqURERLRRENPEREAERCEAUCE onplE TRy EPERE Thagedetalling
upon the compahlaensiibs The1i8LQr PRt AR E@@@ngﬁtalned

system as described in claim1ll wherein the first
conputpaCk§QEeﬁ1ﬂs used by an admi nistrator to create

he self-conta ned a ges_fiLle erein ach . WO
S bssaboP i B0 b Fagr st oS o Mg Eh M cRRCHeT-
sel f - C@@ﬁaaﬂﬁédpga&aggeffiﬁé §06hEgSROBHSthe dofmpblent
perfornmed by a user in organization. 17. The

i nf or f8#+8%- handl i ng system as described in claim11
14. The information handling system as described in claim 11
further comprising:
means for assigning a unique identifier to each of the
component files and to each of the self-contained

package files.

15. The information handling system as described in claim 14
further comprising:
means for receiving a list of the unique identifiers from
the secondary computer systems;
means for comparing the received list of unique
identifiers with self-contained package files that
exist on the first computer system following the
disaster event; and
means for identifying the self-contained package files to
request from the second computer systems based upon

the comparison.

16. The information handling system as described in claim 11
wherein the first computer system is used by an administrator

to create the self-contained packages files, wherein each of



wherei n the secondary conputer systens are server
conputer systens that provide the self-contained
w@okasieed il es to one or nore client conputerPGYEPBNK013973

based upon roles perfornmed by users of the client
conputer systenms. 18. The information handling system

as described in claim1l. gwrther conprising: means

for selecting the conponent files to be included in

the sel f-contai ned package files, wherein at |east

the ©#bf-ofotbelicedponeigd ifEbed NEbiteSpPragr asmangotede
adapted to be | aunched from a desktop shell that is

perfougppd Y 13 PR obt YR EFFELOBf operating syst ens;
and neans for storing the self-contained package file

17. ifh@ ihFOFRLYiGh E&E&@Eﬁbfé§§%§ﬁtgée&eQ@riB?dt%% claim 11

nonvol atil e storage devi ce, erein each o

whergicksye $¢tendisy cotapiisr tsys bens ransnéétedr t gomputer
client conpute ste 19. The infornation_handl]ng

SYStA o B HOLEIT D | 70 £ T T S ReP T REE ToLSE bReome

or mdéfe tdEL SOOPOREHEtEt | £5c tSnS bLEd@NupbRM ol BE HEPEPrmed by
consisting of an icon file, an image file, an

users i i T | Ohl TXt FRTRIHC Y | B/S 82 een appear ance fil e,
a national |anguage translation file, a client

[ We el [ t \Y j tion :

18. O SEEShIOt of Mdhd B (e SRR 12 SORCLAMEA LR 0cl iy 11

furtlier ey 1dingherein the di saster event is sel ected
fromth ro consi,sting of a nonvplati]e stora .
[SRL o Do CO0E e Sbitgtoe L 80 1S Bt oiidficea in
files, tie dedef+oshiefine pHckaye M0 2H04H056669 at least
PCT/ EP2003/ 013973 65 self-contajned package files, a
conput@e st FEmanenta fhuraicHidestRFooramniry code

and a f400d.q 21, k%z'ﬁpéﬂr?cfh&i @&E‘Wé@iﬂ%r&%ffd&at is

neans to performthe steps of the nethod Tn

accor datraetad tte anyn ofn tsheolodmm sty tof operating systems;
and

means for storing the self-contained package file in a
library of package files stored on the nonvolatile
storage device, wherein each of the package files is

adapted to be transmitted to a client computer

system.

19. The information handling system as described in claim 11
wherein at least one of the component files is selected from
the groﬁp consisting of an icon file, an image file, an
application extension file, a screen appearance file, a
national language translation file, a client configuration

file, and the server configuration file.

20. The information handling system as described in claim 11
wherein the disaster event is selected from the group
consisting of a nonvolatile storage device failure, a deletion

of one or more component files, a deletion of one or more



20, when the programis executed in a computer system
22. Conputer program according to claim?2l stored on a
W@ 0vp5369 r eadabl e medi um PCT/EP2003/013973

- 65 -

self-contained package files, a computer system failure, a

natural disaster, a fire, and a flood.

21. Computer program with program code means to perform the
steps of the method in accordance with any of the claimg 1-to

20, when the program is executed in a computer system.

22. Computer program according to claim 21 stored on a

computer readable medium.



