DETERMINING ENCLOSURE BREACH ELECTROMAGNETICALLY
RELATED APPLICATIONS [1] Related U.S. Patent Application Serial
N 20dkestgueven date herewith in the name of Georgia TealkrResaarai3e4
Corporation et al. and entitled "DETERMINING ENCLOSURE INTRUSIONS,"
related U.S. Patent Application Serial No. , filed on even date herewith in the
name of Georgia Tech Research Corporation et al. and entitled
"ENCLOSURE DOOR STATUS DETECTION," related U.S. Patent
ApplipdippOaIRING. ENEL 08 ERENBIAAA CHERIIH (T the M GaNefIGeaDiay
Tech Research Corporation et al. and entitled "DETERMINING ENCLOSURE
BREACH ULTRASONICALLY," each belng a55|gned to the assignee of the
present application, are hereiyli \FENSNce. BACKGROUND

[2] Thresits d%l&éﬁ@ﬂ%t@%%ﬁﬁdﬂﬂﬂi/&f&ﬁﬁﬁﬁdn some situationgiled on even
date herewith in the name of Georgia Tech Research Corporation et al. and entitled
"DETERMINING ENCLOSURE INTRUSIONS," related U.S. Patent Application Serial No.

, filed on even date herewith in the name of Georgia Tech Research
Corporation et al. and entitled "ENCLOSURE DOOR STATUS DETECTION," related U.S.
Patent Application Serial No. , filed on even date herewith in the name of
Georgia Tech Research Corporation et al. and entitled "DETERMINING ENCLOSURE
BREACH ULTRASONICALLY," each being assigned to the assignee of the present

application, are hereby incorporated by reference.

BACKGROUND

[002] Threats due to terrorism come in many forms. In some situations,

containers carrying goods into a country may be tampered with or contain unauthorized or
harmful material. For example, a container carrying commercial goods from one country to
another may be tampered with during transportation to contain harmful material.
Vulnerability to tampering is a shortcoming in conventional container security devices.
Current container security technologies provide only limited protection from various threats
to shipping. Particularly, conventional container security devices fail to account for the threat
posed by motivated actors, including, for example, terrorist groups. For example,
conventional strategies do not address a broad risk spectrum with a focus on those risks that
threaten national security. Moreover, conventional strategies do not provide a number of
tamper-resistant features incorporated into one design. In other words, conventional strategies

do not address vulnerability to even simplistic tampering methods.

SUMMARY OF THE INVENTION

[003] Consistent with embodiments of the present invention, systems and methods

are disclosed for determining enclosure intrusions and other enclosure information. For
example, a structure breach may be determined. A sensor, provided in the structure, may be
driven with a constant frequency signal. The sensor may comprise a first conductive element

and a second conductive element. The first conductive element may be substantially parallel
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[010] FIG. 5 is a diagram illustrating an ultrasonic breach detection subsystem,;

[011] FIG. 6 is a diagram illustrating an ultrasonic sensor;

[012] FIG. 7 is a diagram illustrating electromagnetic transmission line (EMTL)
Senor;

[013] FIG. 8 is a diagram illustrating an electromagnetic transmission line (EMTL)
senor;

[014] FIG. 9 is a diagram illustrating an EMTL subsystem;

[015] FIG. 10 is a diagram illustrating a container movement detection subsystem;

[016] FIG. 11 is a flow chart of a method for container movement detection;

[017] FIG. 12 is a diagram illustrating infrared radiation absorption;
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BRIEF DESCRIPTION OF THE DRAWINGS [5] The accompanying
drawings, which are incorporated in and constitute a part of this disclosure,
illustrate various embodiments of the present invention. In the drawings-

[6] RIEB¥18%HIock diagram of an operating environment;  PCTHSR(G0%4644
diagram illustrating a container; [8] FIG. 3 is a block diagram_of a
processor; [9] FIG. 4 is a flow chart of a method for determining _
enclosure intrusions and other enclosure information; [10] FIG.[fll]sFaIG ]
diagramyustrati 2. Ul IG,hreach detection, subsystem: . .
is agdiarl]T (rblaillrgrf ilﬁfst?%\ﬁ r%ga%ggl %%gg%?%as%en sao;rl}lman (E[tff S.uggégtgn(’:ﬁag ram

illustratify YeEHEm4dhe srrbHurTRing RRSYWERTIO) e peh transmission for 4.3 um
CO; absorption band;

[020] FIG. 15 is a flowchart of a method for detecting humans in an enclosure;
[021] FIG. 16 is a diagram illustrating a door status subsystem;

[022] FIG. 17 is a diagram illustrating a light control film coating;

[023] FIG. 18 is a flow chart of a method for operating a door status sensor;
[024] FIG. 19 is a diagram illustrating sensor fusion; and

[025] FIG. 20 is a diagram illustrating sensor fusion.

‘DETAILED DESCRIPTION
[026] The following detailed description refers to the accompanying drawings.

Wherever possible, the same reference numbers are used in the drawings and the following
description to refer to the same or similar elements. While embodiments of the invention
may be described, modifications, adaptations, and other implementations are possible. For
example, substitutions, additions, or modifications may be made to the elements illustrated in
the drawings, and the methods described herein may be modified by substituting, reordering,
or adding stages to the disclosed methods. Accordingly, the following detailed description
does not limit the invention. Instead, the invention’s proper scope is defined by the appended
claims.

[027] Enclosure intrusions and other enclosure information may be determined
consistent with embodiments of the present invention. For example, a multi-modal sensing
device may be provided to secure containers (e.g. shipping containers) against various threats.

These threats may comprise, but are not limited to, structural breaches, a locked door
opening, and human presence. Moreover, embodiments of the invention may incorporate an
integrated design including multiple sensing modalities, sensor fusion algorithms, and
associated packaging. Embodiments of the invention may be performed by any one or more
subsystems that are described in more detail below.

[028] By way of a non-limiting example, FIG. 1 illustrates a security system 100 in
which features and principles of the present invention may be implemented. As illustrated in
the block diagram of FIG. 1, system 100 may include a container 105, a network 110, and a

processor 115. Container 105 may include sensors 120. A controller 125 may also be



[13] FIG. 8 is a diagram illustrating an electromagnetic transmission line
(EMTL) senor; [14] FIG. 9 is a diagram illustrating an EMTL subsystem;
[15] FIG. 10 is a diagram illustrating a container movement detection
sub¥QSWR88334 116] FIG. 11 is a flow chart of a method for JSrtARE7/001364
movement detection; [17] FIG. 12 is a diagram illustrating infrared radiation
absorption; 2 WO 2008/088334PCT/US2007/001364 [18] FIG. 13 is a
diagram illustrating a human detection subsystem; [19] FIG. 14 is a

Ol aling, R, RIS WS LR AR B ROt 2 8300 orocessor
absorptlon band;
115.

[029] Processor 115 may be monitored or operated by a user, for example, desiring
to implement container security. Furthermore, the user may also be an organization,
enterprise, or any other entity having such desires. Container 105 may comprise, but is not
limited to, a shipping container configured to be used for transporting goods from one
location to another. For example, container 105 may be filled with goods, secured, and
placed upon a ship, airplane, or truck to be transported. While container 105 may comprise a
shipping container, it may comprise, for example, any enclosure for which location,
movement, security, structural breaches, door position status, or human presence may be
monitored. As will be described in greater detail below, data gathered by sensors 120 may be
sent to processor 115 over network 110. While system 100 illustrates only one container 105,
a plurality of containers my be monitored by processor 115. FIG. 2 shows container 105 in
more detail.

[030] Consistent with embodiments of the invention, system 100 may provide
container security with multiple sensing modalities, condition monitoring, and advanced
alerting capabilities. System 100 may incorporate a number of sensors 120 as well as sensor
fusion technologies that may address a variety of threats to the container. Specific threats that
may be detected include, for example, container 105 structure breaches, presence of
unauthorized occupants (e.g. humans) in container 105, container 105 door opening, and
environmental conditions associated with container 105. In addition, container 105°s
movement may be monitored along with the temperature and humidity inside container 105.
Information collected by sensors 120 may be processed by processor 115. Processor 115 or
controller 125 may determine whether a security violation has occurred with container 105
and issues an alert.

[031] Various communications interfaces may be used to provide remote access in
system 100. A local communications interface (e.g. located in controller 125) may provide
wireless communication between processor 115 and sensors 120 within 50 meters of
container 105 using, for example, the IEEE 802.15.4 protocol. This protocol may be
sufficiently robust to enable, for example, 50 meter transmission distances even when a
transmitter associated with any of sensors 120 is surrounded by other containers that may
obstruct radio transmissions using other protocols. The local communications interface may

enable users with handheld computing devices (e.g. personal digital assistants (PDA)) to
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[20] FIG. 15 is a flowchart of a method for detecting humans in an enclosure;
[21] FIG. 16 is a diagram illustrating a door status subsystem; [22] FIG.

17 is a diagram illustrating a light control film coating; [23] FIG. 18 is a '
floWV Ot 83 method for operating a door status sensor; P%Fﬂﬁzﬁq@.ﬂfg“ls

a diagram illustrating sensor fusion; and [25] FIG. 20 is a diagram _
illustrating sensor fusion. DETAILED DESCRIPTION [26] The following
detailed description refers to the accompanying drawings. Wherever
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frequency domain, or the time-frequency domain may be used to separate noise signals
generated by breaches from non-breaching noise events. In the time-frequency domain, for
example, a wavelet transform, a chirplet transform, or other similar transforms may be used.

[033] Moreover, the ultrasonic sensors may operate actively by transmitting a signal
(e.g- a pulse elastic wave) into the wall and then comparing the response due to the
transmitted signal with a response from previously transmitted signals. Furthermore, the
signal may be transmitted in the floor, roof, or in any other part of container 105 in which the
signal may be transmitted and is not limited to the walls. Changes in the ultrasonic response
to container 105’s walls, for example, may indicate a new breach and may generate an alarm
by processor 115 or controller 125. In other words, active operation may involve transmitting
and receiving signals comprising ultrasonic waves in container 105’s walls using various
sensor (i.e. transducer) pairs that may be attached to the wall. Ultrasonic elastic waves are
examples and the signals propogated into the walls may comprise other signal types. One
transducer may be operated as a transmitter and another one as a receiver.

[034] The ultrasonic waves generated by the transmitter may be recorded by the
receiver. This process may be repeated for multiple transmit/receive transducer
combinations. For each transmit/receive event, ultrasonic waves propagate throughout

container 105°s walls and interact with boundaries, natural structural variations, and breaches.
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[28] By way of a non-limiting example, FIG. 1 illustrates a security system
100 in which features and principles of the present invention may be
implemented. As illustrated in the block diagram of FIG. 1, system 100 may
inc\Y4e%4®4Bftidner 105, a network 110, and a processor 118 E&itAIHEY 15
may include sensors 120. A controller 125 may also be WO
2008/088334PCT/US2007/001364 included in container 105 to coordinate
communications between sensors 120 and processor 115. [29]
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occurrence. Any corresponding false alarm rate may be less than 0.003 false alarms per
container trip. Any of sénsors 120 may be suitable for installation in both new containers and
used containers in less than two hours in order to accommodate widespread deployment.
Because of the unique threats posed to the floor, a sensor used for the floor may be insensitive

to nails driven through the floor for securing cargo, floor damage associated with normal use,
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WO 2008/088334PCT/US2007/001364 query container 105 or receive
security alerts from container 105. Long distance communication may be
accomplished between processor 115 and sensors 120 via an RS-485
inteMAé¥E%83Ibcated in controller 125) to a marine asset tagGiHySad001364
tracking system (MATTS). A physical interface (e.g. a cable) may also be
provided between processor 115 and controller 125 associated with sensors
120 to allow firmware upgrades to be loaded directly onto controller 125.
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[35] All sensors 120 may be integrated into a single monitoring system. As
described in greater detail below, data fusion algorithms may be used to
detect, locate, and estimate the severity of a breach or potential breach. The
comiiItatidistthe passive and active ultrasonic monitoring BfJCESSELR
provide a robust detection method for breach detection. Although shipping
containers may be referenced above, embodiments of the invention may be
applied to any enclosure. [36] To detect breaches in portions of
compledotOoomas b4 matsyAlder st e aloremenioned Litiasonic
sensors may not be able to detect a breac , electromagnetic’sensors may be
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may be estimated to be less than 0.001% to meet a 2 minute breach
detection goal. The aforementioned EMTL process may be effective for



[40] Sensors 120 may also include carbon dioxide (CO2) presence sensors.
For example, human presence may be detected using the CO2 sensor. The
CO2 concentration in container 105, for example, may increase in a closed
systEMUBEFPHS container 105 when a human is present. ThE G G&D24u Y164
may comprise two light emitting diodes (LEDs), one LED may emit light in a
small spectral region where CO2 displays strong absorption and the other
LED may emit light in spectral region where CO2 displays no absorption. By
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embodiment consistent with the invention may comprise a system for

determining enclosure intrusions and other enclosure information. The system may comprise
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WO 2008/088334PCT/US2007/001364 [44] For the door sensor
application, the aforementioned film may be fabricated such that it may
restrict light transmission to an angle less than 10 degrees. The two door
sen¥8AHEEREE may be installed so that, when the door is clSSEE MY
the LED may be incident upon and detected by the photodetector. For
example, as the door is opened, the interior angle increases. Consequently,
the light amount detected decreases as the light beam rotates out of the
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when it is determined that the intrusion ]
cnvironments where tasks are performed by remote processing devices. Furthermore, any of

the processors may comprise a mobile terminal, such as a smart phone, a cellular telephone, a
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event has occurred. Consistent with an embodiment of the present
invention, the aforementioned memory, processing unit, and other
components may be implemented in a security system, such exemplary
secUHgPEAERM 100 of FIGs. 1 and 2. Any suitable combinatf&/GFHAFINE,
software, and/or firmware may be used to implement the memory, processing
unit, or other components. By way of example, the memory, processing unit,
or other components may be implemented with any of processor 115 or
conitaienafd0 GAMRINAHAR WIRRYERTHEA . of ?}6« remenioned SyStem.,
processor, and controller are exemplary and other systems, processors, an
cgﬁ%% e PECTHESPEBIR iR hle SRR e A SARdld FReppuisFor £2aTREtigRH, telephone,
otimerfecinp brenisneoAbisténtewithtioneb ogirmentadl thie reseREMPISHTNN the

[42b&ekors BRPWRPRRE B AR s skt RioE lfvideln more detail. As shown in FIG. 3,
procesiﬁﬁa)m may include a processing unit 325 and a memory 330.
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aceiildE ﬁﬁh@gﬁgi&;?ﬁmﬂ@; Bi&écﬁlﬁalm i&%&@ﬁ@%e&hﬁlﬁfﬁ@mﬁmmegsorﬂ in the
sysigms and devices are exemplary and the processors may comprise other
syirtgms or | RVicas © EX]’@%?WTS ﬁ’i%%/ %So%?prﬁ @}?g‘?r‘é’%’rlﬁﬂ@f’ﬂbed
kA ardVissle 7k (PANTSprdertittd setdindiar dPknasing Jo s outssagingovking.,
einvirostrents ambythe sisethinaftisasppRtefiBHSSHYAGRe09 BRINEMBSMIQNKing
inbRpeksRdihe IIeneh WHED al-AN.is Used as network 110, a network
interface located at any of the ?rocessors may be used to mfrerqonnec any of
tHEHSESEER PS: RITEATHRRO R TRiTRRSR renesrerAl RapkaNEHISSIRIEEPRS),
erhirarachdaie rstesHoasltiell avemiin (ED O ekbar syay typinabie behtdenaations

IREETRB), AR M NOHEIA AR SRR OF I EIAMaRE IRnLearaRlishing), o

Gammu icati(izns over th%l\é\/AN. Further, in utilizing network 110, data sent
e

PatWOrE & S RRBHSRE IR SRfrates Skl ARy RAF tidpigrface.

over ne ﬁ( ii% arrrll(g§/l
encryplidtiliedysisioH fochnrjsreansmit data by methods and processes other than, or in

combination with, network 110. These methods and processes may include, but are not
limited to, transferring data via, diskette, flash memory sticks, CD/DVD ROM, facsimile,

conventional mail, an interactive voice response system (IVR), or via voice over a publicly
switched telephone network.
11



[52] In addition to utilizing a wire line communications system as network
110, a wireless communications system, or a combination of wire line and
wireless may be utilized as network 110 in order to, for example, exchange
welBaYEL{AE the Internet, exchange e-mails via the InterngtCHUBPUML Y
other communications channels. Wireless can be defined as radio
transmission via the airwaves. However, various other communication
techniques can be used to provide wireless transmission including infrared
line-of- cellular, migrowave, satellite,.packet ra and S d spectrum
radio. %e%rogie%s%}g%ﬁ ?%C%vaﬁete egi n?/rﬁg%m%e f:aan $% mvg{ve ffa2 method 400
teAPRRIFIE UL &5 ambadisime QERsimrn s RTdletraminine, W@I@ss@aﬁaomagad
inchrientosismoblmitied. tOJ@agiNDOt ey HeRsHgNE e Mdll JIRERREr 3¢5@SS
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W|th an empodiment of the invention tor determining enclosure intrusions an
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405 and procead 16 SAge 1 1o iEYEES ?P@ﬁ%?°ldféeﬁ§%’§fﬂééléq\78°ﬂl%§f§?98m‘m°n
pfiralilrorsamss s strged2dtogthithiitmayroirsuetésgzcéblaiher LobtpRar1 25
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125, may élgey{ze tl;lx data to determine if an enclosure intrusion event
oecur e eSS exam%‘%r RRERMTRY %Eﬁgié%WﬁBIﬁﬂ%ﬁdé?eWﬁmﬂﬁ‘g‘ﬂﬂtﬁéy then
eFRd@5RETritdsion event comprises at least one of the following: the
enclosure has been breached, any one of the plurality of sensors has been
tampereg,. and.ihe pre ssnc gnof a human has been detected in the enclosure.
Furthermore, sensor 1usion be used, as described in more detail below,
to analy93/ihd Hsaspric scpsers (yithin ceHBIIOIRS Analyratsdite deliragonic breach
ditertiineufaeeendbsuledsinitsiomnayentias 0asysesd iRy aaapidl) -aebierced
44%‘8&9%ﬁ%@%&é%ﬁ@&%ﬁ%&%&%&’QEERJLer 4520V R3S, A0 el when o
|t 'IS determlned that the intrusion event has occur or exam (ie Issuing
AR R0 AT A Rl R Rrena STRTRR MRS Tholtteh B ReR Fosiner surface.
ehttb%mésvem dhistsationh eftie wag lindependEhgyoonténtstof shargiislobusernicayenals
be determined from radio frequeny identification (REID) tags placed on the
contents of the enclosure. Moreover, the location of the enclosure may be
determined by a movement sensor located in the enclosure as described
below. After controller 125 issues the alert in stage 430, method 400 may
then end at stage 440. Ultrasonic Breach Detection [57] Ultrasonic
sensors within sensors 120 may be operated as an ultrasonic breach



WO 2008/088334PCT/US2007/001364 between approximately 50 kHz and
500 kHz. These signals may be analyzed by controller 125 or processor 115,
for example, in the frequency domain in terms of ratios of energies in different
freQVUR AU s. Each of these ratios, for example, may be FeféYrétf 18%%4
feature, and may be defined as follows: f4 Feature(f,, f2, f3, li)=10logio [
X2(f)df | X2 (f)df] A [58] Herefi,f2,f3 and A may delineate the frequency
ranges of interest. Multiple features can be fused in order to discriminate
DeaRRRSBRUTiBoREn Rd(b6 RAR HEACUBRLSRUDSS IN 2 e%og%{]he

I by controller 125 or processor 115 in,"for e
O RSP -0 EHEL B M FEoono SR e et cnrgi i

uﬁrﬁe@niérserm@nmdy Jirehaté ihioe estiam) fte eintiplesmal: eoefkaqday asrtesaire,

thad acsivedaigaphdnigigegates the container surface for evidence of a
breach. Signals may be compared to baselines, both fixed and adaptive, to

detect changes that may be indicative of a brfych These §|gnals)ﬁ;%r

example, may be afiaduet/by;conifoker01880r orocesiof 115 (i
frequency, time, or the trme -frequency domaim4n the act e‘:mode

d in local t here also re erred to as the lgcal
ngPrqnaahg&%c%gss é‘;‘ rpp?! Ation) ' ma %eel%gne T ARSI LRSS QLT RSt s AMuitiple

tdRHEFRRE R frasdisidse E&lmrﬁvahlﬁmb@gma«}s s wyibestign Girve non-
eopdations) balowe: tin addition, these signals may be analyzed by controller 125 or processor

115 in, for example, the time er the time-frequency domain.

the time

[059] In the active mode, ultrasonic sensors may operate, for example, in transmit-
receive pairs where the received signal interrogates the container surface for evidence of a
breach. Signals may be compared to baselines, both fixed and adaptive, to detect changes that
may be indicative of a breach. These signals, for example, may be analyzed by controller 125
or processor 115 in the frequency, time, or the time-frequency domain in the active mode. In
the tirrle domain, the local temporal coherence (also referred to as the local normalized cross

correlation) may be one measure of change that is sensitive to changes in wave shape but not

arrival times; it may be given in the equations below:

T
-
2

R; (z,0) = % J- x(w(s ~)y(s + Iw(s + T —t)ds

T

fomm

R. (z,1)
JRL0,0RE(0,0)
= Local Temporal Coherence
C,,(6) = max |y (., 2)|

7,;(1-:0 =

= Peak Coherence
P=1-C - (t)

Here the parameter P, which ﬁxay be calculated from the local temporal coherence, may be
used to evaluate changes between two signals and thus may detect a breach.
[060] An ultrasonic breach detection subsystem 500, shown in FIG. 5, comprises a

digital signal processing (DSP) controller 505, an acquisition path for acquiring passive
13



Rac, (r, 0 =1 I x(s)w(s-t)y(s+rnw(s+r-t)ds T, 2 RI) T;(r, 0.12L (0, 012;(0,
t) = Local Temporal Coherence (t) = rn,ax ly; 0-, 01 = Peak Coherence
Here the parameter P, which may be calculated from the local temporal

con¥PAE8 13y be used to evaluate changes between two SIGHAREWAARts

may detect a breach.

ultrasonic data, an acquisition path for acquiring active ultrasonic data, and communication
links with controller 125. Ultrasonic breach detection subsystem 500 may have three
operation modes to reduce power c;onsumption: (1) a sleep mode where the entire subsystem
may be placed in a near zero power state; (2) a minimal power state where only the passive
ultrasonic functions may be operational; and (3) a higher power state during active ultrasonic
interrogations. Ultrasonic breach detection subsystem 500 may be located on a printed circuit
board in a main electronics enclosure except for ultrasonic sensors 510 shown in greater
detail in FIG. 6. Each of ultrasonic sensors 510 may comprise an active piezoelectric element
605 combined with sensor electronic components that may be integrated into a small molded
case. The sensor electronic components may include a miniaturized pulser and a receive
amplifier 615 for both passive and active operation. The design may incorporate sending
power and signals over three lines that are shown interfaced to ultrasonic sensor 510 in FIG.
6.

[061] For passive operation, power may be provided to the lower left line in FIG. 6
to energize only the passive receive amplifier, for example. Passive ultrasonic signals may be
transmitted back to a bank of frequency filters/sample and hold comparators 515 on ultrasonic
breach detection subsystem 500 shown in FIG. 5. As an option, DSP 505 may next energize
the other two lines to the left of FIG. 6 and use the active ultrasonic data path to digitize
passive ultrasonic signals should more complex signal features be required.

[062] For active operation, power may be blocked to the passive ultrasonic
electronics (Iower line to left of FIG. 6) and supplied to the two lines (upper two lines to left
of FIG. 6) that may energize and provide control signals to the active ultrasonic pulser 610
and receiver 615. The active electronics circuitry for each sensor 510 may be configured, for
example, as either a pulser only, pulser/receiver, or receiver only. For normal active
ultrasonic operation, each sensor 510 may be configured as either a pulser or a receiver. The
pulser/receiver (pulse/echo) mode of operation may be retained to assist with sensor
subsystem diagnostics and possible use of the system in a degraded mode of operation with
only one sensor.

[063] Consistent with embodiments of the invention, between 4 and 8 ultrasonic
sensors may be integrated together in prefabricated, molded cable assemblies, with transducer
and electronic elements packaged as molded “button” shaped elements at cable branch and
sensor attachments points. The cables may be enclosed in a rubber sheathed armored cable

harness.
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[60] An ultrasonic breach detection subsystem 500, shown in FIG. 5,
comprises a digital signal processing (DSP) controller 505, an acquisition
path for acquiring passive 13 WO 2008/088334PCT/US2007/001364
ultrASOHBEEEL! an acquisition path for acquiring active ultradSriCHFAYA Uit
communication links with controller 125. Ultrasonic breach detection
subsystem 500 may have three operation modes to reduce power
consumption: (1) a sleep mode where the entire subsystem may be placed in
a near zero power state; (2) a minimal power state where only the passive
ultraso ¢ ftgrnctlonstlry %%Deratlonal and (3) a higher power state during
active :#frawmt%ugaﬁons%’rrﬁsomc breach detection subsystem 500
may bel¥dtedherafarprinntidreit clfitabodedieachrietintéle aipynicshe pefasiikeon
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‘butto shaged elemetnts at cable branch and sensor attachments points.

e cabies fray be Bhcie8ey e GeibisEp i hy-hrealing Aichegtiogh e randastors in

the grid. However, cutting a hole, for example, with an area greater than nine square inches

£3

may break the grid and thus change the transmission line’s characteristics. These changes can
be detected by measuring the voltage standing wave pattern on the transmission line. A
standing wave pattern may be induced on a transmission line when it is driven at a constant
frequency and reflections may occur at the transmission line termination. This pattern may be
characterized by the location of the maximum and minimum voltage points, the separation
between those points, and the ratio of the maximum to minimum voltage values, which is

referred to as the VSWR. These transmission characteristics can be measured by sensing the
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WO 2008/088334PCT/US2007/001364 Electromagnetic Breach Detection
[64] The aforementioned ultrasonic breach detection may not be effective on
container floors that are made of, for example, non-metal such as plywood
becXA2&%%Sbnic waves may not propagate well in non-m&tal &Y Hbién)
material. In addition, the floor may be subject to additional normal and
abnormal threats, such as penetrations from nails used to secure cargo that
do not occur on other surfaces such as the walls or roof. As a result,
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the grid. This pattern may be comyared to previously stored data to
determine if a breach has occurred. A rate of change algorithm may be used
to add robustness to this detection process. If the results indicate that a
breach has occurred, then an alarm condition may be generated along with a

~ confidence level for that alert. The aforementioned analysis may be

performed by controller 125, processor 115, or any element capable of



[68] The design for the EMTL subsystem is illustrated in FIG. 8. A gated
frequency generator 805 may be used to create the RE signals that drive
transmission lines in an EMTL grid 810. EMTL grid 810 may comprise
pardfti’@itiditors (e.g. transmission lines) that may be spakelSHeH ML+
EMTL grid 810 may satisfy, for example, the aforementioned nine square
inch breach detection goal while minimizing false alarms. The nine square
inch breach detection goal is an example and other goals may be used.
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applications where the accelerometer may be the primary sensor, another sensor input may be
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[72] Velocity sensors based on accelerometers may suffer from velocity drift
errors, the magnitude of which may increase over time. This drift may be
caused by zero-g bias errors that may be temperature dependent. The
amIt8YEAB? may vary from one accelerometer to anotheP GAR2EGIEHEH,,
accelerometers used for inertial navigation may be used as temporary

backups to some other more accurate sensors such as those that use the
global positioning system (GPS) that may be less prone to measurement
digeaebirisurpncatiensmhesaihia assele/eresiarimayakRet0e REMERhents to the
sensor, notheq}senostor [rglpu%(.ma(}%ge 1t7 .use&i torgerlodl%allg/ céon-ect the
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filERER Sy Be B a0 SOMPEITTHRRSHYSIE of the gas mixture to be analyzed,
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an 3.p.In as the in FIG. 12. The amount of radiatjon
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tHer e 5 FRtisHBataorheh by dapsudeniianthn songsatration of CO, within the
gas mixture and the optical path length of the light as it passes through the gas sample and

arrives at either of the photodetectors. Distinct bandpass optical filters may be used with each
photodetector to isolate different portions of the transmitted light’s spectrum. The passband

of one filter may be confined to the CO, absorption band mentioned above while the other
18



WO 2008/088334PCT/US20071001364 filter's passband may be centered at
3.6 pm. Because CO2 may not absorb energy at this second wavelength, this
photodetector's response may be used as a witness value to gauge the
amPiBAtBEEEr transmission of the gas mixture. A ratio of thg%wg%zoommsm
photodetectors' electrical responses may then be directly related to the CO2
concentration of the gas mixture and independent of the transmission of the
gas mixture. [76] Instead of one broadband IR source and two filtered
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transmitter by a cable that runs down the door, may generate a digital pulse
whenever the transmitter is suppaesed to be activated. After receiving a pulse
from controller 1615, driver circuit 1610 may supply a single current pulse to

LED 1605 that may be one microsecond in duration and 100 milliarnps in

amplitude. The duration and amplitude of this signal may be adjusted via
~ small changes to the design of driver circuit 1610. Because LED 1605/driver

circuit 1610 combination may be capable of transmitting short pulses at



[80] A second component may be mounted on container 105's wall. The
second component may include a low profile silicon photodiode 1620 that
may be sensitive to LED 1605's wavelength. When the door is in the closed
postdHHEdht from the transmitter (i.e. first component) &y’ Be*tAeMgELt
upon the detector (i.e. second component). As the door opens, the angle of
incidence between the transmitter and the receiver may increase
proportionally to the increase in angle between the door and the door
interface. This change in angle may be exploited through using a light control
film co 'Qgr @ Os@ettg%orgceiver as shown in more detail in FIG. 17. Light
control #ﬁ\‘l%gg‘mamnl prise two thin plastic sheets that sandwich small
vertical IB{RlerStsittens vitheymbodimengiifithginvantion) il optics Gemay waybe
thheooidalisoh ﬂhﬁ{ﬁﬂﬁﬁﬁﬁi Mtﬁbmz&frmlyﬁqﬁmﬂm%@n E%Pé?&lﬁ
of I8¢ tween the.transmitter and the receiver. As a result, the
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sensors are properly aligned durizgy installation. Packaging for the sensor
may be rugged but unobtrusive in order to avoid impacting container
operations. Both components may be packaged in small metal housings that
are sturdy enough to withstand impacts from cargo shifting in the container.
The LED diameter may be 5 mm and the thickness of the photodiode may be
less than 1 mm. This may allow each component to be



WO 2008/088334PCT/US2007/001364 low profile. This construction, along
with the curved nature of the housings, may reduce the risk of cargo or
loading equipment accidentally removing the sensors from the wall. [84]
As B9 IE*®IEG. 18, method 1800 may describe a process férdpetatitg*fie
door status sensors. In order to prevent the introduction of a false transmitter,
a randomly generated pulse code may be used for each interrogation of the
sensor. This pulse code may comprise four bits during which the transmitter
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rasonic sensor data may be fused at multiple (e. ree) levels as shown
%ﬁéé%sféeﬁﬁs@%e?& wsF,r%?etﬁ% as%é%f; \"‘eg\?él ?“asc R?é‘osrén%%’rl?%'%f%re ¢ sensor
e Pamsseh e Faahe san Sopdarsoraveistimpagiing fveiinmramerains. f&lotach
combpimensuniads: (eukayedlis, saeilingetaiaRisin S TAlasks, 285 MO SRNEOK Halignd
a0 R dda PRI ARIRNGUERN AL PAE UGS, 360000, 2L 1NG
s%%ace level, active and passive results may be fuse inal y, at the
JOHEsRES b s P diods gy bedrrs RSB JbivBrvRliaeRih sapRETHODe
may be fused with EMTL sensor results along with humidity and motion
sensor information to obtain an ogerall container breach result. This fusion
hierarchy is shown in FIG. 19 and FIG. 20 below where the circle with an "X"
indicates fusion. The actual fusion algorithms may use simple voting
strategies or complex neural networks for example.



Tampering Resistance [87] Consistent with embodiments_ of the
invention, tamper resistant mechanisms may be incorporated into each of the

sensor subsystems. For example, the door status sensor may use a
rand OB g&Hétated optical code to prevent the introduction bf 5 {2d&/001364

transmitter to simulate the door closed signal. Other subsystems, including
the ultrasonic and EMTL sensors, may use time-varying signals thqt may be
difficult to spoof Furthermore, cabling may contain an internal continuity loop

thaiGromie intedaatackithenshisiiah NG SRR RIS S &%%%8&?&,@599?{%e the

Thi rovide an early alert It an attempt to cut a cable occurs.
ST CH o e RS e ea T B e RO Py
unauthdf3¢d pershong Rdlerid thehogdst89 maydesdiotivptodevid@dperating the

iraeuessiblesswiiel meshanispiclial MAKPSEYaRhbE YREMRRBeNg AR
off Witl]:ohlt gﬁg%ﬁinlga% ?eggrg tenclo§ure housing %ontroller 125. Moreover,
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b ironmentally. sealed psin bladder, process to prevent .
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alfitiinourp o dv i mitaix caedetiattingh 2@ thikshold value, then the door status may be
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S ecialcilzed tools. The integrity of controller 125's mounting may be monitored
SImaln

USTREACpialr Biflirsrts thieksmittet+Farhblrpoh tarprasddodiy tredeld lovel
anelripteinray sthee fortedsastalé g was on or off. After the pulse code has been

completely transmitted, the received pulse code may be compared to the expected pulse code
in subsystem controller 1615 to determine whether the correct code has been received. If the
correct code has not been received, then a tampering alarm may be generated to indicate that
an attempt to defeat the system has occurred. A door open status may only be declared if all
three sensors on a given door indicate that it is open. This may provide further immunity to

* container racking errors. These pulse codes may be generated in a pseudorandom manner so
that the receiver knows what code to expect from the ﬁansmitter at any particular rnoment,
This may eliminate the need to connect a cable between the transmitter located on the door
and the receiver located on the container wall.

[085] Consistent with embodiments of the invention, a pseudo-random number
generation (PRNG) modulation scheme may be used to eliminate the need for a cable
connecting the transmitter and receiver component and also to prevent tampering via the
introduction of an external LED source. PRNG may utilize a pseudo-random sequence that
may be seeded at the factory and known only to the transmitter and receiver and may allow
the receiver to know what code is expected at a particular time without a wired connection to
the transmitter. The transmitter unit may generate a large-length pseudo-random bit sequence
using a linear feedback shift register that may include randomly interleaved re-sync events.
These re-sync events may appear to be a continuation of the random bit stream normally

generated, but may be recognized by the receiver and may permit the receiver to synchronize
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[90] Generally, consistent with embodiments of the invention, program
modules may include routines, programs, components, data structures, and
other types of structures that may perform particular tasks or that may
implEhERBEcular abstract data types. Moreover, embodirfeHtS P tqe1364
invention may be practiced with other computer system configurations,
including hand-held devices, multiprocessor systems, microprocessor-based
or programmable consumer electronics, minicomputers, mainframe

CoRpHSanaRathe ke Embesin %@Eﬁiﬁ% theIRMERIH PAYIARABSHREtIGR ces.

inﬂigtg,t%lrjged ctomiputir%% envirtonmeEts where task%are performed by remote
proceaSTHE YR QA SRR LrE B (e SORFP Aeddm Hstiskations network. In a

distributed computing environment, program modules may be located in both

local angetgmetaimemory storage devices. [91] Furthermore,
embodi s qf the invention be practiced in an electrical circuit
comprisﬁ%géis%?relflesﬁ N E{o nic: e?g}rlﬁlgrﬁ gf’%&% PAGRH S, HEESPaIe SraieLirihipay be
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Siegig shiPGRALAIN NGy alEaNicial emBBlsat RIGREALESSOEE) BNBedimants
of the, invention may also_he practiced usjng other.teghnolqgies capable of.
e e de e KERE SRRt o o
ifERYdIAG BRst RGP Bris YRR HRIAa G TeEccH S arendrt Gaamtisng level, active
teckialsiessintatditionfesmbodiaignis il toarimnendien Baydaddpagieedrasonic
WILH IR A QG AR AU ROSE-CAMPHIGH Q% R AMMPHELSUGHIS B SHSICIAY: humidity
[92] Embodiments of the invention, for example, may be implemented as a
BT ARRE P PERROS SERTEHHI toC BB RS el SRrA LS brsach Eastilie Ttis fusion
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medish. THE SAUAPRISSPIQAM:R &g%u@mpgev&ﬁgwsg{ewf@&ﬁpf@f sl

r%atovlsalb e Pc}/ a computer system and encoding a computer program o
ifSRHSAL BPB%E%uting a computer process. The computer program

product may also be a propagated signal on a carrier readable by a

computngrp¥stent ghagcoding a computer program of instructions for

executi C uter process, Accordingly, the present invention may be .
eoi P TR SO b CSIRRA (e RIaG P rbnims
SBTRWAPENIPIRPELES deo epch) offthspras oG rdsysemis o dion examplb e gresetatus sensor
inueytian maycakegtherioi fi QAT R PERGIRThPEAENT @ false transmitter to
COMPHIETEUABIC RLEPMRHEIRARRE AR IR WR 1BV ang T
computer-usable or computer-readable program cotle embodied in the _
nTERfIRRh TP 188 B orarBg st@atichavitRyae MEfrultiosraeéc EHBhcsystermabing
cmnmmumbmmamia&saﬁm@ws Bﬂéﬂdgﬁt&c‘% 6leture that the cable is still
CosmRLRE frasab!erne diurh Ao A e i Ak SANCARRIL I8 urs.
commuEdggﬁﬁgropaﬁgtek or transport the program for use by or in b
connection with Y& REtFten s L ke ftstrir Sistanrol g i fa ST arenERsreaval by

[93pthericedmstersuBable tr bompiste meduaisieyatetvimmiayvbsitisrswitch
ExREApIEsRULRGhAPIOLAO 1R RIS IRHO HRANENE 2PHABb R IREUQMAT RElIc.
nffae.r Semiconductos sysim, appajalis, devieg, or propagation.
medium. More Specific computer-readable medium exampies (a
netiekREtEhIAd i Mekies Aomrerod i abttectien form srayrimoientel ¢naditions (e.g.
folleningalan @leckics| panaestion ayipHRARPEMRYIRS, a portable
computgyedis ess. memaory.(RAM), a.read-only memor

o S ek B Rt
MRER BB B fs tnBates Mg gy div-bsrmeae canstoHend2s mpnke meppted to
(CDROMONsiecthhathplge faptteted Salbiddligtnpiiaiue aflabl@imesiieral that
could even be paper or another spitable medium upon which the program is
printed, as the program can be electronically captured, via, for instance,
optical scanning of the paper or other medium, then compiled, interpreted, or
otherwise processed in a suitable manner, if necessary, and then stored in a
computer memory. [94] Embodiments of the present invention, for
example, are described above with reference to block diagrams and/or



[96] While the specification includes examples, the invention's scope is
indicated by the following claims. Furthermore, while the specification has
been described in language specific to structural features and/or
methBAYRYRE! acts, the claims are not limited to the 25 feab§rBEBPZAL364
described above. Rather, the specific features and acts described above are
disclosed as example for embodiments of the invention. WHAT IS CLAIMED
IS: 1. A method for determining a structure breach, the method comprising:
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condugtlve ent a% second conductive element substantially parallel

with saicfiret con R B REhTCBSI P rURLRdhese dre dvelriertdos ettt And any
abredelepitamatironc transerisbisnline: driving said sensor (120) with at
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that may perform particular tasks or that may implement particular abstract data types.
Moreover, embodiments of the invention may be practiced with other computer system
configurations, including hand-held devices, multiprocessor systems, microprocessor-based
or programmable consumer electronics, minicomputers, mainframe computers, and the like.
Embodiments of the invention may also be practiced in distributed computing environments
where tasks are performed by remote processing devices that are linked through a '
communications network. In a distributed computing environment, program modules may be
located in both local and remote memory storage devices.

[091] Furthermore, embodiments of the invention may be practiced in an electrical
circuit comprising discrete electronic elements, packaged or integrated electronic chips
containing logic gates, a circuit utilizing a microprocessor, or on a single chip containing
electronic elements or microprocessors. Embodiments of the invention may also be practiced
using other technologies capable of performing logical operations such as, for example, AND,
OR, and NOT, including but not limited to mechanical, optical, fluidic, and quantum
technologies. In addition, embodiments of the invention may be practiced within a general
purpose computer or in any other circuits or systems.

[092] Embodiments of the invention, for example, may be implemented as a
computer process (method), a computing system, or as an article of manufacture, such as a
computer program product or computer readable media. The computer program product may
be a computer storage media readable by a computer system and encoding a computer
program of instructions for executing a computer process. The computer program product
may also be a propagated signal on a carrier readable by a computing system and encoding a
computer program of instructions for executing a computer process. Accordingly, the present
invention may be embodied in hardware and/or in software (including firmware, resident
software, micro-code, etc.). In other words, embodiments of the present invention may take
the form of a computer program product on a computer-usable or computer-readable storage
medium having computer-usable or computer-readable program code embodied in the

medium for use by or in connection with an instruction execution system. A computer-usable
24



measuring at least one characteristic of the sensor (120) caused by the
voltage standing wave pattern; and determining that a breach has

occurred in the structure (105) when the measured at least one characteristic
varié8 #8¥1%433teviously determined value by a predetermindd SMaUH{?0 364

The method of claim 1, comprising the first conductive element and the
second conductive element being in a grid configuration. 3. The method of
claim 1, wherein the first conductive element and the second conductive

elgroanbatbihe.aens ot ddid) e AR Wicharh REMES Bolie  AYGES CHTRNRING.
the stru%ture 105). 4, The method ofrﬁlalm 1, wherein determining that the
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memory (EPROM or Flash memory), an optical fiber, and a portable compact disc read-only
memory (CD-ROM). Note that the computer-usable or computer-readable medium could
even be paper or another suitable medium upon which the program is printed, as the program
can be electronically captured, via, for instance, optical scanning of the paper or other
medium, then compiled, interpreted, or otherwise processed in a suitable manner, if
necessary, and then stored in a computer memory.

[094] Embodiments of the present invention, for example, are described above with
reference to block diagrams and/or operational illustrations of methods, systéms, and
computer program products according to embodiments of the invention. The functions/acts
noted in the blocks may occur out of the order as show in any flowchart. For example, two
blocks shown in succession may in fact be executed substantially concurrently or the blocks
may sometimes be executed in the reverse order, depending upon the functionality/acts
involved.

[095] While certain embodiments of the invention have been described, other
embodiments may exist. Furthermore, although embodiments of the present invention have
been described as being associated with data stored in memory and other storage mediums,
data can also be stored on or read from other types of computer-readable media, such as
secondary storage devices, like hard disks, floppy disks, or a CD-ROM, a carrier wave from
the Internet, or other forms of RAM or ROM. Furthe'r, the disclosed methods’ stages may be
modified in any manner, including by reordering stages and/or inserting or deleting stages,
without departing from the invention.

[096] While the specification includes examples, the invention’s scope is indicated
by the following claims. Furthermore, while the specification has been described in language

specific to structural features and/or methodological acts, the claims are not limited to the
25



a sensor (120) provided in the structure (105) and comprising a first
conductive element and a second conductive element substantially parallel
with said first conductive element, said first and second elements constituting
an YB2B4Hetic transmission line; a memory storage (338%TARG007/00L64
processing unit (325) coupled to the memory storage (330), wherein the
processing unit (325) is operative to: drive a sensor (120) with at least
one constant frequency signal so as to induce a standing wave pattern on the

S%ﬁﬁé@é’r %ﬁ?&ék@ﬂ&ﬁ%@@@t ﬂ&ﬂ?&%@ s%b%ﬁg r}‘é}ﬁ‘;?ésfﬁﬁg 'ﬂ.@ﬁ %gs%m% a%o

teym nat oin or; measure at least one charactenistic of the
lr?gc?rs iﬁ)g’&aé?%?g S%ﬂﬁé’fstfé?rfﬂvﬁﬁtw&ve pattern; and
determlne that a breach has occurred in the structure (105) when the
‘measured at least one characteristic varies from a previously determined
value by a predetermined amount. 7. The system of claim 6, wherein the first
conductive element and the second conductive element are in a grid
configuration. 8. The system of claim 6, wherein the structure (105)
comprising an enclosure. 9. The system of claim 8, wherein the structure
(105) comprises a shipping container.
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10. The system of claim 9, wherein the structure (105) comprises a shipping
container floor. 11. The system of claim 10, wherein the structure (105)
comprises a shipping container floor comprising one of the following
materials: wood and non-metal. 12. The system of claim 6, wherein the first
werdig v plEnast and the second conductive element are sandwiched
between two layers comprising the structure. 13. The system of claim 6,

e Fa e MRl R heng creRle R s Sauats, nches in
the structure .14, Systerm of claint 8, wherein thé at'leastone
characteristic comprises at least one of the following: a location of a

maxinfavidingtagd sointtared (06t atithaotensani(h2tn coageimpiatingieconductive
elSFRAIRMRMBATL YN [etrliei Rihe IRRKMIAN, Y808 RRNEA8% KR onductive

location of the minimum voItaPe point, and a ratio of a maximum voltage at .
eleme Mgl g 555 BRMAMTRARSUbIingea: fRCHAMAARGIGRagRission

linpoint.

driving said sensor (120) with at least one constant frequency signal so as to
induce a standing wave pattern on the sensor (120) by reflection of said at least one

constant frequency signal off a terminal point of the sensor;

measuring at least one characteristic of the sensor (120) caused by the voltage

standing wave pattern; and

determining that a breach has occurred in the structure (105) when the measured
at least one characteristic varies from a previously determined value by a predetermined

amount.

2. The method of claim 1, comprising the first conductive element and the second

conductive element being in a grid configuration.

3. The method of claim 1, wherein the first conductive element and the second
conductive element of the sensor (120) are sandwiched between two layers comprising
the structure (105).

4, The method of claim 1, wherein determining that the breach has occurred
comprises determining that the breach has occurred, the breach comprising an opening

greater than nine square inches in the structure (105).

5. The method of any one of the preceding claims, wherein measuring the at least
one characteristic comprises measuring the at least one characteristic comprising at
least one of the following: a location of a maximum voltage point and a location of a

minimum voltage point, the separation between the location of the maximum voltage
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point and the location of the minimum voltage point, and a ratio of a maximum voltage at

the maximum voltage point to a minimum voltage at the minimum voltage point.

6. A system for determining a structure breach, the system comprising:

a sensor (120) provided in the structure (105) and comprising a first conductive
element and a second conductive element substantially parallel with said first conductive
element, said first and second elements constituting an electromagnetic transmission

line;

a memory storage (330); and

a processing unit (325) coupled to the memory storage (330), wherein the

processing unit (325) is operative to:

drive a sensor (120) with at least one constant frequency signal so as to induce a
standing wave pattern on the sensor by reflection of said at least one the constant

frequency signal off a termination point of the sensor;

measure at least one characteristic of the sensor (120) caused by the voltage

standing wave pattern; and

determine that a breach has occurred in the structure (105) when the measured
at least one characteristic varies from a previously determined value by a predetermined

amount.

7. The system of claim 6, wherein the first conductive element and the second

conductive element are in a grid configuration.

8. The system of claim 6, wherein the structure (105) comprising an enclosure.
9. The system of claim 8, wherein the structure (105) comprises a shipping
container.

10. The system of claim 9, wherein the structure (105) comprises a shipping

container floor.
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11. The system of claim 10, wherein the structure (105) comprises a shipping

container floor comprising one of the following materials: wood and non-metal.

12. The system of claim 6, wherein the first conductive element and the second

conductive element are sandwiched between two layers comprising the structure.

13. The system of claim 6, wherein the breach comprising an opening greater than

nine square inches in the structure (105).

14. The system of claim 6, wherein the at least one characteristic comprises at least
one of the following: a location of a maximum voltage point and a location of a minimum
voltage point, the separation between the location of the maximum voltage point and the
location of the minimum voltage point, and a ratio of a maximum voltage at the maximum

voltage point to a minimum voltage at the minimum voltage point.

29



