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@) Carte a m'molre de masse pour mlcroordlnateur. 

® L'lnvenlion concerns les eartes A . ml!f!'IOlre 
amovibles ii plusteurs cireuits-lntegr6s. · pour 
ordinateurs personnels. 

Ces cartes ti m6moire servent de m<tmoire de 
masse de grande capaclt6 destinees l rempla­
cer les disquettes el autrG{; supports magnet.1-
ques amovlblas. Pour proteger le contenu de 
ces cartes A mf:molre contre une utllisallon non 
aulorlsee, on propose selon !'Invention d'incor·. 
porer a la c.arle (CC) une puce de crrcult-lntegro 
sp6cfflque de securite (MPS) qui accomplit unes 
fonction d'habnllallon pour l'acces aux puces 
de memolre (MEM). Un microcontr61eur _{MPC)· 
p1ao6 ~galement dans la carte communique 
avec l'ordinateur et avec le circuit de &ecurit6. II 
fait valider par la puce de securit~ un code 
confldentiol introduit ~ parl.lr de l'ordinateur. Et 
ii fournll des signaux de c:ontrole des puces de · 
memoirs en fonct!on du rasultat de la .valida-
tion. ' 
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MIC~'l:~~1~ ~-gums 

FIELD OF THE INVENTION 

THIS SHEET HAS BEEN 
REPLACED 

Jo:>cchangcable mass me.rnozy ·.or "Pc:.:.cards for microe<Xt'lpUters -or pemorlal can ... -

__ , ___ I">Uter.s (PC) qavo r~crrt.1~ ~Pi>ea:i.'oo as pei:sonal ccmputer. accessories,_ 
--Pctrt:i.cular:(Y _·for portabi~ '.:Cianputer~.; In future:, they cooJ.d. r~place 

, - - floppy qi.c;k.ci hnd other :;ma;hetib ;~s· storage means. They ~.an· .be ·iJscocf a$ 

a ffiU$0 merocy havfug tll.C Salt~. capacity as magnetic floppy dlsks ( approX ... 
:hnatcly one million bytes)? _·Their size fa no greater (credit can:i size . . . . . - .. ·- .. . ·~ . . 
with a thickness of 3 to S mu) • '.!'hey have a mucl1 f c.ist:er 11cC"'..ess. ( seVe.r.al 

.• .·. 

thousand times -faster) •. ·. 
. : .. • 

.._-.;.·! ·-·. 
·--~ .. -

. · .: ·' 
.;·· .... 

' .. ·., 
·.. ' • .·' '' • I ,,. j ~~' ··> • • ~-<~ ,:·~:·. •." < •' •' ' 

'l'hcy can even be used as -a raridan •access manocy for a progran ·directly 

. perfo:tmable by the micrcX..-crm;>\it~ ~. . ln this case and unlike fu the case of 
-. ·. - magnetic ma$$ menories, they do riot have to"be unloada:l ii1~<,.·:1:i1e. randOO\:; -

access ~ano:cy {Rr!M) of the Pc t~ petmi.t sub.sequent per£o~af1J~~ _·Th~, . 

. . ·· ·,_::-:_·; . progrmlS ~hich they ~~~ a~':d.i_rcctly perfmmable b.Y;:t~~~fa=~: :,, _ . 
: -_, ·- i :: >-:J:h:~:~~;-- ;- ·, ; .. ·.· · - :: .. ·:- >. :;. :.< .-J.:~:.-__ . :_ :: :-\~,f~fr.~~i~f ·,_~ ~ ·.. . - . . . · :. · ... -~ .::;:;.~!~s ... · ---~--::;\ -_~:-~ ~-.. :-1 .?· · 

';~ . .- ., _. .. ?- ;.-\~~-~i::\Mass· marory··:or. !PC~~s·.~ttl~~a~ niSoo:r:y chips ·~;}a\a'~' .. r~:t'6s: -I>:t.n 
~ . . .~ .·• . ...... . ·:··. ·;"'~ : ·;.:~~:~~::.- :·.~·:, ,: . . .,:··.· ·:::·. ·~·<·"'!~. f".~·-f:i:~-~ ... · .·· .. ·. . 

fc::male connector D.ccord:lng t·o -t~he._µ()jCIA standmd of the }:)~sC>nal o:.m_putee 
Manoi.)' card. Internati~nal A.~s~iiibon, 1030B East Duane- 1\veill.i.e~ Sunnyvale, 

California). 'l'he card can be plugged into a corr~;pondJ.ng inal.e :bormector 

of the canputer. The ca:mections are ~uch that the 1n~cy can be 

addressed by CJ pa.r.all.el. input-:OU'l.'PUt port of the PC, eil.;her as· .i.1; the . - ·. . .... ' . 
memory WilS a magneU.c maoo me.mcii.Y, ·or as if it was an ex t.:ensi~ ·,of the 

AAM of the canputer. 

According l:o the fovent)oo, .:it was considered necessacy to p.t'W.idc max:Uwm 

security for the PC-cards for personal canputers. Thus, their large 

capacH.')' means that th,ey can contain either significant data bases which 

have to be protected both during-~ading and writing, or ex}}.el'lsive pro• 
grf.llllS which are not to ba used or duplicated withoot author.lzation. 'l'hey 

may also be used for carrying out_ confidential transactions in accoi.-dance 

with more sophisticated progrOOlS than those existing at present, or 
. ~.. . . . . - -- . 

invoJv:ing larger data quant:i.t:i.ea than can be stored by secure tr.ansaction 

chip cards, which only have a single chip. . . 

The presently avail-t"lble solutions for ensuring ·a certain security are . ~ 

:indicatoo below. 
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·.. . ; ; ~-;. .. :· ,• .· . 

It is firstly possible to use the sane protection types as for magnet:i.c . 
memories .. · Among these there is a possibility of concealing files ~ 
·so:ftwara ~ttributes mak11g .than ·invisible ·to the user, when' the J.atter 
attanpts to obtain 'acceSs thereto by the microcanputer.. 'l'his is a stan- . 
dam solution for PC's 0perati:ng under the ros systan. HoWeVe.r, it is 

... ·.: 
·. . . :"·. _;. ·- .. ·::.. \:: 

.5 
. . . . . 

kna.m that a w~l-iD.fODlled user can easily get round these ~otcctions by 
$oi~tware ~sing the attri~1tes of: the :f:iles and mcxli.fy.iiig .. than, so 
that·only seant protection is ·in ·fact provided. 

10 It is al.so possibJ.e to use tl1e coovent:i.onal protections arv;>loye:i bY soft­
ware manufacturers in order to protect the software against copying. 

. . . 
: '. ~·: \ :(:lS/ ·:~~- · 
·: . ~- . 

·.·, ··~·· _;- -i _":.;. ·.~··.:·~: .·:· ' .· ..... 

20 

·'l'heSe solutiOn.s are of .vw:yi.rig tlffectiveness and do not prOvide proteet.ion 
aga:inst use. 

. ~~~· . 

.Finally,· i.t. is .lmc:JWn ~o usd ~~oeurit;y. chip· cm.ii~ for pro~~#is a~ canputer 
. ' . ~ ·.' .... ' . ~ .. ·. ·.~- • , .·. ~:~:~. £:;:.~ •. :··, ... • . ~ . ; ' . ·. ''··.· r•.,~;· ... .- .. , ·, 'l . ,°,.. 

or· otJ:ier equipnent ,aga:i.nst.it~E;~l:s.Y :unauthoriza:i users. TW~,:,$o+ut;i~· wUl 
be described ·in g~~ det~i~.-.h~ein~t~. ·. . ,_.· . . . . 
PRIOR ART 
Jn 01ue:r. to en&-uro an access authorization to a PC, it has been proposro 
to add to the latter a security chip card reader, which is connected to 
the PC. 'I'he keyboard. and screen of the canputex arc used as the .inter­
fuce for ensuring a data exchange with a view to authorizati0n operations. 
'1'he chip cam has a single chip, which is a security mcx3.ule. The secu­
rity consj,sts of: preventing PC use if the user does not supply adequate 

i.5 confidentiality coo.es. These cedes are intrrouced fr.an the PC keyboa:o::l, 
in accordance with an especially provided. exchange p:rotoco1 'between the 

'' 

1'C and the ca:cd. It is the PC whose use is to be protected, which is 
used for ensur.ing the exchanges. The chip cai:d does not forrn part of the 
PC. The user takes away his security card after using the apparatus, so 

30 as not to provide free availability to an unauthorized. third party. Thus, 
security is essen~.i.ally based on the sinultaneous possess.i.on of the card 
and a confidential. C<X'le atlribut~ tb the Cara.. 

If instecd of wishing to pro\ride protection for the overall PC it .i.s 
35 w.i.shed to provjde protection to the PC cmtl to.be connected to it {because 

it is desired that it can be USed for Othttt"S for standar:d uses), it is 



-~~~------':-·····-··-::c~~~_::-_ :.:._::_ _ _:_ ____ ~--=::: ... :.o .. _~, -·-·---~~--- -· -::_:_:::___~~--··--·· ~~··:.:.::.::::c_c_, ________ ~~~--·-·· - • -·- -·--·--- _ ·-----~--=•·-·-······-~~~-· -~---

Fax ~mis par : 33-1-49G99t90 BALLOT-SCHHIT CACHAH A4->A4 12/04/96 10:14 Pg: 5 
, .. 

5. 

10 

- 3 - THIS s'HEET HAS BEEN 
.REPLACED 
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~ :. ~ 

then necess~.f:or- the-security-card connected to the cam re~cr associ­
ated with the :-llC to not cause the total inhibition of :oper~ti~. of the PC, 

b.lt sel~ti\ieiy .-_tlle inhlbii:~cll bf -operation of the port .. fo~~hi611 :i.s 'cOrin-' 
ected the }JC:~c~. ' -: :; - . ' -· .. :_, ' 

. :-~ .. .... . 

. J.·::-··· 

UOW<..>ver, it ~s coos.ide:pad that this solution has dis~vantag~s~. and does . 
. . . . ~ ·-: .. ·.. ~ . . ·. ·. . . . . . . . : . -'·;·);. ... _ .. .,.:f/·::. . . . . . . 

not provide _i:!deqtiate secur:i.ty against an undes:i.red use of the' card." 
-SUMMARY c)p_~~~HB. ·xmHTIOR -- .. :_·.. >~+~- !~~«::~~~--~:. -.: ... ~· 

. . ···. - . . . . . . . :. ¢:: - ·.~·-!, ..... ~.-· ~:.. • 

The inventj,on ·proposes an o.r.iginal solution consisting. of,\incozporati.ng 
' into' the exchangeable .Pc catll' wllich has several integra£ed m~x:y cir­

cuits, at least ~Ile integrated s¢Curity circuit able to control access 
• . ·,, • I··• '• 

to the storage ·a:reas of the n1ass manoi:y. ;- .~{;:~:'.~:~-~t·: '' ''; 
. : · .. : . ' . . . . '. •: : ..... _.' 

.'. -.~ ~ ~ .· ... ·. > 

The ter.m Se<..."l.lrit;y cirruit is hero Understcx:xl to mean a 6ingl~(i#t~at~. 
cir.cu:i.t chip having a non-volatile msnory with confidential irlr:Oxinationa 

20 which cannot be transmitted to external tenninal.S of the int~~ted cir­
c.."Uit and a progranned. security c~rcuitcy able to use said confidential 
informations and other :i.Ilfo:onati0ns. supplied by the user, in o:r:dor.to 

provide validation instructions ~f ter the verification of a predetex:mined 
relationship between these two infonnation types, the confidential data 

25 not passing to the outside of the integrated circuit. 

The security cjrcuit is-preferably the sa:ne as the single circuit of an 
authorfaation or clearance chip .<;:am (that to which reference ~as made 

· .... 
her.efobefore and which can be uscX.l. for authorizing the operation of a can-

30 puter when the user intro:iuces it into the canputer). However, .in this 

35 

- . 
case use is not made of an exchangeable clearance Card used for author-

• . . . ~ . ·,. .:.i ~ . · .... ·. \ . ! • . . 

izmg the operation of the canputer or connect:i.on port with-the mass 
memory. A security chip is directly placed in the mass menory in oroer 

to secure its content. 

It should be noted that the security chips used for protecting during 

reading or writing the data of a memo:ry have hitherto only been used for 

This Sheet Has Been Replaced 

1111111111111111111111111 
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Pt'Qtcctiilg j:hu. content of tha m<:Jnuty within the actual chip,: ffiaking use 
. .: ... •• r . • . ,·. 

of the ~a~;t!¥it in tlle Casc.:of .. ~·singla chip the <}at'!! to ~j;>rotected 
.,.' ... _.: · •. _.;:.'".:;.;.~ :\f.~-!-: .·.·~-... . ' . , . ~ ··: . ~··, !'·, .- .. : •. · • ' ~ :~_-· •• ·. :i .. ·· .· ..... :· ' '. . .· 

w:-e not ::tran~mitted outsJ.de .the clnp. In adchtion·1.-they were- nol mass 
"mc-snor.ie~.>-~j-~g' ·j~n$t~ ye:r:Y::~~aJl 111emodes, because s'n fact/tl'iot w~e 
'pla¢eii ir{ti'i~ ch:ip. ·ln add:it.ion·, tho security chips Usecf for' protecting 
other.. ai:>~rab.iscs were :i.nco1wratcd into a separate security cam. with 
~pect t~_.tile apparatus to b~ pr:otet~ta:i, said cam oofug .-.~ied by ~ 

. : ....... . .!i= .. ::~·; .. .. ' . . • . •. J. • -- .; .• : • ~.. ..~- :· . . • .: 

authorizeii user and "not left behind in the apparaws to. be protected. . 
In this . cas~ use is not ma:ie of a chip Ccin'i separate frCm the apparatus . . . 

l () to be pfutecfed cind ·tranSpoJ.-tcibie <lWay fr.an sajd apParatas·~': ·fut l.f.tstead 

CJil iritegral:Ed ciret1it chip n6n-.rci:uc.wably installe:i jn the ~oiy card, 
whose use .is . tO be "protected•. , ..... 

7:" : ., . . ·. . A.c; a ··re.f:lult .•. of: ·::t:his arrangenent • ,~ : fi lo protection is ob:ta~~ ~both during 

.~~:~~ . 

tion of pei"Sonal ca\'lpUter £iles. 

The security chip (referred to here:i.nafter also by.the term securify 
20 mo::.'iule) directly o.r fodir.ect.1.y c..."Onb·ols the access means to the different 

card manory ~hips. 

ln practice, p).~cf.c.rence is given to the u."3e of a stanaaro secu:i.-ity chip, 

.i.e. of the type used .:i.u sc<.."Urity cards for accessing apparatuses or 

/.5 rcx::rns. or also .in secure transaction cams. These chips use a series 
catrnun.ic~~ion mtxlo and in general ,)nJ.y have six or eight. ~onnecti0n pals 
with the outside, whereof ther.e .h.; unly one data or instruction oonnuni­
cation pad. 

:m It is the.n prefe:>..rable t:o place .in th_c memocy card a supplenenteu:y chip 

constituting a control processor _for the cam. This· processor o.r: micro 

3r· 
.) 

. ' 
controller hns the function of pr.oviding an L11terface between the card 
connector and th~ security chip and an interf<ice between the security . ., 

chip and the mano:ry chip. In practice, the performance of a user clt=>..ar-

ance verification progr•:m could take place under the control of the con­

trol processor. Said progrc.m could then be contained in a progr.an me-nor.y 



--···~·'·.-. c-co.:.·:· .. cc.:::::=----.::_=:-:::-·· ... _ .. _ ..... ~--~·="-"-=::..:...:.::.:::: ·::·.___..:·:::~:.::::..""•=- ·--·"~'· --· ·-··-·--·-·-·· · ·-···-- ... 
~~····~·· --·····'·""··"='-"·······"'·-~-----

Fax ~~is par : 33-1-49699190 BALLOT-SCHHIT CACHAH A4->A4 12/04/96 10:14 Pg: ? 

~· . 

. . · 
. •. 

10 

·- 5 -
nns s'HEET HAS BEEN 

·REPLACED 

:fo:rm:in$:r.P.art«>~ ,tne sane ch:ip as: t!~e control. procf'.ssor~ -:.Altei'Oatively 

thi~··prograil_,c~id be ;c6nta:ti1~j~i:':·~art of the ~as.s:~en~: if:-~aid part 
• ·_- ."-r·.··~t·. ·~::.·;·":-· _. ~:,·_.··~.-.-~.-4<~-~~·-::: · .·.: · .. ·;~: =~.": · .... ·:\;.:;r "·:!{(.;.:._·-~. ·· · ~-··-·- :.i;" ;:- • . .-~·.,:. ~ _.<.:\,·· · • ~·. _ ... . 

i...c; .c<_Xl~ec,t~ ·,W -~~operational_ ~~--})f the contro~ ~ess<?,J::;· . . · 

. . -. :·. · ·:.·: .. -,;~·: __ .;_·-.·<. . _.--.,~~'H~}f~r- · · .. : · '.:.· __ ,_, :···_,· r· . ._.,_ .. --:. : ...... 
1'he seeud. t.Y check ~as a nd.croi,lr<_)cessor and manories and anong the latter 

elect;r.:ical.1,y :.programwble and optiooally electrically ··erasable. non.:.. 

volatil~, ~ries ~ . Tiie opera tin~. ~~ogran of this. 1n~c;~ssor ·i~ in 
- ~ . ·· .. L·· ... :_._ <c·.._: ..... ~ .. : .. ~·· ,:~;1 .. ·:-.··: ;.· . . ·: .... :;·:_ .. :.·:··-:-f~ ~- . -... · =: ·· . .._:.~.-~··· ... · · .. :';,.: ·· ·.: .... 

pnnciple ·recoroed 3.n a ·r.eaa-onl.y:~·eno:cy of: the -ch.i,1;f .... -.. H.oiWev'er, ,:-i.t could 
. : ·._.: ··~ .. --."· .. ·~,.-~·.·· ... - .· .... ·~·;:·_'-~~·:·· ._,_";,.· .. : ··~·-.·~- .· ... · .. 

also be partly ·recOllied ·in an electrically erasable' 'and progra:nnabie non-

volatile ,manb;cy. ." .. The '(.-op.tent °()f :'~{least so11e Of the-·nrin-~olatile:ma'llO;. 

ries is not accessibi~ jn recd.i.rlg- on t¢l.1ltlnals ou~.lde the. chiP.<. '!'~is 
~itent: is· eX'.ciu~i~~ly used 't~f:~{~:~ssor "i~ ··its.~:, rie~~: arid 

in· particular f6r· ~~ol.ining s~:U~it.-y prograns ·.ma~ij)g \i~e:·.<>( -~~t:. ccxles 

:~-:>t:>::·'. l:s 
;. ~t~:~:·>· .. 

i>~)n ~--~#&l)ll.~•#s· ,:-~j'.~~~~~'.~};i-)j,_,_ •.• 
:~z~t;;:W~~~~~},g~fldentuu~ili~~¥:~t~ty r -::: ,._ .. 

20 

chip contains a clearance WOl.U f0r"' each manory area :of: the mass ··meilory .. 
.. • . . . .... :·. . . . ' • s..' ·.~.· .;. . :.~ :~ :.-> . . ,. . . :: .•. . .· 

If lhel~ are 24 man6ry chips, it "can have 24 different a.9cess ·wom.s •.. It 

can also have access . hierarchies :tar accessing s~~~i tnenory ·a~&is .. 
. . ·. . .. 

Mot·eover., for increased security I. the data stored in' the mass me-no:ry· can 

be ei'1c~oo and the ·setur.ity mcxi~le .. ·has an enccxling--~d.decooing ~X:-an. 
The mano:cy data can then be calll\Unicatcd across the security module both 

du:r..iog reading or writing. The security module can. carry out the cod.mg 

25 or e-ncod.ing. However, :it can al.c;o supply a calculating key to the con­

trol ~~oc::~~so.r., ~M.ch will then -i~~elf carry out 't:ii~;:-ccrl.jng ·and decilding 

(only ·.in the presence. of a clearance recogni?.ed by the security ch:ip). 
. . . : . . . . .• . . . · .. r·:-..= ··: .. :, ... 

BRIEF .. "DESCR'IPTION OF THE DRAWINGS 
. .... ;: .... :_ 

The :invention :Lq described in greater detail hereina~ter relative to non-

:m limitative enbc.xl.:iments ar..d with reference to the attached drawings, 

wherein show: 

Fig. 1 'l'he a:cch:i.lecture of th7 PC-car:d according to the invention. 

35 pj_g. 2 A circuit detail. 

1

ll11l~l 1iU1i1iililif 
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'!'he cal:d cc 'sl#i1 in fig. 1 is to be :inserted in a' .'p~soila~; canput:er or 

Pc. _.The_Pa:m. 'iiaa: a standard P.iuggable connector ~c,_J,;rei~~bly of the 
... ·,'·_·:= ........ ,-.-.).- 1

:· :>·-~/;;.'.<:=~ .. ··. ·.;:.' ·.··· .·-~ ~-.,~·:r~ , · ....... -~ ·~>-~-~·;;. . .":-.. :f.' ..... -.. :~·-:-·:.i-':·;~·!··· ." ·:·. · • 
.l~pe defiried bY\ (:b,e PCMCIA sta,.tidaiii and the PC has ;a corresi_X>nding conn-
ector '.f(>i' ~~~-i~:irig 'Hie croil~';: :· >,_ . ' . 

. ·~ . . . ~: ,• ·.-
. ·. 

'l'he car.d :i.s' a memorY cam, i.e. it is to be used mainly for ·storing data. 
. . . · .. "'~- . .- :: . . . ~1.-~~-,. .. ;. .·. .~.-,~.: .... · r . .. ,. .. 

For -:this fWlction, the card either has several d;i;~erent- mt:.lllOiy tyrJes 
: .. _ .. ·· ... , ·- ·-·~·.·.·.i-~'I.:·:'··- - .... ;·.. _'/.·)~_:"f.~····~--~--,· ··.·; .... }·~;:.~ . 

(static ·or·dyiitinic RAM, IU-1, EPOCM, EEPR<M, l='LA$liEP!(M,: constittitii1g the 
.. . . . . . : .·. ."· . .·~ . . ... ··.:"}·~::·~ .. ·.· .· ;; .,_·::,·.:~:··.. : 

star1dani types) or a single msilo?.y type. If the:memories are.'tw-t•s·, whlrl1 
10 are essentially~:~~tile, it. is'poss:i.ble to have 'a'.;_-~tandby-:baitecy for 

sa~ing the da14_~. .. . 
• ... ··.1 

The 'c::ar:d CC is an . exchangei!lble peripheral of the' '~ter Pc. . It can be 
used e:i.the:r. a$ a mass storage peripheral, or as a':,WiM extension. it i.s 

20 the C!CJTlpute:r which controls this choice (when a chOice is possible, i.e. 

particularly whep there are several manor.y types ifl the cm:d). 

Apart fruu the manories MF.M, accordmg to the invention the cam also has 

a sec1.1ri1..y mo:iule, which is an int~rat<.ld circ..."'llit ~hip MPS having a micro-

25 processor with sm.'lll menories and prograns for the operation of the micro­

processor. The essential function of this mOO.uit;, .iS to ensure access 
sacurity to the me:nories M'f.M fr.on tlie cOTipUter. 

Preferably, the card cc also has a supplan~...nta:cy chip, which i.s a control 

30 processor or microcontrollcr MPC, i.e. a microprocessor. with which are 

associated progran manories. The function of this microcontr.ollE>.r MPC 

is the en.i.~s1.0~ of occess ~t~l signals to the···;n~ry c~:ips as a. fun~­
tion of security infonnath)ns given by the security mcrlule MPS and as a 

~ r ' 

function of access requests made fr.on the PC •. It should-be noted that 

35 this microcontroller has par.:;illel data outr.11.1ts for directly supplying· 

several manory destinatioo control s:i.gnals. 'l'he: secur.:i.ty module has m 
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priricipl e.· only series data outputs on a single iriP&t/ootP.it teiminal and 

this i.<J.'wby:two µifferent chips MPS: and Ml~ .&.:~-~P~~~ ~ith-ji~ each . 
.. • • -~· •• _ .. : .. •. ~ ..• ·: ·- • .r - : • • ~-;.·i·-.. ;·-~ .-. . . .-::..:~~!'.:,;t.-~~-.. i.:-? .. :-' .::· .. ·.~-- : . '.· 

<'..-'l.Se. one ild.¢roprocessor.: .If th~ nl('X]ule MPS had ~~~lle1· data outputs it 
. ·: . :·> :: : .. · ·- ··~· .'., · ..... =.· . . - . . . - . ·• . .... · :" : . .. ; . : - - •. - -~-::~-:~i~:~~->~:.\.:;:~ ..-:~'; ~ :. . ; : .. ' . . -

wmtld not be- necessary to have tl;lS chip MPC. Th~:;filnctions of 'these l-wo 
. :.. . . ~ .. :··;. . ;_ : ···. : .: .. · .-·}:.; . .:;..:··:~~~ . . ~· .· :. ... -

c:i lY'-li ts wou;td be p~foillled by . a ·single lnicrop~s~r cir.cul.t having 

prcigran inanor.i.es coi-rcsponding. to. the differ.enf·_.:f~cti.0ns ·to ·~e perfonl1ea. 
. . ·-•::~ ·:;~ .. ·~·· ··.~ ~ ·:_ ... 

· .. ; .: 

· 'l'lic .m~ies HEM. are c0noectal to the Pc by means· ·dr~):ieV:eral buses, namely 
•• • • :;· ·-• .".' • •••• - ••••• ,· ·,. > .... •• • • • • ; ..... _:·; •• : • • .: • : • ;,•;. t ~:..~~>·/·:-.:~· .. -- .. -·:· : .. 
. an address bus, <a 'data b.ls. atid a control sign~l '_be.is·;~ /'iiawever., .. thasa . 

·. ·. - . . : ·. . .. ·. : . ~ . . . • .• ·.--· \ .. : .... ~~·;t-;':"·~-; .... "!'" -~··.' • . • . 

bJse~. are_: controlled by a l.ocking ·(Jr cl,iarp.ing circµ~t':.cv, -·which. is itself 

·l~4~··!:~ . 
.. 

In the represented anl:xxliment, it is assuned that the:· l.ock:i.ng c:i.rcuit cv 

acts 011 t:he address bus and on the .control s.i.gnal b.16~, but not· on the 

20 data bus. However. other. sol.utions are possible. 

This is why one has shown on the one hand a data bus- ODl passing directly 

fran the connector CNC .to the ma:nory MEM and on t:he other hand an 

address 'bus passing fran the connectoJ: to the mano.cy and :internipte'.3. by 

25 the l.ocking circuit CV~ _'l~is bus is designated_ AOl_ ~p~treon of: Ll"le loo­

king circuit on the connector side and ADJ downstr~an thereof on the 

metlOJ:Y side. Finally,. a control signal bJ.s ( 9:::1 upsb:ean, 9:::3 doN"nstX"ean) 

alsc.1 intc:rrupted by· the locking ·circuit CV iS prO\rldOO. •. It .is provision­

ally pointed out that another circuit {switching circuit AA) is interposed 

30 between the bus SC3 and "t::he manor.y •. Its function is to switch to the 

manory either the bus cont:r.ol signals SC3 caning.;:I~~ the PC, or control 
. ~ ; . I ·. "'/.. .... . . --- . 

35 

si.gnals of a bus SC2 can:ing from too microcontroller Ml?C. Reference will 

J.:.x; made _to this point herein?ftte.r. •. The con,trol signal bus finally lea­

ding to the menory is designated SC dc:Mnstrean of the switch:ing circuit. 

In the for.m of: an exemplified enb::ld.iment, it cati e.g. be considered that 
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the ~ontrol bJs SCl or SC2 or SC3 or OC transporting signals such as 

1:-eacUO.g instructiol'lS (RDl, ~D2; RD3, RD} or wri:tfu~::.fust.mctions (WRl, 

WR2~::··w3, WR) o~ 'it!structibns for selecting one tjii'.)?··fran. ~ro~g ·s~er.al 
.. ~hips.(CF..al, clia2~:cEa3, CEa f.'oi 0the seleetion _of:.:a'.~ chip A fr.an 

!.> anong sov<...>l:-al C:hips A# B, C or CEbl, c.Eb2, CEb3; .<::Eb for the chip a, etc.). 

10 

. lS 

The ·loc~:ing ··or c~.:ing cireuit cv is directly :c6rit_it;i1~ ·by: a: cl.earanc:e 
. . . . . ' . . .. ~ . .· -~ · ..• ,._ ·1:~:. \· . . .• 

ws sn f:1--an the m:i.crocontroller Ml'C. Thia bus transports passage autlx>r-

.iP.at.i.on ·or ~hibitiOn s:i.gnals with respect to th~··-~tmtr6i ·.or ~ss si9-

x1als pas1ifug through the locking circuit <:-1; In exerilpltfied manner, 
. .... . . 

there can be .a rea:ling clearance signal SHR, a writing ·,~J.earance signal 

s1w; clear~ce.si.9naiS .for each mano:cy cbip Slil\"fJi;\:~ -mi~ A; ·SHa for· 
the chip Band· sic.:for the chip c. The speciai.:£~6i~-i~ that ·the cl.ear­

ance signals cane.~irectly fran the microcontroii~,~~ .... : 

.··.·~~~~~1~~#.~k~~~~A:~~~.~~and 
.. ~electively prwenting reading or wrii.:ing access. to -certain par.ts. of the 

card manory MEM. 
... • .. ·. ·. 

~; . . . 

20 ln order to canplete the general description ot. the architecture of fig. 

1, reference is mado to the foll.oviing points. The microcontroller MPC 

<".an access at ·rand011 the nianocy MEM. In the s:inplest case said memoz:y 

hi:!s a double access and this is why one has shown an address b\.ls AJ)2 and 

a data bus BD2 bet.ween the micrc.x.."'On tr.oller and the 1neinor.y • However, this 

?.5 solution is not obligator.y and a single access memoi:y is also possible. 

30 

35 

The access by the microeontrollerMPC to the meooey-takes place with t~ 

ajd of a control signal' bus SC2 fran the microcontroller. However, as 

stated, this bus passes through the switching circuit M. This arrange-
. . 

merit aims at permitting an operation of the microoontroller in closed cir­

cu:i.t with the m001ory MEM during cer.tciin progran phases. A general 

switching signal OOA fran the microcontroller M~ ~trols the switching 
• • I • .. ; :.(, ~ .· ··, ' ,• ·.~ . . -~• • 

circuit M. Finally, in the general case where requests bY the exteinal 

PC systenaticnlly pass through tho memo.ry MEM before lea::l:ing to the micro-. 
controller in order to be .intei.-preted and perfo:nned1 it is useful for the 

vn:-iting instructions WRl fran the l?C to be applied directl.y to the 

microcontroller MPC. Thus, the latte: knows that· a request has been made 
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ancl 'can optionally search for nn instruction to t>e: :inter.Preted. This is 
why. a. <Ur.eo..et coruiect.ion WRl }ia,<; been shown betwe~n the connecto>: ~C and 

. ·the u\icr.ocontroller. 

5 Access to certain memory areas (c."g. cert.ain.chips·or certam chip' areas) 

.. is «':\Ut~r~c:d by them.iCrocontroller MPC as a func1;~ of.P!'.'ev-:i.ousl~ 
d<..-ffoed security criteria and as a function of confirmation6 given by the 

, - . '• .• . . 
··security module. 

10 The security mOO.ulc is e.g. the integrated cirC1d.~. C:hiP. of __ the canponcnt 
. . . . . . ' 

sold by SGS-'l1iCMOCN Under reference S'I'l66l.2, in which. is ,incorporated 
the non-vol.at:tl.e · mmla:cy progran M:ros of Gl'lY!PJ..US. . ~ill :,t~ncmt .·has the 

' • I!•·' • • • • • 

: foll(y.qfug special f ef1b.ires. The memo:cy data ar.e inyi.Sl9le ~for· the' user., 

'·. . ; .: · '.beea~e they d~ not .transit ori :·the. iripUts-outpUts·, of' t~~' otiit;·. They are 

c:1w:~t:·~ar~~z~~~~~!i1~.:: =·~··~~~ 
out by masking ru~ can consequently nc>t be modified'.,. ';'hese prograns do 

not authorize accesf.i to all t:l'le memocy areas of the' cihip-~: When !i· secret 

clearance co:ie is presented on the chip :inputs, it is-Pr06essed by the 

20 microprocessor which, in response, suppl..:i.es clearance or inhibition s.i.g­

nals and at no t]me is il possible to detect the nature of the verifica­

tion processing on the chip input/output tenninals. 

'J.'hc procedure e.g. takes place in t.he follCMing way. The .inseL·tion or a 

25 13C-card into the ccmputor .initiates tbe fpllowing ope:r::ati0r1s: request by 

the PC for the user.• s clearunce confidential <.."Ode, which is introduced by 

the user on the PC keyb;)(lrd in accordance with a standard parallel ccmn­

unication protocol for a l'C. It is transmltted to the coottol proc"...essor 

MPC of the cnrd and retransmitted by Lhe latter to the security mcxlulc 

30 MPS .in a for.mat conprehensiblc for the latter (conseqlientl.y in principle 

in series fo:cm on the single input/output te:an:inal available on the chip . ····-
MP.S). The security mooule verifies the confidential code and transmits 

to the control processor a ~ontrolword representing the state of author­

i:rntions given (total inhfoition. total authorization, partial. author-

35 ization f:or certain mcroor.y ureas). The control proccsspr MPC receives 

this word fo series f m.1n and tl1en establishes on tht? bus SH the ca:rres­

ponding clear:ance signals ( SiA, SHB, me, SHR, SHW • ··.), wl1ich control 

1lil1U'1iii1i11f l1il1if 'd 
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the access to the various merno:r:y chips. The coo.t:t"()l processor thei1 
. . . - . . ·. :.' .>i~;.~:·:·-~:·:~.. . . -

1.'e!t\:lr.ns·- to the ];JC a state wom indicatJng that_ t)'ie se<:urity pl':ocedure has 
~ -~ . . - . . ... .:, - . . . , - . _~ .. '·>.:c:/(.~.!.:~'.~.: ... ~".'-.,. _.-. . . ·-

-.been 'carried oot ·and_iridicating the result Of"thiS p~~lire •. - -
) :t . .;";' 

. --~·.·: ·.~. i .: 

rn this systan it iS clear that it is the miCro'.cOOtro~lerMPC which con­
trols the I'C-cai-ti s~ity prograns. It defines the O::authorizations and 
. . .. : . . ~· . . ·: ... -· ·,;;··.: -:-: . ."·: .... . . . . . .. . . . . 

i.nMbitiOns and uses the security module as a speciaJ:iZro verification 
r · • ., • · , •• :. .· ·.:~~·.•:t\\~~1:.!.'~:-.... · . ,; . ·. •· ·.;. ·. 
member for a clearance b,Y confidential cOO.e. · No·.acc.~6- secilrity·opera-

. ., ... .' .. ~· _; .. 
t:i.on ;ts contr.oll.ed by the PC. - . . . . . 

~::- ·-] ~< ·:·· 
-:.- . _., .· 

The _locking· and s-witc-..hing circuits 01 and M are rixtimcl.y siinple wire:l 

.l.ogi.c circuits. An ·exanple thereof is .given iri. :t;i,g~~:~i':i!i-'.omer:t~ facil-

itate the ·understanding of the principle of the iii~~f~ ~. -
. _:·_-._ ·· .. : -~-~ ;-, ... 

.. ·-····\·'·: .. - . . . . : .·.':: -' .. _, .. :·: .- . <~">;fj\; .. ;;;_:,;_. :· ... :::_:,,> - .. 
:..tJ.s> ... : .. :" .. :1t is -~·9· assurn0d.:·.'.'.t~t. a~ess .to ,1:he v~d9\1$ .m ·.' _ .... , .. ibil'S'. ;4)·; ~ading: and 

··_.-: :~::~;:~%~~¥_:i,\y:·~i~~-~·~~~-~r£f~-~~~e .?f.--~~~-~~~~7i~!~~AW~~:tE~~~l~~~~·~) -
. . . CEa. 1 CEb, .CEc for 'C'J:tlps A, B, C respecti\Tely ana·ffi~.presence of'rea:liilg 

~ or writing WR instructions. The signals CEa, C:Eb·~::,:ci'.c consequently· 
,;"';.1..7·=·-:· : 

fom 3.n the present exanpJ.e th~ content of the contr()f: b..ts s: leading to 

20 the memocy MEM. 

l\.ccess requests are fonnulated by the oxternal i:ic' in the fonn of signals 

CBal, CEbl, CEcl, RDl, WRl on the bus SCL Signals SHA., SHB, &IC, SHR, 

SHW a-re pr.esent on the clearance bus Gt. Each of these signals controls 

25 the opening or closing of a respective AND gate, each of the gatGs recei­
ving a respccti\Ye control. signal. The outputs- of these: :gates· cooatitute 

th.e bus SC3 in fig. 1, transporting or not the control signals such as 

received fran the PC 3.n acco:i."dance with authorizations given by _the micro­

controller. The control signals transported on th~ bus .sC3 ·a~ applied 

30 to the switching circuit AA partly shown in fig. 2. 

The switching circuit is· controlled 'by a switchfug. sighal -$A~ As a 

f.un.ct:l.on of. the state of th:i.s s:l.gnaJ., transfer takes place to the:? b.Js &:: 

(i.e. to the. memory MEM) e.S.ther of the control .signals fran the bus SC 

35 (e.g. RD3, WR3, etc.), i.e. frun the PC under the control. of the micro­

cont.rolle.r, or the control signals (RD2, WR2, etc.) fran the actual 

micr.ocontroller. 
TI1is Sheet Has Been Replaced 
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For _·exanple, for the switching of rea:ling controi'tiignals RP, an_ AND gate 

receive~, RD3 and is cmtroll.ed by .. the signal ooA, }1bllst another receives 
. ~ : • ; ··;. ···_::. ·: ; .• · ••. • - . . •. • -.• . . : -~ . .,: . . i '.: • . ..;i.'. ·:~: .".:-": -":: .. : <. -~ . . . :. •. • • '.. 

VD2 and iS controlled. by·tho J.og:ic c<rnpl:iment of_~; ·whilst an OR.gate 

· r.c~f~cis_ ~e oUtf>\lt."l 'of said two g~tes . ~ sumli~'. ::the:_ re<ding. signal. 
ro,· 'whiC".h is eithe-.r RD2 or RD3 as- a function of ·t:he :'stt-1.te of sGi\~-

~ . . 

. . . . . 
: The ·_aotion of the l ock.ing or clanping circul.t c:iJ ~19 been shown ·on the 

;. ,, ....... :..:~·-· ·. . ".:-_· ·- .,;;:·;.-.~,.. :;,._· . .;;.~:_·~~;:~·,;·->~:- . · .. ·.. · ... · ·~/:· .. : : 

control. signals only, but it is clear that in acooi.'dance with tl1e areh:i.-
·: ·:w -.L· _.- _ •. .·.:,=.~ -'~.~,·.:::i~·i.:· ... · .. ~-·~•.: • I: . • 

te¢tilre of fig. l, it can also influ~.nce ·the add.1:-ess'::bits supplied by. th12 
. : .. 
J:>C. ' 

. · ... ' ~" . ' . . . .: . .... ~:-~ . ·.-. . . 
Iri" ··ai1 inci-eased security structure; the data stared irl. the ma:nory are 

• . . . ~:~14,';" ~- .•• . 

GnCOOcd by meCJJ'l$ Of ll secret key I the· secret d~fng key. is not known tO 

·:_,--t\iij-':\js~. It is·:coota:i.neCJ .in the_-seccidty mcXiuie'~::i;,+On'--present'.IJt:ion 01! n 

. '1s. · · .i·~=·::i,·:n~~=-~~~=w~the 

20 

respect to the meno.:ry data and transmit th011 to the PC in uncoded f:o.rm. 

'rhus, it is ensured that the data stc;>red in the manol."y cannot be usefully 

copioo by an \.mautl10rized person. The writing of data .ihto the memory 

can also take place in enco::led £onn uamg the sane enccx:ling key and tM.s 

is.only possible after recogniti.on of. the author~at.i.Qi) of tll.e user. 

It should be notoo that the data are not outputted in encOO.ed fonn as is 

the case .i.o certc1in securil'y applications and instea:i encod.ing takes 

25 place of the data stored within the mal'IOJ:Y catd so that a copy of said 

30 

35 

- data wuld not be usable by anyone not authoriied to do so. This in part­

icular means that even j_f the signal SGA or the signals RD or WR were 

fraudulently used :in order to rea1 the data of the·cm:0.1 ·it. still would 

remain impossible to use said data. 

Vad.ants ~ the invention are pqssible. For eianple, it is possible to 
' - ; . - - -_:;,_·_ -

provide that either the addresses and data freely transit the PC to the 

menories and conversely whcm clearaJ1ce has been given, or fo-r the ad.dr.-. . . 

esses and/or data to always transit the microcontroller. '. 

In thl.s anbcxHment it has been assumed that for practical rapid carmunic­

at:!.on reasons with the PC that the cam :inputs-outputs constitute a 

This Sheet Has Been Replaced 
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Hmrever, in certain cases the 
output can take pl.ace Ot'I. a contact connector accomirig t<? the _ISO 7816 

standaM onl.Y hav:ing a· fetl coritact:s, .includiri.g a· shlgie.- series cannunica­

tl.oo ~&i~ '.:inp;t~oiitput contact •. -i'1is ~:i:Vcs a J:ar9e · J~61 t:V ~·e:n~:cy card 

secured to the standaf.d of credit C" • .r'lrds lll'ld which ~an be ·inserted. :in a 

conv~tional crcdi t · ca:r:d rea:ier. provided ·that the ciil;d .thickfless in the 

~l~n 'to be insertcl is sufficiently th:iri to entei 'ttie. reooer slit. A 
. . 

·thicJaiess rooucoo card area ooi.lld .ile provid~ if J').eceE$sa:ty arid would 
. .. . . ; . ·. •.. . 

. ~clrry 'tlie eootact.~ in accordance ~ith ISo iB16. . ... : .: i · .. 

In o;r:der to. ccrnplete the desc:r:iption. an operationai exanpie wit:h 

·: :increase.cI security is given, in wl~:ic~a certain· files'.'~.·~t~e· maoor.y MfM are 

r-urthe:i:-. piotected. with each protected file is assQ6ic~tErl, ~ partici.ilm-. 
. . :. : 

11sigriature11
, which r<.."J,>1--cscnts the .said. file and whi.C~~~!is:,:_(}a~'oriorated if 

-·j5 __ ,:'.:: ·-:.th~ f~~l:e_.~ mCdi~ied. This signa'.l\tte' i.ci_~()mied.f~t·<i,;:-;~~qtY,ai;file eon-:-
.,·.·.. ;,·_;.;'.',.J>',;,t~t-~·::~:,t~;~_::~1::'i~'·;·~he·~~~ateriat:~c>n:i~f..·Ji.~~-:~~~-::ii~~~~~;'¥·.~ir~-~~~~~-:.~i.~~~tu~: 

. is stOr.ed. in a non-volatile nnd nan-nccessible marofy"6f tiie secilritY 

m<xlule;.: Whe11 tl1e Ille has to be used (and more partieularly in the case 

where it is to be used as a pr.ogran to be perfo.oned by the microcontroll.er 

20 MI?C), firstly a check will be made to $ee that there has been no deterior­

ation of U~ file. If a deterioration has taken place, any use wil.J. be 

prevcntc.xi. 1:-0:t' th:i.s pur:pose, the microcont.roller will firstly recalculate 

the file signature to wh.i.ch :i.t has access. lt w.i.ll ask the security 

mcdulc what is the expected fiignatur.e. J.t wiU then make ci canparison 

25 und will only validate use if the signatures correspond. Canparison 

c6uJ.d take place within the security malule •. Within the ·security module 

there can be the sane number of stored signatures as files· to be protec­

tecl. Thus, within the se<."llrity mcx1ule there is an ·~image"· of the. files . . 

to be protectcl of the mal\Ot.y MEM, 1n the fonn of a file of signatw.-es 

30 corresponding to the var;lous parts to be protected. 
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.:.~.~'"-.· -~-~·:.. . .. :' :· .. · ··.·~ -~ ~"-~j~'~t·i:·.:·~ .· .!.~·.· 7:-~ .. -,-:.i(~--~:~J~,~--'.-~~ ·:.-. . ~. . : : ·<::'~~--L;?:- · L · · MQlioxy' card. (CC) wi.th ·several m¥tY':;integrat00.:cj.r~;ts · const:itut:ing 

:~ ~: ... {~ .:'.;~:(1~A'~;:: . ·ari~- cixcfumgca1:>1~ 1nass ITI~-. for a mi~~ter: (Fe:'>": ~i~; ~-~fu>rising a 
· · _..-:5·· ._)_.·,: ·· ·specific' iritegratoo circuit chip· cr-il>s> :~f:~r: :erisurifl9 securf.tr\~9amst · 

. access. to at .'least certain memoiy ar.~ bi-· a qct.c.rOCarpute~\iser for whon ~.~·=:· .. _.:_.. :··.· ,' :·, ... ·· .. , .. ·.·. ., . ··:. '\ ·;·,···:~ .... ;·. . :· ;::·.-·.· ·~.:-''!;·· .. ~·. . . such an ciccass is not authorized. · .. · . ~ · . _ .. _: 
. . . . . ·.· ·. . __ ; ~~· . . . ~ ·'. . ... 

: • . • • • • :·. ..... ..:-- ~-• .! .• -~L ···:· ::=---~1~: .. ~: .- · ... <>; ·.. ;: -_. ..,_ ·> ._._ · .. -. . 
.. -:- ·2-.;·:,-Mailoz:v bam. acco:r:ding. to cl.cHm i;· wh~Siil .. tfui'_sebJritf;:Ci.rcuit· (MPS) 

·.:;- .• -~'r ~O: . • ~-' ' ' -~~· •. :~ .• · ••. • .. _•:;./ ••• ·. "r. ·· .•• ::-..-:·~···~(._.· .• :.J:·-;/ ... :.-·, 
10~. ;, 'is:''a ·sjngle integrated ci.rcu:i.t'chip hwmg-'a non.:.volatile:'inano:cy with 

. '~ '• co~~f:i.dential info:r:mations, whkl~ cannot be :transiidtted ~': exte.mal ::t·i·\·_::;::_-~;·.'~;"-··~ .. : .. :·,. ~-= ~ 1 ·-. t -~~--:;--~: . .. : .. ·. ·' . ~ ..... ~ -~: .. •. t·~·J·::~~;~.;.;· .. :_\:-.. ~-~·; ·. -< .. :1·; ·:··~~··- •. : ....... -.:~.-;(;~?:}·(::-... ... . · ;_:.:::-- te:on~ls of the integratoo cir,cuit <in(} .. a .¢o9rarrnea ~.s~~j.:Ly eircuiti:y, ... : .-1·~: ··.: : .·· . ~.. .- . . . . ~- . . _·. ··-;;_:""-~:=. ·;··. . . . . ·' ·.•: ...... :. ... .-~; .. :t-:-'...j~-·. . 

, ... 

. ;"·; 

-. · ::;;_· ·. ,. able to _use said conf:idential infm:mat;i.orisJ:lnd other.- mfOi:mations sl.ipp .. 

·· .. {~j-~i~:~~~1F:~-,~f$1fj~~~f~L 
20 

25 

· ... , 

3 • ' MenlOl:Y card according to cla:irn 1 c.:orq,)f_iSing a microcontroll er chip 
{Ml'C). with non-volatile maooxy progr<:1llS for coritroll:ing the security cir:.. 
CL\.it _(MPS), make it carry out clearance verification ta.~ and use signnls 
e:mitted by 1:he security circuit for controlling access to meno:ry areas . . 

as a function of these signal.~ •. 

4. Manocy card acco.r.dfog to cla:Un l, whorein means n:re providerl for per­
fo.nn.ing an enccd.ing progran for the data introduced into the_mano.cy and 
a decoding pr.ogran for the data extrtlcted frati·,_the mOOIO.l.y; the encodlng 
.progran ond the decoding progran only being . p·efformable a.ft~· the supply 

. of clearance signals by the secur:lty, cin.uit ~ . : . ~- . -~_-:.:... ·'.· ., 

30 5. Mei10ry C<."lrd acco.r.d:i.ng to claim 4 , whereln the encooing and dec<rling 
prograns nre perfonnable with. the ~~d. o,t:,,a.n enc(X!"l.r:ig key .9.00tainEd in the • • • • .· 0 • ' . . ---· 

35 

securH:y circuit. - · 

. 
6. Manary catd according to cl.a~ 1, wherein the security inedule has a 
file of signatures calculated fron files to be protected and oootained :in 
the memory (Ml!M) and where.in the cax:d has moons for verifying that the 
signature of a give>.n file is the sane as the signature stored in the 

. secilrity mo::'iule. 
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MICROCCMPUTER PC-cARDS 

FIELD OF THE INVENTION · 

REPLAtEMENT SHEET 

22N"OV 1996 

Exchangeable mass memory or PC-cards for microccmputers or personal can.-

puters (PC) have recently appeared as personal canputer accessories, 

particularly for portable conputers. In future, they could replace 

floppy disks and other magnetic mass storage means. They can be used as 

a mass mEJ110ry having the sane capacity as magnetic floppy disks (approx­

imately one million bytes). Their size is no greater (credit card size 

with a thickness of 3 to 5 mn) . They have a rmich faster access (several 

thousand times faster). 

They can even be used as a randan access manory for a program directly 

performable by the microconputer. In this case and unlike in the case of 

magnetic mass memories, they do not have to be unloaded. into the randcxn 

access manory (RAM) of th~ PC to permit subsequent performance. The 

programs which they contain are directly performable by the PC. 

Mass memory or PC-cards have several memory chips and a connector ( 68 pin 

fanale connector according to the PCMCIA standai:d of the Personal Canputer 

Memory Card International Association, 10308 East DJane Avenue, SUnnyvale, 

California). The card can be plugged. into a corresponding male connector 

of the ccmputer. The connections are such that the inanory can be 

addressed. by a parallel input-output port of the PC, either as if the 

memory was a magnetic mass mano:r:y, or as if it was an extension of the 

RAM. of the canputer. 

According to the invention, it was considered necessary to provide max.imum 
. 

security for the PC-cards for personal canputers. Thus, their large 

capacity means that they can contain either significant data bases which 

have to be protected both during reading and writing, or expensive pro­

grams which are not to t>e used. or duplicated. without authorization. They 

may also be used for carrying out confidential transactions in accordance 

with more sophisticated prograns than those existing at present, or 

involving larger data quantities than can be stored by secure transaction 

chip cards, which only have a single chip. 

The presently available solutions for ensuring a certain security are 

indicated below. 

~ .. 
~~~~ \(-'· ~~~·;:.~ ,··'--=t 

~i 
b ....... 

.. v t:~ .. t ., ~,.t: \'l ·..,\ 1;:hr. 

~ "' \\ .. 
~. 

·.: ~ '" ~~ '~ \>.Ji .... .,, u -.; ~ 



·- REPLACEMENT SHHET --

2 2 NOV 1996 

-2-
I t is firstly possible to use the sane protection types as for magnetic 

meuories. Among these there is a possibility of concealing files by 

software attributes making than invisible to the user, when the latter 

attempts to obtain access thereto by the microcanputer. This is a stan­

dard solution for PC's operating under the OOS systan. However, it is 

known that a well-infonned user can easily get round these protections by 

software accessing the attributes of the files and mcxiifying then, so 

that only scant protection is in fact provided. 

It is also possible to use the conventional protections enployed by soft­

ware manufacturers in o.rder to protect the software against copying. 

These solutions are of varying effectiveness and do not provide protection 

against use. 

Finally, it is knCMfl to use security chip cards for protecting a canputer 

or other equipnent against use by unauthorized users. This solution will 

be described in greater detail hereinafter. 

-~ PRIOR ART -· 

In order to ensure an access authorization to a PC, it has been proposed 

to add to the latter a security chip card reader, which is connected to 

the PC. The keyboard and screen of the conputer are used as the inter­

face for ensuring a data exchange with a view to authorization operations. 

The chip card has a single chip, which is a security mcxiule. The secu­

rity consists of preventing PC use if the user does not supply adequate 

confidentiality ccxies. These ccxies are intrcxiucai fran the PC keyboard, 

in accordance with an especially providai exchange protocol between the 

PC and the card. It is the PC whose use is to be protect«;;rl, which is 

used for ensuring the exchanges . The chip card does not fo:r:m part of the 

PC. The user takes away his security card after using the apparatus, so 

as not to provide free availability to an unauthorized third party. Trus, 

security is essentially based on the simultaneous possession of the ca:r:d 

and a confidential code attributed to the card. 

If instead of wishing to provide protection for the overall PC it is 

wished to provide protection to the PC card to be connected to it (because 

it is desired that it can be used for others for standard uses), it is 
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then necessary for the security card cormected to the card reader associ­

ated with the PC to not cause the total inhibition of operation of the PC, 

b.lt selectively the i,nhibition of operation of the port to which is conn­

ected the PC card. 

However, it is considered that this solution has disadvantages and does 

not provide adequate security against an undesired use of the card. 

SUMMARY OF THE INVENTION 

The invention proposes an original solution consisting of inco:r:porating 

into the exchangeable PC card, which has several integrated menory cir­

cuits, at least one integrated security circuit able to control access 

to the storage areas of the mass menory. 

The control takes place as a function of clearance informations which the 

user must supply via the canputer (confidential cede intrcduced into the 

keyboard or other clearance mcde) . 

The tenn security circuit is hex;e underst~ to mean a single integratoo -· 

circuit chip having a non-volatile me:nory with confidential infonnations 

which cannot be transmitted to external tenninals of the integratoo cir-

cuit and a progranned security circuitry able to use said confidential 

infonnations and other infonnations supplied by the user, in order to 

provide validation instn.lctions after the verification of a predetermined 

relationship between these two infonnation types, the confidential datq. 

not passing to the outside of the integrat€d circuit. 

The security circuit is preferably the sane as the single.circuit of an 

authorization or clearance chip card (that to which reference was made 

hereinbefore and which can be used for authorizing the operation of a can­

puter when the user intrcduces it into the canputer). However, in this 

case use is not made of an exchangeable clearance card used for author­

izing the operation of the canputer or cormection port with the mass 

memory. A security chip is directly placed in the mass memory in order 

to secure its content. 

It should be notoo that the security chips used for protecting during 

reading or writing the data of a memory have hitherto only been used for 
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protecting the content of the memory within the actual chip, making use 

of the fact that in the case of a single chip the data to be protected 

are not tranStnitted outside the chip. In addition, they were not mass 

manories, being instead very small manories, because in fact they were 

placed in the chip. In addition, the security chips used for protecting 

other apparatuses were incorporated into a separate security card with 

respect to the apparatus to be protected, said card being carried by the 

authorized user and not left behind in the apparatus to be protectoo. 

In this case use is not made of a chip card separate fran the apparatus 

to be protected and transportable away fran said apparatus, but instead 

an integrated cirruit chip non-renovably installed in the mernory card, 

whose use is to be protected. 

As a result of this arranganent a file protection is obtained both during 

reading and/or writing, which is significantly superior to that obtained 

by standard means (of the software type: concealed files) for the protec­

tion of personal canputer files. 

_-,: 

The security chip (referred to herefoafter also by the tenn security 

mcx:lule) directly or indirectly controls the access means to the different 

card memory chips. 

In practice, preference is given to the use of a standard security chip, 

i.e. of the type use::i in security cards for accessing apparatuses or 

roans, or also in secure transaction cards. These chips use a series 

ccmnunication mcde and in general only have six or eight connection pads 

with the outside, whereof there is only one data or instruction cannuni­

cation pad. 

It is then preferable to place in the memory card a supplementary chip 

constituting a control processor for the card. This processor. or micro 

controller has the function of providing an interface between the card 

connector and the security chip and an interface between the security 

chip and the manory chip. In practice, the perfonnance of a user clear­

ance verification progran could take place under the control of the con­

trol processor. Said progran could then be contained in a progr.an manory 

--------
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fonning part of the sane chip as the control processor. Alternatively 

this progra:n could be contained in part of the mass rnanory, if said part 

is connected to an operational bus of the control processor. 

The security check has a microprocessor and manories and anong the latter 

electrically progrannable and optionally electrically erasable non­

volatile manories. The operating progran of this microprocessor is in 

principle recorded in a read-only menory of the chip. H™ever, it could 

also be partly recorded in an electrically erasable and progrannable non­

volatile manory. The content of at least sane of the non-volatile meno­

ries is not accessible in reading on tenninals outshle the chip. This 

content is exclusively used by the microprocessor for its own needs and 

in particular for perfo:rming security prograns making use of secret cedes 

placed in these inaccessible manories. 

It can e.g. be envisaged that the confidential data manory of the security 

chip contains a clearance word for each memory area of the mass manory. 

If tl'lere are 24 memory chips, it can hb.ve 24 different access words. It 

can also have access hierarchies for accessing several rnanory areas. 

Moreover, for increased security, the data stored in the mass manory can 

be enccrled and the security mcrlule has an enccrling and deceding progran. 

The manory data can then be cannunicated across the security module both 

during reading or writing. The security mcrlule can carry out the coding 

or enccrling. However, it can also supply a calculating key to the con­

trol processor, which will then itself carry out the coding and deccding 

(only in the presence of a clearance recognized by the security chip) . 

BRIEF DESCRIPTION OF THE DRAWINGS 
The invention is described in greater detail hereinafter relative to non-

limitative enbodiments and with reference to the attached drawings, 

wherein show: 

Fig. 1 The architecture of the PC-card according to the invention. 

Fi9· 2 A cira.Ji t detail. 
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The card CC shown in fig. 1 is to be insertErl in a personal canputer or 

PC. The card has a standard pluggable connector CNC, preferably of the 

type definErl by the P01CIA standard and the PC has a corresponding conn­

ector for receiving the card. 

The card is a memory card, i.e. it is to be usErl mainly for storing data. 

For this function, the card either has several different memory types 

(static or dynamic RAM, RCM, EPRCM, EEPRCM, FLASHEPRCM, constituting the 

standard types) or a single memory type. If the memories are RAM's, which 

are essentially volatile, it is possible to have a standby battery for 

saving the data. 

In order to obtain a larger storage capacity several integratErl circuit 

chips are provided, each being a memory chip. These chips are ref erred 

to in overall manner by the reference MEM. There can be several dozen 

chips on the card for large storage capacities of e.g. several megabytes. 

The card CC is an exchangeable peripheral of the canputer PC. It can -be 

used either as a mass storage peripheral, or as a RPM extension. It is 

the canputer which controls this choice (when a choice is possible, i.e. 

particularly when there are several memory types in the card). 

Apart fran the memories MEM, according to the invention the card also has 

a security mcxiule, which is an integratErl circuit chip MPS having a micro­

processor with small meuories and prograns for the operation of the micro­

processor. The essential function of this mcxiule is to ensure access 

security to the memories MEM fran the canputer. 

Preferably, the card CC also has a supplementary chip, which is a control 

processor or microcontroller MPC, i.e. a microprocessor with which are 

associatErl prograu memories. The function of this microcontroller MPC 

is the emission of access control signals to the memory chips as a func­

tion of security infonnations given by the security module MPS and as a 

function of access requests made fran the PC. It should be noted that 

this microcontroller has parallel data outputs for directly supplying 

several menory destination control signals. The security mcxiule has in 
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principle only series data outputs on a single input/output tenninal and 

this is why two different chips MPS and MPC are providoo with in each 

case one microprocessor. If the m00ule MPS had parallel data outputs it 

would not be necessary to have the chip MPC. The functions of these two 

circuits would be perfonnoo by a single microprocessor circuit having 

progran menories corresponding to the different functions to be performed. 

The security mooule MPS acts as a slave canpared with the master consti­

tuted by the microcontroller MPC. 

The manories MEM are connected to the PC by means of several ruses, namely 

an address bus, a data bus and a control signal bus. However, these 

buses are controlled by a locking or clanping circuit CV, which is itself 

controlled by the microcontroller MPC, so that access to the memories is 

not canpletely free unless authorization is given by the microcontroller 

MPC. 

In the represented enbodiment, it·:~is assumed that the locking circuit CV 

acts on the address bus and on the control signal buses, but not on the 

data bus . However, other solutions are possible. 

This is why one has shown on the one hand a data bus BDl passing directly 

fran the connector CNC to the maoory MEM and on the other hand an 

address bus passing fran the connector to the memory and interrupted by 

the locking circuit CV. This bus is designated ADl upstrean of the loc­

king circuit on the connector side and AD3 downstrean thereof on the 

manory side. Finally, a control signal tus { SCl upstrean; SC3 downstrean) 

also interrupted by the locking circuit CV is provided. It is provision­

ally pointed out that another circuit (switching circuit AA) is interpose:! 

between the bus SC3 and the manory. Its function is to switch to the 

memory either the bus control signals SC3 caning fran the PC, or control 

signals of a bus SC2 caning fran the microcontroller MPC. Reference will 

be made to this point hereinaftter. The control signal bus finally lea­

ding to the manory is designated SC dCMnstrean of the switching circuit. 

In the fonn of an exernplifioo emtx:rliment, it can e.g. be considered that 
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the control rus SCl or SC2 or SC3 or SC transporting signals such as 

reading instructions (RDl, RD2, RD3, RD) or writing instructions (WRl, 

WR2, WR3, WR) or instructions for selecting one chip fran anong several 

chips (CEal, CEa2, CEa3, CEa for the selection of a manory chip A fran 

anong several chips A, B, C or CEbl, CEb2, CEb3, CEb for the chip 8, etc.). 

The locking or clanping circuit CV is directly controlla:l by a clearance 

rus SH fran the microcontroller MPC. This bus transports passage author­

ization or inhibition signals with respect to the control or address sig­

nais passing through the locking circuit CV. In exenplif ia:l manner, 

there can be a reading clearance signal SHR, a writing clearance signal 

9-IW, clearance signals for each menory chip SHA for the chip A, SHB for 

the chip B and SHc· for t;he chip c. The special feature is that the clear­

ance signals cane directly fran the microcontroller MPC. 

Thus, the microcontroller MPC has the possibility of electronically and 

selectively preventing reading or writing access to certain parts of the 

" card menocy. MEM. -· 

In order to canplete the general description of the architecture of fig. 

1, reference is made to the following points. The microcontroller MPC 

can access at randan the menory MEM. In the sinplest case said menory 

has a double access and this is why one has shown an address bus AD2 and 

a data bus BD2 between the microcontroller and the manor:y. However, this 

solution is not obligatory and a single access memory is also possible. 

The access by the microcontroller MPC to the memory takes place with the 

aid of a control signal bJs SC2 fran the microcontroller.- However, as 

statoo, this bus passes through the switching circuit M. This arrange­

ment aims at permitting an operation of the microeontroller in closed cir­

cuit with the memory MEM during certain progran phases. A general 

switching signal SGA fran the microcontroller MPC controls the switch.ing 

circuit M. F.inally, .in the general case where requests by the external 

Fe systematically pass through the menory MEM before leading to the· micro­

controller in order to be intei:preted and perfonned, it is useful for the 

writing .instIUctions WRl fran the PC to be applia:l directly to the 

microcontroller MPC. Thus, the latter kna.vs that a request has been made 

·------·-------
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and can optionally search for an instruction to be interpreted. This is 

why a direct connection WRl has been shown between the connector CNC and 

the microcontroller. 

Access to certain manory areas (e.g. certain chips or certain chip areas) 

is authorized by the microcontroller MPC as a function of previously 

defined security criteria and as a function of confirmations given by the 

security module. 

The security mcrlule is e.g. the integrated circuit chip of the canponent 

sold by SGS-THCMSCN under reference sr16612, in which is incorporated 

the non-volatile manory progran MCOS of GEMPWS. This canponent has the 

follCMing special features. The memory d9ta are ·invisible for the user, 

because they do not transit on the inputs-outputs of the chip. They are 

also optically invisible (masked). The chip has a microprocessor and it 

alone can seek and process the stored data. The l0'1 prograns are carried 

out by masking and can consequently not be modified. These progra:ns do 

not authorize~access to all the memory areas of:: the chip. -when a secret 

clearance code is presented on the chip inputs, it is processed by the 

microprocessor which, in response, supplies clearance or inhibition sig­

nals and at no time is it possible to detect the nature of the verif ica­

tion processing on the chip input/output terminals. 

The proce::lure e.g. takes place in the following way. The insertion of a 

PC-card into the canputer initiates the fpllowing operations: request by 

the PC for the user's clearance confidential code, which is introduced by 

the user on the PC keyboard in accordance with a standard parallel carm­

unication protocol for a PC. It is transmitted to the control processor 

MPC of the card and retransmitted by the latter to the secu:Lity module 

MPS in a fonnat canprehensible for the latter (consequently in principle 

in series form on the single input/output texm.inal available on the chip 

MPS). The security mOO.ule verifies the confidential code and transmits 

to the control processor a control word representing the state of author­

izations given (total inhibition, total authorization, partial author­

ization for certain memory areas). The control processor MPC receives 

this woi:U in series fonn and then establishes on the bus SH the corres­

ponding clearance signals (SHA, SHB, SHC, SHR, SHW ••• ) , which control 
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the access to the various menory chips. The control processor then 

returns to the PC a state word indicating that the security procedure has 

been carried out and :indicating the result of this procedure. 

In this systan it is clear that it is the microcontroller MPC which con­

trols the PC-card security prograns. It defines the authorizations and 

inhibitions and uses the security module as a specialized verification 

menber for a clearance by confidential ccrle. No access security opera­

tion is controlled by the PC. 

The locking and switching circuits CV and AA are extranely sfulple wired 

logic circuits. An exanple thereof is given in fig. 2 in order to facil­

itate the understanding of the principle of the invention. 

It is e.g. assumed that access to the various menory chips in reading and 

writing requires the presence of chip selection signals ("chip enable") 

CEa, CEb, CEc for chips A, B, C respectively and the presence of reading 

RD_-:or writing ~R instructions. The signals CEa,--, CEb, CEc cqpsequently 

form in the present exa:nple the content of the control bus S:: leading to 

the menory MEM. 

Access requests are formulated by the external PC in the form of signals 

CEal, CEbl, CEcl, RDl, WRl on the bus S:l. Signals SHA, 9-18, SHC, SHR, 

SHW are present on the clearance bus S-L Each of these signals controls 

the opening or closing of a respective AND gate, each of the gates recei­

ving a respective control signal. The outputs of these gates constitute 

the bus S::3 in fig. 1, transporting or not the control signals such as 

received fran the PC in accordance with authorizations given by the micro­

con troller. The control signals transported on the bus 9:3 are applied 

to the switching circuit AA partly shown in fig. 2. 

The switching circuit is controllai by a switching signal SGA. As a 

function of the state of this signal, transfer takes place to the bus S:: 

(i.e. to the menory MEM) either of the control signals fran the b..ls S:: 

(e.g. RD3, WR3, etc.), i.e. fran the PC under the control of the micro­

controller, or the control signals (RD2, WR2, etc.) fran the actual 

microcontroller. 
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For example, for the switchlllg of reading control signals RD, an AND gate 

receives RD3 and is controlled by the signal SGA, whilst another receives 

RD2 and is controlled by the logic canpliment of SGA, whilst an OR gate 

receives the outputs of said two gates and supplies the reading signal 

RD, which is either RD2 or RD3 as a function of the state of SGA. 

The action of the locking or clanping circuit CV has been shown on the 

control signals only, but it is clear that in accordance with the archi­

tecture of fig. 1, it can also influence the address bits supplied by the 

PC. 

In an increased security structure, the data store::l in the menory are 

enc<x:led by means of a secret key, the secret deccding key is not known to 

the user. It is con tainErl in the security module. On pres en tat ion of a 

valid clearance cede, the security mcdule supplies the secret key to the 

microcontroller MCC, which can then carry out a deccding progran with 

respect to the manory data and transmit then to the PC in unccded form. 

'thus, it is ensured that the data stored in the menory cannot be usefully 

copiai by an unauthorizErl person. The writing of data into the meno:ry 

can also take place in encoded fonn using the sane enccding key and this 

is only possible after recognition bf the authorization of the user. 

It should be note:'i that the data are not outputted. in enccded form as is 

the case in certain security applications and instead enccding takes 

place of the data store:'i within the memory card so that a copy of said 

data would not be usable by anyone not authorize::l to do so. · This in part­

icular means that even if the signal SGA or the signals RD or WR were 

fraudulently used in order to read the data of the card, it still would 

remain jmpossible to use said data. 

Variants of the invention are possible. · For exanple, it is possible to 

provide that either the addresses and data freely transit the I~ to the 

memories and conversely when clearance has been given, or for the addr­

esses and/or data to always transit the microcontroller. 

In this anbcxiirnent it has been assumed that for practical rapid camrunic­

ation reasons with the PC that the card inputs-outputs constitute a 
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parallel connector to the PCMCIA stand However, in certain cases the 

output can take place on a contact connector according to the ISO 7816 

standard only having a few contacts, .including a single series COTll11.Jilica­

tion mcxie input-output contact. This gives a large capacity menory card 

secured to the standard of credit cards and which can be inserted in a 

conventional credit card reooer, provided that the card thickness in the 

region to be .inserted is sufficiently thin to enter the read.er slit. A 

thickness roouced card area could be providoo if necessary and would 

carry the contacts in accoi:dance.with ISO 7816. 

In oz:der to canplete the description, an operational exaTiple with 

increased security is given, .in which certain files of the menory MEM are 

further protectoo. With each protected file is associated a particular 

"signature", which represents the said file and which is deteriorated if 

the file is mcxiified. This signature is forme:i fran the actual file con­

tent, Le. it is the concatenation of all the file bits. This signature 

is stored in a non-volatile and non-accessible menory of the security 

mcdule. When-~the file ha§ to be used (and more particularl¥ in the c~~ 

where it is to be used as a progran to be performoo by the microcontroller 

MPC}, firstly a check will be made to see that there has been no deterior­

ation of the file. If a deterioration has taken place, any use will be 

preventoo. For this pu:r:J;X)se, the microcontroller will firstly recalculate 

the file signature to which it has access. It will ask the security 

mcxiule what is the expected signature. It will then make a canparison 

and will only validate use if the signatures correspond. Canparison 

could take place within the security module. Within the security mcrlule 

there can be the sane number of stored signatures as files to be protec­

ted. Thus, within the security module there is an "image" of the files 

to be protected of the manory MEM, in the fonn of a file of signatures 

corresponding to the various parts to be protected. 
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L Menory card (CC) with several manory integrated circuits constituting 

an exchangeable mass menory for a microcanputer (PC) also canprising a 

specific integrated circuit chip (MPS) for ensuring security against 

access to at least cert~in menory areas by a microcanputer user for whan 

such an access is not authorized. 

2. Menory card according to claim 1, wherein the security circuit (MPS) 

is a single integrated circuit chip having a non-volatile menory with 

confidential informations, which cannot be transmitted on external 

·terminals of the integrated c~it and a progra1med security circuitry, 

able to use said confidential infonnations and other informations supp­

lied by the user, in order to provide validation instructions after the 

verification of a predetennined relationship between these two informa­

tion types. 

3. Me:nory card-according to. claim 1 canprising a microcontroiler chip 

(MPC) with non-volatile mano.ry prograns for controlling the security cir­

cuit (MPS), make it carry out clearance verification tasks and use signals 

Emitted by the security circuit for controlling access to menory areas 

as a function of these signals. 

4 . Mffilory card according to claim 1, wherein means are provided for per­

fonning an encoding progran for the data intrcduced into the manory and 

a decoding progran for the data extracted fran the me:nory, the enccding 

progran and the decoding progran only being performable af,ter the supply 

of clearance signals by the security circuit. 

5 • Me:nory card according to claim 4 , wherein the enccding and decoding 

prograns are performable with the aid of an encoding key contained in the 

security circuit. 

6. Manery card according to claim 1, wherein the security module has a 

file of signatures calculated fran files to be protected and contained. in 

the manory (MEM) and wherein the card has means for verifying that the 

signature of a given file is the sane as the signature stored in the 

security module. 
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The invention relates to exchangeable manory or PC-cards with several 

integrated circuits for personal canputers. These PC-cards are used as a 

large capacity mass manory for replacing floppy disks and other 

exchangeable magnetic supports. To protect the content of these PC-cards 

against unauthorized use, the invention proposes the incorporation into 

· the card (CC) of a specific security integrated circuit chip (MPS), which 

performs a clearance function for access to the manory chips (MEM). A 

· rnicrocontroller (MPC) also placed in the card carrnunicates with the can­

puter and with the security cir0.1it. It makes the security chip 

validate a confidential ccrle introduced fran the canputer, whilst also 

supplying rnanory chip control signals as a function of the validation 

result. 

... Figure 1 
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then necessary for the security card connected to the card reader associated with the PC to not 

cause the total inhibition of operation of the PC, but selectively the inhibition of operation of the 

port to which is connected the PC card. 

However, it is considered that this solution has disadvantages and does not provide adequate 

security against an undesired use of the card . 

.. 
SUMMARY OF THE INVENTION 

The invention proposes an original solution consisting of incorporating into the exchangeable PC 

card, which has several integrated memory circuits, at least one integrated security circuit able to 

control access to the storage areas of the mass memory. The PC card of the invention further 

includes a microcontroller integrated circuit which uses signals emitted by the security circuit to 

control access to certain memory areas. 

The control takes places as a :function of clearance information which the user must supply via the 

computer (confidential code introduced into the kevboard or other clearance mode). 

The term security circuit is here understood to mean a single integrated circuit chip having a non­

volatile memory with confidential infonnation which cannot be transmitted to external terminals 

of the integrated. circuit and a programmed security circuitry able to use said confidential 

information and other information supplied by the user, in order to provide validation instructions 

after the verification of a predetermined relationship between these two infonnation types, the 

confidential data not passing to the outside of the integrated circuit. 

The security circuit is preferably the same as the single circuit of an authorization or clearance 

chip card (that to which reference was made hereinbefore and which can be used for authorizing 

the operation of a computer when the user introduces it into the computer). However, in this case 

use is not made of an exchangeable clearance card used 

for authorizing the operation of the computer or connection port with the mass memory. A 

security chip is directly placed in the mass memory in order to secure its content. 
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It should be noted that the security chips used for protecting during reading or writing the data of 

a memory have hitherto only been used for protecting the content of the memory \Vithin the actual 

chip, making use of the fact that in the case of a single chip the data to be protected are not 

transmitted outside the chip. In addition, they were not mass memories, being instead very small 

memories, because in fact they were placed in the chip. In addition, the security chips used for 

protecting other apparatuses were incorporated into a separate security card with respect to the 

apparatus to be protected, said card being carried by the authorized user and not left behind in the 

apparatus to be protected. In this case use is not made of a chip card separate from the apparatus 

fo be protected and transportable away from said apparatus, but instead an integrated circuit chip 

non-removably installed in the memory card, whose use is to be protected. 

As a result of this arrangement a file protection is obtained both during reading and/or writing, 

which is significantly superior to that obtained by standard means (of the software type: 

concealed files) for the protection of personal computer files. 

The security chip (referred to hereinafter also by the tenn security module) directly or indirectly 

controls the access means to the different card memory chips. 

In practice, preference is given to the use of a standard security chip, i.e. of the type used in 

security cards for accessing apparatuses or rooms, or also in secure transaction cards. These chips 

use a series communication mode and in general only have six or eight connection pads with the 

outside, whereof there is only one data or instruction communication pad. 

As mentioned previously, the memory card additionally includes a supplementary chip 

constituting a control processor for the card. This processor or microcontroller has the function of 

providing an interface between the card connector and the security chip and an interface between 

the security chip and the memory chip. In practice, the performance of a user clearance 

verification program could take place under the control of the control processor. Said program 

could then be contained in a program memory 
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The card CC shown in fig. 1 is to be inserted in a personal computer or PC. The card has a 

standard pluggable connector CNC, preferably of the type defined by the PCMCIA standard and 

the PC has a corresponding connector for receiving the card. 

The card is a memory card, i.e. it is to be used mainly for storing data. For this function, the card 

either has several different memory types (static or dynamic RAM, ROM, EPROM, EEPROM, 

FLASHEPROM, constituting the standard types) or a single memory type. If the memories are 

RAMs, which are essentially volatile, it is possible to have a standby battery for saving the data. 

In order to obtain a larger storage capacity several integrated circuit chips are provided, each 

. being a memory chip. These chips are referred to in overall manner by the reference MEM. There 

can be several dozen chips on the card for large storage capacities of e.g. several megabytes. 

The card CC is an exchangeable peripheral of the computer PC. It can be used either as a mass 

storage peripheral, or as a RAM extension. It is the computer which controls this choice (when a 

choice is possible, i.e. particularly when there are several memory types in the card). 

Apart from the memories MEM, according to the invention the card also has a security module, 

which is an integrated circuit chip MPS having a microprocessor with small memories and 

programs for the operation of the microprocessor. The essential function of this module is to 

ensure access security to the memories MEM from the computer. 

The card CC also has a supplementary chip, which is a control processor or microcontroller MPC, 

i.e. a microprocessor with which are associated program memories. The function of this 

microcontroller MPC is the emission of access control signals to the memory chips as a function 

of security information given by the security module MPS and as a function of access requests 

made from the PC. It should be noted that this microcontroller has parallel data outputs for 

directly supplying several memory destination control signals. The security module has in 
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the control bus SCl or SC2 or SC3 or SC transporting signals such as reading instructions (RDl, 

RD2, RD3, RD) or writing instructions (WRl, WR2, WR3, WR) or instructions for selecting one 

chip from among several chips (CEal, CEa2, CAa3, CEa for the selection of a memory chip A 

from among several chips A, B, C or CEbl, CEb2, CEb3, CEb for the chip B, etc.). 

The locking or clamping circuit CV is directly controlled by a clearance bus SH from the 

microcontroller MPC. This bus transports passage authorization or inhibition signals with respect 

to the control or address signals passing through the locking circuit CV. In exemplified manner, 

there can be a reading clearance signal SHR, a writing clearance signal SHW, clearance signals 

for each memory chip, SHA for the chip A, SHB for the chip B and SHC for the chip C. The 

special feature is that the clearance signals come directly from the microcontroller MPC. 

Thus, the microcontroller MPC has the possibility of electronically and selectively preventing 

reading or writing access to certain parts of the card memory MEM. 

In order to complete the general description of the architecture of fig. 1, reference is made to the 

following points. The microcontroller MPC can access at random the memory MEM. In the 

simplest case said memory has a double access and this is why one has shown an address bus 

AD2 and a data bus BD2 between the microcontroller and the memory. However, this solution is 

not obligatory and a single access memory is also possible. The access by the microcontroller 

MPC to the memory takes place with the aid of a control signal bus SC2 from the 

microcontroller. However, as stated, this bus passes through the switching circuit AA. This 

arrangement aims at permitting an operation of the microcontroller in closed circuit with the 

memory MEM during certain program phases. A general switching signal SGA from the 

microcontroller MPC controls the switching circuit AA. Finally, in the general case where 

requests by the external PC systematically pass through the memory MEM before leading to the 

microcontroller in order to be interpreted and performed, it is useful for the writing instructions 

WRl from the PC to be applied directly to the microcontroller MPC. Thus, the latter knows that a 

request has been made 
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For example, for the switching of reading control signals RD, an AND gate receives RD3 and is 

controlled by the signal SGA, whilst another receives RD2 and is controlled by the logic 

compliment of SGA, whilst an OR gate receives the outputs of said two gates and supplies the 

reading signal RD, which is either RD2 or RD3 as a :function of the state of SGA. 

The action of the locking or clamping circuit CV has been shown on the control signals only, but 

it is clear that in accordance with the architecture of fig. 1, it can also influence the address bits 

supplied by the PC. 

In an increased security structure, the data stored in the memory are encoded by means of a secret 

key, the secret decoding key is not known to the user. It is contained in the security module. On 

presentation of a valid clearance code, the security module supplies the secret key to the 

microcontroller MPC, which can then carry out a decoding program with respect to the memory 

data and transmit them to the PC in uncoded form. Thus, it is ensured that the data stored in the 

memory cannot be usefully copied by an unauthorized person. The writing of data into the 

memory can also take place in encoded form using the same encoding key and this is only 

possible after recognition of the authorization of the user. 

It should be noted that the data are not outputted in encoded form as is the case in certain security 

applications and instead encoding takes place of the data stored within the memory card so that a 

copy of said data would not be usable by anyone not authorized to do so. This in particular means 

that even if the signal SGA or the signals RD or WR were fraudulently used in order to read the 

data of the card, it still would remain impossible to use said data. 

Variants of the invention are possible. For example, it is possible to provide that either the 

addresses and data freely transit the PC to the memories and conversely when clearance has been 

given, or for the addresses and/or data to always transit the microcontroller. 

In this embodiment it has been assumed for practical rapid communication reasons with the PC 

that the card inputs-outputs constitute a 
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1. A mass memory PC-card (CC) comprising several memory integrated circuits constituting an 

exchangeable mass memory (MEM) for a microcomputer (PC), a security integrated circuit 

chip (MPS) for ensuring security against access to at least certain areas of said mass memory 

(MEM) by a microcomputer user for whom such access is not authorized, and a 

microcontroller integrated circuit (MPC) for controlling the security integrated circuit (MPS), 

the microcontroller integrated circuit (MPC) using signals emitted by the security integrated 

circuit (MPS) to control access to said memory areas as a function of those signals. 

2. A mass memory PC-card according to claim 1, wherein the security integrated circuit (MPS) 

is a single integrated circuit chip having a non-volatile memory with confidential information 

which cannot be transmitted on external terminals of the integrated circuit, and a programmed 

security circuitry able to use said confidential information and other information supplied by 

the user in order to provide validation instructions after the verification of a predetermined 

relationship between these two information types. 

3. A mass memory PC-card according to claim 1 or claim 2, wherein the microcontroller 

integrated circuit (MPC) comprises non-volatile memory programmed for controlling the 

security integrated circuit (MPS). 

4. A mass memory PC-card according to any preceding claim, wherein the security integrated 

circuit (MPS) carries out clearance verification tasks. 

5. A mass memory PC-card according to any preceding claim, wherein the microcontroller 

integrated circuit (MPC) and the security integrated circuit (MPS) constitute a master and 

slave, respectively. 

6. A mass memory PC-card according to any preceding claim, wherein means are provided for 

performing an encoding program for the data introduced into the mass memory (MEM) and a 

decoding program for the data extracted from the mass memory (MEM), the encoding 

program and the decoding program only being performable after the supply of clearance 

signals by the security integrated circuit (MPS). 

7. A mass memory PC-card according to claim 6, wherein the encoding and decoding programs 

are performable with the aid of an encoding key contained in the security integrated circuit 

(MPS). 

8. A mass memory PC-card according to any preceding claim, wherein the security integrated 

circuit (MPS) has a file of signatures calculated from files to be protected and contained in 

the mass memory (MEM) and wherein the card has means for verifying that the signature of a 

given file is the same as the signature stored in the security integrated circuit (MPS). 


