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MICROCOMPUIER PC-CARDS
= BR PO REPLACED
FIELD OF THE INVENTION

Fxchangedble mass merrmy or Pc-cards for m:.crocmn)utcrs or pemondl cos-

... puters (¥C} have reccntly appearod as personal computer 6%03501'193«.
+* particularly for portable computcrb. In future, they coold: replace

£loppy d:xsks and other magnetm mass storage means. They c:an be- usa:i as

2 MuSs MeMory hdv:mg thc bcme capacxty as magnet:x.c floppy disks (appmx—-

'- imately . one mllh.on bytes) Thea.r size is no greater (cred:.i. ca:cd size :

. with a tmckneqe or 3 Lo 5 mm) . ’1'hey hdve a much 1asier acce% (sevu*al"
. thousand times fdstm} . S

" fhey can cven be used as & 'raﬁili&ﬁ;access memory for a progran d:u:cctly

_ performable by the mlcmcamter. In this case and unllke m the case of

magnetic mass memories, they do tiot have to be unloaded inté: 1he rdndom
 access momory (RAM) of the PC to permit subsequent pc,rfo::mdnu.. “The’
prograns wlu.ch they contain are: d:mctly perfomable by" he’ BC::

.female comxect.cr according La the Pcmm standa:ri of the Personal meput.er

Momory Card International Associ.a{.ion, 1030B Bast Duane ?wemze. Sunnwd] @,
California). 7he card can be plugged into a corres;pondmg md]e ‘conmector
of the cowputer. The connections are such that the mc.moxy can be
addressed by a parallel input—outmt port of the PC, either as Jf the .
memory was a magnetic mass mano::y, or as if it was an extenamn of the
RAM of the computer.

According to the invention, it was considered necessary 0 provide maximwn

security for the PC-cards for personal camputers. Thus, their large

capacity means that they can contain either significant data bases which
have to be protected both during resding and writing, or expensive pro=
grams which are not to be used or duplicated without authorization. They
may also be used for carrying out confidential transactions in accordance
with more sophisticated programs than those existing at present, or
involving J.érger data quantitieé 'th'a'n can be stored by secure transaction
chip cards, which cmiy have a single chip.

The presently available solutmns for ensuring a certam securlty are
indicated below. “

I
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It is firstly possible to use the same protection types as for magnetic
memories. Among Lhese lhere is a possibility of concealmg files by

. software attrlbutes makmg them invigible to the user, when the Tatter
<" . dttempts to obtain access thereto by the microcamuter. ’I‘hJ.s is a stan-
- dard solution for PC's operat:mg under the DOS system. Hwe\rer, it is

known that a well—:.nfonned user can eas:.ly get round these protoctlons by
software accessmg the aﬂ.rlhxtes of the files and modnfymg them, S0
~ that - only scant protect:.on is in fact provided.

It is also possible to use the cmventiona} protections employed by soft-
ware manufacturers in o:der to protect the software against copying. '

“fhese solutions are of varymg effectiveness and do not prwide protect:.on
against use. .

. .Pinally, it is known to usc somrity chip-cards for pro’ccct:ing'a cunputer
or’ ot.her equmnent dgamat 'u

unduthonzed users., Thiﬁ_':_f'olutwn Wlll
be described in gxeater detail heremafter. v

PRIOR ART

in order tu ensure an access authorization to a PC, it has been proposed

to add to the latter a security chip card reader, which is connected to
the PC. The keyboard and screen of the cawputer are used as the inter-
face for ensuring a data exchange with a view to authofizatibn operations.
‘the chip card has a single chip, which is a security module. The secu-
rity consists of preventing PC use if the user does not supply adequate
confidentiality codes. These codes are introduced from the PC keyboard,
in accordance with an especially provided exchange protocol between the
PC and the card. It is the PC whose use is to be protected, which is
used for ensuring the éxchanges. The chip caxd does not form part of the
PC. The user takes away his security card after using the abparatus, 80
as not to provide free availability to an unauthorized thind party. Thus,

security is essentially based on the simultaneous possession of the card
and & confidential code atiributed to the card. S

If instead of wishing to provide protection for the overall FC it is
wished to provide protection to the PC card to_ be connected to it {becausc
it is desired that it can be used for others for standaxrd uses), it is
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then necessary . ror the. secur:.ty card connected to the caxd readcm assocn.-—
ated with the pc to not cause the total inhibition of operat:.on of the PC,

bat selectn.vely the mhlbluon of opcratlon of the port to whlch is conn-
edeﬁ the PC cana R :

liowever, it 1s cons:ide.red that thz.s SOlutlon has dlsadvantages and doas .
not pravlde ddequate secur:ty dgamst an undes:r:ed use of the can:i. .
SUMMARY OF “THE INVENTION ~ i
The mvent:on proposes an or:.gmal solutlon consisting of _

dii)bratn'ng

" into the exchangeable Pc card, which has several :.m.egrated manox:y cir- |

cuits, at least one :integrated secun’cy circuit able to control access
to the storage areas of the masa menory.

The control takes place as a. function of clearance mfonnation ""which the
(ccnfzdentlal code""{ri 2

The tern sec.ur:.ty circuit is herc understood to mean a smgle :mtegrated
circuit chip havmg a non-vol. attle memory with confidmtlal :mf o::mat:.ons
which cannot be transmitted to external terminals of the integrated cir-
cuit and a prograuned security cz.rcuxtry able to use said confidentlal
informations and other infomations suppl:.ed by the user, in order to
provide validation instructions after the verification of a predetemmed
relationship between these two information types, the conf:dentlal data
not passing to the outside of the J.ntegrdted cmxt.

The security circuit is -preferahiy the same as the single circuit of an
authori.zation or clearance chip .card (that to which reference was made
hereinbefore and which can be used far authorizing the operafidn of a com-
puter when the user introduces iL into the carnputer)' However, in this
case use is not made of an exchangeable Clearance card used for aui.hor-
izing the operation of the cmzputer or connectmn port with “the mass
memory. A security chip is directly placed in the mass memory in oxder
to secure its content. ) ‘

It should be noted that the security chips used for protecting during
reading or writing the data of a memory have hitherto only been used for
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'px”otectmg Lhc, content of  the munuxy within the actual cl’up, mak:mg use
of thc. fd‘t hat :m th(, case: ot o single chip the data tn he pmtected -
: : m:l.ttex.‘. outszde thc c}np. In add:.tz.on, they were noi. man:q o
mc—momeq. be ;xg mctead ve:ry sman memories, because in fact they were
placed in Lhé {,lnp. ._ In addi tzon, the security chips used for protecting
other appdratuscs were mco:.poratod into a separate security cani w:.th
respec:t Lo Lhe apparatus to be protec ted, said card bemg carrled Ly th.e
" authorizéd’ tiser and not left behind in the apparatis to be protected.
In th:.s case use is not made of a chip card separate £rom t.he apparatus -
10 to bc protected and t:.cmaportuble away from said apparatus, but mstea:i

an mtegral.ed cirmlt. chip non-mmwdbly installed :m the memoxy card,
whose use is to b:, protected.

v

T As a _resuli, of t.h:s arrangenent a'.f :'le protectim is obtained:ﬂboth durmg

s (of !:hc_'sof tware type~ concealed f:.les) for the :'protec- -
L:Lon of pe::smal cmxputer £1les.

The security chip (referred to hercinafter alsc by the temn secufiﬁr _
20 module) directly or indirectly controls the access means to the different
card memory chips.

in practice, preference is given to the use of a standand security chip,
i.e. of the type used in security cards for accessing apparatuses or

25 i‘ocm o also in secure transaction cards. These chips use a series
ommu.catwn mode and in general only have six or. e:nght wnnectmn pads

with the outside, whereof there is unly one data or instruction communi-~
cation pad. '

30 It is then preferable to place in the mewory card a sﬁpple‘nentar.y ¢hip
constituting a control processor fo;. the card. This processor or micro
controller has the function of prov:.ding an interface between the caxd
connector and the security cl:n_p and an interface between the security
chip and the memory chip. In practice, the performance of a user clear-

35 ance verification program could take place under the control of the con-
trol preocessor. Said program could then be contained in a program memory
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mxmmq part of the seme c)np asf_, the control processor. _ Alﬁefhativély

The security Lhéék'has é'n:jéfoﬁrdceésor and memories and among the latter
-eleGLl".'de] 'Ly p:.ogrdnnuble dﬂd optmnally electrlcally erasable non—- :
volatlle me*nor:.es. The operatmg program of this microprocessor 1s m

! .n‘\enory of the cmp -.Hiw:evér, 3.t ‘conld
also be partly J.ecorded in an electr:.cally erdsable ‘and pxﬁgrannable non -
volatile memcry. 'I‘he ‘content of at least some of Lhe nm-fvolatn,le emG=

ries 3.5 not access:lble in .Leadm ' on temxmals outszde Lhe ch:.p. ThlS '
corttent is exclusively used by'

_ mn.crcprocessor for 1ts own needs and
in’ parucular for perfoxm.mg s":_ -urlty prograns making use of sacret codes

ch.zp contamq a clearance wo::d for cach memory area -of Lhe mass menory
It Lhex.e are 24 memoxy chips, it can have 24 d:.fferent dCCEES‘% words._
can wlgo have access hierarchies for accessing several memo::y areas. .

Moxeover for increased securlty. Lhe data stored :m the mass mrsmoxy can
be encoded and the secumty module’ has an encod:mg “and decoc‘{mq p::ogxran.
The memory data can then be comwnicated across the security module both
during‘reading or ériting. The security module can carcy out the coding
or enc:ndmg. llowever, it can also supply a calculatmg key to the con-

trol processor, wh:ch will then 1tself carry out the' coding and decoding
{only ‘in the presence of a c,learance remqnu.ed by the security ch:p) .

" BRTEF DESCRIPTION OF THE DRAWINGS

The invention is described in greater detail heremafter relatlve to non-

limitative embodiments and with ref_erence to the attached drawings,
wherein show:

Fig. 1 The architecture of the PC-card according to the invention.

Fig. 2 A circuit detail.
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The'cax':d e shovm in fig. 1 is to be inserted in a personal canputer or
PC -The czmd has_ a standard pluggable conncctor CNC :.preferably of the
type defmed by, _,he PCMCIA stmdani and the PC has correspondmg conn~

Thr., card 1s a manory cand, l.e. it is to be used mamly !'or sLoring data.

. TFor th;.s functmn, the card e:.ther has several dmffe:cent memo:y types

(si.atlc ot dynamc RAM, RM, nm EEPROM, masa_ mh, comi.ii.&tmg the
standacd types) or a smgle meno:cy type. If the’ mamnes are RPM' s, wh:.ch
are essent:.ally volatxle, it. 3.s ‘possible to have a standby battery for

aavmg i.he daLa.

-

In omer to obLain a larger storage capaCJ.‘LY sev'ex 18 :mt:egratad cirmlt

e

The car‘d CC is an exchangezble peripheral of the ccmputer PC.. I't"éan' be
used either as a mass storage peripheral, or as a RAM extension. 1t is

the camputer which _controls this choice {when a chq;.ce is possible, i.e.
particularly when there are several memory types in t_::e card}.

Apaft from the manories MEM, according to the invention the card also has
a security module, which is an integrated circuit chip MPS having a micro-
processor with small memories and programs for the operatlon of the micro-
pmcesoor. The essentml functlon of this module is to ensure access
security to the memories MEM from the camputer.

Pref erab]y, the card CC also has a supplementary Chlp, whlch is a control
processor or microcontroller MPC, ie. & microprocessor with wh:.ch are
associated progran memories. The function of th:.s m::.crocontrolle.r MPC

is the emission of access control signals fo the memory chips as a func-
tion of security mfonndtmns glven by the security module MPS and ag a
function of access requcats made frcm the PC. It__should ‘be noted that
this microcontroller has parallel data outputs for directly supplying’
several memory destination control signals. ‘The security module has in
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et

prmcxple only series data outputs on a smgle mput/outwt temmal and
this is uly two different chips MPS-and MEC, are pr ided with in cach

cas e one nmcroprocessor.; If the mcxlule MPS _had 11e1 data outputs il
would not be necessazy to have the chip MEC. The :£ung tions of ‘these two
circuits would be perfomed by a binglc mlcropmcesqor c:.rcu:t having
progran mesnories corrcbpondmg to the diff erent' 'unct:.ons to be performed.

N

-
_»4,_,,.

.The secu:.:.ty module MPS acts as a slave cmlpareﬁ-w h he ma ter const:.-—
_ Luted by the mn,crocontroller M. _ & S

- _‘l'hc menorn.es MF.M are connectcd to the pc by meano “of. e.everdl buses, namely
-an address tms, a data bus and d control sa.gnal ‘b

wae_ver, these _

tuses are; controlled by & Jocking’ oz. claping civcy vy which is itself
65 to“the mémor:.ea is.

aﬁuxoruai:ion is g1v : e microcontroller

Sipletely ‘free unl

In the represented embodmnent it is assumed Lhat Lhe :iockmg c:rcuit cv
acts on the address bus and on the ccmtml s:gnal bus.es, but not on the
data bus. However, other sclutions are possible.

This is why one has shown on the one hand a data bus BD1 passing directly
from the connector CNC to the manory MEM and on the other hand an

address bus passing from the connector to the memory and interrupted by
the locking circuit CV. This bus is designated ADL upstream of Lhe loc-
king circuit on the connector side and AD3 downstrean _éhereof on the
mewory side. Finally, a control signal tus (SCl upstrean, SC3 downstream)
also intcrrupted by the locking cireuit CV is provided. It is provision-
ally pointed out that another circuit (switching circuit AA) is interposed
between the bus SC3 and the memory. Its function is to switch to the
memory either the bus control signals SC3 cmu.ng Lrom thc PC, or control
signals of a bus SC2 coming from the ‘microcontroller MPC. Reference will
be made to this point hereinaftter. The control signal bus finally lea-
ding to the memory is designated SC downstream of the switching circuit.

In the form of an exemplified embodiment, it can e.g. be considered that
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the 'contrbl bus SC1 or SC2 or §C3 or &C trmsportifxg' signals such as
readmg matruct:.ons (RD1, RD2, RD3, RD} or wr:i:mg mstmctlons {WR1,

WR2, WR’; WR) or mstructions for eJecting one chlp fmn dmong several
a.h:.pa (CEa] CUaZ "CEa3, 'CEa forthe selection of a mmoxy chip A from
auong soveral ch:mps.h B, C or CEbl, CEb2, CEL3, CDb for the ('h:.p B, etc.).

The Jockmg or clampmg cz.rcunt CV is directly controlled by a clearance
bus su from Lhe m:crocontroller MPC. This bus transpori.s passagc author-
:wation or inhibition signale with respect to Lhe cozitrol or address sig-

- nals pass:ng Lhrough the lockmg circuit CV. In exemplez.ed manner,

there can be d 1.ead1ng clearance signal SHR, a wrli.mg cJ earance s:.gnal

S clearance szgnals for each memory chip sxm "fo ‘the chlp A, saa for

the oh:.p B and sac for the chip C. The speclal Ieature J.S that the clear-
ance_ s:.gnals ccme 'dzrectly from the mlcmcmtml" : MPC -

'.,.eT cc:tz.vely preventlng reacl:mg or wr:.‘l mg acceSS" to certam f;varts of the

card memory MEM.

in order to camplete the general description of the architecture of fig.
1, reference is made to the following points. The microcontroller MPC

cen access at random the memory MEM. In the aimpieét 'casé said memory

has a double access and this is why one has shown an address bus ab2 and
a data bus BD2 between the microcontroller and the mémory. lowever, this
solution is not obl:.qawry and a single access mamry is also possible.
The access hy the microcontroller MEC to the manory takes place with the
aid of a control sxgnal tus SC2 fram the microcontroller. However, as
stated, this bus passéé tlrough the switching circuit AA. This arrange-
ment aims at pemittir1§ an operation of the microeontroller ‘in closed cir-
cuit with the memory MEM during certain program phases. A general
switching signal SGA from the mlcrocontmller MPC contmls the switching
circuit AA. Finally, in the qeneral case where requests by the external
PC systematically pass through the memory MEM before leading to the micro-
controller in onxder to be initerpretéd ond perfommed, it is useful for the
writing instructions WR1l from the PC to be applied directly to the
microcontroller MPC. Thus, the latter knows that a request has been made
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éﬁd'cah optionally search for an instruction to be interpretea. This is
why d:imc.t camxectlon WRI hass been shown between the connecto: CNC and

T thz. xmcmcom rolle:.. .

Access to certain memory areas (e.g. cerlain chips or certain chip areas)

. is authorized by the'mibmcontrolier‘ MIEC as a funrt:ibn oi"" previously
. Gefined s emrit.y eriteria and as a Iuncu.on of conﬁmatlons given by the

. su,uraty module.

The securlty mcdu'm ms e.g. the mtegrdted czrcuzt Chlp of the canponcmt
'sold by sss—'mwsm under refercm.c $T16612, in whmh .'LS mcoxporated :
the non-volatile memaw program MCOS of Gmms. Thas ccnponmt hdS the

following spec:ml featmes. The memory data are inv:s:.ble fo:. ‘the user,
' 'because they do not 'Lransn.i, on Lhe mputs-outputs of the chlp.

They are

out by magking and can consequently not be modif:.ed. 'These p:.ograns do
not authorize access Lo all the memoxy areas of the ch:.p. When a secret
clearance code is presented on the chip inputs, it is- processed by the
microprocessor which, in response, supplies clearance or imhibition sig-
nals and at no time is il possible to detect the nature of the verifica-
tion processing on the chip input/outpul terminals.

The procedure e.g. takes place in the following way. The insertion of a
PC-card into the camputor initiates the following operations: request by
the PC for the user's clearance confidential code, which is introduced by
the user on the PC keyboard in accordance with a standard parallel comm-
unication protocol for a FC. It is transmitted to the ‘contiol processor
MPC of the card and retransmitted by the latter to the security module
MPS in a format comprehensible for the latter (conseguently in principle
in series foom on the single input/output terminal _available on the chip
MPS). The security module verifies the confidential coaé“and transmits
to the control processor a gonlrol word representing the state of author-
izations given (total inhibiticn, total suthorization, partial author-
ization for certain memory areas}. The control processor MPC receives
this word in series fomm and then establishes on the bus 81 the corres-

:  ponding clearvance signals (SHA, SHB, SHC, SHR, SHW ...), which control
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the access to the various memory chips. The control plocessor then
retums to the BC a state word :mdw.cating that the )

- been ‘carried out and indlcating the result ocf ‘U';J.S proceiure. |

In Lha.s system it is clear that it is the m:.crocontroller MPC wh:Lch con-
trols the C-card securlty programs. It defmes the auttmrlzatmns and
inhibitions and uses the security module as a speca,al\zzed ver:.f:.catmn
member for a clearance by conf:.dent:.al cade. No access' secur:l.‘ty opera-

The locking and swuchmg circuits CV and AA are extrcmcly snm)le wued
2 'J.n oxﬁer to facil~

RD or writing WR instructions. The signals CEa, cnb CBc consequently
form in the present exanple the content of the control -bus SC leading to
the memory MEM. '

Access requests are formulated by the oxternal PC in the form of signals
CEal, CEbl, CEcl, RD1, WRl on the bus SCl. Signals SHA, SHIB, SHC, SHR,
SHW are present on the clearance tus 8. Each of these signals controls
the opening or closing of a respective AND gate, each of the gates recei-
ving a respective control signal. The outputs of théese gates congtitute
the bus 8C3 in fig. 1, transporting or not the control signals such as
received from the PC in accordance with authorizations given by the micro-

controller. The control signals transported on the bus §C3 are applied
to the switching circuit AA partly showa in fig. 2.

The switching circuit is controlled by a switching signal SGA. As a
function of the state of this signal, transfer takes place to the bus SC
{i.e. to the memory MEM) either of ='c.hc-: control signals from the bus &C
(e.g. RD3, WR3, etc.), i.e. from the PC under the control of the micro-
controller, or the control signals (RD2, WR2, etc.) fram the actual

microcontroller.
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For example, for the switching of realing control signals RD, an AND gatc

s rece::.ves RD3 and :Ls cmtrolled by the signal SGA, whz.lstj anf:ther receives
_mz. md is cmt.rolled by the 1oq1c czmplament m‘.‘ SGA,
'nwwe& Lhe outpum of said two gates and suppl:tes 'the ‘reading’ signal

; wh:.lst an OR gate

RD. whz.ch is either RD2 or RD3 as a function of 'Lhe S‘Late of ‘scsn

o :--The actlon of thc Jockmq or cla'npmq c:x,rcu:t CV has ‘been shown on the
' .""(.ontro] signals only, but it is clear that. in 'ac

! ~chl_arnce with thé archi-
Lecture of fig. 1, it can also ing 1uence Lhe addre. .bz.t:s supp}.led by the

PC. ’

In an "increased'sécurity structure, the data staredmthe mmoxy are
encodad by means of a secret key, Lhe qecrei. decodmg key is not known to

¢ ntroller MCC, which din f:hen,_'__carxy out : .pmgran thh
Thus, it is ensured that the data stored in the memoz:y cannot be usefully
copied by an unauthorized person. The writing of data into the memory
can also take place in encoded form using the same encod:-.ng key and this

is only possible after recognition of the authorization of the user.

It should be noted that the data are not outputted in encoded form as is
the case in certain security applications and instead encoding takes

place of the data stored with:m the memory cand 80 that a copy of said

data would not be usable by anyone not authorz.?ed to 4o so. This in part-
icular means that cven if the signal SGA or the signals RD or WR were
fraudulently used in order to read the data of the'card, -it still would
remain impossible to use said data.

Variants of the invention are posaa.ble. | For example, it is possible to
provide that either the addresses dnd data freely traxﬁs:.t tha IC to the
memories and conversely when clearance has been given, ox for the addr-
esses and/or data to always transit the microcontroller, |

In this embodiment it has been assumed that for practical rapid communic-

. ation reasons with the PC that the card inputs-outputs constitute a
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pdraﬂel -connector to. the PONCIA f-:i,andard Howeve:a, :Ln cc:.tdm cases the
output can take place on a contact connector accoxdmg to the 1so 7816
standard only havmg a few rontacL . mcludmg & smgle serxes ccxmmn:wa-—
t: on mode mput-ou@ut contact. ‘l‘hs.s gwes a Jarge capacxty memory card
secured to the standard of credit cards and which can’ be - nnserted in a
conventmnal credit card reader, prov:ded ‘that the can:i thlckneqq in the
reg:on “to be inserted is suffn.:.mtly thitx to enter the reader slit, A

" thickness reduced card area could be prov:Lded if necessary and would
' "carxy ‘the contdcts in accardance with 180 7816. '

- In order to complete the descmptwn, an operatlonal exanple wnh
_';mcreased securitv is givcn, in whmh Lertdm ftlc,bf

_the manory MM dl‘-‘t.

further protected. With each protected ril.e J.s aeqoc:uzted & parucular
“s:.gnature"; which rcprcsmts thc sdz.d fJ.le dnd whxch s determrdted 1f

20

25

30

-'m s,tored :m a nnn—volai :.13 and non-acceesmle menr;xy of the” secmrlty
medule. When the Tile has to be used (and more partlchl_axly in the case
where it is to be used as a program to be ﬁerfonned by the microcontroller
MPC), firstly a check will be made to see that there has been no deterior-
ation of the file. If a deterioration has taken place, any usc will be
prevented. For this purpose, the microcontroller will. firstly recalculate
the file signature to which it has access. 1t will ask the security
module what is the oxpected signature. 1t will then meke a comparison

- and will only validate use if the signatures correspond. Conparison

could take place within the security module. Within the security module
there can be the same nwnber of stored signatures as filés to be protec-
ted. Tihus, within the security module there is an “image" of the files
to be protected of the memory MBM, in the form of a file of ~signatures
corresponding to the various parts to be protected.
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g 1 Memory cani (oc; mth sever‘al memo inLegrated _
an exchangcable xnass menoxy for a mmrocmputer (PC) 'also m:q;rlsmg a
Cig st specific’ J.ntegrdted ciraiit chip (MPS): for ensuring securlty" agamst '

L , :access ‘Lo at least ceri:dm manoz:y areds by & microcmputer user for whom

¥

© such an access is not authomzed. o

_'2 Memozy c:ani a:,coxdmg to claJm 1 whcrem the securx.ty;czrcua.t (MP&)
':15 2 smgle mtograted czrmut ch:.p hdvmg a non-volat:.le mcemoxy with
ocmf lﬁentlal mfomatlons, whlch c,annot be tranum.tted on’e Kbernal

% tennmals of ‘the mtegmted circult and progrm x

t,;,r circultr.y.

'§ Mermzy card according ’co claim 1 cﬁnprn.smg a mcmuontmllm clnp
-~ (MPC).with non-volatile mamxy programs for controlli ing the security cir-
20 . cuit {MPS), make it carry out cleamnce verification tasks and use signals
' cmlu.ed by the securxty cucu:_t for wntrollmg access o memory areas
as a fun(‘tmn of these sxgndls. '

4. Memory card according to claim 1, wherein means are provided for per-
25 forming an encodmg program for the data intmduced into the memory and
: a dct,od.mg progran for the data eeracted i’r(m the menory, 'Lhe ‘encoding
program and the dewdmg progran only being perfom:able after the supply
- of clearance signals by the security: circuit. (R o

30 | 5. Memory card according to claim 4, wherein the éncoding and decoding
prograns are performable with the aad of an enccximg key. contamed in the
security eircuit, ‘ ' '

. 6. Memory cand according to :;J.aim 1, wherein the security module has a
45 file of signatures calculated from files Lo be protected and contained in
the memory (MM) and wherein the card hae means for verifying that the
signature of a given file is the same as the signature stored in the

< sec:urlty module. " This Sheet Has Been Replaced
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ABSTACT

B _t_gICRocm MPUTER PC-CA ;RD' ""_j

relates to exc:hdngeabtc menory or PC*c.ards with _several
rcults for pers.:cnal emxpuu,rs 'J.hese Pc~cards ax:e'used as a

and other- o
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REPLACEMENT SHERT

- 22 MOV 1996

MICROCOMPUTER PC-CARDS

FIELD OF THE INVENTION -

Exchangeable mass memory or PC-cards for microcomputers or personal com-

puters (PC) have recently appeared as personal computer accessories,
particularly for portable computers. in future, they could replace
floppy disks and other magnetic mass storage means. They can be used as
a mass memory having the same capacity as magnetic floppy disks (approx-
imately one million bytes)'. Their size is no greater (credit card size

with a thickness of 3 to 5 mm). They have a much faster access (several
thousand times faster).

They can even be used as a random access memory for a program directly
performable by the microcomputer. In this case and unlike in the case of
magnetic mass memories, they do not have to be unloaded into the random
access menory (RAM) of the PC to permit subsequent performance. The
programs which they contain are directly performable by the PC.

Mass memory or PC-cards have several memory chips and a connector (68 pin
fetmale connector according to the ;ddCIA standard of the Personal Camputer
Memory Card International Association, 1030B East Duane Avenue, Sunnyvale,
California). The card can be plugged into a corresponding male connector
of the camputer. The connections are such that the memory can be
addressed by a parallel input-output port of the PC, either as if the

memory was a magnetic mass memory, or as if it was an extension of the

RAM of the computer.

According to the invention, it was considered necessary to provide max imam
security for the PC-cards for personal camputers. Thus, ‘their large
capacity means that they can contain either significant data bases which
have to be protected both during reading and writing, or expensive pro-
grams which are not to be used or duplicated without authorization. They
may also be used for carrying out confidential transactions in accordance
with more sophisticated programs than those existing at present, or
involving larger data quantities than can be stored by secure transaction
chip cards, which only have a single chip.

The presently available solutions for ensuring a certain security are
indicated below.
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It is firstly possible to use the same protection types as for magnetic

memories. Among these there is a possibility of concealing files by
software attributes making them invisible to the user, when the latter
attempts to obtain access fhereto by the microcamputer. This is a stan-
dard solution for PC's operating under the DOS system. However, it is
known that a well-informed user can easily get round these protections by
sof tware accessing the attributes of the files and modifying them, so

that only scant protection is in fact provided.

It is also possible to use the conventional protections employed by soft-
ware manufacturers in order to protect the software against copying.

These solutions are of varying effectiveness and do not provide protection

against use.

Finally, it is known to use security chip cards for protecting a camputer
or other equipment against use by unauthorized users. This solution will
be described in greater detail hereinafter.
PRIOR ART

In order to ensure an access authorization to a PC, it has been proposed

-

to add to the latter a security chip card reader, which is connected to
the PC. The keyboard and screen of the camputer are used as the inter-
face for ensuring a data exchange with a view to authorization operations.
The chip card has a single chip, which is a security mocdule. The secu-
rity consists of preventing PC use if the user does not supply adequate
confidentiality codes. These ccdes are introduced fram the PC keyboard,
in accordance with an especially provided exchange protocol between the
PC and the card. It is the PC whose use is to be protected, which is
used for ensuring the exchanges. The chip card does not form part of the
PC. The user takes away his security card after using the apparatus, so
as not to provide free avéilability to an unauthorized third party. Thus,
security is essentially based on the simultanecus possession of the card

and a confidential code attributed to the card.

If instead of wishing to provide protection for the overall PC it is
wished to provide protection to the PC card to be connected to it (because
it is desired that it can be used for others for standard uses), it is
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then necessary for the security card connected to the card reader associ-

ated with the PC to not cause the total inhibition of operation of the PC,

but selectively the inhibition of operation of the port to which is conn-
ected the PC caxd.

However, it is considered that this solution has disadvantages and does
not provide adequate security against an undesired use of the card.
SUMMARY OF THE INVENTION

The invention proposes an original solution consisting of incorporating
into the exchangeable PC card, which has several integrated memory cir-
cuits, at least one integrated security circuit able to control access
to the storage areas of the mass memory.

The control takes place as a function of clearance informations which the

user must supply via the camputer (confidential code introcduced into the
keyboard or other clearance mode).

The temm security circuit is hexe understood to mean a single integrated
) circuit chip having a non-volatile memory with confidential informations
which cannot be transmitted to external terminals of the integrated cir-
cuit and a programmed security circuitry able to use said confidential
informations and other informations supplied by the user, in order to
provide validation instructions after the verification of a predetermined
relationship between these two information types, the confidential data
not passing to the outside of the integrat'eti~ circuit.

The security circuit is preferably the same as the single_circuit of an
authorization or clearance chip card (that to which reference was made
hereinbefore and which can be used for authorizing the operation of a cam-
puter when the user introduces it into the camputer)}. However, in this
case use is not made of an exchangeable clearance card used for author-
izing the operation of the camputer or connection port with the mass

memory. A security chip is directly placed in the mass memory in order
to secure its content.

It should be noted that the security chips used for protecting during
reading or writing the data of a memory have hitherto only been used for
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protecting the content of the memory within the actual chip, making use

of the fact that in the casé of a single chip the data to be protected
are not transmitted outside the chip. In addition, they were not mass
memories, being instead very small memories, because in fact they were
placed in the chip. In addition, the security chips used for protecting
other apparatuses were incorporated into a separate security card with
respect to the apparatus to be protected, said card being carried by the
authorized user and not left behind in the apparatus to be protected.

In this case use is not made of a chip card separate fram the apparatus
to be protected and transportable away fram said apparatus, but instead
an integrated circuit chip non-ranovably installed in the memory card,
whose use is to be protected.

As a result of this arrangement a file protection is obtained both during
reading and/or writing, which is significantly superior to that obtained
by standard means (of the software type: concealed files) for the protec-
tion of personal camputer files.

The security chip (referred to hereinafter also by the term security
module) directly or indirectly controls the access means to the different
card memory chips.

In practice, preference is given to the use of a standard security chip,
i.e. of the type used in security cards for accessing apparatuses or
roams, or also in secure transaction cards. These chips use a series
communication mode and in general only have six or eight connection pads
with the outside, whereof there is only one data or instruction cammuni-
cation pad.

It is then preferable to place in the memory card a supplementary chip
constituting a control processor for the card. This processor or micro
controller has the function of providing an interface between the card
connector and the security chip and an interface between the security
chip and the memory chip. In practice, the performance of a user clear-
ance verification program could take place under the control of the con-

trol processor. Said program could then be contained in a program memory
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forming part of the same chip as the control processor. Alternatively

this program could be contained in part of the mass memory, if said part

is connected to an operational bus of the control processor.

The security check has a microprocessor and memories and among the latter
electrically programmable and optionally electrically erasable non-
volatile memories. The operating program of this microprocessor is in
principle recorded in a read-only memory of the chip. However, it could
also be partly recorded in an electrically erasable and programmable non-
volatile meanory. The content of at least same of the non-volatile memo-
ries is not accessible in reading on terminals outside the chip. This
content is exclusively used by the microprocessor for its own needs and

in particular for perfoming security programs making use of secret codes
placed in these inaccessible memories.

It can e.g. be envisaged that the confidential data memory of the security
chip contains a clearance word for each memory area of the mass memory.
If there are 24 memory chips, it can have 24 different access words. It

can also have access hierarchies for accessing several memory areas.

Moreovér, for increased security, the data stored in the mass memory can
be encoded and the security module has an encoding and decoding program.
The memory data can then be communicated across the security module both
during reading or writing. The security module can carry out the coding
or encoding. However, it can also supply a calculating key to the con-

trol processor, which will then itself carry out the coding and decoding
(only in the presence of a clearance recognized by the security chip).

BRIEF DESCRIPTION OF THE DRAWINGS
The invention is described in greater detail hereinafter relative to non-

limitative embodiments and with reference to the attached drawings,
wherein show:

Fig. 1 The architecture of the PC-card according to the invention.

Fig. 2 A circuit detail.
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The card CC shown in fig. 1 is to be inserted in a personal camputer or
PC. The card has a standard pluggable connector CNC, preferably of the
type defined by the POMCIA standard and the PC has a corresponding conn-
ector for receiving the card.

The card is a memory card, i.e. it is to be used mainly for storing data.
For this function, the card either has several different memory types
(static or dynamic RAM, ROM, EPROM, EEPROM, FLASHEPROM, constituting the
standard types) or a single memory type. If the memories are RAM's, which

are essentially volatile, it is possible to have a standby battery for
saving the data.

In oxder to obtain a larger storage capacity several integrated circuit
chips are provided, each being a memory chip. These chips are referred
to in overall manner by the reference MEM. There can be several dozen

chips on the card for large storage capacities of e.g. several megabytes.

The card CC is an exchangeable peripheral of the camputer PC. It can -be
used either as a mass storage peripheral, or as a RMM extension. It is
the camputer which controls this choice (when a choice is possible, i.e.

particularly when there are several memory types in the card).

Apart fram the memories MEM, according to the invention the card also has
a security module, which is an integrated circuit chip MPS having a micro-
processor with small meauwories and programs for the operation of the micro-
processor. The essential function of this module is to ensure access
security to the memories MEM from the camputer. -
Preferably, the card CC also has a supplementary chip, which is a control
processor or microcontroller MPC, i.e. a microprocessor with which are
associated program memories. The function of this microcontroller MPC

is the emission of access control signals to the memory chips as a func-
tion of security informations given by the security module MPS and as a
function of access requests made fram the PC. It should be noted that
this microcontroller has parallel data outputs for directly supplying

several memory destination control signals. The security module has in
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principle only series data outputs on a single input/output temrminal and
this is why two different chips MPS and MPC are. provided with in each
case one microprocessor. If the module MPS had parallel data ocutputs it
would hot be necessary to have the chip MPC. The functions of these two

circuits would be performed by a single microprocessor circuilt having

progran menories corresponding to the different functions to be performed.

The security module MPS acts as a slave compared with the master consti-
tuted by the microcontroller MEC.

The memories MEM are connected to the PC by means of several buses, namely
an address bus, a data bus and a control signal bus. However, these
btuses are controlled by a locking or clamping circuit CV, which is itself
controlled by the microcontroller MPC, so that access to the memories is

not campletely free unless authorization is given by the microcontroller
MPC.

In the represented eémbodiment, it“is assumed that the locking circuit CV =
acts on the address bus and on the control signal buses, but not on the

data bus. However, other solutions are possible.

This is why one has shown on the one hand a data bus BDl passing directly
fran the connector CNC to the memory MEM and on the other hand an

address bus passing from the connector to the memory and interrupted by
the locking circuit CV. This bus is designated AD1 upstream of the loc-
king circuit on the connector side and AD3 downstream thereof on the
memory side. Finally, a control signal bus (SCl upstrean, SC3 downstream)
also interrupted by the locking circuit CV is provided. It is provision-
ally pointed out that another circuit (switching circuit AA) is interposed
between the bus SC3 and the memory. Its function is to switch to the
memory either the bus contrel signals SC3 caming from the PC, or control
signals of a bus SC2 caming fram the microcontroller MPC. Reference will
be made to this point hereinaftter. The control signal bus finally lea-

ding to the memory is designated SC downstream of the switching circuit.

In the formm of an exemplified embodiment, it can e.g. be considered that
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the control bus SCl or SC2 or SC3 or SC transporting signals such as

reading instructions (RD1, RD2, RD3, RD) or writing instructions (WR1,
WR2, WR3, WR) or instructions for selecting one chip from among several
chips (CEal, CEa2, CEa3, CEa for the selection of a memory chip A from
among several chips A, B, C or CEbl, CEb2, CEb3, CEB for the chip B, etc.).

The locking or clamping circuit CV is directly controlled by a clearance
bus SH fram the microcontroller MPC. This bus transports passage author-
ization or inhibition signals with respect to the control or address sig-
nals passing through the locking circuit CV. In exemplified manner,

there can be a reading clearance signal SHR, a writing clearance signal
SHW, clearance signals for each memory chip SHA for the chip A, SHB for
the chip B and SHC for the chip C. The special feature is that the clear-

ance signals came directly from the microcontroller MPC.

Thus, the microcontroller MPC has the possibility of electronically and

selectively preventing reading or writing access to certain parts of the
+= card menory. MEM. =

In order to complete the general description of the architecture of fig.
1, reference is made to the following points. The microcontroller MPC

can access at random the memory MEM. In the simplest case said memory

has a double access and this is why one has shown an address bus AD2 and
a data bus BDZ between the microcontroller and the memory. However, this
solution is not obligatory and a single access memory is also possible.
The access by the microcontroller MPC to the memory takes place with the
aid of a control signal bus SC2 from the microcontroller.- However, as
stated, this bus passes through the switching circuit AA. This arrange-
ment aims at permitting an operation of the microeontroller in closed cir-
cuit with the memory MEM during certain program phases. A general
switching signal SGA from the microcontroller MPC controls the switching
circuit AA. Finally, in the general case where requests by the external
PC systematically pass through the memory MEM before leading to the micro-
controller in order to be interpreted and performed, it is useful for the
writing instructions WR1 fram the PC to be applied directly to the
microcontroller MPC. Thus, the latter knows that a request has been made
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and can optionally search for an instruction to be interpreted. This is

why a direct connection WR1 has been shown between the connector CNC and
the microcontroller,

Access to certain memory aréas (e.g. certain chips or certain chip areas)
is authorized by the microcontroller MPC as a function of previously

defined security criteria and. as a function of confirmmations given by the
security module.

The security module is e.g. the integrated circuit chip of the component
sold by SGS-THOMSON under reference ST16612, in which is incorporated
the non-volatile memory program MCOS of GEMPLUS. This component has the
following special features. The memory data are invisible for the user,
because they do not transit on the inputs-outputs of the chip. They are
also optically invisible (masked). The chip has a microprocessor and it
alone can seek and process the stored data. The ROM programs are carried
out by masking and can consequently not be modified. These programs do
not authorize-access to all the memory areas of the chip. #hen a secret
clearance code is presented on the chip inputs, it is processed by the
microprocessor which, in response, supplies clearance or inhibition sig-
nals and at no time is it possible to detect the nature of the verifica-
tion processing on the chip input/oufput terminals.

The procedure e.g. takes place in the following way. The insertion of a
PC-card into the computer initiates the following operations: request by
the PC for the user's clearance confidential code, which is introduced by
the user on the PC keyboard in accordance with a standard parallel comm-
unication protocol for a PC. It is transmitted to the control processor
MPC of the card and retransnmitted by the latter to the security module
MPS in a fommat comprehensible for the latter (conseguently in principle
in series form on the single input/output terminal available on the chip
MPS). The security module verifies the confidential code and transmits
to the control processor a control word representing the state of author-
izations given (total inhibition, total authorization, partial author-
ization for certain memory areas). The control processor MPC receives
this word in series form and then establishes on the bus SH the corres-

ponding clearance signals {SHA, SHB, SHC, SHR, SHW ...), which control
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the access to the various memory chips. The control processor then

retums to the PC a state word indicating that the security procedure has

been carried out and indicatihg the result of this procedure.

In this system it is clear that it is the microcontroller MPC which con-
trols the PC-card security programs. It defines the authorizations and
inhibitions and uses the security module as a specialized verification
member for a clearance by confidential code. No access security opera-
tion is controlled by the PC.

The locking and switching circuits CV and AA are extremely simple wired
logic circuits. An example thereof is given in fig. 2 in orxder to facil-
itate the understanding of the principle of the invention.

It is e.g. assumed that access to the various memory chips in reading and
writing requires the presence of chip selection signals ("chip enable")
CEa, CEb, CEc for chips A, B, C respectively and the presence of reading
RD .or writing WR instructions. The signals CEa,: CEb, CEc consequently

form in the present example the content of the control tus SC leading to
the memory MEM.

Access requests are formulated by the external PC in the form of signals
CEal, CEbl, CEcl, RD1, WRLl on the bus SCl. Signals SHA, SHB, SHC, SR,
SHW are present on the clearance bus SH. Each of these signals controls
the opening or closing of a respective AND gate, each of the gates recei-
ving a respective control signal. The outputs of these gates constitute
the bus SC3 in fig. 1, transporting or not the control signals such as
received from the PC in accordance with authorizations given by the micro-
controller. The control signals transported on the bus SC3 are applied
to the switching circuit AA partly shown in fig. 2.

The switching circuit is controlled by a switching signal SGA. As a
function of the state of this signal, transfer takes place to the bus SC
{i.e. to the memory MEM) either of the control signals from the bus SC
(e.g. RD3, WR3, etc.), i.e. fram the PC under the control of the micro-

controller, or the control signals (RD2, WR2, etc.) fram the actual
microcontroller.
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For example, for the switching of reading control signals RD, an AND gate
receives RD3 and is controlled by the signal SGA, whilst another receives
RD2 and is controlled by the logic compliment of SGA, whilst an OR gate
receives the outputs of said two gates and supplies the reading signal
RD, which is either RD2 or RD3 as a function of the state of SGA.

The action of the locking or clamping circuit CV has been shown on the
control signals only, but it is clear that in accorxdance with the archi-

tecture of fig. 1, it can also influence the address bits supplied by the
PC.

In an increased security structure, the data stored in the memory are
encoded by means of a secret key, the secret decoding key is not known to
the user. It is contained in the security module. On presentation of a
valid clearance code, the security module supplies the secret key to the
microcontroller MCC, which can then carry out a deccding program with
respect to the memory data and transmit them to the PC in uncoded form.
Thus, it is ensured that the data stored in the memory cannot be usefully
copied by an unauthorized person. The writing of data into the memory
can also take place in encoded form using the same encoding key and this

is only possible after recognition of the authorization of the user.

It should be noted that the data are not outputted in encoded form as is
the case in certain security applications and instead encoding takes
place of the data stored within the memory card so that a copy of said
data would not be usable by anyone not authorized to do so. * This in part-
icular means that even if the signal SGA or the signals RD or WR were
fraudulently used in order to read the data of the card, it still would
remain impossible to use said data.

Variants of the invention are possible. ' For example, it is possible to
provide that either the addresses and data freely transit the PC to the
memories and conversely when clearance has been given, or for the addr-

esses and/or data to always transit the microcontroller.

In this embodiment it has been assumed that for practical rapid couwnunic-
ation reasons with the PC that the card inputs-outputs constitute a

_

This Sheet Hag Been
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parallel connector to the POMCIA stand . However, in certain cases the

output can take place on a contact connector according to the ISO 7816
standard only having a few contacts, including a single series cammnica-
tion mode input-output contact. This gives a large capacity memory card
secured to the standard of credit cards and which can be inserted in a
conventional credit card reader, provided that the card thickness in the
region to be inserted is sufficiently thin to enter the reader slit. A
thickness reduced card area could be provided if necessary and would

carry the contacts in accordance with ISO 7816.

In order to complete the description, an operational example with
increased security is given, in which certain files of the memory MEM are
further protected. With each protected file is associated a particular
“signature", which represents the said file and which is deteriorated if
the file is modified. This signature is formed fram the actual file con-
tent, i.e. it is the concatenation of all the file bits. This signature
is stored in a non-volatile and non-accessible memory of the security
mocdule. Whenz:the file hag to be used (and more particularly in the case
where it is to be used as a program to be performed by the microcontroller
MPC}, firstly a check will be made to see that there has been no deterior-
ation of the file. If a deterioration has taken place, any use will be
prevented. For this purpose, the microcontroller will firstly recalculate
the file signature to which it has access. It will ask the security
module what is the expected signature. It will then make a cawparison
and will only validate use if the signatures correspond. Comparison
could take place within the security module. Within the security module
there can be the same number of stored signatures as files to be protec-
ted. Thus, within the security mcdule there is an "image" of the files
to be protected of the memory MEM, in the form of a file of signatures
corresponding to the varicus parts to be protected.
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1. Memory card (CC) with several memory integrated circuits constituting
an exchangeable mass memory for a'microccmputer (PC) also comprising a
specific integrated circuit chip (MPS) for ensuring security against
access to at least certain memory areas by a microcomputer user for whom
such an access is not authorized. '

2. Memory card according to claim 1, wherein the security circuit (MPS)
is a single integrated circuit chip having a non-volatile memory with
confidential informations, which cannot be transmitted on external
"terminals of the integrated circuit and a programmed security circuitry,
avle to use said confidential informations énd other informations supp-
lied by the user, in order to provide validation instructions after the

verification of a predetermined relationship between these two informa-
tion types.

3. Memory card-according tg claim 1 comprising a microcontrciler chip -
(MPC) with non-volatile memory programs for controlling the security cir-
cuit (MPS), make it carry out clearance verification tasks and use signals
emitted by the security circuit for controlling access to memory areas

as a function of these signals.

4. Memory card according to claim 1, wherein means are provided for per-
forming an encoding program for the data introduced into the memory and
a decoding program for the data extracted fram the memory, the encoding
program and the decoding program only being performable after the supply
of clearance signals by the security circuit.

5. Memory card according to claim 4, wherein the enccding and decoding

programs are performable with the aid of an encoding key contained in the
security circuit.

6. Memory card according to claim 1, wherein the security mcdule has a
file of signatures calculated from files to be protected and contained in
the memory (MEM)} and wherein the card has means for verifying that the

signature of a given file is the same as the signature stored in the
security module.

'This Sheet Has Been Replaced

N VAMR S




REPLACEMENT SHEET
e | 22 NOV 1996

THIS SHEET HAS BEEN ABSTACT

REPLACED

MICROCOMPUTER PC-CARD

The invention relates to exchangeable memory or PC-cards with several
integrated circuits for personal camputers. These PC-cards ére used as a
large capacity mass memory for replacing floppy disks and other
exchangeable magnetic supports. To protect the content of these PC-cards
against unauthorized use, the invention proposes the incorporation into
- the card (CC) of a specific security integrated circuit chip (MPS), which
pexrforms a clearance function for access to the memory chips (MEM). A
* microcontroller (MPC) also placed in the card commnicates with the com-
puter and with the security circuit. It makes the security chip
validate a confidential code introduced from the computer, whilst also

supplying memory chip control signals as a function of the validation
result.

“Figure 1 0
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Box IIT TEXT OF TEE ABSTRACT (Continuation of item 5 of the first sheet)

SG 9607787-0

A memory card (CC) for personal computers, wherein the card (CC) includes several integrated circuits. The memory
card (CC) including a memory chip (MEM) and a specific security integrated circuit chip (MPS) to protect the contents
of the memory chip (MEM) from access by unauthorized users. A microcontroller (MPC) is used to control the
information processing on the memory card (CC). Data introduced into the memory chip (MEM) is encoded and
decoded. An encoding/decoding key is stored in the security integrated circuit chip (MPS). The security integrated
circuit chip (MPS) having a file containing calculated signatures of the files stored in the memory chip (MEM). This is
used to verify a file's signature.
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then necessary for the security card connected to the card reader associated with the PC to not
cause the total inhibition of operation of the PC, but selectively the inhibition of operation of the
port to which is connected the PC card.

However, it is considered that this solution has disadvantages and does not provide adequate
security against an undesired use of the card.

a

SUMMARY OF THE INVENTION

The invention proposes an original solution consisting of incorporating into the exchangeable PC
card, which has several integrated memory circuits, at least one integrated security circuit able to
control access to the storage areas of the mass memory. The PC card of the invention further
includes a microcontroller integrated circuit which uses signals emitted by the security circuit to

control access to certain memory areas.

The control takes places as a function of clearance information which the user must supply via the

computer (confidential code introduced into the keyboard or other clearance mode).

The term security circuit is here understood to mean a single integrated circuit chip having a non-
volatile memory with confidential information which cannot be transmitted to external terminals
of the integrated circuit and a programmed security circuitry able to use said confidential
information and other information supplied by the user, in order to provide validation instructions
after the verification of a predetermined relationship between these two information types, the
confidential data not passing to the outside of the integrated circuit.

The security circuit is preferably the same as the single circuit of an authorization or clearance
chip card (that to which reference was made hereinbefore and which can be used for authorizing
the operation of a computer when the user intreduces it into the computer). However, in this case
use is not made of an exchangeable clearance card used _

for authorizing the operation of the computer or connection port with the mass memory. A

security chip is directly placed in the mass memory in order to secure its content.
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It should be noted that the security chips used for protecting during reading or writing the data of
a memory have hitherto only been used for protecting the content of the memory within the actual
chip, making use of the fact that in the case of a single chip the data to be protected are not
transmitted outside the chip. In addition, they were not mass memories, being instead very small
memories, because in fact they were placed in the chip. In addition, the security chips used for
protecting other apparatuses were incorporated into a separate security card with respect to the
apparatus to be protected, said card being carried by the authorized user and not left behind in the
apparatus to be protected. In this case use is not made of a chip card separate from the apparatus
fo be protected and transportable away from said apparatus, but instead an integrated circuit chip

non-removably installed in the memory card, whose use is to be protected.

As a result of this arrangement a file protection is obtained both during reading and/or writing,
which is significantly superior to that obtained by standard means (of the software type:

concealed files) for the protection of personal computer files.

The security chip (referred to hereinafter also by the term security module) directly or mdirectly

controls the access means to the different card memory chips.

In practice, preference is given to the use of a standard security chip, i.c. of the type used in
security cards for accessing apparatuses or rooms, or also in secure transaction cards. These chips
use a series communication mode and in general only have six or eight connection pads with the

outside, whereof there is only one data or instruction communication pad.

As mentioned previously, the memory card additionally includes a supplementary chip
constituting a control processor for the card. This processor or microcontroller has the function of
providing an interface between the card connector and the security chip and an interface between
the security chip and the memeory chip. In practice, the performance of 2 user clearance
verification program could take place under the control of the control processor. Said program

could then be contained in a program memory
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The card CC shown in fig. 1 is to be inserted in a personal computer or PC. The card has a
standard pluggable connector CNC, preferably of the type defined by the PCMCIA standard and

the PC has a corresponding connector for receiving the card.

The card is a memory card, i.¢. it is to be used mainly for storing data. For this function, the card
either has several different memory types (static or dynamic RAM, ROM, EPROM, EEPROM,
FLASHEPROM, constituting the standard types) or a single memory type. If the memories are
RAMs, which are essentially volatile, it is possible to have a standby battery for saving the data.

In order to obtain a larger storage capacity several integrated circuit chips are provided, each
. being a memory chip. These chips are referred to in overall manner by the reference MEM. There

can be several dozen chips on the card for large storage capacities of e.g. several megabytes.

The card CC is an exchangeable peripheral of the computer PC. It can be used either as a mass
storage peripheral, or as a RAM extension. It is the computer which controls this choice (when a

choice is possible, i.e. particularly when there are several memory types in the card).

Apart from the memories MEM, according to the invention the card also has a security module,
which is an integrated circuit chip MPS having a microprocessor with small memories and
programs for the operation of the microprocessor. The essential function of this module is to

ensure access security to the memories MEM from the computer.

The card CC also has a supplementary chip, which is a control processor or microcontroller MPC,
i.e. a microprocessor with which are associated program memories. The function of this
microcontroller MPC is the emission of access control signals to the memory chips as a function
of security information given by the security module MPS and as a function of access requests
made from the PC. Xt should be noted that this microcontroller has parallel data outputs for
directly supplying several memory destination control signals. The security module has in
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the control bus SC1 or SC2 or SC3 or SC transporting signals such as reading istructions (RDI,
RD2, RD3, RD) or writing instructions (WR1, WR2, WR3, WR) or instructions for selecting one
chip from among several chips (CEal, CEa2, CAa3, CEa for the selection of a memory chip A
from among several chips A, B, C or CEbl, CEb2, CEb3, CEb for the chip B, etc.).

The locking or clamping circuit CV is directly controlled by a clearance bus SH from the

‘microcontroller MPC. This bus transports passage authorization or inhibition signals with respect -

to the control or address signals passing through the locking circuit CV. In exemplified manner,
there can be a reading clearance signal SHR, a writing clearance signal SHW, clearance signals
for each memory chip, SHA for the chip A, SHB for the chip B and SHC for the chip C. The

special feature is that the clearance signals come directly from the microcontroller MPC.

Thus, the microcontroller MPC has the possibility of electronically and selectively preventing
reading or writing access to certain parts of the card memory MEM.

In order to complete the general description of the architecture of fig. 1, reference s made to the
following points. The microcontroller MPC can access at random the memory MEM. In the
simplest case said memory has a double access and this is why one has shown an address bus
AD?2 and a data bus BD2 between the microcontroller and the memory. However, this solution is
not obligatory and a single access memory is also possible. The access, by the microcontroller
MPC to the memory takes place with the aid of a control signal bus SC2 from the
microcontroller. However, as stated, this bus passes through the switching circuit AA. This
arrangement aims at permitting an operation of the microcontroller in closed circuit with the
memory MEM during certain program phases. A general switching signal SGA from the
microcontroller MPC controls the switching circuit AA. Finally, in the general case where
requests by the external PC systematically pass through the memory MEM before leading to the
microcontroller in order to be interpreted and performed, it is useful for the writing instructions
WRI1 from the PC to be applied directly to the microcontrolier MPC. Thus, the latter knows that a

request has been made
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For example, for the switching of reading control signals RD, an AND gate receives RD3 and is
controlled by the signal SGA, whilst another receives RD2 and is controlled by the logic
compliment of SGA, Whilst an OR gate receives the outputs of said two gates and supplies the
reading signal RD, which is either RD2 or RD3 as a function of the state of SGA.

The action of the locking or clamping-circuit CV has been shown on the control signals only, but
it is clear that in accordance with the architecture of fig. 1, it can also influence the address bits
supplied by the PC.

In an increased security structure, the data stored in the memory are encoded by means of a secret
key, the secret decoding key is not known to the user. It is contained in the security module. On
presentation of a valid clearance code, the security module supplies the secret key to the
microcontroller MPC, which can then carry out a decoding program with respect to the memory
data and transmit them to the PC in uncoded form. Thus, it is ensured that the data stored in the
memory cannot be usefully copied by an unauthorized person. The writing of data into the
memory can also take place in encoded form using the same encoding key and this is only

possible after recognition of the authorization of the user.

It should be noted that the data are not outputted in encoded form as is the case in certain security
applications and instead encoding takes place of the data stored within the memory card so that a
copy of said data would not be usable by anyone not authorized to do so. This in particular means
that even if the signal SGA or the signals RD or WR were fraudulently used in order to read the
data of the card, it still would remain impossible to use said data.

Variants of the invention are possible. For example, it is possible to provide that either the
addresses and data freely transit the PC to the memories and conversely when clearance has been

given, or for the addresses and/or data to always transit the microcontroller.

In this embodiment it has been assumed for practical rapid communication reasons with the PC

that the card inputs-outputs constitute a
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A mass memory PC-card (CC) comprising several memory integrated circuits constituting an

exchangeable mass memory (MEM) for a microcomputer (PC), a security integrated circuit
chip (MPS) for ensuring security against access to at least certain areas of said mass memory
(MEM) by a microcomputer user for whom such access is not authorized, and a
microcontroller integrated circuit (MPC) for controlling the security integrated circuit (MPS),
the microcontroller integrated cir-cuit (MPC) using signals emitted by the security integrated
circuit (MPS) to control access to said memory areas as 2 function of those signals.

A mass memory PC-card according to claim 1, wherein the security integrated circuit (MPS)
is a single integrated circuit chip having a non-volatile memory with confidential information
which cannot be transmitted on external terminals of the integrated circuit, and a programmed
security circuitry able to use said confidential information and other information supplied by
the user in order to provide validation instructions after the verification of a predetermined
relationship between these two information types.

A mass memory PC-card according to claim 1 or claim 2, wherein the microcontroller
integrated circuit (MPC) comprises non-volatile memory programmed for controlling the
security integrated circuit (MPS).

A mass memory PC-card according to any preceding claim, wherein the security integrated
circuit (MPS) carries out clearance verification tasks.

A mass memory PC-card according to any preceding claim, wherein the microcontroller
integrated circuit (MPC) and the security integrated circuit (MPS) constitute a master and
slave, respectively.

A mass memory PC-card according to any preceding claim, wherein means are provided for
performing an encoding program for the data introduced into the mass memory (MEM) and a
decoding program for the data extracted from the mass memory (MEM), the encoding
program and the decoding program only being performable after the supply of clearance
signals by the security integrated circuit (MPS).

A mass memory PC-card according to claim 6, wherein the encoding and decoding programs
are performable with the aid of an encoding key contained in the security integrated circuit
(MPS).

A mass memory PC-card according to any pi'eceding claim, wherein the security integrated
circuit (MPS) has a file of signatures calculated from files to be protected and contained in
the mass memory (MEM) and wherein the card has means for verifying that the signature of a
given file is the same as the signature stored in the security integrated circuit (MPS).



