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Field [0002] The enbodi nents described herein relate to nessage

comuni cation for a wireless comuni cati on device. 5 Background [0003] Wen
a user conposes a nessage, such as an e-nmmil nessage, for exanple, on a

Wi rel ess conmmuni cation device, the user conposes the body of the nessage
~and may attach one or nore relevant attachnment docunents. The user then
enters header information, which 10 includes entering information into the
subject field and addi ng one or nore “r'eci pient e-mail addresses in one of
the "TO', "CC' or "BCC' address fields. In some wreless comunication
devi ces, t hesg, Adelh ASSINECENTACISIN ACOMMUMEATIORTMESSAGE ©Nds i n whi ch
t he user can Ty e HCEINE USer en sends the
nmessage to the one or nore recipi ; rprents will 15 hereafter be
referred to as contacts and recipient addresses will hereafter be referred
to as contact. addresses. [0004] In certain nessage applications, the user
may be pro to enter an e-mail address by selecting the contact
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provi si on fOE gl | ow ag the user to select a contact address that is not in
the | ocal 9a , hor is there a way to check if a manually entered
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‘ 10 includes entering information into the subject field and adding one or more
recipient e-mail addresses in one of the “TO”, “CC" or "BCC" address fields. In
some wireless communication devices, these address fields are structured as
free-form fields in which the user can enter any string of characters. The user
then sends the message to the one or more recipienfs. Recipients will

15 hereafter be referred to as contacts and recipient addresses will hereafter be

referred to as contact addresses.

[0004] In certain message applications, the user may be prompted to
enter an e-mail address by selecting the contact address from the device's
local address book. If the desired contact address is not in the local address

20 book, the user typically manually enters the contact address as a one-time
entry. However, there is no provision for allowing the user to select a contact
address that is not in the local address book, nor is there a way to check if a
manually entered contact address is a valid address. For example, in some
message applications, one may enter any sfring of characters as a contact

25 address, such as the string "XXYYZZ", and the message application will
consider this to be an acceptable contact address. The message application
can then provide a confirmation box asking the user fo confirm that the



validity check to ensure that each contact address is correct. Summary

[ 0005] In one aspect, at |east one enbodi nent described herein 5 provides
a nmethod of contact address entry for nessages conposed by a user on a
nobi | e communi cati on device. The nethod conprises: a) allowing the user to
enter at | east one contact address in an address field in the nessage; b)
checking for at | east one potentially incorrect contact 10 address by
identifying at | east one manually entered contact address that does not
have a matching entry in a |local contact2address data store; and, c)
validating the at | east one potentially incorrect contact address. [0006]

In at | east sone cases ;eeg rEC}) | ncl udes al | ovm %ﬁt he 1gser to .15 check a
renote cont aciNesSee& ¢y ehito Pl fsseaMeasaas ABPIEANPRS £y NetRIobde 3 east
one potenti al byliditycResERt erfsdiné Bt e@é’ﬁécﬂﬁécte{o@%glis térrédt, | east some cases,
step (c) includes allowng the user to manually correct the at | east one

potential ly | Su@ih t contact address. [0008] In at |east sone cases, at
| east one of. ste i ncludes 20 providing the user with a |ist of

simlar contafQ008didr ess!@so'ﬁ%u?r‘épeph ahdeashcane erphadinent deserthedy hewinst or e
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step (c) includes providing the user wwth a I'ist of simlar " cont

addr esses fouﬁﬁerQﬂQﬁ@bﬂéﬁ@mm@@ﬂeuﬁﬁr'@%mﬁm aonprisegonpared to the
at | east one potentially incorrect contact address. 25 [0009] In at |east
some cases, step (b) il udedowingdhe Hget tecenier aldaast onerrondant @dd@se bnt act

addr ess for pﬁﬂ%@&r&?ﬁéﬁﬁntl&@%@&ad@ at | east sone cases, step (a) includes

contacting a renote tact serviteé to allow the user to browse a renote

contact address store t egbggklﬁiu%rata)t 184S A% U%S’&?ﬁ{a\wtm@? ?Sc%ntacf’

[0011] In at |east sorre cas e user
enter a f&f chddgss dysidentifying af leasidene m@huaﬂmtqﬁeredd@mt@@ adtiess thatre

does not have a matching entry in a local contact address data store; and,

c) validating the at least one potentially incorrect contact
address.

[0006] In at least some cases, step (c) includes allowing the user to
15 check a remote contact address data store for a matching entry for the at
least one potentially incorrect contact address.

[0007] In at least some cases, step (c) includes allowing the user to
manually correct the at least one potentially incorrect contact address.

[0008] In at least some cases, at least one of: step (b) includes
20 providing the user with a list of similar contact addresses found in the local
contact address data store compared to the at least one potentially incorrect
contact address, and step (¢) includes providing the user with a list of similar
contact addresses found in the remote contact address data store compared

to the at least one potentially incorrect contact address.

25 [0009] In at least some cases, step (b) includes checking the at least
one entered contact address for proper syntax.

[0010] In at least some cases, step (a) includes contacting a remote
contact service to allow the user to browse & remofe contact address store to
enter the at least one confact address.



associated with the desired contact address and providing the user with a
list of matching contact addresses found in the renpte contact address
data 5 store. [0012] In at |east sone cases, step (c) includes providing a
validation neans for allowing the user to either accept the at |east one
potentially 1incorrect contact address as a correct contact address,

correct the at least one potentially incorrect contact address or renotely
| ookup a correct contact 10 address for the at |east one potentially

i ncorrect contact address. [0013] In andher aspect, at |east one

enbodi nent descri bed herein provides a conputer progran1product for

allowing a user of a npbi l e device to en Qnt act dres when
conposing a n99d1e onlh AL 'eaShEPBCIERACSe S eptﬁﬁ’“g 'E%W&ﬁ% H?%rrft?duct
conprising a gQEPYt R bﬁﬁ«%@r@ orﬂ%f#ieuai an@mé@dadﬂﬂ&tpédwémﬁ@cée nEBRNS
execut abl e by a processor t he Ile device for |inplenmenting varlous
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In yet anot hegg F}E\R‘FlﬁgdcéﬁtalféaéreQ% SORRAINTRY rdRste! ERRatNad@bes dRtroVvi des a

nobi | e conmuni cat'ion “device conprising a nmain processor for 20 controlling
t he oper at bonstofe.t he nobi | e communi cati on devi ce; a conmmuni cati on subsystem
connected to the main processor, the communication subsystem bei ng adapt ed
for wirel essl§0048hdi nglmatileastsome rgseaastap (0) inelydegeravisiing aaaiidafionat

i nterfaces w [ u t sages,
and to recei v@rég%%t% %'g? ﬁ%ﬁ QC@IFO%% Q@i%o?&eégﬁ?é;c%? Ig%ﬁv(?rg%%b{éﬁ g@él
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user to enter _at |east, ane conta S

message conpog%%ipﬁgpﬁﬂlytiﬂ‘éorf?e% gcg%%fr‘g% P %H%I%!Hiéﬁ!u% %P&a gg'g% one
potenti al Hp | addresefr tieoatlagst oadqlmm:abymcdaat:tldoyltamgaadrelseast one nmanually
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contact addr epg1@pt a stmragotiandspeet, iajlaeasttdne ambbdinwnt descimdeheriei | y
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enter contact addresses when composing a message on the mobile device,
the computer program product comprising a computer readable medium
15 embodying program code means executable by a processor of the mobile
device for implementing various embodiments of a contact address entry
method as specified above.

[0014] In yet another aspect, at least one embodiment described herein
provides a mobile communication device comprising a main processor for
20 confrolling the operation of the mobile communication device; a
communication subsystem connected to the main processor, the
communication subsystem being adapted for wirelessly sending and receiving
data; a message application that interfaces with the communication
subsystem to send and receive messages, and to receive contact data from a
25 remote contact service; a local contact address data store; and, a contact
[ookup module for allowing a user to enter at least one contact address in an
address field in a message composed using the message application, check
for at least one potentially incorrect contact address by identifying at least one
manually entered contact address that does not have a matching eniry in the
30 local contact address data store; and, validate the at least one potentially

incorrect contact address.



user to check a renote contact address data store for a matching entry for
the at |east one potentially incorrect contact address. [0016] In at |east
sone cases, the contact |ookup nodule allows the 5 user to nmanually
correct the at | east one potentially incorrect contact address. [0017] In
at | east sone cases, during at |east one of checking and validation, the
contact | ookup nodule is adapted to provide the user with a list of
simlar contact addresses found in a contact address data store conpared
to the at |east one potentially incorrect-contact address. 10 [0018] In at
| east sonme cases, the contact Iookup nodul e checks the entered contact

addresses for_pro nt I n t S0 se t act
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i ncorrect contac | east one manually 25 entered
cont act addr esthelzhicagbese n@BnMWén@l’ @ﬂntﬁgtaéiﬁlﬁ%? in the local contact
address data store; and, validate the at | east one potenti al Ihy | ncorrect
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provi di ng theelg,%p% %ntg% %dfe%ség'?orrmgéér%lyqﬁw ce, the contact data including

at | east one §ress e and ss network for providing 30
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[0021] In at Feas sone cases ookup nodul e al
contact a remote contact service to allow the user to browse a remote contact

address store to enter the at least one contact address.

15 {0020} In yet another aspect, at least one embodiment described herein
provides a system comprising a mobile device including: a main processor for
controlling the operation of the mobile device; a communication subsystem
connected to the main processor, the communication subsystem being
adapted for wirelessly sending and receiving data; a message application that

20 interfaces with the communication subsystem fo send and receive messages,
and to receive contact data; a local contact address data store; and, a contact
lookup module for allowing a user to enter at least one contact address in an
address field in a message composed on the mobile device, check for at least
one potentially incorrect contact address by identifying at least one manually

25 entered contact address that does not have a matching entry in the local
contact address data store; and, validate the at least one potentially incorrect
contact address. The system further includes a remote contact service for
providing the contact data to the mobile device, the contact data including at
least one contact address; and, a wireless network for providing

30 communication between the mobile device and the remote contact service.



user to check a renote contact address data store for a matching entry for
the at |east one potentially incorrect contact address. [0022] In at |east
sone cases, the contact |ookup nodule allows the 5 user to nmanually
correct the at | east one potentially incorrect contact address. [0023] In
at | east sone cases, during at |east one of checking and validation, the
contact | ookup nodule is adapted to provide the user with a list of
simlar contact addresses found in a contact address data store conpared
to the at | east one potentially incorreét- contact address. 10 [0024] In at
| east some cases, the contact | ookup nodul e checks the entered at |east

one contact address for proper syntax. [0025] .In at, | east SO s, the
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10 [0024] In at least some cases, the contact lookup module checks the

entered at least one contact address for proper synfax.

[0025] In at least some cases, the remote contact setvice is provided
by a contact server associated with one of a corporate enterprise and a

website,

15 [0026] These and other features of the embodiments provided herein

are described in more detail below.

Brief description of the drawings
[0027] For a better understanding of the embodiments described herein

and to show more clearly how it may be carried into effect, reference will now
20 be made, by way of example only, to the accompanying drawings which show

at least one exemplary embodiment in which:

"FIG. 1 is a block diagram of an exemplary embodiment of a

mobile communication device;

FIG. 2 is a block diagram of a communication subsystem

25 component of the mobile communication device of FIG. 1;

FIG. 3 is a block diagram of an exemplary embodiment of a
node of a wireless network that the mobile communication device of FIG. 1

may communicate with;



FIG 5 is a diagram of an exenplary enbodi nent of a nmessage 5 validation
w ndow for validating contact addresses in a nessage; and, FIG 6 is a flow
chart diagramillustrating an exenplary enbodi nent of a contact entry

met hod for entering and validating contact addresses in a nessage.
Detail ed description 10 [0028] It will be appreciated that for sinplicity
and clarity of illustration, where considered appropriate, reference
nuneral s may be repeated anong the figures to indicate correspondi ng or
anal ogous el enents or steps. In additi-&@s nunerous specific details are
set forth in order to provide a thorough understanding of the enbodi nents
descri bed herein. However, it wl|l be 15 nderst0ﬁ£¥b¥‘taﬁ$e o; rdi nary
skill in the art that fie difodhlosksiagrar ofapexepity EIROHINFTE L 5?‘88&iced
Wi thout 't Nes ee el hetCtBChBbiie colnhdiibn delieadCRIE. Vedy baaunivatdhods,

procedures and conponents have not been described in detail so as not to
obscure the ewhidi nents described herein. Furthernore, this descriptionis
not to be considered as |imting the scope of 20 the enbodi nents descri bed

herein, but rather as micefys @ ﬁ@iﬂ@&@@mnlﬁ'ﬂlm'ﬁﬁﬂfoﬁ’f%f“eﬁﬁ%g%/arious
embodi Ment § _OgafaibPHidBAbPvalAftgtotiie Skadeuning melaageiderl herein
ate addr ess validation for

generally rel 0 contact a nessage. To

facilitate an understarghngs of, Lhe,.e | ABRES PlligMdRe RAr ekdémpld
enbodi nents will be desrp:gl?i gaedlts'itr{il ?18ng9§'? 25600nt act adgr ess val Pdfk}fi on for

e-mai | messagembodimentmiid eonject eaky methodnfan eateripa aney validating coptack,
referred to as npbi.l e |.ce, that can send and receive wWreless
nmessages. Exa ‘?@gsﬁ'ngprﬁ%%ag%re comuni cation devices include pagers,

cel l ul ar phon .cel | ul ar rt-phones, wireless organizers, personal
digital assis 'e,% el ﬂ%ga, | apt ops, handheld wireless 30 communication
devi ces, wior e[0028]y endbwilicoenappriecialedctbahfor sinspliaitd anHelarity of illustraliao30] The

Communi cat| on KB BN EY PRI Rl bty RAAGRERA 4808 |
ot her nobil e deyifige®so haiatd eorsysdineing thranedgyous elements or steps. In
addition, numerous specific details are set forth in order to provide a thorough
understanding of the embodiments described herein. However, it will be
15 understood by those of ordinary skill in the art that the embodiments
described herein may be practiced without these specific details. In other
instances, well-known methods, procedures and components have not been
described in detail so as not to cbscure the embodiments described herein.
Furthermore, this description is not to be considered as limiting the scope of
20 the embodiments described herein, but rather as merely describing the

implementation of the various embodiments described herein.

' [0029] The embodiments described herein generally relate o contact
address validation for a message. To facilitate an understanding of the
embodiments provided herein, the embodiments will be described in terms of

25 contact address validation for e-mail messages on a mobile wireless
communication device, hereafter referred to as a mobile device, that can send
and receive wircless messages. Examples of applicable communication
devices include pagers, cellular phones, cellular smart-phones, wireless
organizers, pérsonal digital assistants, computers, laptops, handheld wireless

30 communication devices, wirelessly enabled notebook computers and the like.



network of transceiver stations. The nobile device may al so have the 5
capability to all ow voice comuni cati on. Depending on the functionality
provi ded by the nobile device, it my be referred to as a data nessagi ng
device, a two-way pager, a cellular tel ephone with data nessagi ng
capabilities, a wireless Internet appliance, or a data comuni cati on device
(with or without tel ephony capabilities). To aid the reader in
understanding the 10 structure of the nobile device and how it comuni cates
wi th other devices and host systens, k&f-erence will now be made to FIGS.
through 4. [0031] Referring first to FIG 1, shown therein is a block

diagram of a nobile device 100 in one exenplary inplenentation. The nobile
device 100 dOAMI ses Ahaunplile SeVviedripohdWPsvat ﬁ%mgﬁ‘rwqgéﬂ’iéﬁ'w@owgnent
being a mai ”64@8@6&92%&% chRndii@ltioh ORhpAbifitidsh Sndiyding! thedpespabilign tof t he

mobi | e devic nication functions, |nclud|ng data and yoice
conmmuni cat i onsgmmurEcatpewitor eiber mebde gaeiceso PMATMPAGroRYSEIS Yy HAN184. The

comuni cation__ subsyst I-LES S Sy sgages to a
Wreless netiBRRRoBh rtEel SIS RES RE A e e e
devi ce 1005 tdupaBilityc tomalioinc abicenceminimication.1 Deperdiag nen ghe e@inplipnali¥or dance

with the d obal . System for, Mhil. ' ; ( Packet
Radi 0o Ser vi Cegrow@@%%g)thgtlgﬁagﬁ ggyig‘ﬁ‘ﬁg@l\*%@?@hﬂt@ésaaé’l%?viﬁ;gigala!sngused
wor | dwi de anddevide,i 8 exposiyetagbnt at lteliglast lephoos with| deta supsegided
eventual ly by Enhanced Data Envi r onment ' sal . Nbbil e 25
Tel ecommuni ca?qﬂﬁﬁ@t'%r@/i“ﬂ@?ﬁﬁﬁ%%me ci'é’{"ﬁ?‘rdgé %s%ﬁg% &8@%‘?‘?&%@%‘8‘4‘" ef i ned,
EUL it is bg' (vﬁthetg vgdh@bt {eshony lchpdtslitsiTo didthd ieadet i driderstanding the

ehavi our escribed herein, and.it wll al.so be understoo ons
ski |l ed i A0t hetruptyre afthe raekilecdeies ﬁ%%thé’wdlés‘:@m%‘gﬁcag%? i} %P%yﬁg‘ﬁéeﬁsded to
use any ot her ,ayhddd ol RIERNGS vl B6 matiaioIFIBSCT Kitoules ut ure. The
wirel ess |ink connecting the 30 comunication subsystem 104 with the

wirel ess net V\ftrdsﬂ?OO I QRIGFRBRSIABEIGOM, BRewn dhdrbieriert bBaKidagrareqiency (RF)
channel s, ope '

comuni cat i on@%%wgﬁ\%g‘gabglig%ﬂ%?ﬁé@gﬂﬁé{gg’%B%?%gnts H_Eggﬁét;{i?ﬁ eé'riccsér'h eM RS

capabl e of suppanfiddith RAkBeF bf Edthponents, the controlling component being a main
15 processor 102 that controls the overall operation of the mobile device 100.
Communication functions, including data and voice communications, are

performed through a communication subsystem 104. The communication

subsystem 104 receives messages from and sends messages to a wireless

network 200. In this exemplary implementation of the mobile device 100, the

20 communication subsystem 104 is configured in accordance with the Globai

System for Mobile Communication (GSM) and General Packet Radio Services

(GPRS) standards. The GSM/GPRS wireless network is used worldwide and

it is expected that these standards will be superseded eventually by

Enhanced Data GSM Environment (EDGE) and Universal Mobile

25 Telecommunications Service (UMTS). New standards are stiil being defined,

but it is believed that they will have similarities to the network behaviour

described herein, and it will also be understood by persons skilled in the art

that the embodiments described herein are intended to use any other suitable

standards that are developed in the future. The wireless link connecting the

30 communication subsystem 104 with the wireless network 200 represents one

or more different Radio Frequency (RF) channels, operating according to

defined protocols specified for GSM/GPRS communications. With newer



swi t ched voi ce communi cati ons and packet sw tched data communi cati ons.

[ 0032] Although the wireless network 200 associated with the nobile device
100 is a GSM GPRS wirel ess network in one exenplary 5 inplenentation, other
wirel ess networks may al so be associated with the nobile device 100 in
variant inplenentations. The different types of wireless networks that may
be enpl oyed include, for exanple, data-centric wireless networks,

voi ce-centric wireless netwrks, and dual -nmode networks that can support
bot h voi ce and data conmmuni cati ons over- &8-+he same physical base 10 stations.
Conbi ned dual - rmde net wor ks include, but are not limted to, Code Division

Mul tiple Access (CDVA) or CDVA2000 networ ks, RS net rlﬁs . %E
ment i oned abdV&WOTka REPtEERIS  heph| Ghangelseats CaRR % w@mﬁ o REYDGE and

UMIS. Some ot{gfeney daitkadrhuieiidns anl ﬁa'a@kél%Wﬁ@ﬁé’chatﬁQJoudﬁurﬁéﬁtbﬁﬁs W Fi
802. 11, MbbitexTM and Dat aTACTM networ k communi cation' 15 Exanpl es of other

voi ce-centri Cf%%%f net mrﬂsé%i iHe WieleRe riztlak 20008880Ited ath tﬁy&h@m& ( PCS)
net works |i ke and vision Miltiple Accefs‘(a | TDQNFEP% s%/st [ 0033]
I
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auxiliary Inp subsystem a data port 114, a keyboard
116, a speakemonzlleﬁde\acenwmlpherrmt1@Qlemmttﬂnﬁaﬂ©%d' Yi?Q?anl‘Wﬁ!eSﬂZ and

ot her device s 4 f ﬁﬁ)@éyéétﬁré’énﬁ: WiRedwobi | €
devi ce 100 pe? L{Wsﬁﬁss @m"‘?ﬂ E%{eﬂﬁ%'deqsﬂ i%'f B&nrﬁa wher eas ot her
subsyst ens mayetpoks, deicez@niricasireless heimorkmaﬂd\duaén"fmetmgs thgt eay of
exanpl e, the dis 10.and
conmuni cat i onsqp@%&aﬁﬁ%f‘(ﬂ’l‘ﬁ F‘Bﬁé,%t éw‘%ﬂ@i’caﬁﬁer’a? %rgﬁge %@tg 6&?2‘8&% or
transm ssign sragénd. lGorbined dasl-medevaekvokdincandd, buteareawt lignited dmtCodenct i ons
such as a cal cul ator, or tak | ist rati y the
mai n pr ocessoPVERN Mulipls; P?‘V’ 4?’5’% QBP@@E’@?}S%@‘%%&MF% Meiégﬁzc as the
flash memory AQGorh i nmignYioréd abowd)i ‘éﬁb)ﬁuﬂﬁe amrdagehmtuqn (3@poEetwvotiROM) or
simlar storage elenent (not shown Those Is Jf t he
ike EDGE and UMTS. Some 6ther examples o data centrlc networks include
WiFi 802.11, Mobitex™ and DataTAC™ network communication systems.
15 Examples of other voice-centric data networks include Personal
Communication Systems (PCS) networks like GSM and Time Division

Muiltiple Access (TDMA) systems.

[0033] The main processor 102 also interacts with additional
subsystems such as a Random Access Memory (RAM) 106, a flash memory

20 108, a display 110, an auxiliary input/output (//O) subsystem 112, a data port
114, a keyboard 116, a speaker 118, a microphone 120, short-range
communications 122 and other device subsystems 124.

[0034] Some of the subsystems of the mobile device 100 perform
communication-related functions, whereas other subsystems may provide
25 “resident” or on-device functions. By way of example, the display 110 and the
keyboard 116 may be used for both communication-related functions, such as
entering a text message for transmission over the wireless network 200, and
device-resident functions such as a calculator or task list. Operating system
softiware used by the main processor 102 is typically stored in a persistent
30 store such as the flash memory 108, which may altematively be a read-only
memory (ROM) or similar storage element (not shown). Those skilled in the



-9- art will appreciate that the operating system specific device
applications, or parts thereof, may be tenporarily |oaded into a volatile
store such as the RAM 106. [0035] The nobile device 100 may send and
recei ve comrmuni cation 5 signals over the wireless network 200 after
required network registration or activation procedures have been
conpleted. Network access is associated wth a subscriber or user of the
nobi | e device 100. To identify a subscriber, the nobile device 100
requires a SAIMRU Mcard 126 (i.e. Subseriber ldentity Mdule or a
Renovabl e User ldentity Module) to be inserted into a SSMRU M 10 interface
128 in order to comunicate with a network. The SIMcard or, RUUM 126 is
one type of arcwilvapprecatel thatiner operafing sysm, sRPriledeeR 2PRficRlR ¥y a

subscri ber of i Vishfohd e siere &livh d80BkIRnMevi ce
100, anong &aﬁ%ﬁh%?ﬁg@% eﬁ@ut t%gdégﬁﬁ/lﬂggrd 126, the L:mbi | e device 100

s not fullylO8perational for comunication with the wirel ess network 200.
By inserting 15 the SIMcard/ RUM 126 into the SSMRU M interface 128, a
subscri ber c40038%]ccessThé Imahilesdeviteed08 ¢nay send agdriereide REYYHEARHe: web

br owsi ng d .nessaging.s = MA | onaV.H ' I ervi ce
(SM5), an qu?%g?ﬁﬂ]%@g?gaﬁgng%@bizggsﬁ%emgal'%\%'r]e aéﬁéﬁﬁgrﬁi ces may
i ncl ude: poi nictighticsaprceliirel thaver béare camylleteal. ddetivoric aceassda@ssasiatethe S| M
20 card/ RUM 126 includes a processor and LAl 9L | | tion.
Once the S M“E‘ﬁ? B/SHBFRIPER S 5o AL BEDI e ehd Og ﬁﬂﬁr@l& agub 5@%@28, it
is coupled tfelhebiltidvider MOaRg0ires ABIMRUIM dard 126 (igeBubsyibenidentityscri ber,
the SIM card/RU M 126_cont ai ns so S I ter C

| nt er nat i onalMogggiar & @%IB%@%‘%@F‘“I @Eﬁﬁﬁyﬁ&’@?%@g‘)ﬁe ;%\%ergeﬁ\}gtr?taa;%g\ﬁ'lgp Wi ng the
SIM ?:ar d{] R Nh a@%ﬁlzbﬁngrbrgr t@c@Mh&ﬁfTh Idd&@wuh?/mgt?uonﬁgmeﬂm ¢ayd loo RAHMby anyI
singl e physical nobile device. The S| M car MR or itiona
subscri ber i nf2§ igegneotypefdd@ C&’%Bﬁ‘q’r@ﬂﬁwrgﬁa@sllb\%:cla,"%%gg?fgfon’&%@? ook (or
Pg' et”.d?.r ) 't Ufafdgﬁﬁiﬁé}lbf%@mobﬁéaé&icéabb ah@t®paebhalize tAé hesbllediviek yiDOUser
identification In

ormation can also be programred into the flash nory

108. 30 [ 0036MTng otfisithisgeidditbeutthe FIM %ﬁfﬁg?{ﬁemﬁ%&li‘? QB‘"&%Ob@éS o8
i ncl udes fully operational for communication with the wireless network 200. By inserting
15 the SIM card/RUIM 126 into the SIM/RUIM interface 128, a subscriber can

access all subscribed services. Services may include: web browsing and

messaging such as e-mail, voice mail, Short Message Service (SMS), and

Multimedia Messaging Services (MMS). More advanced services may

include: point of sale, field service and sales force automation. The SIM

20 card/RUIM 126 includes a processor and memory for storing information.

Once the SIM card/RUIM 126 is inserted into the SIM/RUIM interface 128, it is

coupled to the main processor 102. In order fo identify the subscriber, the SIM

card/RUIM 126 contains some user parameters such as an International

Mobile Subscriber Identity (IMSI). An advantage of using the SIM card/RUIM

95 126 is that a subscriber is not necessarily bound by any single physical mobile

device. The SIM card/RUIM 126 may store additional subscriber information

for a mobile device as well, including datebook (or calendar) information and

recent call information. Aliernatively, user identification information can also

be programmed into the flash memory 108.

30 [0036] The mobile device 100 is a battery-powered device and includes
a battery interface 132 for receiving one or more rechargeable batteries 130.



a battery interface 132 for receiving one or nore rechargeable batteries
130. -10- In sone enbodinents, the battery 130 may be a snmart battery with
an enbedded m croprocessor. The battery interface 132 is coupled to a
regul ator (not shown), which assists the battery 130 in providing power V+
to the nobile device 100. Although current technol ogy makes use of a
battery, future 5 technol ogies such as mcro fuel cells may provide the
power to the nobile device 100. [0037] The mai n processor 102, in addition
to its operating system functions, endlfl-es execution of software
applications 134 on the nobile device 100. The subset of software

applications 134 that control basic device 10 operati %jg% I ncl L i n]g dat a
and voi ce cotmsemenembedments.cie aterywl3d may e pySMYL BAHENAMB0An ¢ he

mobi | e devi cg 10048 LB nidcesdB TS B AP intbPARB] 3TTR&0BPEH WEE eguipior cat i ons
134 include a nessage application 136.° The nessage appljcation 056 can be
any suit abl e (soffshawny whiciyassists the batiery $3@ inapreyidingpoven ¥ +igihe MRl ce 100
to send and r Y ) ' f [ r € nessage
application P%%%éj?@eﬁeﬁquﬁéng&mﬁelﬁg@ct hog@ gﬁ%eggi@?fﬁeﬁgre f&P flkl/gdgsages
that have Hedectmetdgier suchcas wicrobipet helisuay prayidetteinewer yo friomabien t he
flash menory 108 o1f t he nobil e device 100 or sonme other suitable storage
el ement in tﬁ'@v'ﬁﬁbioloe device 100. In an alternative enbodi ment, sone of

devi co 100 s T TS I0ARRF RVIE ot cbeldifg SRy the
mobi | e devi cquididneoenbles abesutivrt fof Jofie@sd appbcatianspi gy oanthen mokils
cuecut o0 by sl SrEheS A bt AR (e PSR hs g el
entry andyaldpdaitions, iatluaing daka smd oice bbmaiunkatiad dpptistiens, wihnowsaliige
cont act - addr GEINEIFG of Hia raaels frot B TTRE BertREEE the abi ity to |
cont act addr d0038hat  ni6e soBieinEEPLNB)® (1 USRS A sogs ARERAERY O ©
message. Val i@ iTaB edsahe bhpRdation ci3edante decsiitapleasoftware program that
allows a user of the mobile device 100 to send and receive messages.
15 Various alternatives exist for the message application 136 as is well known to
those skilled in the art. Messages that have been sent or received by the user
are typically stored in the flash memory 108 of the mobile device 100 or some
other suitable storage element in the mobile device 100. In an alternative
embodiment, some of the sent and received messages may be stored
20 remotely from the mobile device 100 such as in a data store of an associated
host system that the mobile device 100 communicates with.

{0039] Anather program that is executed by the mobile device 100 is a
contact lookup module 138 that operates in combination with the message
application 136 for aiding with entry and validation of one or more contact
25 addresses in a message before the message is transmitied by the mobile
device 100. Aiding with contact address entry includes providing the user with
the ability to lookup a contact address. Validation includes checking the
accuracy of a contact address that has been entered by the user while
composing the message. Validation can further include correciing an

30 inaccurate contact address.



30 inaccurate contact address. -11- [0040] The contact | ookup nodul e 138
aids with entry of a contact address by allow ng the user of the nobile
device 100 to | ook up a contact address by checking at | east one of a

| ocal contact address data store and a renote contact address data store.
The contact | ookup nodule 138 can 5 validate an entered contact address by
checking with the |l ocal contact address store. In sone enbodi nents, the
contact | ookup nodul e 138 can performvalidation of an entered contact
address by checking with the user. In-%onme enbodi nents, the contact | ookup
nodul e 138 can performvalidation of an entered contact address by

checking wth_a renote_contact address ta 0.store. [ 004 T pobi | e
devi ce 100 fUPPHr | ncT%&Q"?cElzﬂ’ﬁq‘b‘B pay'E %%l?l'c% Wﬁ(ﬁ'ﬁ'ynoé%d?o ' hook
142, a Per songidrddaf By amiviing théngeest el ivbbiletdeviend00 b ook updutatact46. The
devi ce state nodul e 140 Rrovi des persi stence, '

i.e. the d t at dul
140 ensures tassressiyosheskingrteast ogg o 3 ‘Qc%lt%“lt%’??Hdrf?)seﬂé}ea\s/%tgfee;ﬁdaﬁgmn?y? ©

such as the fibagh, ALY alidfbssSBathdibrd MPdidbftact 160kup! MBGUIEWNEN calte oD | &

device 100 is oses power. The ler nmpdul es 146 may include
a confi gurfit ivalidatedan ecrtered  shitanh addreas| by hesking rwith dbe decalt fean be

used in conjunetion wth.t I 110t 81f 8GRadtilBokd P AbdlicTHSs addr ess
book 142 provél{hg}ééss% %@er'nﬂtél}gﬂéfé(})ﬁd%gl%@tg’ gifé contaactg _62)0 ]‘orethe user. For
a given cont gurfdrm validatmdfesseriet contast aadressiy icheckingwith the ¥ses- Inhe nane,

phone nunber, work addres - TR d { cq ot cont act
addr ess), arm'?ﬁﬁ“%FWng'F}‘FPi%%?Pﬁ%‘%%@d@?g@g 3(&)30.%‘?: F:'Lﬁg p?%l\i}? t‘(iaosneogn
exanpl e of a Amenlersthtentadtcidtireds o ohankingadilh esreowte kantackhaddries dated by t he

user of the mpbile device 100 when conposing an e-mail 25 nessage as wel |
as the comfacH®®okup nmodul e 138 during contact address entry or

managi ng_ dat 400k of e pebiespees {00 TR, phliacsh ARG AN,
to, e-mail, cedEnrvaddredEepbsk 14D & Peretinat infappationt Mendger (BIM) Iéklandt ens. A
PIM appl i cat igtﬂerh ?n%dhlgg 146. The device state module 140 provides persistence, i.e.
the device state module 140 ensures that important device data is stored in
15 persistent memory, such as the flash memory 108, so that the data is not lost
when the mobile device 100 is turned off or loses power. The other modules
146 may include a configuration module (not shown) as well as other modules

that can be used in conjunction with the SIM/RUIM interface 128.

[0042] The address book 142 provides information for a list of contacts
20 for the user. For a given contact in the address book, the information can
include the name, phone number, work address and e-mail address of the
contact (i.e. contact address), among other information. The address book
142 provides an example of a local data store of contact addresses that can
be used by the user of the mobile device 100 when composing an e-mail
25 message as well as the contact lookup module 138 during contact address

entry or validation.

[0043} The PIM 144 has functionality for organizing and managing data
items of interest to a subscriber, such as, but not limited to, e-mail, calendar
events, voice mails, appointments, and task items. A PIM application has the
30 ability to send and receive data items via the wireless network 200. PIM data
items may be seamlessly integrated, synchronized, and updated via the



30 ability to send and receive data itens via the wirel ess network 200. PI M
data itens may be seanml essly integrated, synchronized, and updated via the
-12- wireless network 200 with the nobil e device subscriber's correspondi ng
data items stored and/or associated with a host conmputer system This
functionality creates a mrrored host conputer on the nobile device 100
wWth respect to such itens. This can be particul arly advant ageous when the
host conputer 5 systemis the nobile device subscriber's office conputer
system [0044] Additional applications-fi@~ al so be | oaded onto the nobile
device 100 through at | east one of the wireless network 200, the auxiliary

/O subsystem 112, the t ort 114 the .short-range communi.catjions
subsyst em 122¥§ S%H?tvmrg%a%s‘@ﬁt 5l ’809@/9%‘@0935‘&%956 GIACSPPAFIBG AR b |ty
in 10 appl i caiks stdred ahliRk bSsbeiatéd Rt ashdshBorhpitet systéni Tiis Rlinctibsaligpbi | e
device 100 and may provi de enhanced on-dewpﬁi'functlo

] ns, .
communi cat i oncreafast @ dnirpraet hes EemRifteen the @ 8eMsee! 00 with respect to

comuni cati on Laat Rj Bbits GABHBAE hostibshp@as and
ot her such fi ﬁgﬁﬂt%rﬁg'trgﬁ:cﬁ%ﬁgntﬁgiaﬁg?cﬁ@ﬂagr med usin tr?e rmb;ibl e device

100. 15 [ 0Gu5pystem izltheampbile davice suhsiliber soffemermpyer sksteMet pref erences
t hrough an external device or software application and extends the
capabilities §804dhe noMAdditiane apeligalionsympy RIselibey Igased; onter that Mokl

sof tvare  dowpLqags ob fnfien TR ek Pofle bt 5 WROed Abivol200 [t Qi 15 1 €l ess
communi cati on network. al'ternate downl oad path may, for exanple, be 20
used to | oad anbsystanyptiian tkeydatat qparhel thbithe shor-wageogonmmuningtions di r ect

and thus relia u i ' 8; i :
comuni cat i on?’%%ﬁ%g‘? 1%’e§'£1%®a&§%{]§‘mff%n %%‘ﬁcegge&\ék%%gﬁ??db e'éjgééér“?ﬁy t'ﬂat
enabl es dat(a application dadtakatiobeihoveases ltee durinitibealihe of dee haghilendevineol B r
conputing 25 device. The. dat ort can be a 2 al 5 re. In
sonme i nstance&N9 W@ydgfcﬁ"%r?n%fﬁ e‘i a?F'QS‘”Se Lfggg{l)dﬁt %&uﬁﬁéﬁdd'g@%gt a
lines for datqurddiemsfer batid F& Sxmply, Isederet bahmuaivafiom vaplicationb angy ng
current 1o Chae% gieterlle%tr%%}ct cec{eréLr?c’;g fl.cl)rflctiotng %ngDolﬂ%ér%ugﬁ\ﬁlngr?ci%qpansacﬁons to

be performed using the mobile device 100.

15 [0045] The data port 114 enables a subscriber to set preferences
through an external device or sofiware application and extends the
capabilities of the mobile device 100 by providing for information or software
downloads to the mobile device 100 other than through a wireless
communication network. The alternate download path may, for example, be

20 used to load an encryption key onfo the mobile device 100 through a direct
and thus reliable and trusted connection to provide secure device

communication.

[0046] The data port 114 can be any suitable port that enables data
communication between the mobile device 100 and another computing
25 device. The data port can be a serial or a parallel port. In some instances, the
data port 114 can be a USB port that includes data lines for data transfer and
a supply fine that can provide a charging current to charge the battery 130 of

the mobile device 100.

[0047] The short-range communications subsystem 122 provides for
30 communication between the mobile device 100 and different systems or
devices, without the use of the wireless network 200. For example, the



[ 0047] The short-range comruni cati ons subsystem 122 provides for 30
communi cati on between the nobile device 100 and different systens or
devices, without the use of the wirel ess network 200. For exanple, the -13-
subsystem 122 may include an infrared device and associated circuits and
conmponents for short-range communi cati on. Exanples of short-range

communi cati on standards include standards devel oped by the Infrared Data
Associ ation (IrDA), Bluetooth, and the 802.11 fam |y of standards devel oped
5 by IEEE. [0048] In use, a received sithal such as a text nessage, an
e-mail nessage, or web page downl oad will be processed by the

comuni cation subsystem 104 and inpu% to, the main he main

. 102.
processor 103ubgystem: 12 maydeeude @Reinfrated dedirss Plﬁﬁzﬂ%ggégégﬁrﬁﬂ% @Ba_t he

di spl ay 110 %fonip%n%h{serfeﬁtéﬁb?ttaénbe_ tdomnashicdtivar YEXdrblesboy sstent-rihde A
subscri ber may al so

conpose data itens, such as e-mnail ssa for
exanpl e, usi r@mmmicﬂ&ﬂbﬁaﬁ@@i@qhﬂﬂ%ﬁﬁf‘ﬂﬁréﬁid@He\BPPHBQVh@g‘jpéﬂgajDﬂtfo and
possibly 1 Ne Qughbiah irbAD BisaiBas bRd 802 1M Sadiy iof isintarlselopeul 12 can
i ncl ude devi ces suc S: touch screen, nouse, track ball, infrared
fingerprind detlettor, or a roller wheel 15 with dynam c button pressing
capability. The keyboard 116 is preferably an al phanuneric keyboard and/or
t el ephone-t y60#8}y pad. IHowevareceivedsianabaych &8 & d9B0REERAIRRP" 288 e used.

A conposed item apshi i S, L DY thet dpirkum&&tionhr ough
t he conmmuni ca{ﬁ?%%‘%%u%gﬂ%beﬁg%%)%g%ﬁg‘f’i"%?%oi ce co ni cations, the
overal | oper ajtibapstein 10deambinplieto B miin ipresessy 102. Ihpdvain PrasersersiGd | ar |
except that the received signals a S 1840 a4d
signals for t‘?"ﬁn '“sQr%’?sir@eg'éer?gf‘;g?egféhjg/%%eb&%hgﬁgpEﬂeﬁig%iﬂf%. 8A?t ernative
voi ce or agdi gitdridivelb sy the nauxiliane HiGissubsysieme 112re és sybsariben mAh @iso
subsystem can al so be, i npl enented on the nobil Vi 0. t gh
voi ce or audi @@P%Faﬁtﬁg'ﬂ?ﬁ’ isgcﬁ'c%%r?ﬁmﬁghlgﬁgsﬂglgﬁ‘a?ﬁ?rl %ﬁ%g&ltg hrug_@l&hhﬁie
spfeaker 118, ﬁé}ﬁog}c{sp{h@m %;ihﬁm@ﬁcﬁh @ith thdgisplag d 10 anpipossitly thaddiliang el
I nformati on such as the identity of a calli ar.t durat ion, Qf Voi ce
cal |, or ot hesubgyslem 42 Thee@%léd'y PHP i@ﬁ'c%n induaé debe tuch o’ a

touch screen, mouse, track ball, infrared fingerprint detector, or a roller wheel

15 with dynamic bution pressing capability. The keyboard 116 is preferably an
alphanumeric keyboard and/or telephone-type keypad. However, other types
of keyboards may also be used. A composed item may be transmitted over

the wireless network 200 through the communication subsystem 104.

[0049] For voice communications, the overall operation of the mobile
20 device 100 is substantially similar, except that the received signals are output
to the speaker 118, and signals for transmission are generated by the
microphone 120. Alternative voice or audio /O subsystems, such as a voice
message recording subsystem, can also be implemented on the mobile
device 100. Although voice or audio signal output is accomplished primarily
25 through the speaker 118, the display 110 can also be used to provide
additional information such as the identity of a calling party, duration of a

voice call, or other voice call related information.

[0050] Referring now to FIG. 2, a block diagram of the communication
subsystem component 104 of FIG. 1 is shown. The communication -
30 subsystem 104 comprises a receiver 150 and a transmitter 152, as well as

associated components such as one or more embedded or internal antenna



[ 0050] Referring nowto FIG 2, a block diagram of the conmuni cation
subsystem conponent 104 of FIG 1 is shown. The conmmuni cation 30 subsystem
104 conprises a receiver 150 and a transmtter 152, as well as associated
conponents such as one or nore enbedded or internal antenna -14- elenents
154, 156, Local Oscillators (LGs) 158, and a processing nodule such as a
Digital Signal Processor (DSP) 160. As will be apparent to those skilled
in the field of comrunications, the particul ar design of the conmmunication
subsystem 104 i s dependent upon the conffénication 5 network with which the
nobil e device 100 is intended to operate. Thus, it should be understood

that the design illu ajed . in 2, ser, one exa Ie 0051]
Si gnal s recei Sﬁ‘eﬁiﬁ %h% QF%&’“?WF%@Q(&SS) ﬁ%g V\?r}cgpe@'gce%g} 0 are
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signals are 1nput to the transmtter or digital-to-ana
conversion, fexayolacy up conversion, filtering, anplification and
transm ssion over the wireless network 200 via the antenna 156. The DSP

160 not only [P0§8ksses Signammraceived dy §ﬁl@rﬁﬂt@ﬂﬂﬂadl54aﬂ§@lq:h &he auiseless
recei ver and X | to
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channel is a
160. In a similar manner, signals to be fransmitied are processed, including

15 modulation and encoding, by the DSP 160. These DSP-processed signals are
input to the transmitter 152 for digital-to-analog (D/A) conversion, frequency
up conversion, filtering, amplification and transmission over the wireless
network 200 via the antenna 156. The DSP 160 not only procesées
communication signals, but also provides for receiver and transmitter control.

20 For example, the gains applied to communication signals in the receiver 150
and transmitter 152 can be adaptively controiled through automatic gain

control algorithms implemented in the DSP 160.

[0052] The wireless link between the mobile device 100 and the
wireless network 200 can contain one or more different channels, typically
25 different RF channels, and associated protocols used between the mobile
device 100 and the wireless network 200. An RF channel is a limited resource
that must be conserved, typically due to limits in overall bandwidth and limited
battery power of the mobile device 100. Accordingly, when the mobile device
100 is fully operational, the fransmitter 152 is typically keyed or turned on only
30 when it is transmitting to the wireless network 200 and is otherwise turned off
to conserve resources. Similarly, the receiver 150 is periodically turned off to



that nmust be conserved, typically due to limts in overall bandw dth and
limted battery power of the nobile device 100. Accordingly, when the
nobil e device 100 is fully operational, the transmtter 152 is typically
keyed or turned on only 30 when it is transmtting to the wireless network
200 and is otherwise turned off to conserve resources. Simlarly, the
receiver 150 is periodically turned off to 15 conserve power until it is
needed to receive signals or information (if at all) during designated
time periods. [0053] Referring now to-RBG 3, a block diagram of an
exenplary inplenmentation of a node of the wireless network 200 is shown as
202. In 5 practice, the wireless network 200, conprises one ar r.e nodes
¥ Ur a3,

202. The nobrprsanes pewen putildbimierdes: loSepive sighals, gyisiargtiop enpl ary
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218, and a Dynamic Host Configuration Protocol (DHCP) 220. This list of

15 components is not meant to be an exhaustive list of the components of every
node 202 within a GSM/GPRS network, but rather a list of components that
are commonly used in communications through the wireless network 200.

[0054] In 2 GSM network, the MSC 210 is coupled to the BSC 204 and
to a landline network, such as a Public Switched Telephone Network (PSTN)
20 222 to satisfy circuit-switching requirements. The connection through PCU
208, SGSN 216 and GGSN 218 to the public or private network (Internef) 224
(also referred to herein generally as a shared network infrastructure)
represents the data path for GPRS capable mobile devices. In a GSM
network extended with GPRS capabilities, the BSC 204 also contains a
25 Packet Control Unit (PCU) 208 that connects to the SGSN 216 to control
segmenfation, radio channel allocation and to satisfy packet switched
requirements. To track mobile device location and availability for both circuit
switched and packet switched management, the HLR 212 is shared between
the MSC 210 and the SGSN 218. Access io the VLR 214 is controlled by the
36 MSC 210.



segnentation, radio channel allocation and to satisfy packet sw tched
requi rements. To track nobile device location and availability for both
circuit switched and packet swi tched nmanagenent, the HLR 212 is shared
between the MSC 210 and the SGSN 216. Access to the VLR 214 is controlled
by the 30 MSC 210. -16- [0055] The station 206 is a fixed transceiver
station. The station 206 and BSC 204 together formthe fixed transceiver
equi pnent. The fixed transceiver equi pnent provides w rel ess network
coverage for a particular coverage ared6eommonly referred to as a "cell".
The fixed transceiver 5 equipnment transmts comruni cation signals to and

recei ves conmmuni cation_ signals _fromnpbile devjces ¥y| th_b;\ [ iaiiecg?I via the
station 206. EA985KixedTher ﬁ%‘%!b?%ﬂs @cﬂi‘ieﬂntﬁﬂscﬁ'éf?rnﬁt@ '91-pef SN Bh _
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the VLR 214. Further, the VLR 214 al so, contajns, i nfar rr(?hl on,on r’rB ile
devi ces that desngtei Eneretpasy.rRY cRIBRERICatonrRIgNAIR{EFeNed JRM e MEPKA R 214

i ncl udes part 4&fice 16EwRBINROEAI THRRIntmdRikatch pratoolsr &b palahfillersimap the HLR
212 to the VLR 25 214 for faster access. By novi ng addltlolnal |,‘r_}for{mt|on
from a renot evay Retween different nodes. For example, one node may empioy a differen

15 modulation scheme and operate at different frequencies than other nodes.

[0056] For all mobile devices 100 registered with a specific network,
permanent configuration data such as a user profile is stored in the HLR 212.
The HLR 212 also contains location information for each registered mobile
device and can be queried to determine the current location of a mobile
20 device. The MSC 210 is responsible for a group of location areas and stores
the data of the mobile devices currently in its area of responsibility in the VLR
214. Further, the VLR 214 also contains information on mobile devices that
are visiting other networks. The information in the VLR 214 includes part of
the permanent mobile device data transmitted from the HLR 212 to the VLR
25 214 for faster access. By moving additional information from a remote HLR
node o the VLR 214, the amount of traffic between these nodes can be
reduced so that voice and data services can be provided with faster response

times and at the same time require less use of computing resources.

[0057] The SGSN 216 and GGSN 218 are elements added for GPRS
30 support; namely packet switched data support, within GSM..The SGSN 216
and MSC 210 have similar responsibilities within the wireless network 200 by



node to the VLR 214, the anount of traffic between these nodes can be
reduced so that voice and data services can be provided with faster
response tinmes and at the sane time require | ess use of conputing
resources. [0057] The SGSN 216 and GGSN 218 are el enents added for GPRS 30
support; namely packet sw tched data support, wthin GSM The SGSN 216 and
MSC 210 have simlar responsibilities wwthin the wirel ess network 200 by
-17- keeping track of the location of each nobile device 100. The SGSN 216
al so perforns security functions and -attess control for data traffic on
the wireless network 200. The GGSN 218 provi des internetworking
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Authentication Dial-In User Service (RADIUS) server and a DHCP server.

15 -Once the GPRS Attach is complete, a logical connection is established from

the mobile device 100, through the PCU 208, and the SGSN 216 to an

Access Point Node (APN) within the GGSN 218. The APN represents a

logical end of an IP tunnel that can either access direct Internet compatible

services or private network connections. The APN also represents a security

20 mechanism for the wireless network 200, insofar as each mobile device 100

must be assigned to one or more APNs and the mobile devices 100 cannot

exchange data without first performing a GPRS Attach to an APN that it has

been authorized to use. The APN may be considered to be similar o an

Internet domain name such as “myconnection.wireless.com’”.

25 [0058] Once the GPRS Attach is complete, a tunnel is created and ali
traffic is exchanged within standai'd IP packets using any protocol that can be
supported in 1P packets. This includes tunneling methods such as IP over IP
as in the case with some IPSecurity (IPsec) connections used with Virtual
Private Networks (VPN). These tunnels are also referred to as Packet Data

30 Protocol (PDP) contexts and there are a limited number of these available in
the wireless network 200. To maximize use of the PDP Contexts, the wireless
network 200 will run an idle timer for each PDP Context to determine if there



25 [0058] Once the GPRS Attach is conplete, a tunnel is created and all
traffic is exchanged within standard | P packets using any protocol that can
be supported in |IP packets. This includes tunneling nethods such as IP
over IP as in the case with some I PSecurity (lIPsec) connections used with
Virtual Private Networks (VPN). These tunnels are also referred to as
Packet Data 30 Protocol (PDP) contexts and there are a |limted nunber of
these available in the wireless network 200. To maxi m ze use of the PDP
Contexts, the wireless network 200 wilkgrun an idle timer for each PDP
Context to determine if there 18 is a lack of activity. Wien the nobile
device 100 is not using its PDP Context, _the PDP Context %1 be
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The cradle 264 for the nobile device 100 can_be. coupl eg t@YIt t}e §8@2uter
262a by a sediugerof theumobily sigvicge]QQ delqngs U%):algyon%é’ WEgh, 9B anpl e.
Quher user 204GAERULE éor%ﬁ%hrcgﬁe?\K}ir&agblﬁkm the heétisyatepd 260 thirbegnenevor k 260,
e

and each may ~or may not equi pped with an acconpanying cradle 264 that
i s suitabl e fmorancdesh?0okfbe wWirelessietwerk@08- 264 facilitates the | oadi ng of

information (e.g. PIM
([00960] The host system 250 comprises a number of network

15 components connected to each other by network connections 260. For
instance, a user's desktop computer 262a with an accompanying cradle 264
for the user's mobile device 100 can be situated on a LAN connection. The
cradle 264 for the mobile device 100 can be coupled to the computer 262a by
a serial or a Universal Serial Bus (USB) connection, for example. Other user

20 computers 262b-262n can also be situated on the network 260, and each may
or may not be equipped with an accompanying cradle 264 that is suitable for a
mobile device. The cradle 264 facilitates the loading of information (e.g. PIM
data, private symmetric encryption keys to facilitate secure communications
between the mobile device 100 and the host system 250, etc.) from the user

25 computer 262a to the mobile device 100, and may be particularly useful for
bulk information updates often performed in initializing the mobile device 100
for use. The information'downloaded to the mobile device 100 may include

certificates used in the exchange of messages.

[0061] it will be understood by persons skilled in the art that the user
30 computers 262a-262n will typically also be connected to other peripheral
devices, such as printers, etc. which are not explicitly shown in FIG. 4.



data, private symetric encryption keys to facilitate secure comrunications
bet ween the nobil e device 100 and the host system 250, etc.) fromthe user
25 conputer 262a to the nobile device 100, and may be particularly useful
for bulk information updates often perfornmed in initializing the nobile
device 100 for use. The informati on downl oaded to the nobil e device 100
may include certificates used in the exchange of nessages. [0061] It wll
be understood by persons skilled in the art that the user 30 conputers
262a-262n will typically also be connect®ed to other peripheral devices,
such as printers, etc. which are not explicitly showmn in FIG 4. -19-

Furthernore, only a subset of network conponents of  the hqgst S 250
are shown i n Furtiermoreg onlysa subsetegippiweikoremapnents ofihg h S(Yﬁ%%'? ?tgg]od by
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may be provided. In sone inplenentations,jhe wreless conmunication
support conpcHENisinsheexemp Wcﬁ"ﬂa‘é‘g’g‘eﬂgéféza@eﬁhanagenent server 272, a

nobi | e data server 274, a_cqQntact, server 276, a I i dat a
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of the wireless network 200 and a.shared network . nf u 4 such

as a servi ce hostEYFigE} 2Rt UIMMBSF Of HAreIRSH) GO HRIGATRLY gﬁ}%@e@ﬂ%‘% e host

system 250 ”aﬁd)ﬁmaggoeoﬁr%vidéadlﬁ%mughplaﬂ@nmoﬁ@,rmermmlemcc(mumsaﬁnm), and
t

conputing devi ces he host system 250 nay operate frO{n behi%a
firewal | or psunppriseampanepise270 can include a message management server , a

mobile data server 274, a contact server 276, a global address list data store
15 278, and the like.

[0063] in this exemplary embodiment, the mobile device 100
communicates with the host system 250 through node 202 of the wireless
network 200 and a shared network infrastructure 224 such as a service
provider network or the public Internet. Access to the host system 250 may be
20 provided through one or more routers (not shown), and computing devices of
the host system 250 may operate from behind a firewall or proxy server 266.
The proxy server 266 provides a secure node and a wireless internet gateway
for the host system 250. The proxy server 268 intelligently routes data to the

correct destination server within the host system 250.

25 [0064] In some implementations, the host system 250 can include a
wireless VPN router (not shown) to facilitate data exchange between the host
system 250 and the mobile device 100. The wireless VPN rouier allows a
VPN connection to be established directly through a specific wireless network
to the mobile device 100. The wireless VPN router can be used with the

30 iInternet Protocol (IP) Version 6 (IPV6) and IP-based wireless networks. This
protocol can provide enough IP addresses so that each mobile device has a



The proxy server 266 provides a secure node and a wireless internet gateway
for the host system 250. The proxy server 266 intelligently routes data to
the correct destination server within the host system 250. 25 [0064] In
sone i npl enentations, the host system 250 can include a wreless VPN
router (not shown) to facilitate data exchange between the host system 250
and the nobile device 100. The wireless VPN router allows a VPN connection
to be established directly through a specific wireless network to the
mobi | e device 100. The wirel ess VPN rowler can be used with the 30 Internet
Protocol (I1P) Version 6 (1PV6) and | P-based wirel ess networks. This

prot ocol can provide enough I P addresses.so.that, 6 each i e deyvj has a
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may ori gi nat enbbitndeviog 1H0nibdhis altemative iaplementatingt ance, a nessage may have
been sent by a sender fromthe conputer 262b within the host system 250,
from a diff er[@65hobi | Medeages irtensieds foovim used v ¢be snaohile device \§0Petrgss

network 200 or.a. different w r ' 1tguchONPUt i Ng
devi ce or ot hlgpla%\ﬁecceéve a%%l\t% Eéggaieeggﬂég i%sggéi%ﬂ%ﬁﬁiéﬁgs huacr ed
networ k i nHr asiesssgiesr mag 2drigipates froiy anir ourgberaof sgopréasatfiasninstange.ca

provi der (ASP) or Interpet servic r.ovi der Iﬁﬁ)e S \Gihin (@661 The
nessage ser ve"eSHIEPHY B%‘fq e%’t?%“%i’?% ée'%r[iﬂ(r‘r’ary icr?b‘g{ugace for 'tﬁe
exchange of nRssagasm 60, fiopuh alifeyerd-mobile dedceaesshown)tonnetied fo the
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typically computing device or other device capable of sending messages, via the

15 shared network infrastructure 224, possibly through an application service

provider (ASP) or Internet service provider (ISP), for example.

[0066] The message server 268 typically acts as the primary interface
for the exchange of messages, particularly e-mail messages, within the
organization and over the shared network infrastructure 224, Each user in the

20 organization that has been set up to send and receive messages is typically
associated with a user account managed by the message server 268. Some
exemplary implementations of the message server 268 include a ‘Microsoft
Exchange™ server, a Lotus Domino™ server, a Novell Groupwise™ server, or
another suitable mail server installed in a corporate environment. In some

25 implementations, the host system 250 may include multiple message servers
268. The message server 268 may also be adapted to provide additional
functions beyond message management, including the management of data
associated with calendars and task lists, for example.

[0067] When messages are received by the message server 268, they
30 are fypically stored in a data store associated with the message server 268. In
some embodiments, the data store may be a separate hardware unit (not



associated wth a user account managed by the nessage server 268. Sone
exenpl ary inplenentati ons of the nessage server 268 include a M crosoft
Exchange" server, a Lotus Dom noTM server, a Novell G oupw seT"" server, or
anot her suitable mail server installed in a corporate environnent. In sone
25 inplenentations, the host system 250 may include nultiple nessage
servers 268. The nessage server 268 nay al so be adapted to provide

addi tional functions beyond nessage managenent, includi ng the managenent
of data associated with cal endars and-2tsk lists, for exanple. [0067] When
nmessages are received by the nessage server 268, they 30 are typically

stored in a data store associated with the mes_sage Sﬁ:\ r 268. Inb sone
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)
by the user or by an adm nistrator, possibly in accordance with an
organi zati on’ fygeBf OF MR LREMRRRY WY midblile device 100, the user may wish to

15 have e-mail messages refrieved for delivery to the mobile device 100. An e-
mail client application operating on the mobile device 100 may aiso request
messages associated with the user’s account from the message server 268.
The e-mail client may be configured (either by the user or by an administrator,
possibly in accordance with an organization’s information technology (IT)

20 policy) to make this request at the direction of the user, at some pre-defined
time interval, or upon the occurrence of some pre-defined event. In some
implementations, the mobile device 100 is assigned its own e-mail address,
and messages addressed specifically to the mobile device 100 are
automatically redirected to the mobile device 100 as they are received by the

25 message server 268.

[0069] The message management server 272 can be used to
specifically provide support for the management of messages, such as e-mail
messages, that are to be handled by mobile devices. Generally, while
messages are sfill stored on the message server 268, the message
30 management server 272 can be used to control when, if, and how messages
are sent fo the mobile device 100. The message management server 272 also



20 policy) to make this request at the direction of the user, at sone
pre-defined time interval, or upon the occurrence of sone pre-defined
event. In sone inplenentations, the nobile device 100 is assigned its own
e-mai | address, and nessages addressed specifically to the nobile device
100 are automatically redirected to the nobile device 100 as they are
received by the 25 nessage server 268. [0069] The nessage nmanagenent
server 272 can be used to specifically provide support for the managenent
of nmessages, such as e-nmail nessages, -2RBat are to be handl ed by nobile
devices. Cenerally, while nessages are still stored on the nmessage server
268, the nessage 30 managenent server 272 can be used to .control

and how nessatfediates dhe danding elhmessagasecompesed 9pche Tebikedevithe ﬁﬂnagem&nt
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i nfrast ruct ur mad3germant sareni72 ahays alsno eOMPreéssZ200l, emwtwswag@agaa@gnent
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(e.g. encrypt rypt r 6ss e' conposed
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properties or séRet EVEWWS@W@W%S{Q&%WQ&B\ mleahobtbrdew:@ be0 sent
from and/ or cei ved bty t he blle gg 100 %ag be def nh
eg encrypted using rlple D ecryp and decompréss the composed
messages, re-format the composed messages if desired so that they will
15 appear to have originated from the user's computer 262a, and re-route the

composed messages to the message server 268 for delivery.

[o071] Certain properties or restrictions associated with messages that
are to be sent from and/or received by the mobile device 100 can be defined
(e.g. by an administrator in accordance with IT policy) and enforced by the
20 message management server 272. These may include whether the mobile
device 100 may receive encrypted andfor signed messages, minimum
encryption key sizes, whether outgoing messages must be encrypted and/or
signed, and whether copies of all secure messages sent from the mobile

device 100 are to be sent to a pre-defined copy address, for example.

25 [0072] The message management server 272 may also be adapted to
provide other control functions, such as only pushing cerfain message
information or pre-defined portions (e.g. “blocks”) of a message stored on the
message server 268 to the mobile device 100. For example, in one instance,
when a message is initially retrieved by the mobile device 100 from the

30 message server 268, the message management server 272 may push only
the first part of a message to the mobile device 100, with the part being of a



(e.g. by an adm nistrator in accordance with IT policy) and enforced by the
20 nmessage managenent server 272. These nmay include whether the nobile
device 100 may receive encrypted and/or signed nessages, m ni mum
encryption key sizes, whether outgoing nessages nust be encrypted and/ or

si gned, and whether copies of all secure nessages sent fromthe nobile
device 100 are to be sent to a pre-defined copy address, for exanple. 25

[ 0072] The nessage managenent server 272 may al so be adapted to provide

ot her control functions, such as only p#8hing certain nessage information
or pre-defined portions (e.g. "blocks") of a nessage stored on the nessage

server 268 to the nobhi| e devi 100. For e le, ip one jnstance when a
message is i rPerdsfingd IS@FK?@vgmygt‘ﬁés?ﬁﬂﬁ“ﬁsg@m%épmw ?flrtﬁ?nrqef‘f'éa% nmessage
server 268, t{iend'BSMRYE] TREMIRIBREd RGN bY2He MRYsdles Mapademeringeriér st part
of a nessage to the nobile device 100, with the ﬁ_art being of a -23-

pre-defined s?%eto(ibe gnobjle dgyice AR, pRSSOICUM G F BRXRYNEE-d BEsTage
message, 10 fa dRELNENEH, e $hE8idadk- PhASSErReRCKSVEY 27D Gallitata0Befidnagenent
server 272 t%f?'h‘gur%@?'?g' é&/ﬁ@%&éﬁ% pog% bl'y up to a rrgxli mim p?e-defi ned
nessage sbzecontiot ovelithgltype eidatawmoddbe amenayehdaie thatiy spmmppicaigd 19 t at es
better 5 contgaql r f : g{%ﬁ% | S
comuni cat ed t{h% m@ﬁ% drfégt;&fal ’Fedbgg\r}?ggﬂ%gj f’aﬁ'&h@%%he pé[[\gésé]élﬁf ﬁqai&eﬁgﬁ)ﬁt enti al
wast e of bandov athér resouroeder resources. [0073] The nobil e data server 274
enconpasses any other server that stores information that is relevant to
t he cor por at i @973The ndbelneobilet data sener 274 @neoupasses any| aller, sasver that not

limted to, datab Le . L tof ;
el at fonsh p RaEGDnPRILIR PR R b B torkiaSh. Ph FRLICUBLPRLer |
(ERP) apphbcazTdHmsay [falwé] Blies caott lniteds do, vdatalagsc aonline slataldlocumentrat i on

for alist of contacts fqr the user in a_sin asty
book 142" on_t FBoSR eRon ey omsy ceaiinshbrnmsngur kel SVET SeRE 2801 o
t hi s i nf or mat émargrisemeddiftcdpiahaing ABRPe applicatibnd. GAL) data store 278. The GAL

data store 278 can store contact information for people or groups within a
corporation. [Uo#4FAL  The contact server 276 can provide information for a list of

contacts for the user in a similar fashion to the address book 142 on the

15 mobile device 100. The contact server 2768 can obtain this information from
the Global Address List (GAL) data store 278. The GAL data store 278 can
store contact information for people or groups within a corporation. The GAL
data store 278 can also include contact information for other contacts such as
people from organizations associated with the corporation, such as suppliers,

20 clients, etc., as well as contacts that are commonly accessed. For a given
contact, the contact server 276 can generally provide the name, phone
number, work address and e-mail address of the contact, among other
information. The contact server 276 and the GAL data store 278 are an
example of a remote data store that the contact lookup module 138 can

25 access during entry or validation of a contact address on the mobile device
100.

[0075] in some embodiments, the GAL data store 278 can also include
a separate list of contacts for each user that uses a mobile device associated
with the host system 250. In this fashion, the GAL data store 278 can provide
30 a backup of contact lists or the local address books that are stored on the
plurality of mobile devices associated with the host system 250. In some



data store 278 can al so include contact information for other contacts such
as people fromorgani zations associated with the corporation, such as
suppliers, 20 clients, etc., as well as contacts that are commonly
accessed. For a given contact, the contact server 276 can generally
provi de the nane, phone nunber, work address and e-mail address of the
contact, anong other information. The contact server 276 and the GAL data
store 278 are an exanple of a renote data store that the contact | ookup
modul e 138 can 25 access during entry oR4validation of a contact address on
the nobile device 100. [0075] In some enbodi nents, the GAL data store 278

can also inclugde a separate |i of .contac far each Ses a
nobi | e devi ceglg%'%tﬁ’ieeﬁrg'@d%%ep#' ﬁ}‘?eh%ﬂ q?%%@#‘?ﬂd‘a"?ﬁ %rﬂ?;al'# %l OA, the
GAL data st orgapdah Scesd ey belgactGnfor@oiaup of contact lists or the Iocal
address books that are stored on the plurality of nobile devices

associ ated W fdp7ee hogt mmysieeixha&@toounb;sqmsa@skma & rthe i are thatbtidi nent s,

t he host system 250 may have a central i Zﬁ& F@E’ﬁ t hat caﬁgj\cc ss t he
contact i nf or MESPAEE "‘[Wﬁﬁ]ﬂel“i sRrvar $e2 haemoplie Faly SFEYRo d in the
art that tige cﬂﬁ&%é@@?@%@@@%o‘?%@%ﬁfpléﬁé’nteﬂhfh sERrate ﬂ@sﬁ:a!ieém@‘s 274 and

the 5 contact server 276 need not be inplenented on separate G{SI cal
servers wt h| withinetheobests system 268. Fpbrexampifh 80me Healhofathe

functions ?ﬁﬁcﬁ{% SPwith ik k8s g SFRORGRIRIN 72 9hEbe Miegrai With

I ntegrated w e nessage server , or some other server in the host
system 250. ther nfessage ecntane26fhsor SG}I‘Qﬂe(Pﬂ‘IQ'SQeW@y it s rhast system 258. nessage

arge mamber ERgRTe” i, AAS Gl %50 " Br SRS ThieaSage e
embodi nentl®, hiamapemeni sexakrs 273 paticuledntiaciarigst iaplempeetatigns quecﬁn ded by
Server 205, | FERANTPERS! TI9OLS A ERb R pe pRE, Fefineorhy I SFRe1O°
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server 268. In addition, in some embodiments, the functionality of the contact
15 server 276 can be provided by another corporate server that can provide
additional functionality. Further, in some embodiments, the contact server 276
can be provided by a third party. In some cases, the remote facility can be
associated with a website accessible by the Internet. In any of these cases,
the contact server 276 or the third party services can be referred to as a
20 remote contact service. Further, any data sent from the remote contact
service to the mobile device can be referred to as contact data. Contact data
can include a confirmation or approval that a potentially incorrect contact
address has a match in a remote contact address data store. Contact data
can also include a disapproval that a potentially incorrect contact address
25 does not have a match in a remote contact address data store. Contact dafa
can also include a list of contact addresses found in a remote contact address

data store that are similar to a potentially incortect contact address.

[0077] When the user of the mobile device 100 composes a message,
the user may enter a contact address by using the local address book 142
30 that is stored on the mobile device 100. For instance, the contact lookup
module 138 can provide the user with an option to look up a contact address



can be provided by a third party. In sone cases, the renote facility can be
associated with a website accessible by the Internet. In any of these
cases, the contact server 276 or the third party services can be referred
to as a 20 renote contact service. Further, any data sent fromthe renote
contact service to the nobile device can be referred to as contact data.
Contact data can include a confirmation or approval that a potentially

i ncorrect contact address has a match in a renote contact address data
store. Contact data can also include a2@Fsapproval that a potentially

I ncorrect contact address 25 does not have a match in a renote contact

address data store. Contact data a al so inclé)?gﬁ ‘?}eré ﬁ Idco{gttg
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button in themEBsHRItM %m@mmdlﬂnemsyvthecuhsdrhaawsmer ﬂm“rﬁmssm tharactemssage.
I n some enbodi nents, the user enter_the fi

t f f
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provided by tBn%vB@Bt@gPtthéQQJﬁ%tﬂBM o3l d38bbabitatm lai Bt of nratdhiy ng
addresses fromthe | ocal address book 142 e user can nake a 15

sel ection. | naddpgsastan the ipcat gadress bPB'éIQﬂB(%WBHWh"@hl%Q UsEh S8 MARA gur ed

to 15 selection. in some cases, the contact lookup module 138 can be configured to

automatically provide the list of matching contact addresses.

[0078] in some embodiments, if no matching addresses are found that
correspond fo the first few characters that are entered by the user in an
address field, the user can select a remote lookup option provided by the
20 contact lookup module 138 to select a contact address from a remote data
store such as the GAL data store 278. If the user chooses the remote lookup
option, the contact lookup module 138 can contact the contact server 276,
which then provides the user with the ability to search for a contact address in
the GAL data store 278. In some implementations, the contact server 276 can
25 provide the user with a list that the user can scroli through to locate and select
the desired contact address. In some implementations, the user can enter a
few characters via a dialog window. The contact fookup module 138 can then
provide these characters to the contact server 276, which then uses the
characters to search for matching contact addresses or contact names. The
30 contact server 276 can then provide the matching contact entries to the
contact lookup module 138, which then displays the entries to the user. The



automatically provide the list of matching contact addresses. [0078] In
sone enbodi nents, if no matchi ng addresses are found that correspond to
the first few characters that are entered by the user in an address field,
the user can select a renote | ookup option provided by the 20 cont act

| ookup nodul e 138 to select a contact address froma renote data store
such as the GAL data store 278. |If the user chooses the renpte | ookup
option, the contact | ookup nodule 138 can contact the contact server 276,
whi ch then provides the user with the aB6lity to search for a contact
address in the GAL data store 278. In sone inplenentations, the contact
server 276 can 25 provide the user with list that tre user candigroll

through to | d88f €2Ariher scwlithrough tﬂ@s‘lsf@g maelting: Coafagt gaLies o S§§

i mpl ement at | Qsiredi BSntdsEAd7Eds IS e Rt, few characters via a dial og w ndow.
The contact | ookup nodul e 138 can then provide these characters to the

contact servqpofgid. WhirtBomBasmbisfimiehite the Dadraist Rbwidee withathehogtion afat chi ng
contact addresses or contact nanmes. The 30 contact server 276 can .t hen

provi de the raeryal@riesinodbe centert address.thgome sREEDHING YSRUF BRI 138,
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t hrough the |1 st _contact entries to see i desired cont act
address is i raddmesd stotes (.oowihoutrusitsniheckopdldirfemets lookep @slien PLVElyi ded

w th the opt 'bﬁch%f Wr@&?%l&% %Hﬁfe' W@Bn)t. Wﬁsﬁﬁ’lgtc%tas,aﬂ'@ G8et- can'maAtAIyCcases,
t he user can nual' Ty enter tne contact address wthout searching

t hrough t he |antel tharabnizstratdreasl aftes thesdenired contast has nabiogenfoung in the | ocal

or renote | ogkup option .proyid C . In
Qo cases. e eRresBleC h Ao Bbeh feliRat Bah Ay RA the plrids |
desired capt asddriss aftert thb alsiréd codtach has aot beerafouaddn dks remotecaddresssone

cases, the urs%r can manual ly enter the contact 10 address after the desired
contact has noP™®een found in the renpte address store. [0080] After the

e has et oot e, SO SRR el iy SRPRE%Gaa B, o o
addr esses. Vaiksaigeo prioncbusiasiirgh éiak ingssabe, thentawtact lookup module 138
validates the contact addresses. Validation includes checking the contact
15 addresses for accuracy and correcting any potentially incorrect contact
addresses. FIG. 5 provides a diagram of an exemplary embodiment of a
message validation window 300 for validating contact addresses in a
message. The message validation window 300 is one example of a message
validation means that can be provided by the contact lookup module 138 to

20 verify and correct potentially incorrect contact addresses.

[0081] In some embodiments, the contact lookup module 138 can
attempt to verify each manually entered contact address in any of the "TO",
“CC” or “BCC" address fields of the message by finding matching contact
addresses in the local address book 142. If all of the manually entered contact

25 addresses match with a comresponding entry in the address book 142, then
the e-mail message can be sent by the message application 136.

[0082] However, if the contact lookup module 138 cannot find matching
contact addresses in the address book 142 for at least one of the manually
entered contact addresses, then there is at least one potentially incorrect
30 contact address in the one of the address fields of the message. In the
example shown in FIG. 5, the string "XXXX" is an example of a potentially



15 addresses for accuracy and correcting any potentially incorrect contact
addresses. FIG 5 provides a diagramof an exenplary enbodi nent of a
nmessage val i dation wi ndow 300 for validating contact addresses in a
nmessage. The nessage validati on wi ndow 300 is one exanple of a nessage
val i dati on neans that can be provided by the contact |ookup nodule 138 to
20 verify and correct potentially incorrect contact addresses. [0081] In
sonme enbodi ments, the contact |ookup nodule 138 can attenpt to verify each
manual | y entered contact address in any2bf the "TO', "CC' or "BCC' address
fields of the nmessage by finding mat chi ng contact addresses in the |ocal
address book .142 t he nual ered t 25 addresses match
Mt a cor r edRRTiRhgoBtEet uerist L darebk Bk Riodfe A et ndf SEREH
nmessage can Hﬁe%@ﬂfesl@)bdokel4.ﬂlﬁ556@ﬂa@tmﬂdr&%bsQlﬁatlafié s:lﬁmﬁalhel-bmenmlly if the
cont act Iooku nodul e 138 cannot fjnd natchlng ont act Iggﬁfes in the
A o
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address in_the one of dress fields of the nessage. In the exanple
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simlar contac esses hé user e user can en select one of
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mesage. B0 TN REES, P Herh BobiBslied Y EHoRaTahl Bodielt, | T
characters vw‘:mmtm’ataddtasg irathecappangrizdel dddress field ém &®y/megssageat i ng t he

potentially incorrect contact address. The selected 10 sim |l ar contact
address can tj0e83pe sulstsdmg eembodiniehts, pibt thets arey stithcawree amressadradact

e oMY AR A R
contact addr epegsrotite tieo niessigd oakidationnundew BB toahe user. The message
15 validation window 300 is used fo notify the user that a contact address (in this
case an e-mail address) cannot be validated with the entries in the local
address book 142 and is a potentially incorrect contact address. The message
validation window 300 includes a dialog message 302 and option buttons 304,
306 and 308. The dialog message 302 indicates that an entered contact
20 address is unrecognized and can be a potentially incorrect contact address.
The user is then provided with several options. In this exemplary embodiment,
there can be an accept option button 304 in which the user chooses to
continue to send the message thereby accepting that the potentially incorrect
contact address is actually correct. There can be a decline opfion button 306
25 in which the user recognizes that the potentially incorrect contact address is
actually incorrect and decides not to proceed with sending the message.
There can also be a remote lookup option button 308 in which the user is not
sure about the accuracy of the potentially incorrect contact address and
wishes to check the accuracy of the potentially incorrect contact address with
30 the contact server 276.



then provide the nessage validation window 300 to the user. The nessage 15
val i dati on window 300 is used to notify the user that a contact address (in
this case an e-nmail address) cannot be validated with the entries in the

| ocal address book 142 and is a potentially incorrect contact address. The
message validation w ndow 300 includes a dialog nessage 302 and option
buttons 304, 306 and 308. The di al og nessage 302 indicates that an entered
contact 20 address is unrecogni zed and can be a potentially incorrect
contact address. The user is then proyv28led with several options. In this
exenpl ary enbodi nent, there can be an accept option button 304 in which

the user chooses . to continue t end the ssage ther C. ti t hat
t he potenftialfp98‘_f‘1ncorr 5?6 Uz, S_{j‘ﬁdﬁg’?ggﬁ’?ﬁ%\fg%ﬁﬂfwﬁ%ﬁo@cﬁ%nﬁﬁgre can
be a decline Qptdc®bdriup D §38 Behds AMebhtact Aedresevalidetor Riquest toe t he
potentially incorrect contact address is actual i ncorrect % eci des

dd al | nd
not to proced®Hadt seseidZify The Gﬁé%gﬁﬂdresﬁﬁéfﬁ‘@d¥§i1 rBauesty ICIAeE ¥ife | ookup
opti on b”“%o?@ﬁidug ke By 6&?ﬁa(§csr‘rﬁﬁrés§. TS coftdbEsaParizel fhen apeelksagy of the

potentially i'ncorrectt contact address and w shes to check the accuracy of

t he pot ent$ alG4L idateostorec27 & tondeterminel ifiteere isiargprrespondied BwiaiRg canlpgter 276.
-28- [0084] | - Ok 0P R Bor9d. t hen
the contact 4d§fr)€%p%n§ %%&kﬁﬁﬁ%éﬁgég{@%ﬁ?ggg%agesg vg iA{ag?i%n request
to the cont axddress isdourtl7i. thEHBAlC daiastoresdid;, ds conthelawrvas27Peapndstani ncl udes
the potentially incorrect,cont e AGIviae t hen
checks the 5 @Eﬁoﬂ{?p&‘%‘? Eo %’gé;%ﬁjacgg’g é‘?%mr?gaﬁ 1%@ el és'%aff\ég'?\raég E’gndi ng
mat chi ng cont@sitact addreasss frot folre pothenGAR|data istare rd78c thec oontach serdeir ess. | f
a mat ching_cq ct ,address is found [n the d tore./8, the contact
server 27%O se#is‘?msaa fﬁ‘?ﬂ?ﬁ‘faﬁ Ir%sgnﬁgﬁgg) ;i %oﬂg%iboﬁ?é{gﬁng[ﬁéu%' nodul e 138.
QO herwise, if tchi cont act .addre S f | ta
store 278, t H@ﬁégﬁt act Prgﬁ?ﬁ'?greﬂﬁ?"??%ss‘z’ﬁﬁé aa%%é@%ﬁﬂ@%%@%%ﬁ%@ g&?o t he
cont act | ookufpe feGHd & 138 .GAIOGRE] stdre S2TE: fenttadipotamtially Wverreat dontacit
mat chi ng addre canpot e found jn the GAL a re. 278 fo
potentially iﬁ‘fiﬁ’?ﬁ:c ¢ %tser&%fd?i'%sc?nt ﬁ%arﬁg%gcéhge %rsé%?%é?:éaﬁgrsearch
the GAL data &iripadt adidfeskes that are similar to the potentially incorrect contact address.
15  If similar contact addresses are found, the contact server 276 can send a list

of the similar contact addresses to the contact lookup module 138. The

contact lookup module 138 can then display the list to the user. The user can

then select one of the similar contact addresses if it is actually the desired

contact address. Once again, this can be a case in which the user may have

20 misspelled or transposed a few characters when entering the contact address
in one of the address fields of the message. The selected similar contact
address can then be substituted for the potentially incorrect contact address in

the appropriate address field in the message.

[0086] The contact lookup module 138 then checks to determine if
25 there are other potentially incorrect contact addresses in the message. If there
are no other potentially incorrect contact addresses, an additional message
confirmation screen can be displayed, as is commonly known to those skilled
in the art, to ask the user if the message should be sent. If the user chooses
to send the e-mail, then the e-mail message can be sent with no further

30 changes.



contact addresses that are simlar to the potentially incorrect contact
address. 15 If simlar contact addresses are found, the contact server 276
can send a list of the simlar contact addresses to the contact | ookup
nodul e 138. The contact |ookup nodul e 138 can then display the list to the
user. The user can then select one of the simlar contact addresses if it
Is actually the desired contact address. Once again, this can be a case in
whi ch the user nay have 20 mi sspelled or transposed a few characters when
entering the contact address in one of29he address fields of the nessage.
The selected simlar contact address can then be substituted for the

potentially i ect contact address in . the appropriate dress field in
the nessage. @ég%] Th eéﬁﬂg%&geqq%%ﬁptﬁm%n%g%cg)E%lﬁagtﬁ’g@ggsqe.g %8t er ni ne
if 25 there %érférétéf&%eﬁag@rueneérmernoﬂ@pér‘@@mncﬁanﬁ@ssbgaddaeﬁsemrnea tohe

nmessage. If there are no other potentially incorrect corﬂtact addr esses, an

addi ti onal ndb8sgaderdbie poiaptially incoreshcentactaddiess e Aclually incorrect Agnonl y
known to thosgchkit ldl gtheraify ddi fedhimerddsdktHe \Ber $®serd arl 8ndIEREaageshoul d

be sent. If the user” chooSes to send the e-mail, then the e-mail nmessage
can be sen® vinthighopatantialyincapectenniant addrepses havmngt haessglidatedent with
potentially incorrect contact addresses can generate a nessage delivery

error or a "Hi8988kd nebsagee embodinentat fnmeaniest legkupsepdule 188 (998 _
potential Y \iRAleCH QAMADIRELLENINCA AERIE |atardR8E "RGE hal® bedhch. 1t

I's generally not recommen or the user to send an e-malil nessage 5 in
whi ch pot ent i sglégted froor entdes do thealotalzatitiress beok 442 andtihe &AL dalai siereed.

[0088] 110 s0rg,URQL AR SrurkelSn GHLATe HARIAD IERRUIS IA8 idGageiedat e all

cont act addr esse es addresses t ave been selected from
entries i M0t hetoted27d mayl tiaes bebo okprbgerneatetdrk TGAlcodchloskup ;odaRgiI3Si nce

sone entries in either. the address.hb 0 e 278

may have beencq%‘?c(?B'@thg %ﬁ%{riege.rﬁ"mﬁg50%?2@?%%%%@%&&%80 raé%{]

acconpl i sh t héymtdyfor ah elcoeptable é-fall Bedesss] mcthe adde of eesaihmessddes. Poroper

syntax for an_acceptahl]l e e-nmil .gddres In the case of e-nail sages.

For ot her en@gﬁf ﬁg‘\tl?f’gm??{ﬁ%ﬁ" é’ﬂ"%[ Rﬁ}eff%%% 0%@%@%@35@ i‘? g%t 8erg,§ ent, the
contact lookup module 138 can check to determine whether the syntax that

15 corresponds to the particular type of message has been used for the contact
address.

[0089] If the user selects the second choice of not continuing with
sending the message, (i.e., selecting the “No” option button 306), the user can
be returned to the message composition window. At this time, the user can
20 edit or modify the potentially incorrect contact address(es) in any of the
address fields. After modifying the potentially incorrect contact address, in
some embodiments, the modified contact address is assumed {o be correct
and the remaining contact addresses can then be checked. In some cases,
the modified contact address may be checked to ensure that the proper
25 address syntax is used. In some cases, the validation process may be
repeated on the potentially incorrect contact addresses that have been
corrected or modified. Once ali of the potentially incorrect contact addresses
have been modified, and possibly checked and validated, a message
confirmation screen can appear asking the user to confirm sending the
30 message.



contact | ookup nodul e 138 can check to determ ne whether the syntax that 15
corresponds to the particular type of nessage has been used for the contact
address. [0089] If the user selects the second choice of not continuing
with sending the nessage, (i.e., selecting the "No" option button 306),
the user can be returned to the nessage conposition window. At this tine,
the user can 20 edit or nodify the potentially incorrect contact
address(es) in any of the address fields. After nodifying the potentially
i ncorrect contact address, in sone erd®+nents, the nodified contact
address is assuned to be correct and the remaining contact addresses can

t hen be checked. In sone cases the nodified contact,K addres

checked to ed809 t hatlnt B@MSr %E?d'wnﬁdﬁhés@eﬁ%@aﬁlld@?%e‘ﬁ'"a?‘ﬁ 'éfﬂ’na cases,

the validatiqpn fyrpfaﬁ%anr@ﬁohqnotrm CPh séftaniIEnthe kK opisoihent
contact addresses that have been corrected or nodified. Once all .of the

potenti al | y ithe diseececagpirescihatddraianiially 'H%Rféecb@@ﬁtaﬂ)&fjfiTeéa is &8ss bl y
checked and valddai Sﬁl $0 er@a%ég%er?%fécﬁ{@&ﬂbﬁ% SOE6EA MPEHIPWREaW cafki ng the

user to confirmsen 0 nmessage l‘kl_i i n_some enbodi nents,
the messag® \oH displayen whidd@ﬂpwmyht?-‘ seen ﬁd&ﬁh%@me ply dreorme cwasin) . The
user can sele | I

potentially ,#@6‘?2 @ﬁ%(g %ggésgsb%%qgg gm§8§88€ﬁ%o g%’tgﬁwﬁjog\(l)ne

cases, when tAtethisdpbmt;pt |oan bes assureed doatathecdser hasnumnedmoyebf@dom@pl ayed
whi ch all ows t fiet to edit the poten dress
rather than \’H‘cﬁgeﬁgﬁcfpt?‘g atdﬁéeﬁygyggg%oﬁ%géléﬁ'ﬁ hie‘f‘r‘? gf&hs Ll t this
point, it carbdm;oamapdn@dlm& 188 eat hech i mmmrauylraasrtomem thilethe
potentially incorre cont ct addr ess. wever i ons,
the cont é&t RrEBK: c{'ﬁﬁﬁj ?L’Sga% Re Hagd Pr?@"bdo[mpé%rﬁ&g%dr ess E{Tgmet%tétur e that
the 10 properijogglfy @sguleyigsaeanhaso b@@ﬂhusmswme srothe adntmssrtmkamm t he
contact | ookup nodul e 138 can al so Segrﬁ &‘e cg 8@8 a&' addlr ess book
142 and the thalGHhidata sipre fsiorR matgh der o?orf e GPpiact adEsR Lot
address. In  SORPiddTBMERRMALAS, RS SontaBEIo6RIY MekulkadBURN MY @hdBSr then query
whet her the

user wishes to check the corrected contact address with the GAL data store

15 278 since this can result in perceptible delay to the user in some cases.

[0091] If more than one contact address has been found to be
potentially incorrect, in some embodiments, the message validation window
300 can appear multiple fimes, i.e. once for each potentially incorrect contact
address. In some embodiments, all of the potentially incorrect contact
20 addresses can be listed within a message validation window. The user can
then go through the potentially incorrect contact addresses one by one by
selecting one of the different options (i.e. accept, decline, edit, and remote

lookup).

[0092] Referring now to FIG. 6, shown therein is a flow chart diagram
25 illustrating an exemplary embodiment of a contact entry method 400 for
entering and validating contact addresses in a message. The method 400
begins when the user composes an e-mail message and needs to enter a
desired contact address in one of the address fields of the message but is not
sure of the exact contact address or does not want fo manually enter the
30 entire contact address. At step 402, the user uses the local lookup option to
search a local contact address data store to enter the desired contact



user wi shes to check the corrected contact address with the GAL data store
15 278 since this can result in perceptible delay to the user in sone
cases. [0091] If nore than one contact address has been found to be
potentially incorrect, in sone enbodi nents, the nessage validation w ndow
300 can appear multiple tinmes, i.e. once for each potentially incorrect
contact address. In sone enbodi nents, all of the potentially incorrect
contact 20 addresses can be listed within a nmessage validati on wi ndow. The
user can then go through the potential8y-incorrect contact addresses one
by one by selecting one of the different options (i.e. accept, decline,
edit, and renote | ookup). [0092] F@ferrlgg ngqw to FIG 6, shown therein is

a flow chart afidigasarhnigplian Gakn o Prayided Rk 8RYNRYLMEARS AN HBRAIMSTS3G cont act
entry met hod c‘bﬂ%d‘sgf @HH@&'Q&h%‘QaH%#Hﬁ%ﬁBS BBNHRP! derRAG &Mmd thed

nmessage. The net I NS when the user conposes an e-nmil nessage
and needs to likat Mematlm@s,l ih@dl%:ahi@d(t-lpaﬂmlpés@“l ‘PP&H‘?PTB?“% PRES NG B £ el ds

of the message il o 80ets rehaPlodrBr B esi ol Ahinch IRRS o adeRs Nt

want to manua ITe contact address. At step 402, the user
uses the IﬁcathdrMpofdpe nemettbat semesonds to the desiiedaeantani @ddmssdaoa st or e

Lo enter the desly el SANLIThrnaiEsate [ineBian asmaa T by

an i nput mean¥'%R CONMpPOoSi| N W n ¢has an i nput button,
tab, drop downodmsul3Bncart bleplaylak(ﬂst &l ther caatiaof eldgresshs dn Ithe kdcal oomtagt opt i on

can be aut omat once, th |ns to ente C t he
desired cont a?t‘idcﬁstﬁﬁd@?ss ihﬁ‘ P%tsﬁ%l %F&f eVYrqa‘L’]rr(ti:rFl %oﬁ Pesponds
to the desi ragbrﬁmu@dkupMu@rssa aémdnspm ajfstbfm:mmiraelstessesefouadmithehe

nmessage. I n sone cases cont act oku a |ist
of the coﬂpacIPc%{QQﬂ“é%‘ge%de??S a| gers 8’@65‘5)%8% 86?@3%%3?%%%% lgélet "hat the
user can scro[tybea ¥ U8 far byihs 088r. cases, the contact | ookup nmodul e 138 can
display a |ist of contact addresses found in the 10 local contact address

data store tfo@h B?fCh ihBe GRAF dekEmdt fiRdthd ausirdteeontadtypideedsrudimgithef ar by

the user. [O t he user does not find the q(ﬁm req ci(tact ad [£SS
usi ng the Iocal lookup option, or does not choose to use lookup option,

method 400 moves to step 404 at which point the user can use the remote

e foca

15 lookup option to find a desired contact address in a remote contact address
data store. Once again, this option can be provided by an input means on the
message composition window, such as an input button, tab, drop down menu
and the like. Alternatively, in some embodiments this remote lookup option
can be automatic if the user does not select any of the contact addresses

20 found by the local lookup option. In some implementations, a connection can
be made with a remote contact server that provides access to the remote
contact address data store and can display a list of contact addresses. In
some cases, this can be done via an Internet or other network interface. The
contact lookup module 138 can create a contact lookup request that is then

25 sent across the wireless network 200 to the contact server 276, or another
suitable server, which interfaces with a remote contact address data store. In
some implementations, if the user enters a few characters of either the
desired contact address or the name of the contact, the remote contact server
can produce a list of matching contact addresses from the remote contact

30 address data store and send the list to the mobile device 100. The contact

lookup module 138 can then display the list to the user.



| ocal | ookup option, or does not choose to use the |ocal |ookup option, the
nmet hod 400 noves to step 404 at which point the user can use the renote 15
| ookup option to find a desired contact address in a renbte contact address
data store. Once again, this option can be provided by an input nmeans on
the nmessage conposition wi ndow, such as an input button, tab, drop down
menu and the like. Alternatively, in sonme enbodi nents this renote | ookup
option can be automatic if the user does not select any of the contact
addresses 20 found by the | ocal |ookup#ption. In sone inplenentations, a
connection can be made with a renote contact server that provides access

to the renmote__contact address ata store,and can di cont act
addr esses. | H00%ne cdEdhe Upg 8 E%Fﬁ P ‘?fetr'? g ;L?dfiﬁ%%%%é’% éllﬂ?etr tﬁer
network int e'lcﬁ@b‘?ﬁaok'rb%ptuﬁpai ﬁ@trehﬁﬁé(lubklmdp’u@\ 1688 n@hmM(Hhmen@aesrwact

| ookup request that 1s then 25 sent acr ?:S the eﬁ cﬁﬁ'two rk. 0 to the
cont act ser v&teR486 t@enaigthal thesyyntaipplet FAte &Y% E‘cig ‘v:w th a

renote cont ag, ﬁéidi' R 8f mlesa fF%t'tﬁ@'L@éEMllalﬁé @BeAdingf iftthe user
enters a fe aract ers o? eﬁﬁﬁrer t he gée)y red contact address or the nane

of the corfi a@wtaoche covest thecopthas 40empues teslap AGSRIvhieh PPigt ther USREt chi ng
cont act addr gsses fiQUNES BPLSeF SIMARF borcratiiesstatib shapistisl send

the list to t contact | ookup nodul e 138 can then
di splay the Icosnect dthe hreethodr400 Bmvepdo9stpp|41(llaém@“r paist dog HISEhEABf t he

contact addregs ﬁ%ﬁ‘ﬁh%ﬂﬁtﬂﬁ]&“ﬁél&%@ ?cln?g ad'dp%éupf tﬂ@tds%F‘cﬁ’cSosreQ%rmé | ookup

option, the 6 to ensure that the syntax of
t he sel ect ed setotttedt tordatragisisedss thenmetred @Q)meves tor stap 41 dwhelhe the geerof

nessage t e | et he

met hod 40 {Em;b%% eH@S ﬁ\eecﬁniﬂéagam\ﬁ% %hbecgé nb%ﬁﬁ%a?j%géﬁégaa?\jdg&gd Lte nmessage
or enter furthethodoflaticnaddves s6sstep 40Bh thenuser c!moaes not ¢e r@t:tt thet he

met hod 400 ves step, 410 at I ch _poi.nt edit
the sel ect ed %ﬁt {COqHRH gidress; ﬁemﬁgﬁd 69@0@8 Sg&f @QO%%S %h%ct ed
contact addr gfgssdgess Agtdepd 400 noves to step 412 V\/nere the user 10 then

edits the contact address or enters an alternate contact address and the
met hod 400 t hjeoaspves Hahe Lser dHidses hot thaisesthe rethoteseskupaiptivs, exf thet he

15 remote lookup option was not successful, the method 400 moves to step 416
at which point the user can manually enter the contact address. The syntax of
the manually entered contact address is then checked in step 418. If the
syntax of the manually entered contact address is not correct, then the
method 400 moves to step 410. Otherwise, the method 400 moves to step

20 420 and the manually entered contact address is compared fo the local
contact address store to determine if there is a matching contact address. If
there is a matching contact address, the method 400 moves to step 408.

[0096] if there is no matching contact address, then the contact
address can be a potentially incorrect contact address. The contact lookup
25 module 138 then provides several validation options to the user at step 422.
The user can reject the potentially incorrect contact address in which case the
method 400 moves to step 414 and the message is not sent. Alternatively, the
user can choose to edit the potentially incorrect contact address and the
method moves to step 412. In this case, the user recognizes that the
30 potentially incorrect contact address is actually incorrect, knows the correct
contact address and corrects the contact address. Alternatively, the user can



sel ected contact address, the nethod 400 noves to step 414 and the nessage
Is not sent. [0095] If the user chooses not to use the renpte | ookup
option, or if the 15 renote |ookup option was not successful, the nethod
400 noves to step 416 at which point the user can nmanually enter the
contact address. The syntax of the manually entered contact address is
then checked in step 418. If the syntax of the manually entered contact
address is not correct, then the nethod 400 noves to step 410. O herw se,
t he met hod 400 noves to step 20 420 and33he manual |y entered contact
address is conpared to the local contact address store to determne if
there is a matchi contact address. If there_is chi_ng, cont.act
address, the ?Cﬁg'ge IRIBCIRIakuR BPtéqneahﬁdg.S&%[ %@F&%E‘gﬁg’%&cm}aﬁm chi ng
contact addr esgvert 18MviéRed GRNEGS 424 AR ERPSAZENT liwe Asqrodaladts Aneyof theor r ect
contact address. The contact Iooku§¥25 nndglﬁ 138 theqagrovidgs severa

val i dati on opEslis theomefiod 4%} meyves to-sier A98. Altgraativaly. e ysgl dogs P¢le
potentially i%@%@g&@rgg?@ﬁmﬁ@e{&wﬁi{ ihemihé hetiRsea00 @oveRidsep 499 noves

to step 414 a S dge I's not sent. ternatively, the user can
choose to 2diAt step4pdtivistdeiemyinechwbethet thege afeany ¥alidroptach addiesees Wet hod

e 5y Al Ml of il B £ SR B vy s o

potentially incor I's actua ( I ncorrect, knows the
correct contstep 488d0darwine icthereestesnoe ivelid santast addreseessin thptaddieasi vel v,

t he user can ;33- r ta | I O0caal | ned by
the renote cofrlﬁ?'(isblp?%%&b%#sggﬁeﬁ\%eﬁ}gdﬂl% 3’954[2@.’88#?? ss'? pﬂﬁ%ﬂ)ﬁ%ﬂ[ he user
sel ect s one oietdege is astiddrt, t he nmet hod 400 noves to step 408.

Alternatively, if the user does not accept any of the results at step 426,
then the net hjod92P0 nolhs dmvetdescrlRsl effbadimsnig as2providedifor gxeraplatyned

message,  and PPGS Accilron VIS G REVRE Sripbarld ST d o '
there are no xiabi tle derttirst discloserisisarsini or thaehadslightly mbdifled SeatfireshEomessage,
e L RSt B b b e S R R Sl B e 2

that is customized for particular users, or there may be several customized

15 lists according to the department within which the user works. There may also

be customized lists based on third parties that the user, or the department

within which the user works, usually inferacts with. Other alternatives include

an online contact list, a user-defined customized list or an instant messaging

list of contacts. Other alternatives are also possible.

20 [0098] The remote lookup aspect of the embodiments described herein
provides several benefits. For instance, one can assume that the remote
contact address store is always up to date. Further, usage of the remote
contact address store frees up memory on the mobile device 100. in addition,
the memory components of the mobile device 100 may not be large enough

25 to contain the entire contact list of larger companies. Further, the use of the
remote contact address data store minimizes local data entry. Not only does
one get the entire contact entry after typing in just the name of the contact (or
even just a part of the name or part of the contact address of the contact), but
typing errors which can be expected in the course of entering that same

30 information are eliminated. Furiher, the remote contact address lookup can be



pur poses. Accordingly, there can be sim | ar enbodi nents that do not include
all of the features disclosed herein or that have slightly nodified
features. For instance, rather than there being a GAL data store 278,
there may be a list that is custom zed for particul ar users, or there may
be several custom zed 15 |lists according to the department within which the
user works. There may al so be custom zed lists based on third parties that
the user, or the departnment wthin which the user works, usually interacts
with. Other alternatives include an onB4re contact list, a user-defined
custom zed list or an instant nessaging |list of contacts. O her

alternatives are al so pOSSI bl e, 8] .The re e_|l.0okup of the
enbodi ment s RSB irRlpshwhigp dV?%Psa’@i\%er Hper b@%’@f Aoty neq_dottoq?q?l %ﬁ one
can assume tf@ﬁcét*&qefr%wetc%nta%@m@ﬁiatlaﬁidf@@'&aafd@tae is always up to date-

Further, usage of the renbte contact address store frees up nmenory on the

mobi | e devi cejppdy | n ﬂcgﬁohidoise undé1SioBE REHVEIOUP eitRifications theberatiidee devi ce
100 may not be |arge enough 25 to contain the entire. nt‘;ggéﬁ;{l@ of | arger

conpani es. Fdﬁtth@ﬁmttwaﬁ"é dsscribrd apd Anistrateg Retein, ®Br e
moni m zes kocgh Qﬁﬁ@duﬂ%ﬁfs\’ thRenBf o808 b i AP e Biths GppeRfeact entry

after typing in just of the contact (or even just a part of the

nane or part dmrrlshdt (ﬁhwlibtahild@ﬁegﬁd%ﬂoﬁﬂeﬂ@bﬂfmlét fhe tﬁﬁ‘?boql'?%"tﬁgw@ierors
whi ch can be c‘? (FOH ) rﬁtﬂﬁl eCRE R oRibbAl ra'r”@beﬁ@r'm %phd’éﬁ)@f@it' on
are elim nate her e renoté contact address ookup can be -34-
performed w rmiyesmhmumfmahbnrm’ampu’(mg dérvica wt allows aoisende $oMBosR & n t he

ffi d . houl d b
inder st ood  napSs7ae Bk erue PRUETAEstks R A 1% b Cnn0di ment s

descrlbed1 nd illustrated herein, wthout departing from 5 the
enbodi nent's, the general scope of which is defined in the appended cl ai ns.

It should al so be understood that while the enbodi nents were described for
a nobil e device, the enbodinents are generally applicable to any

communi cation or conputing device that allows a user to conpose a nessage

that requires contact addresses for delivery. 10



-35- Cainms 1. A nethod of contact address entry for entering recipients of
W rel ess nessages conposed by a user on a nobile comruni cati on devi ce,
wherein the nethod conprises: 5 a) allowing the user to enter at |east one
contact address in an address field in the nessage; b) checking for at

| east one potentially incorrect contact address by identifying at |east
one manual ly entered contact address that does not have a matching entry
in a local contact address data store; ,and, 10 c) validating the at | east
one potentially incorrect contact add?g whi ch i ncludes providing the
user with a list of simlar contact addresses conpared to the at |east one
potentially F%ﬁ Qlect contact address. 2. The nethod of claim1, wherein
step (c) inc allowing the user to check a renpte contact address data

store for a matching entry for the at 15 | east, qne otenlgog |ncorrect
cont act addréss A mathed @& cpofachrddpss @piry oy, enterijg, & Cé‘?'ﬁn t ﬁ”%/eé? i ncl udes

al l owi ng the, é@; '%&’a Qﬁéf 86l MbBilcdtomArFicato® deoitenivhérslny
i ncorr ect cont ac I €SS. e nethod of claiml1, wherein the nethod

i ncl udes | octhei mgthbtieompsisessf sinmilar contact addresses in the |ocal

contact a%dress data %)Orea%\%lﬁgv\ﬁerggr tosent& Atk oﬁg@oﬂfa%t fadssiore. 5.

The net hod of clains ein step (b) 1 ncludes checking the at
| east one enamaddressrﬁeblontmjmeewefor pr oper synt ax. 6. The nethod of any

one of claims 1105, wherelpghen(a) LG 4L DordiRahGiidbon doRtel o

contact service to aII rowse a cont act address
store to ent agdiche tt Idbamgmgoweleashomtmaumﬂgwtemd cnméaqmdﬁb%ﬁ%ﬂ\a&l ai m 6,

wherein step cl udes al lovm af . acters of
one of a despgﬁ%inﬁ%vgcﬁmﬁ r"@seé’ 'S'H joﬁagﬁéntggs%a?glé%% v?n%f% tﬁé desired
contact agdress and prgvi divaikidting theeat \eiash oael patentiadiy- inodrraghtasntasy cont act
addresses fogcqgrcelsrs] E:v?uch |n?ud%sC8:%E/%|ng ?lgéj 10 vﬁl%t 4 list of similar contact

addresses compared to the at least one potentially incorrect contact address.

2. The method of claim 1, wherein step (¢) includes allowing the user to
check a remote contact address data store for a matching entry for the at

15 least one potentially incorrect contact address.

3. The method of claims 1 or 2, wherein step (¢) includes allowing the
user to manually correct the at least one potentially incorrect contact address.

4. The method of claim 1, wherein the method includes locating the list of
similar contact addresses in the local contact address data store or a remofe

20 contaci address data store.

5. The method of claims 1, 2 or 3, wherein step (b) includes checking the

at least one entered contact address for proper syntax.

6. The method of any one of claims 1 to 5, wherein step (a) includes
contacting a remote contact service to allow the user fo browse a remote
25 contact address store to enter the at least one contact address.

7. The method of claim 6, wherein step (a) includes allowing the user to
enter a few characters of one of a desired contact address and a name
associated with the desired contact address and providing the user with a list



store. 8. The nethod of any one of clains 1 and 3 to 7, wherein step (c)

I ncl udes providing a validation neans for allowi ng the user to either
accept 5 the at |least one potentially incorrect contact address as a
correct contact address, correct the at | east one potentially incorrect
contact address or renotely | ookup a correct contact address for the at

| east one potentially incorrect contact address. 9. A conputer program
product for allowing a user of a nobile device to 10 enter contact
addresses for recipients of a wirel ess3§ressage when conposing the wirel ess
nmessage on the nobile device, the conputer program product conprising a

conput er readabl e nedi um enbodyi ng progr. 0 Tl bisaby a
processor ofOft HBGHHS P%“rpa%tv?‘@‘g%%?% f)%ﬁe'ﬁg?rl?gi '%g““é coﬁatcgza?gggﬁr ess entry
met hod as spgeisfied in any one of clainms | to 8. 15 10. A nobile

communi cation device conprising: a) a main processor for controlling the

operation of the_ nobil.e co nicati lce. b 0 |: | subsystem
connected t &t he TH& Wetlchﬁgg?égr?ne[ ﬁg%l:agrﬁ'rgmﬁ%ggt %o‘% g’u%&%‘@%%bﬁe)i@ﬂg adapt ed
for wirel essiyuddd p&ﬁflﬂih%@ wdlidatiet aieshs Jod allawing the uges icagithes BigceRtat i on

th th

adapted to interface w e. .conmmuni catio t t receive
wirel ess Restgqaisleaghane potentially jaeorsat ﬁg?taga$§&f§‘ g% nall%zTca rég)rrr%fe' gg%@%tgtact
service; d) g4dre68! coritt aRé ROBEESENS Potertially dncomet @btae} addwmssterct | ookup
nodul e adapted to allow a user to enter,, at ]| east e_cont a Ss in an
address fi el eemaielyalookumn st "‘(’J’l"@f‘r‘?é'r’@tﬁ‘il5 &ddress #gr %6(? raglnlggét %i%g’ébeg'ﬂglbprrposed
using the mﬁ%@ﬂ&ct%%ﬂﬁc@ﬁ&&lﬁgs. check for at |east one potentially

i ncorrect contact address by i1dentifying at | east one nmnually entered

addr oss dat aSst or compaier apoa Boiel Bt o g et s efir feviegg cont act
| NCOr T eClgCORRFT calEkte BRidredaiss idr N eddiskersts pobva divirglesbie meseagani whem | i st of
composing the wireless message on the mobile device, the computer program
product comprising a computer readabie medium embodying program code
means executable by a processor of the mobile device for implementing a
contact address entry method as specified in any one of claims 1i0 8.

15 10. A mobile communication device comprising:

a) a main processor for controlling the operation of the
mobile communication device,

b) a communication subsystem connected to the main
processor, the communication subsystem being adapted for wirelessly

20 sending and receiving data;

c) a message application adapted to interface with the
communication subsystem to send and receive wireless messages, and fo
receive contact data from a remote contact service;

d) a local contact address data store; and,

25 e) a contact lookup module adapted fo allow a user to enter
at least one contact address in an address field for at least one recipient of a
wireless message composed using the message application, check for at
least one potentially incorrect contact address by identifying at least one
manually entered contact address that does not have a matching entry in the

30 local contact address data store; and, validate the at least one potentially



simlar contact addresses conpared to the at |east one potentially
incorrect contact address. 11. The nobile comrunication device of claim
10, wherein the contact 5 |ookup nodule is adapted to allow the user to
check a renote contact address data store for a matching entry for the at

| east one potentially incorrect contact address. 12. The nobile

communi cation device of clains 10 or 11, wherein the contact |ookup nodul e
is adapted to allow the user to manually correct the at 10 | east one
potentially incorrect contact addre55t3{3. The nobi |l e comruni cati on device
of any one of clains 10 to 12, wherein the list of simlar contact

addresses is, found in the cal d i€t fenot e
cont act addr'@ggrr%%t%?rgq%rad 9% V&ﬁ(g{ ﬂnﬁ)"fdlegd‘grg%aruﬁlﬁi g’{ae?}l%éhrotgg\]/ﬁ:gﬁof any one
of clai ms 10gihfMard dontadBaddressisncdneared o due at tesist prenpdlgrdially inggEpeled t o
check the entered contact addresses for proper syntax. 15. The nobile
comuni cat i ofPRiRRHAdIrESs: any one of clains 10 to 14, wherein the contact

| ookup nodul e is adapted to contact a renpte contact service to allow the

user to browse a TiIwichile osdraatnieaiitnedsvist of clain 4t whereip the,§0BIgCY east one
contact address. 16. A system conpri sing. rk?p ' hdrbadi ng: i)
a main pr@ce@EFP P’tﬂdu@o‘ﬁﬁaapqepﬁﬁgﬁ%‘@ﬁ}?p‘gsr%?% 8@90 Htrﬁ%tg%gﬁegédevi ce; 25
i) a comunijstdiem oLk Mg eannRe trdattieadtivee potantially cesedcontagt

conmmuni cati on subsystem being adapted for wirelessly sending and receiving
data; -38- iPRfYresSmessage application adapted to interface with the

communi cati on subsystemto send and receive wreless nessages, and to
receive contapt dpha;mbbile Soawalcatiomtdaviceadidcisimes dater i onbereihdhe

contact lookup module is adapted to allow the user to manually correct the at

10 least one potentially incorrect contact address.

13. The mobile communication device of any one of claims 10 to 12,
wherein the list of similar contact addresses is found in the local contact

address data store or a remote contact address data store.

14. The mobile communication device of any one of claims 10 o 13,
15 wherein the contact lookup module is adapted to check the entered contact

addresses for proper syntax.

i5. The mobile communication device of any one of claims 10 o 14,
wherein the contact lookup module is adapted to contact a remote contact
service to allow the user to browse a remote contact address store fo enter

20 the at least one contact address.

16. A system comprising:
a) a mobile device including:
i) a main processor for controlling the operation of
the mobile device;
25 i) a communication subsystem connected to the
main processor, the communication subsystem being

adapted for wirelessly sending and receiving data;



5 v) a contact |ookup nodule for allowng a user to enter at |east one
contact address in an address field for at |east one recipient of a

wi rel ess nessage conposed on the nobile device, check for at |east one
potentially incorrect contact address by identifying at |east one 10
manual |y entered contact address that does not have a matching entry in
the |l ocal contact address data store; and, validate the at |east one
potentially incorrect contact address, which includes providing the user
with a list of sinilar contact address¥s conpared to the at |east one 15
potentially incorrect contact address. b) a renote contact service for

providing the contact data.to ¢t{h j | I: n ;

i ncluding at | east one cont"gct ﬁd'ﬁ?gg;%;e Saﬁ@éh@f’agé%%ge e@gé‘rfr?gtg\;\qﬁﬁ for
provi di ng communi cati on betteetom@Qnichiornthibisgsteimy ite esantd anide reeaiva e
contact service. 17. The system of claim16,. wherej tact | ookup
nodul e is adapted to all 05/0" s ugFSapEs AR rgc?"‘g‘?rg?'ﬁ&%g% act address data
store for a matching entryf or atibeal sbntacaddressedgtestoneiand, y i ncorrect
contact address. 18. The system of cl ai 16 or,17,. wherein th tact

| ookup module is 25 adapt &4 toaan’rg'é\Pait ﬁgk%époquie ﬁﬁrnﬁﬁ?"f"ggc%rﬁsgggt he at

| east one potentially incig&cht I6atlonetcontibt @ddresd th afl edspstiier fof any one
of clainms 16 to 18, wherein the list of ,simlar contact addresses.is found

in the | ocal contact addred lgast-one weipient of 3 wirgless MG RER COARPELs data

store. -39 20. The systemdy uhioBlle delics! 8hbk BF at dedkd onshsdtentially he
contact |ookup nodule is adapted to check the entered at |east one contact
address for proper synt ax.lnglrrecth@ré%té‘?ﬁféﬁﬁd?wiwfymg ataeagt ?8%t o0 20,
wherein the remote contact ménéﬁip"érﬁérehscd?ﬁé&f'afaeﬂesl@ythat 868Y AGL hawy yer
associated” with one of a corporate

matching entry in the local contact address data store;

and, validate the at least one potentially incorrect contact

address, which includes providing the user with a list of

similar contact addresses compared to the at least one
16 potentially incorrect contact address.

b) a remote contact service for providing the contact data to
the mobile device, the contact data including at least one contact address;
and,

c) a wireless network for providing communication between

20 the mobile device and the remote contact service.

17.  The system of claim 16, wherein the contact lookup module is adapted
to allow the user to check a remote contact address data store for a matching
entry for the at least one potentially incorrect contact address.

18. The system of claims 16 or 17, wherein the contact lookup module is
25 adapted to allow the user to manually correct the at least one potentially

incorrect contact address.

19. The system of any one of claims 16 to 18, wherein the list of similar
contact addresses is found in the local contact address data store or a remote

contact address data store.



enterprise and a website.

-39-

20. The system of any one of claims 16 to 19, wherein the contact lookup
module is adapted to check the entered at least one contact address for
proper syntax.

21.  The system of any one of claims 16 to 20, wherein the remote contact
5 service is provided by a contact server associated with one of a corporate
enterprise and a website.



